GE)

B CHAPTER

— RN EEZIRY

KDY AT DERE AL, 7T T4V 22— L F—T7 =4 A (GUI)
@ [System Administration] A == —%#HHL TITx 7, 2L, —HDOI R
T LERMEIL, a~vr R I A2 —T 2 AR (CLD) DHDORFEITTE
£7.

Fl, B 9T VAT A AT —HAOE=F Y 7| THBASA TS L IIZ,
[Monitor] A =2 —T7 FI3A T LV ADAT—X A =41 ViR RT 5
TEMWTEET,

ZOFETHBATIESLCa~ L ROPIZIiE, V—T 4 > 7 OB EEE K
FETHLORH D ET, FEMIZONTIE, [IP T FLA, A ¥ =T A, BEX
V—F 47 (PB4) 8L TLIEE,

ZOEE, WOHTHERS N TWET,
o [CLIla~y REHEHLEATF A 227 D3 7] (P.12-2)
» [Security Management 7 77 A 7 AD > 77 > 7| (P.12-8)

e [H L\ Security Management 7 /' 7 A TV A N— RO =T DT v 77 L—
K (P.12-16)

e [AsyncOS 7 v 77 L — K| (P.12-18)

o [Ty 7L —FRBLOY—ER T v 75— bO#E] (P.12-34)

e [Security Management 7 7’7 A4 7> ATOT 4 ¥ AL U B3 | (P.12-39)
o MEHIZ R OOHIZOVWT] (P.12-43)

o [Security Management 7 77 A 7V A~DT 7 B AMEOFKE] (P.12-76)

e [T TF 4Tty aroFR) (P12-81)
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MER SN A v E—VORIET RV ADOE] (P.12-81)
(75— ho&e] (P.12-82)

Ry bU— 7 REMOEE] (P.12-95)

[V A7 AREZ O E] (P.12-105)

a7 4F¥al—vary 774 V0EH] (P.12-110)
[ 0 27 FHEOEH] (P.12-123)

CLIav Y FZ2ERALIEAVTFUOR ZRIDE

17

TSN TV AEBERS L Na~ > F&H LT, Security Management 7
TIAT VATRAYTF U ABMEO X A7 #FATTEET, 22Tk, ROEBIE
Lavwy FIZOWCHALET,

shutdown
reboot
suspend
offline
resume
resetconfig

version

Security Management 7 754 7V AD vy kT

Security Management 7 77 A 7V A% T ¥ v b ¥ U 2 F 521, [Management
Appliance] > [System Administration] > [Shutdown/Reboot] ~— Y Z {3 %
n, 2w K74 7 a7 hCshutdown 2~ REHEHLET,

TIIAT A% Yy NEU T DL AsyncOS BT L, 777347 R
DBRELENIATZIITEET, TTIAT VAL, BBEXa2a—DAvE—T%
KoTIHRTHEITEET, 77794722y v N U T HRBEEE A
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NS 2MERHY 4, 77 4 /0 PEIEEIT 30 B TY . AsyncOS TiE, £ D2
SEEDOHIIA—T O AR T TEEd, TORBEEZBAL L, -7
T O TR L b E T,

Security Management 7 754 72 AD) T—+

Security Management 777 4 7 > A% U 7 — h 9 51Z1%, GUI @ [System
Administration] A == — THIHA[HE72 [Shutdown/Reboot] ~— T & H 9% >,
CLI T reboot 2~ REEHL F7,

TTI7AT A%V 7= 95L, AsyncOS BNHEEI SN D7D, 77747
VADBRELEIA T L, TTIAT VA% YT — R CEET, 777947
VAEV Yy N UTABIEEE AT ALERS Y £, T 7 4V N BIEE
1330 B T9, AsyncOS TiX, ZDOEMEMEOMITIA—7 IO EET TEE
T, TORBEMEEBZD &, =T FoEEI MEIMCECONES, 777
AT AEREESHLTH, BEEXF=2—DX vEe—UkbivERA,

Security Management 7 754 7 VR & A T+ U Rk

295

VAT L AT RAELT O HEIL, Security Management 7T A T U A %
7 T4 WREEIZLE T, suspend BE W offline 2~ FEMEH LT,
AsyncOS %47 7 A4 VIREIZLET, A7 T4 RETIE, ROLHICRY F
R

o AEEFA—NERITZTANLONER A,

o EEETFA-NEEIXFLINET,

o BJEERITIFLESNET,

o CLIRT ZBAAREDL LT £,

TIIGAT AT 774 RBIETDBEEL AT HLERSY T, 7
7 4V MEIEEIE 30 BT, AsyncOS Tid, ZORBEMHEORITA—T ok
AT TTEET, TOBEMBEEERD L, A—7POEGRNBRHEICH TS
NET, =T HOERNRONEEIF, TSI T T4 REBIZRD 9,

[ oL-23827-01-J
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(G¥)  suspend =~ R & offline =~ > FOMESIL, suspend =~ Rz~ on
V7 —FENTHZTHLEDOREZEDZ & TT, suspend =~ RERITLTT
TIAT A&V T = D56, VAT LELF T A REBICETIZIE
resume 2~ REEHT20ERH Y £,

BEIEE -

[ Cisco IronPort AsyncOS for Email Advanced User Guidel ® [Suspending
Email Delivery |, [Resuming Email Delivery|. Suspending Receiving],
B L TResuming Receiving |

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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suspend & U offline a<w > F

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> offline

Enter the number of seconds to wait before abruptly closing connections.

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

T34 VIREN o DEH

[ oL-23827-01-J
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resume I+ NI, suspenddel =~ > RE 723 suspend =~ > REEM L7=%
2. AsyncOS Z i@ OEEREBICE L E T,

resume O3> K

mail3.example.com> resume

Receiving resumed.
Mail delivery resumed.

mail3.example.com>

HERFT 74U ME~NDY Y b

TTIAT A EMEIBEIT D L E1, HEREOMHREICR T Z &N TE
%9, [Management Appliance] > [System Administration] > [Configuration
File] ~X— "™ [Reset Configuration] =7 ¥ = > 7>, resetconfig =t~ > N % i H
T 5L, TNTD AsyncOS REMM RO RHLIREIC Y £y FaivET, =
Davy FEFEEICBEN TH L0, 2=y FEBETHA0. REORMBE
ERRRT HBREDOTFEL LTOREHA LTI ZEn, REDY £y MRIE, ¥R
Ty NT T U4 NEFETTLEE2BEBOLET,

(G¥) resetconfig A<V R, 7T IA T UV ANLT T T4 IRETH D & 12D L
HELE . reseteconfig =~ FRTETT DL, T7I747  ATAHIA
T A RBEIZR Y 97, resetconfig =~ > K& EITT HRIICE S A — VDG
AW 7= %A 1L, reseteconfig =~ RAET LIz L ZICET A —I/LDE[GF
DEAITENET,

48

resetconfig AN Féﬁﬁj—éts FTRTORY FU—OE&E)&‘H:‘.ETH#?

T+ MEIZRYET, BEICK> T, CLIMSYISh, 775347 0X
ICEHIT BE=HICEALE-Y—EX (FTP. Telnet. SSH., HTTP. HTTPS)
NTF 1 E—TIIZEh, userconfig AR KT LF-EBMODL—F 7ho
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FABIBRENET, COaARUFRIE, VUFPILAVE—T A REERTS
M, FEETFIAILEDO Admin —F 7HH Y A SEBR—FEDT I+
IFBREEHEALTCL CEEFETELMEAEFEALEVLTLEEL,

resetconfig A< >k

mail3.example.com> offline

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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AsyncOS D/\— 3 ViFHRORT

Cisco IronPort 777 A 7 > ZIZBHEA » X b=/ ST % AsyncOS D /38—
Ta BT DI, ROFIREZFITLET,

ATv7F 1 Security Management 77 7 A 7 . 2C, [Management Appliances] >
[Centralized Services] > [System Status] % Z4R L £ 97,

ARTF9T 2 RN=VOFHETAZ r—/L LT, [Version Information] T, HIEA X h—/b
ENTWD AsyncOS D=V =3 VR LET,

HDHWE, a~vr KT A4 a7 hTversion 2~ R&2HHTHZLH T
xFET,

Security Management 7 754 7V ADINY Y
Tv7

o [F—HDONRNyIT v 7O T] (P.12-8)

o IRy T v 7ORKFHE) (P.12-9)

o Ry 77 (P.12-10)

o INyITvTHOY—EADOT A ZEY T 1] (P12-10)

o IRy T v FukAxohk (P.12-11)

o IRy T vFDRArY 2—nAER) (P.12-12)

o [ZOMOEERNY VT v XAV (P12-15)

T—R2DINY I Ty FTIZDT

Security Management 7 7 7 A4 TV ATIX, 777 47T —¥% By %
(V=R TTI7ATAnb [#—%4"w ] Security Management 7 77 A4 7
vAlZar—L, o [V —2Z| Security Management 7 7°7 A 7 > A D Hi it %
B/ANBICIMZ 5 2 LA T& £3, Security Management 777 A 7 AlL, <
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VEhEITIA=I EX RN I T T TTIATUATERL, [V —2R]
TTIAT R [ B—Fy N TTIA4T AR LEST, DFE0, T—4
EERETLIVUN V=] THY, AT a—LRESNTEAYIT v 7D
—#8 & LT, BlD Security Management 7 /7 A T U ANLT — X (5T 5
TP ITAT VAN =y b TY,

Fo S OBRERETTH L, 2BORY 7 A LOF—F BRA—CRY EF, v
T v T =2, Web ]\7/%/7%420\]\1//]\ VR—T 4T, &
A= VIR—=FT 47, Avkt—Y T vF 7, Cisco IronPort A/ AKJE,
B L O Safelist/Blocklist 7—# W& EhE T, ZOUNEEIT-TH, REEH
TWIN 7T v T SHER A,

Ry 7T v 7THERETIE backupeonfig =~ > & A L C, Security
Management 777 4 7 AD GUI ZERETICT —% 77 A NVERNY I T v
TTEET, £, AT Va—AREINTEAY I T v T EFETHONRY 7T
TOERFRELITF Y 8L, Rl T v T AT —FZAOMR, 72133y

T TE)E—h vV NCRT D a— VRETEDLNE I DOHREITH 2 &
LTEET,

NV DTy TOFIFIEIE

Ny T T AT a— /L ET DRI, ROFKFEEZE LT IZEW,

filf9E1g =25
TTIALT VA |NBE—=F Y N T T IATLAZNE, V—ATTIAT LV ADKEL FOREN N
DEE ECTT,

TIIAT A
DIN— g v

X2 )T A BET—Z HD AsyncOS 7.7 1., &F = U7 4 EHHD AsyncOS
77 ZFAT LTV DD T FI7A4 TV ACKH L TORNy I T v 7 TEET,
N=Ta UPR—HLBRWERIE, Xy I T v T DRV a—VERET DI

% —4%" v bk Security Management 7 77 A4 7V A% T v 77 L— KL TK f_é
AN

TTIITAT R
Eil2RGEE

V—RA L X —7y k@ Security Management 7 7 A 7 A (X, SSH & L C
BETEDOIMLENRDY ET, ZOHDKRDOLITRY T,

o WHDTTITAT LV ATHR—F 22BN TWND, 74/ FT, ZDKR—
MIVAT A EBY N T v U4 —REREITTHEHEET,

e« ALI—RELPTR La—ROMEFEZHEHALT, FAL L F—2n H—n
(DNS) BWHFDT FIF3AT 2 ADKRA BB TEDLLERNH D,
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|

H#EE =%

%, [FM, % |Security Management 777 A 7V AnBH DT — X iE, 1 D0 Security

fw Management 7 75 A 7V AN 7 T v T TEET,

T T G L Ry U T 9T (Rw I T 9T DAY I T 9 ) R P ERTOE
T Y

& % Security Management 7 /7 A T VAT I T v TNRAF P a—VERES
NWTWABYA. %O Security Management 7 77 A 7 > RIZHID N 7T > Tk
AP a—NVRETDHILIETEEE A, B0 Security Management 777 1 7
VRN I T T ERATVa—ARET LI, T, BUEFEITHhONy S
Ty TEINTIRDOAN Y 7T v T T X TRy v LET,

NV Ty THAR

BHIDFEENNy 7T v 7Tl 800GB DXy 7 7w FITH K 10 B 2300 £

T, BIRAN 7 7 v 72, TN 3EE»NL 2R3 H0 3, BRBLO
AWRDN Y 7T v 2iE, S HICHBRLN DA REMERH Y £, Z ORFRIX—
ETIEHY E¥A,

VAN 7T o THONy 7T v Fatv AT, REDONRY 7T v FhbE
FEINETFANDHEPERESNET, DD, TDHDNNY 7T v FIThd
LRI AN 7 7 v T OFE LY BELS RV T, BEONNY I T v I
FAKERIL, RSN T —F &, BEINTT7 7 AN, BLUOEREDO NNy Y
Ty TUREDRED 7 7 A VRER SN E o TRZY E3,

NY YTy TRHOY—ERDTRALSE) T4

Ny 27 v et AOT7c—XL, TR —EZROTXAFEY 5 412

FIETHEBIRO LY TT,

o 7x—X1: RNyl T v T TrEADT=z—X11F, V=R TTI3A4T
AL =y N TTITAT U AMOT — X ORETRHIBENES, T—X
DR, V=R T FIAT L ATOY—E RIETENEEF IR ST
O, THANEEFOEFEMBLTCEET, EEL. X—F N TTIAT
VATEY—EAR Yy MU YINET, VAL E—F Yy N TS
FTAT UVASNDT —HDERENTETTHE, 7=2—X 2 BRKBENET,
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o Tx—X2: T x—R2WBMEDLL, VAT TIAT AT —EAN
VX AU ERET, MYy M DR, V—REE =Ty DT
TIAT VA TT = Z HREL TS & X ITIE SN2 T RTOEN,
H—lFy NTTIAT A A=, Y—RAEHX—F v LDl T
P—EARBEEINET, ZhiCkY, YA TTI7A4T U ATEHRKEOD
BEINHAHRSh, EH00T7 774 TV ATHLT —Xidkbizal b
7

RNy I Ty THIZ, T=HDTXATEVT 4 LAR— bBHERELAZRL D56

NHVFET, T2, Avt—T FI XL ITHEREZFERTDIHE, KAV

DARA BB TR LW TR ZERNDH Y ET,

LR—= AT V2= LR ELLIIE L TNDEEIL, Ny T v 7FRNEITHT

b5 EEENTWESEEIX, [Management Appliance] > [Centralized

Services]| ZEIRL T, VAT LADAT —H AL WHBETEET, 2OV Ky

Wi, VAT ORI T v TREITHTHD E VI EERFREINET,

Centralized Services Network System Administration

b System backup in progress. Some services may be temporarily unavailable. More Information

[ Commt Granges = ]

Security Appliances

Configuration Manager (Web): | Enabled, using 0 licenses

Spam Quarantine: | Enabled, using 0 licenses

Reporting: | Service disabled

Tracking: = Enabled, using 0 licenses

Add Email Appliance...

No appliances have been added.

Ny 7y POt A0OHE

NPT v TDFETHIZS—A T TITA T ADTFHLENWY 77— s B3H - T
b, =Ty NTTIAT LV RAIZOEILEB#FLETA, ¥—F v N TT7
AT VAT I T vl oeX v LT HLERHY 7,

[ oL-23827-01-J
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Ny 77 o7 TatZA0HER&HY, 2Oy 7T v 7 FrEARET LT
WS, Ny Ty T ERRICERIT LT & £1Z, Security Management 7 77 A
TUREILL LTSRN ORI T T Tae RAERBTEET, Ny T v
TREYELENTH, Ny I T v 7T TRaERCLST, =Ty kv
Ny I Ty THEBOT—EZPHEEINDZ EIEHY £HA,

INVDTYTDORY S 12— LIERL
N

() VEe—h vV UNIEITHFOR Y I T v T RBDIGE. NXv 7T v7 Tak Xk
Bt S EH A,

Security Management 777 A4 7V ATIL, RO 2 DDX A T DNy I T v T %k

AT a—VRETEET,

o EHWINw I T T BNy 2Ty AT FRIRRE LIRFRINICHER D R L
THONRNw Tyl FARRE LB I EITO Ny 77T v 7FRd Y F
D

o RNy 77 v i 4 A s Ny 77T v 7%, CLI T backupconfig =
~ U RERBT D LT SICETINET,

BNV OIT YT
~

(G¥) ng 7y AME, EHNICRETLIZIELTEET, 207 R0 M
WX, T 72707 ar) (P13-37) 22 LT EE0,

BNy 7T v T AT a— VRET DT, ROFIEZETLET,

AFvT 1 BHHFLLTCSSHEy Y aiielArLET,
AFyF 2 =a<o K 727 T backupeonfig & AJ) L., Enter Z# L £,
FATT D BMFEZ BN L £,
o [View] : ATV a— AR E LNV I T v AR TEET,
* [Verify]l : Nw T v 7% VE—F SVUVTATFVa— VRETEXL0E I DEH
wLET,
® [Schedulel : 7T IAT VRN I T v T HEATVa— VEETEET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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BEEARY

ATFvFT 3
AFvT 4

AFvT 5

& ]
AFyFT 7
ATFv7T 8

® [Cancel] : AT Va—LAREINTRNY I T vl e2Xyr 2L LET,
* [Status] : EIfTHFONY I T v T DAT—H A%ERTEET,
a< K Fr 7 T Schedule & AJj L. Enter ## L £,

#—4%" > K Security Management 7 77 A 7 ADIP 7 RV A LA4RTEATIL
iﬁ‘o

2T, Security Management TIIGAT LV AZE =Ty N~ v DRk
R, A=T Y vV T =2 T DI RRAN=ABHDHINE I D
2R L E T,

Z=0v b RVUDAR=APRTGRGEIT, ROTT — A v —TUNHRR
éﬂiﬁ'o |—Backup cannot be scheduled.Reason: There is not enough
space for isqg, tracking, reporting, slbl.Please increase disk

allocation for these services on the target machine], 7 — X 3Rk S
EFHA,

Z—=Ty b VUPBRES D & ROBFIEL T RENET,

1. [Setup Repeating Backup Schedule] : BNV I T v 7R A7 a2 — iR
ETEET,
.

2. [Schedule a single backup] : H— NN I T v T E ATV a— LRETEE
7

3. [start a Single Backup] : BIlRpNy 77 v 7 & B TE £,
1 #AS LT, Enter ZHLET,
WOBRENF RENFE T, 1. [Daily]. 2. [Weekly]. 3. [Monthly],
EW ANy 7T T ORI %R L, Enter L £9°,
Ny T v T eBhT 58 EOHREZ AL, Enter ZH L E7,
Ny VT w7 Tat 2042 AN LET,

BTIONY I T o7 Tt ARMRTEL L), DY TUVEEDLENC
LTL &N,

TN NRNY I T DT 2 —X 1 TY,
av  RIA4 > Tar 7 M Status EANTDHE, ROLHIZEREINET,

Phase: One

Centralized Email Tracking: Completed
Centralized Spam Quarantine: Completed
Centralized Email Reporting: Completed
Centralized Web Reporting: In Progress

[ oL-23827-01-J
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COHNIF, T EH LW =Sy N vV ACHEREFRTHD T EERL
TWET,
Tx—R2OFRFKET, THXOBRIIET LET, a~vr RIA4> a7 b
IZ Status & ANTHE, WOX IR RSINET,

Phase: Two

Centralized Email Tracking: Completed
Centralized Spam Quarantine: Completed
Centralized Email Reporting: Completed
Centralized Web Reporting: Completed

ATYFT 9 THOWBENETLEL, Nyl T v T REFICAr Va—VEESNTZ L
EHERLET, a~wr K o7 T View & A LT, Enter L £,

AF9T 10 BNy I T v TOFEMIONTIL, [FOMODEE RNy 7T v F XA
(P.12-15) &L T EEW,

BNy o7y
HURBU N Ny I Ty T EBET B ICE. KOFIAEEF LET,

N
GGE) UTICRTTRCOFBHIZ, a~ K 7o 7P MIANTRZHEEDOLDTY,

AFyT 1 BHHFLLTCSSHEyYa el LET,

AFyF 2 =2~ K 727 T backupeonfig & AJ) L. Enter Z# L £,
FATT D BRMEZ BN L £,
o [View] : AT Va— Vi E LNy I T v TR TEET,

o [Verify] : Xw I T v 7%V E—bF RV UTAT Y a—LRETEXDINE I NEH
WLET,

* [Schedule]l : 77 IAT VAR I T v T B ATV a—VRETEET,

® [Cancel] : AT Va—AREINTRNv I T vl XFry 2L LET,

o [Status] : FEITHONRY I T v TDAT—H AR TEET,
X797 3 Schedule » AJJL T, Enter L E 7,

ATwvF 4 X—7% v b Security Management 7 /7 A T AD IP T R LA L LRiE AL
£7
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AFwFT 5

2T, Security Management TIIGAT L AZE =Ty N~ DRk
L, A=y b VT A BT DD FIRAR=ANDH D00 E D D
2R L E T,

=0y b VU DANR=ARAR G AR, ROTT— A y—URERR
éﬂiﬁ'o |—Backup cannot be scheduled.Reason: There is not enough
space for isqg, tracking, reporting, slbl.Please increase disk

allocation for these services on the target machine], 7 — X IRk X
EFHA,
B =Gy h vV URRREEEND & Y = VICIROBIRBEPERENET,
1. [Setup Reoccurring Backup] : BN I T v T EAF Va2 — LEETEE
D

2. [Schedule a Single backup] : H— Ry /7 v TE AV a— VFHETEE
T

3. [Start a Single Backup Now] : Bl 77 v 7% BltACTE £,
3 L ANLT, Enter L £,
Ny 2T o7 TavANEBL, V=R 3 b=y b v ~DF—
ZORENT ITBHIE S NE T, IRy 77 v PR END &, IROR >
?”Vﬁlﬁﬁ?éﬂiﬁ—o (Backup has been initiated and will begin in a
few seconds],
Ry T o TNEFICAr Va—VBESNTZ E2HRT DI, a2 R
717 T View F£ 7213 Status & A1 LT, Enter L 7,
RNy I Ty TOFHMIONTIL, [ZOMOEERNY 7T v 7 R
(P.12-15) ZZWL T E W,

ZTDMDEBELZINYITVT RRY

CITEMBENTWARY T o7 B RATIEARNy 7T vy FTINARWEAR
KbohbdZE&aIETH0, RO EEBRFTLTSIEI N,

o BMENERZMRGFTDIHEZODVWTE, a7 4 FXalb—var 774D
H@@J (P.12-110) &ML TLEE W,

e Security Management TIIAT RIS HOEFNI R 7 T 7 A NV a R
LIECONTIE, & 138 T 7)) 223RLTIZEN,
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# L L\ Security Management 7 754 7> X
N—FK9xz7D7vTIL—F

H '\ Security Management 7 7 A 7 U AMLH LWETVICT v TS L— K

T 5856 (I2& 2I1E, M160 226 M650 ~D7 » 77 L— )| IROFIEE F{T
LT, tWTTIALT VAN LWT T I T VAT —#ZELLERELE
T

GE) B DY A XD Security Management 777 A T VAWM TT — X Hrik T 5 2
EIETEETR, HILWT T T4 T L AFRAEU EOY A XREDETHRT
WARLERHY FT,

1241 # L L\ Security Management 7 7S5 A 72 RA IN—Foxz 707 v 7
JL—F
M160 M650
(Y —2) (F—% v b)
_A— A—
o T—H C
/|\—T\. - /l\J—T\:

(F) LUTFERTIRToO#ME, a~vr F 7ar 7 MIANTHE0 LD TT,

AFwF 1 EEHELLTSSHEv arvicnsA4 LT,

AFwF 2 2w K 7Fur7 T backupeonfig & AJJ L, Enter L £,
FATT DEAEABIRL £,
o [View]: ATV a—NABELILNY I T v T 2R TEET,

o [Verify]: X277 v 7% VE—F vV TRTVa— VRETEDLNE D
NEFEBLET,

e [Schedule] : 7 FIAT VAN I T v T HAT Y 2a— VRETEET,
e [Cancel] : AT ¥V a—NVRKEINTNAY I T v T EFx 2L LET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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AFvT 5

AFvF 7T

e [Status] : FITHONY I T v TDAT— X AR TETET,
Schedule & A/J L. Enter Z# L £,

% —7%"+ |k Security Management 7 77 A 7 ADIP 7 KL A L &RiE# AT L
£7.

Z I T, Security Management 7 7T A TV A H —F v b =V U BNEET D
MEIM BROY =Ty b vV T —F E2XT DI AR=AND
LMEIDEHERLET,

B2 %% A XD Security Management 777 A 7 L A TT — X Zirik4 5 2
EETEETN, LT T T4 7 2 REREU EOY A XRE D ¥ ToHnT
WABHEEMERSH Y 3, ¥—F v b VU DAR=ARRFGRGEIEL, KO
TT7— AvE—UNRRRINET, Backup cannot be scheduled.Reason:
There is not enough space for isq, tracking, reporting, slbl.Please increase
disk allocation for these services on the target machine |, 7 — % [3fiiik S v

A,
=0y b vV UPREESND & 2y Y — VIR OBIRENE RS NET,
* 1. [Setup Reoccurring Backup] : E#INY 77 v T & A7V 2 — LR ETE
ESSR®
o 2.[Schedule a Single backup] : =" 7 7 v T E ATV 2 — LR ETEE
T
e 3. [Start a Single Backup Now] : iR/ N> 7 7 » 7T &G TE £,
3 L AALT, Enter 2 L E 7,
RNy 77 o7 TavARBRMEL, YV—A b d—Fy kv raDT—
Y ORENT ICHB SN ET, BNy 77 v 7R END & RORA v
T—UNRERINET, ’—Backup has been initiated and will begin in a
few seconds],
a~y R4 7Fr 7 M suspendtransfers =2~ > KEZ AL, V—A T
FATVAREFHLWE =Ty N TTIF3A47 L ABOT R TOT — Z HhikE —kf
ik LET,
suspendtransfers =~ > FIZ X o> T, i\ Y — R Security Management 7 7" 7
AT U ADT = ZZEPMFIESNET,
FROAT T2 MBS E2HBVELT, Y—A U THLWA LV RAZ U b
Ny 2T v TEFITLET,
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S >
AsyncOS O7 v 77 L—Fk

Z ZTiX. Security Management 7 7 A TV ATDY 7 "= T T v IS

L— FICEET 2RONEICOWTHA L ET,

o Ty TV —FTHANC  HELTFIE (P.12-18)

o [GUI 75 ® AsyncOS O7 v 77 L— K] (P.12-24)

o [LIRTO/R—= 3 D AsyncOS ~DEt] (P.12-26)

o ICLIZMER LT v 77 L— ROEF] (P.12-30)

TYv7TTL—F335HIC: EELFIF
WOFNEZEITLT, Ty 77— ROW¥EFEEITWVET,

AFYvFT 1 KOXIHICLT, T—FDOWHKERIEL T,
o HLWT FIAT LV ACADRTAAVEENDY , BEENDIKT—4
A TICREU EOY A ZXPRED B TENTNDZ EZMERLET, i
ARERIRRT 4 A7 fEik ) (P.12-123) 22 L T Z &,
o T 4 AVHEBIZOWTOMLNDOELEEZ TR 2GEX, Ty 7 L—FK
ZRMET HHEIC, T4 A7 SUIRICET 2 BEEZ T X TR L T30,
AFvT 2 TFIATANS, XML a7 4 Xalb—ay JrAVERELET,

ATFvF 3 =T UANTayl )R MEREEHALTWDIEEIE. UARERY 7 Ah
b/ AR—hrLET,

AFyFT 4 CLINLT v 77 L —REFETLTNDEE1L, suspendlistener =~ > K& {#
HALTIURF—%EILET, GUI LT v 77 L— REFEITLIESAIE, A
BRI Y A S —DO—KHEIENFEAEL ET,

ATYFT 5 AN Fa—LbTIUNY Fa—%fkLET,

) 7Ty IrL—FER HOY AT 2= VI LET,
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AsyncOS #7 v 77 L— RT LIS, Ty 77— FRBLIOT v 77— MRE
PIELSBRESNTND Z &%ﬁnbi?oﬁ%Kome\Pfyfﬁv K
BLOV—ER T o7 T —brORE) (P12-34) 2R LTI,

JE—FTFYVTTL—FERN) =S5 TYvTTL—

Cisco IronPort TiX, Cisco IronPort 777 4 7 AT AsyncOS &7 v 77 L —
R4 27002505 (£ [V—=2)) THDH, VE—F T v77L—F
AN =T Ty T T L= REERTEET,

Ve—k 777 L—RKTIiE, CiscoIronPort 777 A4 T AlI Xy hU—F KN
DY =5 AsyncOS 7w 77 L— K&y a— KLEJ, Cisco IronPort
MHET T T —R A A—=% 1[EFEFHXY a— KL, Cisco IronPort 77 Z
AT VARIELET,

ARV =T T w77 L— KTIL, Cisco IronPort 777 4 7 > A3 HTTP %
4 LT Cisco IronPort 7 v 77— b $— "5 EHE AsyncOS 7 v 77 L — K%
Zora—KRKLET, % CiscolronPort 7 77 A4 7T AL, 7 v 77 L— &5l
ey rm—RNLET,

Cisco IronPort Systems T8 v 77/ L— K P — T —F%F7 7 F v Z2fEH L
T, BENEZNDLTH AsyncOS 7 v 77 L— FE&FTIERe A v e — R T
F9, ZOHEY—T—FT 7 Fx D=, Cisco IronPort 7 77— b
P—=NTEFAFTIv I IPT RLARERESNET, BER7 74T U+ —L
AU v—%A L TWDEHAIE. AsyncOS O T v 77 L— FRIZERI R BT O
REDMENW 2D RV ET, Ty 7T 1L— F‘KE'@L’C\ T AT U4 —I
WEWLAZT 47 IP BETH D LYW L7z85E1%. Cisco IronPort 7 A %
~— AR — MERE LT, M%ngRLTkvx%H&%LTQLéw

BEFED 7 7 A4 7 7 4 —/b )b—/)L T upgrades.cisco.com A" — k (22, 25. 80,

4766 72 &) POV A — T v 7L — ROy ra— RBRFAENTHDYE
ElE, TN EHIBRT D, BIELET7 7 AT U4 —b L—VIZEZHZ D
ERH FT,

2007 w7 L— REREY Y 2 512iF. [Management Appliance] >
[System Administration] > [Update Settlngs] R=UEFEALET (R MY—I
7T T T —RKRF 74 FTT), CLI T updateconfig =~ > R
L2HELH Y ET,
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TyZ 7= FRiE, SESERT oY b —RHE RO EREME L2V
TLEEW, TCP By varRnFyra— FHZHA L7 FLTLESTY
B Ty T T b= PR DR S D £,

GE) 007977 L—FREREFALTH, 7Ty 77 L— ROETHIL,
saveconfig =~ > REZMH L TRELZRET D0 E D 0HIT 20N H Y £
T, FHMICOWTIE, a7 4Falb—ay 7741008 (P.12-110)
LT TEEN,

PDSRBIESINIZVRTLOTYTITL—F
AR ENT Y BT v ST L — RT 5561, [Cisco IronPort
AsyncOS for Email Advanced User Guidell @ TCentralized Management] %
123 % TUpgrading Machines in a Cluster] ZZM L T &0y,
AMJ—=22T 7vTTL—FOBE
ANV =T T w77 L— KTiE, Cisco IronPort 77 7 A 7 2 AP E#E

Cisco IronPort 7 v 77— b — 2R LT, 7Ty 77 L — REREBELTH U
ve—RLET,

12-2 AM)=—225 7yTTF— AR

T 7 AT U —VEN LI HTTP 85

Cisco IronPort 754 7/ R

Cisco IronPort Systems, Inc.

HHH—

Z O HATIX, Cisco IronPort 777 A 7 > A Cisco IronPort Systems 7 > 7
T—h P—=NICXy NI b EEERT DVLERD Y £T,
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VE—FTF7yTJL—FOBE

F7-. Cisco IronPort 7 v 75—k =N EET v 77— 2SI 5
(AN =27 Ty7 T L—F) OTEHREL, Xy NU—IALLE—HLT
AsyncOS 127 v 75— h&2F v rn—RBLOFA L (VE—F Ty 77 L—
F) 975626 TExFET, ZOMRBEFHALT, A F—Fy MNIT 7 EATE
Hxy FU—7 EOTRTOY— N2 HTTP THS{bENE=7 v 75—k A
A—=vEAya—RKLET, Tv7T—h A A=V EXUa— KTIH8E
X, WEB HTTP — (7T v 75—k =32 —Y %) %&i%& L. Cisco IronPort 7
TTATUATASYyncOS 4 A—VEHRAT 4 7T 5 ENTEET,

12-3 JE—F 7y FF— AR

Cisco IronPort Systems, Inc.

EH Y —

T w7 7 A T 4B LA Y B —Fy k~D HTTP i

B T

AV B —Fy b~OHITP 77 &R %
5 L= Web $—1
Cisco IronPort 754 7/ R

EARNR T o 23, RO EBYH TT,

AF9T 1 TyTFTVL—F T ANERSLTRET S LT, m—b F—REREL
35 ‘?-o

AFvF 2 TSIV —F Ty NEXYn—FLET,

ATw7 3 [Management Appliance] > [System Administration] > [Update SettingsChoose]
ERL X7,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
| oL-23827-01-J .m




E128  —BOEEESRY |

ZOR—=TT, a— NP —REFERHTEEICT I ITAT U RAERETHZ

LEBELET,
ATwv 7 4 [Management Appliance] > [System Administration] > [System Upgrade] % 3
LE,
ATwF 5 [Available Upgrades] #7 U v 7 LE T,
>
(GE) av R4 Fur7h CRETHIZEBTEET,

updateconfig =~ > K %?;%{T L’C 5 upgrade =~ > K& E(T7 5,

JE—F 7Y FITL—FDON—FOz7EHELIVVI M 7EHR
AsyncOS Ty T V=R Ty ANEF D z— FTHICE, Wiy hT—72
IR EF DY AT ARMNEETT,
e Cisco IronPort Systems 7 v 77—k #h—_~DAf ¥ —F v b T EA,
e Web 77 UV,

GE) SEOY Y —ATT v FF—hk =T FLA~O HTTP 7 7 ¥ 2 %A1
D7 7AT U —NREMEEHRETIDLENRD DA, HEDIP 7 FLATiX
72 DNSA4ZHHTHILERH Y £,

AsyncOS 7 v 7T — b 77 A NEF X7 7 > 2F5I1iE, Wity hU—2 I
K& ROV — NPRBETT,

e Web ¥— 3, =& 20X, kD X S 72 Microsoft IIS (Internet Information
Services) F721% Apache A —7 YV —R $—3,

— A TR, TAVIZ PV ERF T ANLDOFREZYR—
- T4 L7 MU sBRIzHIG
- B4 GEIEZR L) kAR (%) SRR ESINTND

— % AsyncOS ToTT—h A AXA=VIZRLTHREDL 350MB D22 &
T4 AT FERH D
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JE—FTPYTTL—F A A—SODRATAVY

0= = NORENTT LIZh,
http://updates.ironport.com/fetch_manifest.html (27 7 E XA LT v 77
V=R A A=V Dzip 77 A NVEX T a—NLET, f A—VEFT L a—F
9 2%12i&, CiscoIronPort 7 77 A TV AD VY T AFFENA—=Va VFEEFEA
HDLET, FIAHERT v 77 L — RO U R MBRRRINET, Ty 7T L—FR
AA=VDzip 7 7ANEX T —RTLT v ST =R "=V a %7y
7 LET, AsyncOS 7 v 77 L—RKOT v 7 7L — R A A=V %FEMATHIC
X, Bm—Hh /1 $— "D FEAR URL % [Edit Update Settings] ~X—IZ AT LET
(F721% CL1 @ updateconfig AL FI),

* v hU—27 E® Cisco IronPort 7 77 A4 7 v AMHHARER T v 77 L— K
% http://updates.ironport.com/fetch manifest.html TER L= NN—TV 3
VICRETDEZ XML 77 A V&, a—AN = RCEHERAT 4T THEHTE
F9, ZOHAETH. Cisco IronPort 777 A 7 > A% Cisco IronPort Systems
Ty T T—N Y =0Ty IS —FNEXyua—RNLET, Ty 7 I L—
FURNEa = = NIZRRT 4 T T H55EE, zip 77 A NVEX T
2 — R LT, asyncos/phoebe-my-upgrade.xml 7 7 A /L% 12 —J /)L % —s3D
N—h T4 7 NVIZEBLET, AsyncOS 7 v 77 L— KOT7 v 77 L— R
V2 MEMEHAT DI, XML 7 7 A4 2?54 URL % [Edit Update Settings]
R=TIWIZ AN LET (F721% CLI D updateconfig ZHH L F ),

VE—F T v 77— ROFEMIZ OV T, Cisco IronPort 7L v ¥ X—2 %
ZHF % H>, Cisco IronPort Support 7' & /31 X —IZBRWEDHE L ZE 0,

GUI 2#RLE7v 77 L— FORE

ARV =7 FREFn—hNV V—RT) Tov7 77— RKEBET 8%
ET 521X, Security Management 7 77 A 7 .- AT, [Management
Appliance] > [System Administration] > [Update Settings] Z &R L £ 7,
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12-4 [Update Settings] R—¥
Update Settings

Update Server (images): | IranPort Update Server
Update URLs: | Service Update URL
Feature Key updates hitp://downloads ironport.com/asyncos
IranPaort AsyncOS upgrades IronPort Servers
Update Server (list): | IranPort Update Server
Update URLs: | Service

Update URL
TronPort AsyncOS upgrades Dynamic
Interface: | Auto Select
HTTP Proxy Ssrver: | Not Enabled
HTTPS Froxy Server: | Not Enabled
Edit Update Settings...

GUI ™ 5D AsyncOS D7y FJL—F

T T— &
L7,

5

EHIT AsyncOS &7 v 77 L— R4 2121%, IROFIAE FEAT

AFw 7 1  Security Management 7 7’7 A 7 > A ¢, [Management Appliance] > [System
Administration] > [System Upgrade] > [Available Upgrades] # &R L £ 7,

[Available Upgrades] ~X— Y BNFERInE T,

12-5 [Available Upgrades] R—¥
Available Upgrades

Upgrades

Select an upgrads from the list below, Most system upgrades require s reboot of the system sfier the upgrads fs

applied, Changes made ta your system's configuration between the time the upgrade downlaad is completed and the
sypstemn is rebootad will not be saved,

Available Upgrades:

Turn AsyncOS appliance into LDAP-MySQL proxy (build 007) A
Remove seed keys from Hosted appliance =
GrowFs utility to increase available RAID size (build 002)
AsyncOS 7.2.0 build 151 upgrads For Email, 2010-03-17
Asyncos 7.2.0 build 150 upgrade For Email, 2010-03-16
AsyncOS 7.2.0 build 148 upgrads For Email, 2010-03-15 v

Upgrade Preparation: Save the current configuration to the configuration directory befare upgrading.

Mask passwards in the configuration file.
Wote: Files with masked passwards cennot be loaded using Load Configuration.

Email file to:

Separate multivle sddresses with commas.

ATy FT 2 FHAFERT T T L—ROV AN, Ty 77— REELET,
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Ty T L— RENZRET 4 L7 b VICBIEORE L RIFT 25613,
[Upgrade Preparation] ¥ 7 ' a V' CFz v I/ Ry 7 A4 LET, 20Ok
ENHERINET,

IOk a T, [Configuration File] = » 7 &R v 7 2D [Mask
Passwords] #4235 2 LT, av 7 4Xal—vay 77 A VINRAT—
FRRRINBRNEIIZTLHZ L TEET, £, 7F A 74— RIZ
A=) T FVRZANTHZ LT, BRLEEFA—IICZIONRNAT—R T 7
ANEEETEET,

[Begin Upgrade] #7 V v 7 LET, =IO EFICRIBERAS—NERINE
‘?—O

TurZ NBRFRENTLD, REREMZET D0, LT A v AR EFHA
T, AELET,

12-6 7 v 7T L— FOEERTR

System Upgrade

Overall Progress: 2% |

Upgrade is paused. Please review the important message below and click on the "Continue” button.

Performing Upgrade
IronPort Appliance(tm) Upgrade

This upgrade will require a reboot of the system after it finishes.
You may log in again after this is done.

Continue > =

Ty T T L — RESETT A2, [Continue] 227V v 7 LET,

ToTTV—FKRETTDHE, TFIAT A%V 77— T2 LHITRkdDbNF
j—o
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12-7 T7yvFITL—EFEDET

System Upgrade

Overall Progress: 100% | |

Reboot Required
You must now reboot

AFwv 7 8 [RebootNow] 27V 7 L%,

ATF9FT 9 TITIATUARHERBLEL, VA4 LET,

AFY T 10 AsyncOS 72 LV LEIOV U—=AnET v F 7 L— RT5841F, [Web] Z 7%
BN U v 7 Lz & X2, H&#H D Configuration Master B35 X H e 7' m

YR ERE T, GOV T, [Configuration Master O #1H1{L
(P.8-8) LML T ZEW,

LIRID/NA— 3 > D AsyncOS ~DE T

BRARHCIE, ATORBE A=Y 3 ® AsyncOS ICRTZ ENTE £,

T T T —=RICE > TEERY TV RAT ADO—FHEDOEBEMTONLH T2,
N—=U a7 et X3 EMETH Y, Cisco IronPort dbERFET — LA DRE
NUETT, HLTTEADE, AID2 50— a 0o 1 23T, &4
W22 OBREMN VA — b &iz AsyncOS /3— 3 > 1% AsyncOS 6.5 TF, Zi &
DHETONN—2 3 D AsyncOS 1A — I TWEHA,

BRIk AT EICEHTHIEERIRER

Cisco IronPort 777 A 7 2 AZIZBIT D revert I~ ROMAIL, FEF IALE
MREEICRYV T, Z0a~vr RLy, IXTORER T LT —HX—AN
WEINET, IDIZ, BETHET T IAT UV ABHRESIND T TA— /LA
Nk ENnEdT, Z0a~vr RZTRTCORELZWEST 5720, revert I~
R %3474 5881%, Cisco IronPort 777 A 7 A~DYHEM o — TN T 7
ERAELTHAET A LI LTI &N,
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BEEARY

-3
BE

RLEDN—C3v0avIqFal—>ay IJ74AURBETT., a2 T4
Falb—2ary I7MIVICE, RAEBERS Y FHA,

AsyncOS ETDEIT

AFvFT 1

A7y 2

ATv7 4
AFwFT 5
& DA

RIOFRE/N— 3 D AsyncOS [ZHEILT D121, ROFIAEZFATLET,

RLEDOR—=g a7 4Xal—ay J7AMNHLZ L HMERL
I W, arv74Xal—T gy 77T \%ﬁﬁﬁﬁﬁ%Diﬁho

TITIAT VADBEDRED NNy 7T v 7 at’—%, (RAU—K&Z<AZ L
TRUVIREET) B~ R ELET, Z2iliE, EFA— LV THDICER L
@\774w%mvfkﬁbi¢o%imﬁﬁmu\mnwﬁmcuzvyﬁ
EETTHE, TTIFATUVADBREDaA L 7 X al—3ay 77 A4 A0
FELIZA—L T FLAIZEEENET,

~

GE) MHEiI#Iae—FT5301F, Z0ary74F¥al—vay 774 TED
D EHA,

=7V AN/ Tury s YR MEREERATLIHER, E—T7 VAN Tay s
UXF?—&N—X%%®VV/L172T~Fbi¢o

Email Security 7 77 A4 7> AT, TX_XTOY AP —%—KpfEILLET,
A=)V Fa—NEIZRDETHLET,
N=LavxRTTTIA T ADCLIICnZ A LET,

revert A~V REFEITTHE, W Op0ELETo 7 RHENRET, 21
LbOEET e T NIRRT L, 3 <IA—Va VERTEERBGLET,
ZOY, EIXRIOFNEETTT5ET, Horov 22 LARNn T X
VY,

a<vwV RIA4 TarT b revert 2~ RE AL, a7 MUSEL
7,
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&Iz, revert =~ ROFZ R LET,

m650p03.prep> revert

This command will revert the appliance to a previous version of
AsyncOS.

WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy
quarantines)

- all reporting data (including saved scheduled reports)

- all message tracking data

- all Cisco IronPort Spam Quarantine message and end-user
safelist/blocklist data

Only the network settings will be preseved.

Before running this command, be sure you have:

- saved the configuration file of this appliance (with passwords

unmasked)

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
m. 0L-23827-01-J |
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- exported the Cisco IronPort Spam Quarantine safelist/blocklist
database

to another machine (if applicable)

- waited for the mail queue to empty

Reverting the device causes an immediate reboot to take place.

After rebooting, the appliance reinitializes itself and reboots again
to the desired version.

Do you want to continue? yes

Are you sure you want to continue? yes

Available versions

1.

7. 390
2. 6.

2.0~
7.6-020
Please select an AsyncOS version: 1

You have selected "7.2.0-390".

Reverting to "testing" preconfigure install mode.

[ oL-23827-01-J
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ATvT 8
ATFv7T 9
ATv7 10
ATy 7 1

ATFyvF 12

ATFvF 13

The system will now reboot to perform the revert operation.

TTIAT U AN2EY T — T 5FTRHEBLET,
CLLZEHLTT 7747 A2 un A4 LET,
RLEDNR—Tg 0O XML 27 4FXalb—ay 7740k —RLET,

=7 VAN Try 7 )X MEREEEHAT2HE8E E—T7 VAN Ty
YANTF—=F_X=R% A AR — ML THEILLET,

Email Security 7 77 4 7V AT, §_XTHOY A F—2FHOA x—7 ML E
T

EHERIFLET,

INT, EIEMNET LT Cisco IronPort 7 77 A4 7 v A%, IR &=
AsyncOS N—T g U EHH L CEE L ET,

B MR5E T LT, Cisco IronPort 777 A4 T LV A~Da Ly —)v 778 ANRHFN
FIHFTREIC 72 B F TITIZ, 15 ~ 20 00 £,

CLI 2RALE=7 v 77 L— FOEE

(E)

AsyncOS 7 v 77 L— RZWET 250 (v —70 /v — F 72X Cisco
IronPort ¥—/3) ZIET D213, updateconfig A< FEFEITLET, 7T v
TV — K& A A M=V T BT, upgrade 2~ REETLET,

LRTO/N— 3 @ AsyncOS TiE, AsyncOS 7 v 77 L — KORGFIZ
upgradeconfig I~ RAMEH INTWE L, Zoa<wy KL, BEVR—
FENTWEHA,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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updateconfig A< > F

updateconfig 2~ R&fEHT % &, Cisco IronPort 77 Z A 7 > A(Z
AsyncOS 7 v 77/ L— R EOHY —E R 7 v 75— F TS 2R & £
T, T 74V T, upgrade I~ REANTDHE, T7F4 7 2 A% Cisco
IronPort 7 v 77 L— R = NZEHOT v 77— b EfnGbeEd, U
F—h T v 77— DA, updateconfig A~ RERITLTC, 77947
VANB—HN T T T — Kk =N (ERTHRELZr—L —) A
THLIICHELET,

mail3.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules IronPort Servers

IronPort AsyncOS upgrades IronPort Servers

Service (list): Update URL:

Timezone rules IronPort Servers

IronPort AsyncOS upgrades IronPort Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.
[1> setup

For the following services, please select where the system will
download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server
[1]1> 2

Enter the HTTP base URL of the update server using the format
(http://optionalname:password@local.server:port/directory/). The
default HTTP port is 80; you do not need to specify the port unless
you wish to use a non-standard port. The optional username/password
will be presented using HTTP BASIC AUTH.
[http://downloads.ironport.com/]>enter URL of the local server here

[ oL-23827-01-J
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(E)

upgrade 2<% >

ping A=V REHRATIE, 77 IA4 T AR =) =R TED D
LAMERTEET, 77, telnet A=V FEMFALTe—h/L — DR — b
80 IZ Telnet #4595 Z LT, B—HI N b—"RNEEOR—F 2 v AL TW
DI LENHERTEET,

N

upgrade A ¥ F&FITL T, FIMWRERT vy 77 L—FDOY X M EFRLE
To UAMNOHAMOTY vy 77 L —RERIRLT, A A=V LET, Ay
=V EHRT D0 TA AR EGAT, HETLE 2RO 5E
BHYET,

mail3.example.com> upgrade

Would you like to save the current configuration to the configuration
directory before upgrading? [Y]> vy

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig. [N]> y

Email a copy? [N]> vy

Enter email addresses. Separate multiple addresses with commas.
[1> admin@example.com

Upgrades available.
1. AsyncOS 7.7.0 For Security Management upgrade

[1]1> 1

Performing an upgrade may require a reboot of the system after the
upgrade is applied. You may log in again after this is done. Do you
wish to proceed with the upgrade? [Y]> y

Preserving configuration

Finished preserving configuration

IronPort Security Management Appliance (tm) Upgrade

Finding partitions... done.

Setting next boot partition to current partition as a precaution...
done.

Erasing new boot partition... done.

Installing application... done.

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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7TyvISL—

Installing CASE... done.

Installing Sophos Anti-Virus... done.
Reinstalling AsyncOS... done.

Installing Scanners... done.

Installing Brightmail Anti-Spam... done.
Installing Tracking Tools... done.

Configuring AsyncOS disk partitions... done.
Configuring AsyncOS user passwords... done.
Configuring AsyncOS network interfaces... done.
Configuring AsyncOS timezone... done.

Moving new directories across partitions... done.
Syncing... done.

Reinstalling boot blocks... done.

Will now boot off new boot partition... done.

Upgrade complete. It will be in effect after this mandatory reboot.
Upgrade installation finished.

Enter the number of seconds to wait before forcibly closing
connections.

[30]>

System rebooting. Please wait while the queue is being closed.

FAKXDELL (VE—FER M=)

WkDFXK (AN =07 777 L—F) LE#EL T, AsyncOS 21 —7

wﬁﬁﬂw%7/77vﬁk()%%b7/77v K) T28%5121F, ko
BEORHDZ EICEELTLLEEEN,

o SKrlio— RNz, TyT T L—RIZELDA VA= ANTIZFETEINE
\?‘O

e Ty L—K7akvA0RYO 10 B, NF—nfKrmIhEzT, ZoN
F—MNERINTWDLRENE, Ctrl ZfL7ZRETC 2T &, Foyrnm—F
OBMWBENCT v 77 L — K a2 &K 7T %7,
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97T L—FBEEUVY—ER 7Yy TT— bDEK
TE

Wf 7 L — LR AsyncOS 7 > 72 L — K72 ¥ Security Management 7 7" 7 A
TUAREXR2 VT 4 PR T T TF— b n— R L HEERET
TET, HExE Ty ANELAU L R—RTLLEEMERT IRy hT—Y
AVH—T oA RAERRLIZY, 7Ty 77— MiREZHRELZY, BET v 7
TR T 4 =T ML THZENTEET,

AsyncOS 1, H L\ AsyncOS 7 v 77 L — R, ¥ 3CoEF =2V T ¢
Y—ER avF—=R b~DOFH LT v 77— bR Rnn, EHMICT v 7
T— h —=IZENE bR ET, AsyncOS %7 v 77 L— N9 5I21F,
AsyncOS BMEHFIRERT v 77 L— REfnGbE s k95, FEITERT L4
R ET,

Ty — BT v 77— M&EIL. GUI ® [Management Appliance] >
[System Administration] > [Update Settings] ~*— %>, CLI T updateconfig =
~V REFALCRETEET,

[Update Settings] ~2— "% 721% updateconfig CLI =2~ > K& H L T Cisco
IronPort AsyncOS #7 v 77 L — R4 52 &b TEET, FHEMIONTITL,
FAsyncOS O7 v 727 L— K] (P12-18) ML T 7Z3V,

~

()  Cisco IronPort AsyncOS 7 v 77—k $— N, ¥4 FI v 7 IP T RLA%{E
FALES, B 77AT7 74—V K U—%#A LT 554X, AsyncOS
DT v 77— FRICHRBTORENPLBILRDZENDHY T, 77
T—=MIBLT, 77 AT U —ARELAZT 47 IPT RLARNERL L
MW L7 a . ORI TT v 75— M EME % MEE L. Cisco IronPort
AL~ — PR— MIWEXR URL 7 R A ZBWAbETRELET,

7 v T T— FREDWSE

Cisco IronPort 7 77 A4 7V ADT v 7T — M EEMmET 51213, [Edit
Update Settings] ~ % > %27 Y » 7 LT, [Edit Update Settings] ~— T %R L
i ﬁ—o
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#12-112, REARRT v 77— MBIV T v 77 L— FREEZRLET,

£ 1241 tXa)F4 Y—ERO7 Y ITTF—FRE

HE L

Update Servers Cisco IronPort 7 v 75— bk $— "F =T v —Hh /L Web — 35,
(images) Cisco IronPort AsyncOS 7 v 77 L— K f A=V B LY —ERA T v/

T—F (FHHEL— LR E) 247 ra—RTL0EIDERELET,
57 %L M, Cisco IronPort 7 v 75— k #— /3T,

ROFMEDONTNPNEE T 2HE1E. v —h/0 Web $h— " Z#IRL E
ER

e Cisco IronPort 267 v 77 L — KRBT v 7T —h A A=V E2HF
7 ru— RT&FF, Cisco [ronPort 1 A ¥ ~— PR — kS
ENTZAZT 47 TRVAREANTEZLERHY £97,

o —REYIZ, B—AL Web = NIZRGFEINTZT v T T L— K A4 A—
PR u— T80, A A-VELZ V- LK, ZOK
E %% 2T Cisco IronPort 7 v 75—k ¥—" (F7zi3MEHL TV
BARWCEAZT 4 v 7 TRLVA) IZEL, ¥X=2U7 4 avFi—3x
FRBEEIZT v 7T = END LTI L ERBEOLET,

=) T T T— 8 = RERIRLZGEE, Ty 77 —RKET v

TTF— DX a— RNIERAT Y —NOHEAKR URL &R — hEFEA
JLET, T—"\RFFEELELETIHEG, A —VFHERRT—FK
HLANLET,
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|
® 12-1 X2 VT4 —ERDT7YTT—FERE (HE)
BE B

Update Servers (lists)

FAEAMERT v 77— RFBLOE X2 T 4 Y—EA T v 75— O
YAk (v=7=A kXML 7 7A/) %, Cisco IronPort 7 75— b
P—NFEZFu—hL Web b — "D ELLEMNLX T o — KT 5% 5k
WLET,

7 7 # /v hiX, Cisco IronPort 7 v 75— h #—/,3T9, m—7N/L Web
= NRIFEINTZT v T T V=R A A=V hE—HHIZF 7 rn— K15
AL, B—HL Web Y —NERIRTEET, A A—VEF Y a—FK
L%, ZOREEZL 2T Cisco IronPort 7 v 75—k —NZREL, &
X2 VUT g arvR—3xV MRBIICT v 7T SND L o5z L
EREO LET,

0—HhN T v TT—h P—=RERIRLEGE, V=077 A NVEABX
DR— N EEEET, VAID~V=T AN XML 77 A VORI INA
EANNLET, R—bD7 4=V REZEOEFIZL2HE. AsyncOS I
R—=Fr 80 A LET., V—"\BRAFELELTLHE, Ahra—
B NAT—RH AN LET,

FEMCOWTE, VE—F T v 7T VL—FRE AN =0T T 7T
L—FKJ (P12-19) BXO® [VE—hF Ty 77— RO (P.12-21)
ELBLTLLIEEN,

Automatic Updates

BEAHEL— LY, URMNINTWDBEX 2T 4 Ty 7T — MNIktT 5
HEIT v 7T — A 32— WITDINEIDERIRLET, £ x—T b
I AGEIE. 7Ty 7T — bR T ARREAILET, 2o%AIR
m, FEOLAITh, BOLAIXd ZRKEIGEMLET,

Interface

VANSNEZEF2V T4 2 FR—FX b7 v 77— b, BLU Cisco
IronPort AsyncOS D7 v 77 L— K& 7T » 77—k =R G bt
LEEIL, PORYy NI =T Ao B —T oA AMHATINERIRLE
T, AR T e XY T—HF A UV H—T oA ARERINET, T
THN TR, FHTZA =T 2 ANT TITA T AT LD EIRE
nET,

HTTP Proxy Server

T PARN)—=A0O HTTP 7%y — "0 1EIE L, RIEDLERGEE
X, —AFHR, 2 —YVL, BIOARXATU—FRE2ZZICAHNLET,
FuaXxy b—REEETHLE. GULICU A FENTWALEF—EZ~DT 7
TABIOT v T MCERREA SN ET,
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RE

SiBA

HTTPS Proxy Server

7w FARNY —AO HTTPS 7% — _"REEL, BIENLERIES

1, =R EFR, 2—V4, BLORARY—-FZ2ZZICAHLET,
Fuaxy b—REERETHLE. GULICV A FENTWAY—EZ~DT 7
TABIOT v T MCERBEHASNET,

GUIILD7YTT—FrBEUVT7Y T L— FREEDETE

AFvF 1

AsyncOS 7 v 77— B LT v 77 L— FREEZRMET D I12L,. KOFIEE
FITLET,

[Management Appliance] > [System Administration] > [Update Settings] ~~—3/
IZB &) L, [Edit Update Settings] &~ U v~ L £, [Edit Update Settings] ~—
UNRERINET,

12-8 {2, [Edit Update Settings] X— Y TR ETE D47 a v &R LET,
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12-8 [Edit Update Settings] R—

Edit Update Settings

Update Settings for Security Sex

ces
Update Servers (images): | The update servers will be used to obtain update images for the following services:
- Feature Key updates

- Time zone rules

- IronPort AsyncOS upgrades

@ | IronPort Update Servers

¢ | Local Update Servers (location of update image files)

Bass url (all | [Fp://downioads,iranport.com/ lrorts @[
services except
Services exCeRt | http://downioads.example.com

and lronPe | Authentication (optional):

el E—

Password:

Base Url (Time ‘
les and
e nport | format: downloads. exemple.com:80
AsyncOS
upgrades):

Update Servers (list): | The URL will be used to obtsin the list of available updates for the following services:
- Time zone rules
- IronPort AsyncOS upgrades

= | IronPort Update Servers

| Local Update Servers (location of list of available updates file)

Fullur [ ] L rer @[ |

htt://updates.cxampie.com/my._updates.xml

Authentication (optional):
Username:

o) E—

Passwerd:

Automatic Updates: | [ | Enable automatic updates for Time zone rules

Update Interval: (2)

Interface: | [Auto Select =]
Interface section applies only to Time zone rules and IronPort AsyncOS upgrades
Proxy Servers (optional): | HTTP Proxy Server

If an HTTP proxy server is defined it will be used to update the following services:
- Feature Key updates

- Time zone rules

- IronPort AsyncOS upgrades

HTTP Proxy Name: | [ | Bort:
Username: |:|
Retype Password: I:l

HTTPS Proxy Server

If an HTTPS proxy server is defined it will be used to update the following services:
- Time zone rules

- IronPort AsyncOS upgrades

HTTPS Proxy Name: | [ ] pPort:
Retype Password: |:|

AFvF 2 £ 12-1 (P12-35) hHLHREMERT LET,
AFwT 3 EHEEXREL, REFELET,
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Security Management 7 754 7V ATDT «4
Y45 1)hnNY

GE)

T 4P AL Y NYIZE 5T, Security Management 7 77 A T 2 AT ZESKE
EVECLLEAICMA DI ENTEET, ZOL) RERTRETHST Y2
2 VANV ELTH T EE, T ORBIIARIKRTT, ZOHEE, VAT A
TT— AR ND L9, T—% D3R L OREEFEZEE L T
ZEDPEETT,

B2 %% A XD Security Management 7 77 A 7 L A TT — X Zirik4 5 2
LIITEFEITN, T—HDRELLRDET T T4 T L ANIREU EOY A X0
B L THNLTWVWABLERHD FI,

ZHUIHERREIE TH 0 . Security Management 77 A T U AD T A RDOKE N
LDOMB/NSINEDASDT A FRAF YR BLORNy 7T v T eI Dk
B L—EH D FHA, TXTOT—FDONRy 7T v TG AR—ZARN
& —7%" > b Security Management 7 77 A 7 L RZHIIE, VY —ANLF—
By hsDNRy I T v TRV a—ViRETEET, 2E0, 4=y 7T
TIAT P ADTRTOT—=ZIZEDETOHNTWDT 4 AT FRN, V—R
TTIAT UV ADBD LY b REVKENDH D 7,

722X, VAT T ITATUVANRMION TH—7 v N TFT7A47T AN
M650 THY, V—ALV X —F v hDIEIBN/NENHE, KEWEHS O
M1060 TTRTOT—FIZED LB THNTNDAR—ZAFHIF LT, /HhEWIZ
FOMES0O DT TITAT LV ALHDAN—ALEFER—HTHIHICLTLES
WV, Z#uE. GUI @ [Disk Management] X— VN HIT2ET, o, hEWIE
2D M50 IZHEMNTE DA XEVEEL DT —F %, KEWIEH D MI1060 12
BENRNTL 72 &0,

BANS, AR LR EEHR LB 4, MO RBETIE, 7774
T U AREIZRDOK 12-9 ORED L H1T0 £,
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12-9 T4HRE UANY  —REGRE

ESA 1 ESA 2 ESA 3 WSA 1

SMA 1 SMA 2

ZOBETIE, SMA 12377 A~V Security Management 777 A 7 A TH
D, BFA—NVR=T 47, FT7vF 7 ISQ, BLUV Web LAR—7 «
VI DKT—H% ESA1-3 BLUONWSA 1 O TEY £9, SMA2 N5 —#
EZITWS E SMA 1 TRy 77 v 7IRETEN, 7 =— A —"—HIZ SMA
LIZHABTRTOT—FNabt’ =3I T SMA 2 IZfRTFESNE T, Security
Management 7 77 A4 7 ADNy 7T v T O OWTIL, [Security
Management 7 77 A4 T ADNy 7T v 7| (P12-8) ML TLIIZEN,

DI, SMA | ICHERAEAE LIS TG = X AR S i 2 LET, Lk—
FOZEHENPEL Ipolz ), T =X BEN TV Y | Security Management 7
TIA TV ATEERRE LBO TWDZ EERTIKENHTHERETT, K
OFNEZHE ST, T4V AZ VANV ZRBELET,

AFwT 1 SMAL 2256 SMA2 AV AZ Y N RNyl T v 7 &2BBLET,

ZOETHEIZOWTUL, THIRE ANy 77 v 7)) (P12-14) OFIHEEZSZHRL TS
ZEWN,

Ny 7Ty TOFETHR, REREIIH 12-10 DX 51280 £4,
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12-10 TAHFRBZ VAN i R—=b 1 AVRE RV TYT

ESA 2 ESA 3 WSA 1

A7y 2

ATvT 3
ATv7 4

SMA 1 SMA 2

TRTOT—ZNSMA 1205 SMA 2 ~3 <t anEd, £7-. ESA1-3
EWSA L b b TRTOF—ZN SMA2 IZEEXEENET, 2T, SMA2 R
TIA=) TTIAT VAR Y E LT, ZORST, TETSMA2 2R ET
LRERDHY ET,

WDOEHZLT, BENREELEZSMAL NS IP 7 FLAZEERL., SMA 2
DIP 7 KL RZHEEL £ T,
e SMA 2 . [Network] > [IP Interfaces] > [Add IP Interfaces] Z#i#iR L £,
* [Add IP Interfaces] ~X— ' C, BEENHEA L7 SMAl O3 X TORHE [P 1§

WETHRADL 74— RICASN LT, SMA2 DA H—7 = A A% FIER
Lij—o

IP A % —T =2 A ZADBMOFEMZONWTIE, TP A H—T = A ADFK
E] (PA-2) 2L TIEEN,

[Submit] & [Commit] 7 VU v 7 LET,

TRCOT T T7AT o A%H L Security Management 777 A 7 A (SMA
2) BEMmLET,

TTIAT VADBMFECONTIE, EBEART 7747 20BN
(P.3-11) Z2ZML T ZEV,
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L\ Security Management 777 4 7 2 (SMA 2) TTXRTOY—E R %
A F—=T M LET,
ZOWA, ESA1-3 & WSA 1 O —ERALHES RX—T MZTH0ERH Y &
T, P—ERADA X —T WALOFEHIZ DWW TIE, [Security Management 7 77
AT VATOH—EADA =7k (P3-3) 2ZHLTIZEN,
TTTAT VANDEREMNL L, TOHRHET AT HIET, &7 7747
VAWA R =T N EIRD | BRELTWAH I EET A ML THRLET,
T, 12-11 2R T Loz, TXTHOT =0 SMA2 IZEHNLD K I
DE LT,
12-11 TA4HPRE JHhIRY 18—+ 2: FH L Security Management 7 7
FAFTUR
ESA 1 ESA 2 ESA 3 WSA 1

GE)

saveconfig =~ > Nl L TEMIMIZRHRE 2 17 L TV 72354 . loadconfig

av Y REFEALT, RELEIOa 74 Xal—vay 77 A LEH LD

Security Management 7 77 A4 7> A (ZOHITIEI SMA2) IZmr—RL, A
Ty T2 THHAINTHDE LI, HHTILWID 7 FLAERETEET, v
T4 X2l —vary Ty AN i\ SMA 2 HERET 2 7o DI BT X T DI
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WMPEENTVDIDITTIEH Y EH A, #H L\ Security Management 7 77 A
TR, TRTCOTTIAT L A%BMTHRHERHYET, 22T, £77
TAT UV ASDOEREEESL L, e T A T ORERD Y £,

EBIX ) DHEUZDINT

=P THUL MIED YTl —F v — LIS T, oo —FICEE X
AT BT EET,

Security Management 7 77 A 7 R ZiE, EFA—NE Web X =2UT 4 T
TIATVADE=FZ YV TBIOERET I DO, FRiEHR—Y n—
LHAE L 22— a—VOBMAFPRHESNTHET,
ERIERE — L OFEMIOWTE, T=2—W% m—1 (P12-43) 2L T
éb\o

HAR L 2—H ag— LOFEMICONTIT, [HAZ L 22— g—)L~DOFME
1 (P.12-49) Z2ZWL T EE VY,

2—F TH U bOFEMICIONTIE, [GUI TOa—WER | (P.12-59) %5
LTSN,

aA—4¥ O—)L

FRORVIRYD | ROR TR ST BHRE FOENRE2—F 1 —L,
FRENAZ L 2= =L e Ffa—FICHD L TLILRTEET,
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® 12-2 31—+ O— LD
Web LR—
TavTI
1—4 A—)ILE HE RpSa—LE FTI3A4F7VR
EEhf-LR—
513
admin admin = — LT AT LADT 7 4V K b /HY Security
2—F THT N THY, TRTOERE Management 7 7"
Rakro>TWEY, EHE L, admin = —H% FGAT VA
TAUY NEZZIZRBLELER, Zh
Fax—F r— L aHlHLTHIVYTHZ &
ETET, NRTU— ROEFTLS, RESL
Hifgd T EHA,
resetconfig =~ > R, 35 L revert
(ESA DH) a~2 RERITTEHDIE
admin = —9 721} T7,
Administrator Administrator 72—V & Fox—%F T H T BV /HY Security
Y MEIV AT ADT R TOREICKT 5% Management 7 7
BT IR AMEEFF> TOET, TAT VA,

Email Security 7 77 4 7 > A Ti, LAR(
1% admin = — 9721 MMEH T & - K6
Administrator = —/L23E| ) 4T H Nz
=PRI R THEATED LR FEL
77

Webtx=U7 ¢
TTITAT A
Email Security 7
TIAT A
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Web LR—
Ta2T1
A—¥o0—iLE |HH RFTa—LE | TT5A4TVR
Eahf-LR—
~#EE
Operator Operator 2 — /L2 Ffoa2—HF TH 7 ME |V /HY Security
KD ENTEER A, Management 7
o S T kDI E R TAT YA,
. p WebtFx=V 74
® resetconfig I ¥ K DORAT TS AT
* upgradecheck A< RIZX 5, A Email Security 7
WREZRT v 7T L— R OER TS5 AT LR
e upgradeinstall =~ N2 X5, 7T
TV —KDA A =)V
* VAT ALty T v U4 —FOE
17
e LDAP PAMBRRFEAICA X —T T
ROTWDHEED, a—H4 LXX
U— K%< LDAP — Fu 7y
ANV TEDEHE
B LAME. Administrator 2 —/L & [F]
UHERR 2R B £ 7,
Technician Technician @ — A & Eoa—HF Fh o b 2L/ L Security
3, BEBREF—OT v L — R Management 7 7
T— b R OV AT LAERT VT AT 4 FAT VA,

PRBTEET, Zou—ZiE, R
I —. HAT, £7-IZRAT R ¥, EFA—
NWVEEH ORE~DT 7 v AMEIXH Y T8
/\/o

WebtFx=V 74
TIIAT A

Email Security 7
TIAT A
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® 12-2 a—Y O—)LOHHAE (HE)
Web LHR—
Ta2T1
1—+40—)Lg A RgpSa—LE TTS5A4T7VR
Eahf-LR—
M RE
Read-Only Read-Only Operator & —/LZ &> —% |HV /2L Security
Operator 3. REGFHREZSRT L7 7 AL R - Management 7 7
TWE 3, Read-Only Operator =2 —/L % F TAT VA,
Da—WL, BEORTEFIEEHRT H - Web ¥ = U5 ¢
DICEEEZT> TEETEETH, REFET TTIAT VA
EFEHA, o, ZOr—VEFOL—WF Email Security 7
1% Cisco IronPort A/SLMETA vE— FIALT A
FEBCTEET (T BABA R—T N7
Ba), Zoa— iz foa—HiFx, 77
AN AT A FTP, £721L SCP 277
TATEER A,
Guest Guest B — /L& FFO2—F THT L MIA (HY /7L Security
T—HAERIET SR TEES, Management 7 7
Guest 2 —/L & F->=—H% % Cisco FTAT VA,
IronPort A/SAMETA v —U % EHT WebtF%=UTF ¢
HZEHTEET (Tr7EARA =TV TIFIAT VA
72334, Guest B —/LEFF O —F (T A Email Security 7
= NI vFTIIT I REATEEY TIAT A
Ao
Web Web Administrator 2 — A & Fo=2—F 7 |HV /L Security
Administrator 777> MiE, [User Role] A == —TDH, Management 7 "
FTRTCORE~DT 7 ¥ AR FFo T E TAT VA

7
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£ 12-2 a—Y O—)LOHHAE (HE)
Web LHR—
TavTI
i—+nOo—Lg (BN RFOa—LE TISA4FVR
EEhlizLR—
M RE
Web Policy Web Policy Administrator 7 —/L % &> L/ L Security
Administrator 2—W 7 H v ME, [Web Appliance Management 7 7
Status] ~*—<" & | Configuration Master ¢ FAT A
TRCTCORX—=VNIT 7 ®vATEET, Web
R —EHET, ID, 77X R
=, WEERY S — =T 4T R
—, ¥y NA X B AZ A URL
AT Y BLORHEAZ R ETE £
o Web AN Y o —FHFIT, RELAMT
T EHA,
URL Filtering URL Filtering Administrator 2 —/L &> |72 L /7% L Security
Administrator a—WF 7TH T ME, URL 74 v& U Management 7 7
TG EHRETEET, FTAT A
Email Email Administrator 2 — V& oo —+% |72 L /7L Security
Administrator 7 %7 M. Cisco IronPort % /% A s Management 7”7
BLOV AT LR £, [Email] 2 SAT LA
Za—TDHh, TRTOFRE~DT 7R
WAERHLET,
Help Desk User  |Help Desk User 2 — /L Z o —¥ 087 27 2L/ L Security
TATELDEFROLDICHIRENET, Management 7 7
S LS ae TAT A
A Email Security 7
e Cisco IronPort A /N A fRE O & B FSALT R

Zomr— RO —FiX, CLI 2597k
INUSNDU AT MZIET VB ATEEY
. D —LEESZ—F R Cisco
IronPort A /X AfIEDEBRAZLT 511X, £
DANRBBIE~DT 7% Ao A F—T /L
T A0 ERHY £97,
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£ 12-2 a—4 O—)LOHE (KE)
Web LHR—
Ta2T1
1—+40—)Lg A RgpSa—LE TTS5A4T7VR
Eahf-LR—
M RE
HhRA2L O—)L AR L 2—Y g— 2B Y TE5RT | AL/ L Security
WhHha—H T hour I, RN —, Management 7 7
BE. F/LIXZ 0o — Iz 52 b4 FAT VA,
FEDRY > —F o IIEEA A X A TxKt Email Security 7
LTDH, BRBIUKEEZITAET, TIAT A

# L\ Custom Email User = —/ L & 72135t
LV Custom Web User = —/ L%, [Add
Local User] *—Y 0 bERCc& £d, &
ZL, r—= V&R TEL LO5ITTDIT
X, ZOHAF L 22— v—LITHER%Z
FOLTHRENH Y 3, HEREZEID Y
T2IZi%. [Management Appliance] >
[System Administration] > [User Roles] I

BEILT, 2—F4%227 Y v/ LET,

(3¥) Custom Email User = —/ L2 @ e
THnTWba—%ix, CLIIZ
JEATEERA,

BEHIZOWTIE, [ AF L a—F m—
~OEHET) (P.12-49) #RLTL7Z
&,

—# o v —/ (Administrator, Operator, Guest, Technician, ¥ LT
Read-Only Operator) 1X, GUI & CLI O 5ICT 78 ACT&Ed, hou—n
(Help Desk User, Email Administrator, Web Administrator, Web Policy
Administrator, URL Filtering Administrator, 33X UH A& & 2—%) 1% GUI
T 78 ATEET,

A=W ERBIHETEHDICLDAP T4 V7 b AT LHEA/IE, =2—F v—n
VA & DL — #fi&<%4v7b97w—fé%@%fiﬁol—ﬁm—w
T4 V7 N IA—THENYTHLE, TOTN—TDE2—FILED2—
P B — L TEREINTHERZZ TR £9, M W TiE, TAMBRERE
(P.12-71) 2B L T Z&EW,
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I—PFRANRLMEILT 7B ATELEICT DI, ZDOT 7 AL A 3 —
TN TERENSH Y £, [Cisco IronPort A/ X AEDE L —F DR E
(P.7-6) ZZMRLTLIZEW,

NAEL A—Y O—)IL~DOEBEE

Administration #[R % £f->= —# (X, Security Management 7 77 1 7 > A & A{f
HALTHARAZ L v — L ZEREREZETEET, VAFX L B—)LT, HHE
BINlca—HF v— L0, 2—FO7 7 AMEITK L CTRKRHIEZ1T 2
i‘j—o

HAF N =Y a— )L ZEY Y Cl-a—WX, 77747 A, i, £7-1%
TV R a—Fo¥T7Ey MZBELT, RV V—0FHRELIFILE—F~DT 7
TAETZAET, ez, BIOEICH DHMERO AT, A TRERMERAR Y
DR ORI L VTR > TV DIHEIT, Web —E I L THELE =T
TEBEL, ZORY) —DFBEEFAITEET, VAX L 22— n—1N%
ERLL T, TNH0ur—IZT 7 EAEEFH VY THZ LT, BHERTLE
T BEINEZEHEPERTBLORETELIRY >—, HiE, LEF—hK, ZX
Z AL URL A7 IV EE2PRELET,

FEANC DWW TR, WESRL TS EE N,
e [Custom Email User @ — L5\ T (P.12-49)
e [Custom Web User = —/L{ZoW\W T (P.12-55)

Custom Email User O—)L[ZTDINMT

AAL L a— L EEDYTHE, BLINT-EEF N Security Management 7
TIAT L AZHLZROEAIILT 78 AT L LA TEET,

o TRTOULAR—F (7> arTLR—F 47 ZTA—FI12L > THIR)

o A—LRYI—LR—F (T a3 TULR—T 47 TN—TI2L->T
il )

e DIPLEKR—K (XF T arTLBR—F 47 ZL—712% > THIR)
o Ayt —Y FTuFLS
o ANNLKRIE

[ oL-23827-01-J
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INHDOHEBEADFHEMIONTIX, UTo®7varToHALES, £/, T
5 OHERZ T 5 S 729 R Coa—H %, [Management Appliance] ¥ 7 >
[Centralized Services] A == —%f#f L T, [System Status] # & R TX £,
Custom Email User = —/L{Z#I D M THNTWDH2—Hx, CLIIZT 7 ERATE
FHA,

GE) I AX A =2—F v—/i3% Email Security 777 A 7 AN L EBEIEMRT D 2
b TEET, Email Security 777 A T U AD I AL A 22— m— LT,
Security Management 7 77 A 7V ADH A K K 2—HF o — LRMEH TE 2
WRE~DOT 7 E AMEERBE L E T, 722X A—ABLODLP KUY v—&|
AT Y TANESDT 7 AMEEELETEET, FHMICOWTIE, [Cisco
IronPort AsyncOS for Email Daily Management Guidel ™ TCommon
Administration] ®DFIZ#& % [Managing Custom User Roles for Delegated
Administration] &7 ¥ a3 EZBBL T EE,

EFA—I LIR—F1 25
WD arTHPATHLIIC, ETA—IN VER—b~OT 7 BRMEE A
H A a—F a— 5 TxET,

Security Management 7 7 7 4 7 > A @ [Email Security Monitor] ~2— 3 D
ZOWTIE, THREFIE T A —L LR—T 0 7O O%YT58EE25
BLTEE0,

FRTOLER—F

HAL B B—= T RTCDOLR— h~DT 7w AMEMNGT DL, Zor—L
ZEID S CToNa—WL, 37XCTO Email Security 777 4 7 A, FoikE
RULIZVR=T 4 7 TNA—=TONF 0T %, kD [Email Security
Monitor] N—Y & FRTEET,

e Overview

¢ Incoming Mail

* Outgoing Destinations
¢ Outgoing Sender

e Internal Users

e DLP Incidents

¢ Content Filters

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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Virus Types

TLS Connections

Outbreak Filters

System Capacity

Reporting Data Availability
Scheduled Reports
Archived Reports

A—JLRY>— LiR—F

AL A=A = R = LR— b ~DT 7B AEENET DL, 20
2—/LEED ST —WiX, $XTO Email Security 7 774 7V A, &
TATBIR LTV R—T 4 7 A= DONFNNS T 5, RO [Email
Security Monitor] _— Y% F /R TE 97,

Overview

Incoming Mail

Outgoing Destinations
Outgoing Senders

Internal Users

Content Filters

Virus Types

Outbreak Filters

Reporting Data Availability
Archived Reports

DLP LA—+

HALZ L w—)V|Z DLP VIR— b ~OT 7 v AMZ 5T 5L, Zor—LzEl
DY ToHNTZ—FIE, T3TO Email Security 7774 7 > A, 72338 IR L
TEVR—=T 4 7 =T DTNk T %, kO [Email Security Monitor]
NR—=TUERRTEET,

DLP Incidents
Reporting Data Availability
Archived Reports

[ oL-23827-01-J
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ryt— rIYXYT

(51

HAZL D= A=Y T X T~OT 7 AR 5T LHE, 20
o—/L&EE D YT oo —F X, Security Management 777 A 7 L AT L 5
ThRIZvFX VT ENTETRTCOAYE—VDAT—HAERRTEET,

DLP R Y v —ITE KT D A v —VHNOBEIEHR~DOT 7 & 2 &4 5120,
(RotE—Y FToF v T TOWRBEER~DT 7 EADT 4 B—T 14k
(P.12-63) B L TL &V,

Security Management 7 77 A4 7 VA TA v &=L NI v F T ~DT 7 ER
BARX—TNMZTDBIDDTTIAT LV ADREFERE, AvkE—Y FT v
FUOTDFMIONTIE, [BEF AN AvE—VD T vX 7] #BRLT
<7ZEWvy,

HAL L B—= )V RIE~DT 7 e At 555, Zorn—L2E04TH
Nz —H X, Z D Security Management 7 77 A 7 A D AN LRIE A v
t—UERE, Kon, BIE. EREHIBRTEET,

T—PFRANRLRIFEILT 7 EATEDL LT DT, 2OT 7 B AMEEA *—
TN T DHHEND Y £9, [Cisco IronPort A/ AHRE DEH L —HF DR E )
(P.7-6) LML TLIZEN,

Security Management 77 7 A 7V ANG ZDORE~DT 78 A% A F—T )VIT
FTEEDDOT T T L ADBEFERE ., AXRAREOZEMIZ OV T,
[Cisco IronPort A /XA DOEH ] OEEZZRL T ZI 0,

Custom Email User O— )LD {ERL

BT ANV VR—=TFT 47 AvE—Y FToF 7, BIXOARRLMBE~D
7 7 AZ%F LT, Custom Email User & —/VZ{ERK CT& £77,

INODOEF T g VITHRENTT 7 B AMEOFEMIZOWTIL, Custom
Email User 7 —/LiZOWTEFDYV T v 7 a2 LT TTEEN,

LM T 72K, 70X fthoiE, LA—N RV —~OT 7 AWML
159 5121%, 4 Email Security 7774 7V ATHEBEI AL L 22— m—/L
EER L TLE&E,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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ATFvF 1 A4 Security Management 777 4 7 . AT, [Management Appliance] >
[System Administration] > [User Roles] &R L £ 7,

[User Roles] ~—YRFRrENET,
AT7wv7 2 [AddEmail UserRole] %7V v 7 L ¥ 7,

e

Evbh 7203, BEFE® Email User o — L 2RI T, LV e — L2 ERTE
£, THICE, %4 T 57 —7LDITT [Duplicate] 74 2> %227 VU v
7L, ERENTar—%2RELET,

[Add Email User Role] — Y BHEREINET,

1212 [Add Email User Role] R—2

Add Email User Role

Marme: |

Description:

Access Privileges: Email Reporting: @ Mo Access

O Access to data by Re orting Group
IAII Reports

O Access to data from all Ernail aAppliances
all Reports

Message Tracking: & No Access
View Message Tracking

GQuarantines: &) no Access
O Spam Quarantine Access

Subrit

ATFyFT 3 a2—VF u—Lo—F0O4RH (7z& 21E Tdlp-auditor]) EFHBHZEALLET,
Email & Web D 7 A X 5 a2—%F B — LA %E CIZLARWNWTL I,
~
GE)  ARNciE. MXE FE, BIOS v a0REHALTLEES N, &
A Sy Va3 TICTH LI TEEEA,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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AFvF 7T
AFv7 8

ZOR=VIZHLTAR—=TNCT D7 7 B AMERZRIRL £7,

[Submit] Z2 Y v 2 LT [User Roles] N—JIZRD &, HrLLa—H m—n
KRINET,

VIR—=T 4 T IN—TF LT 7 e AMEELRIRT 525613, %S T252—WF
= — /L [Email Reporting] % 7 AIZ& % [no groups selected] V 27 &7 Y v 7
LT, b 1 2OVR=FT 4 7 IN—TEERLET,
EEERFLET,
ZDOH—JVUTANDRIE~DT 7 C ARG 5613, 20—/ LT
TR AMEEA F—T M LET, [Cisco IronPort A/ S AREDEHE 2 —F D
wEl (P7-6) 22 LTIIZE,

Custom Email User O—/)LDiRE

AFvFT 1

ATFvT 2
ATFvFT 3
ATFwT 4

[User Roles] ~—<CTr—4 %2 U » 7 L, [Edit Email User Role] ~— %%
RLET,

BE & L E T,
EHzkEFE L, REFELET,

DB —JVICANRNLIGE~OT 72 AMEMH 5T 28551X, 2o —1iixt LT
TR AME A X —T W2 LET, [Cisco IronPort A/ S AR OE 22— D
HE] (P7-6) LTI,

Custom Email User O— )LD {ER

Custom Email User = —/LIZE D B THNTNWI 2 —FRT I 747 R I2n S
AT HE ZO—FITE, 2—FRT 7 EAERFOEX =Y T 1 HRE~D
Vol EdRFBRINET, £ —H X, [Options] A ==—"TC [Account
Privileges] #BIRT 2L T, WOTHIZIDAAL LV R=—VIZRDHILENTEE
T, TNHO—HFFE, Web XR—V D EHIchH D A==a—%2FHLT, 77&
AEZFEOMREICT 7 B AT 52 L b TEET, ROFITIE, =—FiE Custom
Email User 2 —/ L2 - T, Security Management 7 77 A 7 > A CfE H A GE7R
TRCOME~DT 7 v AEE LT,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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12-13 Custom Email User A—/LAEI Y 4T 5 h TS FREEEED [Account Privileges] R—

Logged in as: full-access on example.com
Options = Help and Support

Account Privileges (full-access)

Email Reporting

Message Tracking

Quarantines

Mail Policy Reports from all Email Appliances

liew and analyze email traffic,

Message Tracking

Track messzges,

Manage messages in the Spam Quarantine

Manage messages in assigned Quarantines,

Custom Web User O—)L[ZDLVT

Custom Web User 7 —/LClx, 2 —H% BRIV > —%HD Web X2V T 4 77
TATVARZABRTHIENTE, DRFLREEMELIZY, OTFF347T
VAILABRTEDS LS IZ D T,

Security Management 7 7 7 A 7 > A ® [Web] > [Configuration Master] >
[Custom URL Categories] ~— ¥ Cid, FHIBLIOAMTEH URL #72J &
AU —%RRTEET, £72. [Web] > [Utilities] > [Publish Configuration
Now] ~—VICBEI LT, AR ELZERTTHI LB TEET,

ARMEREZFFODAX L a—VEER LGS, 2—la s 3+5&,
FAFBER A =2 —NEREINBNVZLICEELTLFEEY, URL®RY v— &
TRREE R nTad, O X ) —PIEARA =2 —BERENT, F
EARFOBEEEENERINET, 2FEV, EOBT IV EREFFRY >—H A
FRIFEHCE RN —FEESoTLEI Z &I FT,

COMEOERERE LTI, 2—FRAIITE 22, FobT IV £213RY
VLB TERVWEIICTEHEA, FORY—THEHITWARWNWE R X

[ oL-23827-01-J
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LTI EER L, TO2—WFIZ, TOHAZ L BT ) BEFTHHERE
AT HMHEREM G5 T OIMNERHVET, ZOLSITHE, =2—FRZOTT
=Y CTURL ZBMFEZITHIBEL TH., MIEENLETER A,

HAZ N 2—Y a— L2 ERB L UOWRE L T, Web AR T £,
e Custom Web User = —/LD{ER
e Custom Web User = —/L DfftE

Custom Web User O—IJLD{ERL
Custom Web User 2 — /L EZERKT 521X, ROTFNEEZFEITLET,

ATvFT 1  AA 2 Security Management 777 A 7 > AT, [Management Appliance] >
[System Administration] > [User Roles] ##iR L £,

[User Roles] ~— U MERENET,
AFvF 2 [Add WebUserRole] %7V v 7 LEd,

e

Evb E£7203. BEFED Web User m— L &2HBLL T, LW — L A{ER T
F9, ETNIKIE, %S T H T —TNVOFTT [Duplicate] 74 2> %27V >
7L, AEnl-ar—%2iRELET,

[Add Web User Role] _X— Y BEREINET,

12-14 [Add Web User Role] R—

Add Web User Role

Marms:

Description:

wisibility of Policies and Categaries: Visible by default

Hidden by default

Publish Privilegs: () off

o@®|l0o@

on

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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a—Y n—n1O—FD4HE] (72& 21E Tcanadian-admins)) &EfiBHZ AN L F
ER

~

(FE)  ARNCE, DT BT BROY v a20REMALTIEE N, 5k
BHEY v allT DI LIETEERA,

FTIFNERT, RV —L B AZLURL AT IV ZFKRTLH0, EERITTD
MR L E T,

NEIMEREZ A T D0, ATICT 0 ERIRLET,

ZOMERERFOZ—FIE, =2—FRT 7 RXA KV —F7IZURL v 7 2V &R
#£TE 59T Configuration Master Z AR T £,

LW (D) RETHD L0, BEFONAY L a—F a—Lixab—3 5
ERIRLET, RO —¥ n—Lz2ab —F255481%, at—35r— L%
UZA R HERLET,

[Submit] Z2 Y v 2 LT [User Roles] N—JIZRD &, HrLLa—H m—n
KRINET,

Web LAR—7 4 > J CEAKEZ A X2 —7 ML TWEEA, Web LR —7 ¢
VITNDT IR AMEEFFOT R TCO—Y n— VI, A VXTI T 4T
A=k R=UTHETE V- L e —AREREINE LR T,
# 5 (R EFN Web LAR—F 4V Z7OEH] OAF Y a—LHRESNTL
R—=FDEHDY 7 v a2 LT 7Z XV, Administrator 2 — /L DA
BISNIC, AP a— LB EINTLAE— N CEBEO2— L E IR TXET,
ELABEENA R —T R o TV DEHA, XL —Z B LT Web HHF 1T L -
TERSNTEAT Y 2 — VR ESINT LR— MIBAIZRY £7,

12-15 [User Roles] R—¥

Web Roles

Add Web User Role...

Privileges . .
Role Name - : Description assigned Users Duplicate | Delete
Configuration Master 5.7.1 Configuration Master €.3.0

Access Paolicies: 0 Access Policies: 0 B T

canadian adrmins Custorn URL Categaries: 0 Custom URL Categaries: 0

[ oL-23827-01-J
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()  [Web] > [Utilities] > [Security Services Display] > [Edit Security Services
Display] ~X— > % f#i [l L T Configuration Master ® 1 D% 3R /RIZL T
W5 4E | [User Roles] ~— T X}t d % [Configuration Master] 7 7
AMIERTITAR Y £ 08, FERRITA > T D Configuration Master 12
W9 BHEMRRR E IR S N E T,

Custom Web User O— LDz

Custom Web User 2 — /LD E ZMRET D121, RO FIAZFEITLET,

[User Roles] ~—>Tr—A4 %27 Y v 7 L, [Edit User Role] X—I % &R L
\i\?‘c

LET. BB, BXORYV S — L W RAFZAURL AT TV EEFRTAHNE I N L
DRTEEWRELET,

[Submit] 2 V » 7 LET,
AL L 22— 10— )VOWEREZFEST DI12E, ROFIEZETLET,
[User Roles] X—IZBE L £,

o T RBANRY I—HERERET DI, [Access policies] #7 U » 7 LT,
Configuration Master | J&ﬁéh’(b\é??ﬂ?% KUY =DV A MEFRL
F7, [Include] 77 AT, =—VHEET 7 C AL 5T 2R > —D
?: y?T/?X’%Z“/ L¥7, [Submit] %27 Y » 2 LT, [User Roles]

IZRY £

FoX

o WAKZLNURL 77 TV HEREZRES HI121F, WAZLNURL T2V 27
Y > 2 LT, Configuration Master | ’Hﬂiéﬂ'@z\éﬁx&A URL 7 7=
VOV ANERRLET, [Include] 7T AT, 2—VIRET 7 & AL
54AHAXZALAURL BT T VDF v IRy 7 A A LET,
[Submit] &2 V » 7 LT, [User Roles] ~—VIZEY £,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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BEEARY

GUI Tha—

YEE

BHAE A7 #FATTHI0E, 2= Th o bEEALT, =2—%F m—1 %4
DU THZENTEET,

Cisco IronPort 7 77 A4 7V AZiZ2—YF T H UV FEBMNT H7280H0 2 2DJ;
ERHBESRCWET, 12, 2=V Th o baT 7747 v A BIRIIER
FTHHET, b9 1 OF, MAOFREFRFEIES AT L2 L T2 — PR3
EAR—T VT BHHFIETT, 2L, LDAP £721XZ RADIUS 7 4 L7 RV
%{iﬂqui'@— T ‘H— 3571:_ jﬂ‘nﬁmqu/ Xf\@j:ﬁfflh@”gﬁj GUI
[Management Appliance] > [System Administration] > [Users] ~*— T (£ 721X
CLI T userconfig =~ REFERALC) 179 2 &N TEET, = —FOFIEIC
ST 4 L B BT 2 HIEOFEICOW TR, SMNBRRRES (P.12-71) %
ZHLTIES,

TTIAT VAR TE D= T AT FOBITHIRIZH Y FH A,
a—F T AU FEERT IR ROFIEEFITLET,

Security Management 7 77 A 7 > AT, [Management Appliance] > [System
Administration] > [Users] # &R L £,

[Users] N— Y NERRINET,

[ oL-23827-01-J
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12-16

Users

[Users] R—2

Add User,.,

Al

User Name

1-helpdesk

Accounts

2-operator-ro
F-guest
4-e-admin
S-operator
full-access
msg-trackg
nemailrole
new-operator
no-privs
pre-admin
quarantine
reportg-all
reportg-mpolicy
reporting-dlp

OO0o0ooooooooooood

admin

Reset Passwords

Full Name

predefined helpdesk privs
read only operator

guest privs

email administrator
operator

Full Access

msg trackg

new custom email user role
new operatar

custorn with no privs
predefined Admin role
quarantine access
reporting - all appliances
reporting - mail policy
reporting dlp

Administrator

User Role

Help Desk User
Read-Only Operator
Guest

Email Administrator
Operatar

full access*

message tracking only*
new customn email user role®
Operatar

no-privs*
Administrator

quarantines only*

reporting only - all appliances*

reporting - mail policy®
reparting - DLP*

Administrator

Account Status
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Password Expires

Delete

& &

& & & & & & & & & & & & &

* Custom ser Role for delegated administration.

Local User Account & Password Settings

Mot canfigured.

Account Lock:
Password Reset:

Password Rules:

Not canfigured.

Require at least & charactsrs,

Edit Settings...

External Authentication

Extarns! Authentication is disabled,

Enable...

DLP Tracking Privileges

DLP Tracking Privileges:

Access allowed.

Edit Settings...

[Users] =—i2iE, VAT AOBFOE 2L — PN~

(2—H4, B4, B

Fa2—F m—na2E&t) CTHRAEINET, [Users] ~— Ui, SERFRAEN A

R=TNTHDLINEI &,

RAEZ A T HFRENET,

TAZ VAL, BEINEEFERIIE L T2 —FICH D Y THNLTAH A
a—PF e—ERLET, 2—FOHIRAZ L v —LARHIBRESNZHET.,
[Unassigned] & RS BRINET, =—%F m— L OFEM GHZRE) [>T
W, T2—% m— 1) (P.12-43) 2B LTSN,

[Users] ~—nbid, IROEBIENTZET,
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aA—H0Eh

o LWL —HF DB,

o —YDHIR,

o —HoFEE (admin 2—FDRRT — FEEAR L),
o IMEERAERR E DR,

SHBRBREZ M L COZRWEEIE. RO FIHICHE > T, = —F % Security
Management 7 77 A4 7 > AIZEEHEM L £ T,

HAE L 22— a— L aE ) Y CTHERIL, TOoOr—LERICERLTELZ
LEBEOLES, [HAZ L 22— o0— L ~OEFHERTE] (P.12-49) #BHL
TLEE W,

Security Management 7 77 A 7 > A C, [Management Appliance] > [System
Administration] > [Users] # &R L £,

[Add User] 27V v 7 LET,
[Add Local User] X— Y RFERENET,

1217 a—HoEm

Add Local User

Local User Settings

Account Status: | Active

User Name:

Full Name: I

@] -
User Role: (2| &) predefined Roles

Administrator

@ Custom Roles

EEENSOEIEEE -~ | New Role Name:

Add Web Role...

Fassword: | poccword: A password must contain the following:

= at least 6 characters.
Retype Password:

A7v7 4

AFwFT 5

2—FO—BOL4HEANNILET, VAT ATTRHENTWSEE (Toperator )
R Troot] 72&8) #ANTHZ LITTEEREA,

a—FORHE AT LET,

[ oL-23827-01-J
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[ |
ATFwT 6 FHREBEINTZo— AL FELEFIAZ L 0= LERIRLET, 2—F o— /LD
HZOWTIE, #1222 B LTSN,
H LU Email m—/L ¥ 7213 Web 2 —/L &2 Z ZIZBIMNT 55813, v —I/LO4 R
EANNLET, s EOHIBRIZ oW TiL, [Custom Email User &2 —/L D {ERK )
(P.12-52) F721% TCustom Web User = —/LDERL] (P.12-56) &ML TL 72
W,
AFYFT T RRT—=FEANL, RRATU—=FKREHAHNLET, RAT—RE, 6 XFLEIC
TAHLENHY £,
AFwF 8 [Submit] %7V v s LT, =2—HFEEBMLET,
ATFvF 9 [Commit)] %7V v/ LTEHEEZHEELET,
ATFYT 10 ZOR—VIZHAX L 2—B a— A EBENT A2EA51T. ZORFESTFOr—/L
WCHERRZEI D Y CTES, (AL L 22— 0— L ~DEHEM] (P12-49) &2
LT IZEn,
A—HDmE

a—YrE (NAV—-RFOEERE) $5120F, ROFIHREETLET,

AFvF 1 [Users] " ETx—¥ D4R %27 U 27 LET, [Edit Local User] ~— Y R3E R
ShEY,

ATF9T 2 a—FITHLTEREEZTVET,
A7TvF 3 [Submit] %7 Vv 7 L, [Commit] %7 V> 7 LTEREEHEELET,

1—HDHI
D FEHIRT B I, KOTFIEE £ LET.

AFyF 1 [Users] " ET2—VOLANHIETHIIFOTA=2%227 ) v 7 LET,
AFvT 2 FHRENDEELATuT[Delete]l] #27 Vv LTCHIBREZRRLET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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[Commit] 7V v 7 L TEFEEMHELET,

A= FIYF VI TOBRBER~NDT7T I EADT 4+ —TILL

T—2#HKpE (DLP) AV U —IT@ERKT 25 A v e =2, @E, EEOK
BEHROEAER (7L b — F‘%%%ﬁ%%?ﬁ%ﬁﬁ%&&) }_*b\o T
ERPEENTVWES, 774V T, ZONFTAyE—Y T v U
RIZEREN TN D A »E—TVD [Message Details] ~—12d% 5 [DLP
Matched Content] ¥ 7IZF/REINE T,

IOFTLZONEIL AvE—Y TR T ADT 7w AMEEFFO, B

HUAD2—PICRRRSNRNL ST D e p T ET, BHE2 -,
WIZZDary TV EFRRTEXET,

FHEHELSNOZ—PITREFRE TR LRV E 92T 2123, ROFIEZFATL
ij‘o

[Management Appliance] > [System Administration] > [Users] <X—ICBE) L F
j—o

[DLP Tracking Privileges] @ TiZ& % [Edit Settings] 7 U v 7 LE7,
[DLP Tracking Privileges] <— Y NHERINET,

12-18 [DLP Tracking Privileges] R—¥
DLP Tracking Privileges

DLP Tracking Privileges

This setting applies to non-Administrator accounts of either local or external authentication account types.

DLP Tracking Privileges: (2) Allow access to DLP Matched Content in Message Tracking results,

[Allow access to DLP Matched Content in Message Tracking results] & = > 7
Ry A%F7IZLET,

EHzXRE L, RFELET,

DRETE & H T i, [Management Appliance] > [Centralized Services]
TEPH%%EP*”E@%% *11/ Ayvb—U M7 vx U THEREEA R —TNCT HNLE
NdHYET,

[ oL-23827-01-J
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FEHOL—TEYER— 9T 5EMaTY F: who. whoami. last

WIS, TTTAT VANDE 2= T/ A2V R— b ba<r FERL
ij‘o

e who =~ KL, CLIDG I AT AICul A4 LT _RCoOa—Y, ar o
VEERE, T A RAVEERE, Bl O =2—¥ s L)V E—F RA ME—
BETALET,

mail3.example.com> who

Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli
e whoami Z~v Y Rit, HER/ A L L TWba—HFDa—FLBLOKL L.
2—FRBELTCND I N—T TR LET,

mail3.example.com> whoami

Username: admin
Full Name: Administrator
Groups: admin, operators, config, log, guest
e last A~V VU RIX, T I9A TV ARIKIEuw A Lita—Y2E R LET,
VE—FFRARNDIPT RVA, us A4y, vur7v b BLOGFHEFMHD
RRINET,

mail3.example.com> last

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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Username Remote Host Login Time Logout Time Total Time
admin 10.1.3.67 Sat May 15 23:42 still logged in 15m

admin 10.1.3.67 Sat May 15 22:52 Sat May 15 23:42 50m

admin 10.1.3.67 Sat May 15 11:02 Sat May 15 14:14 3h 12m
admin 10.1.3.67 Fri May 14 16:29 Fri May 14 17:43 1h 13m
shutdown Fri May 14 16:22

shutdown Fri May 14 16:15

admin 10.1.3.67 Fri May 14 16:05 Fri May 14 16:15 9m

admin 10.1.3.103 Fri May 14 16:12 Fri May 14 16:15 2m

admin 10.1.3.103 Thu May 13 09:31 Fri May 14 14:11 1d 4h 39m
admin 10.1.3.135 Fri May 14 10:57 Fri May 14 10:58 Om

admin 10.1.3.67 Thu May 13 17:00 Thu May 13 19:24 2h 24m

FRL—F 7Ho2 FENRRT—FDERE

=W THT hERRT - ROFKIREERL T, MK AT =R R

U EREINICEAT A ENTEET, 2= TH T AR T — RO

[Bix. Cisco IronPort 7 77 A4 7V AZERZESNT-u—h)V 2—PIZEH SN E

T, WOREEEHETEET,

e a— ¥ ThHUVIDuRY Y, 2—YFRT IV I rbuy I T U REND
FTO, v A URITORKEEEZ ERTEET,

o NRRU—FHIBROHA, v /A L BIZ2—FRRT— ROETEERI N
HETO, NAT—ROFEHBMEZERTXET,

o NRAU—FOHAl, EOXFTNEET, EOLFENNENRE, 22—
RTEHZRT—-RFOEEL2EETEET,

[ oL-23827-01-J
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2—F THU L bBLUIRT — ROHI[RIZ, [Local User Account] 3 LY
[Password Settings] &7 23 >, [Management Appliance] > [System
Administration] > [Users] “\— Y CEZHETE E 7,

12-19 12, [Users] ~~— <@ [Local User Account] 35 & O [Password Settings]
s varvERLET,

1219 [Users] R—<, [Local User Account] & & U [Password Settings] £ 3>

Local User Account & Password Settings

Account Lock: | Mot configured.,
Password Reset: | Mot configured.,

Password Rules: | Require at least 6 characters,

Edit Settings...

A=Y TAT N ENRRT = ROFIRERET DI11E, KOFIEEZFTLET,

AFv7 1 [Management Appliance] > [System Administration] > [Users] ~<— 3 ® [Local
User Account and Password Settings] £ = > T, [Edit Settings] %7 V » 7
L ¥79, [Local User Account and Password Settings] X— YRR RINE T,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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12-20 A—HB FPHIY FENRRT— FEIBORE

Local User Account & Password Settings

Local User Account & Password Settings

User Account Lock: . .
™ Lock accounts af'terls failed login attermnpts . *

[ Display Locked Account Message

rour account is not available due to administrative
action, Please contact your Administrator,

This message appears on the login page if an Administrator manually locks & user gccount, If
the User Account Lock seltings are enabled, the message also appears after foo many login
FHernpts ooour,

Password Reset: . . .
[ Require a password reset whenever a user's password is set or changed by an admin

{Recormnmended).
[ Require users to reset passwords afterlQD days,

- Display reminder|14 days before expiration,

Password Rules: .
Require at Ieast|6 characters,

[ Require at least one upper (A-Z) and one lower (a-z) case letter,
Require at least one number {0-9), ~
Require at least one special character, (7)
Ban usernames and their variations as passwords,

[ Ban reuse of the last[= passwords,

*Sedtings do not 3oply fo Admin Lser,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
| oL-23827-01-J .m



E128  —BOEEESRY |

ATFwT 2 £ RAITTITREEERELET,
= 124 O—A)IL A= PHIY FENRRT—FDORE

RE BA

User Account Lock A—PRERICR I A TERWVEAIC, 22— Th
Uy hNERY I T ENEIDERELES, 7TV
Ea Y7 ENDHETOD, vr A U RKEEERE L
F9. 1~ 60 OFHTEEORTFEZANTEET, 7
7 AV MEIZ S T,

TAV OBy 7 EZRETLHHEEIE. v ALK
FELTWNDa—HICRREINDIAYyE—VEATL
9., 78y hD ASCIL XF%#HEALT, 7% X b %
ABLET, ZORXAvE—VE, 2—¥FPav s Ih
12T Yy MZIELWSRAT — RE A LIsHE 720
FRINET,

=P THU ERay 7 ENEEAE, BEER
GUI @ [Edit User] ~<—"%>, userconfig CLI a2~
FafAL T, vy 7R TEET,

T WREHRICER Lo~ > v, EiaBmofE
(SSH £721X HTTP) IZBfR7e< . KRtL7cm 7oA
ATF=2—F L ICB SN ET, 2—¥FRIEFICe
T4 UFTHE R LIZw 74 RITEEIZE R (0)
WUty hENET,

K LTmm 7 A VT ORKERICELZ72Dic2—W
TAU IRy T NShiAe, 77— RBE
HEICEEENET, 207 F5— I lnfo] EF¥=
V74 LAULICERESNET,

) Erxoax—V THhUrrEFHToY I T5
Lty TEET,

%“:

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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| |
= 124 O—AIL A—HF PHAIY FERRT—FOBRE BE)
RE 2B
Password Reset BHENLZ—FONRAT — REEFH, 22—/ A

U— ROEFEMEIT D20 EI0ERELET,
Flo, RNAT— ROBEHYIRBONHIZ, =—HFIC
NAT—= ROEFERET D20 EIDERETDH &
HTEET, =PI DB NRAT— ROEBERNMLEZ
RHBETDH, RRAT—RKOFHEEEANLET, 1
~ 366 DHFIFH THEEOETEANTEET, T 741
% 90 T,

NAT — ROWRBEIN T, 2—PFIZ AT —FD
AR ZH T A5A 1, WEO/NR T — FHREINIC
DONWTOBEME TR TEE I, MR OMAE/TIZE
BTN A ER L ET,

INAT — RPEAREINIZ 5 &, 22— ixRkE O 7

AVIRFZT T b RAT— ROEE ZiEH S E

R

GE) =2V THIUIBRRRT—KF¥ L TT
272< SSH¥—%ZfHL TCWaHHAELH, 71X
U—FoVtEy MEENTEH S ET, SSH
X—ERoa—% 7 h v M RHIRNIZA
He, ZO2—PITHWSRT — K& AT
B, EELEICKE L T, SR U — K& T
TEEL, 7hvy MIBEEMT N %—
EEHELTHLOLIMERHY 7,

Password Rules: NRAT— RIZED AR/ TFHEANTILET,

Require at <number> |6 ~ 128 O TIEEOHTEANTEET, 77+
least characters. U MX 6 T,

Password Rules: NRAT—RIZ 1 XFEUEOHEEZED D VEND D)

ESmaRELET,

Require at least one
number (0-9).

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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& 124

O—AIL A—HF PHAIY FERRT—FOBRE BE)

RE

B9

Password Rules:

Require at least one
special character.

NRAT — RNIZ 1 XFUEORBEXLTFE2ED D BEND
BENEIDERELET, /SRAT— RIZE., ROE
XFEFEATEET,

~ 2@ # 5% N & * - + =

¥/ 01 )y <>y "y

Password Rules:

Ban usernames and
their variations as
passwords.

It D —VHE T2 —THOEFE LR D
. NAU—RIZHEHTEDINEIDERELET,

2—WH OB OEREEE T 2854, ROBAIN
NR2T—RiZEAInET,

o KRIXFD/NILFNITEMRZRL, RAT— RNiZa—
T4 LR U ThHo TIR B,

o RICFDNILFPICBERAR L ANAT — Fidz—
PHZFIZLIEHD LR L ThH- TIR B2,

o NRTU—RIL, ROXFEBPITONIZ2—W
&, FlF—VRZEZWSIZLIZLOLER U TH-
T B0,

— Ta] ofkbvic T@) F7=1x T4)
— Te; oY I T3]
- iy ofkbviz 1)),
— Tol oftbvic 0]
— Is] offbYiz 1§ Fizix 15)
- Tt] ofbvic I+ F=21% 7]

My, F720x My

Password Rules:

Ban reuse of the last

<number> passwords.

=PI ANRAT — FOEFE 2T 2 HE10, Kl
ML AY = FEBIRTE N EINERELE
o BOED/NRAT — FOBAMME L LI-5a,
MEEILT 2REDNRAY — ROfEEE A LET,

1~ 15 OFH TEBOBFEANTEEY, 7741
ME3 T,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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EEIRY
||

ATvT 3

ERAEEFEL, RFLET,

INAJ)—FKDZER

VAT MCRE SN2 =YD RAY — FEZEHF5I20%. GUI 0 [Edit User]

N=VEREALET GEE, T=—FoffE] (P12-62) 2L T X

V),

VAT ADT 74/ admin 2—% T AT NONRAY— REETET HIZF

GUI O [Edit User] ~— V&M 50 GHlIE, To—FofmE (P12-62) %

ZH L TL7ZEW), CLI T password £721d passwd 2~ R&EHH L E T,

admin =—% 7 AU hDONRAT— REENTHEAIE, P AZ~— VK- 7

oA F—ICNEDbE T, AT —F&2 Uty FLTLEE N,

GUI LB [Options] A ==2—% 27 U v 7 LT, [Change Password] 7> = o~
EFBRIRTHZET, 2—FIXEHDORNAT— REER T ET,

12-21 [Change Password] R—

Change Password

Change Password

Change Passwaord: | 0ld Passward:

Password: A password must contain the following

* atlzast 6 characters,
Retype Password:

HVWRRT— REANLTHLHLWWAART—REAN L, HEREDEZDIZE 5 —
BEH LWSAT — R&EASHLET, [Submit] #2 VU v 27 LT, U77'7 rMLE
T, B A VHENERINNET,

a—PIERE Ry PU—2 LD LDAP £7/213Z RADIUS 5 4 L7 kD ITHRIEL 72
BB, T I9AT A n A T 52—F ORI T + V7 MY 2ERT
5 X 912 Cisco IronPort 7 794 7V AR RETEET,

[ oL-23827-01-J
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FRREICANE T 4 L7 MY RFERHT DX OECT 794 T v A%y 8T v 7951
X, ROFIEEFEITLET,

ATv7F 1  Security Management 777 4 7 . AC, [Management Appliance] > [System
Administration] > [Users] # &R L £,

(G¥) TTIATVANHNET 4 L7 MY LWBETERWEE, 2—VET7 77347
ADa—H )N 2a—F Tho o hTual A TEET,

12-22 SMEREREE D FEST

External Authentication

External Authentication is disabled.

Enahle...

GE)  RBEEANBT 4 L7 NV EERT LR T I IA T A%y N7 v 7T 5HIC
X, a~v 2 R4 7'm 7 hTuserconfig =~ K& external 7 2~ K
A LET,

LDAP EBEED A *— T JL{E

2= PERIAET 272D LDAP 7 1 L7 MU 2T 5 LIS \LDAP5UV~
TE ClSCOII‘OIlPOI‘t-'l‘—'H' —/ZED S THZ N TEET, &2 IT
LW S Z—TFNO 2 —FIZ Administrator = —H @ —/L & E D 4T Support
LW Z—7 oo —HIZ Help Desk User 2 — /L&) %”Cé ZEMWTEET,
a—WREe D2 —Y v — L EFEOEEO LDAP /' V—7 BT 25461%
AsyncOS N —FIZHRbHIB Iz o — L OHERZE V¥ CTET, & 2F

2 — A Operator #E[R % £5-> 2 /L —7 & Help Desk User #EfR % F¢-> 7 L — 712
BT 25354, AsyncOS (X —(Z Help Desk User v —/VOMERRZE Y 2 CF
D

LDAP ZfEH L THMTERAEE A R — 7 /LIZ T B HIIZ, LDAP %— 7'm 7 7 A

V& LDAP —"OANHRIEY = ) — &2 ER LE T, #EfliL. [Cisco IronPort
AsyncOS for Email Advanced User Guidell ® LDAP 7 = ) —ZBT % &% &
LTLIEEN,

LDAP %M U THNIFRRE R A X — 7 MZT 212X, ROFIEEZFATLET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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ATFvFT1

A7y 2

ATv7 3
ATv7 4
AFwT 5
AFv7 6

Security Management 7 77 A 7 > A ¢, [Management Appliance] > [System
Administration] > [Users] X— Y ##{R L £,

[Enable] 27 V v 7 L& T,
[Edit External Authentication] _X— Y BERINLE T,

12-23 LDAP (& L= 8REEEED 1 £ —TILiE

Edit External Authentication

External Authentication Settings

+| Enable External Authentication

Authentication Type: | [Lpap
LDAP External Authentication Query: | | Test.externalauth v

Timeout to wait for valid response from server: seconds

Group Mappind: | | Groun Name in Directory Rale add Raw
E— Er— B

[Enable External Authentication] &= v 7 Ry 7 A& A2 LET,
FRAEX A 7L LT LDAP ZiEIRLET,
2 —Y 2L D LDAP AMBREEs = V) — iEIRLF7,

ZALT T ITDETTTTAT VARY =00 OIRE & DR 2 F BLAL T
ANLET,

TFIAT VATRIFTDLLDAP T4 L7 UMD V—T4 &AL, 7
N—TDax—PFiZxtTdra—LE2ERLET,

%72, [AddRow] 227 U v 7 LTHIOF 4 L7 Y ZA—T&BMT52 L%
TEET, TT9AT U ARRIETDET L7 Y TA—T 12k LT, A
Ty T T EARAT TR EMYIRLET,

[Submit] #2 V v 7 L, [Commit] %7 Vv 7 L TERZHELET,

RADIUS SZRED 1 2 —TILik

‘_"H‘@wun Z RADIUS '3:/]’ L7 kY %—f{%ﬁﬁ L. :L—"f@fll/—f%: Cisco
IronPort = —/LIZ# Y ¥ THZ & TXEJ, RADIUS ¥ — 3% CLASS E%:%
PR— T 2HHLERH Y E£T (AsyncOS I RADIUS T4 V7 M) Oa—¥%
Cisco IronPort == — v — L ZHE W B4 CTAH7=®I2 CLASS BIEEHEHLET),

[ oL-23827-01-J
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AsyncOS 1%, RADIUS #— & 8159 % 729 IZ Password Authentication

Protocol (PAP; /XA U — REEFE7m h=L) & Challenge Handshake

Authentication Protocol (CHAP; v L' > ¥ Ny Ry xaA 7RG v hau)
D 2 O@uun 7ua ha)iEYR—hk l/iy?%

RADIUS = —% % Cisco IronPort == —¥% v — L |{ZEIY HCHIZiE, w&HIZ
RADIUS #—/ 37T <radius-group> &9 S HIME Z i LT CLASS Jg %%
ELFET (Z1iX Cisco IronPort =—% o — i~y 77X FE9), CLASS &
PEIZIECT, HF, BLOF v 228052 LR TEETN, LK vy V=
EHERTAHZ LIEITEER A, AsyncOS iL CLASS B THEOMEZ R — b
LEt®HA, CLASS BEE 7zt~ v 7SN T CLASS Bt e v —7
IZJET 5 RADIUS 22— W I 7 774 T AlZu 4 o TCEEHA,

T7TA T AN RADIUS — R L@EETERWEA, ==V T7 7747
2Apua—h) a—F Thy o hTa sl A TEET,

GE) M= —F 2 RADIUS /v —7Oa2—% n— V2 ERVT 5854, /MT=—VFix
TIIAT o Ambu 7y L, BT A T 20BERHY T, 20—
PFIEFT LV — LV OHEREFL £,

RADIUS Z#{#H L CHAMERIEE A 2 — 7 WM 5121, ROFIEEZEITLET,

AT7wv7 1 [Management Appliance] > [System Administration] > [Users] ~<—3C,
[Enable] 27 V v 7 L% 9, [Edit External Authentication] ~_X— YV NF /R I L E
R

ATw7 2 [Enable External Authentication] = v 7 Ry 7 A% 42 LET,
ATvF 3 FiE¥ A 7 & LTRADIUS IR L £,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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ATv7 4
ATvT 5

& DA

AFyvFT 7

ATFv7T 8

ATFvF9

2Fv7 10

ATFv7 1

12-24 RADIUS AL =8NS *—T Lk

Edit External Authentication

External Authentication Settings

Enable External Authentication
Authentication Type! | |RADIUS w
RADIUS Server Information: | | pant)s server Part Shared Secret Timeout | Authentication|  add Row
Hostname value | protocel
(in
seconds)
| 1812 | [ 5 FAP v o
External Authentication Cache Timeout: (2) | [g seconds
Graup Mapping: | (3) Map externally authenticated users to multiple IronPort roles. (recommended)
RADIUS CLASS Attribute Role () Add Row
Adrinistrator v o
RADIUS CLASS attributes are case-sensitive.
() Map all externally authenticated users to the Administratar rols.

RADIUS H—/"DOHRA M E AT LET,

RADIUS —_"DOKR— +FEBZEANLET, T 740 bOFR— +EFESIL 1812 T
j—o

RADIUS #— RO FMBEASAT — FE2AH LET,
~

(i¥) Cisco IronPort 7 75 A4 72> AD Y T AXIZkE U CHRIEE A F—
2T 2I2F, 7 I7AZRAOTRTOT I 747 ATHR UM ﬁ&&ﬂ
7417“* FE AN LET,

BALT T NTDHETT T IFAT LV ABY =000 OIRE % FFOWEH & F AL T
A LETS,

RADIUS #3E L LT PAP M3 27>, CHAP 2+ 22 ERL £7,

F7, [AddRow] #7 U v 7 LCTHI®D RADIUS H—"%ZEBNMTHZ & TEE
T WREDT=DIZT T A4 T L ATHEHT 54 RADIUS H— N2k L TAT v
TFOLAT ST EBOVIRLET,

Web 2—H A U X —T 24 AT, NEFEIEY LT > ¥ v )V ERTGTT DR &2 A
jjl_/i‘j‘o

RADIUS =—H%dD 7 v—7% Cisco IronPort 7 —/L{Z~ v 7T 2N EH 0, £
72134 _T®» RADIUS == —#IZ Administrator 7 —/L &5 Y B TEHNE 5k
IR L F9, RADIUS 7 /v—7% Cisco IronPort = — /L2~ v 7952 L aH
[LET,

[ oL-23827-01-J
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AFw 7 12 RADIUS 7 /L —7% Cisco [ronPort & —/LiZ~ v 745 Z & 2N LI=ZHEIE.
7' v—=7® RADIUS CLASS Et# A1 L. =£® CLASS B2 o2 —H% o
o—LEERLET,

ATYvFT 13 /=, [AddRow] 227V v 7 LCHID I V—T%BMTHZ b TEET, 7
TIAT VANRBIHET D=V DOEITN—FIZH L TCAT v T 1l EAT v 712
ZMOIRLET,

AT9T 14 EHEEZXREL, RFLET,

Security Management 7 754 7V A~NDT Y
L REDRTE

AsyncOS TiX. Security Management 777 A4 7V A~Da2—HF DT 7 & A
L, FHEENPHECEET, ZNAEFEHLT, WebUl By a4 A
TU ML, a=YEMBEOT XY SN T T ITAT U ANDT 7B AT
LB IP T RLAZIBET D, 778X VR M L aFERTEET,

IPR—ZXDARY FITI—H PHRADERTE

MR Y E— b a—FicHi T ax o2 AT 256, 7774 T v RICEERE
e 2a—Y, BLXOW T eX 2N LT 2—FDdDT7 72 Y
ANEERTHZET, 2—FREDIP 7 KL 295 Security Management 7
TIATVARLT VAT 500 EHIHTEET,

[=RE 3637

Security Management 7 7’7 A 7V ALERL T B U DIP T KL A, 7
F v b, EFIEXCIDR 7 RLAZRETEET, =2—HiE, 77EA VA LD
IPT7 RLVAZEOTRTCO~I D, TTFIAT LV ARIT 7R ATEET,
VA MIEENTORNT RLANLT I IA TV AZERLELY LT 52—V
X, 77 BAEBERINET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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70X URREOER

MfkOR Yy hU—2 T, VE—F 2—W D~ & Security Management 7 7
TAT P AQMTH T o XU REH I TWDEA, AsyncOS Tik, 777 A
TURAERTED T X LDIP T RLADT 78 A UAMEERTE £T,

Wrax v EFEHLTODIHATEH, AsyncOS 1T, —VFEHENF T ST
LZIP7RLADYVAREBELT, VE—F 2—PDO<T > DIP 7 RLAZMH
FELET, YE—bh 2—FDIP 7 KL A% Email Security 7 77 A 7 > ATk
fE4 5121, 2% T x-forwarded-for HTITP ~u ¥ —%T7 7 T4 T L A~
DOERMERIZEDDZVENH Y T,

x-forwarded-for v~ % —[3JE RFC #Z# HTTP ~v ¥ —T& Y, BTk &
BYTT,

x-forwarded-for: client-ip, proxyl, proxy2,... CRLE.

DN E—=DEITH o ~<~EPVDIP T RLADY AR THY, EROT KL
AWMV E—h 2—PF =0 DT RL AT, TO®KIZ, HEHREREHRE L —#
DHETOX DT RUARFEET, (~Ny ¥ —ZIERETRTT), Security
Management 777 A4 7TV AF, ~Ny X —PLEE LV E—RF 2—FDIP T
NLZBLOEESE T e O IP T RL2X%E, 72782 URMNAOFHFR SN
2—HIPT7 FLABLRTuXx [P 7 FLAERELET,

AsyncOS %, x-forwarded-for ~v & —TIPv4d 7 RV AT &2V AR — L E
ﬁ—o

FTOER VR FDIERL

GUI @ [Network Access] ~~— "% 721% CLI @ adminaccessconfig > ipaccess =
T RN, XYy NT—27 TR VR NEERTEET, 12-25 1%,
Security Management 7 7’7 A 7 > A ~OEBEARTEH LTI SN TN D 2—
IP 7 KL ADY A 3R &z [Network Access] — Y &R L TWET,

[ oL-23827-01-J
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12-25 [Network Access] DR E
Network Access

Network Access

Web UI Inactivity Timeout: | [35 Minutes
Enter & value betwsen § - 1440 Minutes (24 hours).

User Access: | Control system acosss by IP Addvess, IP Rangs or CIDA.
[only allow Specific Connections v

10.0.0.33/32, 10.0.0.52/32, 10.0.0.130/32, 10.0.0,105/32, 10.0.0,155/32,
10.0.0.23/32, 10.0.0.28/32, 10.0.0.209/32, 10.0.0.31/32, 10.0.0.60/32,
10.0.0.51/32

(1Viid entries are an IF sddress, IP range or CIDR range. Separats multiple entriss with commas.
Examples: 10.0.0.1, 10.0.0.1-24, 10.0.0.0/2)

P Address of Proxy Server:

(Separate multiple entries with commas.)

Origin IP Header:
x-farwarded-for

T

AsyncOS (ZiE, 727 A U X M DRD 4 SORRDEIEHE— FRHES
nTnET,

e [Allow Alll, ZDE—RTIX, 77 T4 7V A~ODFTXTOERNTAI S
£9. T3, T 74V hOBEE— R T,

¢ [Only Allow Specific Connections], Z®E— RiL, =—H# D P 7 KL &
B, TI7EAVAMIGENTHWDIP 7 KL, IP &, £721% CIDR #i
PHE—HTDHEIC, 2=V DT T I T v A~OHERET A LET,

e [Only Allow Specific Connections Through Proxy], Z ®E— NiE, IRD5
Rz SN GBI, BT a XL e N Lica—F 0T T I3 47 v A0
ftaFFr LET,

— Bt ex O IP 7 KLV AD, [Proxy Server] 7 4 — /L KOT 7 & A
UARDIP T RLRIZEENTWD,

— 7aXxTC, EFRERIC x-forwarded-header HTTP ~y ¥ —MNE £
TW5,

— x-forwarded-header DENZE TRV,

— JVE—h 2—YDIP 7 KL A x-forwarded-header IZEHEN., TH
BT 7EA VXA NANDOIP 7 KL A, TP i, F721% CIDR #ipH & —
T 5,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
m. 0L-23827-01-J |



| $128 —BOEEEIRY

¢ [Only Allow Specific Connections Directly or Through Proxy], Z®»E— F
T, 2=FDIP 7 FLAR, 727X VARMIEENLTHDIPT FLA,|
IP i, %7213 CIDR fiffl & —&H T 2HEIC, 2—FDH T ux &L
7o, HDEVITEBENRT I I7A4 T A~ ETF AT LET, TaXiEg
L 7= #6e D 1%, [Only Allow Specific Connections Through Proxy] € —
FO%E LFRCTT,

RONTNPDORMICHELE T 225G, £EE2YT7 Iy PRI Iy FLER

o TTIAT L RZT 7B ATERLRD AR H Y T4,

e [Only Allow Specific Connections] Z#R L BAEDO~ D IP 7 R LAN
UARMIEERLTORVES,

e [Only Allow Specific Connections] Z#IR L, 777 1 7 o AZBUEHEE &
NTNWLETaF D IPT RLARTRF Y U R MR 2D P~y & —
DIENRFFAI ST IP 7 KL AD Y A MZRWES,

e [Only Allow Specific Connections Directly or Through Proxy] Z @R L, &
MY TIEE DD,

— TDIP ~y X —DENRHFAIEINDIP T RLADY R MR
7203

— TDIP ~y A —DENRHFAENDIP T FLADY A ML, 777
ATV ATHEREENTWATa XD IP 7 RLARHFTENS Sk
DY A MR,

TI7EAVAMNEEEETIRITLIZSG, 2—VRERLHEET D L.
AsyncOS |37 I A T v A ba—HFo~v rEi a2l L ET,

Security Management 7 77 A 7 ADT 7 & A U A M FERT S, kO
FlMEZFATLET,

AT7wv7 1 [System Administration] > [Network Access] <—T & H L 7,
ATwF 2 [Edit Settings] %7V v 7 LET,

AFYF 3 TR URNOHEE— REEIRLET,

ATFYT 4 2—FNTTITAT U A~DERBF T EINDIP T FLAE AN LET,

IP7 FLZ, IP7 FL A E7-1% CIDR i 2 AN TE £4, o=
VR EREIBICE, Ao EFEHLET,

AF9FT 5 o REAOBERENAFATEINTWLEAIL., ROEHREASHILET,

o TTIAT UVANDERNTFATEINTWELETaxT D IPT7 KL A, HEO
T MU ERXRUIAICE, B~ EERALET,
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ATFv7T 6

o TUuXINTTIATURICERETHRETLD IP ~v ¥ —D4HT, ZhiZ
Z. VE—F 22— <=2 IP 7T RLRE, ERAPRELEZ 2 X H—
NOIPT7 RLARGENET, T 740 FTE, ~v F—DLARITN
x-forwarded-for ’C“'@FD

EHzXRE L, RFLET,

WebUl vy ay B4 L7 FOERE

GE)

A7y T 1
AFyvFT 2
AFvT 3

ATFvT 4

Security Management 7 77 A 7 > A® Web Ul 2>5 AsyncOS 23, FET 7 7 4
Thha—HEa 77U M LETORMERETCEET., 2O WebUl kY3
v EA LT Y M, admin ZED T, IR TO—VIZEHA I, £/ HTTP
v art HITPS vy ¥ a v Ol FICEH S ET,

AsyncOS I Lo Ca—FnRue 7y hahd &, 777347 v Ada—HD
Web 77 U % an s XR=DZ)ZFA L7 FLET,

WebUltyar #1457 7 M IronPort ANAEYE v v a VZT@EH I
FHA, TOEyTa NI 30 DX A LT U RNERESINTRBY, BHETX
FHEA,

12-26 Web Ul k79 T4 7 2L LTIk

web UL Inactivity Tirmeout: |3g Minutes
Enter & value between 5 - 1440 Minutes (24 hours),

WebUl By va ld7 7747 24 L7 0 M ERT DT ROFIEEFE
TLET

[System Administration] > [Network Access] *— Y &M L £,
[Edit Settings] %7 U v 27 LE7,

A—=YNIET 7T 4 TREIS R o728 ﬁ’\, W 7T SN E AT
LET, A4 L7 7 MRFHICIE S ~ 1440 5% EFH Té‘i"ﬁ

EHzkFE L, REFELET,
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— N ~ ~ N —
FOT4EYyaVORR
Security Management 7 77 A 7 VAT, T34 7 VA LOTXTOT 7
T4 Tty vark, vl LTV DHa—YERRTEET,
TIT 4Tty a v ERATHICE, ROFIREZETLET,

ATvF 1  Security Management 7 77 A 7 ' A D~X—C, [Options] > [Active Sessions]
IR L ET,

[Active Sessions] X— U NRRINET,

B 12-27 [Active Sessions] R—<

Logged in as: admin on m1
Options = Help a

Active Sessions Account

Change Passward

Active Sessions for m1060s02.sma

Log Out
Username Role Login Time « 1dle Time Remote Host Interface
admin Administrator 06 Aug 2010 21:10 (GMT +03:00) 25 secs 173.37.7.243 GUI

+ Return to previous page

[Active Sessions] ~X— U5, —HF4, 2—FRFoTWHo—L, 2—HFD
a7 A R, T A RV, B2 —FRa~vr Ko/ GUIDEL S
MmHa g Ay LiehERRTEET,

ERENf-AvE—CDRET FLADEKE

WOLGAEITHK LT, AsyncOS TERINIZ A — LD o —TEEEEZRE
TEET,

. /§'7‘/X )( V"Z_:/

e LAFR—F

WIET RLADFR, 2—%, BIORAAL VAZIBETEET, FAL LI
W7~ b2 ALV OERAEZRIRTDZ L TEET,

GUI @ [System Administration] A == —2>GF|H T& % [Return Addresses]
R—=TEEHT 50, CLI T addressconfig =~ > R&EHH L ET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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12-28 [Return Addresses] R—2

Return Addresses

Return Addresses for System-Generated Email

Bounce Messages: | "Mail Delivery System” <MAILER-DAEMON@hostname=
Reports: | "IronPort Reporting” <reporting@hostname=
All Other Messages: | "Mail Delivery System” <MAILER-DAEMON@Aostname=

Edit Settings...

/ZTA’CQEEJZ‘&]“LK BT A= Ay E—VDIEFET RLA% GUI TEET S
%. [Return Addresses] ~~— <" T [Edit Settings] %7 V v 27 LE7, 1 DF7
bi@%t@T RLUAZEHTLT [Submit] 27 Vv L, EREZHELET,

77— hOEH

77— k&%, Cisco IronPort 7 77 A 7V ATHAEL TNDHA X2 MIET 2
HRATH SN TVD, BEBFA MK DERDOZ L TT, ZNHDA R MT
W~ AT =AY —ETOEEYE (FLEFERE) LIARHY, —RNIC
TTIAT LV ADREED 2 R—3 NEITHERICEELTWET, 77— b
i%. Cisco IronPort 7 77 4 7 V ATHEREINET, EOTF—F AvE—IMN
EDa—FIZHEEEN, ARV NOERKEREDORETHLIHEILT 7 — bR
I, FEFIZEOMMR LNV THRETEET, 77— FOEHIZ
GUI @ [Management Appliance] > [System Administration] > [Alerts] ~*—<" T
TUWEF (F721%. CLI T alertconfig I~ REMFEHLET),

75— FOBE

WOREIZ &> T, B A —/VIEMOBERHE S ET,

o TI9—P:EBFANBHNEZTRDT 77— 2R LET, 77— X
TI— b DZEH ZETIT—PMDBFA—NLTKRLR) &, 77—
M (ERELTI— L ZA4F2Et) THREISLTWET,

o TI—IMRE: 77— MERBOESRWZBEEELRELET, 22X 7
77— rDEEE (FROM:) OF FL A, HET 7 — b 2kET 2R,
F LU AutoSupport & A F—T /T 50 E I D (BLO, A7 a o TH
X AutoSupport LAR— F&ZFETLHNE D) REEZHRELET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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F35—bh: 75— FREF. 75— 2. BLUVEEE

73— bDSE
BEXE
75— hRE

TI— k&, N R TR EOREOHEEIZ OV TOERBE T T
DESA—N AE—VERITEMTHY, TIT— MOZEFIZEFEINET,
77— ZEHELIX TI - MREMPEEINDSIBETFA N T RLADOZ LT
T, BHICEENAFRITZ, 79— FOSEHEEBREIZL-TRFEVES, ED
TI— b plEE, FOBERET, FEDT 77— MZEHICEETINERETE
F9, TI9—b 2P UEFERHLT, REHFICEEFEIND T 7 — FEFEMICH
HoxEd, 2ExiE, ERELULN Critical THY, 7I7—hk XA TH
System DIFAERE, FEDZA TDT T7— hOHNZEHICEEFEERD LI
VAT LEFRETEET, £, ENABREELRETCEET (7T — &
EEOFRE] (P.12-89) #22RL T ZEW), T_XTHOTT7—rD U A MID
WTiE, (77 —1F UA ) (P12-90) 25 LT 7ZE0,

AsyncOS Tlix, kD7 77— MyHEREELET,
— System

— Hardware

77— MI, WOBEREILHES THESNET,

— Critical : 7~ < (T xFLAS 0B 75 F R

— Warning : 4%E =4 ) U VPR ERBBEE 2T T —, 7 ITRHLR
VR AREME L DV F T

— Info: ZOF AL ZADNAL—F ¢ UHERETHERK SN D H#R

TI7—FRECTIH., 77— FORBROREELRELZHHELET, REICITKRD

EOREERDHY F7,

e RFC 2822 Header From : 77— b &R ET 544 I 7 (T RLRAEAT)
T 50, T 740 h® lalert@<hostname>] ZMHALE9), £7=,
alertconfig -> from 2 REMFHL T, ZOE% CLI THETHZ &
LTEET,

o HELLT 7— MEXET D L TITHET 2RO HIE,

[ oL-23827-01-J
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FELET 7 — N&RET 2 E TR T 28O RKE,
AutoSupport DX T —X X (A X—TNVEIEZT =T ),

Information L XAV DTV AT A T I7—beZETHIOCRESINTLT 77—
N ZAEHE ~D, AutoSupport DERAT —F A LR— FDEE,

EFELETS— FOEE

AsyncOS DNEBE L 727 7 — b ZRET 5 £ TICHET I EOYEE A2 EET
EFET, ZOEEOOHEELEGES, BELET 77— oV~ —FEEGESh
T RDVICTRTCOEELLET T— IR U TAH A MIEEFEESNET (EH
WCKBEDEBEFA—NEZETHARENROY ), EE LT 77— X ET
HETICHFET 20T, 77— b E2XETHZONTEMLET, Z O8N,
T AT, ERIOBEO 2 2 M2 7~ 601220 £9, SF 0, FHHERER
N SBMOLAE, 77— MI5SBE%, 15 B#%, 35 8%, 75 8%, 155 B,

IS B EV SR TEEINET,

BN, REMBIEIEFIZE< 729 £9, [Maximum Number of Seconds to
Wait Before Sending a Duplicate Alert] 7 4 —/\ K& H LT, FHERIIREOR K
WZHIBZRRT A Z N TEET, e xiE, WIliEE SR EL., RREZ
60 PICRRET D &, 77— MI 5 H#E., 15 Bk, 35 8%. 60 %, 120 Bk
Lo MRTRESNET,

75— FDEAE

77—k A vE—% Cisco IronPort 777 A 7 > AN D RIEO @I H &
N5, EEIC AsyncOS DEYER —LVEUEL AT L&A LEEA, DD
2, 77— b AvE—U1F AsyncOS TERKZLT AT AENREA L THEET
D EOIEF s, EINZWATENET 28 A—/V VAT A TUBELENET,
T T —hF A=/ VAT AlX, AsyncOS L R—OFEEIFLEFA, ZD=
D, TI—h AvbE—0F, ROX IO A —VEAE L I3 TR DEEL
THAREENH Y F97,
o TTI—h AvbE—VIE EEDDNSMX La—FBLRA La—FoLy
7 v P L ChRESNE T,
— 5.X XV HEIO AsyncOS X—V a2 Tk, 77—k A vE—VIC
SMTP V— FAMER SN EE A,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
m. 0L-23827-01-J |



| $128 —BOEEEIRY

— 79— Ay E—UIDNS U FUEIOSMF Yy 2L, FOD
FyrvialT30 0T LI 7Ly ad&nNET, TD-H. DNS EE
BRZbL T I— R ENET,

e TI9—h A=V — Fa—Z@EBLAEWVWEZD, DA NLAFEITA
NREADAF ¥ URHBITT, Avt—Y 74 NEFEFITarToy 740
OB RICHEENE T A,

e 77— hAvE—VEREFa—ZBEBLRANCD, NV ADTRT 7
A NVETATEF LR ORIRIZIT B L Z T £E A,

SMTP L—rEXUT7 53—

T7IAT v ANS [Alert Recipient] 7 3 3V THE ST R L RITHEE S
ND7 77— ME, FEORERITH L TERSN SMTP L— MIEWET,

Cisco IronPort AutoSupport

Cisco IronPort IZ X 5+ 72 R— &S H% DU AT LELOKF A FREIZT 5
72, VAT ATEREINETRTOT 77—k A »E—Y% Cisco IronPort
Systems (251595 & 512 Cisco IronPort 7 7 7 A 7V AZFHETE T,
lAutoSupport] & FEEI D Z OBEEEIX. Cisco IronPort 7 A ¥ < — HR— NI X
LBREROD=—A~DT T I T 4 TRIIGIENL B ET, £/, AutoSupport
WXV AT AOBEIRER, status 2~ > FOHN, BIOEHEN TV
AsyncOS N—Va VEBMTH LR — FEEREELET,

T 74N RTIE, 77—k ZA 70 System THEKE L~/ Information DT
T— b EZETDHIICHEEINTNDET 77— h%{E#F 1L, Cisco IronPort {Z3%
FBENHEAvE—VOav—%ZEFELET, NHIZTI7—h Ave—T%E
HEELRWEAIX, COREET 4 =T NICTEET, ZOHEEZA *—7
NETET 42— 2T 512, (77— FMREEORE) (P.12-89) &
LTLIZE,

Fo5—hk AytE—

TT— bk A= IEENREF A —L A v E— T3, Header From: 7 K
VAIRBRETEETN, Avb—CoFoooxBE#MIcERINET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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77— kD From7 LA
Header From: 7 K L A%, GUI ¢ [Edit Settings] "% > %7 U v 7+ 257>, CLI
(T Cisco IronPort AsyncOS CLI Reference Guidell %#%M) %ML TRETE
ij‘o

75— DOHA

TI7—h AvbE—UOHL4IE, ORI £,

Subject: [severity]-[lhostname]: ([class]) short message

FTI3—k Ayt—o0nH

Date: 23 Mar 2007 21:10:19 +0000
To: joe@example.com
From: Cisco IronPort M650 Alert [alert@example.com]

Subject: Critical-example.com: (AntiVirus) update via
http://newproxy.example.com failed

The Critical message is:

update via http://newproxy.example.com failed

Version: 6.0.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX

Timestamp: Tue May 10 09:39:24 2007

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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For more information about this error, please see
http://support.ironport.com

If you need further information, contact your support provider.

75— rRZEEDEE

GUI It 7' A > L, [System Administration] > [Alerts] R L £, (GUI
NDT TR ATFEOFEMZOWTUEL, 777 42— 4 o F—Tx f A~
D77 Ex] (P2-8) ZBHLTIZIW),

12-29 [Alerts] R—
Alerts
Success — The recipient has been saved.

Alert Recipients

Add Recipient...
Recipient Address System Hardware Delete
admin@irenport.com All All i}

Alert Settings

From Address to Use When Sending Alerts: | Automatically Generated

Initial Number of Seconds to Wait Before Sending a | 300
Duplicate Alert:

Maximum Number of Seconds to Wait Before Sending a | 3600
Duplicate Alert:

IronPort AutoSupport: | Disabled

Edit Settings...

VAT ADE Y M7 v TR AutoSupport A F— T LA, RELTE
HFA—NL T RLREIT 74NV T, TRTCOEREBLIOZ IADT T — b
EZELET, ZOREIFINOTHEETE ET,

[Alerts] X—21%, BEFDO7 7 — MZEHEBLOT I —FREDOY XA MERRFL
ij‘o

[ oL-23827-01-J

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i



E128  —BOEEESRY |

[Alerts] ~<—VHb1E, WOBIENRTE ET,
o T I— MZFHEDEBI, FE. FIFHIFR,
e TI—MREMOERE,

HRT7 5— FREFDEM
T 7— FZEHZBMT 510, ROFEEETLET,

ATvF 1 [Alerts] ~*— T [Add Recipient] #27 U v 7 L7, [Add Alert Recipients]
NR=UNRRRINET,

12-30 75— FREFEDEM

Add Alert Recipient

Alert Recipient

Recipient Address: I
Separate multiple email addresses with commas

Alert Severities to Receive

All Critical L2 Warning L2 Info (2
Alert Type - - (| (|
Systemn [ [ r r
Hardware r r r r
[ Cancel St |

ATFYT 2 ZEHFOETA—NVTRLVAZANLET, BHOT7 KL A&~ TRYEI-
TANTHZEHTEET,

AFvT 3 TI-NREENZETLT I FPEREEZBNLET,
ATFv7T 4 [Submit] #27 Vv LT, 77— "ZEEEZBIMLET,
AT97T 5 EHEERFLET,

BED7 53— FREBOHRE
BEfF DT 7— NEEH EWET 5101, KO FIEETLET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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AFvF 1 [Alert Recipients] DV A 067 7 — 28 %27 U v 27 LE$, [Configure
Alert Recipient] X— U BNFERINE T,

AFvT 2 TI-IREHFOBREEEFLET,
ATFvT 3 EFEEEREL. BELET,

77— FRIEZDHIRR
7T — MZEHEEHIRTHICE, ROFIEEZETLET,
AFvF 1  [Alert Recipient] DV 2 k3B, 77— MEZEHICHIETLIIB/T A&7
Vw7 LET,
AFyFT 2 FoRENZEEX AT v/ T [Delete] 27 Vv 7 L CHIBRZHRLET,
ATvFT 3 ERERHFLET,

— FNBREIFT T e — LB ETHD VITRTOT T — FOEMEICEEL

77— MRXEMEERET DI12E, ROFIREZFATLET,

AFwF 1 [Alerts] ~— < [Edit Settings] %7 V v~ L% 7, [Edit Alert Settings] ~<—3
DEREINET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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12-31 75— FEREEDES
Edit Alert Settings
From Address to Use When Sending Alerts: r'l—
ol Autnmen:eny generated
(example: IronPo 0 Alert < ost.example.com=)

Wait Before Sending a Duplicate Alert: | [¥ Enable

Foo Initial Number of Seconds to Wait Before Sending a
Duplicate Alert

Feoc  Maximum Number of Seconds to Wait Before Sending &
Duplicate Alert

IronPort AutoSupport: | ¥ Enable

¥ send copy of weekly AutoSupport reperts to System Information
Alert recipients.

== ez

ATvF 2 77— bOEEFIHEMAT S Header From: 7 KL 2% AT 250,
[Automatically generated] (lalert@<hostname>] % HEhERL) %R L ET,

ATFyF 3 HEHELETIT— bERETIIETIFHET2REEEET 2581, T=v 7
Ry 7 A% A AT LET, FEMIZOVWTIE, TEELEZT 7 — FOEE]
(P.12-84) LTI,

- HELLET 77— FEHMET D E T 2B OMIME L fEE L £

j_o
- HELLET 7— M HET D E T T 2B ORREEZHRE L £
R

ATwvF 4  WEIZE U T, [Cisco IronPort AutoSupport] 47 v 2 &R LT,
AutoSupport & A X—7 /WIZ LET, AutoSupport DFEMIZ-SWTiL, [Cisco
IronPort AutoSupport] (P.12-85) &ML T 72X\,
— AutoSupport 231 F—T IV OEE | Information LD AT AT
T EZETHLIICHRESNTET 77— MEEIC, BRK
AutoSupport LA R— "R FEEINET, Fov IRy 7 AEMHHF LT,
INET 4 =T N TEET,

AFvT 5 EWEFEEL. RIFLET,

72—k UARE

WORIZ, 7I7— M4, i, BLXOEKRERLE, 77— FanBllRLE
R

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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N—FOxz7 75—+

F 12-51C0%, 77— FORBARLT 7 — FOEKEAR L AsyncOS (28 o TARR
SNDLAREMEDHLIEIERN—RFY =T 77— 2RLTHY ET,

® 12-5 N—F9I7 P5—FDOYR b

75— 4% EL] BEXE
A B =T oA A TR LA ICEFS | Warning

INTERFACE.ERRORS nEJ,

MAIL.MEASUREMENTS_ |5 ¢ 227 /S—F ¢ 2 3 L8 75 % Offi iR |ZE 50 | Warning

FILESYSTEM R AICEEISNET,

MAIL.MEASUREMENTS_ |5 1 22 /X—5 1 < = 278 90 % oOffi fl =23 L7~ |Critical

FILESYSTEM.CRITICAL BE (95%. 96%. 97 % 72 L) ITHESNET,

SYSTEM.RAID_EVENT_ F A7 RAID-event 3% L= a1k E&nE | Warning

ALERT T,

SYSTEM.RAID_EVENT_  RAID-event 23 %4 L= 55 SN, Information

ALERT_INFO

SRFLTI—t

£ 12-6 121F, 77— FOFBHRLT 7 — FOEKER L, AsyncOS 12X - THEK
SNDARREODDLSESERVAT AT I—FERLTH ET,

* 12-6 YRTFLTI—FOYR K
75—t L EXE
COMMON.APP_FAILU \RBi727 7 U r—3 g U EERREAE LI SaIc %5 &n  |Critical
RE E
COMMON.KEY_EXPI  [F§HE & — DO ARSI 2854 10%E ShET, Warning
RED_ALERT
COMMON.KEY_EXPI |#§hE % — DA IIRAEIN DB A0 3 SN E T, Warning
RING_ALERT
COMMON.KEY_FINAL [F§AE 3 — OB RRMAEIN 2354 Otk il & LT |Warning
_EXPIRING_ALERT |(Z&sh .
DNS.BOOTSTRAP_F |7 75 ¢ 7 Z/Lb— k DNS #— g bts = | Warning

AILED

ERTERWEEICEEINET,

[ oL-23827-01-J
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[
£ 12-6 VRAFLTS—FDYRF (EE)

75— 4 HL BEXE
INTERFACE. Ny 277 NICRT Y7 LB —7 A ANHE |Warning
FAILOVER.FAILURE_ | L7-#A&Ic % EShET,

BACKUP_DETECTED

INTERFACE.FAILOVE |NIC X7 ®7 = —/LA— _"—NEIH L5410 25 S |Information
R.FAILURE_BACKUP |+,

_RECOVERED

INTERFACE.FAILOVE | (> % —7 = A Z#f& 12 LY NIC <7V 2 7=—, Critical
R.FAILURE_DETECT | #4— R—3RH SN acEZshET,

ED

INTERFACE.FAILOVE | (. % —7 = 2#fEIc LY NIC <7V 2 7x=—/) |Critical
R.FAILURE_DETECT |#4—n—iRlEIhE=dnEs. No s 7 v L F—
ED_NO_BACKUP T oA ADRFIATE RV AICEEShET,
INTERFACE.FAILOVE |NIC X7 ® 7 = —/LA— _"—NEIH L7540 %5 S |Information
R.FAILURE_RECOVE |+,

RED

INTERFACE.FAILOVE |50 NIC <7 ~DOFH) 7 = — /LA — R—3 & /-8 | Information
R.MANUAL BlICHEENET,

COMMON.INVALID_FI 4572 7 4 L2 3MFAEST BT 5 E S E T, Warning
LTER

LDAP.GROUP_QUER |LDAP /v —7 7 =V — |2k L= Aot anE Critical
Y_FAILED_ALERT +,

LDAP 7 = ) =78 (T _RTOHF—/NTRAT L724%) 564 |Critical

LDAP.HARD_ERROR ||z &l L= A Ic S E SN,

LOG.ERROR.* XESFhuXL S 25—, Critical
MAIL.PERRCPT.LDAP |#=Z{Z2# ® 2% v L B2 LDAP /' v—7 7 = —|z% |Critical
_GROUP_QUERY_FAIl i L7=3Ba I E SN ET,

LED

MAIL.QUEUE.ERROR. | A —/l %o — DX F 8FHp R =5 —, Critical
MAIL.RES_CON_STA (X EVHENR L AT A U Y — A L XMl &8\ L |Critical
RT_ALERT.MEMORY |40 5E & ET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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® 12-6 VRFLTS—FDYRF HEE)

77— k& SR B
MAIL.RES_CON_STA | x—)L Fa—@AMREARD ., V25T A Y Y —RFi# |Critical
RT_ALERT.QUEUE_S |34 2 —TCR o2 BAICRE SN ET,
LOW
MAIL.RES_CON_STA %o —fHENL AT A U Y — A L XMl @@ L |Critical
RT_ALERT.QUEUE AT EEEINET,
MAIL.RES_CON_STA |V —7 Xa2—DH¥ A AN K& TES-0, U AxF—3— |Critical
RT_ALERT.WORKQ W} Ik SN 7= GA Ik ESNE T,
MAIL.RES_CON_STA |7 75147 a)n [ v —2Hi#| T— Rl A->7=84 |Critical
RT_ALERT WCEE SR ET,
MAIL.RES_CON_STO (77514720 ) Y —2HiK] £— RafiEk Sh - |Critical
P_ALERT BECEESNET,
MAILWORK_QUEUE (v —7 o —Rhlisni=HaictiZsnEd, Critical
_PAUSED_NATURAL
MAILWORK_QUEUE (v —7 ¥ —REBIn=HaIcEESnEd, Critical
_UNPAUSED_NATUR
AL

NTP 7% root & L CEIEL TW 722 7=, Cisco IronPort |Warning

T7IAT U ARKL B RECERWEAICEESE
NTP.NOT_ROOT -,
PERIODIC_REPORTS | N x A U ¥8E 7 7 A VT T —0 i -4 1ckfs | Critical
.DOMAIN_REPORT. ShET,
DOMAIN_FILE_ERRO
RS
PERIODIC_REPORTS | N x 1 VIEET 7 A A DRZEOBAITERFEENET, Critical
.DOMAIN_REPORT.FI
LE_EMPTY
PERIODIC_REPORTS | KA A VIEBET 7 A ABROMSRNEAIZEE S E  |Critical
.DOMAIN_REPORT.FI |+,
LE_MISSING
REPORTD.DATABAS (L R— | =0 P U RF —2_R—2 &2 HIT 204 12%(E |Critical

E_OPEN_FAILED_AL
ERT

ShET,

[ oL-23827-01-J
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[
£ 12-6 VRFLTS5—FDYRF (EE)

77— k& SR B

AT LADT 4 AV FEERARE L TV ABEAICEE S |Warning
REPORTD.AGGREGA |$4, u s = NICET 55 1 2 7 i fRnn 2
TION_DISABLED_AL |30 L &\ Mii% @i 4 % & reportd 1ZHENEZT 1+ & —
ERT Tz, TI7—bhEEELET,
REPORTING.CLIENT. |L— K = VU BNUFR— kN F— X 2 {E1ECx 72> | Warning
UPDATE_FAILED AL |48tz nEd,
ERT
REPORTING.CLIENT. |LF&— b = U RNHHT — % 2 RIETX 205412 |Critical
JOURNAL.FULL EashEd,
REPORTING.CLIENT. |[LR—F = P U RNHOHHRT — % 2{R-FETx % L 5|2 |Information
JOURNAL.FREE ol BAITEESRET,
PERIODIC_REPORTS |L&—F x> Y rRUR— h&IER CE WA IC%(E | Critical
.REPORT_TASK.BUIL |xh %7,
D_FAILURE_ALERT
PERIODIC_REPORTS |L K — h#E A — /L CEETERho 28410 %{E X Critical
.REPORT_TASK.EMAI i3+,
L_FAILURE_ALERT
PERIODIC_REPORTS |LK— h&7—HA 7 CERNo-BAICEESNE Critical
.REPORT_TASK.ARC
HIVE_FAILURE_ALER
T
SENDERBASE.ERRO |ScnderBase 705 DS 2 ALHih |2 = 5 — %4 L7-4  |Information
R AlCEEENET,
SMAD.ICCM.ALERT_ |1 AL FOKRA R TCary 74 Xal—varDF v o |Warning
PUSH_FAILED IR LTS ICE SN ET,
SMAD.TRANSFER. SMA B /RN RrFvX o/ F—2% 2 MG T/ | Warning
TRANSFERS_STALLE |7 »7=84. F703VR—F 1 v 7 F—% % 6 BRiHE
D T&ERPoTLGAICEEFEEINET,
SMTPAUTH.FWD_SE |SMTP ZZiF#Eik o — AN EEARGETH 2 A 10%(E & |Warning
RVER_FAILED ALER |+,
T
SMTPAUTH.LDAP_Q |LDAP 7 = U —H ki L=BHA Ik E &N ET, Warning
UERY_FAILED

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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* 12-6 VRATLATIS—FDYRF (#FE)
77— k& SR B
SYSTEM.HERMES _ V7= FrDYV AT LRV Y v BE DT LTWHEICR |Warning
SHUTDOWN_FAILUR @34 L7-HAICHE S ET,
E.
REBOOT
SYSTEM.HERMES _ VAT ATy BE T L TWABICRIEMN A L7z | Warning
SHUTDOWN_FAILUR | &Iz Za3nE 1,
E.
SHUTDOWN
SYSTEM. ZEERGEOT v 77 — MR L= 5a1ckfE &g Critical
RCPTVALIDATION.UP |4,
DATE_FAILED
SYSTEM.SERVICE_  [Cisco IronPort #4R— b #—E ZHICfEK &N /- F % |Information
TUNNEL.DISABLED IVIRT 4B —T VDGEAICEE I NFE T,
SYSTEM.SERVICE_  [Cisco IronPort ¥ — k ¥ —E 2 HIcfEk & N7z b % |Information
TUNNEL.ENABLED AR A X —TIVDOBEFICEEENE T,

*Y hI—7

BREEDESE

ZDt® s v a T, CiscolronPort 7 747 v ADXRy hU— 7 BAEDOHKE

CHEMTOEEIC OV THALES. b OMEETIE,

(VAT LBy T >

74— RIZHONT] (P2-10) TYVARATFAL Y NT v o F—REFIAHL

TR

FELTZARA L, DNS. BLXUOL—F 4 V7 OREMICEET 7 B A TE

9,
Z 2T, ROBRBIZOWTEBA L 9,

sethostname

DNS #%E (GUI THE, BLO'CLI T dnsconfig 2~ F&fEH L T
i)

N—T 4 7R E (GUI THRE, BILWCLI T routeconfig I~ K&
setgateway 2~V RZEMH L THRE)

dnsflush

INAT— K

[ oL-23827-01-J
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DARATL KRR MEDESR
ARA NG, CLI 7 vy 7 hTUAT AEZHNT HBICERSE T, e
KA NLEBEATTHLENDH Y 9, sethostname 2~ > KiL, Cisco IronPort

TTIAT VADLRIEFRELET, FBAR ML, commit 2~ REFHIT
LCHIOTHEDTRD 7,

sethostname A< > F

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com

oldname.example.com>

RANLDOEEEZHFINCTHITIE, commit I~ REATITAHALERH Y 97,
RANGOEREZMHETDHE, CLIZu 7 MZH LWHA A MARERINE
7

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

Tua T MIFHEAA MNP RO LI ICRREINET, mailld.example.com>

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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FAAY R—L SR TLBREEDHRE

Cisco IronPort 775 A4 7TV AD KA A v F—5h A7 A (DNS) X, GUI ®
[Management Appliance] > [Network] > [DNS] ~—<, F721% dnsconfig 2%
VREFERLTRETEET,

OB EMERETEET,

e AV H—F v h® DNS V= "EFa—VMHAD DNS —EFHT 3
2, BLOERT LY —A

* DNS hFo 74 v 7T T DA 2 —T =4 R

o MB|EDNSLYIT v TNEALLT Y NTDE THRET DR

e DNSFx v ads U7

DNS H—/\DiEE

AsyncOS TiE, A > #—% > h®/L— k DNS H— 3, Z—HlH D DNS H—
RN, AV H—=Fy FDN— b DNS H—s3 FIIFEE L7-HEE DNS — %
BHTEET, 1% —Fy hOL— K P—R_EHEHT D EXE, FED KR
A ANERT AR —R"ZIEET L2 TEET, 4% DNS H— N3 HE—
DRAANZHEHASIND 2D, %Y N AL KT DR — N (72
DNS L a— RE#ML) (R TV AKERDH Y £7,

AsyncOS Tix, £ > Z—% v F®O DNS +—REFHLARWGEEIC (A7 v

FJ DNS —_ZHKR—FLTWET, =2—FMBONHY— S2MH L T
LG, BINO RAAL U BIUHEET S DNS b — "2l ETHI b TEE
7T

(27U > k] DNS Z#5& L TW\W5 & XX, in-addrarpa (PTR) = ~ VU H A
FRICRET HRERSHVET, 207, & xiE Teng) 72U —%F—LA
Y= N 123412V FA L7 NTHEEIC, T3TD .eng = b UN 172,16 %>
NO—21ZHDHEE. A7 U > b DNS #&EIC leng,16.172.in-addr.arpal % F
AL ELTHRETDRLENRH Y £7,

BRI ETSZA4F)T1

AT 54 DNS — N2, HIECTT 744V T 4 24EETE LT, AsyncOS T
X, TI7A4F VT 430 1E bV DNS — O A Z A £+, £ DNS
P —NPIEE L2 WIGE ., AsyncOS 1 ZIRD 7 T A4 4V T 4 HFF o — " Dfi
ERAET, AT T7A 4V T 4 &ZF>DNS =2 O > bY 2EET

[ oL-23827-01-J

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i



E128  —BOEEESRY |

DHE. VAT AFI 2 =R ETTLHENCRE U T T4 4 Y T 4 &S DNS
P—NE YR MNLET U RMMIBROET, RICTVAT MIRYIO 7 = U —RHR
N2 B0, T2 A LT 0 N 127D THEIEMGE L%, SbIcEnkY
DTDICEVREREHT 2 Vo BifERFIT 5, RO R S 1%, DNS
P—NOEEORE L, BRESNTEZTIAFV T 4IE-oTHRRVET, XA 4
TURNOEIIITIAF VT 4 1CBFRL, XTOIP 7 RLATHUTY,
WD TTZAF )T 4 IZIERKBBENLA LT T ERREINTEBY, ROT T A
FUVT LTIV ENIA LT U RBBRESNTVET, KEMRZA LT T R
BRI 60 B Td, 1 DOTITAF VT 4R ELTCWBEHA. 4T T A
FVF AT DR —"DEZA LT T M0 BITRVET, 20O00FF A4
VT4 2B ELTWDIEE, BUDOT 74XV T 4 IZT DK —"OXA LT
T RIS IR ROTTAFT VT AT EEY—"OX A LT T ME 45
Wi Ed, 77944V T 4N 3OOHBE, XA LT T MISH, 108, 45
Wiz 9,

72 Z1E. 4 OO DNS b —NREHREL, 22T TF7AA VT4 0%, 1 DIZTF
AAVT 4 1%, 69 1DICTIA AT 4 2 RELIE LET,

& 12-7 DNS $—/s38, FS5A4FUT 1, BEXUE A LT FRAROH
F354FY

T4 H#— BALTI (B)

0 1.2.3.4, 1.23.5 5.5

1 1.2.3.6 10

2 1.2.3.7 45

AsyncOS 1T, 744V T 4 0 ISR ESNIZ 2 DDOY — "% T 2 WTER L
£, TI9A4FV T4 0D =D 1 OREZ T LTWEEHEEIE. b9 15D
Y= R"BEASRET, 7I7A4FVT 4 0 DY —"R@HL 7 LTODEHE,
FIAFVT 4 1 OF—s3 (1.2.3.6) BMEHSI, BKHZTTAAY T 4 2
(1.2.3.7) O¥F—"REHASHET,

HA LT NERIXITTAF)T 0 0D — NEWHFELRERICTHY, 744
V74 1 O —NZTE D EWRFERPREIIL, 7743V T 1 2 O —IZi%
SIBICREWVWEEEARESINET,

A28 —2y b b—k Y—/\DOEMA

AsyncOS DNS U Y L 8%, @R R 1 A — VEUE IS KB 72 KR FE D [F]IFF DNS
Rtz INATE D LTSN TVET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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T 74/ FDNS Y= A v Z =Ry F = b =S ERET D D L aR
RUTEHEE, RESNIEY = NEHHR Y — e Ro TRV AL D7) —
TR TE DMERH Y £7,

H5IZDNSILYITIYTDRALLTH L

DNS 75—+

Cisco IronPort 7 77 A 7 v ZXBT A — IV DEZEORIC, U AT —ITH#kE L
TWETRTHOVE—F RAMIKLT TZEDNS Vv 77 v 7] OFETER
HET, 2FED, ZEHDNS NV I T v T EFETTHIET, VAT AITY E—
M ARAMDOIP 7 RUAOESMHZMERL L OWGELET, Zik, Efionk A
D IP 7 R LRI 55 &% DNS (PTR) vy 7 7 v 7L Zhicki< PTR
IV 7T TRERICRTHIEFE DNS (A) vy 72 T v bR ET, FD
B, VATAIANY I T v TOMERNPIR VY 7T v 7 OFEE L —84 % )
EInEFov 7 LET, BES-HLRW, A La— FREELRVEA,
VAT AEIRA N TR A T—T0 (HAT) NOox=> v E—FHTDHIP 7 KL
ZADHEEHALUET, ZORINREZA LT DT NERIZZ DL v 7T v 71D HE
HEn, M N T T7040 7 41 (P12-97) THBHAIH T D1
72 DNS # A4 A7 7 MIZHEH SN EEA,

77 4V MaE, 20 B T9, B 10) #ANTHZET, §_XTOY RF)—
W LT a—= LB E DNS Vv 2 T v TDEIA LT I MeT 48—T L
WICTEET, iz 0 ICRELIEHE. W5I& DNS vy 7 7 vy It
T, ROVITEREDO X A LT U NEERTITREINET,

TFIATADY 7 — MEZ, A vE— [Failed to bootstrap the DNS
cache] B EENT2T T — FBERENLILGEDENITHY T, ZOA Y
B—TE, VAT AIZLD T T A <Y DNS = N"~DfNGhENRTE o
Tl LR L TVET, ZOFRRE, Ry MU — 7 RN S LS AT DNS
VI UAT LRA Y TA NG E, 7= DIA IV 7 TRAELET, Z
DAy E—=UBNOZA I T TRRSNTZHE, Xy NI — 7 BERRBEEL T
W57, ETIEDNS RETHD R — AR ESN TN RN I EEZRLTHNE
R

[ oL-23827-01-J
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DNS ¥¥voady U7

GUI @ [Clear Cache] A% >, F£721F dnsflush 2~ R&fH LT, DNS
Xr v aDTXTOEREZ VT LET (dnsflush 2< 2 ROFEHIZ DN T
1%, [ Cisco IronPort AsyncOS CLI Reference Guidel] %2 L T X)),

2 —7 L DNS Y A7 ARER I NI, ZoELsfFHcEEST, av R
T <IFETIN, v v aOFEAPICFFIICHERIME T3 2 /R H
D ET,

524N 21— A08—Dx4A AXA%=FEHA LT DNS BREEDETE

GUI ltw 7 > LT, [Management Appliance] > [Network] > [DNS] % R L

e
12-32 [DNS] R—
DNS

DNS Server Settings

DNS Servers: | Use these DNS Servers:
Priority IP Address
1] 192.168.0.3
Interface for DNS traffic: | Auto

Wait Before Timing out Reverse DNS
20
Lookups:

Edit Settings...
DNS & EfE%Z GUI 2 biRET 21213, ROFIEZFEITLET,

AFw7F 1 [Management Appliance] > [Network] > [DNS] ~— ¢, [Edit Settings] R # >
7 V7 LET,
[Edit DNS] X—UMRRRINET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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12-33 [Edit DNS] R—2
Edit DNS

DNS Server Settings

DNS Servers: | O Use these DNS Servers

Priority ﬂ Server IP Add Row
- =®

Alternate DNS servers Overrides (Optional):

Domain(s) DNS Server IP Address| Add Row
| | w
i.e., example.com, e, 10.0.0.3

exampleZ.com
® Use the Internet's Root DNS Servers

Alternate DNS servers Overrides (Optional):

Domain DNS Server FQDN DNS Server IP Address|  add Row
| | w
i.e., example.com i.e., dns.example.com |ie., 10.0.0.3
Interface for DNS Traffic: | Auto v |

Wait Before Timing out |2g
Reverse DNS Lookups:

==

ATvFT 2 ArF—xy FON— |k DNS h—_"ETa—PMEO DNS h— D &L 5

ZHEMT 202U T, HEDNS y— " 2fEL£7,

AFvF 3 =—¥MEADDNS b —"EMAT D0, M DNS b — " EHET 25T,

Ph—_ID ZAJJL [AddRow] &2V v o7 LET, FH—NTZOEELHD
BLET, =2—FMEO DNS =2 ANTIHEIE. 7744V T 1 LRI
WZHRELET, s>V TiE, TDNS — - mfaE] (P.12-97) 25 L T<L
720,

ATFYvT 4 DNS G o974y 7HDA L H—T x4 AERIRLET,
ATFYT 5 WBEDNSAv I T v EXy B ETIHET AR EEATLET,
AFvF 6  MESU T, [Clear Chashe] #7 Y v 7 LT, DNS*¥¥ v =2%227 U7 LE

‘3—0

ATF9F T EHEEXREL, RFELET,

[ oL-23827-01-J
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TCP/IP 527499 IL— FDEKTE

—HoORy NU—JVRETIE, BEOT 7V N = U= ALSD T

TA I N— b EFERATLILERSDET, AXT v 7 b— FOFERIL,
GUI @ [Management Appliance] > [Network] > [Routing] ~—<, F72i% CLI
@ routeconfig A~ R&EMH L TITWET,

GUITORET4vY L—FDOEE
[Management Appliance] > [Network] > [Routing] *— T &#HEH L T, A%
T a4 w7 — FOERR, e, FRITHIREZITAET, ZOX—UNbT 7
VWP = U2 ODEELTEET,

RET4 99— FDEM

FHLWARZT 47 )b— MEERT DL, ROFIEEZFATLET,

AT7wv7 1 [Management Appliance] > [Network] > [Routing] ~*—C, /b—k UA bOD
[Add Route] #7 U v 27 L£¥, [Add Static Route] X— U NERREINET,

12-34 RET4 99 L— FOER

Add Static Route

Static Route Settings

Route Name: I
Destination IP Address: I
Gateway IP Address: I

AFvT 2 —bOLRIEANLET,

AFwT 3 SEEIP T RLRAEZATLET,
AFwvT 4 HF—hUzADIPT7TRLRAEZANLET,
AFwT 5 ETHEEZEEL., BELET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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RAT4 99 IL— FDOHIK
BT 4 w7 — FEHIRTSICE, ROFIEEFETLET,

AFwF 1 [Static Routes] DU A b H, AFT 4 v 7 — bAICHIETDIIR[T A 2
7 Vv LET,

AFvT 2 FrRIhrBE¥ A7 07T [Delete] #27 Vv LTHIBRZMRLET,
ATFvT 3 AEERERFLET,

RET499 IL—bDORSE

ABT 4 w7 — FERETHITIE, ROFIREZETLET,

ATw7F 1 [Static Routes] DU A hTL— FDA4RFIZE 2 U » 7 LET, [Edit Static Route]
R=UNKRRINET,

ATFvFT 2 N—LOREELEELET,
AT9F 3 EEEXREL, RFLET,

FIFILEHF—Fr2zA4DEE (GUI)
FTIFN N T =T A BRI LT, KOFIEEZFEITLET,

ZA7v7 1 [Routing] X—®/N—k U A KT [Default Route] %27 U v~ LEJ, [Edit
Static Route] ~<— I NFRENET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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12-35 T4+ F— ko4 0OEE

Edit Static Route

Gateway Settings

Route Name: | Default Router

Destination IP Address: | All Destinations

Gateway IP Address: I]_;Q_]_g_o_]_

[ Cancel | [ Submit |
AFYvT 2 HF—hUzADIPT RLARAEZLEFELET,

AT9F 3 EEEXREL, RFELET,

TIHILE F— oA DRTE

GUI ® [Management Appliance] > [Network] > [Routing] ~=2— ([ 7 5 /L b
TF=r v xADOEL (GUD (P12-103) 2L T ZEW), £ CLI O
setgateway 2~V REFHALT, T 74V 8 F— b oA ZRETEET,

admin 1—YO/\RAJ— FZEHE

admin = —H# D /RAT— NI GUI £/ X CLI O EETEET,

GUI L T2 Y — F&AEJ 5I2i%. [Management Appliance] >
[System Administration] > [Users] ~— BB L 97, FEHIZ W TiE, T=—
PoOfmE] (P12-62) ML TIEEN,

admin Z—HD/X2AT— RN%& CLI »6EF 3 5121, password 2~ RE&HH

LET, NAT—FRIZ6 XFULTHLIMLENHY £, password A~¥ > KT
. EX 2 UF L DFEDICH O SRAT — RO AN BLETT,

GE) NRU—FOEFEIFTICAEDICRY, commit =~ > FOFEITIIARETT,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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AT LEFZIDERTE

Cisco IronPort 7 7’7 A4 7> AD Y AT AL R E L, FE#2fHECT& F
9, GUI ® [Management Appliance] > [System Administration] > [Time Zone]
~N— Lk [Management Appliance] > [System Administration] > [Time
Settings] R—=UBEHLEYT, F£721%. CLI T ntpconfig, settime, BL W
settz Av Y REHEHLET,

[Time Zone] R—¥
[Time Zone] ~*— (GUI ® [System Administration] * = = —7> 5 F) i Al g

TlX. CiscoIronPort 7 75 A4 7 v ZADWEMENFERENE T, BEOHFME £
721X GMT A7k v h&EBIRTX ET,

Bl DR R

Cisco IronPort 777 4 7 AORRH ZHET DX, WOTFNEEZFET L E
-a—o

AT7v7 1 [Management Appliance] > [System Administration] > [Time Zone] ~X— ' T,
[Edit Settings] %7 U >~ 2 L7, [Edit Time Zone] X— Y NRRINET,

12-36 [Edit Time Zone] R—

Edit Time Zone

Time Zone Setting

Time Zone: Region: | [ America x

Country: | [United States =]

Time Zone: | [pacific Time (Los_Angeles) =

AFwF 2 HiEk, EH, BIOREHEEZRIRLET,

AFvT 3 EREEHEEL. RIFLET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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GMT # 7t v FD:FER

ATvT 3

Cisco IronPort 7 77 A 72 AD GMT A7t v F 2R ETHI21E. ROFNEE
EITLET,

[Management Appliance] > [System Administration] > [Time Zone] ~~—" T,
[Edit Settings] Z7 V v 7 L ¥, [Edit Time Zone] X— VY RERINET,

Wik o U 2 225 [GMT Offset] %34 L £ 9, [Time Zone Setting] ~— U013 H
H S, [Time Zone] 7 4 —/V RIZGMT A7ty v REEND L OV F
j—o

12-37 GMT #2t v FDOEE

Edit Time Zone

Time Zone Setting

Time Zone: Region: GMT Offset =

Country: | [GMT =
Time Zone: | [GmT (GMT)

[Time Zone] 7 4 —/V R TAZ kY FERIRLET, 78y Feid, 7=y
T Ou— A NVERTH S 7Y = DVIERERE (GMT) 12, INE 723 E
FTAHIEROZ L TF, FEEOFNIc~A T A5E5 (I-]) BDFNWTWaEHAE, 7Y
=y VRO S0 £3, 77 AFE (+) OFE. J) =y UTF
BMORMIZHTZ £,

EHzkRE L, RFELET,

Security Management 7 /5 A 7 A%, LiR— hDOF —F ZUUET BB,
Security Management 7 77 A 7 o A L TR E 21T > 72 BICRE L2t
BEA L AZ T A LET, Security Management 7 77 A 7 2 A NG H
EUET 2 FEOFMZONWTIE, [BFa VT TTIA TV ALLD LAR—
NHT =2 OREFE] (P3-17) 2R LTIIZE N,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K

0L-23827-01-J |



| $128 —BOEEEIRY

Bz EDHRSE (GUD

Cisco IronPort 777 A 7 Z DRFAFRE Z w3 5 121%. [Management
Appliance] > [System Administration] > [Time Setting] ~~— " C,[Edit Settings]
K& %27V vs LET, [Edit Time Setting] X— YR FrRINET,

12-38 [Edit Time Settings] R—2

Edit Time Settings

Time Settings

Time Keeping Method: | ¢ | Use Network Time Protocol

NTP Server

e

Interfsce for NTP Server Queries: | =

@ | 5et Time Manually

Local Time: |1n,fulznn7
YYYY

[ [p2:36:20
Hi

xy b= 24 L FA LD (NTP) BREDHRE (Time Keeping

Method)

oara—2EtDT AT A 7ay 7 OREMIZNTP —Z2fEH L, NTP
P —ROBEMEERET DT, ROFIEELZFEITLET,

[Management Appliance] > [System Administration] > [Time Settings] ~X—3 T,
[Edit Settings] %7 U » 2 L$£73, [Edit Time Setting] X— Y NERRINET,
[Time Keeping Method] &7 + = > T, [Use Network Time Protocol] Z &R L &
j‘o

NTP — D7 RL A& AN L, [AddRow] 227 VU v 7 LE4, KD NTP
= NEBEMTEET,

NTP #— 3% U 2 0 BHIRT 511, =0T IFT A arz227Y v oL
ES N

NTP 7/ =V —=JHDA v F—T = A A& BIRLEF, T4k, NTP 7 = U —23%
BFENDHIPT RLARIZRD ET,

[ oL-23827-01-J
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AT9T 6 EHEEXREL, RIFLET,

NTP —NZFERALLEND R T LRZDRE

NTP ¥ — "z S FICFEH T AT AL 2R ET 21213, RO FIEZ FAT
bi‘d—o

AFwv7 1 [Management Appliance] > [System Administration] > [Time Settings] ~— 3 C,
[Edit Settings] #7 Y v 7 L £¢, [Edit Time Setting] ~X— Y NERINFET,

AT7w7 2 [Time Keeping Method] =7 ¥ = > ¢, [Set Time Manually] %R L 7,

ATFvF 3  HffZ MM/DD/YYYY B TANT D0, Lo F—D7A4ark 7Yy L
THMNZZERL £7,

AFvT 4 o—hR%%E HH:MM:SS O TAN LET,
AFwFT 5 EFEEXEFEL, REFELET,

B 7 7 1 LD EH

Security Management 7 77 A 7 > ADZREHAH 7 7 A MATIE, FEE O R O
R 2 HRET 2 BAINE EN TV ET, AsyncOS OEH & BT OM Thi

XV > TH, Security Management 7 77 A 7 2 ADREMHT 7 7 A L EEHFTE
EF9, WTNIhOEORFICAEE RS -G EINT. 7774 T ATIR
COT7ANERFTTLLERD D 3,

eI 7 7 A VO FEH L, GUI TITHH>, CLI D tzupdate 2= FEEH LT
ITRAETS

GUI T 7 7 A V&R BT 21213, RO FIREZFETLET,

AFwv7 1 [Management Appliance] > [System Administration] > [Time Settings] ~<—3|Z
BE#hLE7.

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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ATFyvF 2

Time Settings
Time Setting
Time Keeping Method: | Set Manually (current time: 3/31/2011, 11:48:40 FM)

Edit Settings...

Time Zone File Updates

Type Last Update Current Yersion New Update

Time zone rules Mever updated z010.02.0 Not Available

Ho updates in progress.

ERFTRE e FRI T 7 7 A VO EHH N S 5454, [Update Now] #27 U v 7 LET,

BFRIAR—X R O—DEHEEHEDER

ATFvFT 2

AFv7 3
ATv7 4

AFwFT 5

FEZER ) 2 THKRS 7 ) 22 CORMEGHAZER L T, Web X—20D7T 7
TAET A EBEORBLIOIFMICRECE ET, & 2iF, BAkigEt 4 b E
T RO RN A b~ EBRHANOTY 7825270y 7 TEET,
SRz SWTIE, [Cisco IronPort AsyncOS for Web Security User Guidel
['Working with Time Based Policies] #ZMR L T Z&\,

e 20BN E 21 3fRE T 2123, ROFIEEZETLET,

Security Management 777 A 7 2 A C, [Web] > [Configuration Master] >
[Defined Time Ranges] ##4R L 9,

[Time Ranges] X— U NRRINET,
[Add Time Range]l %2 V v 7 LE 7,
[Add Time Range] X— Y BRERINET,
[Time Range Name] 7 % A b 7 ¢ —/L (2, B OLRIZ AT LET,
[Time Zone] ik T, FHET HEMEICHISTEA T ar RE 270 v o L
TERLET, BREBIIRO LBV TT,

— Use Time Zone Setting from Appliance

— Specify Time Zone for this Time Range

ST D Ray FE Yy A=a—nb, #illk, EH, ¥ KX UK A 28R
L%,

[Time Values] fHIk T, EFX LI-FFRHORER L L2 3IR L £,

[ oL-23827-01-J
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N

AFv7F 6 [AddRow] %7V v LET,
AFyF 7 [Submit] %27V v LET,

aAVJ4Xalb—23y 774 ILDER

Cisco IronPort 7 7' Z A4 7 ZANDOKRE G OREIZ, 1 2D 7 4 Falb—
vary 7ryANTEBRTEET, ZTD7 7 A/Lid Extensible Markup Language
(XML) 7#—~ v FTHREFSNET,

WDE I, ZOT77AMISEIERARERATX £,

e AT 4 Fal—Taly TrANENOVAT AIRFL, BEERRE
TR Ry I T v TBLOMREECEET, 7774 7 AOFRETICHE
WER LSS, BRELEETOay 74 X2l —vay 7y A0l a—
NNy TEET,

e MFDOar T 4 Xalb—vary TrA By a—RL, 77747
ADEROFEEFRHBRTEET FHLWVWT 7y FDLITIE XML
TrANEEBELCX Y T HABRENEENTVWET), i, BIEED
RECHDAREEOSL L~ — T — (B E) O T TNy a—
T TV OBEDRDH D £,

e MEFOa 7 4 X2l —vary TyrANEFX T — LT, BEEZTV,
FUT 7 IA4AT AT v 7u—RT&ET, ZOHAE, FENHED
BEZITH 72012 CLI & GUI O A 482 EnEd,

e FIPZNMLCarv74FXal—yay J7ALVEEKET v Fa— KLY,
a7 4F¥alb—vay 7y ANO—E% CLLICE#E VI 045 2
LR TEET,

o ZDT7FANMIXMLERIZRS>TWATZD, a7 4Falb—vay 77
ANDTRTO XML 2T 47 4 BNl Sz, BEE$ 2 CEREHE
(DTD) b#ftEhET, XML 2> 74 FXal—Yay Z7 AL ET v
00— RT3 DID 247 u—RFLTXML 27 4 Falb—3 3
V77 ANVERGETE ET (XML BEEY — L idA X —% > R THEEIZA
FTEET),

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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XMLV 24XaLb—2a3y 274N EZERALEEROT7 TSAT7UADE

B

48

&% Security Management 7 754 7 > X 5 FldD Security
Management 7 7547 R 2av74¥alb—3y 274 IL%ES iR—
FEHBEE. RORISEELTLESL,

TOHREADTRT (IP7FLREEL) A, avI74Falb—var I74
LVZEEATWET, OV 74 FXal—2ay I7MILERELTIP7EFL
REZEET HH. th Security Management 7 7S A4 7V ANA T 54 VIC
BoTWAIELERBELET,

Ff-. SSH BAEHMMNKRT T B LITEREL T, £53 421581,
EHIh-TRATOWebt¥xal) T+ 7T547 2 XE KU Email Security
TISATVREDEFREBRILT ILENHY ET,

» 5 CiscolronPort 7 77 A TV AMBEEGFOa Ly 7 4 Xalb—var 7y
ANEXT a— KL, BEEZTW, BOT7FI3A4T AT vy 7r—RT
XEJ, ZhI2k v, B CiscoIronPort 7 75 A4 7V ADA & h—/L
FEHREEOEHENES /2 £9, 772U, Email Security 775 A 7 > A
75 Security Management 7 77 A4 7 AL, AT 4 Falb—g v
Ty ANER— RT5HZ I TEEYA,

AT TITAT UV ANLA T ya— RRENEBEFOa Ly 7 4 X2 b—va v
TrANE, BEOYTv v iipBEITEET, BEOTTITIA T
ZABRED) T RXRTCOT7FIA TV ATHBEBTLIZNODE Y L g VAR
L. W72 arv0EHHBC NGO a v 2MDT 547 AT
n— RT&xET,

7= & 21X, Global Unsubscribe =~ R& 7 A b4 372007 A MRETT
TIAT LV AEFEHATEET, e —EEEED X N E#EUICERE LT
BEIZ. TANTII9AT U AD T o — " UEMEEIRRERE Y Vg v & T
RCOEBET S I7A4 T Alln— R TEET,

GUI Z2EARLfza 74 FaL—23y 274 ILDOERE

TTIATVATaAry7 4 Xalb—vary 77 A NVEEETHITE,
[Management Appliance] > [System Administration] > [Configuration File] % %

RLUET,

[ oL-23827-01-J
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[Configuration File] X—JIZiE, ROEZ v a UREENTHET,

e [Current Configuration] : HED 2> 7 4 X2 b —v 2 v 7 7 A VERFR
KOz AR—= T L72DIEHLET

* [Load Configuration] : 2> 7 4 X2 L — 3 v 77 A VOEKEIZT—
Eo— R 570 LET

¢ [End-User Safelist/Blocklist Database (Cisco IronPort Spam Quarantine)] :
=7V AN TRy YA TF=ER=2AOFRIHEN L ET

* [Reset Configuration] : FHAEDRE & HAFRET 7 4L MEIZ ) By b 57
DIZEALET (Vky MANCREZRGTT DLERH Y £7)

REDIVI74Xa2aL—23Y I7M4ILORFEBEIUVIHVRAR—F

[Management Appliance] > [System Administration] > [Configuration File] ~—
V@ [Current Configuration] £ v a v &#HT 2L, BEOI L 7 4 F 2L —
Yarv TyANE, BN Y UARELTEY TTIAT U ATIRIELTE
» (FTP/SCP /'— b D configuration 7 4 V7 b UVIZRGFEENET)., HES
NET7T FUVRIZEBFA—NVTERFELEY TEXET,

12-39 BEMaIYI74X¥al—>ay 2740

Current Configuration

Configuration File: (® Download file to local computer to view or save

(0 save file to this appliance (mail3.exampls.com)

O Email file to:

rds in the Configuration Files

vith masked passwords cannot be loaded using Load
Frv IRy I AEF LT AEHE, 2—FORRT— REg<wRAITXET, <X
UV—FRa~vA7325&, TOKGESNTNRAT — R, =7 ZKR— MEiTk
FFSNTZT 7 AT [Hxwidk | [ZEEXHZ DNET,

GE) RRU—KRvRIZEINTar74Fal—vary Z7yAEua—KLT
AsyncOS IZRT Z LIXTEER A,
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aAVI74XaLb—vay IJrAL0A—F

[Management Appliance] > [System Administration] > [Configuration File] ~—
¥ ® [Load Configuration] &7 > = v & H LT, #H LWEEHR%E Cisco
IronPort 777 A4 7 AlZr— R LET, HHRITKD 3 2ONTHNDFET
n— RTEET,

AF9F 1  configuration T4 L7 b UICEREKML, Ty — RT3
ATFYFT 2 arvI74Xal—lary TryANEn—HL v UnbERET v T n— Rt 5
ATv7T 3 GULICHREH WA EHEL Y 4125
NRAT— KRR ENT-ary 7 4 Falb—yay 7740 Fun— RTxFH
o

12-40 aAvI74Fal—vary 77400 —F

Load Configuration

Load Configuration: ﬂ Load a complete or partial configuration
Note: Files with masked passwords cannot be loaded using Load

Configuration

(® Load a configuration file from the appliance:

-

config.dtd
profanity.txt
proprietary_content.txt

Preview Selected File

£

Load a configuration file from local computer:

(O Paste your configuration in the space provided below:

Warning! Loading configuration will permanently remove all of your current
onfiguration settings. It is strongly recommended that you save your
configuration before performing these actions.

EOFEOHBETH, RED EMICKRDZ Vo EDDHNLERH Y £,
<?xml version="1.0" encoding="ISO-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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<config>
. your configuration information in valid XML

</config>

</config> U ¥ ZIIREHFRDOZIIEET HHLENRH Y £9, XML HXOE
1Z. Cisco IronPort 777 A 7 A®D configuration 7 4 V7 b U IiZ& 5 DTD
PHEALTHITBIOMIESNE T, DID 7 7 A VDL EIE config.dtd TT,
loadconfig 2~V REMFH LI L XIZa~vy N 74 U THRIEZ 7 —RNHE S
A, EREFr—FEIRERFAL, a7 FXalb—vary 74 VET7 v
n— RFFT5H0IS, 7T IA T AOHHTDID 24V m— KL, a7«
Xal—ay 77 A NVERIETE ET,
WTNDFEDHBETEH, av 74 Xalb—vary 7y A 0aelk (kR Efio#
7T % <config></config> M CEFRINER) FlEar 74 X2 —
va v 7y AND complete 3B L unique V77 v a v (ERROESH 7N
é\iﬂ\ <config></config> &77?@:7?&7;—5%/&\) A :/7J€‘_‘ ]\T% ij—o

lcomplete] &i%, DTID TEZRINLH T v a v ORGY 78I O T X7
PENEENDZEETWRLET, e xiE, ROa—F&27 vy 7e— RERIX
MO D &, BIET T =B BELET,
<?xml version="1.0" encoding="IS0O-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>
<autosupport_enabled>0</autosu
</config>

LrL, ROa—FE&7 vy 7e— RELIFMITTTH, BEE= 7 —I38EL X
T,

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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<config>

<autosupport_enabled>0</autosupport enabled>

</config>

funiquel &id, 7y 7r—RFEIFMI TIOR3 7 F2b—a
TrANDYFT v I a B, RELLTEHRITRVWIEEZEKRLET, &
ZIE, VAT AFE 1 ODOFRA R LPETRNED, kOoa—F (EEBLW
<config></config> ¥ 7%}?@@) 7 v ua— RTBHZ EIEAEETT,

<hostname>maild.example.com</hostname>

LL, VAT AZIEENENRRDIZEET 78R T—TANERINT-HE
BOV)AF—NEZEINTWAHAREENS IO, KO —RKORET v o—
FIpZ i3I THD ERRENET,

<rat>
<rat_entry>

<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>

</rat>

ZRINTHDD, 1578

B RELTHoTHIFASNEEA,

=¥ %
El=]

AV T4 Xalb—Y3y I7A4LFEREFIVI«A X2 L—23Y TPMILDY

Jt92avE7y 70— FEERRYGITH5EE, FRAOTEENHS.
RESKhTWVEVWEENBESWSCEABYET,
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EDRTLEBEhT=4T

a7 4FXal—ary 7rANDR s a k2T v u— REZIRA T
LEBITEENMNETT, 7 Z2EbRneE, a7 4 Xalb—ary I7A

NOT v a— RRFIZREDENERINERA, EL, ZAXTE2ED 5

&L REOMENREINET,

ez, MOa—FE7v7r—Rt5L VATANPLTRTOY ZAF—R
HIpr SN E T,

<listeners></listeners>

48

AV I74XaALb—2ary I7AINDYF TS avEFTyFa—RLEY, B4
Yftitf=Y L1=BE. GUI £ CLI A SEISh, KEDRTET—4 HHiE
ShBTERBYET, MloTabanl, SUVFZILALUE—T4 R, TIF
EER— DT IAINMREZFEALTT7 IS5A 7V RICEERTELRWVES
. SOATYEFTH—EREZTsE—TNIZLEVWTL S, £, DTD
TEBINEREEIN LSOO LRVESIX, COaATY FEHERALAZWNT
{ESW, HiLWaryiqsFXalb—vay 774 0%0—FJ3H12, BT&
EBT—3%F1R\9OF7yTLTLEELY,

Ay TR TS a3VDIRAT—FOA— FIZDLWTOEEEE

NAY—=RPMERa S TR )V Fvarvegirary 74 Falb— gy
TZrANEaT—RLLSELTH (& z2iE, FTP 'y v 2 &),
loadconfig A<y NIIARBHAR AT — RIZOoWTEE LEHA, FTP 7y =
BRI L, logconfig I~ REMHL CTELWSATU— REHRET L ETEL
DA SNET,

XFEEY b TaA—F2 VT2V TOEEEE

XML 227 4 Falb— gy 774D lencoding] BMIX, 77 A VEHT
TA L TERET D20 L TV Lty MR, l1so-8859-1] T
HAHEVBENH Y F9°, showconfig I~ K, saveconfig 2~ K, FIX
mailconfig 2 < REFITT ALV, =mvra—F 47BN 7 A4 LT
EINET,

<?xml version="1.0" encoding="ISO-8859-1"7?>
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HWHEEATIX, oz ra—F 407 %Foar74¥alb—vay 770702
FEu—FTEET,

BRAEDHEDN )Y

HEOHRTE% VY 95 &, CiscoIronPort 777 A 7 v AN T O HFHET
TN MEICRYET, VEy FTORNCREEZRF LT EZIN, GUI D
[Reset] RZ v Z#FEALIZREDO Y By MM, 77 RAZ U U IREETEYFR— b
INTWEREA,

12-41 aAYI74FaL—2av 774D Y+

Reset Configuration

Warning! Resetting your configuration will revert your appliance to factory default settings. It is strongly recommended
that you save your configuration before performing these actions.

THATRFT 7 40 ME~D Y £y b (P12-6) 2ZRLTIZE0,

aAVI74FXalb—v3r I7AIIVADCLIaY>F

wKOaA~y FEfRTHL, ar74Fab—vary 7y A VERIETE £,
® showconfig
® mailconfig
® saveconfig
® Jloadconfig
e resetconfig (IHMHFT 74V ME~DO VUL ) (P.12-6) &)
® publishconfig

® backupconfig

showconfig. mailconfig. & & U saveconfig A< > F

a7 4 Falb—ar 3 RO showconfig, mailconfig, BELN
saveconfig DIFHIL, BT A— N TEEINDI 77 A NETIZEREIND T 7
ANINRAT = REEOLNEIPRIRT LI EERDONET, NAT—R%
BN EEBRIRTDE, NRAU—F 74— /L RBREADOEEITRY FT,
X2 VT 4 OMEEZ LT AHAIE. NAT—RESORNIEERINTEE

[ oL-23827-01-J
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9, 7272 L. loadconfig A~V REHEHLTr— NENHE, RAT— R
Mnary 74 Xal—ay A MIRKLEY, T 722707y a
D/XAT— ROu— RZOWTOEEFE] (P12-116) 2L T IZE0,

GE) RSRU—FEEDDLZEEFERLEES ([Do you want to include passwords?
2 fyes) EHIZELET) ICar 74 Xalb—ay 77 A VERIE, For, £
TIXBEFA—LTEETHEE, RRU— NI SLENET, 2L, W
F— LAAEIIRE S EN TRV PEM 74—~y F TEENET,

Showconfig 2~ NIIBIFEORRE LA WMMEIZH I LET,

mail3.example.com> showconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: Cisco IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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mailconfig I~¥ ¥ REMFEH LT, BIEOHREL 2 —VFICETA— /L TEELE
T, A v E—IICIE config.xml EWILETO XML EXDa 7 4 ¥ =21 —
vay 7y ANDBEFERET,

mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file.

[1> administrator@Rexample.com

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

Security Management 7 7°7 A 7 2 AT saveconfig 2v ¥ NEHEHT DL, —
BO7 7 AN EFE LT, 9XCo Configuration Master 7 7 A /b (ESA
XV WSA) 2 configuration 7 4 V7 MV ICHRESNE T,

mail3.example.com> saveconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xm1 has been saved in
the configuration directory.

mail3.example.com>

[ oL-23827-01-J
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loadconfig A< > F

Cisco IronPort 7 77 4 7 AZH LWEREEH%Z 72— KT 51213, loadconfig
awr REHEALET, HFRITKO 2 20Tk Tte— R T E1,

ATFvT 1 configuration 7 4 V7 M UIZIEREZHM L., 7T v u—KT5
ATFvF 2  CLIICREREE®RZ B 5,

PR OWTIR, Tar7sFalb—vary ZyAror—FR] (P12-113) %
SZHLTLZE0,

publishconfig a< >

75 % Configuration Master [ZAB 7 %121, publishconfig 2~< ¥ K& L
FT, HIEO LR TT,

publishconfig config master [job_name] [host_list | host_ip

Z ZC. config_master 1%, [SMA HiHfitk~ NV 27 2] (P2-33) OF 2-5 17T
LBV, FFR—FEZhTb Configuration Master TF, ZDF— 7 — RTMH
T9, ¥—U— K job name IIEMEFHET, FEE LN GAILER I E
¥

¥ —U— KN host_list 3. A I WSA TTIA T ADKRA NG EZITIP
T RUVADY AT, 1BE Lo 7%E 1, Configuration Master (2|0 24T
HBNTNDTRTOARA MIAMN éﬂi‘f F 7 a D host ip i, v
TRY > THEEDHEANIP T RLAZRETEET,

publlshconflg av Y NP L2 & 2MERT DI1TIE. smad logs 7 7 A /b
ZF~F 3, [Web] > [Utilities] > [Web Appliance Status] @RS LHZ LT,
Security Management 7 77 A 7 > A0 GUI 2> L ABRIBREAKIhIZ -7 2 & &
WRTHZ LB TEET, ZOX=Uhb, RHBEOFHMZT~D Web 77
TATVAERIRLUET, F£7., [Web] > [Utilities] > [Publish] > [Publish

History] {2 & ¥, [Publish History] ~X—iciide = & N TE F9,

backupconfig A< > F

Bhips—4%y b (V=R TTI7A4 T Amnb [#—4 > ] Security
Management 7 77 A 7 A2, Jt® [V —Z] Security Management 7 77 A
7 ADHW ER/NRICIHZ Ta e —3 5120, backupconfig o< NaffA
LET.
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Zoavwry REXZOMERE, BIXOT =%ty hONNy 77 v TOFEIZ DN T
ix. [Security Management 777 A 7V ADNw 77 v 7| (P12-8) #BMHL
TLIZEW,

CLI ZFERL-H[ELENT Y TO—F

AFvFT 1

A7y 2

ATvT 3

CLI ODHERT, T T AT AD configuration 7 4 V7 RV IZT VB ATE
HILEHERLET, IO WTIE, MERA T 774 T 2A~DT 7 A
EHRLTLLIEEN,

ary74Xalb—vary 7yANVEKRERLFZa T4 X ab—vary Ty AL
DYV T aruwT7 7TT7A4T 2 AD configuration 7 4 L7 VKT S
D, saveconfig v Y NTIER LTZBEF DR ELME L £,

CLI NC. loadconfig A< REMHHAL T, AF v 72 TRANET AL b
VIR LEZar 74 F¥alb—vay 7y kua—RT50, TF%FA b
(XML #30) % CLIICESE £ £,

Z OFITIX, changed.config.xml EWIZARIDT 7 A VR T v — KX,
EEPMMRFESIVET,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file

[1]1> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

[ oL-23827-01-J
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Be sure to run "commit" to make these settings active.
mail3.example.com> commit

TOFTIE, FrLnar7 a4 Fal—ary Iy hEavry R T4 U EE
B0 AT ET (42A4T7T Ctrl 2 L72REET D 244 L A5V fF1F 2= > sk
TLED), RIZ, VAT LBy NP v 7 U4 P—FEFEHLT, 774 D
BRAFG, IPT FLA BROTS— b= A EREEELET, GEMIX. T+
AT A Yy NT v 7 74 F—RiconT) (P2-10) #BLTIZEWn), o
T, BENEESNET,

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

(11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config>. Control-D
is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.

mail3.example.com> commit

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings

TAR)ERAENEHE

[Management Appliance] > [System Administration] > [Disk Management] ~—
VMM LT, Security Management 7 77 A T U ADE=H Y VT —ER
(Cisco IronPort A XAt HREFRILKR—F ¢ 7 fREPFT Web k
Tox T BIXOPRREFREFA—L T vF 7)) IRV Y Tonk
TAATHEBEESERLET, INHD 4SO —ERIZEHD Y TENDLT 4 A
7 OEFHERT, ROFIRINTWDH LI, TTIA TV ADE=L Y T
P—ERCEV L THENDT 4 AV HEBOAFERICRY 3,

12-42 [Disk Management] R—<

Data Disk Management

Centralized Service Quotas and Usage

Service Current Disk Usage Current Disk Quota

Spam Quarantine oG 40 3

Centralized Reporting 0G 206

Centralized Web Tracking® 0G
Centralized Email Tracking oG

80 G
80 G
Total Space Used: 0 G | Total Space Allocated: 180G of 180G

Edit Disk Quoatas...

*Tome dats s used for web detail reports

SEARTRE R ERR T 4 R & fHlsk

7 12-8 1%, FFE D Security Management 7 77 A 7 > A TO, HRERR L
R—T g7, FREFRIE A —L bTvx T FREFR Web T v ¥
> 7 BXU Cisco IronPort A X% (ISQ) (A FIREZR T ¢ A 7 FHIR D &
REEZRLTWET, A XFTXTEI A b (GB) B TR RINTNE
T

[ oL-23827-01-J
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[ |
% 12-8 fERATREARKT 4 X 48
ERTHEL T« RV 588 N—F9z7 TS5y rI4—AL4
M160 M600 M65 [M66 (M67 M100 [M105 M106 |M107
0 0 0 0 0 0 0
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