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Enable...

ATvF 2 [Enablel %7V v/ LET,
VATA VY NT v U4 P REFET LT LD THREFRIE A —/L
VIR—F 4 v T A F—T T HFERIL, = Fa—F T4 v A8BEE
8 L, [Accept] 227 U v 7 LET,
WD T 4 v RUNRER S, Security Management 7 77 A 7 > A T HILAE p7RY
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2,000 : :
L1800 B stopped by Reputation Filtering 1.8% 299
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20 =
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THHIEENTZA vy —VOEIG LM, 20Ty T4 0HIT
J:ofﬁﬂﬂ:é:ht)‘ ve—VOEIGEEK, T2V -] Th
muﬁéﬂf;)‘ v Z— /@il/\&éﬁﬂ)ﬁﬁéﬂij_o

Outgoing Mail Summary

[Outgomg Mail Summary] &7 ¥ 3 2%, BEZEB LW
)= Ay E—=VIZONWTOFRPERSNET, £/,
FUfE SNV A NAPN=RAT U RAENTZA v E—V DG
MbERRENET,
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BEAYvE—SDHhIU VA&

AsyncOS 13, A v b=V T LDZEHEBIHESWTZEA—NEI TV FLE
7, =& 21E, example.com 75 3 ADZEFITERE SNIERE A v -V,
ZORBENOLDIBEDA vyE—VE LTI bERET,

Al 7 ¢ LT LS TT Ry 7 ERTA vy =D, ERICIEEEX 2 —ICADL
BRWDT, TTIAT VAR, BEAYE—VOZEEDY XA MIFT 7 AT
TEHA, ZOHRE. BEEZFHL CZEHEOENTRISNET, ZOFEHL
Cisco IronPort Systems (2 L » TR SN/ b DT, BEFOBET — % O KRB
YTV THRIZE STV ET,

BF AN AvE—CETITSAT7UORBAET 5 HE

Ao —VIFEFA—N LTI U ERBBTLIOT, EEONT IV ITEY
TARBRENOLVET, e ziE. AvbE—UICARABEEIT AV A L
W= BT ENRTEET, a7y 7N XI—HIEDLZEDL
TEET,
INLOERNL—NVIHENT, ROL I RS EIERHENITONET,
— YT 4 NV E DRI
(ZDGE, AveE—UBRENOMR IS ETHEFFINT, (X
X o2 =X DUERFMTbNET)
— ANARGYE
— AR
— O FUY T AR LD
INBLOHANIES T, AvE—UMARNLGEE~—T END L, T F AN
LEENANRLGHEOA v E—T% Fry 7T LIICREINTWVDIHAIE
I, TORXyE—=UNRay P&, ANA BT ARESLET,
I, ANRLBHEDORA v =V EGIEXHREET AN AT T4 TUREL,
a0 TA4NERNZDA =% RKay 7 Ny A . £
BT DHEICT Vv TFANRAREPREINTVDAERICH, AN B2
WALET, AvE—URNRRABHEZITTA VARG TIERWES, 20T
U T ANE AT NS T AT T,

[ oL-23827-01-J

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i




F4FE PREFEEFA—NL LR—FTTOER |

[Overview] R—CTOEFA—IL A vtE—CDRHE

[Overview] X—Y  TLAHR—hESND A v =T, KOXIITHEINET,

% 4-3 [Overview] R—CDEFA—ILDATTY
ATIY BieA
Stopped by Reputation Filtering HAT AU v —il ko TT7ry 7 SN TOEREHIZ,

HERK ((HEAvE—Y0h T FHE] (P4-15) 25
M) 2 d-boll, ZEHFOArYy MY 7ICk-TT
By 7 SNTT X TOZEEREINATE,

[Overview] ~*—’® [Stopped by Reputation Filtering] ®#&
B, TNTOER SN RO ERREFHEICHIZESN
TWET, FEFOBHETE T I, A AREK TRER
HLDIZR Y T,

Invalid Recipients €3k D LDAP HHEEIC Lo THEE SN2 TR TOEF A —/L
ZEFHICT X TO RAT EGEE N2 7218,
Spam Messages Detected TUFANRL AFXyy Vo THAE, 18 WHD L

LT ENTZA vy =V DR, IHIT, AL ETA L
ADW TG THME LMt Shic A v — YO,

Virus Messages Detected T ANABBVETE M ARA TRV EREINTEA Yy E—VD
Bk L OEIA,
Stopped by Content Filter AT Y TANZIT L THIEESNTEA Y=V DRI,
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||

® 4-3 [Overview] R—CDEFA—LDATT) E&E)

AT B

Marketing Messages RER~w—FT 407 Ave—VBHENTEA vy E—Y
DOMBEBIOEIE, ZO0X—=YOZ0Y A2 NAERIX, VAT
DZ~—=T 4 T T—=EPEEL TV LG £ER
éni\?‘o

Clean Messages Accepted ZOHTIAVIE, ZITFANLN, UAILATHANRNALATHAR

WE RAShIZA =TT,

ZEEEMNOZAXTY L T ay (HxdrA—)L RY o —
T INDE B LT A=Y 2FBE LIS
BEanEr7)—rv Ayt —VERRBIEHBICELEZ DT,

7L, ANRLBEERIZ VA NVABEE WS ~— T 21T
BN, FNTHEEEINDIA vy E—VIEI U hEnk
Wi, BESNAEBEORA vE—UIZZ U —r Ay
TV E TR DREN DV ET,

AT =N A= Tz =L, T4 NHZIT
foThkuyFEND, N RAENTH LT RWES
I, 7V —=v 2 Avk—UL L T#HbRLET, AvE—V
TANZIZEoT RayTENkEh NV ASRTEA Y
-, BREUCEERERA,

GE) AXvrTERVAvE—VEREKALINEAvE—VERETDILICT
VFUANAREEITOTGE, TNHDA =T, UANVARRMELE LTT
iF7e<, 7V —rv Avb—VL LTEHINET, TNLUSNOHEIL, Ay
—VE U ANV E LTEFSNET,

[Incoming Mail] R—

Security Management 7 7° 7 A 7 > 2 ® [Incoming Mail] > [Reporting] >
[Incoming Mail] ~—12iE, HEXIR O Security Management 777 A 7 2 A
WHEHREINTNWETRXTOYE—F FANDUTNVEA LEROA L E T
TATIRVF = EBERRENET, VAT LACEF AL EZEF LTS IPT
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FLA, RAAL Y, BELOFRy bU—2 F—F— (M) OFRELMETE
T Flol A-AREFOIP 7T FLA, FAA 2 MfkICOWTIE, HEEHT
077 ANMVREBREFTTHIELTEET,

[Incoming Mail] —, (A v E—VORBEBIVOIZ V-2 AvtE—T0D
BEICE > Q) RUBEEEZENTLIA—L L K 75 7L [Incoming
Mail Details] 1 > #5275 47 T—TAD2ODAA 2 v 7 ar THESH
7.

[Incoming Mail Details] £ > % Z 77 4 7 7—7 W2, FFEDIP 7 KL X
RAAL LV, Flidxy VT —27 F—F— (K | ’)l/‘“C@ua‘éfHﬂﬁ%&ﬁ‘i%fTé
NFE9, [Incoming Mail] ~X— 2 F 72 (3fL® [Sender Profile] ~X— Y ® LIS
DHRISTDV %7V THE, IPT FLA, FAAL Y, Fidxy b
U — 27 F—7F—® [Sender Profile] X—IIZT7 7 BEATEET,

[Incoming Mail] ~— T Cld, ROBIEEZFETTEET,

+ Security Management 7 77 A 7 AIZE A A — N EEE LIz A —AREE
DIPT RVAL AL Eli3xy MU —7 =7 — Gk BT 2
R % FATT D,

o EEFI/N—T LAR—MERRFLT, FFEDREE I N—TBIOA—V
Ta—RK) =T va o TR A E= 2T 5, FEMIC OV TR,
[[Sender Groups] LA — k ~<X—] (P4-30) 2L T EE,

o BTA—NET T IAT L AITKEE LI EE OFEMRREHE R E KR
Do MAHEWMICIE, EX¥ =2V T4 y—b X GHEZA4NLFZ VT TUF
ANRAD, TUvFTANRRE) IZEoTT7vnvl 3N Aye—oBNRE

FhET,

o TUTFANRLELFT VFUANA EXa T 4 —E R ;oTMﬁé
N5, RKEOANRLAERZZTVANAEF ANV EERELEEEEINCY— b
T 5,

e Cisco IronPort SenderBase @i —E A& FEH L CRED IP 7 KL A, K
AA v, BLUHBOMOBBRO ST 21TV, BEHICHT HERE G
%)O

o HE{EFH D Cisco SenderBase iFfliA 27, KA A UARAEITIC LR EE
7' NV—"772 & TronPort SenderBase fllih— B A LR EH ICH T 27 %
BfET 2, 2EEEFEEE I V—TI0EBMNT 5,

o TUTFANRLFERFT VFUANA XU T 4 —ER|Z ;ofiﬁuié
N5, KEOANLEZFZ VA NAETA—NVEEE LR EDEEERIC
W OFERTE & BUS3 5,
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[Incoming Mail] R—HDE 21—

[Incoming Mail] _X—IZiE, KD 3 DO 2—2b Y £7,

e [P Addresses

e Domains

* Network Owners

INLDOE2—TE, YATAZHEmSNIZ)E—F FAMDRT v T gy
A, BIR L7 =2—0a 7% A PTRIEINET,

S 51, [Incoming Mail Details] ~*— < ® [Incoming Mail Details] £~ a2 > T
I%. [Senders IP Address]. [Domain name]. %7213 [Network Owner
Information] %7 V v 2 35 & | 45 ® [Sender Profile Information] % Huf§ T &
%3, [Sender Profile] DIEHDFEMIZ >V Tix, [[Sender Profile] ~—37|
(P4-25) Z#ZHL TSV,

Ry PT—2 F—F—F, RAALA VRGO T 47 4T, FAL2AL, 1P
TRV AZRLT T AT 4TY,

BIR L7 =2 —I2/5 U T, [Incoming Mail Details] £ > % 577 4 7 7—7 )V
2. Email Security 7 77 A4 7 VA TRESNTZTXTONT Y v 7 U ZXF—IC
BFA—NEERELLEMIP T FLA, FAL Y, $RE3FRY VU —2 F—
F=RERINET, TTITA TV ARLASLTRTOA—NDOT R —,F=H
TEET,

IP7 RLVAR, RASL Y, ElF3Xy NI =0 F—F—% 27 VI35,
[Sender Profile] X— Y DEEHEDOFEMICT 7 © A& £ 9, [Sender Profile]
R=VFFEDIP 7T FL A, FAL U FERIEIRy NU—7 F—F—IZEAD
[Incoming Mail] _X—T7,

[Incoming Mail] ~—® F#BIZ & 5 [Sender Groups Report] V27 %227 U v 7
THE, EEHIN—THNOA =L Ta—ERICT 7 ATEET,
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[Incoming Mail] R—CTOBFA—IL A vyE—DHHE

[Incoming Mail] X—Y TCLR—bFINDHA v =T, ROLIICHEINE

\?‘O
* 44 [Incoming Mail] R—CDEFA—LDOHTITY
AF3Y B
Stopped by Reputation Filtering HAT AU v —il ko TT7ry 7 SN TOEREHIZ,
EERK ((BEEAvE—0h T FE] (P4-15) %5
) Z#HI-bolc, ZfEHEOArY NV TIZX-»TT
0y 7 SN TRTOZEEREZINZ - E,
[Stopped by Reputation Filtering] D%, K OEE D EFHEIC
EoSnWTHBEIhET,
o ZOEBBEHENLO FHEEINZ] AvE—TVOK
o HEGmINTZ, F700X TCP IET O (oI &EE
SNET)
o BRI LDORXA Y= URITHT DX D IRFE
TTITAT VAZEWVARBNT O TGS, HEESNh
T-Ht D IEfE 7o B HEEBNCHERF CE /A, DD IT,
R INTZEREIE, A X — VT EORRKEEELITIC
SPUTHERF SNE T, ZOHE, RRINDHMEIT TR,
DENDLRLLELZOEDA v =ML I T ERRT
EET,
Invalid Recipients PEFKD LDAP FERIZ L o THER EINTETRTOEF A —L
ZEFHITT XTO RAT HEEEE N Z 721,
Spam Messages Detected TUFANRK AX Yy T THME, FR38WHD L
LTHREHEINTZA vy E—VORE, 612, ANAETAL
ADW S THMEE R I NI A v E— Y DR
Virus Messages Detected A INABEE N AL TIE W ERE SN A vy E—U0
wEk L ORIE,
Stopped by Content Filter aVvT VY T4 NAIE o TRIEENTZ A v E—T DR,
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x® 4-4 [Incoming Mail] R—COEBEFA—LDOATI) (#HEE)

ATIY

B8

Marketing Messages

RER~v—TTF 427 A=Y LRIShiz A v —v
OREB LOEIR, ZOX=YOZO) A MAEBEF, YAT
M= T 4 7 T—=EREEL TWDLERICIE T ER
ShET

Clean Messages Accepted ZITANSI, TANALATHEANRNATHERWE RSN

A=), ZIEFEBEMNOAXT Y T 7 ay (fHxDA—)L
R —THRHEINDZ DR LA vV EY) 2FE L
LECZEENTEI =2 AvE—UEERBIEHEEICRLE
HbDOTE, 122l ANRNLGHELIZT VA NVAGEE WD
~—J BT oNTEN, ENTHEGEEIND A vE—T13D
Ty hENRRWED, BEENDEEDO R ve—UKILY
U— A=V TR REMERDH Y £7,

GE)

AX Y TERVA =V ELEKELINIA v E—VERETDL LT
YFUANAREZAToIHE. ZHDA yE—Uid, UANLABEL LTT
722, 2V —v Ay —VE LTEHESNET, TNLSOBEIT. Ay
T=VIE VAN AGMEE L TR ENET,

IHIL, Ave—U RN A= T nsb—FL, 74VZIZLoTRrY
TFENED, NTUAENTZY LTVWARWES, 7 —r R Avte—28 LTH
bhEd, Avk—Y 740X ICLoTRuyXE&NEn, Ny 2E3nt-
A=V, REICEENLERTA,

BAEICE>TE, WL ONOLVR—F X=DI2, by T LA DR—=Vinb T
JEATELMADOY 7 LR—FPEREENDIZLBHY 3, 2L 21X
Security Management 7 77 A 7 > A ® [Incoming Mail] L' A"— k ~— T,
flxdIP T RLA, ALY BEOXY bV—2 F—F—DfF#REFRTE
F9, 2 HIE [Incoming Mail] AR — K R=U N7 7 EATE AT R—
<9,

by L R—=Y (ZOHEICE [Incoming Mail] LAR— bk <—) Of L
\2& 5 [Printable PDF] V> 7 %2 U v 7 §5L, ZROHLDETFTLR— K X—
PORRE, 1 OOME VAR — MIERTEET, [EF ANV VR—T 47
NR=VOME ] (P4-12) OEHELRFREZSML TSN,

[Incoming Mail] X—Y & RRZT 2121, ROFIEEZFATLET,
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PREPVEFA—I LE—Fs 2 J0EA |

ATFvFT1
Mail] %@ L £,

Security Management 7 77 A 7 > 2 T, [Email] > [Reporting] > [Incoming

[Incoming Mail Page] X— U NFERINFET, ZOHITiE, [IP Address] B = —

PIEIRSNTVET,

4-3 [Incoming Mail] R—2

Incoming Mail: IP Addresses

[ 1P Addresses | Domains | Network Owners]

: [IP Address] Ea1—

Frintable (PDF)

Time Range: | Month (30 days) ~

20 Mov 2010 00:00 to 20 Dec 2010 18:42 (GMT)

Top Senders by Total Threat Messages

10.0.52.118 63.9k

10.92.145.175

80.0k

o 40.0k

Messages

Export...

Incoming Mail Details

Data in time range:71.06 % complete

Top Senders by Clean Messages

10.92.145.175

10.4k
T

0 10.0k 200¢ 300k
Messages

Export...

Stopped
Stopped by Stopped as ¥

Sender IP Tatal Reputation Invalid Spam wirus Content Tatal
Address Hostname atternpted Filtering Recipients Detected Detected Filter Threat | Clean +
10.92.145.175 | No Domain 13.3k 2,877 0 0 0 0 2,877 104k

Infarmation
10.0.82.118 di.smani.sma 63.9k 611k 1,921 333 [ 0 63.3k 0
Colurnns... | Export...
Search for: | 1P Address ~l exact match

For additional information, see: Sender Groups report.

[Incoming Mail Details] £ > % Z 77 4 7 7 —7 VT
— 7] (P4-24) ZZRLTLLEEN,

2DV TIE, [Incoming Mail Details] 7

GENDT—Z OB

ZoOFITIE, [Domain] B = — N8R I TV ET,
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4-4 [Incoming Mail] R—< : [Domain] E 21—

Incoming Mail: Domains
[ IP Addresses | Domains | Hetwork Owners]
Printahle (POF)

Time Range: | Month (30 days) -

20 Now 2010 00:00 to 20 Dec 2010 18:55 (GMT) Data in time range:71.1 % complete

Top Senders by Total Threat Messages Top Senders by Clean Messages

small.sma 63.9k
Mo Domain Information [l 2,677 Mo Domain Information 10.4k
1 1 1 1 | ; |
a 40.0k 80.0k a 10.0k 20,0k 30.0k
Messages Messages

Export... Export...

Incoming Mail Details
Stopped by
Total Reputation Stopped as Invalid Spam wirus Stopped by Total

Sender Domain | Atternpted Filtering Recipients Detectzd Detzcted Content Filter Threat Clean =
Mo Dormain 13.3k 2,877 0 0 0 0 2,877 | 104k
Information
small.sma 63.9k 611k 1,821 893 0 0 63,9k [

Columnns... | Expart...

Search for: | Domain ~I exact match v | R

For additional information, see: Sendsr Groups report

[Incoming Mail] =X— 25, FIHA® PDF % CSV 7 7 A JVICEIR E 7213 = 7
AR—FTHZEBTEET, 77 A VERBEZIET 2 AR — b5 HIEOR
FZHOWTCIE, T AN LAR—T 47 X—=YOE | (P4-12) #ZRL
TLEE W,

() [Incoming Mail] LA R— bk X—=YDAF Va2 —LEESNEZLVR— FEAEKTE
FT, (A Va—n@ESNIZLFR— ) (P4-76) 2S5 L T ZEW,

[No Domain Information] ') > %

Security Management 777 A 7V AZEERE LT DD, TV DNS Vv s

T v T THRIETE RN o7z RAA ik, BH KA A > [No Domain Information]
WHBRICDEINET, IO OMBEOMKIES QWA X MI, HEE OMKGE
WL TEHTEET, BEERLEOFEM OV T, [Cisco IronPort
AsyncOS for Email Security Configuration Guide) %2 L T 723,
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[Items Displayed] A == —ZfH LT, VR MIERTHREEOHE BN T
TET,

A= FLY R TS5 712811 5RRE%ERE

A=NDTT71E, SEISERZIOMMIZBRL TRRTEET, ALT—4
DR, B, H, BIOFOL2—%2@RTEES, 7—H TV TNVFA LTE=
Y7 ERTVLOT, ERITEHCE S SN, 77— _X—XACHEIFShZE
R

FERIRE OFERC Y W TIE, (A 2 777 47 LR— b OFRERIFPE 3R
(P3-18) &ML T &,

[Incoming Mail Details] 7— 7L

[Incoming Mail] X—Y D FEIZH DA o # T 7 7 ¢ 772 [Incoming Mail
Details] 7 — 7 /L i21%, Email Security 7 77 A4 7> XA LDOANT Y w7 U X F—
WCHE STz LA EEN R RINE T, ZOT7—T7I0iE, R LB 2—IZ
ST, RAL P T RLA, Elid Xy NV —27 A—F—RRKR-INE
T, T—FEY— T DI, ATLAELEZ Y v LET,

ZHDNS /2 Ty THEFTHIET, VAT AFYVE—N FRARDIP T
FLADQELAHAZHRBIORIEL £, “HDNS vy 77 v 7 & REEREE
DFEHIZ DWW TIE, [Cisco IronPort AsyncOS for Email Security Configuration
Guide] #ZHL T ZE W,

[Incoming Mail Details] 7 — 7 VO &HID A1 Z A £7-1% [Top Senders by Total
Threat Messages] ICR RSN OEEE. 2EV Ry FUV—Y F—F—  IPT K
VAFETAL R A A 22T, [Sender] % 72i% [No Domain Information] U >
&7V vy T HE FEEOFHEMERPFRINES, MHRIL. [Sender
Profile] ~— 2 & /R &4, IronPort SenderBase §Hlih —E A NS0 U 7L & A
LMERNEENE T, BEEHET R T 7 AL R=Uhbi3, HEOIP T FL A%
iERy b U—2 A= —IZEHT LFMA RS TE T, MOV TR
[[Sender Profile] X—7) (P.4-25) &ML T &N,

[Incoming Mail] ~X— @ FEBIZ & 5 [Sender Groups Report] #727 U > 7 LT,
[Sender Groups] VAR — h & F7T 5 Z &b Tx F9,[Sender Groups] LAR— b
R—= U OFAMZ OV TiE, [[Sender Groups] LR — k ~—] (P4-30) 225K
LTL7ZEn,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
m. 0L-23827-01-J |




| £4F SREFPEEFA—N LE—TFT1 VI DEA

[Sender Profile] R—¥

[Incoming Mail] ~— " C [Incoming Mail Details] A > % 527 7 4 7 7 —7 /LD
BEEE2 Y v+ 5L, [Sender Profile] *—YNERENFET, Z ZITiF,
FREDIP T RLA, RAA Y Fl2id3xy bV—2 A—F— (#fk) OFME
WNFR I E T, [Incoming Mail] ~2— ¥ F 7214t © [Sender Profile] ~<—IZ
HORET V%7V 7 FTHE IPT RLVRA, RAL Y El2Exy B
U — 2 F—7F—® [Sender Profile] X—IZT7 7 EATEET,

Ky fT—=2 =T =X, RAA Vv E2EFLT T 4T 4TT, FX7AL, 1P
T RVRAEELZ T 4T 4 T,

IP7RLVA, FAALUVBIVRY NU—7 A—F—IZB L TERREINDEEE
Ta 7y AN NX=F, ZVREDET, ENEFNOSN—TZE, FFEORE
ENODEBA—NIIETEHII 7 7B~ — T —TAREEFNET, 7
TI7DTORIZ, FEHEICEEMTONTE RAAL ERIZIP 7 FLARKRRE
nNEd, [HxDIP 7 RLADEEFEE T a7 7 A4 RX—=T2, 7Y A MZ
EENFEHA), [Sender Profile] ~—IITiE, Z DEEH OIIED SenderBase
TH#R, BEHIZ7NV—THER, BIOxRy NI BEREZEFOLEREZVa b b
nEJ,

e Xy MNU—F F—F—T a7 740 RX=VIZE, xy hT—7 F—F—,
BLOZOXy NU—7 F—F—IZB#T D FAL R IP 7 RV AIZEET
DIERDEFENET,

s AL T Ty AN N—=VITE, ZTORAALVBIORZDRAAL ITH
HIBHIP T RLURICHET HERPEENET,

« IPT RLA F07 7 A0 R=VICiE, [P T RLADKICET 2 NG &

nEd,
v N
® 4-5 RYRT=Y F—F—DFALY YR+
Incoming Mail Details
Stopped
Stopped by Stopped as by
Total Reputation Invalid Spam Wirus Content Total
Metwork Owner | Atternpted Filtering (2} Recipients Detectad Detectad Filter Threat Marketing Clean +
Test Inc, 36.0k 6,045 o 16.6k S84 gan 24,1k 1,004 1z2.9k
Mo Metwork 11.1k 1,536 o 4,743 269 440 6,985 205 3,878
Cwner
Information
Columns... | Export...

% [Sender Profile] X—VIiCid, =TV D FEBOBIEDERT — T AR DT —
ENEENRET,
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* SenderBase ilflir—E AL D 7 a— iR, 72k 2E, ROEHRTT,

— IP7 RLVAR, RAAL U4, $i3Ry NU—2 F—F—

- XYy NIV—=27 F—=F—=0OhTAY) (Fy b= F—F—D%H)

— CIDR #if (IP 7 KL 2D )

— IPT7TRLVAR, RAALY, 3 xy NI—27 F—F—OHEN~T =
Fa—FBIOAB I~/ =F2—F

— ZOEBBENCENDA v E—VEZELTHLDHEEK

— BBEOEEE I N—TL& DNS BDREESNIZHE 5D (IP 7 FL ARG
FZIaT 7 AN =T D)

HEN <7 =F 2— NiX, HE 24 BRIZFAA UBREF LA v E—TO
BoOKEHETT, MBELNETH-0IEHINS U e Z— 27— LR
2. SenderBase ¥~ 7 =F 22— Ki%, 10 ZE L LI B EAMHEH L CEH&A
SINDA Y E—VEORERI T, BEORKERMEL 10 IZRESNE
T, T, HRAOBFA—N AvE—VORIHY LET, ZOxEH
WERHERALESEE, v/ =Fa—FD 1 B v o ERIZ, EZEOED 10
REBEINCAR Y L E 9,

ABANI~ 7 =F 2— FiZ, B30 HEICERE SN EZETFA—LVOBICES
WTCEIAENHEEENDE HERNT, BEMN~I=F2— FERUHFEEEH
LCREENET,

- ¥~ T =Fa— K (IPT7T RLADH)

- WRREBESBOAOE (IPT7TRLA TR 77 AL X=TDH)

— Bonded Sender 27 —4% X (IP 7 KL X Fu 77 AL XR—=TDH)

— SenderBase iFflir =7 (IP 7 KL A 777 AL X=T D)

- BHIDOA v =Y (Ry NIV —2 F—F—L FAA 2 T
T A RX—=T D)

- ZORYy NIT—7 F—F—ICHET D RAAL O (xy NT—7
F—F =TT AN NX=UBILORAS Y T 7 A X—=TD
)

- ZOFY bNIT—=7 F—=F—=DIPT FLADOH (Xy NI —2 F—F—
TuaT AN R=TUBLORAAL Y T T 7 AN A=V DR)

- BFA—NORBEIHERSNIZIP T FLADE (Ry hT—2 F—
F— R=TDH)
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SenderBase fHlih — R Lo TR SN D TR TOFERERT -V %
FoRT 5121k, [More from SenderBase] #27 U v 7 L£7,

o IDFRY M= F—F—ILLoTEHEINDE AL UVBIVRIP T LA
R4 23 ML, Ry N —7 F—F— Fu T 7ML R=VIFKRENE
T FAALLHNOIP 7 FLRIZET ML, RA ALV XR=TIZEREN
7,

RAAY a7 74N X=UNLREDOIP T KLRA%E 7Y v LTHREDE®R
ERATDHN, M7 e 7740 R=UERRTEET,

4-6 2y FI—9 F—F—OREDIER
Current Information from SenderBase Sender Group Information

MNetwork Owner Category: NSP
Daily Magnitude: 7.8

Monthly Magnitude: 7.5
Last Sender Group: UNKNOWNLIST

Days Since First Message from this Network Owner: -- days
Number of Domains Associated with this Network Owner: 1,928
MNumber of IP Addresses Used to Send Mail: 3.7M

More from SenderBase CF Add to Sender Group...

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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E 4-7 FALY FAITPLIL R=

Time Range:

01 Mar 2011 18:00 to 02 Mar 2011 16:34 (GMT) Data in time range:80.73 % complets

g Mail from

360 B stopped by Reputation Filtering 16.7% TE
320 Stopped as Invalid Recipients 0.0% o
280 Spam Detected 42.7% 199
240
B virus Detected 0.0% ]
200
160 Stopped by Content Filter 4.7% zz
120 Marketing 1.7% g
0 Clean 34.1% 159
40
Total Attempted: 100.0% 466
L e e Al
18:00 2200 0Z:00 06:00 10:00 14:00 18:00
Export...
Rejected 0.0% o
Accepted 100.0% ag
Total Connections: 100.0% 98
Export...

IP Addresses

Items Displayed

Stopped Stopped
by Stopped by
Sender IP Total Reputangn as Invalid Epam Wirus Content Total
address Hostname Atternpted Filtering (2) Recipients Detected Detected Filter Threat Marketing Clean +
24.29.109.4 .tp-02.rde-nyc.rr.com 26 ] a 2 0 a 8 1 17
24,9347 42 ms-smtp- ze B a 6 0 a 1z a 14
03 texas.rr.cam
65,32.5.134 wp-04 tampabay.rr.com 117 3 a 79 0 21 103 a 14
24,724,258 ms-smtp- 13 3 a 1 0 a 4 a 9
04.nyroc.rr.com
24.93.40,211 | austtx- 13 3 a 1 0 a 4 a a
-0 . rgw.rr.com
65,32.5.13% wp-05 tampabay.rr.com 26 [ a 11 0 a 17 a 9
66.75.162.134 | ms-smtp- 13 3 a 2 0 a 5 a 8
02 .socal.rr.com
24,24 .2.57 ms-smtp- 13 3 a 2 0 a s 1 7
03 .nyroc.rr.com
65.24,0113 ...0-113 chiorde.rr.com 13 3 0 3 o 0 5 0 7
69,205,138.16 | ,..8-18 stny.res.rr.com 13 3 a 2 0 a 5 1 7

Columns... | Export...
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4-8 *y bI=Y F—F—TRITFAN R=T
Sender Profile: Test Inc.

Time Range: [ Day v

Printable (FOF)

01 Mar 2011 15:00 to 02 Mar 2011 18:40 {GMT) Data in time range:50.78 % complete
coming Mail from this Network Owner
30.0k
— B Stopped by Reputation Filtering 15.9% 6,045
24.0k Stopped as Invalid Recipients 0.0% 1]
21.0k Spam Detected 43.7% 16.6k
18.0k
B virus Detected 1.5% 584
15.0k
T U Stopped by Cantent Filter 7.3% 290
9.000 Marketing Z.6% 1,004
6,000 clean 33.9% 1z.3k
3,000
Total Attempted: 100.0% 38.0k
D‘||‘||w|‘|w‘|w||||w|w|‘
18.00 22:00 02.00 06.00 1000 14.00 18.00
Export...
Rejected 0.0% o
Accepted 100.0% 2,827
Total Connections: 100.0% 2,827
Export...

Iterns Displayed

Stopped
Stopped by Stopped b
Total Reputagi_o\n as I!wahd Sparm Wirus Content Tatal .

Sender Domain Attermpted Filtering (2] Recipients Detscted Detected Filter Threat Marketing Clean =
Mo Domain Information 12.5k 2,001 0 5,574 152 310 7,727 295 4,428
corncast.net 4,361 BE4 0 2,175 113 140 2,972 83 1,306
vahoo.com 1,094 186 0 52z a 51 708 25 380
earthlink.net 604 81 ) 284 a 25 365 1z 227
rr.com 441 7& 0 196 a 21 274 8 159
verizon.net 402 &0 a 183 28 7 251 7 144
ststelecomn.com 470 &0 o 213 67 19 340 8 124
aol.com 441 13 0 231 1z 36 309 10 122
pacificrack.com 335 57 1] 157 a 21 214 10 111
profitinnovationunlirnited.com 421 4z 1) 253 1] 1] 295 16 110

Calurns... | Export...
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E 4-9 IP7ELX A7/ R—

Sender Profile: 172.22.110.13 - a013.d2.prep10.prep

Printable (PDF)

Time Range: [ Month (30 days) =]

22 Jul 2007 00:00 to 21 Aug 2007 11:24 (GMT -0700) Data in time range: 137.35 % complete

Incoming Mail from this IP Address
wesssss by oo

a0k O M stopped by Reputation Filtering 2.8% 41.1k
480.0k Stopped as Invalid Recipients 0.0% 0
420.0k Spam Detected 38.8% 565.0k
360.0k )
B virus Detected 1.4% 21.0k
300.0k
ey Stopped by Content Filter 0.0% 0
180.0k Clean 56.9% 828.8k
120.0k Total Attempted: 1.5M
600k F Export...
0 f | ERARER T
23-Jul 30-Jul 06-Aug 13-Aug 20-Aug
Info... | Export...
Current Information for 172.22.110.13
Current Information from SenderBase Sender Group Information Network Information
to information svailable. to information svailable.

Last Sender Group: ALL
DNS Verified: Yes

More from SenderBase &7

[Sender Groups] LA R— k R—T

[Sender Groups] L AR— k X—=U%, FEZF /N —THIBLOA—L 70— K
V=727 va ooy~ —2 8 L, SMTP ik LA —1L 7
B— R —D M FEERTED L SIZLET, [Mail Flow by Sender
Group] U A MZix, EEEHEI/N—TOEEE I OBERESRENET,
[Connections by Mail Flow Policy Action] 7'7 71X, & A —/L 7u—KY v —
T arDEREOREGERLET, ZDX—UIZiE, Host Access Table
(HAT; RA b 72782 T—7)) RY —OHNEOBEI RS E T, HAT
DFEHIZ DWW TIE, [Cisco IronPort AsyncOS for Email Security Configuration
Guide] #ZRL T ZEW,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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PREPHFEF AN LR—T 15 OHEA

GE)

4-10 [Sender Groups] LiR— bk R—2

Sender Groups
Printable (PDF)

Time Range: [ Month (30 days) =
22 Jul 2007 00:00 to 21 Aug 2007 11:28 (GMT -0700) Data in time range: 137.33 % complete
Connections by Sender Group Connections by Mail Flow Policy Action
13.5%
4
\
.
.
™~
A |
UNKNOWNLIST [ ] 35.3M
BLACKLIST 5.5M T s65%
SUSPECTLIST | 3.4
ALL | 1615 Accept (86.5%) Reject (13.5%)
0 200 40.0M Export...
Connections
Export...
Mail Flow by Sender Group
Sender Group % Connections
UNKNOWNLIST 86.3% 35.38
BLACKLIST 13.5% 5.5M
SUSPECTLIST 0.2% 63.4k
ALL 0.0% 1,615
Total Incoming Connections: 100.0% 40.9M

[Sender Groups] VAR — k X—U b FIRIAH® PDF & CSV 7 7 A /VICHIR &
TZm 7 ZAR—=F T2 TEET, 77 ANVEHIMERLIZIZZ AR—-1+T5
FEOFHMZONWTIE, B A— LR—T 47 2=V O%E | (P.4-12)
EHBLTLIIEEN,

[Sender Group] LR— h R—=Y DA Vo —FHESNIZ LR~ FEAERTE
FT, (AT Va—nABESNTLAR— ] (P4-76) 2L T IZE0,

[Outgoing Destinations] R—<

[Outgoing Destinations] ~X— 12, MR E A — LV EEETDHHED KA A
ZOVWTOERBRTENET,

[Outgoing Destinations] X— Y& H L T, ROEHREAFTEET,
e Email Security 777 A4 7V ANRBEA A —NVEEREFETDHHLERAA
o HFRAAMVCEBENDE S A—NVOR,

[ oL-23827-01-J
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o T U—v . ARABRMYE, FIFa LT TANAZICLEBHIEDA—LD
EA,

s BESNIEA Yy E—VEBIWAEY—ANZLoThA— AT 2SN A Y
=¥,
[Outgoing Destinations] X— Y2 RR<$ 5101T, KOFIEEZFEITLET,

AT97F 1  Security Management 7 77 A 7 > AC, [Email] > [Reporting] > [Outgoing
Destinations] % 3®&R L £,

[Outgoing Destinations] X— Y NERINE T,

4-11 [Email] > [Reporting] > [Outgoing Destinations] R—

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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||
ROV A . [Outgoing Destinations] X— YD & E XAt 7 a3 v ico0
THAL i‘f
% 4-5 [Email] > [Reporting] > [Outgoing Destinations] R— D&
tovay ETL)

Time Range (FOvy 749>y JR ) 1 ~90 HMFELEII A X LA BFHAHRETED Fny 7y
v VAN, REHEFEHOFEM & EREO=—XIZEbE el A
B A RZONWTE, (A 2T 077 47 LiR— FORRT
FHOIER ] (P.3-18) #ZHMLTIZIN,
Top Destination by Total Threat MR K> TREENTEREEBA v —Y (AL, TV
FUANRIRE) OO KA, arT Y T 4L
Zh NV AT—=LTEANRAGEEZIT VA VARG A >
t—UEET, BEA vV ORI,
Top Destination by Clean Messages |#ll#fic k> CEFENZI )V —V REFEEBA v E—T D
RLDFEHE R AL
Outgoing Destination Details Rk & /)’C%{ﬁéﬂf_ﬂ‘f\‘f (7)5%{%} v =T D5 KA
VBT S . MEREFEEINC Y — F T T T ORI
W, FEAITEEIC i*/\u”jéﬁ’bﬁx/\-b\ TANA, U=
Ave—UhhERGERET,

[Outgoing Destinations] ~<—2>5 ., HIRIH ® PDF % CSV 7 7/(/1/KE|]E'JIJE 7
FxI AR—=b 252 LbTEET, 77 A VERIRELITT7 AR =450
HEOFMIC SN, BT A= LR—T v 7 X=Vol%E] (P4-12) %
ZRLTIIEE,

(3¥)  [Outgoing Destinations] “—Y DA Va2 — LR E SN VAR— b2ERTEE
T, (A7 Tva—nFEESNTLVAR— ] (P4-76) 2 LTI,

[Outgoing Senders] R—
[Email] > [Outgoing Senders] X—IZiX, Xy RT—=2HNDIP 7 FLAB LT
RAAL UNBRESNTEEF A =NV OBLEFBEICOWTOEFERPERINET,
[Outgoing Senders] ~— Y &#MHH L T, ROEREAFTEET,
e BLEDUANAEINIANLGHDOBE T A —NVEEEFELEIP 7 RLA
s BOLMBEIZaLT VY T4NEEPIH-LEIPT RLA,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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s BBLELDA—NEREFETDLRAL
o FUENFITINHAT TR S N - ZAEH ORI
[Outgoing Sender] X— Y& RFTHI1TT, KOFIEEZFITLET,

ATv7 1  Security Management 7 77 A 7 > 2T, [Email] > [Reporting] > [Outgoing
Sender] ZiEIR L E T,

[Outgoing Sender] ~=— Y NERINET,

412 [Email] > [Reporting] > [Outgoing Senders] R—<(IP 7 KL X %
&xrH)

01 Mar 2011 18:00 to 02 Mar 2011 18:55 (GMT) Data in time range:82.09 % complete

Top Senders by Total Threat Messages Top Senders by Clean Messages

64.233.162.194
208.81.115.12
65.32.5.134
195.121.6.13
216.21.210.24
80.69.8.190
80.176.255.66 2061903682 [ 1
209.119.09 [ 1
2413110236 [ 1
69.56.175.229 [ |1

218.104.80.23
64.233.170.130
69.25.3.76

o 2 4 6 & 10

Messages Messages
Export... Export...
Iterns Displayed
Stopped by

Sender IP Sparm Wirus Content Stopped Total Tatal
Address Hostname Detected Detected Filter by DLP Threat Clean Messages =
64.233.162.194 | unknown domain o 7z o o 7z o 7z
206.81.115.12 pim-115-12 smilepopmail.com o 70 o o 70 o 70
£5.32.5.134 ms-smtp-04.tampabay.rr.com o L1 o o B& o B&
195.121.6.13 unknown domain o 65 o o 8BS o 8BS
216.21.210.24 mailout- o 65 o o 8BS o 8BS

210-24,adknowlsdge2 cam

80.69.5.190 cluster-a.mailcontrol.com o il o o B o B
80.176.255.66 no-dns-yet.dermaon.co.uk o 60 o o 60 o 60
216.104.60.23 unknown domain o 57 1 o 58 o 58
64.233.170.130  unknown damain o 58 o o 58 o 58
69.25.3.76 unknown domain o 58 o o 58 o 58

Columnns... | Export...

[Outgoing Senders] OFEFITKD 2 DO L 2 —THERTE E7,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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e [Domain] : TOE=2—TiE, & A VN DLERFEINTZETA—NVDOESE
KRTEET,

o [IPaddress] : 2O 2—TiL, HRbbEDUANA Ay E—VEEELE
p, FEldbEL 0arT Y T4V EE NI A—LEIP T FLAER
IRTEET,

WDV A T, [Outgoing Destinations] ~— YDl O 2 —D X8 E 2k
7 a AW L £,

& 4-6 [Email] > [Reporting] > [Outgoing Sender] R— D4

o3y

BieA

Time Range (KAY ¥y YR ) 1~90 BfiEIE I AX AEH#EHFAEZIBEETED Rny 74

7y RN, BRSO & ERE O = — X2 bE = A
B2 A RWZONWTIE, A X2T 7T 47 LiR— s OFRE
PHOER ] (P3-18) &ML T E &V,

Top Senders by Total Threat HHBNOREER A vE— (RN, TUFTA LA

Messages

&) O MR EH AP 7 FUABIEIT R AL U5,

Top Sender by Clean Messages N TEB SN2 V=V REEA v — VO BIREH

(IP 7 RLABIEZIZ R AL 5D,

Sender Details

FRNIZ Lo THEEINTZTRTORGB A vE—TVDORES
DT RTCOFEMER AP 7 FLVABIEIZI N AL R, #F
M RIIIME SN ANRL, UANVAR T =2 A ybE—
U EREGEENET,

GE)

ION=VILEF, Ay E—VEGBIETAERIIR TR EINETAL, FFED RAA
UMBDNYT U AINIZA =V O EORGIERE BT 5121, @k
Email Security 777 A 7 > AlZwv 71 > L, [Monitor]> [Delivery Status] % i3
RLET,

[Outgoing Senders] ~<~— 226, FIRIH ® PDF % CSV 7 7 A /VICHIRIE 7213~
JAR—=I T HZEHTEET, 77 ANVEHREZITZ Y AR — T 25 H5ED
FEMIZOWTIE, TEFA—NV LR—=T 4 7 X=UOME (P4-12) 25 H
LTL7ZENy,

[Outgoing Senders] LR — k X—=TDAF Va2 — LVEREI N LKR— b EEKT
EET, (AT Va—nARESRELVR—] (P4-76) 2BRLTLIEEN,

[ oL-23827-01-J
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[Internal Users] R—>

2AFvF 1

[Internal Users] ~<— 2, &7 A —b 7 FL XTI N — P12k » Tk
ZESNIZET A= MOV TOEFERPFRSNET, 1| AOZ—FREBOE
FA=NT FLRAEFR>TWLILERHV T, LAR—FTIE EFA LT
FLARE LD HINER A,

[Internal Users] £ > % 777 47 LiR— h X—=V &35 &, RO X 5721
WERATEET,

o FHLEL DI A —NEEE LT —F,
e BLEL DI V- B LA NEZE LW

o BHLELDANRLEZE Lo —F

o WEDaALTLUY TA4NEE N H—LTma—H,

e BEDZ—YNLOBTA—NERIELIEZaryT VY 7 404,
[Internal Users] ~— Y& R 9 AI121E, WO FNAEFEITLET,

Security Management 7 77 A 7 > A C, [Email] > [Reporting] > [Internal
Users] &R L £ 7,

[Internal Users] ~<— Y NFREINET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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4-13 [Email] > [Reporting] > [Internal Users] R—2

Internal Users
Printable (PDF)

Time Range: | Month (30 days) ~

20 Mov 2010 00:00 to 20 Dec 2010 Z0:51 (GMT)

Top Users by Clean Incoming Messages

Data in time range:71.33 % complete

Top Users by Clean Outgoing Messages

Mo dats was found in the selectsd time range

2911@ezample.
9307@ezample.

com

com

I
I

2122@ezample.
4sz8@example.
6468@ezample.
6904@ezample.
9879@example.
9926@example.
1151@ezample.
1153@example.

oo om o om e

Items Displayed

Incoming Outgoing
Incoming Stopped Outgoing Stopped
Incoming Incoming Content by Outgoing Outgoing Content by
pam Yirus Filter Content | Incoming Spam Wirus Filter Content | Outgoing
Internal User Detected Detected Matches Filter Clesn = | Detected Detectad Matches Filter Clean
2911@example.com a o 7 o o o o
9307 @example.com a o 7 o o o o
2122@example.com a o 6 o o o o
4528@example.com Q 1) ] 1] 1] 1] 1]
6468@example.com o o ] o o o o
6904 @example.com o o ] o o o o
9879@example.com o o ] o o o o
9926@example.com o o ] o o o o
1151@example.com o o S o o o o
1153@example.com o o S o o o o
Columns... | Expaort...
search for: [ Internal User [ exact match v @
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|
WDV A KTk, [Internal Users] X—Y DM FOE 2 —DXEIERE7 V3
NTOWTHBLET,

& 4-7 [Email] > [Reporting] > [Internal Users] R— DOl

tovay ETL)

Time Range (FAY &MY YR )

1~90 HME /a2 X AR EHEHHAZRECES Kay 7y
v VRN, RSSO E EBEO=—XIzE by b A
B A RNZOWTCIE, A 2T 057 47 LAR— O
PHOEIR ) (P.3-18) #ZH L T EE,

Top Users by Clean Incoming
Messages

BN TREE SN ) — U REREA Yy =V o —
(IP 7 RV ABIEIIZ R A A R,

Top Users by Clean Outgoing
Messages

BN TEE SN ) =V RBEEA vy E—V O Miia—H
(IP 7 R U ABIE T R A A R,

User Mail Flow Details

[User Mail Flow Details] A > % 2277 47 &7 > a3 > T,
FEF AN T R ATEZE LICEF A —/D [Clean],
[Spam Detected] (515D 7). [Virus Detected]. [Content
Filter Matches] IZ3fEENE T, W T b~y F—%T U v
THZLICKY, RREY—FTEET,

W#k = —4 @ [Internal User Detail] ~X— ¥ % #7511,
[Internal User] 7 7 AONF2—H %27V v 7 LET,
[Internal Users Details] ~2— Y O FEMIIZ D TiL, [[Internal
User Details] ~¢—3] (P.4-39) 2B LT &0,

[Internal Users] ~<—225, FIRIA® PDF % CSV 7 7 A WVIZHIR E 7z id =2
AR—hFTHZELHTEET, 77 ANVEHMEZIZZ AR — b5 HEOH
MZONWTIE, TBEF A= LR—FT 4 7 X=V 0% (P4-12) 253 L

TLZEn,

()  [Internal Users] X—YD AT P a— LR ESNILVR— AR TEES, (2

bV A —VREE

SNz AR— k] (P4-76) 2L TSV,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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[Internal User Details] R—<

GE)

[Internal User Details] ~— TliX, &#7 2V ([Spam Detected]. [Virus
Detected]. [Sopped By Content Filter], 35 LU [Clean]) DA v&— V& RT
FERERBIOREAvE—VORNRRE, 2—FICEATIFMERDNREINET,
EZEarT Y T4 EO—EbERSNET,

BREWH—Y L%, Rept To: 7 RLRAIZHESNW T AT ATET A —VE%(F
T LG —YF D L TT, BENTB=—VFIEL Mail From: 7 KL X {ZFESNW T
BY. WXy NT =7 NOEREPEE L TVWELIETF A —VOREEEZIBIFT 5
GrA L L ET,

AT Y TN ORMERERIST ST Y T A VA FERAS- VISR
R DHITE, FOaryTFry 74 nvE4% 27 Y v 27 LET ([[Content Filters]
N—=) (P4-43) 22, ZoFEEFEMNTLE BREDa LTy T4
=B LI A=V EERZE LT R TO2—FDI A M HRRTEET,

BAEA—AOFIE (RY AR E), EEEDS mull LR TV bONRH Y %
T TNHOREEIT, EE AW L LTEISNET,

REDOABL—FDORRE

[Internal Users] ~*— 33 X O [Internal User Details] ~~— @ TIZ & 5 iR

74— 5T, HEONEH—F (BFA—N T FLR) ZBEBETEET, BEK
THXRAMIERIL—HIELZ, ANLEETHFANTHELSHBEHRET S0
(Fz& 213, Tex)] THEDLIHHAZMBRT 556, Texample@example.com] 73
—HLET) ZBBRLET,

[ oL-23827-01-J
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4-14 REBL—FREORESR

Search Results
Printable (PDF)

Search for: | Internal User v |[useri@example.com exact match (v | JREECEGN] (7
Time Range: [ Day [
26 Apr 2011 15:00 to 27 Apr 2011 15:41 (GMT -07:00) Data in time range:99.36 % complete

Search Results for Internal Users

1 itemn found matching "user! @example .com"

Incoming Outgaing
Incoming | Stopped Outgoing | Stopped
Incoming | Incoming | Content by Outgoing | Outgoing | Content by
Spam wirus Filter | Content | Incoming | Spam virus Filter | Content | Outgaing
Internal User Detected | Detected | Matches Filter Clean + | Detscted  Dstectsd | Matches | Filter Clean
userl@example.com 14 ] 13 [ 16.3k i [ [ [ [
Columns .. | Export...

[DLP Incident Summary] R—>

[DLP Incident Summary] ~— 121, #%{5 A —/LT% A4 L7z Data Loss
Prevention (DLP) RVU o —@&ENKA 5 v MCETAERITENE T,
Cisco IronPort 7 77 4 7 > A TiX, [Outgoing Mail Policies] 7—7 /L TA R —
T LI DLPE T A=V R —%2 AL T, =2 —FREE LIEET —¥
ZRHEHLET, DLP RV O —ICERKTDREA v —VBRRET LTI, A
VIUTURELTHESRET,

[DLP Incident Summary] LV AR— h&HT 5 &, RO LS RIEREZTGTE F
\a_o

o —WREELIMET — ¥ OfEE

e« ZNHLODODLP A VYT hOEKE

o INLDAvE—TYDIL, BEEINTZA vE—TOH

e INLDAvE—TYDIL, RryFEINTAvE—T0H
o INLDOAvE—TVDOKREHE

[DLP Summary] ~— 2K T HI121E, ROFIEEZFEITLET,

AT7w7 1  Security Management 7 "7 A 7 > A G, [Email] > [Reporting] > [DLP
Summary] Z&ER L £ 7,

[DLP Summary] <X— Y REREINET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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4-15 [Email] > [Reporting] > [DLP Summary] R—%

Time Range: | Day v
26 Jul 2009 06:00 to 27 Jul 2009 DA:05 (GMT +05:30) Data in time range: 100.0 % complete
Top Incidents by Severity Incident Summary
800
720 B critical
G40
560 B
250 High 43.9% 3,518
400
320 B medium 19.4% 1,556
240
160 Low 31.0% 2,484
80 _
DT T e e ——— Total 8,012
07:00 11:00 15:00 19:00 2300 03:00
Export..,
Export...
Top DLP Policy Matches
Payment Card Industry Data S... 3712
wieapons [T 1,324
Media Files [T 1,240
Transmission of Contact Info... 1211
Suspicious Transmission - Zi... [ ] 339
Design Docurnents [ 185
o 2,000 4,000
Messages
Export...
DLP Incident Details
Total Delivered Delivered
DLP Palicy Low | Medium | High | Critical - (encrypted) (clear) Dropped
Payment Card Industry Data Security Standard (PCI-DSS) | 1,391 a0g 981 454 3,712 1] 1] 1]
Weapons 902 4z2 o 0] 1,324 o i} i}
Media Files 0 01,240 0 1,240 o 1) 1)
Transmission of Cantact Information 191 228 792 0| 1,211 o [1} [1}
Suspicious Transmission - Zip Files 0 [1} 339 0 339 1] 339 [1}
Design Documents a 0 186 a 186 i 0 0
Calumns... | Export...

[DLP Incident Summary] ~X—IZIZKD 2 DD AL 7 a vy BdHV £,

o HEKE ([Low]. [Medium]. [High]. [Critical]) BlI®D Lfiz DLP A > 7
FBEIORY o —D—BHEENTDHDLP A T DML R 7T T

e [DLP Incident Details] U A

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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|
ROV A . [DLP Incident Summary] X—Y DO & EXERE7 ¥ a i
wfﬁ%bi#

% 4-8 [Email] > [Reporting] > [DLP Incident Summary] R—Z DO

tovay ETL)

Time Range (FAY &MY YR )

1~90 HME /a2 X AR EHEHHAZRECES Kay 7y
7y U AR, BEEEHOFEME ZEEO=—XIZE by b A
974fmomfm‘W/&7&747vf~h@ﬁﬁ
PHOEIR ) (P.3-18) #ZH L T EE,

Top Incidents by Severity

BRKERO LM DLP A o5 v b,

Incident Summary

FBTA—N T T TAT LV ADEEA—L K Y o —THIE
A F—T W75 TCW5H DLP R Y v —i%, [DLP Incident
Summary] ~— @ FEIZ & % [DLP Incident Details] 1 > ¥
FUT 4T T=TNIFERINET, FERERTT DI
. DLP RV v —D4Hia 7 Vv 7 LET,

Top DLP Policy Matches

—HELTWD B DLP KU 2 —,

DLP Incident Details

[DLP Incident Details] 7 —7 /vizix, RV — & @ DLP
ATV RNOBITMA T, BRELSVBONR, A v
=T OWT NN U TICEE SN, B b STl
fE&ni=n, Fey7Za&nlriREnEd,
B R AL ETRTHIZIE, DLP RY > —D&4RiZ 27 Vw7 L

%9, [DLP Incidents Details] ~~— Y OFEMIZ OV T,
[[DLP Incidents Details] 7—7 /L | (P.4-42) &ML TL

EE,

RY o—lt Lo THRHENZDLP £ Ty MIBET A3EMER LY ERT HIC
iZ. DLP RV v —D4&Hi227 Vv 7 LEYd, ZOFEZFERATLE. N v —
ko T ant, BET— 2280 A—VERELE2—VDU A N 2EE

TEET,

[DLP Incidents Details] 7—

T

[DLP Incident Details] 7— 7 /Uix, AU > —IT&® DLP A > 7 > b OEITHN
2T, EBRELUFIOWNR, A vE—UO0NT N2 U 7ICEE Sz,
W51k S A CTHEE S 4L72 7, ]\“E’ T ENTEDBERINDA BT I T 4T
T—=TNTT, T—FE/—TDHIZE, WTFLEMLEZ Vv LET, 2O
AVBTIT 4T T—=TMIERIND DLP R Y U — DOt R 2 RET 51
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X, DLP RV v —&%2 7 Vw7 35L, O DLP R v —D_X—UNRRRIN
F9, FEMIZOWVWTIE, [[DLP Policy Detail] ~X—"| (P.4-43) #&MR LT 72
Sy,

[DLP Policy Detail] X—<

[DLP Incident Details] 7—7 /T DLP RV > —D4fix2 27 U v 7 LEHA, ©
DOFER L LTHF/REN D [DLP Policy Detail] X—IZZ DR Y > —IZB3 5%
DLP A ¥ T v b T—ERRRINET, TOX—VZiE, BEREIZE SN
DLP A T b DT T ITNERINET,

ZDON—VZiE, DLP R Y v —IZE X LTz A v — V% EE LIS —Y

ERRTH, N—UTEITH B [Incidents by Sender] 7—7 A b EENE T, Z
DT =T MZE, ZORY —IZElT 52— T LD DLP A 7 O
CMAT, ERELVASVHIONR, A vE—=YOWFhnns U 7ICEE Sz
2, BB {LENTRESNTN, Fry 7 EnfehhRENET, [Incidents by
Sender] 7 —7 NVEMEHT 2 & MkOBET —F 2y N =D —FC
EE LoD 2 —FEREBETEET,

BEE L% 7Y v 7425 &, [Internal Users] ~— B & £97, FEMcONT
i%. T[Internal Users] ~—37) (P.4-36) #ZML T &V,

[Content Filters] R—<

AFvFT A1

[Content Filters] ~— 2%, EZfEa T Y 74020 Ei—3 (kb%<
DA yE—=VIZ—HLarTry 74 02) ICETHERBERINET,
TONR—=TUTE, TABEST 7LV A MO THLRREINET, [Content
Filters] X—V2FEHT DL, avr 7Y 7402 T Elida—F T Lz
R —ZER L, ROEREIMGTEET,

o ZEA—NFELFEEA—NIZLoTC NI I—ENEEEOR LS 2T

U T4 VH

o BEDILT LYY T4 NEE N T — Ll A= EERAE Lz BT —,
[Content Filter] ~— Y % &KR7 511F. ROFIEEZFEITLET,

Security Management 777 A 7 > A C, [Email] > [Reporting] > [Content
Filter] Zi®R L £,

[Content Filter] _X— Y NFR I N ET,

[ oL-23827-01-J
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4-16 [Email] > [Reporting] > [Content Filter] X—2

Outgoing Content Filter: free_stuff

Printable (FDF)

12 Sep 2006 07:20 to 12 Sep 2006 08:22 (GMT -0700)

Matches Over Time

Messages
=
=3

%WHHHHHWHWHH g

07:20 07:30 07:40 07:50 0800 08:20
Export...
Internal User Messages «
userl23@example.com 77
Export...

FEDT 4 VE OFERERRT DX, 74 V24 E7 ) v 7 LET,
[Content Filter Details] ~~— ¥ E R S 4L E 9, [Content Filter Details] ~— ®
S >V CiE, [[Content Filter Details] ~2—37| (P.4-45) #ZML T Z&
U,

[Content Filters] ~*— Y225, EIRIH® PDF % CSV 7 7 A /VIZHIB £ 713 =7
AR—hFTHZELELTEET, 77 AN EHMELITZ AR — N5 HEOH
MZHOWTIE, TEFA—IV LIR—T 4 7 X—=UOME] (P4-12) 22 L
TL &,

(¥) [Content Filter] *—Y DAy Y a—AFESNIZLR— FEAEKRTEES, [2
TYa—REINT VR =R (P4-76) ML TIZSW,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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[Content Filter Details] *—<

[Content Filter Detail] ~_— 2%, T D7 4 L F ORI —BB L ONET2—
FRIO—BNFRINET,

[Matches by Internal User] ¥ 2 3 =2 > C, Wiffl2—H (BL+A—1L T KL X)
DFMR—aRRT 22—V E2 7Y v 7 LET, FHEMIONTIE,

lInternal User Details] ~<—3] (P.4-39) &ML TSV,

417 [Content Filters Details] R—<

Outgoing Content Filter: free_stuff

12 Sep 2006 07:20 to 12 Sep 2006 08:22 (GMT -0700)

Matches Over Time

Printable (FDF)

Messages
=
=3

%WHHHHHWHWHH g

|
07:20 07:30 07:40 07:50 08:00 08:20

Export...
Matches by Internal User
Internal User Messages «
userl23@example.com 77
Export...

[Virus Types] R—

[Virus Types] X—Y Tld, *v hT—7 TEZBFEEINTZTA NV AOBENR RS

WEF, [Virus Types] ~— 121X, Email Security 7774 7 A TEHE L,

Securlty Management 7 77 A 7V AILERINDUA VA ZAF ¥ 2P
IR THRIBSNTC VANV ARERINET, ZOLVR—FEEHLT, FED

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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(E)

ATFvFT1

TANVAIHK L TUEEZITWET, 72& 21X, PDF 7 7 A MITHAAEND 2
ERHBALTWD A NV AZKREIZZELTWDEE, PDF BifffEhTnd
Ay —TUERETAETANE T a v EBERT A ERHREINET,

TANAEGT 4V E TE, 2—FRNATEHZ L, IROLOFEHEDOY A L
ANEG LT A v =V R BT N TEET,

[Virus Types] X—Y &R T HI121E, WOFIREZETLET,

Security Management 7 7°7 A 7 . 2T, [Email] > [Reporting] > [Virus Types]
BBRLE T,

[Virus Types] X— Y NEREINET,

4-18 [Email] > [Reporting] > [Virus Types] R—<

Virus Types

Time Range:

09 May 2011 05:00 to 10 May 2011 05:06 (GMT +07:00) Data in time range: 76,26 % complete

Top Incoming Virus Types Detected Top Outgoing ¥irus Types Detected

Mal/BredoZp-B 205
Mal/Enchk-RM 134
Troj/Mdrop-DLP Il 24
Troi/Agent-RMI [ 17 Troi/Agent-RMI 4
[ 100 200 300 400 0 2z 4 6 & 10

Messages Messages
Export... Export...

¥irus Types Detail

virus Type Incoming Messages Outgaing Messages Total Infected Messages =

Mal/BredoZp-B 205 [ 205
Mal/EncPk-RM 134 [ 134
Troj/Mdrap-DLP 24 [ 24
TrojéAgent-RMI 17 4 21
Columns .. | Export..

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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% 4-9

BEHDOTANA AF v =P &BFAT LTV DA, [Virus Types] ~—PIZ
I, A =T N TNABTRTOTA LA AFry T UL OFERNESE
NEF, X=VICRRINDTVAINVADLAHINE, VANVA AF X =P UI0T
Lo THEESNTZANITY, #EOAXF Y V0N 1 DDA VA E
L723a. AU A AR L TERO S N BNFEET HARERN D Y E3,

WDV A R THE, [Virus Types] X—Y O S E8ER® 7 v a VZ o0 TR L
3

[Email] > [Reporting] > [Virus Types] R— D

o3y

B

Time Range (KAYZ7#HY YR k) 1~90 Bl E7213 A X AEEHIEAIRETCE D Fuy 74

7y A b, FEEHEEAOZEM L EREO=— X2 bE b A
B RNWZOWTIE, A X T 7T 47 LiR— kORI
PHOBEIR | (P.3-18) &ML T &,

Top Incoming Virus Types Detected |-t/ 930 Cid, Xy NI —ZIZEEENTETALILAD

F¥—h Ea—RERRENET,

Top Outgoing Virus Types Detected OB aryTlE, Ry NU— I B EEINTET A LR

DF¥—h Ba—RNFRSNET,

Virus Types Detail

B AR BATORRPE RSB L AT I T 4T
T—7 ),

~
()

GE)

DANAER LA v =V Ry R —JZICEELIERA M E2RRT DI
(%, [Incoming Mail] ~—IIZBE L, R UHREHMEZHEEL T, VA A5
ANy —hLET, AR, 2y PT—=2NTUA NV RAGHEOTE S X — N %2%E
L7 1P 7 R A% FKRT 5121%, [Outgoing Senders] X—Y % FK R L, VAL
AREA v — VRN Y — R LET,

[Virus Types] X— 76, HIMMA® PDF % CSV 7 7 A /MIZEIRIE 72137 2
R—=FrT22LHTEET, 77 ANVERHIBERZIZZ I AR — b9 25 HEOTEM
WZOWTIE, TEFA—N LIR—F 7 R=TV O] (P4-12) Z2BWRLT
<TEEW,

[Virus Types] X—Y DA Va2 — AR EINTCLVR— FEERTEET, [R7
Va—AREINTZLVR— R (P4-76) #BRLTITEEN,

[ oL-23827-01-J
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[TLS Connections] X—

[TLS Connections] ~— 1213, A —/LDOEZEIEH S5 TLS Hii O 2kH
RERRRAFE RSN ET, ZOLVAR—FTHE, TLS el L TA— 1%
EETHE FAAL VOFEMIONWTHRINET,

[TLS Connections] X—Y & T2 &, ROEREMETEET,
o EEFEHICL D, 2RM7e TLS O HEIA,
o TLS &RilCplth Liz/s— b I —,
o TLS #ElZmlEh Lig o foi— R —,
o TLS #BFEICHED S 53— FF—,
o N—hF—MNTLS 2 L7z A —LORENLHEE,

[TLS Connections] X— Y& RKRZT 2I121E, ROFIAEZEITLET,

ATw7F 1  Security Management 7 77 A 7 > A, [Email] > [Reporting] > [TLS
Connections] # %R L 7,

[TLS Connections Report] X— U NEREINET,
[TLS Connections Report] <X—%, 2 2Dk ¥ a ZH0»THET,
e [[TLS Connections Report] ~*—’ : [Incoming Connections] |

e [[TLS Connections Report] ~<—<" : [Outgoing Connections]|

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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4-19 [TLS Connections Report] *—=<> : [Incoming Connections]
01 Mar 2011 19:00to 02 Mar 2011 19:16 {GMT) Data in time range:s3.25 % complete
3,000
2700 Successful - Required 38.3% 1,185
2,400 Successful - Preferred 20.9% 645
2,100 B Failed - TLS Required 0.0% 0
N Failed - Preferred 0.0% o
1,500
1,200 Unencrypted Connections 40.8% 1,262
00 Total Connections 3,092
600 Export...
300
B o SRS B Incoming TLS Messages Summary
19:00 2300 03:00 07:00 11:00 15:00 19:00 M
Export... TLS Encrypted 43.9% 19.2k
Unencrypted S6.1% 24,5k
Total Messages 43.7k
Expart...
Items Displayed
TLS TLS
Req. TLS Req. Pref, TLS Praf. Total TLS Unencryptad % TLS of all Messages
Domain Failed Success Failed Success Connections = Connections Connections by TLS
Mo Domain o 373 o 207 580 419 58.1% 5,975
Informatian
comcast.nst ] 9z o 7z 164 114 53.0% 1,640
yahao.cam ] 35 o 19 54 33 62.1% 531
earthlink.net ] 13 o 7 20 1z 62.5% 290
Fr.com ] 7 o 11 18 11 62.1% 1a0
ststelecom . com ] 18 o 2 18 9 66,7 % 1a0
aol.com ] 10 o 4 14 15 48.3% 132
bigfaotinteractive .cam ] 10 o 3 13 5 T2.2% 130
epidrm.net ] 6 o 7 13 9 53.1% 130
bigpond.com ] 7 o 5 1z 3 &0.0% 1z0
Columns... | Export...

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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4-20

Outgoing TLS Connections Graph

[TLS Connections Report] *—<> : [Outgoing Connections]

Outgoing TLS Connections Summary

Connection Category _ Connections
10 S
9 Successful - Required 0.0% o
8 Successful - Preferred 100.0% 4
7 B Failed - TLS Required 0.0% il
[
Failed - Preferred 0.0% ]
5
4 _ Unencrypted Connections 0.0% o
3 Total Connections 4
2 Export...
1
0 Outgoing TLS Messages Summary
T LA B AL T T ™
19:00 23:00 03:00 0700 11:00 15:00 19:00 sage o Talu]
Export... TLS Encrypted 100.0% 3
Unencrypted 0.0% o
Total Messages 3
Outgoing TLS Connections Details
TLS TLS
Req. TLE Req. Pref. TLE Pref. Last TLS Total TLS Unencrypted % TLS of all Messages
Domain | Failed Success Failed Success Status Connections Connections Connections by TLS
mail.ga o o o 4 | Preferred - 4 o 100.0% 3
Success
Columns... | Export...
Y > : o “\‘ ~ R =
WD Y A KT, [TLS Connections] X—Y DX F&Et7 v a iz oW\ THL
HLET,
. - . o=
# 4-10 [Email] > [Reporting] > [TLS Connections] R— D&l
> 5
o ay StEA

Time Range (FAYF&5> JRB)

1 ~90 HRElE /I AZ A HEHIHEEZIEETE S Ny 74
v VAR, FEMESHAOFEME EEO=—XIZE by iz b A
B A RNZOWTIE, A 2T 0T 47 LR— hORER#
PHOEEIR | (P.3-18) ML T E X,

Incoming TLS Connections Graph

TS5 700%, BIRLIEZ AL 7L —AIZJS 0T, HED 1
I, 1 B, F23 1 EMICBIT D, %15 TLS ok iz
BB L OB SN2 WO E 2 —BER R SNET,

Incoming TLS Connections Summary

ZORIZIF, BEAYE—VORE, B bENT /et
SN Ave—TUOE, KE/ KK L 7%(E TLS i 51k
Ao —VOENRFRENET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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& 4-10

[Email] > [Reporting] > [TLS Connections] R—S DM (=)

€ovay

B8

Incoming TLS Message Summary ZORIZIE, AEAYE—VOREOMBENRRINET,

Incoming TLS Connections Details | (21, I 2L &AL A v — V% RZIET 5 F AL L DR

MRFTRENET, £ FAL ITHONT, ORI, &1E
SINTA =T BIOR /K LTz TLS Bkt s %
RCEET, K RALNTHONT, KRB/ B LBk E|
BEFRRTHILELTEET,

Outgoing TLS Connections Graph | 75 7|23, BIRL74 A A 7 L— AR LT, EEO 1

M. 1 A, £203 1 EMICBT S, *E TLS ok S iz
iR L OB L SN R WERO B a— PR ShE T,

Outgoing TLS Connections Summary |- FE (2%, KEA vE—TVORE,. KE{LI N7/ BE

SNV A v E—VOE, K/ KL 7-2%E TLS K51k
A=V OBNRFERINET,

Outgoing TLS Message Summary ZORITIE, BEA v E—VORERERINET,

Outgoing TLS Connections Details FEITIE, BBE LSRR v — U EZETD AL LD

FNFRENET, & FAAL THONWT, BEomik, %1E
INTZA =y, KB/ KRR LT TLS ok, 8L U
%O TLS AT —HAEFRRTEET, HFRAALNTONT,
R R LR OB S ERRTHILELTEET,

[Outbreak Filters] X—

[Outbreak Filters] ~<—12id, FEORARRSL VA NVAEYT 4 V21T & -
THEINTZA v E—VICET RN RINET, ZOX—VEHHT L&,
WG Lol ANV AL FEIK, BEOT 4 v v VBT DB % €=
ATEET,

[Outbreak Filters] ~— Y%A LT, ROBEREAFTEET,

o UANREYPET 4 NE =ML o THRESNTZA vE—V0EHEHE
iz —i,

o UANADREIIKT D, UANREGHEFED Y — R X A A,
o T u— L UANVARYLIEAE L B LI —h L T A L ADREARD,

[ oL-23827-01-J
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[Threats By Type] 2 v a L2k, 77794 T VAT E LS E S E A
DEWA v E2—UPRFRINET, [Threat Summary] 27 >3 “Iidk, VAL
A, T4y THE BRIOHFRICED Ay E—VONRBRRINET,

[Past Year Outbreak Summary] (21, RO 77— LR REB IR — LT
DRENFRENLOT, B—=H) Xy bV —=7 b FeZn—rL L
REHECTEES, Fr— U RAEY X ME, UAVAMEEIET A L AVEOT
DI XTORAED EESTE, ZHhICH LT, v—AR LT, BEHD
Cisco IronPort 775 A 7 > AT BEE 5212 U A NV AFRGEFEAEIZRE 4T
T, B—ANRET —HIZFETANAEOEBITEENEEA, T — UL
YA T — Z 13, Outbreak B TEIERE SN TND LEVEZB X 72,
Cisco IronPort Threat Operations Center |2 & > TR S N7 X TOEGEE R L
T4, B—HVRYSAET — Z X, Outbreak ByE CHERE SN TS LEWN
EEBATL, ZOT7 7 I7A4 T ATHREHISNIZT R TOUA NV AJEREEZR L E
9, [Total Local Protection Time] %, Cisco IronPort Threat Operations Center
WCEDHTAN RGO E | FENC T —IZEDT U TFUANA VT =
F ¥ OfffE L ORFHZEICFICE SN TVET, LT LHTRTO T e — L gsgk
. BV Cisco IronPort 7 77 A 7T AT BEE 2 2D TIEH 0 £8
/uo o) BT, (RAEFEFIRTFELROD, TUF AR R —nb v T =
F xR EZAFTERNWILEZRLET (O F =T, v/ =F vk %
WELETA), Tk, RERBNERTHL ZLE2RTOTIH L, RiERE
MO NEREREAFTERNI AR LET,

[Quarantined Messages] €7 v a3 » TlE, BT 1 VX OBRIERNOBEN R S
ﬂiﬁ‘o AU, RBYET o VE DR LR IBTER B A v — VU OB AR T
LDIBESLHORIETT, MEINTEA vV, MEFICEFSNET, B8
i T/%T?/r/lzx =V B LT o F AL JL— L )ME I TTREIZ 72 B RIIC,
AvE—UPRRHESNET, AvE—URRIhDE TOFUANA VT
R =T BLOT U FANAL YT R =T IZEoTAF Y U E, VA LA
P, 7V = HESNET, BRI v TOBIMEEICLD, Ay
T—URBRETY) THICH D LETH, AyE—VomEL—/ (B LUBEEMN
FTONDFE) DERINDIGERHY T, BETY TIZA- LR R Tl
) RIEFIZA v —VaEHT I LICED, HEOEBCL HIRILEZHE
R

[Threat Details] U 2 MMk, BBOAT TV (DA VA, FEK, /37 4 >
UT), B, BEOBT, #Alshim A vy e —U KRl FEEDREICD
WTOERBERINET, 7 AL RARLFAEDYS . [Past Year Virus
Outbreaks] (/&4 . BLOID, UA NVARBENEONZ 7 B — LIRS
TEWEZ L A, B 7 o V2 I Ko TIRESNTREL, BRURREEE N A v

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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VBN EENET, EMOA =2 —E2FHLT, Fe—ARAEEITn—
HFEONTIN, BLORFTEIA v E—VOEEBINTEET, T4
Ny B =B ) I FAELICEY . FRE Y — R TxE T,

[First Seen Globally] OFEEIL, AR HFKRKDOE T A —LEBI N Web =% VU 7
F v hU—27 Toh 5 SenderBase D7 — FZIZH-S T, Cisco IronPort Threat
Operations Center (2 & > THE &I E T, [Protection Time] I%. Cisco IronPort
Threat Operations Center |2 X 2% FB OB & FER X —ICLH5T v F U
ANVA VT =F ¥ OfFfL ORERZEIZTEIZES W TN ET,

l-] I PRERFRIDFEL RV, T FUANA NS =y T =F
R ZAFTERWI L2RLET (o F—id, v 7 =F v KHzHRE
LEFA), REFRINERTHDLIZLERLTWVEIDLITTELY EHA, L
5. RERFF ORI EREREAFTERNI LEEKRLET,

[Outbreak Filters] ~— % &~ 9 512i%, [Email] > [Reporting] > [Outbreak
Filters] 2@ L £, 4-21 12, [Outbreak Filters] ~*— Y O &R il %R L%
D

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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4-21 [Outbreaks] R—

Outbreak Filters

Frintable (PDF)
Outbreak Filters

01 Feb 2010 00:00 to 23 Feb 2011 03:45 (GMT) Data in time range:0 % complete

Threats by Type Threat Summary
Threat Catsaory Messages
Virsl Aittachmsnt 619 Phish 790
Financial Url 563 Seam 318
Fhish virus 519
Fake Company
Total Messages: 1,728

Fake Deal

Bank Transfer

Laan

Fake Cashiers Check
Robbed Abroad

Past Year ¥irus Outbreak Summary

Dating Total Local Protection Time: 0.0 hours
o 200 400 600 200 Local Outbreaks: z
Global Outbreaks: 3z

Messages

Export...

Threat Details

Items Displayed

Category Threat Name Deseription Total Messages «
wirus Wiral Attachment A message sttachment may contain & virus or other malicious softwars that is ins... 619
Fhish Financial Url The message tricks victims into confirming a bank account change or transaction ... 563
Fhish Fhish 226
Scam Fake Company The sender poses as a legitimate company proposing a business deal. 75
Scam Fake Deal The sender poses as a lagitimate company proposing a risk-free transaction, but ... 47
Scam Bank Transfer The message tricks victims ints believing psrsanal bank account information is r... 44
Scam Loan The message tricks victims into applying for same kind of loan with too-good-to-... 34
Scam Fake Cashiers Check | The ssnder tricks victims into accspting a cashier's check that is not legitimate. 33
Scam Robbed Abroad The scammer posss as a friend of the victim by using a stolsn email sccount. The... 26
Scam Dating 20

Export...

Past Year Yirus Outbreaks

Items Displayed Global Outbreaks

Outbreak Name Outbreak 1D + First Seen Globally Frotection Time Quarantined Massages

Trojan variant 3222 | 22 Feb 2011 19:53 (GMT) - [
Trojan variant 3221 | 22 Feb 2011 16:47 (GMT) - [
Troj/Agent-QLY 3220 | 21 Feb 2011 23:09 (GMT) - [
Mal/Faksab-1U 3219 | 21 Feb 2011 19:02 (GMT) - [
Trojan variant 3218 | 21 Feb 2011 16:41 (GMT) - [
Trojan variant 3217 | 20 Feb 2011 01:33 (GMT) - [
Trojan variant 3216 | 19 Feb 2011 18:50 (GMT) - [
Trojan variant 3215 | 19 Feb 2011 13:03 (GMT) - [
Trojan variant 3214 | 17 Feb 2011 11:22 (GMT) - [
Trojan variant 3213 | 17 Feb 2011 05:04 (GMT) - [

Columns .. | Export...
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S

(3¥)  [Outbreak Filters] — T —7 ANIELL FREND DI, Security
Management 7 77 A 7 A} downloads.cisco.com & BfE TEXDHMLENH Y
Er AN

[System Capacity] R—

[System Capacity] X— Y Tix, fF¥Fa—NDORA v E—T%, BEBLUORE

Av—y (&, 4 X, 50, &EW7 CPU ERAF, #Eeso CPU 4

K, AFRY R=Y AUy TERRE AT LARMOFERI R SN ET,

[System Capacity] ~—L ZEMT 2L, ROEREHERTEET,

e Email Security 777 A4 7 U ARHLEX ¥ XU T 4 2O B AT, THIZ
EoT, REOEBCEILEBMT 774 T AR, WORKETR TR

b ET
o« FAUT A ORERAGRET S TR RT Y AT DEBOBEO R L
VR

o NI TNYa—T 4T DD, VAT AEANEBY Y—RXEHEHLTWD
By B n L E T,

Monitor your Email Security 7 77 A4 7V AZE=HX LT, XXX T 4D Ay
T—UVRIZHE LD s TW AN E MR LET, &I, FHOREIZE-T
HPTHIMUE T, MUICE=4Y 7 L TWiIuUE, BINF v 807 ¢ Eeid
EEAEZ THRICEATEET, VAT LA XYy RNV T4 2E=FT DR bIR
W72 ik, 2R E, FEES2—NoXAvyE—Y BIWY YV —AHiE—
FOA T b EBT 528 TT,

o B:@W OXAvE—VELIRENTO [RE) 28Nz eEss 2 &n
BETT, REFMNIZZOT—XZBHL T, BOBEMERE L ET,
[Incoming Mail] ~3— % X O [Outgoing Mail] ~— T & H T2 & | BEAY
ICEZBICE E9, FBMIZ OV TiL, [[System Capacity] : [Incoming
Mail]] (P.4-57) # LT [[System Capacity] : [Outgoing Mail]) (P.4-60)
EHRLTLIIEZEN,

o MEEFXa—  fFEXa—IT ARLKBEOWINRE T 4 NVZ Y T E2ITO, FE
ARNDL A=V ORI NS S, EFEEE] & L REFEnT
WET, 2EL, fEEX 2 —FARMOPN > TNDL VAT L ERTHETSH
HYET, B, MEREEX2—DNy I T v 71E, Fx 307 4 OIS
ERLTWAAREMEDR H Y £9°, [System Capacity] : [Workqueue] ~2—
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BT L, EEXF2—NOT 7747 4 ZBIFCTEET, FEMICON
i%. [[System Capacity] : [Workqueue]] (P.4-56) ZZM L T &0,

o U YV—RHKIET—F : CiscoIronPort 7 77 A 7 > AN —"—n— R/
e, UY—=2EKE—F (RCM) (Z729 ., CRITICAL AT A T7TJ7—k
DEFEINET, ZOF—RF, M RAEHREL, KU FORX v E—Y
A TE D L ORI ENTWET, BiEVvd Cisco IronPort 777 4 7
NOSENE | Jia RQML&%@T&@<\x~wE##% LG EETIX
BEIZEMLUESGAICOR RCM L2 54 R H Y £3, M%7 RCM 7
3—Fi\/XTA#j—A~D~FK&DOO%%:&%%LT%%ﬂ%
3% 0 £9, RCM X, [System Capacity] ~X— ¥ CTITBHTX T8 A,

[System Capacity] R—J IR RSN DT —2 DERAE

[System Capacity] X—VICT7F — ¥ 2R T HRHHHALZ BIRT 256, kRO Z
CHETHZ ENEETT,

o Day LF— b : Day LA— F i3, BT —7 1 a0, 24 BEOMIC
IR Z T I IAT UARZE LI ) —OIEERBER T LET,
ZOBRITEMT T ANLNESHET, THITERREE T,

e Month L' R— bk : Month LAR— hTi%, 30 EEI 7721231 HE (FoHDH
IS LD) OB T—7 NV ERE L, 30 BRI E 21X 31 HOEMR 7 —
V—¥AFFLET, TN EMRREETT,

[System Capacity] ~— @ [Maximum] i1 > <7 —X 1%, €I =B O
BAREZRLET, [Average] EITIEE SN OT X TCOEDFEETY, 4%
FHIFIE, AR — MR L OIS N MRICS C TR 9, & xid, A
HALOF v— N OBFEIEL, BfFZ & @ [Average] f & [Maximum] % RR1 %
TLEMWTEET,

¥EDIZ 70 [ViewDetails] V> 27 %227 Vv 735, HxDELFA—NL &
X274 TTIA TV ADT—EBLOEX2 VT4 ERT 77347 AL
Bl SNI=T T I9A T v ADTF— 2 2RRFERINET,

[System Capacity] : [Workqueue]

[System Capacity] : [Workqueue] ~2— i, $5E S B OEE S = —N
DA yﬁ—?%?ﬁi‘%ﬂ?éhi‘ﬁ”o Fio. FUHIMOMEESx 2 —HNORKRA v E—
UHERARAINET, H, B, A, FREFEOT—EFERTITHIELTEET,
[Workqueue] 77 71 7‘57/31_%@@;0\47 I, EETHY ., BAET DA RN
BHYET, AL 7 ORERENREL 20 BRHIMICOTZ o TREEDRIED K
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BB, Fv T 4 OREEZ R L TWSHEEERH Y £9, [Workqueue] ~2—
VEERTOHEEE, MEEX— Ny Ty TOHEEEZREE L, 10,000 £ >
T VEBAXDEEX 2 — Ny I Ty TICEET D E BRI ET,

4-22 [System Capacity] : [Workqueue]

System Capacity

[ Workqueue | Incoming Mail | Qutgoing Mail | Systern Load | &ll]

Time Range: | Month (30 days) v

07 Feb 2011 00:00 to 09 Mar 2011 00:59 {(GMT -08:00)

Frintable (PDF)

¥iew Data for: | All Email Appliances v

Data in time range:99.94 % complete

Average Time Spent in Work Queue

Minutes

—T — — T —T L e e —
09-Feb 16-Feb 23-Feb 02-Mar 09-Mar
Wiew details

Export...

Average Messages in Work Queue

ChmwEn S ume D

AN

T T T T y L LI e T —
09-Feb 16-Feb 23-Feb 02-Mar 03-Mar

View details

Export...

Maximum Messages in Work Queue

— T — e e — T T T
09-Feb 16-Feb 23-Feb 02-Mar 03-Mar

View details

Export...

[System Capacity] : [Incoming Mail]

[System Capacity] : [Incoming Mail] ~—121%, EE#RE. SEA =20
WEL PRy =Y P AR, FEAvE—VORIA ARRENET, H,

W, H, FRITEOREEERRTLI L TEET., ZHHOREICRIT 5i@H
DAYE—VEEARL 7O ML RERBEL TE ZENEETY, [System
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Capacity] : [Incoming Mail] X—Y AT & BRI A — L EOHEIN %8
BiL, VAT A Xy XU T A OFHEELTHIENTEET, HRA L T—
FLEFEHET 077 AN T—=F 2R LT, BEDRAAL b xy U =7
WIEEESNDIET AN AvE—VOEBDO NV RERTTDHI L LHRESN

£7

>,

GE) AREEREKOBINI, LTLLVAT AATWICEELZ 525D ClEbY £
/Vo
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4-23 [System Capacity] : [Incoming Mail]

System Capacity

[ Waorkqueue | Incoming Mail | Outasing Mail | System Load | All]
Printable (POF)

Time Range: | Manth (30 days) v view Data for: | All Email Appliances v

07 Feb 2011 00:00 to 09 Mar 2011 00:59 (GMT -08:00) Data in time range:39.94 % complete

Total Incoming Connections

200k

T
09-Feb 16-Feb 23-Feb 02-Mar 03-Mar
View details

Export...

Total Incoming Messages

20,0k
18.0k
16.0k
14.0k
12.0k
10.0k
8,000
6,000
4,000
2,000
7T ————7——— T

T T
09-Feb 16-Feb 23-Feb 02-Mar 09-Mar

View details

Export...

Average Incoming Message Size (Bytes)

200k

T
09-Feb 16-Feb 23-Feb 02-Mar 03-Mar
View details

Export...

Total Incoming Message Size (Bytes)

200.0M
180.0M
160.0M
140.0M

r—T——7—T———"— ————T7

T T
09-Feb 16-Feb 23-Feb 02-Mar 09-Mar
Wiew details

Export...
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[System Capacity] : [Outgoing Mail]

[System Capacity] : [Outgoing Mail] ~<— 1213, RBEER. BREA vE—V D
W, FHA =Y A X BEAvE—VORYTA INRENET, H,
W, A, FREFORRERRT LB TEET, THHOREICH T 2@
DAy E—VEEASNL IO NV REHMLTEBL ZENEZETT, [System
Capacity] : [Outgoing Mail] X—Y &35 &, RFHIZ A — L EOEIN% B
L, AT A XX XU T 4 OFBEELTDHIENTEET, BEA—N T—
B LFERET —HEE LT, FFED RAL U EITIP 7 FLANLEES
NDBEFA—N AyE—VORO MLV FERRT LI L BRI NES,
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4-24 [System Capacity] : [Outgoing Mail]

System Capacity
[ Workqueue | Incoming Mail | Outgoing Mail | System Load | All]
Printable (PDF)

Time Range: | Day ¥iew Data for: | All Email Appliances v

08 Mar 2011 14:00 to 09 Mar 2011 14:10 {GMT -08:00) Data in time range:100.0 % complete

Total Dutgoing Connections

30.0k
27.0k
24.0k
21.0k
18.0k
15.0k -
12.0k
9,000 -
6,000
3,000
a

T T
15:00 19:00 23:00 03:00 07:00 11:00
Wiew details

Export...

Total Dutgoing Messages

15:00 19:00 23:00 03:00 07:00
Wiew details

Export...

Average Outgoing Message Size (Bytes)

90.0k

15:00 19:00 23:00 03:00 07:00

Wiew details

Export...

Total Dutgoing Message Size (Bytes)

100.0M
90.0M
80.0M
70.0M
60.0M
50.0M
40.0M
30.0M
20.0M
10.0M
0

T T
15:00 19:00 23:00 03:00 07:00 11:00
Wiew details

Export...
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[System Capacity] : [System Load]

VAT KA VAR — MZIE, Email Security 777 A 7 2 A TO CPU fii 3
DRSIET, AsyncOS (%, 7 A FAMKED CPU VY —RZEHLTA v E—
U AN—=Ty FERLEIED L) ICHEEILESNTWET, CPUMHENEL T
by MT LY RAT A Xy U7 4 OREZRTOITTIEHY £8 A, CPUE
AENREL, DOBEARY 2— 2D RAEY X—=U AT vy B I BRREET HHA.
Xy ST A ORMEOFREMERH Y £, ZOR—UTlE, A —/VRLE, A4
BIORUANVR =Py, LR— b, BLOMEREIEIERERICE ST
&S CPUDRER T L7777 bRENET, HEEYN CPU O T 7%,
VAT A ETERLEZL OV Y —AMERT L REOHEK A RITRETT, 7774
T U ADEHEALDN BB GEA. 207 T 71E, HERT 4 =T MED L
A I 2 OB E T

AEY R=V AU TDTTTE, VAT AIRDT A AT ~DA—=D
TRLBEREEE R LET,
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4-25 [System Capacity] : [System Load]

System Capacity
[ Workqueue | Incoming Mail | Outgaing Mail | System Load | Al]
Printahle (POF)

Time Range: | Day ~

08 Mar 2011 22:00 to 09 Mar 2011 22:19 (GMT) Data in time range:&9.0 % complete

Overall CPU Usage

100.0%

Wiew details

Export...

CPU by Function

100.0%

[ 1 2 3 4 5 6 7 8 9
B Ant-spam Antivirus W hiail Precessing ' Reporting Quarantine

Wiew details

Export...

Memory Page Swapping

Wiew details

Export...

AEY R=U RADYEVHICEATIEIESEE

VAT AT, EMIMICAT Y AT T HEIICERF SN THDDOT, —H#D

AEY AU EVITFEIVEDILOTHY, TT7I7A T ADORBEEZRT Y
DTIEHY FH A, VAT INEIZERY 2a—bDATY) AT E T E2LTH
BAUAME, AFY AU U AIEFETHY, B2 ELEITT (FRiC

Cl50 7 7S5 AT ADEE)., =& 21T, 42612, FARY 2a—LDRAEY A
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Ty BT EFIAITI VAT LAERLET, N7+ —~ A% ESEBHITIE,
F* v hU—21Z Cisco IronPort 777 A4 7 A& BT D0, iRTEMEL T,
WKRKDOAN—T > FEWRTDIZENVLERGAELDD T,

4-26 [System Capacity] : [System Load] (R&HED AT L)
System Capacity quickdraw.run

16 Aug 2007 18:00 to 17 Aug 2007 18:05 (GMT)
Overall CPU Usage

[System Capacity] : [All]

[Al] *—YTlE, THETOTRTOIRAT A F4 80T 4 LR— hEHE—D
NR=VIIHEAEL, &FFhbFR— M NALoOREERTIZENTEET, =
X, WBERAEY AT BT ORELFRFICA vE—Y Fa—2EN
TEHRMRTEET, JUL. XU T 4 OREDOKRETH SRR H Y F
T, TONX—Y%PDF 77 A VL LTRFL, % TERT L7201 (213
Rk AF 7 HETHEDIZ) VATLANRTF—~ L ADRAFT v Fay
FERTFTEZERHESET,
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PREPHFEF AN LR—T 15 OHEA

[Data Availability] R—

ATFvFT1

[Email] > [Reporting] > [Data Availability] ~<—CiZ, U Y —AfHHFL I WY
EAA—N NTFT 4w I DEEDOHLHHN ) TNAEA LIRFIND LI
TR ERF, BHBIOY—FTEET,

[Data Availability] ~— V% #7545 101E, WOFMELEFEFTLET,

Security Management 7 77 A 7 2 A ®X— T, [Email] > [Reporting] > [Data
Availability] Z&R L £ 7,

[Reporting Data Availability] ~X— YR E RSN E T,

4-27 [Email Reporting Data Availability] R—2
Reporting Data Availability

Frintable (PDF)

Time Range: | Month (30 days) ~

21 Mov 2010 00:00 to 21 Dec 2010 00:26 (GMT) Data in time range:71.67 % complete

oEBEsEsYRRE
BFIFIRIFINR

T T T T T T
22-Now 29-Nov 06-Dec 13-Dec 20-Dec

c660s02.sma

0.0% T T T T T T T T T T T
22-Nov 29-Now 06-Dec 13-Dec 20-Dec

esx16-esall.qa

100.0%

| S B S T T
22-Nov. 29-Now. 06-Dec 13-Dec 20-Dec

ZOAN—U 5, Security Management 77 A T ALK o TEBIND T
FATVARKDT —Z TRAFEI T 4 2FDT, T_XTHOT—F UV —2A
EHARBLOE T AV T 7 4 v 7 ILREOHLLFIBARRSNES,
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ZOVR— K X=Unb, BEOT I IF3A47T  AB LOREHFEFO T —4 7
ATV TAZRTTHILEHLTEET,

AT a— LB EShiLR— b EAVTFIUFR
LiR— RZDULNT

ERTREL LR— FDEE

AVETIT AT VR=h R=UnbHHTE S VA= MIMX T, RO
DUR—PERT V2=V RESNIZLVR - FBEIOA T v o R LR— L
LTEATEE,

* [Content Filters] : ZD LR — MK 40 DT 7 4 LV EBERS
NET, ZOXN=VIZRRINDZEOMOIERIZ OV TIL, T[Content
Filters] ~<—3] (P.4-43) &ML T 7Z &V,

e [DLP Incident Summary] : = D~ —IZHEREN B IEHRIC OV TIE, T[DLP
Incident Summary] ~<—<"] (P.4-40) ML T 7230y,

e [Delivery Status] : 2D L AR— k _—=JZiE, BEOZEE N AL 724K
=Y =g 7 RLASOREOBBEIZOWTOBERPERENET,
Flo. ZOR=VTE EE 3 RPN AT ATk o TRE Sz A v
=Y O B 20, 50, F720X 100 DZEEHE RAAL DU A MRERENE
T BEHAERON T LRMLOY L7 &2 7Y v 7T 5 LICkoT, B
DIRA N AT =82 A TIT470%EE (T7x0 1), Gl Lok,
B SNeZEE, Y7 b X"y A AR b, BRON— K AT U RE(F
FHRNZ Y — b T& %9, Email Security 777 A 7 > A ® [Delivery Status]
DOFMMZ >V TCIL, [Cisco IronPort AsyncOS for Email Security Daily
Management Guide] %2R LTI IZE0,

¢ [Domain-Based Executive Summary] : 2O L AHR— MI E T A —/L LFR—
T 4 7D [Overview] X—UVIZESE | FBEINTZ RAAL DT N—TIZ
HIR SN ET, FRENDHFERITOWVW T, [[Domain-Based Executive
Summary] ViR — k] (P.4-68) ZZML T &,

e [Executive Summary] : 2O LR — MIET A=/ LER—T 47O
[Overview] ~— Y OIFERICEIE T, EREINDHBERIZOVTIL,
[[Domain-Based Executive Summary] La"— k] (P.4-68) &ML TL 7
éb\o
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+ [Incoming Mail Summary] : = D~X—JIZFR SN B IEBRIC OV TIE,
[Incoming Mail] _*—<"] (P.4-17) #ZHL T ZIW,

e [Internal Users Summary] : & DX —IZHEREN D EHRIZ OV T,
l[Internal Users] ~<—] (P.4-36) &ML T 7Z& 0,

* [Outbreak Filters] : Z D X—ZFRINHERIZ OV T, [[Outbreak
Filters] ~<—] (P.4-51) ZZ&ML T 7Z a0,

» [Outgoing Destinations] : & D~—IZFKR S B HHIC OV T,
[[Outgoing Destinations] ~<—"] (P.4-31) ZZMHL T &V,

e [Outgoing Mail Summary] : Z DO~ —JIZERENBERITOVTIE,
[Outgoing Senders] ~—<] (P4-33) &ML T ZEI,

» [Outgoing Senders] : Z D X—VIZEKRINDIEFHRIZOWVTIL, [[Outgoing
Senders] ~—] (P.4-33) #ZHL T ZE0Y,

* [Sender Groups] : T DX— VKR INDIERIZ OV T, [[Sender
Groups] LAR— h <= (P4-30) 22 LT &V,

* [System Capacity] : & DX—IZFR SN DHERIC OV TIX, [[System
Capacity] ~<—3] (P.4-55) 2L T &V,

e [TLS Connections] : & D~X— I IZE RSN B HERIZOWNTHE, [[TLS
Connections] ~X—] (P.4-48) &ML T E &V,

o [Virus Types] : ZD_X—VIZERRINDEBRIT-OWTIE, [[Virus Types]
~N— ] (P4-45) SR LTLIIEZEN,

Fri &5
FHLAR— NI, TR, ®ET7 AL, BT, @BEOR (k250 H), FoidEs
DH K124 H) OF =2 2Z05 X ICRETEET, £/o, HHELLA
¥ 2~100 H) FBFHBELEASK Q~125H) OF 225052 Lb
TEET,

LR — b OEATRERENC 3o 537, ERTORFFRRE B 1 RERE, .1 R
F2X1 » A) OF—FZOHRNEENET, 72& I, El/kl/“l‘“*}"i’tFﬁﬁlﬂéf
WWEITTDHEICAF P a—VERE LTEEA. VAR— MIIEETH O 00:00 75
2359 FTOT—ENEENET,

EfELOT—L
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(F) PDF LAR—FERIFCSV LA—ME, ZOHLxDOLVR— FORED R 7 —/LT
AT a—N§ 5 LN TEET, [Scheduled Reports] ~— T DFFE Nr v 7
By A=a—TiE, 2—FRB/EERL T\b e — LB XOEFETPDF L
R beRRELIEIATF Va2 —NTHZERTEET, TLFR—F T—ZDHI
L7 AR — 1] (P3-21) OBEERIFRASHL TIEI 0,

FT—h4A TEHLKR— FOREF

LAR— FORIEHIHER, T4 THEH LR — ERODY AT ARLHIRENS
PZONWTIE, [T—=h A THEHDOLR—F] (P4-79) 2BRLTLEEW,

ZTOMDLAR—k 24T

Security Management 777 A 7 > A ® [Email] > [Reporting] £ 27 > a T,
WD 2 FFHORRIIR VAR — ME AR TEET,

¢ [Domain-Based Executive Summary] L' A"— b

* [Executive Summary] L' AR — b

[Domain-Based Executive Summary] L'7/R— k

[Domain-Based Executive Summary] LA — MMZiZ, Xy NU—27KND 1 DF Tz
THEED AL L OBEBBLIOREA vy —VOMBERRRENET, iU
[Executive Summary] LiR— h EBITWETA, LR—F T—2 03, HE L
RAL U TEZESNDA vE—DICHIRESNET, HEDO FAL UBEESN
TWAEE, ZOTTIAT LV AFTTRTD RAA DT —F% 1 DDOLAR— |
WENLET, ZOMDORr Vo — VB ESNZ LR — N EITRARY,
[Domain-Based Executive Summary] VAR — MET7—T A 7 S EH A,

LEaT—vay Z4NME )Ttk oTTay s i Aye— T EE
Fa—ICALRNED, AsyncOS IZZNHD A v E—VITK LT, a5 KA A
YEHET DO DRBITATVEEA, TAAY ZLZEST, FAS TR
HERINTEA Y E—VEPHEESNET, AL TEDT Ry 7 SNT2A Y
VDM E M BDICIE, A v —U%ELH LU (RCPTTO) ICET 5
% C Cisco IronPort Security Management 777 A 7 A T HAT {E & Z B IE L
F9, £9T5H5Z LT, AsyncOS BAERBA v E— VN OZEET —F 2 IET
X5 X517 £9, Cisco IronPort Email Security 7 774 7 2T
listenerconfig -> setup =~ R&2fFEHT L&, ESEZBILCTEET, L,
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(E)

ZOFT L a FTAT AONT —v AT RET RN H Y £,
HAT 3EBIEFEA OFEMIZ DWW TIE, [Cisco IronPort AsyncOS for Email Security.]
BEO~v=2T7 VE2ZR L TITZIN,

Security Management 7 7° 7 A 7 A C [Domain-Based Executive Summary] L
A"— k@ [Stopped by Reputation Filtering] O H % %/~ 3 % (21%., Email
Security 7 77 A4 7 > A & Security Management 7 77 A 7 2D 5T
hat_reject_info 2 1 X—7 /I T HALENRH Y 7,

Security Management 7 "7 A 7 . A C hat_reject_info % 1 x— 7 /LIZT H I
i%. reportingconfig > domain > hat_reject_info =~ > R&ZFE/TLE T,

BT RAAL O UVR—bZEAKT HI21E, Email Security 7 77 A4 7 AB LW
Security Management 7 77 A4 7TV ADVKR—FT 4 7 VAT AT, HFAA
VEEDURLAYL RAL U E LTEBMT2MNERHY T, =& 2,
example.com Z &AW RL~UL KA AL & LTEMLESHE
subdomain.example.com DX 5 2% 7T KA A L HVLKR—FT 4 U JIMEATE S
X ES, B FLUb RAAL U Z2BINT 5121%, Email Security 7 7
Z A 7 > A® CLI T reportingconfig -> mailsetup -> tld % 3217 L. Security
Management 7 77 A 7 > 2@ CLI T reportingconfig -> domain -> tld % 317
LET,

[Domain-Based Executive Summary] LR — b Z{Ek$ 251213, RO FIEE E1T
LET,

Security Management 7 77 A4 7>V A TULR— FDAT Va2 — )V ERETH L
H, T<ICLVR—MEAERTLIZEHTEET,

VR—= MDAV a—VERET DI, WOFIREZETLET,
a. [Email] > [Reporting] > [Scheduled Reports] % 3R L £,
b. [Add Scheduled Report] 227V v 27 LET,

[Add Scheduled Report] ~=— Y RFERINFET,
Fr T R VA= FEERT DI21E, ROFIEEZFETLET,
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