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<?xml version="1.0" encoding="IS0O-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
XML generated by configuration change.
Change comment: added guest user
User: admin

Configuration are described as:

This table defines which local users are allowed to log into the
system.
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Product: Cisco IronPort M160 Messaging Gateway(tm) Appliance

Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity =

10, Time Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9
days"

Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30
days"

Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining =
"30 days"

Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"
-—>
<config>
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# 13-502, CLI & ZiCitdk s Lo matiEma~ L7,

& 13-5 CLI & 0/ o#raHER
et HL
BRALARZRY |3 FONEE I NTREE,
7
PID av Y KRR ANENTEHEDCLI vy a ootk X 1D,

AvE—UiF, A&7 CLl a~vy K, CLIH) (A==2—, YR NRE), BL

Ayt—o ORRFENDTr T N THEEENET,

CLIEZEnFnfl

WD CLI & v 7 OfFlE, who BE W textconfig CLI 2~ KRB ATI &N
PID 16434 OE#HZ R L TWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who';
prompt was '¥nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered
'textconfig'; prompt was '¥nUsername Login Time Idle Time Remote Host

What¥n ¥nadmin Wed
11AM 3m 45s 10.1.3.14 tail¥nadmin 02:32PM Os
10.1.3.14 cli¥nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt

was '¥nThere are no text resources currently defined.¥n¥n¥nChoose the
operation you want to perform:¥n- NEW - Create a new text resource.¥n-
IMPORT - Import a text resource from a file.¥n[]> '
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FTP 4—/\ 0  D{EHA

# 13-6 12, FTP ¥—" m ZZitsk s DfatiE ez " LET,

% 13-6 FTP H—/% 0% O#stisR
et B
BRA LAY (XA FDREE S NTERA,
-7
ID Pifet ID, FTP #56t = & OBIE O 1D,
0y T hNIDAyE—V I avit, el T A NDRT— X AER, F20T
FTP ¥t (n /A4, 7y Fu—K, Fyro— R, gJ 77U pE) 2720
Ayt—o 7,

FTP 34—/ o5 o fl

WD FTP — " u 7 oplicik, #F (ID:1) Aidfksh x4, BREERD
IP7 RLVADIEND, 77T 4T 4 (TZ7ANVDT v T a—REFyrn—R)
BILOe 77y AR INTWET,

Wed Sep 8 18:03:06 2004

Wed Sep 8 18:03:06 2004
00065BF3BA6D-9WFWC21

Wed Sep 8 18:03:06 2004

Wed Sep 8 18:03:06 2004

Fri Sep 10 08:07:32 2004

Fri Sep 10 08:07:32 2004
172.19.0.86

Fri Sep 10 08:07:38 2004

Fri Sep 10 08:08:46 2004

Fri Sep 10 08:08:57 2004

Fri Sep 10 08:09:06 2004

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Begin Logfile

Version: 4.0.0-206 SN:

Time offset from UTC: O seconds

System is coming up

Time offset from UTC: -25200 seconds

ID:1 Connection from 10.1.3.14 on

ID:1 User admin login SUCCESS

ID:1 Upload wording.txt 20 bytes

ID:1 Download words.txt 1191 bytes

ID:1 User admin logout
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HTTP O D fEHA

# 13-712, HTTP v ZiCitk S st fEla s L9,

* 13-7 HTTP O Y ICREiR S h 2 #iatd
#rat BL
BALRRY | SA NPEE IR,
7
ID v i arID,
req Bt~ D IP 7 R LA,
a—+4 Bfgton—Y o2 —%4,
FITENT2T 7 > a IZBET A #HR. GET 2<w > K, POST
aw U R, ERIEVARAT L AT —F AR ENEGENIHEAEN
Ay—Y b ET,

HTTP B4 DOfl

W’ HTTP u 7 oflix, EFEL— VLTI 740 WV a—W L L Z—T (R
LORFE (VAT A By VT v U4 —ROFETRE) ERLTNET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting
to https port 443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: reg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg POST /system administration/system setup wizard
HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: reqg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /system administration/ssw done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /monitor/incoming mail overview HTTP/1.1 200
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Wed Sep 8 11:18:45 2004 Info: reqg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET

/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin
&height=190 HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET

/monitor/classification_graph?injector=&width=325&interval=0&type=recipie
ntsin&height=190 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reqg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /monitor/quarantines HTTP/1.1 200

Cisco IronPort R/ N\ LiEEO Y DEH

< 13-8 12, Cisco IronPort AN A fffE v ZICFRE I N D MEHEREZ T~ LET,

* 13-8 Cisco IronPort X/ LBEQ T OHHIER
#iat £

BRALRZY (A FDEE I T ERA,

7

Ay —UiR, BETSNLT 7V ary (Ryb—VORE,
A BT ) 7o Offfe L) CTHRShET,

Cisco IronPort X/ L&E Q4 OH

wKov 7 ORI, BN S admin@example.com (2 2 fHD A »E— (MID
8298624 & MID 8298625) Mfifks /e Z L &ZRLTHET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for
all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624
(skipping work queue)

Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to
admin@example.com
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Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625
(skipping work queue)

Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to
admin@example.com

Cisco IronPort X/XL#E%E GUI A5 DO{ER

7 13-9 12, Cisco IronPort A /X Af)% GUI v ZICFEEk SN D #EHERE R~ L E
‘a‘@

# 139 Cisco IronPort X/ AKBE GUI O O#EHER
#iat £

RA LR N FDEE I NTEFA,

7

Ay —UiE, 2—VRIAERE, EfTsNT 7 v a U THE
Ayt—o mEhEd,

Cisco IronPort X/ L#E GUI O4 D4l

Fri Aug
Fri Aug
Fri Aug
Fri Aug

session:

Fri Aug

session:

Fri Aug

11
11
11
11
10
11
10
11

wou ZoOfiE, KRB LERERE, v/ A4y, BLOe 70 MERLTWET,
£ 13-10 Cisco IronPort X/ AE GUI O45 Dl

22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82
22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83
22:08:35 2006 Info: Authentication OK, user admin

22:08:35 2006 Info: logout:- user:pqufOtL6vyI5StCqhCfO

0251 23,228

22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO

.251.23.228

22:08:44 2006 Info: Authentication OK, user admin

Cisco lronPort XX k A —)L OS5 DO{EHR

IhboouaZiZid, EFA—NVDOZE, EFA—NLOEEFE, BLONRT 2AD5
MNFREINET, AT —ZAXERL, 1 0T LAV B JICEZIAENE
T, Inboulit, BEDOAyE—VOREEEM L, VAT LA X7 F—<
VABEGNT DO A THWRIERIEE 20 T,
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Inbor 7T, FHRREIINEDH Y A, 2L, B 7 7 A NVEEERTR
THITIE, EWY R AT AOREPLETY, BT 7 A V4 FiTiEsh
50 TIHEH Y FH A, [Security Management 777 A 7 2 A TOH AL R
EFA—N N ovX L TDAFX—T N ET =T 4k) (P3-6) BELO [h
Tyxr /7 - 20MHE] (P6-1) ZZRLTILE,

#£ 13-1112, 7F A A= u JICEREINLIBERERLET,
£ 13-11 FEXR b A—JL OF O#EHER

et HL]

Injection Connection ID (A > ¥ =7 ¥ 3 Vi ID), ¥ AT AT HfE % D
SMTP £%i 4 F£445E ID T3, AT L~D 1250 SMTP 8T, H—D A v
ICID =T EREEEDOA vV EEETEET,

Delivery Connection ID (Ef5 8¢ ID) ., BID Y — Nk T 5l % > SMTP £ %
FHTHMEID THY., ZOBEET1IHELPSKTHEHOA v —UNRESNET, |
DCID DDA v E—TUHEETEELITEEDO RID A —HICEE SN ET,

RPC Connection ID (RPC ##% ID), Cisco IronPort A/ AR %3 5 E % D
RPC iz &3 4E ID T3, 2@ ID #{#H L T, Cisco IronPort A /S A% & D

RCID MTEZEIND A v E—VEBHLET,

MID AvE—=YID, ZOIDZFEALT, AvE—YDO7u—%80 7 THEIFLET,
RID ZEHID, KA vb—V%EHCL, IDAEVYTLRET,

New FHOBERP B ENE L,

Start FHOA e —VRBBENE LT,

i

0y Ty ANERIRT 570D HA FE LT, ROV IVl TS
Wy,
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(i) 0y 7y ANDOEITINE, BENEHVLGTOHAEFTA, ZIZTIE, BT
A ELTERSNE Y Y THERTHET,

* 13-12

TER b A—JL OT O

Mon Apr 17 19:56:22 2003 Info: New SMTP ICID 5 interface Management
(10.1.1.1)

address 10.1.1.209 reverse dns host remotehost.com
1 verified yes

2 Mon Apr 17 19:57:20 2003

Mon Apr 17 19:57:20 2003

3 <sender@remotehost.com>

Mon Apr 17 19:58:06 2003

4 <mary@yourdomain.com>

5 <sender@remotehost.com>

6 Mon Apr 17 19:59:59 2003
Mon Mar 31 20:10:58 2003

7 192.168.42.42 address 10.
Mon Mar 31 20:10:58 2003

8 [0]

9 Mon Mar 31 20:10:58 2003

10 |Mon Mar 31 20:11:03 2003

Mon Apr 17 19:59:52 2003

Info: Start MID 6 ICID 5

Info: MID 6 ICID 5 From:

Info: MID 6 ICID 5 RID O To:
Info: MID 6 ready 100 bytes from
Info: ICID 5 close

Info: New SMTP DCID 8 interface
5.3.25

Info: Delivery start DCID 8 MID 6 to RID

Info: Message done DCID 8 MID 6 to RID [O0]

Info: DCID 8 close

Ak ow 7 77 A N EGHAMDTODH A FE LT, £ 13-13 AL T

S0y,
# 13413 FER M A—)L O OFHOEH
78S Eizgi]
1 VAT AR UTHE LWEESBG S, AP =22 a v ID (ICID) 5] 2ED
MTOHNFE L, ZOEFGITEHIP A X —7 2 ATZEEN., 10.1.1.209 ® VY
E— h KRR MTEBEINE LT,
2 7T AT 2 NS MAIL FROM 2 2 RINETEINZHR, A vE®—TI2A vy&—T 1D

(MID) 6] &IV ETHNE LT,

EEET FLAREII S, ZFARLLGNET,

ZEENHN S, ZEHID (RID) 10] AEIV Y THRE L,

[ oL-23827-01-J
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® 1313 THAF A=) O OFIOER #E)

188

MID 5 Z T ARSI, T4 AZICEZAEN, BRNESHLE L,

SR L, RS T LE L,

Ay —URMETu v ANBBENE Lz, 192.168.42.42 725 10.5.3.25 ~DOEZ
2, EE#HR ID (DCID) 18] A& ¥ TohnE L,

RID 0] ~D A v E—VEENBMBENE LT,

RID 10J ~® MID 6 OEUFIZHEII L F LTz,

10

FUEHGE A T LE L7,

TE¥EAM A=) BT TV DY
KOBIC, SESERT—AES RS = Y 2RLET,

i

P

1 ADZEHITHT D A v E—2 Cisco IronPort 7 77 A 7 A A P =0
FERET, AvE—VIREFRICEESNET,

Wed Jun 16 21:42:34
mail.example.com (1
verified no

Wed Jun 16 21:42:34

Wed Jun 16 21:42:35

Wed Jun 16 21:42:35
<someone@foo.com>

Wed Jun 16 21:42:36
<user@example.com>

Wed Jun 16 21:42:38 2004 Info:

2004 Info:
.2.3.4)

2004

2004

2004

2004

Info:

Info:

Info:

Info:

New SMTP ICID 282204970 interface

address 2.3.4.5 reverse dns host unknown

ICID 282204970 SBRS None

Start MID 200257070 ICID 282204970

MID 200257070 ICID 282204970 From:

MID 200257070 ICID 282204970 RID 0 To:

MID 200257070 Message-ID

'<37gva9$5uvbhe@mail.example.com>"'

Wed Jun 16 21:42:38 2004 Info:

MID 200257070 Subject 'Hello'

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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Wed Jun 16 21:42:38

<someone@foo.com>

Wed Jun 16 21:42:38

Wed Jun 16 21:

Wed Jun 16 21:

42:

42:

address 1.2.3.4

Wed Jun 16 21:

to RID [0]

Wed Jun 16 21:

42:

42:

38

38

38

38

Wed Jun 16 21:42:38
RID [0] [('X-SBRS',

Wed Jun 16 21:42:38

<37gva9$5uvbhe@mail.

Wed Jun 16 21:42:43

EEGAyE—REDH

2004

2004

2004

2004

2004

2004

2004 Info:

Info:

Info:

Info:

Info:

Info:

Info:

'"None') ]

2004 Info:

2004 Info:

Mon Mar 31 20:10:58 2003
address 63.251.108.110

Mon Mar 31 20:10:58 2003

Mon Mar 31 20:10:58 2003

Mon Mar 31 20:11:03 2003

Info:

Info:

Info:

Info:

MID

MID

New

200257070

200257070

200257070

SMTP DCID

ready 24663 bytes from

antivirus negative

queued for delivery

2386069 interface 1.2.3.4

Delivery start DCID 2386069 MID 200257070

ICID 282204970 close

Message done DCID 2386069 MID 200257070 to

MID 200257070 RID [0] Response 2.6.0
example.com> Queued mail for delivery

DCID 2386069 close

New SMTP DCID 5 interface 172.19.0.11

Delivery start DCID 5 MID 4 to RID [O0]

Message done DCID 5 MID 4 to RID [O]

DCID 5 close

[ oL-23827-01-J
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KBLI=A vE—CBE (WN—F NI UR)

2 NDZAZHENEE SNTZ A vE—I M Cisco IronPort 775 A 7 2 A2 A >
TV FEINET, BERFIC, BERA MR SXX =T —%2IRLE Lz, Ziu,
AvE—VEELLOZEHEICOEETE RNt &R LET, Cisco
IronPort 777 A 7 ALIEEHE BB L, T2 —D00ZEEEHIRLET,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11
address 64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 -
Unknown address error ('550', ['<george@yourdomain.com>... Relaying
denied']) []

Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 -
Unknown address error ('550', ['<jane@yourdomain.com>... Relaying

denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

ERMNICEEICEREINDY I L A X0OH
At —U Cisco IronPort 7 I A T L RAZA =V FENET, RO/

SRITT, AvE—VIIV IR AT URALT, FOBROEBEEXF2—IZ AL
F9, 2EHOFTTA v E—VITEFICHEEENE T,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11
address 63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID 0 - 4.1.0 -
Unknown address error ('466', ['Mailbox temporarily full.'])[]

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar
31 20:01:23 2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet
address 172.17.0.113

Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]
Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

Avt—Y R¥ v UHER (scanconfig)

ROTa T T, Ay —VOERERZDHRTERVGEE RS 7 74V %
HIBR$ 234) DOEIE% scanconfig 2~ R&MHEH L TIRE LA,

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce
3. Drop

[31>

A=) a JIZUUFRERRENET,
scanconfig T, X ="M TERVBHIZHNGT S L 0 IZRIE L 7EHE

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID 0 To:
<joelexample.com>

Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.Q@virus.org>'
Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from
<test@virus.org>

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem:
Continuation line seen before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close
Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by
antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

scanconfig T, X v —F M TELR VG Fr >y 7T 5L 5ICRE L 725
A

o
Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To:
<joelexample.com>

Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.@virus.org>"
Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from
<test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem:
Continuation line seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter
'drop_zip_c'

Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close
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REATF7AINDHE ;A vE—D

ZOBITIE, BT 7 AN OFENEA F—T MIT D X DI, KM [Message
Body Contains| Z&tea Ty 74V RHFEESNTHET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management
(192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match
sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From:
<senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID O To:
<recipientl@example.org>

Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID
'<000001cba32e$f24ff2e0$dbefdB8als@com>"

Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from
<senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for
per-recipient

policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine:
CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam
negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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Sat Apr 23 05:05:43 2011 Info: MID 44 attachment
'=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment
'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3OS T 7 AND 2 FHED Unicode THDHZ LICHEBE LT EE N,
Unicode ZHE R TERWIHRTIZ, TD XK 5 REAT 7 7 A /LT quoted-printable
X TERRSNET,

$FERIT)SA SN AVE—D

VIANUEA VI N T ariEO—OKEE (alt-rept-to 7 4 IV H |

T FANRARCPT UZA M, beec() T7Zvay, 7VFIANR UEAL LY

varl) ILLoT, HLWAyE—URERSNET, rICEEZ@BLTH
BEMRL, LEISCTMID R, HAICE>TIEDCID #BMLET, KO
X N Y RATEETY,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc
filter 'nonetest'

Ell s
Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam

Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter
filter 'testfilt'

(i) [Rewritten] —> F Ui%, H LW MID O %2R+ 0 7/ DiTo%ICFRENE
‘j—o
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Cisco IronPort R/ NLRBREAD A v E2—DEE

Ave—VERETY TIZEETDE, A— u /' Tlix, RPC #ai#ud4 25
RPC ##t ID (RCID) ZfEHL T, EY 7 L OMOBEI B I ET,
WD A= a7l Tlix, A vB—VICARNLDE 7T 5, Cisco IronPort %
NRABFIZEFE SN THET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From:
<HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<W1THO5606E5811BEAO0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.
chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream
home - Now make it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from
<HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for
per-recipient policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam
suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine
Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative
Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID
2317877 to local Cisco IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

[ oL-23827-01-J
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Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NTP O/ DA

# 13-14 12, NTP n 7tk S b HatE@ma L E9,

® 1314 NTP B 7 IZiesk S h 2 RS
st B8
BALREY A BAEE S LTI
7

AyE—F, ="~ DOffiS Ry hU—2 XA L T bz
v (SNTP) 7 =V —F721% adjust: A vE— Y THER SN E
Ay—o kRS

NTP B0 5 DHl

WO NTP 0 Z7OFNE. T 7 F7A4 T ANENTP RA ~D 2 EOR—Y 7%
RLTWET,

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset
-652

Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us
next poll: 4096

Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset
-1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us
next poll: 4096
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LiR—T 429 O DR

# 13-1512, VAR—T 4 7 n kSN o mattEmE s LET,

® 1315 LiR—T« > ¥ 0J o#sHER
st B8
BALRRY | A FREE ST ELL,
7

Ave—UF, 2—VREERE, FITENT 7 v a r THERENE
AytE— D

LR—T«1 27 7 0f|

WOVR—T 47 a 7o, FHHa s LIVIRESNTET 7794 T VA
R L TWET,

Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at
2007-10-03-13-40

Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not
found: 1692

Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)
Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533
seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at
2007-10-03-13-41
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Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not
found: 1692

Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using O (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at
2007-10-03-13-42

LiR—FT 420 9T )— OyJnER

# 13-16 12, ViR—=T 47 72— o JICEREINAREERE TR LET,

& 13-16 LiR—F 1 24 2T Y— 0J OEHER
st HL
BRALRRY |4 NHBEE SN,
7
AvE—=UF, 2—VRFERE, FITENT 7 v a r THERENE
Ay—o 7,

LiR—F425 H)— sl

ROVIR—FT 47 72V —aZoflE, 777347 A& ->T, 2007 4F 8
A29H225 10 A 10 HETOMHTERDOREA—N N FT7 vy 7Y —
DEITEINTNAZ L ERLTNET,

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.
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Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229
for ['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL_OUTGOING_TRAFFIC SUMMARY.THREAT CONTEN

T FILTER', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL OUTGOING_TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29
to 2007-10-01 with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM']
returning results from 0 to 2 sort ascendin

g=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230
for ['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL_ HARD BOUNCES',
'MAIL_OUTGOING_TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',
'MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range
2007-08-29 to 2007-10-01 with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES']
returning results from 0 to 2 sort

_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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—2J YR MTAVHIYR M OSTOER

F# 13-1710.E—T7 VR N/ TavyZ AN a Il Shb ke ERE R LS
7,

£ 1317 £—JUYR M TRYH YR OTOEHER
et E: |
BALRRY A RRREE SR
7
Ay—VF, 2—VRIERE, FTINET 7 v a v TERERS L
rAy— 9,

—2YRM/TRYHIYR b+ ATOH

WD —=T7 VAN Tay 7 YA aZoplE, 77747 AL -T2 K
TEIT—HER=ADAT v T ay FIMERESNTWDHZ EERLTWVET,
EEENT —F_R—R BN ENHA b FRENET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007
Info: Version: 6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007
Info: Time offset from UTC: 10800 seconds Fri Sep 28 14:22:33 2007 Info:
System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been
created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been
created.

Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been
created.

Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been
created.

Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been
created.
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Mon Oct 1 14:16:09 2007 Info: SLBL: The database snapshot has been
created.

Mon Oct 1 14:37:39 2007 Info: SLBL: The database snapshot has been
created.

Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database
failed.

Mon Oct 1 15:32:31 2007 Warning: SLBL: Adding senders to the database
failed.

Mon Oct 1 16:37:40 2007 Info: SLBL: The database snapshot has been
created.

SMA OS5 DA

# 13-18 12, SMA m Z(ZitEk SN o et dhz =~ L £,

& 13-18 SMA OJ DO#fistiasR
#iet B9
BALREY |5 BB SR,
7
Avh—9  [Avk—Vi SRR, EFSKET 2 VsV THRESNET,

D SMA v 7 OfiL, Email Security 7 77 A4 TV ADS N T vFx T 774
NEZyra— T aHREFRR KT o XS —E 2 L Email Security 7 7
FATUVAMBLUR—=T 47 T A )VEX T ra— g HHRREhRl L R—
T4 T P—ERERLTHET,

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN
downloading from 172.29.0.17 - /export/tracki

ng/tracking.@20071003T202244Z 20071003T2025447%.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN
downloading from 172.29.0.15 - /export/tracki

ng/tracking.@20071003T202443Z 20071003T202743Z.s
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Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN
downloading from 172.29.0.17 - /export/tracki

ng/tracking.@20071003T202544Z 20071003T2028447%.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN
downloading from 172.29.0.15 - /export/tracki

ng/tracking.@20071003T202743Z 20071003T203043Z.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN
downloading from 172.29.0.15 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1 . tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN
downloading from 172.29.0.17 - /export/tracki

ng/tracking.@20071003T202844Z 20071003T203144%Z.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN
downloading from 172.29.0.17 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN
downloading from 172.29.0.15 - /export/tracki

ng/tracking.@20071003T203043Z 20071003T203343Z.s

ATF—2X O50#ERA

AT —H A 1 7@:5;}\ status, status detail, BN dnsstatus ?;_"E.A\U CLI
AT —H A a<y RTHRIBENE VAT ARGFHESRSTRES N E T, fEHEm

X, logconfig @ setup W7 A~ REFHLTCHRELET, AT—XARnJ

TLR—FINDAVEZELITL— NI BRI T 2B Y 'y b SHTe kR
NP6 OETT,
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AT—A R AT DOFEATY

# 13-1912, A7 =2 s F~9b, BLOENE BT D AT LFEFHEH

ERLET,

% 1319 RF—H R O OHEHER
Hiat E7L:)]
CPULd CPU fEH =,
DskIO Disk 1/0 i F 35,
RAMULil RAM {3,
QKUsd RIS TVWDFa— (/31 FNEL),
QKFre ZBNTNDHF 22— (Fr/ A MHEAL,
CrtMID AvE— 1D (MID),
CrtiCID A rv=rva R ID (ICID),
CRTDCID {5 #54¢ ID (DCID),
InjMsg AT =T FENTZA v E—Y,
InjRcp ATzl FENTZER,
GenBncRcp B ENT= AT AZEH,
RejRcp HEIhT-ZEH,
DrpMsg FryZEnzAvEe—,
SftBncEvnt VTN AN UAINTA NS B,
CmpRcp SET LIZEH,
HrdBncRcp N R R UASNERES,
DnsHrdBnc DNS ™—F "7 %,
5XXHrdBnc S5XX — R Ny A,
FitrHrdBnc TAIE N NG A,
ExpHrdBnc IR N— R N7 2
OtrHrdBnc FEDMD/N— R NG X,
DIVvRcp BfE S ez 158,
DelRcp HIBR SN =254,
GlbUnsbHt Za—VEEEL D A EO—EH,
ActvRcp TIT 4 T ZAEH,

[ oL-23827-01-J
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|
% 13-19 AT—AZ O DOHHER (HZ)
#iet H7L:)]
UnatmptRcp KITZEE,
AtmptRcp RATEAEE
CrtCncln BAE D (S ek,
CrtCncOut BIEORIEHR,
DnsReq DNS #ZE:K,
NetReq Ty bU— 7 BR,
CchHit Frvia by b,
CchMis Fyya I A,
CchEct x ¥ v a2 fist,
CchExp X v v v = HREI,
CPUTTm TV = a UMER L2 &EE CPU K,
CPUETm T = a U S IUTH D ORI,
A=) Ta AT D 1B ORKT 4 A7
MaxIO /O Eh1E,
RamUsd T B THERDAEY (/54 MHAL),
Swin ATy TA U ENTZAEY
SwOut AUy TTU NENTAEY
SwPgin N=U A ENTAEY
SwPgOut R=UT U I AEY
MMLen VAT LANOFEA v E—TH
DstinMem AEFVNOGEAT V=7 N
U YV —ZxFFD tarpit . (KED T AT LAFIZ LD |
ResCon FEEA—NDOZT AR Z ORI EEL ),
WorkQ E¥EX2—ICHDIBED A v =T
VAT MRS DE A DA v — U (BEOBE
TYTWHFETDHIA v E—VIE—ERZT Iy MER
QuarMsgs E7),
VAT LREA v -Vl o TR SR r A
QuarQKUsd %,
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% 13-19 ATF—A R AT O#HER HE)
#r et FEA
LogUsd RSN =T 1> a v OFE,
CASELd CASE A% ¥ v TfEH /= CPU OFIE,
TotalLd CPU O&ERHEE &,
LogAuvail n7 7y AR TE LT 4 A7 IR,
EuQ Cisco IronPort A/ S AMIEND A v & — %k,

Cisco IronPort A/ S A fFIF =2 —ND A v & —

EuqRls %,

AF—52Z2 070k

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO O RAMUtil 2 QKUsd O
QOKFre 8388608 CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp
14230 GenBncRcp 12 RejRcp 6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813
HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc
0 DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp 0 AtmptRcp 0O
CrtCncIn 0 CrtCncOut O DnsReqg 143736 NetReq 224227 CchHit 469058 CchMis
504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350
RAMUsd 21528056 MMLen 0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd
0 LogUsd 3 AVLd 0 BMLd 0 CASELd 3 Totalld 3 LogAvail 17G EuQ 0 EugRls O

SRATL ATDOER

#® 13-2012, Y AT L a7l SN L EHEREZ R L E T,
& 13-20 DRT LAY OREHER

Bt SiBA

BALRRY | FDBEE SR,

Ayt—o =874

IZREER S LTeA Nk,

[ oL-23827-01-J
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DRTL BT OH

WD AT A a7 O, commit #FEfT L2 —FDLRIE AT SN A
rEETr, WO commit = h Y ZRLTWET,

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX
Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes:
SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes:
Completed Web::SSW

Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added
a second CLI log for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes:
Removed example CLI log.

cSwyx2 OgzDoLvT

7 yXx 7 aZidif, AsyncOS OEF A —/VEMEICET 2 @A SN E
T, vl AvE—TF, AN e lilEEEINTAvE—VOY Ty N TT,

FovXxrralix AveE—Y bIoF T TER—REERT LD,
Avk—Y Moo arR—3xr b ERENRET, v T AT —
A R—=ZADIER T B BATHESINDDT, FTyxrr nJEx—@atobLo
W20 ET, FTuvxr S nloERIT. ANCLDHAIRD T2 e L
Ao TWER AL

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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co X alZif, VY —AOFEEEZRDTZDITAA F VBN TRLsk S,
RSN FET, BFHIE., SEMIZL A 7o k &k, Cisco IronPort 23424635
2—T 4 VT4 BFEHLTEBRLIERIFIANCE DAY B[RRIz 9, &
$ay— L id, O URLIZH Y £9°, http://tinyurl.com/3c518r

nJg$JRy1) Ty
2T, ROEBICOWTHALET,
o v #7227V FvaroREl (P13-37)
e IGUICourZ 727 1) FvarofEfkl (P.13-39)
o TaXr7izxtd 27— LiRE] (P13-42)
o 7 Y727 YT arpa—i F—_—] (P.13-46)
o [RA K F—okE) (P.13-49)

07 TR T3 vDRE

ag %7 x7 )7 gk o, Cisco IronPort 7774 7 A2, £V
T— MIREEENDIHEO S Ty A ABNERENET, v TR Y TS

vavit, Tyviva Bloara—XIZEBE) £V (TTIAT AN
LR Enxd, —KiC, nl BT R Y Fya SIIROBEERDH D £,

= 13-21 oy 274 ILORME

B HL]

SN BEROX A L, vl BT A7) T arolk
FEFZLET, FEMICHO WX, Tus %47 (P13-2) %
Log Type ZRLTLE S,

BCBRT D100, v T A7V T arobinh 7
Name WA I,

Log Level #a s TR Y S a COFL L,

v/ 77 AN%& Cisco IronPort 7 77 A4 7 L AN BHERIET 5
Retrieval Method |} % |24 2 5=,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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& 13-21 Ay 774 LORHE (HZ)

Bt

B8

Log Filename

TAATICEZIADLEZDOT7 7 A NVOYHL, VAT LE
D Cisco IronPort 7 I A T UV ANH LS, v/ 774
NWEERLIET 74T v 2AE#/ & —Eon s 774
N EERLET,

Maximum File
Size

Tr7ANDERRYA X, ZOV AR HETHE, a—IL
F—R—==hnFET,

GE)

[Management Appliance] > [System Administration] > [Log Subscriptions] ~—
Y (F721E CLI ® 1ogconfig 2~ F) #FEHLT, v 7277 a
ERELET, R FATEANT LI e T IRERINET (07 241

71 (P13-2) 2BH), FEAons 47T, al ¥ T7R7 )T a0
2 L NADANbERSET,

a7 4 Xalb—varvBREa SOk a7 4 Xalb—varBEREa b
V74X a2lb—varEa— FTORRERDHLGEIX. a7 4F¥al—T s
VIR AT ENTeNRAT = RBREENTND Er— FTERNI LITEREL TS
723y, [Management Appliance] > [System Administration] > [Log

Subscriptions] X—Y T, NRAU—REZRZIZEHLINE I EemhnbsTar >
FRERINTH, [Yes] IR L £3, CLI ® logconfig 2~ REMHHT S
HlE, Fer T Ty EANLET,

a4 LRILDERE

07 LUl o T, B ICERINLIERENPRELET, B 7IZiE, 5250
MLV OWTNERETETET, dFMiea s LV ERETDH L, AN
INfeZ LRVEFRELEGE LT, K&Ehhul 77 A4 VBN ERS .
VAT A RT f— R k%ﬁgééﬁziﬁcﬁm&m7VNwﬁﬁcm
BEIhizalZ LNAVEEICEENLITRTOA -V BMORA vE—
UNEENET, HEHLLE EFHIEE, VAT LD T —< R HET L
9,
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~
(i) ng XA TSR R S LV ERRETE £,
% 13-22 a4 LR
Ay LRL ShBA

TR &R INET, RbAKINTLe S LL
BRETT, Zoas LNLTHE, N7 4—~v U ABIOEER
TITIGAT VADT VT A ET A HET=FTHTLILTEEY
ho T2720, i 7 LD X2, vl 77 A4 An$<IC
BRIV ARXZETHZEETHV ERFA, 20T LULT,
Critical syslog L~ Alert & [R%: <9,

TRTOVRAT L T —BERTHRINET, Zor T L
NTIE, N7 =~ ABLOEERT S IAT UV ADT 7
TAET 4 BE=FTHILILITEERA, Critical 27 L~L
VR, a7 Z7ANADBERRIA XCELET, Zor s
Warning LU, syslog L)L Warning & [R5 T,

VAT AOGYNENRBRFLERSNET, L& ZE, oA —7
URRGEFITAREE SN E T, Information LoLid, v ZITHE
BENHRETT, 20 s L~ULiL, syslog L~ Info & [Fl
Information EA G

Information = 7" L~V L0 &M @A GER SN ET, =
T NIFTNYa—T 47T HEEF, Debug 7 LL
EEALET, ZOREIFFIICERAL, #TT 740 L
VR LET, ZoaZ LyUbld, syslog L~UL Debug & [
Debug HTT,

EAFRE 2T R TOFRPFTEINE T, Trace 27 L~ULiE,
BREICORMERENET, 2OV~ AEHFEHTLE, V2T
BDRT A —< UV ANRKELJTTHOT, #RINERA,
Trace Zon s LUV, syslog LL Debug & R4 T,

GUI TORYT Y TRV T a DER

0y YT A7 YT a rEERTHIZE, KOFIEEZFETLET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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AFwF 1 [Management Appliance] > [System Administration] > [Log Subscriptions] ~2—
¥, [Add Log Subscription] #7 U 7 L £, [New Log Subscription] ~<—
UVIRERRINET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
m. 0L-23827-01-J |



| £138 o¥xvy

13-1

New Log Subscription

O YITRH9UTLarvDHBRER

Log Subscription

Log Type:

Log Name:

File Name:

Maximum File Size:

Log Level:

Retrieval Method:

| Select a log type... w |

(will be used to name the log directory)
I].DM

(Add a trailing K or M to indicate size units)

(O Critical (The least detailed setting. Only errors are logged.)
() warning (&ll errors and warnings created by the system.)

(® Information (Captures the second-by-second operations of the system.
Recommended.)

() Debug (More specific data are logged to help debug specific problems.)

(O Trace (The most detailed setting, all information that can be is logged.
Recommended for developers only.)

@ FTP on test28.eng

Maximum Mumber of Files: I]_g
O | FTP on Remote Server

Maximum Time
Interval Between
Transferring:

seconds

FTF Host:

Directory:

Username:

Password:

O | 5CP on Remote Server

Maximum Time Interval
Between Transfering:

I seconds

Protocol: S5H1

55H2

SCP Host: I

Directory: I

Username: I

Enable Host Key Checking

Automatically Scan
Enter Manually

[ oL-23827-01-J
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ATvT 2

AFyvFT 3
ATFyv7 4

AFvT 5
2AFv7T 6

0y XATERIRL, nr4 (v T4V NIH) vl 74 VEKDL
BiEADLET,

FUT LA RRT7 7 AN A X n s LNV EIRELET,

(274 FXal—arBREa/ZOR) RRAT—RExallE8bbnEdnk

BRLET,

~

GF) ~AZEINERRATU—RBREEN VDI T 4 Fal—Taiie—
FC&FEEA, av 74 Falb—arVBERalrbary7 Falb—
Varviku— RT5ARERS L5, [Yes] ZBIRL TIRAT—F
Fu\ZgvET,

07 ORFHEEBRELET,
ERAEEFEL, RFLET,

AT YTRU YT a L ORE

AFvFT 1

AFyF 2
ATFvFT 3

0y Y7 A7Y S a rERETHIZIE, WOFIEEZFITLET,

[Log Subscriptions] ~X—® [Log Name] 7 7 Ao srurs4x=r ) v 7 LE
7, [Edit Log Subscription] _X— Y REKRFINET,

oy TRy S g o hEEHRLET,
ERELEFL, RIFELET,

AX JIcwd 55 0—/NILEE

VAT AE, TXABR AN a S BIORAT—H A B NIV AT A AN Y
7 % EMPIZFLER L £ 7. [Log Subscriptions] ~X—’® [Global Settings] & 7
v a 2 b [Edit Settings] A ¥ > (F721%. CLI ® logconfig -> setup I
UR) EFEALT, KOBEHRERELET,

o VAT ANREEFLERT D FE TRET DR (RY L)

e AvE—VID Ny HX—EFHKTHNE I N

o UE—RNEERT—F R a— REZTHETINE I

e FTTDAvE—VOV TVl b Ny X —EREETINE D

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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-~

o RAyb—UZlizu Il T ANy X —
9_TO Cisco IronPort = 7121k, kO 3 HB AR TRk Cc& £ 7,

e [Message-ID]: ZDOA TV a v ERET DL, AIBARHAITT XTOA v
=T OA =T IDANy X —Ru Il INET, 2O A vy E—T ID
X, ZELEA =V bEEESNDHA L. AsyncOS TAEKEN 5
EnbHYET, #i:

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

e [Remote Response] : ZOA 7 a U ERETDH &, AIREREAIZTXTO
AvE—VDYE—MEEAT—FA a— a2 InET, fil:

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as
9C8B425DA7"

U — MEEXTINEL, SMTP SEEEEREO DATA 22 R~DIRE#IC
ZEIND, ADRBARDZEOTEETXANTYT, ZOFITIE, BER
A hsdata a3~ REFEIT L% O U E— MSED, [queued as
9C8B425DA7] L7219 £,

[...]
250 ok hostname

250 Ok: queued as 9C8B425DA7

SCFHNOFEEAIZ B D22 A0AFEA, B LT 250 IHE D OK XFiEkrEk s
T, LFFNORRBIZONWTI, EHETNRESET, & x1E. Cisco
IronPort 7 77 A 7 R 1777r/v FT.DATA =2~ RiZxt LT 250 ok:
Message MID accepted &9 XFFITIEELET, Liznd->T, VE—F
BARBRID Cisco IronPort 777 A 7 A Th 5615, [Message MID
accepted)] WO T MU R SITRERINET,

[ oL-23827-01-J
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Tue

Tue

Tue

Tue

Tue

[Original Subject Header] : 2047 v a v A x—TNCTd L, KA v
=Y OROIT V2T b Ny F—iiu JICRESET,

May 31

May 31

May 31

May 31

May 31

09:20:27

09:20:27

09:20:27

09:20:27

09:20:27

Iyt—U AySF—noxry

BRI LoTiE, AvE—URVATLAZBEBRTDHEXIC, AvE—VYDNy
L —DFEENRERET H2LENRH Y £9, [Log Subscriptions Global
Settings] ~— (F 721X, CLI ® logconfig -> logheaders 7 a2~ K) T,
LT 5~y X —%&fELET, Cisco lronPort 777 A 7> AL, fEESNT=
A=V Ny HF—FTFAR A= ulBLON T v v SICREELE

o Ny X =DIFETDHEA.

2005

2005

2005

2005

2005

Info:

Info:

Info:

Info:

Info:

Start

MID 2

MID 2

MID 2

MID 2

MID 2 ICID 2

ICID 2 From: <mary@example.com>

ICID 2 RID 0 To: <joe@example.com>

Message-ID '<44ed4n$2@example.com>"'

Subject 'Monthly Reports Due'

VAT KIS~y X =04 L EE LR L E T,

Ny X =PFIELRWGEIE, m 7Mbb iERshEEA,

(i) VAT AIE, B XU TIHRE LI~y X —ICBfR 2. A v =V ORRENEF
WZBERE, A v —DICEET AT RTO~Ny X — %3 HH L £,

(GE)  SMTP 7'wu k 2L 2\ T D RFC I,
http://www.fags.org/rfcs/rfc2821.html IZH YV £3, Z® RFC 2%, =—
FEZDO~y X —NBEINTHET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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((£) 1logheaders A<V FEHEAL Ty X —%2 0 JIZEHTHILIIHEL TS
A, ~y X —EBHRITEEEROKICERINET,

%= 13-23 Ag Ay s—
ANy H—4 ~v X — D4
& oSN Ny X —DNE

Tl 21X, v/ CRERT 5 o~y £ —L LT [date, x-subject] ZfETD L.
A=V B ZITROATRFRRSNET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this
header')]

GUI ZERALE-OX 505 O0—/NILERE

BT DT —NVEREELT O IR, ROFIEEZETLET,

AT7w7 1 [Log Subscriptions] ~<—® [Global Settings] =7 + = »1Z¥ % [Edit Settings]
ANy %27 Y v 7 LET, [Log Subscriptions Global Settings] _X— YR HRRE
ESc N

13-2 Oy 4725 )Foarnsao—IILER

Log Subscriptions Global Settings

Edit Global Settings
System metrice frequency: | 15| seconds

Logging Options: | [F essage-ID headers in Mail Logs

V' original subject header of each message

W Remote response text in Mail Logs

Headers (Optional): | List any headers you want to record in the log files:
date
x-subject

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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ATFYT 2 VATFTLARNIIZAOHEE, A=V a2 lIlAvE— 1D~y X —%MAHNE
I, VE—FRBEMZDINEI D, BLOEA v E—VOROYT V= b
Ny X —EINZHNEIDEIRELET,

AFwFT 3 wlltMzbEofMo~y X—% AT LET,

AFyFT 4 EEEFEEZL, BELET,

Ay 4IRSy Joaroo—)L A—i/~—

AsyncOS %, [Log Subscriptions Global Settings] ~~—< (F 721X CLI ®
logconfig <2 K) TORTEIZESNWTHT 77 A Ve — L4 —"—LF
7, F7z. [Log Subscriptions] ~—"® [Rollover Now]| R¥ > %27V v 7 3%
D, rollovernow 2¥ Y REMHTHZLICL- T, MEIZSLTrY T7 A
Naera—LA—_—T&EFET, AsyncOS ’nr 77 A vz — Lt —"—F5%
L RO EPTOIVET,

o B NA—N—DIALRZ T THROR T T 7 A VBER S, LF

el DILRAIZL S TEED T 7 A & LTHRSNET,

o WMIEDOT T Ty A NN, BIFFEH>EZRTXT s OYEEFAEICATIAEE
SNET,

o HIRESINTZ S T ANANYE—F KRR MNIGEEEINET (T
Vo N—=ADLE),

e RUHTRAIZUTvarnblAickLical 77 A Rk SET
(T o R—Z2ADEE),

o ETHTFANDERAKEBAT- AT, v/ BT 27 P g 0 HND
BbLiEWTZ 7 A ADBEIBRENRET (K=Y 7 X—=2DFA),

GUI Z2ERALEART Y IJXH9 )T aroa—I)ILA—/—
a/ 727 ) Foarra— L —_"—F5121%. ROFNEEZFEITLET,

AFwv7F 1 [Log Subscriptions] *— T, 0— A4 —_"—F250 7 ODEMOF = v 7Ry
AuF AT LET,

AF9FT 2 [All T2y IRy 7 A%F LT, I_XTORTEr— LA — =35 L L
TERTLZZLHTEET,
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ATvT 3

02— LA — =% RE LT 1 DEIFEHOr 7% ®IRT 5 L [Rollover
Now] A& i3 X =T W27 0 £,

[Rollover Now] A& v %27 Vw7 LT, BRLIcmr s Er—)L F—N"—LFET,

CLI #FRAL=-05 TR H Yy Fa>voo—)L F—/\—

rollovernow 2~ R&ZHEHL T, —ElZIXCons 7y A /VEa—/L 4—
N=TF20, VA IDOOREEOT Y 77 A VERIRLET,

S574 AN A—HF A A —T A ATOEEOOYT Tk

') DERR

GUI 2 LCr s 77 A Vv&#RT 5121, [Log Subscriptions] ~— D7 —
TND [LogFiles] 7 Lt bru s $7 27 Y 7Fvarva/7 )y 7 LET, B
TH TR VT var~D) 7% 7))y 7358, W"AU—REANTLHS
o7 MRFRENET, KRIZ, ZOVTR7 Y Fvarons 7yAL0)
A MRERENET, WThroe s ZJryANE7 )7 LT, T UWFICE
KL, TAAZIRTFE LD THENTEET, /9740 2—H o
VHE—T A AN LT T ERRTDHICIE, BEA X —T oA ATFTP
Y= 2% A X —T N L TEBLMERH Y £9°,

13-3 TS24 AWNA—BF L VF—TIARATOAYT F74ILDET

Log Subscriptions

Configured Log Subscriptions

Add Log Subscription...

euqgui_logs

reportqueryd_logs
slbld_logs
smad_logs
system_logs

trackerd_logs

IronPort Spam Quarantine GUI Logs

Reporting Query Logs
Safe/Block Lists Logs
SMA Logs

System Logs
Tracking Logs

ftp:/

ftp://
ftp://
ftp://
ftp://

ftp:

Al
o
Log Name Type Log Files Rollover | Delete
di_logs CLI Audit Logs ftp://cyclone.eng/dli_logs
euq_loas IronPort Spam Quarantine Logs ftp://cyclone.eng/euq_loas

cyclone.ena/euggui_logs

qui_logs HTTP Logs ftp://cyclone.ena/aui_logs
mail_logs IronPort Text Mail Loas ftp://cyclone.eng/mail_logs
reportd_logs Reporting Logs ftp://cyclone.ena/reportd_logs

cyclone.ena/reportqueryd_logs
cyclone.ena/slbld_logs
cyclone.ena/smad_logs
cyclone.ena/system_logs

//cyclone.eng/trackerd_logs

Note: To view log files via FTP you must enable the FTP service on the ‘Managsment’ Interface.

D e A A e A A A U
El| E} E} E} B} E} E} E} E} B} E}

Rollover Now

[ oL-23827-01-J

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i



F138 0¥y |

BHOOS T R)DRE (taill a<w> k)

AsyncOS TiX, 77 I73A T VAR ESINT a7 OEH L M) 2 RFR-TH
tail 23~ R&EFHR—FLTWVWET, tail I~ FE2FETL, BEZESNT
Warrr Mot RRTH5RI7OFZEZRIRLET, Crl #HL7RETC %
LT, tail 2~ RZKTLET,

(G¥) a7 4 FXalb—y g UEREa T, tail av o REFHL TR -T2 LN
T&FHA, FTP £7213 SCP #EHT 2 XLE X H Y £7°,

Ul
WIZ, tail a2 REFEA LTV AT A 07 2K 3T 502 RLET tail o~
U RIE, ROBIO XS, RARTHERITDOLARENRTA—ZE L THEETDHI &
HTEET,
tail system logs

Welcome to the Cisco IronPort M600 Messaging Gateway (tm) Appliance

example.srv> tail

Currently configured logs:
1. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

2. "euq logs" Type: "Cisco IronPort Spam Quarantine Logs" Retrieval: FTP
Poll

3. "euqgui_ logs" Type: "Cisco IronPort Spam Quarantine GUI Logs"
Retrieval: FTP Poll

4. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
5. "mail logs" Type: "Cisco IronPort Text Mail Logs" Retrieval: FTP Poll
6. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

7. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
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8. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
9. "smad logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.
Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN:
001143583D73-FTI9GP61

Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds
Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64]
Host is down' to '172.16.0.3' looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:
Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:

~“Cexample.srv>

KR b F—DEE

logconfig -> hostkeyconfig V7 <> R&ZEH L T, Cisco IronPort 77 5
AT U APBMOY—RNizu ey ad b e, SSH THEHATLIAAX b
F—AEHLET, SSH V—N2iE, EX— L AT —D 2 DOFR A N F—
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|
DYUETT, ESRA N =X SSH Y —ZHV, VE—h v onbithl
LI lixTEERA, BB A N =%, SSH YV —REHAFETIHLEDH H1T
BOVIFAT v v IIRESRET,
~
GE) =—V F—2FHTDHECHONTL, [Cisco IronPort AsyncOS for Email
User Guidell ™ TManaging Secure Shell (SSH) Keys] #ZH L T 7ZE0,
hostkeyconfig 7 a~ RIZk - T, ROBENRFEITEINET,
* 13-24 KA F—DEE : HTav > FDOYR B
avwv R 13z
New FHLDF—ZBMNLET,
Edit BFEOX—%2EHLET,
Delete BEfFOX—ZHIkR L £79,
Scan FARN F—ZHENICL Y r—RLET,
Print F—EEXRTLET,
VATABRAN F—EFRRLET, ZhiL, VE—F VAT A
Host @ Tknown_hosts] 7 7 A /VIZFEE SN AHETY,
Fingerprint VAT HARANXF—=DT 4 H—=T Y NEERLET,
VEe—h v nl a7 v adT B AT AT T NOK
X —%2R R LET, ZHUEL, SCP Py va Y7 R7 Y Fva
VERETDHEXIIERRINDF—LELTT, T, Y
E— bk A7 LD lauthorized keys| 7 7 A /VIZELE S LA
User <1,

WOBTIE, I~ FIZE>THRAN F=RNAF ¥ &N, KA MIEBNEN
iﬁ‘o

mail3.example.com> logconfig

Currently configured logs:

[ Iist of logs ]
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Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
| oL-23827-01-J .m




F138 0¥y |

[1> scan

Please enter the host or IP address to lookup.

[1> mail3.example.com

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed ]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed ]

SSH1l:rsa

mail3.example.com 1024 35
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[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>

Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]

3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

(1>

Currently configured logs:

[ 1ist of configured logs ]
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Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

(>

mail3.example.com> commit
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