chiSEch® Web LR—F 4 VT B & B RSy
BN TS

o [HhtEh Web LAR—F 4 7 0% (P.5-1)

o [HhtEh Web LR—F 4 > 7 D% E] (P.5-2)

o (AU BT T 47 Web LiR—T 1 > _X—=YO#EAE] (P.5-7)

o [Web LAR—7 47 X=TZ2CJ) (P.5-7)

o (AT Va—nNFESNTELVAR—L AT~ K Web LAR— MZ2WTJ (P.5-66)
e [Web L AR—hDAT YV a—Li&E] (P.5-67)

o [FUF~w 2 FTO Web LiR— FDARK] (P.5-71)

o [7—HhA4T &N/ Web L ER— FFEREEH] (P.5-72)

hREFE Web LR—T 1 VT DBRE

2ADPALT Y X2 VT4 EHT SIAT AT, Har DX )T A HENSIERAINE L,
Web b7 7 4w 7 RE—R8Xa2 T4 VAIZOFE=F|IHHTELATFT— 22 LET, LAR—
NEDTNEALTETLIHEDHBEINDOY AT AT 7T AT A AL BT T 4 TITERLE
D, A7 Va—VEERLTLR—- hEEHINICET LIV T 2B TEET, $o, LR—T 4~
THREZHEALT, raw T —F &2 7 7 A M7 AR—FTHZEHTEET,

B Web LR —7 ¢ U 7 BRER T A L, EEHEIIMEL AR — R EERL TRy hT—7 O
HREZPBETE D720 TR, BEDORAAL Y, oW, F@ZITIVDONT T 4 v 7 OFEME, N
YNLED L CHERTEET,

FA A &R

RAAL NZDNTIE, Web LAR—F ¢ U IBRETUL T OT —FHEFEEEK L, FAAL L LER— MNIE
WHZENTEET, /2L 213 Facebook.com FAA 2T LAR— FEIER L TWAEE., LiR—
MIKDIE#RE M TEET,

e Facebook.com {27 7 A L7z bff—HF DY Z |k

e Facebook.com WT7 7t &x X7 EAL URL @V X b

a—4
Z—PFIZONTIE, Web LER—TFT 4 U IHEBETUTOT —HEREEER L, 2—F LFR—FIEFDD
ZENTEET, & X, MJamie)] EWIHIHFA PLDOLFR— MIKRDIEREEGEDDLZENTEET,
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GE)

GE)

o —% [Jamie] WT 7 EBA LI i RAL DY A B
o YN T ELITTANVADBEMNTH -7~ L URL ® VU R k
o a—% [Jamie] W7 7B A LI i T T I DY R K

AT

ATFIVIZHLTUE, A7 TV LR—NMIEDHLIT—F %, Web LAR—TF 1V THERETAMRTE 7,
& 21X, TSports) & WO AT TVICIRDIEREEZDH DL ENTEET,

e [Sports] W7 TVIZEFEENTWIEEM FAL DY R b

e [Sports] #7 IV T7®ALE Eff2—F DY Xk

EFROEDOHDOLER—F L, Xy NU—7 FOREOHBIZET A EENR 2 — %2Rt LT, FHE
MR TEAHEHIICTHZEEEMELTVET,

—hg
DXL R=DLULR—FT 47 R=VOFEMONTE, Tex 7R —7 427 (P15-1)
L TLTEE0,

T RBASNIEEED URL 7217 TR, 2—FRFHTL2TRXTO RAL UERERSGTL2 LR T
TET, =R T I/ EALTWLHEED URL, £ URLIZT 7 A L72KZ, & ® URL BNFFA] X
NTODENEI DR EDEREANTFT HITi1E. [Web b T v ¥ (Web Tracking) ] 2— D Web 7
nXy =R Lo THUBEESNZ N T T a r ORBEFBHL E7,

Web vt X274 7T IATVATT—EAPMREINDIOE, a—h) LR—T 4 IR END
WARZT T, WebtX=a2 VT 4 T I9AT LV ATHREGHLR—F ¢ VTN, R —TNVIREE.
ZOWeb tX a7 4 TTIAT UV ATRYAT A XY RUT L EVAT D AT —HADT =4 D
LM SN E T, PREFH Web LR—F 4 I3 A X —T NITh o TWRWES., ARENS L
K= bMEIVAT L Fy T LVAT N AT =H AT TY,

X2 VT A BT T IA T UV ATLR—=T 47 T—HE2RKRT DI, WS OPDFERH Y F

7,

o AVHETIT AT LR— K R=VUEBERRTIHEHIE, Web LAR—F 4 7 X—=TZHOWNT|
(P.5-7) BB L TLIZEWN,

o LIR—hE2F Ty FTEMT AT, (o F~2 RTO Web LAR— FERE) (P.5-71) %
SZHLTLZE0,

o LAR— FREHAICH IR LMEREND LAV a— 2R ETIHER., (AP a—L i
EENTZVR—bhE AT~ F Web LiR— RZDOWT) (P5-66) 22 L TL7ZE 0,

o DFNCETENTZVAR—F (RFVa—ARESNZVER— AT~ RTERENTZLR—
FDOWS) DT —HA TR EERT L HECHOWNWTIE, [7T—hA4 7 &7 Web LAR— FDFERE
FH] (P5-72) #ZHL T 7ZE0,

hREFE Web LR—T 1 VT DEETE

PR Web LAR—TF 4 U 7 2BRET DL, WOFIRZIAFEBY EITLET,
e X2 VT4 EFHT T I7A4 T ATOFRREFRT Web L R—T 4> 7 DA F—7 1) (P.5-3)
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o WebtX=al T4 77 IT7AT U ATORREFRLAR—TFT 4 7 DA F—T7 4] (P.5-3)

o [MEPLEDE Web EX 2T 4 T I3 T U A~OHPEFR Web LR —F 4 7 H—E 2D
By (P.5-4)

e [Web L R— FTOa—HLDELI] (P.5-5)

X1 TABEBTITSAT7UVRATORRESFE Web LR—FT 1 2T DA

*r—TIJLiE

AFvFT 1

ATFyvF 2

ATFvFT 3

ATv7 4

AFvT 5

FIg

TR Web LAR—T 4 72 A X =T VT DEN, +0377 4 A7 Sl — e 2 I(2H 0 4T

LTS Z ez LET, 70 A7 MHREROER] (P.14-56) 22 LTI IZE0Y,

X2 VT A BT T IAT AT, [BEHT 7747 A (Management Appliance) | > [ & B

#—E 2 (Centralized Services) ]>[Web] > [#£#&# LR — kb (Centralized Reporting) ] Z 3R L

F7

VAT A Y NT T U= ROEFTHEMD CTHREFTR LR —F 4 VT2 A4 3 —TNMZT D55

X, ROFIEEZFATLET

a. [A%) (Enable) 127U >y 27 LET,

b. = Na—% I AR ELMRL T, AR (Accept) 1227 Vv 27 LET,

DIETC P REF L R—T 4 > 7% F 4 E—T ML, ZTO%A F—T T HHEE. ROFIEEE

TLET,

a. [#EximE (Edit Settings) 1227V v 27 LET,

b. [£#) Web L AR— M —E 2% HF%279 5 (Enable Centralized Web Report Services) | 7= v 7
Ny 7 A&ERLET,

c. 'Web LAR—hFTOa—V4OEA{] (P5-5) X2 TEITTHIELL, BTHEITTHILEHLT
TFET,

EEEFEEL, RFELET,

~

GE) T77IA4TUATWeb UR—FT 4 VT NAF—=T N2> TWT, ZOMNEIZT ¢ A7 fgEiEN
HEToONTWARWEES, T4 AZHEENEYETond £ T, FREPE Web LAR—T o
VIR LEY A, Web LIR—FT 4 VI BXWNNT o U FCRRIET D7 +— 0N, BIESRE
ALTWAT 4 AZHEIBEL VD L REWVWESE, Web LER—FT 4 U 7 BXORN N T v T OTF—#
kb EdA, FEHIICOWTIE, T4 A7 HEHAEOER] (P.14-56) 2L T ZE0,

Web X2 ) T4 7TSAT7VRATORREPELKR—T 4 2T DA %—

JILiE

HREFRTR L R—F 4 v T A F—T NVIZT BENC. TRTOWeb X2 UT 4 7T 7T 2 AN
ES, BEEBVICEELTWAMERH D 7,
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HRERR LR —T ¢ 7013, FNEHEHT L8 Web X2 VT4 TTI7A4T VAT LA =TV
T D0 RNH Y £3,

[ Cisco IronPort AsyncOS for Web Security User Guide] @ TEnabling Centralized Reporting] % %M
LTL7IZaNy,

EEWNEDEWeb EXa1 T4 PFTSATIOARAANDRREHRE Web L
R—T 12T Y—ERDEM

ATFyvFT 1

ATFvFT 2

ATvT 3

ATv7 4
ATyT 5

I TETT D PIAL, o REFREBEREORERFIZ, T TIZIOT TIA4 T U AEBM LN
EomickoTRAEY 4,

FIR

X2 VT A BT TIAT AT, [BHT 7747 A (Management Appliance) | > [ & B
#— B 2 (Centralized Services) 1 >[EFx =2 VT 1 777 A 7 A (Security Appliances) ] &R L
e

UAMZIWebEX2 )T 77747 AEBIMFEAROBEIE, ROFIELFETLET,
a. WebteX=aUT 4 77I73A4A T AD4RHIZEZ Y v 7 LET,

b. [£#&H 1L A — b (Centralized Reporting) | h—E A& RIRL £,

Web tXx a7 T7I7A4T7 0 2 EZEML TORWEEIE. ROFIEEZFATLET,
a. [Web 77747 ADENM (Add Web Appliance) | 27 U v 7 LET,

b. [77747 24 (Appliance Name) [ B L O [IP 7 KL X (IP Address) | 7% A~ 7 4 —/L
W2, Web X2 U7 4 777347V ADEBRA L —T 2 A ADT TI7AT LV AHEIP T RLR
EANTLET,

)

GE) [IP7 KL (IP Address) ] 7% 2 h 7 4 —/L NIZ DNS 4 & AN LEEHATYH, [%1E

(Submit) 1227V v 745, F<ITIPT FLACHRISNET,

[£E#EH LA — b (Centralized Reporting) | —EANHENIRIRI N TNET,
d. [#fcofesr (Establish Connection) | 227 U v 7 LET,

e. BHHRLEDT TIA TV ADEHET H U FOZ—HLZ ERRT—REAN L, [ B0
37 (Establish Connection) | %227 U v 7 L¥7,

~

GE) vlA VBREREANTIE, EX2 VT4 BT I T ANV E—N T T IA4T
AND T 7 A NRED DDA SSH F—NEINET, e/ A4 VEKRERIZ. EX2U T4
BT FS5AT AR EINE R AL

f. [HZh (Success) | A v E—IB_R—=V DT —TNO LICEREND ETHELET,
9. [7 A F#Eki (Test Connection) 1 %2 U v 7 LET,

h. 7= L0 LEOT A MNEREHRLET,

[%fF (Submit) 1227V v 7 LET,

PREFRI LR =T 4 o T oA RX—TNVIT 2K WebEX =2 VT4 77747 AWK LTZOFIA
ZHYIRLET,
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ATv7T 6 LEHERFLET,

Web LR— FTHOA—FRBDESRIE

TI7ANBITIH, VE—T 4T X—=T L PDF IZa—FEARERENET, 2EL, 2—FD7 74
N —%RHET 272012, Web LAR— F Ca—FA 2 TERVWESICTLZENTEET,

DT TITAT VAQEREMREFFO2—VIX, A X T 7T 47 LiR— baRRTIHE, #i
a—VPHEFRRTEET,

5-1 A—HFanRREhiLR—F v R—
Users

Printable (PDF)

)
27 Nov 2011 10:00 to 28 Nov 2011 10057 (GMT -08:00)
timmy 132 timmy [EE 320.7K6
tecumseh 127 tecumseh [T 264.8¢8
wells 126 franklin.d [T 259.6k8
franklin.d 18 wells IR 254.4KB
timmy 106 davies [T 236,966
frank 104 timmy [T 2315k
murgatroyd o9 8.19.75.105 [T 230.2KB
davies 95 tim [T 209.9k8
alices 94 chan [T 207.5K8
karl 94 franklin.d [T 193.2k8
0 100 zcllu m 8 195.st3 m:lun sas.lsxs
Transactions Bytes
Chart Options... | Export... Chart Options... | Export...
Items Displayed 10 B‘
User ID or Client IP Bandwidth Used Time Spent Ti Ci leted T i Blocked = | Total Transactions
timmy 320.7KB 00:33 151 132 283
tecumseh 264.8KB . 00:39 121 . 127 248
wells 254 4KB 00:27 124 126 250
franklin.d 259.6KB 00:27 117 118 235
timmy 231.5KB 00:24 104 106 210
frank 162.3KB 00:12 78 104 182
murgatroyd 1B6.8KB 00:24 85 99 184
davies 236.9KB 00:33 108 95 203
alices 186.1KB . 00:24 89 . 94 183
karl 185.2KB 00:27 92 o4 186
Totals (all available data): 10.0MB 21:48 4,763 4,648 9,411
I— Columns... | Export...
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5-2 A—HEZELZICLELR—F o205 R=T
Users
Printable (PDF)
TmeRange: 0w 19)

27 Mov 2011 11:00 to 26 Nov 2011 11:29 (GMT -08:00)

Top Users: Transactions Blocked (Anonymized) Top Users: Bandwidth Used (Anonymized)

4c4b26262d79 132 A 79 | 320,788
4c43202c2622232b7C 127 4c43202c2622232b7c [T 264.8KE
422326464279 126 444a4B2741264b2707437c [T 259.6KE
4£443482741264b2707437¢ 118 422326464a79 [T 254.4K8.
4c4b26262d79 106 4348224b232a75 (I 236.9KB
444248274179 104 4c4b26262d79 [T 2315K8
462c2244282c42472d237c 99 0d0709ada?02aca709a90c79 [T 230.2K8
95
a4
94
T
100

4348224b232a79 4cdb2679 209.9K8
48264b20232a79 42232646422744482a442779 207.5K8
412822467¢c 4443482741264b2707437¢ ] 193.2KB
t T 1 T T 1
L] 200 300 e 195.3KB 390.6KB SE5.0KB
Transactions Bytes
Chart Options... | Export... Chart Options... | Export...

Users (Ancnymized)

Items Displayed 10 B‘

User ID or Client IP Bandwidth Used Time Spent T i C leted Tr i Blocked = | Total Transactions
4c4b26262d79 320.7KB 00:33 151 132 283
4c43202c262a232b7c 264.BKB 00:39 121 127 . 248
422326464a79 254.4KB 00:27 . 124 126 . 250
444a482741264b2707437c 259.6KB 00:27 . 117 118 . 235
4cdb26262d79 231.5KB 00:24 104 108 210
444248274179 162.3KB 00:12 78 104 . 182
462c2a44282c4a472d237¢c 186.8KB 00:24 . B5 99 . 184
4348224b232a79 236.9KB 00:33 . 108 95 . 203
48264b20232a79 186.1KB 00:24 B9 94 183
41282a467c 185.2KB 00:27 92 94 . 186

Totals (all available data): 10.0MB 21:48 | 4,763 4,648 [ 9,411
] - U< 10 o Cienc 1P | Cotumns...

VAR— F Ca—PAEZ@H T2V E 91292123, ROFIEZFATLET,

FIg

AFyFT 1 [BHET T 747 A (Management Appliance) |> [#EKEE Y — 1 2 (Centralized Services) |>
[Web] > [#£#9&EL LR — 1 (Centralized Reporting) ] ZER L E 7,

ATvF 2 [#EZWE (Edit Settings) | %7 Vv 7 LET,

AF9FT 3 [LAR—ICa—VPAZELIZT S (Anonymize usernames in reports) | F= v 7Ry 7 A& F AL
£7.

ATv7T 4 EHEEXREL, RELET,
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4283597147 Web LiR—T 4 0T R—DDiEE

ALETIT 47 Web ViR—T 4 7 RXR=TTlE, VAT LANTEHNRLETD 1 2FHTTITO

Web X2 VT TTIAT AT TITA47 AL

T oEHRAEE=FTEET,

INHEDOR=YDEIEIZONWTIE, ROEHEZSZHRL T &N,

% 5-1 12859 F 47 Web LIR—F 1 0 J R—S D
=Ly BHE%

LR—FNTF—FDOT IV EABIOE LA S g
RS D

(WR—F 47 F—F &2 rd5H) (P3-1)

T—TNANDT —F DE K% T 2

[Web LIR— DT —7 v 5T ADiHA |
(P.5-11)

ABTIT AT VIR— b RXR=Y D a—%&h
AL <A XD

R —KF—HDOEa—DHAX~<A X
(P.3-3)

T2 NDIERERET D

'Web F 7 v %2 (Web Tracking) | (P.5-55)

VAR— MERZEIME 21X 7 AR =5

"WAR=T 47 T—=2BLOr T v X7 T—
B OHRE L =7 AR — ] (P.3-10)

SFEZSERAUETIT 4T LR—F =TT
SOWTCHRES S

[Web L R—F ¢ 7 ~—=Ho0nWT) (P.5-7)

VR—=haAd T RTAERT S

(A a—NVERESNTZLVR— AT~
K Web LAR— MZ2>W\W T (P.5-66)

LK — b M E L 7= IR O E O BRI H BIIC
EFSNBLED AP a— A ERETD

(AP a— B ESNELVR— e v~y
F Web L'AR— k2o TJ (P.5-66)

T—=HNATHEHRDE T~ K LR—RERT
Va—)LENTLR— N EERT D

[7—H A 7T ENT- Web LR— hDFEREEH)
(P.5-72)

T =2 OWEGIEEZBRT S

txa V74 777347 ALK DVR—-MH
7= ORESIE)] (P3-2)

Web L R—T 1 29 R—=IIZTDVT

[Web] > [ LA —F (Reporting) | ¥ 7I2lE, VAR—F T—F2RK7-THDOLTT v a B D0

(E)

HoFEF, ZZTIL
VIZERSINDERIZOWVTIEHA L ET,

DA TICERENDEVR—=T 47 R=V BIOKLVER—T 4 7 ~_—

[Web L'AR— k (Web Reporting) | # 7D EDE T v a vt T~y RERFATF Y2 — IV EHRL

R—F & LTHATE 200 T,
MZ2WT) (P.5-66) B LT ZE0,

(A7 a—VREESNEZVR—FEA T~ K Web LAR—
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% 5-2 [Web L7R—F (Web Reporting) ] 2 7 D&#H
[Web L7R— F (Web Reporting) 1]
A=a— Tovay

Web LR— FDOBE

[ (Overview) ] _—II2i%, BHEWVDO Web ¥ =V
TATTIATVATDT I T 4T 4 OBMEREREINE
T, TNCE, BRBIORE NI VT v a BT D
TR — T b EENET, MOV TL,
[Web LAR— kO (P.5-13) 2B LT &,

[2—% (Users) ] LR—F (Web)

[=—% (Users) ] X—IIZITHEHEDO Web NT v ¥ 7 v
I NEREN, F2—F D Web bT v X V7 ERE R T
EET,

[=—% (Users) | "<—TTlE, VAT ALO=2—F (1 A
FFEER) BAF—Fy b, FEOVA b, R EE
@ URL TELLEZFEME, TOa—FRMH L TV 25
WOEELRRTEET,

[=— (Users) | —YDA L ET7 0T 47 7p [2—W
(Users) | 7—7 NV TxDa—F%2r )y r35E 20
FEED 2 — Y OFEMIE RN [ 22— DFEM (User Details) ]
—VICFRINET,

[ —H DM (User Details) ] ~<—Clx, [Web] >[ L
AR— bk (Reporting) ]>[=—% (Users) | X—T DA ¥
FU7T7 4 7% [2—% (Users) | 7—7 NV THRELZa—W
WOWTEKRNRIEREZERTEET, 20—Vt B
ENDY AT A TO{/L—YOT 7T 4 T 4 HETEE
T, BRI, 22— LULOREEZFATL TV DHHERIC, 22—
PRT 7 AL THNDHA b, 2—FREELTWDH< L
=T OB, 2—YNT AL TS URL BT =V,
INHOHA FPTREDZ—FREC L TWDIREMZ &% fik
BITAMENHD L XX, ZOX—UREILLET,

FECOWTIE, [[=2—% (Users) ] LAA— 1 (Web) |
(P.5-17) 2B LTLEEY, VAT AIBIFAF2—H 0
FERIZONTIE, [[2—F O (UserDetalls) ] (Web L
RN—=T14>7)1 (P5-20) 2ZRLTIIZE,

[Web 44 k (Web Sites) ] LR—

[Web 1 & (Web Sites) | ~—I Tk, BHAHRT 77 A
TUVATHRAELTNWDT 77T 47 4 &2KE2HEH L TERT
ETET, TOR—UTE, FFEORBEHNIZT 72 S
72U AT OEW Web A hEE=FTXET, FHMIcOW

IZ. [[Web %4 k (Web Sites) | LA— k| (P.5-24) %%
LT 7ZE,
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& 5-2

[Web L7R—F (Web Reporting) ] 2 7D (%)

[Web L7 R— Fk (Web Reporting) 1]

A=a—

Tovay

URL 7T LR—F

[URL #7 =U (URL Categories) | X—YTix, 77 &R
ENTHWDHRDOEN URL h7 2 #FRTEET,

o NIV I varIZlIlRETDLT Y T varE
i3s3 9% MU H— L7z BAE URL,

o ETLIENIF VYW vave, L LTy 73N Thh
hIUoWrvarolibestgl Lz, f8E LR
HHEANDOTXTOURL AT IV, ZhiFA & T2
TATRBTERBLOBDA XTI T 47 T—T )b
Lo TVWT, BREWGLTCT—% %Y —FT&FET,

PR OWTIEL, TURL #7 2V LAR— K] (P5-26) &%
L TSES N,

[7FUFr—2arn&T (Application
Visibility) ] L—

[77V 4 r—v a3 0F 7R (Application Visibility) ] ~<—
T, EX=2 VT 4 BBRT 7 I9A4T7 U ABL N Web £F =

V7g 7T IATANTRHEDT 7V r—vay 247
WCHA SN TV HHIEZEA L, £RT2ZENTEET,

FEHCOWTIR, [TV r—v a v dFEz (Application

Visibility) ] LARA— ] (P.5-30) 2L T 7EE0,

[Tz 7x5%E (Anti-Malware) ] L
R—+

[ =7 5% (Anti-Malware) | _X—Y Tid, HEE L
REEIFEPHNIC T v T~ Lo =27 AF vy Z UV THRIBE
Nz, vV 7 R—hre=ro=T HA MNMZETAHER
ERRTEET, VA= OB, B~ 1o =T
R—=FBIOE~LT =T Web A bOEFRENERIN
9, LAR—FOTFEHIZIE, SN~y 2T F—FE
<Ny =T A MRFRREINET, FEMICOVWTIE, (<
7 =7 %% (Anti-Malware) | LAR— ] (P.5-33) &ML
TL7EE W,

[2547> 7)oz T7 )RY (Client
Malware Risk) ] L/ R— k

[7FA4 7 k<A77 YRX2 (Client Malware Risk) ]
NV, X2 VT AL R =T 4 T =D T,
IOR—VEMBHALT, ELHEEICY LT 2T YA kot
MLTWDHEERHLMMe D T4 T avta—2%
FrETEET,

IOV, 27947 b w4 =7 UAX2 (Client
Malware Risk) ] VAR — K] (P.5-40) 22 LT 7EEW,

[Web LEaT—23> 74148 (Web
Reputation Filters) ] LR— k

FRE LRGN O N7 o7 > a x4 5, Web b

Car—valy 7402V 7ICBlT A LR — hERRTE
FT, FEACOVWTIE, [[Web b EaT—ay 7 4 L4

(Web Reputation Filters) ] LR — k) (P.5-43) &ML C
<TEEWN,

[L4 k50499 £=4 (L4 Traffic
Monitor) ] L#R—k

FELEBERENICLY hTF 7 4 v7 T=F THRIEESH

o, AT T R—hEvAU =T A NMCETLERE
FRTEET, IO TL, M[L4 vTF7 747 =4
(L4 Traffic Monitor) ] LA&A— k] (P.5-46) &ML T2

él/\o
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% 5-2 [Web L7R—F (Web Reporting) ] 2 7D ()

[Web L7/R—F (Web Reporting) ]

A=a— Toay

[SOCKS FO*< (SOCKS Proxy) 1 L |45ift, =—¥7 ¥, SOCKS uxy¥ hI ¥ 7y avn
R—k TR ERRTEET,

FEHIIZ DWW T, [[SOCKS 72 %3 (SOCKS Proxy) ] v
A—1F1 (P5-51) 22RL TSN,

A—4 Aa5—2a VRO LR—+
(Reports by User Location)

[2—H vb— 3 VRO LR— K (Reports by User
Location) | X—YTiL, XA )V 2—FRa—) VAT
LAFEZFVE=b VAT LAPLETLTNDT 7T 48T 4
ERERTEET,
FHMZOWTE, [2—F v —a VRO LR — b
(Reports by User Location) | (P.5-53) #Z&M LTI 7230,

Web +3v¥>% (Web Tracking)

[Web k7 > %7 (Web Tracking) ] _X—Y TiL, ROF A

TORERERBTEET,

e Web 7u¥xy —b AL THME IR T P
Va VORE T, AR Web BElER (77747
VATHEENTND Web b T 7 4 v o DX ATIRYE)
HEMLTRRTLHIENTEET,

i, EMEE, =2—% 1D, 24T NP TR
L AR EDIFERNEENDIE, $ED X A 7D URL,
BHHEN EA LTV AR O &, FfE D=2 — ¥ D Web
FHRWDO FF v X 7R EOBRbEENET,

e L4 vT T4yl E=HIZKoTHHENT N T Y
a OB TIE, SNVT T ORET 7T 4 BT 412
BELTWAYA M, A—h BLXOIZFZA4T7 NPT
RLAD L4ATM 5 — X R cE £,

e SOCKS ek TN T T v ay
DO TIX, SOCKS 7ux it ko TE I T
Vv a v ERBETEET,

FEMICOWTIX, TWeb M7 ¥ 22 (Web Tracking) |

(P.5-55) #ZMR LT EEW,

[ RTLAEE (System Capacity) ]
R—

VR—F 47 F =B X2 VT4 BHT II5A4T R
WCEET D, &MY —se—RE2RRTEET,
FEICOWTIX, ([ A7 L%/ (System Capacity) ] ~<—
V) (P5-61) LTS ZEN,

[BEATEELF—4% (Data Availability) ]
R—2

KT TITATAD BX2 VT4 ERT T T4 T A LDV
R=T 47 T—=HORBELRETEET, FEMICONT
%, [[EAATREZ 7 — 4 (Data Availability) ] ~<—%)
(P.5-65) #ZHL T EEN,
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(E)

Web LR—

~

GE)

% 5-2 [Web L#—k (Web Reporting) ] # 7D (#E)

[Web L7 R— Fk (Web Reporting) 1]
A=a— Toay

EHLAR— + (Scheduled Reports) FBELIZBHFEHEO LR — FDORAT Vo — V2R ETEE
T, FEHCHOWTIE, ATV a—LRESNTZLR—FE
FrF <2 K Web LiR— MMZoWT | (P.5-66) 2#FMR LT

AN
7—Hh4 T LAR—F (Archived BE LI-RMESEHEO LR — 2T —h A4 7 T&ET, FHMIC
Reports) DNWTIE, 77— 4 7 &7z Web LAR— hDFKoR & EH

(P.5-72) ZZML TS EEY,

FEALED Web LR—FT 4 7 A7 TV TULR—MEAFVa—ARETEET, 2L, HES
N URL A7 TV BLOEE T AV r— gy ZA4FICETAEMOLER— FREENET, L
R=bFDRAF Y 2= VB EDFHMZONTIE, A7 a— AR EShEZLR—FE LT~ K Web
LAR— MO T (P5-66) BB LT EEW,

FDT—TIL B S5 LDERA

ZITHEH, SESERWeb LE— K R=VOT—T AL THEHASNDI T LARABLICOWTEBELE
j—o

FTRTCODTLEHLE—F R=UTHATE 2D THEHY EHA, 7o, BATIERTRTOD
TENT T4V N TRRINADITITESY FHA, T—7/VTHEMAFRERT 7 2 ERTRT HITIE,
T—=7TNOFO[F] (Column) | V> 27 %270 v7 LET,

L R— N TOT =T NVOEEOFEMIHONTIE, [VR—F X=YDF7—TNVDOHAZ~< A X] (P.3-6)
L TLTEE0,

& 5-3 Web LR—F 4 24 R—=SOF—TIL HS5LDOFHEA

hS LA H L]

RAAL L FE-1ZLL L (Domain or THXARMEKXNTRREINDZ—TFDO AL EZITLIL

Realm) VAN

a—H D FHFEZ7TIA4 T FIP (User |TFAMERTEREINLZ—FDOa2—VID £/7-137 7

ID or Client IP) A7 k1P,

i F 5 538008 (Bandwidth Used) BEOZ—WFEILT 7 a AT k- TS5
W&o, HIRIEOEAIL, NA FEIE % TRRSINE
\j‘c

TayX Il o THBTEE |(fFFEDO N v s varoryay s ooty

(Bandwidth Saved by Blocking) R O &, HHREALIASA P TRRINET,
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® 5-3

Web LR—F 4 2T R—SOTF—TIL H5LOBHRHE @#HE)

hI L%

B

AR (Time Spent)

Web R— 12 #H LS i, = —FOREN BHOY;
A, % URL 7 FY Ta—¥nEL LZIE[H, URL @
ET7 v F U TRRZIE, EOFFED URL 1282 —FRE
L 7= HeRE,

KW var A2 ME Tviewed] DX 7 HRfHT 5
na (2—¥2n4HED URL (citde) & [HEIEEM
(Time Spent) | DEDFHE 3L S L, Web LAR—T o
VI TN DT 44— RELTEBMENET,

Lo SN 2RI 5720, AsyncOS 137 7T 47
=PI, 1 MO T 7T 4 BT 4 1Zx LT 60 e
WO ZEID L TET, 20 1 HEoKbYIC, &
PR LRI, 2O —F RN E KA A
VHEITTHEICE S NnE T, e, HH—FnRT
IT 477 1 M4 DD B R AL NTHEATTS A
FOA—=PEIHERAAL L TISHTOBLLZE RSN
E3r AN

e OMEICBI LT, BIFOEFEFEEZEE L T2
S,

o TIUT 4T a—WiX, TTIAT U AELT
HTTP o9 7 4 v 7 ZFEEL, Web A T 27 &
A LTz, 7205 AsyncOS 8 [R—2 Ba—| & H
T ENEETolea— YA EIZIP 7T KL AL LT
EREINTHET,

e AsyncOS Tix, 7 I7A T s TV r—a i
W D ER & T, 2 — VLG T D HTTP 2R
ELTR—=Y Ea—%EHLET, AsyncOS 1L
ta—URAT 4y 7 TAIT)ANEMALT, ATHE
RV R —Y =Y Ba—F# L ET,

BNZIEEER : TR RSN ET,

FA &7 URL 77 =V (Allowed URL
Category)

HFA SN T TV OKE AT, BALZ N T oF 7
Vary AT TEREINET,

ET=% &N URL #7 2 Y (Monitored
URL Category)

F=HX VU TENTWALTITYOE XA, BT
cNov¥rvary 24T TRRINET,

A& XN URL #5 =Y (Warned URL
Category)

BEENRITINT= AT IV 0L X 47, BT NT
Frigy AT TRRENET,

URL 47 = Vick%57m > (Blocked
by URL Category)

URL #7 U NFRNTCTry s &N o707 v
Ve I NT oY v ay XA T TERREINET,

TV = a rERIET T r—va
v EA TNk BT r s (Blocked by
Application or Application Type)

TV r—vary FALATRRRNTT ey 7 InkT 7Y
r—var, B b oy ar AT TERREN
ij‘o

Web L E 2T —varickdrymny s
(Blocked by Web Reputation)

Web L 2T — g7 ay 7 En-ro %7
Tarv, BIZ h I o s ar A4S TERRENET,

~AU =T HRKICE DT ry 7 (Blocked
by Anti-Malware)

Anti-Malware IZ X~ To7mnyv /&= b7 0¥ 7 v
Vo B N T v v ay AT TERRENET,
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® 5-3

Web L R—TF 4 27 R—SOTF—TIL H5LOBRE @#HE)

hI L%

BifA

ZTooTay s IR T oA
> (Other Blocked Transactions)

Tay I ENAMOTRTONT YT g v, B
N rvary 24T TRRINET,

HIRERIRE O H D N T g v
(Transactions with Bandwidth Limit)

HIREOHIBRRHD N7 ¥ 7 v a ok,

HIRIEHIR D2V R T oY 7 g v
(Transactions without Bandwidth Limit)

IR OHRIRN 72V T o7 g O,

Tuy s Ihic gy rvay (77
Y r—3 a3 U] (Transactions Blocked
by Application)

BEDOT TV r—yary A4 FICkoTTuy s &hi-
NSV INEL 8

AN NI oYY 3  (Warned
Transactions)

Z—PICEERRESNTZT R TO N T T T va
BAE NS F v ay AT TERINET,

NZ %7 a 5T (Transactions
Completed)

I—YPNET LI T Yo var, B NI 097
vary AT TERIENET,

A=/ (W el A A A= B
(Transactions Blocked)

Tyl ENETRTO N s gy, BT
VY vary AL T TRRENET,

¥ hZ Y272 a3 (Total Transactions)

BELEN T U7 a0

Web LR— FDIIE

[Web] >[ LA — b+ (Reporting) ]> [#£% (Overview) ] X—Y Tld, BHEVOWeb X2V 7T 4 7
TIAT VATDT VT4 T 4 OMERFRRINET, ZHICE, HEEBLOBEN T 7 a v

T3 7 7 70~ — T—T7 b EFENTET,
5-312, [#% (Overview) | —V&RLET,
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5-3 [Web] > [ L7R—F (Reporting) 1> [#ZE (Overview) ] R—2
Overview
Printable (PDF)
Time Range: | 90 days ¥ Wiew Data for: | All Web Appliances v

30 Aug 2011 00:00 to 28 Nov 2011 12:01 (GMT -08:00)

Total Web Proxy Ac!

1 T T ; GuuLT
14-Sep 28Sep 12-Oct 26-0cx 09-Nev 23-Nov
Export...

uspect Transactions

(RD~—=1ZHi<)

Web Proxy Summary
Transactions

W Suspect Transactions 0.6%

© Clean Transactions 99.4%

Total Transactions:

L4 Traffic Monitor Summary

Suspect Connections Detected

Suspect Transactions Summary

Transactions
2,000 -
| Blocked or Warned by URL
1,800 [ | Category 6.3% 1,416
1,600 e
1,400 Blocked by Application 0.0% 2
1,200 M elocked by Web Reputation 27.7% 6,197
B Detected by Anti-Malware 44.9% 10.0k
Other Blocked Transactions 18.1% 4,034
Total Suspect Transactions
Detected: gz
Export...
31-Aug 14-Sep 28-Sep 12-Oct 26-0ct 09-Nov 23-Nov
Export...
e i W B e P ol B e B e Pl P o B Tt
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(A= b DR )

Top URL Categories: Total Transactions Top Application Types: Total Transactions |

Computers and Internet

Social Networking 2636k
Search Engines and Portals 1679k
Advertiserments il 1258k
Computer Security Jl 105.6k
News || 74.9k
Business and Industry || 716k
Shopping J 59.8k

Media

Internet Utilities

Social Networking
Enterprise Applications
Blagging

webmail

Instant Messaging

166.4k

Reference || 565k Turhotss
Uncategorized URLs | 40.6x it

o 1.0M 2.M 10M 4.0M o 100.0k 200.0k 300.0k
Transactions Transactions

Chart Options... | Export... Chart Options... | Export...

Top Users: Blocked or Warned Transactions I

195.51.100.89
195.51.100.12
johnson

Top Malware Categories: Monitored or Blocked

lee
smith
jones
williams
Adware [T 1,679 singh
Trojan Horse |8 schmidt
gonzalez

3.841

Trojan Downloader | 2

T T

L] 1,000 2,000 3,000 o 2,000 4,000

Transactions Transactions

Transactions Monitored Warned Transactions

I Transactions Blocked B Transactions Blocked

Chart Options... | Export... Chart Options... | Export...

[#% (Overview) | ~—Y® EERIZIZ, URL & 2 —V O HEICET 2 HEHER, Web 7uxv 7
IT4ET 4, BEXOEE N T o7 v ary P~ —REKRrENET, bTo¥Friar <l —iC
1T, EOIIEEMZR Ly REHRARENET, 22X BbLWnWhI vV rvar b 07770
BizEzN LD T oI varinTday s AN, BT e v s S FERNERSRET,
[BEZ (Overview) | X—T @ F¥450%, ERARMICETHERICERASILET., 2F0, RINT
WHEMURL A7 3Y), Juav 7 3nNTWb ENT7T 7V r—vary AA4A7BI0HTIV, ZnbH0
Tuy 7 ERIREERARL TS M a—FRERENET,
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WDV A RTIE, [ (Overview) | X—Y 0K &7 > a LV IZHOWTHAILET,

& 5-4 [Web] > [ L7 R— + (Reporting) 1> [#ZE (Overview) ] R—J DOEEH

2o ay B

HM%EBE (Time Range) (FAOY 4% |1 ~90 HM 72 AW A X LR EHEEZIRE CE 5 Ruy 7y
YURR) 7y YA N, FEESEOEME EEO=—XIZ/hb iz A

B A RZHONWTIE, TLVAR— hORFM#EPEOER ] (P.3-4)
R LTLLTEZN,

F—45BMR (View Data for)

WEF— 252 ER-THWeb X2 VT4 7754 T 0 A%
BRTD20, [TXCTDO Web 77747 A (All Web
Appliances) ] Z#iEIR L E T,

(7T IA TV AERIFIVR—=T 4 7 T —T DL KR—
T4 T—=2DFER] (P3-4) ML TLIZEN,

Web 7O%Y 7957 4 ET « %% (Total
Web Proxy Activity)

Ik arTiE, BEEX VT A BT ST T A
TEHINTWA Web X2 T 4 77947 RTEo
THESND Web 70Xy 775 4 ETF 4 2 FRTEET,
ok vavidii, bV v aroEROK GtoR
BU), BLOT 774 €T BRRELZBLZOAR (B4
OFEME) NFERINET,

Web 7O0%>DH 71— (Web Proxy
Summary)

IOk varTiEH, b LW Web YuXy 7T 48
TAERFEER TR T2 T4 T 4 DERE, T
P arORBLEDTRRTEET,

L4 k37499 E=EDYT)— (L4
Traffic Monitor Summary)

COHEZIE, BEEXF VT 4 BHT S IA T UATERX
NTNWEWeb X2 lT 4 T 7947 AL > THIES
NAELL NTT7 4 v I MBEREINET,

FEHLWFS VYo 3> (Suspect
Transactions)

o7 varTlE, BEEAENEDLW NI U gk
SHELZWeb T v araRRTEET,

ORI variZid, PV v ar0EEDE GitoR
W), BEOT I T4 8T WNBELEBLZORL (B
D) NERENET,

BHOLWFS VSO a vy —
(Suspect Transactions Summary)

DRI varTIR, Tay s ERiEgEIRZEDLL B
TV varolRERRTEET, T2, BRHEEITT
oy 7 ENTE NI arnEZ AT, BIOEDNT v
W a v NEBICT a7 SRR EERTEET,

B9 a3 AL URL A7 T
1) (Top URL Categories by Total
Transactions)

DB va iR, Ty 7 &R TS BN 10 © URL #
FTAYRERENET, URL BT IV DX A7 (fto B
D), BEXATOHT Y RERICT vy 7 Sk
FEOBEY) Z2ERDH Y FT,
TTICERBSIN TS @D URL AT I VITEFHSND Z
ERHYVET, T LEFEHRCLD LR — MER~DOFEIC
ST, TURL 73 &y hOBEHE LR— ]
(P.5-28) #ZML T ZE0,

BESO avBALET T r—
< ay 8447 (Top Application Types
by Total Transactions)

DB va iR, Tuy I ERTWD LT Y r—
ar AATRRRINET, L, BEEOT Y r—
vary ZAT4h WEOBREY), FEOT U r—ya Ui
Tay s EREE BOBEY) BEENLET,
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% 5-4 [Web] > [ L R— k (Reporting) 1> [#ZE (Overview) ] R—IDE#Ml (HKES)

o3y HL]

BELEEETLYZ27 ATTY (Top |20k vz idid, REEShET_XCo~vAry T BT
Malware Categories Detected) UMNFERINFET,

TJav Y ELEBEEESN- S92 (o7 aicid, Tuv s &N T o svarEs
YOLfia—4 (Top Users Blocked or | [3#& 5356/ F &= b T W7 &g v &AR L TV D ERED
Warned Transactions) ZI—FREREINET, =2—FFIP 7T R A FERE=2—F
HTRARTEET, 2—FLEFBTER2NEHICT DI
X, [Web LAR— FhTOa—F4DELAL (P.5-5) %5
LTL &N,

[2—Y (Users) ] LR—F (Web)

[Web] >[ LA — b (Reporting) ]>[=—H (Users) | {—TIZik, K2 —F D Web LR—F 1 7
HRERRCEDHEDY I NFREINET,

[—H (Users) ] X—YTiL, v AT AL LEOa—% (1 AEITER) A F—Fy b, HEOY
A by FREHED URL THROLEFME, ZO2—FRHEH L WD FIREORZERRTEET,

GE) X2V TA4BEHTTIAT VAR A= TEDLIWeb X2 VT4 TT7I7AT VA LORKZ—V
1% 500 T9,
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5-4 [Web] > [ L R—F (Reporting) 1> [21—% (Users) ] R—
Users
Printable {PDF)
Time Range: | 90 days w|

30 Aug 2011 00:00 to 28 Nov 2011 12:44 (GMT -08:00)

s: Transactions Blocked Top Users: Bandwidth Used

3,841 198,51.100.9 [IT] 39.0G8
198.51.100.37 (I 38.9G8
198.51.100,132 [N 16.9G8
198,51.100.28 |I00 6.6GB
198.51.100,208 [T 5.6GB
195,51.100,14 [0 5568
196.51.100.116 [I 4.2GB
195.51.100.67 [J 1.6GB
198.51.100.142 [] 954.7MB
198.51.100.165 || %07.1MB

198.51.100.67
198.51.100.132
198.51.100.28
198.51.100.14
198.51.100.116
195,51.100.208
198,51.100.174
198.51.100.151
196.51.100.193
196.51.100.88

o 2,000 4,000 e 200GE 40.0GE
Transactions Bytes

Chart Options... | Export... Chart Options... | Export...

Itemns Displayed 10

User ID or Client 1P Bandwidth Used Time Spent Tr ions Completed Tr ctions Blocked v | Total Transactions
198.51.100.67 1.663. 18:39 62.3k. 3,841 661k
198.51.100.132 16.9GE | a1:40 | 19,5k . 2,603 2011k
195.51.100.25 6.668. 54:02 33?.5k. 2,023 389.5k
198.51.100.14 S.EGB. 45:18 91.6k 850 92.5k
198.51.100.116 4.2GB [ a0:32 | 3089k . 814 309.7k
198.51.100.208 5.6'38. 33:43 93.4k. 496 98.9k
198.51.100.174 oe 01:15 o 357 357
198.51.100.151 494.1!"13. 14:00 31.9k. 20 3z.1k
198.51.100.193 3.7?‘18. 00:36 584. 146 730
198.51.100.88 328.4MB 01:37 8,645 50 8,705

Totals {all available data): 123.6GB . 4470:00 3.7M . 11.7k 3.7M

——

Columns.., | Export...
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| 5%

PREFE Web LR—F 4 VIBEV S vX VT OER

[—H (Users) | —IZi%, Y AT L EO2—PICHET HROERNBFRSNET,

% 55 [Web] > [ L7 R— k (Reporting) ]1>[1—¥ (Users) ] R—I DM
2o ay B
BMI%E (Time Range) (FAY Y |1 ~90 HME/RII A X LA HEHHEZIEETE A Fny 74y

Y2 YR )

v U RN, BEEFEOFENE EBEO=—X TSI A X <
A RNZHOWTHE, TR — hoORRIHEE ORI (P.3-4) 25
LTL7Z&EW,

A= R R ¥ (Nl L LR - b
Efia—4 (Top Users by
Transactions Blocked)

o aclE, IP 7 RLRAERiF—W4 TRENT E
fLa—H (HEOBKY), TOa—¥FRTnvy s Iz hI7 %
Jvarol BoOBKY) BEREINET, LR—T 17
FHRELT, 2—VHFEEITIP 7T RLRAZERTER2NWE D
T B2 ENTEET, ZOXR—VFHIIAF P2 — LR ES
Nz UAR— F T —V4 ERBIRA AT 5 FIEOFEIZ SN
Tt TEX2 VT4 BHT 7T 47 2 2 TOHRERR Web
ViR—T 4 v 7 DA F—T4b) (P5-3) #ZRLTIZEE0,
FIFINIIRETIL, T_XTO2—PLNFERENET, 2—
YL &I EFRRITT B2, TWeb LAR— b TO—V L DES
b1 (P.5-5) ZZML T EEN,

A FA BRI L1 —4 (Top
Users by Bandwidth Used)

OBV a s llE, VAT A TR EHRE (T, N
NOEREZ RTRHOBREY) ZFH L TS Eira—928,
IP7 RLAFFa—04 (HEOBRKY) TERREINET,

[2—Y (Users) 17—

DT —TNDT —ZDFHEMZONWTIL, [Web LAR— FDTF—
T BT LAOHEBE] (P5-11) 2R L TL7EE0,

EHT, FFEOL—FID £721%2 74T MNP 7 KL 2%
RTEET, [2—Y (User) |87 ar FTEHOTHFA B
74— RICHED2—YID £721327 747 NPT KL A
EANL, [2=VID £/HE7 747 NPT FLADK%
(Find User ID or Client IP Address) |22 Vv 27 LEd, IP T
RUARERIZ-FH LT THRRITESNE T,

[=—% (Users) | 7—7 /L Tik, BEO=2—F%27 U7 L

T, SHICEENRERE2HRLZENTEET, ZoEHIL. [
2 —HWOFEM (User Details) | _X—VIZERENET, [2—F
DOFEM (User Details) | ~X— Y OFEMICO>WTIE, [[2—F 0D
FEAM (User Details) | (Web L R—F ¢ > 2) | (P.5-20) & H
LTLEE,

4

~
xcr'
~

IJIAT U RIPT FLADORDVIC2—FID 2FR_THIE, B2 VT4 BT 7 IA4T A%

&L, LDAP — "B a— P ERE RS T 2 0EAH 0 T3, s VT, % 9 D [Creating
the LDAP Server Profile] #Z&H L T 7Z& 0,

o)

m
\l
-

Bl (P.5-7) ZZRL TS,

ZDOLR—=FDEa2—% B AFAXTHINE, (A 2T7 7T 47 Web LIR—T 4 7 RX—=T D

[=—% (Users) | ~—T O HAHIIC

DT, B 1 =2—Foffd) (P.D-1) 22 LTI 7ZE0,
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GE) [=—% (Users) | X—VZoOWNW T, VR—FEEREFIIATFPa—NTE52 N TEET, FFHIC
ONWTE, A Va—LEZESNELR— AT~ K Web LiRR— MMZzoWT) (P.5-66) &5
LT EEN,

[1—H'D#l (User Details) ] (Web LR—F ¢ >%)

[—H# DM (User Details) ] ~<—3Tl, [Web]>[ L A— |k (Reporting) ]>[=—% (Users) ]
N—=TDA BT I T 47 [2—H (Users) | 7—7/VTHRE Lz —FICBT 2 BARR 7 5 %
BTELT,

[2—% DM (User Details) | X— Y Tlt, AT ATOlXD2—VFOT 7T 4T 4 ZfHETE
F4, B, 22— LV DORFELZEITLTVAEASIC, 2—FRT7 782 LTWAEY A F, o—H%
DEBHLTWASLY 27O/, 2—FRT 7 EALTWA URL A7 IV, ZhoDH A FTHE
Da—PFREHEL L TCWHGRR CEHERTILNERDH D L XX, ZOX—UREILET,

BEOZ—H O [2—F DM (User Details) | _X— T % FRT 5121, [Web] > [ =—4 (Users) |
NR=YO [2—H (User) | T—7 N THEDO2—VE 27U v 27 LET,
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5-5 [2—H D4 (User Details) ] R—Y

Users > 198.51.100.67

Printable (PDF)

Time Range: 90 days v

30 Aug 2011 00:00 to 28 Nov 2011 13:40 (GMT -08:00)

URL Categories: Tral

10,0k

Tlegal Activities 4000+
Advertisements

8,000

Computers and Internet

7.000 -
Infrastructure

6,000

Streaming Media

Business and Industry 5.000
Saience and Technology 4,000 -
Uncategorized URLs 3,000 4
Infrastructure and Content Delivery Netw... 2,000
Arts and Entertainment | 0 2,000 - M A
r T v T 1 M

o 200 400 0Hy T | T T e
01-5ep  15-Sep I0-Sep 13Ot  27Oct  10Nov  24-Nov

Chart Options... | Export...

Transactions
Chart Options.

Items Displayed

URL Category Bandwidth Used Time Spent Blocked URL Category Transactions Completed Total Transactions +
Uncategorized URLs | 728.5MB 00:20. o [ 25.7k 25,7k
Arts and Entertainment | 101.6ME 02:04 | o [ 8,275 8,275
Search Engines and Portals [ 53.8MB 01:33 [ a 5,525 5,525
Advertisements [ 28.4MB 00:18 [ a 4,007 4,232
Computers and Internet 19.0MB 00:49 a 3,776 3,868
Games 148.2ME 01:52 o 2,808 2,808
Infrastruscture S50.7MB 02:42 o 2,443 2,532
Business and Industry 32.3MB 0z:08 | o 2,165 2,235
Social Networking | 14.2MB 00:40 | o 1,582 1,582
Streaming Media | 405.2MB 00:58 [ o 763 852
Totals (all available data): | 1.6GB 18:39 [ 390 [ 62.3k 63,3k
Columns... | Export...

= = T — — — Y o

TD_R—=1ki<)
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(A= b DR )

b . S < b3 K
Items Displayed
Domain or IP Bandwidth Used Time Spent Completed T Blocked | Total Transactions =
Tl O 7134ME | 00:29 [ 24.5k o 24.5k
LCom 92 AMB | 02:02 [ 8,037 o a,037
31.ZMB 00:38 [ 3,095 o 3,095
1.7MB | 00:56 [ 179 1,769 1,948
com 3.7MB 00:00 | 1,841 [ 1,841
2 AMB o2z | 1,539 a0 | 1,619
i v 12.6MB 00:03 | 1,033 o 1,033
Tl et 10.5MB o0:00 | 1,001 1} 1,001
T i fosiha COMY 46.5KB 00:57 | q 398 902
Wil oo 8.8MB 00:09 778 o 778
I— rIP Columns... | Export...
Applications Matched
Items Displayed
Application application Type Bandwidth Used Transactions Completed Other Blocked Tr Total T -
| Internet Utilities 3.7MB | 1,832 | o | 1,832
et Video .Media SED.SHB. 1,517 0. 1,517
st General [ 10.2MB 1,283 of 1,283
U0 .Media 274.2MB. 51?. 0. 517
i [ Instant Messaging 337.3KE | 5 | o | 95
| Webrmail 1.4ME 65 | o | &8
Wi Mail | webmail 425.8KB 61 o 61
T, | Zocial Networking 364.5KB 58 1] | 58
| 2.2MB 54 o 54
157 6MB 40 o a0
832.1MB 5,621 ol 5,621
n Columns... | Export...
Malware Threats Detected
Malware Bandwidth Saved by Transactions Transactions Total Malware Transactions
Malware Threat Category Blocking Monitored Blocked Detected =
" + [ Adware 0B | B2 [ o [ 82
TA— [ Adware 0B 8 | o | 8
— [ ojan Horse 36.0k8 o 3| 3
Totals (all svailsble | -- 36.0KB a0 | 3 93
data):
Columns... | Export...
T
Policy Name Policy Type Bandwidth Used Cormpleted Transactions Blocked Transactions Total Transactions =
Policy 1 | Access LGB 62.2k | 1,174 634k
Palicy 2 | access 0B o 2,667 2,667
Policy 3 | Decryption TEE.IKB a1 | o 91
Totals {all available data): | 1.6GE 62.3k | 3,841 B6.1k
Columns... | Export...
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

[—HDREM (User Details) ] _X—2I2iE, Y AT A LD~ Do —FIZBEHRT 5 R OFERNBFER S

WET,

% 5-6 [Web] > [ L R—F (Reporting) 1>[1—% (User) ]>[21—HDr# (User Details) ]
R—T O

EHvay H% B8R

FM%EE (Time Range) (FAY Y |[LAR—MNIEDDLT— X ORBHIHAZBIRTE DA =2 —, K

92 UR ) MHEPH OFEM & EBRD =— X HbE T A Z <A RZD2NT

W, TUAR— F ORI O (P.3-4) ML T EI0,

BrFSUTOOaVvBURLATT |20k 7 a0, BEO2—FREHL TV AEEO URL

1) (URL Categories by Total HTFITYDY R NBFERINET,

Transactions) . N - .
TTICERINTNDL—E#HO URL A7 TV ITEHIND &N

HVET, ZILEEHCLDL LR — MER~DEEIZONT

X, TURL #73Y 2y bOFEH L LFR— ] (P.5-28) 25

LTL7EEN,
BEZUFY L aVBRER (Trend (2077 7121E, 2—%2 Web [V D2T7 7 A LI RERS
by Total Transactions) nFE+,

e ziE, 1 HORBEDKRLIZ Web b T 7 ¢ v 7 IZRKE AN
AVBDGFETDDEI D, Flo, FNEDANA 7 BRNDFEAE
Liehid, 2077 7hbbny £4, [FER#M (Time

Range) | kmy 7 ¥ oy VR NEFERTEE, 2OV T 75k
BL, ZO2—%0 Web ZHE L CW IR 2 FKRT 25 & O

MNEEFTEET,
—¥ L URL A73Y (URL [—% L7 URL #7 =Y (URL Categories Matched) ] &7
Categories Matched) vallix, BT Lo Yo vavrbrdayrsanizho
VYL a D FIZONWT, B LTI NERINE
ﬁ—o

ok varTiE, HEDURL AT IV 2HETHZELT
XFET, B arTFEHOTEAS 74—/ RICURL A5 =Y
ZAJiL. [URL 77 =Y O (Find URL Category) ] &2
Vo7 LET, IT7TTVIFEH—HLTWLILETHD £
R

TTIEBZESIN TS —#HD URL AT IV ITEHINDLZ N
HOVET, ZHOLEEHICLD LR — MER~DEEIZHONT
X, TURL #73VU &y hOEHFELAR—F] (P5-28) 25H

LTLE&EW,
—¥ L FA<Y (Domains DI arTClE, ZTOa—YRT I A LZEED KA A
Matched) VERIZIP T RVAEERTEET, /2, 2= R hoo

BTV THSLLEER, BIOI T A Ea—TCTHELLEZED
MOSESERFERVEBMCEET, BV a UV FEOT XA
N 74—V HRNIZRAALETLZTIP T RVAEZANL, [ FAA
VERIFIP O#FR (Find DomainorIP) |27V v 7 LET,
RAA L EZIZIP 7 FURALIEREIZC—H L TWAXLEEIH Y £
T A,
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% 5-6 [Web] > [ L/R— F (Reporting) 1>[1—4 (User) ]1>[21—HD# (User Details) ]
R—UDHM WS

o ay 7L

—BLE7IUS—ay ok svarTiE BEOZ—FREHL TWEEEDT S

(Applications Matched) Vi—yarviERBFRcExEd, =& xiE, Flash 5427

P A MZZ—HFRT 7 AL TWDAEER, [TV r—va
> (Application) | BT DZEDOT IV r—a v ZA4THRE
RENET,

7 valyTHOTFRAL T4— NV RNCT TV r—va itk
ADL, [TFYVr—v g Of% (Find Application) | %7
Uy LET, 77V r— a VOARNTERIC B LTND
MEITH Y A,

BHESAETILOIPER (Malware |Z 05 — 7 LTk, HEODZ—IFR R T—LTWD Efro~
Threats Detected) N =T B EHRTEET,

FEDOYNVY = 7T EBOLFNCET 27 — 2% [V =T &
OFE (Find Malware Threat) | 7 4 —/L KTHRBETX £,
NI = THBOLRIEANT L, [T =T EHEOBRIE (Find
Malware Threat) | %27 U > 27 LTLZ&W, w7 = TEEO
ZANIEMEIC—H L WAL EELD 8 A,

—B LR >— (Policies Tk va TR, WeblZ7 7B AT I Z oo —YI2HE
Matched) HENHZR)— TV —T%2HEBETEET,

v a FEHOTHRADL 74—V FIZRY —E2 AL, [
RNV =0k (Find Policy) 122U vy 27 LET, RY T —D
ZENTIEREIC L TV AREEH Y HA,

GE) [79A4T7vbh~nvxT URA7OF#M (Client Malware Risk Details) | 7—7 A D7 F 47>k b
A= FTiE, 2—=FLOKRRBIZTAZ VRS (%) BEWTWDLZERHVET, exiE, 7747
¥ h A= MZ Tjsmith) & [jsmith*)] OF GOy N URKRRINLIHENRHY T, TAZY R
7 (%) BTV E—F4IE, 22—V ORE LI — AR — " THRIN T\ NI &%
ARLTWET, ZORWIE, BREE— AR ZORFRTHERTE T, 20— X2 FEHTE R0
XL NI T4 I EHTDHEICT I IAT UVARREINTWDIEAICHELET,

[2—W DFEM (Users Details) | X— Y OFEMAFICONTIE, 61 : =—VF D4 (P.D-1) 25K
LTL7ZEN,

[Web 44 + (Web Sites) ] LA R—Fk

[Web] > [ LA — K (Reporting) ]>[Web ¥ ~ (Web Sites) | X—I Tk, #EAROT 7747
ATRELTCNDT 7T 4T 4 BEEZENLIZbOTT, ZOX—U T, FEORMEMNICT
TAENTEY AT OFEN Web A hEE=FTEET,
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

5-6 [Web ¥4 + (Web Sites) ] R—%
Web Sites
Printable {PDF)
Time Range: [90 days v;
31 Aug 2011 00:00 to 29 Nov 2011 17:11 {GMT -08:00)
.com
ironport.com * com
com
' net W com
LCOMM
Scom e .com
# .com 90,11
net - .net
net
net 220.189
1.1 1.“]M Z.CIDM 3.0M o l.0.00 2,000 3,000 4.600
Transactions Transactions
Chart Options... | Export... Chart Options... | Export...
Itemns Displayed |10+ |
Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions =
-Comm 10.0G8 1901:32 1.6M 1] 1.6M
ironpart.com 59.4GE 2192:21 625.5k 1] 625.5k
LCorm 14GE 48:53 134.2k 108 134.3k
net 1.2GB 01:04 108.5k o 108.5k
2.1GB 26:53 62.9k o 62.5k
cam 706.3MB 44124 59.2k 7 59.2k
e com 294.6MB 00:01 37.9k o 37.9k
net 100.0M8 00:00 31.7k Q 31.7k
249.9M8 51:35 295k o 29.5k
net 234.5MB 00:00 24,9k o 24.9k
Totals (all available data): 125.8GB 4486:23 3.7M 11.7k 3.7M
]— Columns... | Export...

[Web -1 b (Web Sites) ] _X—ITIZKDIERNFRINET,
& 5-7 [Web] > [ LR—F (Reporting) 1> [Web #4 F (Web Sites) ] R—Z D

2oLay HL

Eff%EBH (Time Range) (FAY Y |1 ~90 A E/-II A X A AEKHBMEIEETEX D Fry 74y
Fo2 VAR v U A b, RO EREO=— XA b A F <
A RZHoOWTiE, TUR— F OFEREPHOEIR ) (P.3-4) 25
LTLEEW,

BESUTOavBAEBRALY | Zo® 73023, VA M ETT 7 B2 ENTZ EVE R ALV

(Top Domains by Total NI 7 7R TR RENET,
Transactions)
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& 5-7 [Web] > [ L R—F (Reporting) 1> [Web ¥4 F (Web Sites) ] R—Z O (FEE)

Hay EL

TAvHENERSOFILa VBBl (o7 g llE, PP T RICRAT AT Ry
L6z KA1 > (Top Domains by 2T varkE NI H—LE R RAL VR, I TR THR
Transactions Blocked) RENET, HLAE 2—FBHD RAL T 7 v AL
N, FEORY —RNEHINTW==HlZ, 7avyy 77
varBNRhIF—Ehict LET, TORAAS U EFTrYy I &
NN 73 LTI I 7I2BMEN, Tayy
TIvarvuE NI T—LERALY A PBRRREINET,
—® L FAC> (Domains ot varyTlid, VA M ETT I BRAESNTZ RAAL U0 A
Matched) VAT IT 4 TR T =T NCERENET, ZOT—T L TIL.
BEDRAA L H Y v 7T HILET, ZTORALUICET S
ELICFEMARERICT 7 A TEET, [Web T v ¥
(Web Tracking) | <—JIZ [ FrF¥T H—E X (Proxy
Services) | # 7 RERIN, FTvFx U TERE. FFED R R
ANTay 7 SNT-EAZMERTEET,
ZOT—=TNDFT—=FZDFEMTHONTIE, [Web LAR— DT —
TN T AOHH] (P5-11) 28 LT EEW,
BEORAL &2V 73 HL, 2O RAL 2O Efia—¥,
EDRAATOEML ST F 7 ar —B UL URL A7 =
V., BIUOBHE SN~V 2T OEBRFRINET,

Web 5 v %o 7o HEICOWTIX, T 2: URLD KT v
X7 (PD-5) #ZHLTI7ZE0,

Evh ZOVE—-ROEa—2BAE~vA XTHITE, (A HT75 47 Web LE—F (7 R—=T D
1 (P.5-7) ZBRL TS,

(GE)  [Web #1 b (Web Sites) | X—YDIERIZHONVT, LAR— FEEREFIZAY Y 2a—LT5ZLENRT
XET, IOV TIE, ATV a—ABREINZLAR—REF T~ K Web LAR— MZOWTY
(P.5-66) =ML T ZEW,

URL #5731 LER—F

[Web] > [ LA —k (Reporting) ]>[URL #7 =Y (URL Categories) ] X—YZfHL T, ¥ AT 4
FO2—FRT 7 EALTWVDEY A PO URL 7 3 2R R-TEET,
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5-7 [URL #5731 (URL Categories) ] R—

URL Categories

Printable (PDF)

Time Range: | 90 days v
30 Aug 2011 00:00 to 28 Moy 2011 14:53 (GMT -08:00)

Top URL Categories: Total Transactions Top URL Categories: Blocked and Warned Transactions

Tilegal Activities |IEEG—_— 1265

Computers and Internet

Social Networking 264.1k Search Engines and Portals il 108
Search Engines and Portals 188.0k Computers and Internet | 24
Advertisernents il 126.2k Aleohal |3
Computer Security JI 105.8k Social Networking |3
MNews I 749 Games |2
Business and Industry JI 732k MNews |2
Shopping || 60.0k Spiritual Healing | 2
Reference || 56.5k ‘Weapons |2
Uncategorized URLs | 40,8k Hate Speech |1
L] LOoM 2.0M 3.0M 4.0M L] 1,000 2,000 3,000
Transactions Transactions
Chart Options... | Export... Warned URL Categiory

B Blocked by URL Category

Chart Options... | Export...

URL Categories Matched

Itemns Displayed |10+ |
Allowed Monitored Warned Blocked Other
Time URL URL URL by URL Blocked Transactions | Transactions Total
URL Category Spent Category Category | Category Category Transactions = Completed Blocked Transactions +
Computers and 3915:46 o 2.3M o 24 2,192 2.3M 2,218 2.3M
Internet
Social 126:09 o 264 .1k o 3 2 264 .1k s 264.1k
Hetworking
Search Engines 35:05 o 15879k 1] 108 16 15879k 124 186.0k
and Portals
Advertisements 01:47 a 1253k a 0 957 125.3k 957 126.2k
Cornputer 196:17 ] 1058k o o & 105.8k & 105.8k
Security
Hews 09:34 76 74.8k 1] 2 o 74,9k 2 74.9k
Business and 20:04 2,081 68,9k o 1} 2,245 710k 2,245 73.2k
Industry
Shopping 12:33 1,540 58.5k 1} 0 o 60,0k 0 60.0k
Reference 11:30 1} 56,5k o o o 565k o 56.5k
Uncategorized 05:34 [i] 40.8k [i] o i7 40.8k 17 40.8k
Ls
Totals {all  4474:35 11.0k 3.6M 0 1,416 6,207 3.7M 7,623 3.7M

available data):

Find URL C: : Columns... | Export...

[URL #7 =Y (URL Categories) ] X—VITIFRDIERP R RS NET,
% 5-8 [Web] > [ LAR—F (Reporting) 1> [URL #7=1 (URL Categories) ] R—T D5l

a7 B EL

BB (Time Range) (FAv 7 | LR — FORFMHHZER L 9, FEIZOWTE, TeaR— b
Hov YR OFEMHEPH O (P3-4) 2L TEE N,
BESUHFO a3 8Bl Es URL A ot vaiZii, A4 b ETT 7B RAE N B URL BT

73 (Top URL Categories by TYNT T IR TERINET,
Total Transactions)
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% 5-8 [Web] > [ L7R—F (Reporting) 1> [URL 771 (URL Categories) ] R— D54l

o3y

B

Jayv o FEFELESA-FSUY)
a3 o8BI LS URL AFTY (Top
URL Categories by Blocked and
Warned Transactions)

o vailiE, FIUYF s var R ETAE TR Y
g7 arEdgE T 7 g MY H— L7 B URL 28
777 TCRRENET, L E, 2—F2RH B URL LT
IR ALEN, BHEOR) V—REHEINLTWAZDIL, 7
Oy 77 varyEdEEN NI -3l LET, 20
URL X, ey s i3 ELEsnizr 7o vra LTz
DT 7IEMENET,

—¥ L= URL #7519 (URL
Categories Matched)

[—% L7 URL #7 =Y (URL Categories Matched) | &2
a s AZlE, BE Lo RRIFEENICH T S URL 7 2 Y Bl b
Ty v a O SR, &7 Y TES
SRR FRENET,

KYFED URL DR 15 ~20% & EEAEEIE. RoF 7
varERFLTIEEN,

o BEOU—BT A XENT URL OHAIX, B A% 5 URL
AT AV EEKL, BEOA—YELTINV—T R o —
WEACE E3, FEMIC OV TIE, [Cisco IronPort
AsyncOS for Web Security User Guidel ® [Custom URL
Categories] ZZML T ZE WY,

o MEFELIZEOMDAT IVITEDHDREHF A MTHONT

X, [RE->THE SN URL & R8O URL D LR— k)
(P.5-29) #ZHL T X,

o)

Evh  ZOUVR—FDOEa2a—%2NRAE~ARXTHIE, (4025275 47 Web LIR—T (7 A=V Dtk
Bl (P.5-7) #ZMLTESW,
S

~

) o ZON—UVED b SHITFEMAR VAR - FERAKT HIZIE, TR URL 7 =Y - §k3k (Top URL

Categories — Extended) | (P.5-68) #Z ML T Z&W,

e URL AT AVICHTOZAT YV a— A RESNIZLVA—MNTT =% T4 T T o B3MER S
TWDLHEIT, WITNDDT FIFAT LV ATT = HICRERDHD & X—=Y O TEIC [ Z ORFFEE
PHDO—ED T — Z 1 IfEHRAITL, (Some data in this time range was
unavailable.)] EWIH A v E—UNERINET, KEPRVWEAEIIMLRRIINEEA,

URL A73Y £y FOEHFELKR—F

[URL #7=Y &y hOFEFHEAREFRa 7 4 FaL— g &8 (P.9-24) TIHH I TWAD
o2, EX 2 VT 4 BT S IAT AT HOEERH URL 7 IV NEHMICEHT SN D

ENHYET,
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

INLOEFMTONIGSG, I T IV OTF—X 1%, HTFETMER2< D ET, 5l&fEs L
A—h& Web N7 vx v I7fRICERENET, #7323V By hOEHRICERINIZLA—F 7—
NI L WA T I Y RNEHEINDOT, ACVFA— MIHEBE O T T RERINDGERH Y
7,

HWHT IV EFH LT T OB TEE LGNS 556, ARRHHHERESEDI O, LV HE
BERSVA— MERERETOILERAELCDZERHV T, L&, HENROX AL 7L —4
MIZ lMnstant Messaging] %77 =V & [Web-based Chat] %7 =Y »% [Chat and Instant Messaging |
WS 1 DDA T IV =Y IN TS, lInstant Messaging] 3 KU ['Web-based Chat] 77
FVNHIET DA b ~DO~—TRIDOT 7 & A% [Chat and Instant Messaging] D&M 7> b
SNEFA, R, A AZ N A= 0F7 PA FETZIE Web X—RZ F v v kT4 h~D
~—UHOT 7 A%, [nstant Messaging] F 7213 [Web-based Chat] #7 2V OAFHEIZITE TN
FHA,

[URL #5731 (URL Categories) ]| R—I L ZDMDLKR—T 14 2 F R—OHHA

[URL #7 =1V (URL Categories) | X— & [TV r—v a DR (Application Visibility) ] L
A= FBIO[2—% (Users) ] LAR— K (Web) 0T 2L, FrED—F L FEDZ—FRT
JEALEIELTCWDTZ U r—var XA 7E71E Web A hEHETEET,

fz&ZiE URL 7 FY LAR— T, ¥4 F0RDLT 7 EASNIZTRTO URL 7 2 U OFE#iE R
AT, NFEMETOME L AR — bR TEEd, WE~—Y0 [URL #7 =Y (URL
Categories) | A v #7277 47 7—7/LCiX, URL #7 =2V [Streaming Media] (295 & 5 1Z5¢
LWEHRZINETEET, [A MUY= 27 A7 47 (Streaming Media) | 473V Voo zr Yy
73 5HE, FFED [URL #7 =V (URL Categories) | L' R— h X—URFREINET, TOX—TVZ
. ANV =27 AT 4T YA MZT 7 BALTCWD L —FREFREINDZT TR (BT
VY va o T 3 B B2 —3 (Top Users by Category for Total Transactions) ] &2 v =
>). YouTube.com <° QuickPlay.com 2 £ D7 7t A& AL v bERENET ([—FHLEZFA
A > (Domains Matched) | A #5277 47 T—7 L),

CORRT, HEDZ—WICHTLELICFHELWEREGONET, 2L AE, FEDZ—FITLHE
HABEHLTWEDOT, Z20a2—F07 7 B AGE EMEICHERTOILERHLELET, 2200, [
a—4F (Users) | AV 4T T 47 T—TNOa—F%2U v s +52bRNTExET, ZOT7 73
LY [2—F O (User Details) | (Web LAR—F 1 7)) BEREN, TO2—FD L R
ERER L, O —H D Web TOITENZ IEfEICHIE TX F97,
SHIFELVERNMERIGAE, AV X T 747 T—TNVNT[ T ¥ 7 variEgT
(Transactions Completed) 1 V> 7 %27 Vv 7 LT, Web 7 v X V7 OFEMAEZERRTEET, ZHIZ
XV, [Web 7 %27 (Web Tracking) ] X—VIZ Web 7 r & v h—bER |k TS NZ b T
YL a Y ORBNFREN, 2—FBY A MIT 7 A LA, 58474 URL, £ URL THX
SNTRHZR EIZon T, EEROFEMERELMHER TS £,

[URL #7 =Y (URL Categories) | ~~— T OfOFERBFNZOWTIE, 6] 3 : 727 EAHKDZ\ URL
73 ) OFE) (P.D-6) #ZW LTI EEN,

BoTHEIN- URL EEXHED URL D LKR—F
MR THMEENT URL & R53¥ED URL 122\ T, &k URL THETEET,
https://securityhub.cisco.com/web/submit_urls
EENEILFHME S, %OV — VEHIIER S ET,

B &7 URL D AT —H AR T HI121E, ZDO~X—Y 0 [2%{5 L7z URL @ A7 —# Z (Status on
Submitted URLs) | # 7 %7 U v 7 LET,
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[7F7U—2a>dFkR (Application Visibility) ] LAR— k
~

GE) [77Vr—varoRR (Application Visibility) ] OFEMIZ DWW TIX, [Cisco IronPort AsyncOS for
Web Security User Guide] @ TUnderstanding Application Visibility and Control] %L T2 &
AN

[Web] > [ LA— F (Reporting) 1>[7 7V — a3 DFRR (Application Visibility) ] ~— T,
X2 VT4 BT T IAT LV ABLORWeb EFXF 2T 4 TTITAT L ANDEEDT 7Y r— 3
VAL TICHIEEEA T ET,

TV = a VR FEATAE, URL 74 VX ) T OLEFERTAIHELIY S Web b7 7 4 v

I 2 DMNLHETELET TR, RODEATOT TV r—2arBIOT TV r— g ZA

T ORIEE R TE ET,

o [EET TV r—vay (T /) =~A PR b d),

e T RL—vary TV Ar— 3 (Cisco WebEx., Facebook, f vV AX VU N Avtv—U 077
E‘)O

o VY —Z2EKREMETHT SV r—ary (AN =3I 7 AF 47 E),

FI)r—3 07T ) =23y B4 TOENZDNT

LR— MNCBEET 7 7Y r—ya v aHlEdT sk, 77V r—va 7 AV r—var XA
DENZHEMET L Z L NIEFICHEETT,

o THU—Yav ZAT, | DFIFBHEOT 7Y r—rarviEEe T I T, e 2IERE
TPV, Google Search <° Craigslist 72 E DB VoG 7 7 r—ray ¥4 7 TY,
AVAZ VN AvE—T 27X, Yahoo Instant Messenger <> Cisco WebEx 72 E&# &R0 T 7'V
br—ay ¥4 7TF, Facebook L7 7V r—va v XA 7T,

o THU—vayv, 77V r—ar AL IR LTWEEEDT 7Y r—a T, 2Lz
iE. YouTube 1ZAT 4 7 7T FV r—ar B4 FIZEENDT AV r—a T,

o TAUr—avEifE, 77V Y a AT RFETTEDIHEDT 7 ¥ a v E-EEMET
9, =& xiE. =—HIT Yahoo Messenger 72 E DT 7Y fr— g VOMHAPIZT 7 A NV EERET
TET, IRTCOTFYr—va i, REWMRRT 7V r—va VEEREEN TV D DI TIE
HYEHA,

S

(3¥)  Application Visibility and Control (AVC) =X ¥ > %l L T Facebook 77 7 1 £ ¢ ZHl#HI4 5 )5
EOFERIZ DWW TIE, [Cisco IronPort AsyncOS for Web Security User Guide] @ [Understanding
Application Visibility and Control] ZZH L T 72XV,
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| 5% shREPE Web L7

—TA4VIBEE LS vFIDER

5-8 [FFUHr—Sa>nFER (Application Visibility) 1 R—
Application Visibility

Printable (PDF)

Time Range: | 90 days b
31 Aug 2011 00:00 to 29 Now 2011 17:26 (GMT -08:00)

Top Application Types: Total Transactions

168.2k

Top Applications: Transactions Blocked by Application

Media

Internet Utilities

Social Networking
Enterprise Applications
Blogging

Webmail

Instant Messaging

Applications: Games

o 100.0k

200.0k

300.0k

Transactions

Chart Options... | Export...

Transactions

Chart Options... | Export...

Application Types Matched

Totals (all available
data):

——

Bandwidth
ppli It Type Used
General * b lAGB.
= Media 2.1GB
o Analytics Internet Utilities 47.6MB [
Video . Media 11.1GB .
Media 8.6GB
s Social Networking £5.9MB [
Photas | s 479.5MB .
il Chat & Video * it 15.9MB
Chat
- Entalrprilse S0.4MB
Applications
Media 483.2MB
- 3Z24GB .

Application Type Bandwidth Used T chi ted Tr cti
1.8GB . 168.2k
Media 29.5GB . 73.5k
Internet Utilities SE.AMB 27.5k
Social Networking 72.8MB [ 13.2k
Enterprise Applications G0.4MB . 4,445
Blogging £2.6MB 3,798
Webmail 26.7TMB . 3,043
Instant Messaging ?.3MB. 1,717
F06.3MB 1,642
8.9MB . 1,117
Totals (all available data): . 32AGE . 299.5k

Transactions
Completed

149.7k
27.3k
24.6k
17.3k
17.2k
12.9k
12.0k
6,216

4,445

3,961
299.5k

Blacked by Application

Applications Matched

Transactions Blocked by

Application Transactions =
0 . 149.7k
0 27.3k
o 24.6k
o . 17.3k
0 17.2k
o 12.9k
[ | 12.0k
0 6,216
0 4,445
0 3,961
2 . 299.5k

Iterns Displayed

Total Transactions =
168.2k
73.5k
27.5k
13.2k
4,445
3,798
3,043
1,717
1,642
1,117
299.5k

M o o o o o o oo o ™M

Columns.., | Export...

Items Displayed
Total

Columns.., | Export...
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[77Vr—v a3 0F5 (Application Visibility) | ~X— VIR OBERPERSNE T,

% 5-9 [Web] > [ LA R— k (Reporting) 1>[F TV 47— a3 >DFF (Application Visibility) ]
R—U DA
EHvay H B8R

B E (Time Range) (FAY
A2 YR )

1~90 AME2@3A A X LAB#EHZIFETE S ey 75y
¥ U R b, KFEIHOFEM & RO =—XZa b A Z <
A RWZHOWTIE, TrAR— ORI OER ) (P3-4) 221
LTL7EEN,

BSOS aVBAEET T
r— 3> 24 7 (Top Application
Types by Total Transactions)

ok svaZiEk, PA b ETT 7R ASNTZ ELT 7Y
g—ay BATRT T 7N TR RINET, L& 2T,
Yahoo Instant Messenger 2 EDA Y A Z U s A yB—U T
»—/ L. Facebook. Presentation &5 7 U r—a v ¥ A
TRRRINET,

pA=RIR ¥ (Nl e L/ - ¥ |
7TV Hr—ay (Top
Applications by Blocked
Transactions)

Ok vaiE, MUY v a s TERIRETLI T Y
g T7rvark NV A= LT Y r—ay B TIRT
TR TR RENET, 72&x1E =—H2 Google Talk X°
Yahoo Instant Messenger 72 EOFFEDT 'V r—va v 2 A7
FEEILILY)ELEN, HEORY V—RNEA S TWE 72D
W, 7y 7 rvaryB NI T—snlcELET, ZOT
Vir—vaid, 7yl i3 Esniz ooy rvay
LLTCZoZ T 7ICBEMENET,

—BLE7IVT—a3y 847
(Application Types Matched)

[~# L7777V r— a2 %47 (Application Types
Matched) | A > ¥ T 7T 47 T—TNATiL, [RET 57
a VB BN T T Y r—v 3 v #47 (Top Applications
Type by Total Transactions) | 7 — 7 /WIZRRINTNET 7Y
T—ay XA TICETHIELICHELWEREE R TEET, |
77V r—3 a3 (Applications) | 77 AT, #MERRTD
TV r—varEs )y TEET,

—BLiE7IVs—>ay
(Applications Matched)

[~% L7777V — = (Applications Matched) ] &7
va ATid, FRE LIERREIRNO$~ToT7 7Y r—2a v
MRRENET, ZNIA L E T I T4 7R AT LEELDOH
DAVETIT AT T—TNERSTNT, REWHELTT —
L) — NTEET,

[—8 L7777V — a3 (Applications Matched) | &7
VAVICRRTONT AERETHILENTEET, 2ok
YavOHTADREICDNTL, (A ¥T7 77 47 Web L
R=T 4 7 X=VO#E] (P5-7) 22T &N,

[77V 47— ar (Applications) | 7— 7 /WIZR T HHA %
BR%, BRRTHIHAOKE [RRSNT 47 L (Items
Displayed) | kv 7 XUy A=a—nbiRIRTE £, BIR
B 1% [10]. [20]. [50]. [100] T,

IHC, [~ LT 7Y — a3 (Applications Matched) ]
I a VNTREDT SV r—va v ERRTEET, 20
I a FTEHOT XA 74— RICREDT T r— 3
YHEANAL, [TV r—va 0%k (Find Application) ]
Uy LET,
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o)

n
\'
-

(E)

COVR—FDOEa—%HAZARXTHINE, (A 2T7 77 407 Web LiR—T 4 7 RX—TU D
fE1 (P5-7) #ZHRLTLIIZEN,

[7 7V r—a ok (Application Visibility) | ~— Y DERICEAL T, A7 ¥ a—REI N
LR—PMNEAERTAZENTEET, LAR—FDAF Y a—LRBREICONWTIE, (A7 YV a—L@iES
NEVR—FEA T~ K Web LAR— RZoOWT) (P5-66) 25 LTLEEWN,

[TILo z7x% (Anti-Malware) ] L/R— k

(E)

[Web] > [ LA— T (Reporting) 1> [~/ V=7 x5 (Anti-Malware) | _X—IEtE¥F 2 V7 ¢ B#O
VR—=FT 4 X=VThHY, f F—T N AX v =V (Webroot, Sophos, McAfee, F7-i%
Adaptive Scanning) 12X 2 AF v UEERAKBESNET,

CON=VEMEHLT, Web R—=2D~ VT =7 ODEBEREBIOE=FTHZENTEET,

L4 bI7 74y 7 F=Z VT TRIHESNE~SAV Y 2T OFT—F 2FRT210%, [[L4 N7 7 1> 7
=4 (L4 Traffic Monitor) ] V" R— k] (P.5-46) &ML T EEW,
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5-9

Anti-Malware

[z 7x%

(Anti-Malware) ] R—2

Printable (PDF)

Time Range: | 90 days

~

31 Aug 2011 00:00 to 29 Nov 2011 17:37 (GMT -08:00)

Top Malware Categories: Monitored or Blocked

Bt M

Transactions Monitored

I Transactions Blocked

Transactions Monltored

B Transactions Blocked

Top Malware Threats: Monitored or Blocked

— 11773

it Saflsaiee | g
e I
Adware [T 1,790 L S
Trojan Horse |8 Woajuim s | 3
Trojan Downloader | 2 Wit il t-ally | 2

T T 1 T T 1

o 1,000 2,000 3,000 o 1,000 2,000 3,000
Transactions Transactions

Chart Options... | Export...

Chart Options... | Export...

Malware Categories

Bandwidth
Malware Saved by Requests Responses Requests Responses Transactions Transactions Transactions
Category Blocking Monitored Monitored Blocked Blocked Monitored Blocked Detected =
Adware oB o 1,790 o o 1,790 L] 1,790
Trojan Horse 96.0KB o o o 8 o a a
Trajan oB o -4 o o 2 o 2
Downloader
Tatals {all 96.0KB ] 1,792 [ 8 1,792 8 1,800
available
data):

Columns.., | Export...

Malware Threats

Malware Bandwidth Saved by Transactions Transactions Transactions

Malware Threat Categary Blocking Monitored Blocked Detected -
1 * Adware 0B 1,773 1] 1,773
it Adware 0B 9 a a9
- Adware [i]:} 8 o g
"o Trojan Horse E0.0KB o s 5
Trojan Horse 36.0KB o 3 3
Trojan oB 2 o 2

Downloader
Totals (all available | -- 96.0KB 1,792 8 1,800
ata):

Columns... | Export...
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

[ D =T %K (Anti-Malware) | <X— VIZIFROERBFERINET,

& 5-10

[Web] > [ L R— (Reporting) 1> [</L™2 = 7x%E (Anti-Malware) ] R—I DO

ovay

SitEA

€@ (Time Range) (FAY
AoV YR B)

1 ~90 HEEIIIAZ AHEFFHAIFEETE D Rry 7¥ Y
v U RN, BEFSEOHME EZBEO=—XIGbE I A Z <
A RZHOWTIE, TR — N OO (P3-4) 25K
LTLE&EN,

2oz T7 AT E=4FE
I¥7Av%9 (Top Malware
Categories: Monitored or

Blocked)

OB va Al TEDAT Y XA TIZLoTHREEN
i~y =27 BT IVBRERRINET, ZOFRIZT T 7
R TERREINET, AR~ r v T H7 Y OFEMIZON
TE, = =7Dh7IVIco5nT) (P5-39) ML TL
FEW,

ERRILVITEE  E=FFIKD
Bv % (Top Malware Threats:
Monitored or Blocked)

ZOk7valE, HMIowA T =T OBBBERSNET,
ZOFHILT 7 TR TERENET,

N7 A7) (Malware
Categories)

[y =T H7 =Y (Malware Categories) | A %777 4
T TN, [ v =7 72 (Top Malware
Categories) | ¥ — MIERRENTWAHEA DY LY =T BT
VI DRGSR R S LET,

[~ =7 #7=2Y (Malware Categories) | 1 #7777 «
TT=INVRNOI s ) v TR HxOTLT =T B
TAVBEIORy U= TOBREBHTICET 2S5 LY
HRNPFRSIET,

B ZOT—TND [T NIV A7 ba—URT 47
(Outbreak Heuristics) | Vv 27 2T 5L, 2O 73U T
WO NF YT a URRE LD ERT Ty — ERFERIN
ESCaN

i~ D 2T AT Y OFERICOVTE, [T =T D%
THUIZHONT (P5-39) 2ZML TS,

<IL 7EB (Malware Threats)

[T =7 %B (Malware Threats) | A > #5205 47 5—7
Mk, [ B~ w = 7 %8 (Top Malware Threats) | &2
VA VCERRENTV DA D~y =7 OFBIZEET 53
HHRNRRINET,

[Outbreak] M7 ~)LEFBZDFNTWDEBIT, DR F ¥

TV 3BT, Adaptive Scanning BEREIC L o THiEE Sz

BETT,

GE) [~nNv=T7%E (Malware Threats) | T7 —7 V%5
iz — 92 &, VA MR ERBZ [RHA~LY =T
(Unnamed Malware) ] W& RINET,

o)

CDODVR—=FDE 22— NAZARTHINE, A 2T 0T 47 Web LIR—F 4 7 =T D
E) (P.5-7) &L TLLIEE0,
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IO ATTY LER—F

[vvo =7 #7=2Y (Malware Category) | LAR— h X—U T, a7 h73Y EXy
NI —27 TOZOEEICET MG RE R R TE LT,

[y =7 #7231 (Malware Category) | LA — s X—=JZT7 7 AT 51, ROFIEEZFETL
£7.

FIE

AFYT 1 X2 VT4 FHT T T4 T AT, [Web]>[ LAR— b (Reporting) |>[~/ 7 =T %K
(Anti-Malware) ] Z®IR L 9,

AFyF 2 [~wAv=T 72U (Malware Categories) | A v ¥ 70T 47 7—TNT, [wA V=T 73V
(Malware Category) | # 7 2NOAT IV %7 Vv 7 LET,

[vvo =T A7 3V (Malware Category) | LAR— F XR—=UNERINET,

5-10 [RIH 7 HhFTYU (Malware Category) ] LR—k R—S
Malware Category
Adware
Printable (PDF)
Time Range: 90 days R

31 Aug 2011 00:00 to 29 Nov 2011 17:44 (GMT -08:00)

Malware Category: Adware

300 4
270 -
240 -
210
180 -
150 -
W Blocked

Export...

Malware Threats in Category: Adware

Malware Threat Transactions Monitored Transactions Blocked Transactions Detected +
1,773 1] 1,773
9 o 9
g o E
Columns... | Export...

ATFYT 3 ZOLR—=FDEa2—% DAL ARTEINE. A 2T 0T 47 Web LIR—F 4 7 X—=T D
fE] (P.5-7) 2L TS EE N,
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[T/L) = 7EB (Malware Threat) ] LA R— bk

2AFvF 1

ATvT 2

[/ =7 %B (Malware Threat) | L7R— h _R—J2i, BEDBBICELENTNWDH L ITA T~
M, BEWERELEAREERSH D7 FA T POV R RNBERSI, [Z7T7A47 2 oM (Client
Detail) | X—Y~D V7 R’HVET, LR—FEEHO LU R ZT7I20E, BE L7FEH&HN T
BRI L CE=4 SN T oo varBLOTry s &Nk T Frva v nERENET,
TEOT—T7 M, FBE LERMEEANCTERICE L CE=X s b7 va By ay
TENTERNT U I g v OEBOMMNERINET,

[~no =T % (Malware Threat) | LAR— bk RX—=JZT7 7 AT HI21%, WOFIEEZEITLET,
FlE

X2 VT A BHT ST AT AT, [Web]>[ LA— b (Reporting) ]> [~/ =T %K
(Anti-Malware) | Z#R L £,

[ =7 % (Malware Threat) | A > %7277 47 7—7NT, [vAv=7 #7 3V (Malware
Category) | 7 LNOAT IV %7 Y v 7 LET,

[ D =7 % (Malware Threat) | L AR — KN XR—=URERRINFET,
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5-11 [z 7&B (Malware Threat) ] LA R—F R—
Malware Threat

Printable (POF)
Adware > Blaiiaie =l

Time Range: 90 days v
31 Aug 2011 00:00 to 29 Now 2011 17:55 (GMT -08:00)

Malware Threat: Sl bl Sos o

1204 W Blocked

Export...

Clients at Risk for Threat: Sfe S faie Soos i s

User ID / Client IP Address Transactions Monitored Transactions Blocked Transactions Detected +
smith 1,256 o 1,286
jones 325 o 325
lee 78 o a8
gonzalez 25 o 28
reza i7 o 17
Bill 17 o 17
brown 10 0 10
schidt & o &
martin 4 ] 4
roy 2 o 2

| Find User ID / Client IP Address

Columins.., | Export...

AF9F 3 ZOVE—POEa—kNASYAXTHICE, (A2 8T27 47 Web LE—T 407 ~—Y Dk
fE) (P5-7) ZBIRL TS,

ATvT 4 FHEHICONWTIE, T ADOTFO [YAR—F R—Z/L w7y =7 M (Support Portal Malware
Details) 1 Vo 27 %27 U w7 LTS ESVY,

GE) [~wnAv=TxK (Anti-Malware) | X—Y 0 [ L7z L~ v =7 #7573V (Top Malware
Categories Detected) ] 8L O Mt L7z Eii~/v 7 = 7 #E (Top Malware Threats Detected) ] 2B
LT, ATV a— LR EENT VR — N2 ERTHIENTEET, L, [vAv=T BT
(Malware Categories) | 8L [~/ 7 = 7 &B (Malware Threats) | LA — F X—UnbAR IS
LiR—h&, ATV a—LRETHILIITEERA, VAR—FDAF P2 — LR EIZHOWTI, [A
TV a = VRESNIZVAR— AT K Web LAR— MZoWT) (P5-66) 2L TLES
AN
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

TILITTFTDATIIZONT

WebEXa 0T TTIATUVAX ROZA T DRV Y =T %70y 7 TEET,

RLO9TT7DEAT

%“:

B

FEoxF

TR =T7IE, WA Ta—YE/BIIFEET D, IXTOY T =T
FITRREZ 7 ANVB LT I 74 UG ENET, T Ru=T 77U r—

Tarofizit, Mleo et AEFRRHIICETLTCEVWESE=Z SH T, £H
EAFALT A LONRH Y T3, BRAOFIZIL, v~ o ns =N H
LRFETEINDIELHICTDHLONRSV ET, T2, ZhbD7ua s Ik -
TEF2 VT A BREVEFEINT, 2—FRTITOVREL T ar, TR
o7 BLOZFOMDO U AT AREEZLELTERIRIGELHV £,

TS9P AJI—FT
DEL/ N

TIPSR =F TV NI IREORFRRL—PREDFE - (2B
BT D SESERBELZETTO2BENDROHLT7 70V 7774 TT,

BERAYRATL =4

PR AT A =T, EYRFEREICISTERODI A A TS TE 5,
VAT AT X ORIV 7 by =T TY,

L4YS FAX T, TETLHDLWVIIROX A TDOA 2 —Fy b TI7RvAEZFMHL
T, 2=V OEETHRZRIKH 2 LI, EEBEBEGEEIO )5 EEER E 721X
A Na—VEERET 2707 T A TY,

—WHERRLVLT7 (AT x2TFa L Ea—FIlA VA=V ENDEZA TDYLT =T T,

aA—PZHbND Z LR T OFMERZNEL £,

N Txyvh—

NA Ty v H—E, 2= FORETHNRKFR LI —F 4 Web %1 MiC
FELIZD IO TLEFITLEYVTELLE I, VAT LAREELE L
D, 2=V OLVAT LIARERERTEZMZT-0 LET,

TOOTILOTT

ZORTAVIE, ERFHOLEDOHTIVICEYTUIELRNI LT =T L5
DLOBMEICHE S ET,

FI9kTLA4Y Ea—
YRT14v99

ZOATIAVIF, MOT U FvN T =T TP 3NN, Adaptive
Scanning IZ X > TR SNz~ D =T 2R L TWET,

4924 URL

74w URLIE, 77 U0H%DT7 KL A XR—ZERENET, BAIZk-
TIE, EYR RAALCEBRMM LI RAAL ABMERShET, 740y 7

X Y=Y V=T ) o L BRI O T A A LA T — 4

Rl 1 E ORFEN A WA . A>T A ID O —FTY,

PUA LEILLRWT U r— gDk, PUA T, BETIIAWRFELL R
WERBREINDET T r—v 3T,
SRTFLE=R VAT A E=HZIZIE, RONWTADDOT 7 a B ETFTHY T R TR

ﬁiﬂié_o
INRE . FTITENC. VAT A TubRARea—W T g v ETET S,
NS0 EH THREL CHRATE LT 5,

(= )Y oy M =Et 4

kA DXy a—2F, A ARV RIZVE— KN FARN YA MNMZT7E
ALT, VE—F BRAMDPOR =7 74V A VA RN—LT
LHZhaAfDOKRETT, ZNHDA A F—/LL, @EIT—VICRMSrND Z
EATbhEd, ¥, baAfoFxvre—X U E—h KA MERETY
A Moy re— e ERET50DT, f VA =L TLIZA B — KR
BR25808H0 £1,

AL DOKE

A OREZX, BT TSIV r—raBE3FERT0 ST A5TT, UA
AL ITRRY, P DORBIZECHERLEEA,
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RLITT7DEAT BA

(=R PR R feAsDO7 4 vyt BRELEI L Ea—X A THEED Web ~<— )
TIRASNDDZE/FHEON, EIERE L~ VB AT v LTEHRITY A
M, =2 a3 P A b, HAINNIF UV ITA T Y A NMCEBRT D2 —Y
B ENAT—REBELET,

%“:

J1IILR TANAL, =PRI e —ZIln— &, 22—V DE
BICKLTCHEITEND T VI 5FEZda— RTT,
D EN U—AlZ, 2o Fa—% Xy NU—7 FCHCDZER L, ®HITEELRT Y

avEETTASu S I AFERIFZTATY XATT,

[V5472 k<o xT7 1JRY (Client Malware Risk) ] L7/R— k

[Web] >[ LA — I (Reporting) 1>[27 747> b wnAv=7 URZ (Client Malware Risk) | ~<—
X, 279AT7 Y b~A 0T VR 7T AT 42T T HIOIMHTES X2 ) 7 ¢ Bl
DVR—=T 4 T R=TTT,

[Z7FA4T7 vk ~nAuxT UAZ (Client Malware Risk) | _X—Y Tld, VAT LAEHENKLEL T
0y 7 ERFEEEZT NI —FE2HERTEET, ZOX—UTIEINFERI O, FHFEIX
2—F VI %7 Vv 7 LT, TO—FRELEOT e v I/ RELEEZZ T TCOLHEEA, BXUOxy b
UV—2 oMo —HE 0 B Sh T 2RRE > TV 2 —FOITE 2B TE £7,

SB[ 272747 s =T UAZ (Client Malware Risk) | ~—I2iL, L4 FF 7 4 v 7 E=
4% (LATM) IC ko TRES Tz, BEOESWSAY = 7TH#RICEE L TWS 7 7347 NPT R
ANERINET, vV T =7 A MIHEBIZERT S22 Ea—2F, AU TITEELTND
RN H D £, ZhbDovA =T idFRoavr N/ arybe—L =N LLS &0
T, BELARATIRY A,

5-121 [ 7947 kw07 Y RA2Z (Client Malware Risk) | X—YZRLET,
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| 5% shREPE Web L7

—TA4VIBEE LS vFIDER

5-12 [954F> bk 2ILox7 JRY (Client Malware Risk) ] R—

Client Malware Risk
Printable (PDF)

Time Range: |90 days v

31 Aug 2011 00:00 to 29 Noy 2011 18:15 (GMT -08:00)

Web Proxy - Top Clients: Monitored or Blocked L4 Traffic Monitor: Malware Connections Detected

198.51.100.89 [T 7.9553 198,51.100.128 [ 2172
198.51.100.12 [T 1,538 192.51.100.40 [T 1,654
johnson [ 337 198.51.100.155 |71 310
lee | 28 198,51.100.41 [T 276
smith | 19 198.51.100.118 [ 151
jones | 17 198.51.100.46 [ 60
williams | 12 198.51.100.47 | 57
singh | 6 198.51.100.17 | 42
schmidt |4 195.51.100.12 | 31
gonzalez |3 | I 195.51.100.50 | 12
0 ulm amn 120k 0 1.050 2,&';00 3000 4,000
Transactions Transactions
Mahware Transactions Monftored Monitored W Blocked
[ Matware Transactions Blocked Chart Options... | Export...

Chart Options... | Export...

Web Proxy - Client Malware Risk
Itemns Displayed 10 w

User ID / Client IP Address Malware Transactions Monitored Malware Transactions Blocked Total Malware Transactions Detected =
195.51.100.89 7,955 3 7,958
198.51.100.12 1,538 1} 1,538
johnson | 337 o 337
lee 28 0 28
smith 19 o 19
Jones i7 o 17
williams iz o 12
singh & o [
schmidt 4 o 4
gonzalez 0 3 3
Totals (all available data): 9,918 -] 9,926

L4 Traffic Monitor - Clients by Malware Risk

Columns... | Export...

Items Displayed E
Client 1P Malware Connections Monitored Malware Connections Blocked Total Malware Connections Detected w

198.51.100.128 2172 0. 2,172
198.51,100.40 1,654 0 1,654
198.51.100.155 310 o 310
198.51.100.41 . 2?5. IJ. 276
198.51.100.118 [ 151. 0. 151
198.51.100 46 &0 o 60
198.51.10047 57 o 57
198.51.100.17 . 42. IJ. 42
198.51.100.12 [ 31. U. a
196.51.100.50 12 o 12
Totals {all available data): | 4,795 | ] | 4,795

Columnns... | Export...

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F |



B58F HPREPE Web LR—T1IBLVFSvFTOER |

o)

\'

-

# 511 T[27F947 b ~no=xT UAZ (Client Malware Risk) | X— Y DFRICONCTHH L

ﬁ—o
& 5-11 [V54F> bk =iLozF YRS (Client Malware Risk) ] LiR—k
R—SORE
o a3y H L)

B E (Time Range) (FAY
A2 YR )

LAR— MECED DT — X ORFHFIHEZRIRTE A A =a—, 3
MZOWTIE, TUAR— FORMESH O] (P3-4) 25 L
TLIEEY,

Web FO¥Y : E=4F (k7099
Ehf=LBEYS5147> F (Web
Proxy: Top Clients Monitored or
Blocked)

TOF v —RMIE, AT 2T DY RTNRAELT B 10 AD
A—PRERENET,

L4 F57499 =42 mHEShT=
<L = 7EHEH (L4 Traffic
Monitor: Malware Connections

Detected)

ZOF ¥ — ML, A TROEBEIZIY LY =T H A MMIHEE
FLTWVB 10502 Ea—4DIP T RUAREKERINET,

ZOF¥—MI L4 b7 74 v 27 =4 (L4 Traffic Monitor)
] VA= (P5-46) @ [ LAz Z 17 b IP (Top Client IPs)
1F%—hERIUTT, FFHBLOF ¥ — K 73 2o T
XZDHEESR LTI ZE,

Web 7OXS: 954FV R 2L
77 'YRX% (Web Proxy: Client
Malware Risk)

[Web 7mx>: 277347 s w7 URX2Z (Web Proxy:
Client Malware Risk) | 7—7/LiZid, [Web 7 rF ¥ =)L
Tx7 URAIBENY T 4Tk (Web Proxy: Top Clients by
Malware Risk) | B2 v a VIZRRESNTWDLELAD 7 T4 T
MBI 2FEMIE P £ RSN ET,

ZOT—TINTE2—F2s Vo rToL, ZO7T7ALT b
WCBEET 2 [ — P DM (User Details) | X—YRERENF
T, TON—=TOFMZONTIE, [[Z2—FOFEM (User
Details) ] (Web LA R—7 1 7)) | (P.5-20) #8RLCEE
A

T—INLNTEEDPY 727 ) v 7 $5E, fAxDa—H L,
SN 2T DI AT H I H—=LTWEEDOL—YFDT 7T 4«
T4 2 IBICHELSERTEET, LA [=—FID/ VT
A7 MNP 7 KA (User ID/ Client IP Address) ] 7 7 LD
Voo a2 rdheE, 2Oa—F0 [2—F (User) | ~<—
IBELET,

L4 F5T7499 =8 L7
YROHEI 547>+ (L4 Traffic
Monitor: Clients by Malware Risk)

ZTOTF—T T, HENTYL Y 2T A NMIEBICT V7 ®
ALTWAIA L Ea—FDIP T RLAREREINET,

ZOTF—TMI L4 877 ¢ w2 =% (L4 Traffic Monitor)
]VAR—hF) (P5-46) O [ 7 T4 7 Y —ZIP (Client
Source IPs) | 7—7 /LR U TY, 7 —7NVOEREIZONTIE
ZOHEESRLTIEIN,

DVR=PDEa—%2NAZTAXTHINE, (A2 T7 7747 Web LIR—T 4 7 N—=TU D

fE1 (P.5-7) 2L TS,
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

[Web LEaAT—2 3> 744 (Web Reputation Filters) ] L7/R— k

[Web] >[ LA — F (Reporting) ]>[Web LB =7 —3 3 7 /L% (Web Reputation Filters) ] 13,
fEE LI-REIGHPHN O N7 7 g 2kt d 25 Web L E 27—V gy 74 0% (2—FRERE) O
MREETT D, EX2 T A BHEDOLVR—=T (7 X=VTT,

Web LEaT—Y3ay Jq L8 LI

Web L E =7 —ay 740, Web —"OEMEZSDHT L, URL XR—AD~ VT =T NEENT
WA TR A W4 A 7DD L B aF — g 2a 7% URLICEIV Y CTET, ZOMEZ, = F
=TT TA N =R EOHBETHTRELRIZE ST URL R—20v V7 =27 2T dIc&SLH
¥+, Webtxal5 4 77547 %F, URL L aF5— gy Ra7Z2EHALT, &bLWr 2
TAET A ERFETDHEEDIL, AT THBERRIIGEET, Web L V2T —ary 74 0%
. 778 ARY =L EBLRY —Df b Ll bE THEATE £,

Web LB =27 —3a v 74X TIE, BHPWICAEERRT —2&2FEHL TS Z—>y b RAALDE
MEMENF M, URL DL B aTF—a il Ra7MHFbnE 3, HED KA A RABEINTH
7-WIR., Web 4 ERHERA R INTWDLET, Web —"XNEZAFI v 7 IPT RLAZEHLTWD
MEIDIREDT =X EHEH LT, #ED URL OFF#EMEISHESNET,

Web LB 27— a DO TlE, URL 2%y hU—27 RI A—=F|ZEEEAMIT T, /LU =T BNIEE
TAHAREMENHEENET, vV T 2T BNIFEET A AREMEO BEH A, -10 ~ +10 D Web L B =7 —
Tary Rarviie v B ENET (+10 R v = T BTl REME D & BAEVY)

RIA=FITUF, 2L 2TROLDORHY £7,

URL 537 — %

Ay rna— Rufgia— ROTFEE

EL ARy Ra—Y T4 28KFE (EULA) OFE
Ta—NURARY) 2a—LERY 2— LADEH
Xy NI —27 F—F—{EH

URL O /@ E

URL O3t IR

Tuvy s URAMIIETE

TR U 2 NCTRTE
ANZDHD FAAL D URL A7 A
FAAL DLV RTIER

IP 7 R L A ER

Web L E =27 —ay 74 & U 7 OFEMIZOWTIL, [Cisco IronPort AsyncOS for Web Security
User Guidell ® [Web Reputation Filters] #Z 1L T 72 &\,
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5-13

Web Reputation Filters

[Web LEaT—> 3>

7 4 JL4 (Web Reputation Filters) ] R—

Printable (PDF)

Time Range: | 90 days ]
30 Aug 2011 00:00 to 23 Nov 2011 15:20 (GMT -05:00)

Web Reputation Threat Types by Blocked Transactions

~

utation Actions (Yolume)

adware

othermalware [ ]
phishing |1

trojan

Score &
-10.0 ...
8.1
-7

-9.1
9.0 ..
-8.0..
-7.0 .. -6.1
-5.1
-4.1

-6.0 ...
5.0 ..
-4.0..-31
-30 .. -2
“20 .. -1
“1.0 .. -0
0.0 ..
1.0..
2.0 ..
3.0..
4.0 ..
5.0 ..
6.0 ..
70..
8.0..

9.0..

0.9
1.9
29
3.9
4.9
5.9
6.9
79
8.9
10.0

No score

Scan Further: Malware Detected

170

4,594

1,288

o el e e|le e e 2o o 0 0 0 0 0

Block 0.2% 6,197

B scan Further: Malware Detected 0.3% 10.0k
Scan Further: Clean 25.4% 927 4k
Allow T4.2% 2.m
Total 3.7M

i Exzport...

Web Reputation Threat Types by Scanned Further Transactions

Adware |
Trojan [T
Othermalware [0
Phishing |I
Spam
o 10,0k 20.0k 30,0k
Transactions
Export...

Scan Further: Clean Allaw

0| 0 0
0| 0 0
0| 0 0
o [ 75 [ [']
265 | 28.6k [ L]
414 4,208 [ o
5 107k o
1,023 46.2k L]
179 17.9k o
1,771 15.9k 0
a10 [ 176.6k [ o
£l [ &0.1k [ Li]
a l [ 39.5k [ o
3,393 [ 48.5k [ o
77 [ 308.5k [ o
391 [ 1281k [ o
0 . o [ 1.8M
9 0 94.0k
0 o 135.3k
0 o 636.9k
513 [ 4z2.5k [ o

Export.
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

[Web L E =5 —3 3> 7 ¢/L% (Web Reputation Filters) | X—JITIZRDIERNF TSN ET,

% 5-12 [Web] > [ L R—F (Reporting) ]>[Web LEa2T— 3> 71JL4 (Web Reputation
Filters) ] R—L DFE#

Hay EL
HM%EE (Time Range) (FBY Y |1 ~90 AR E/AII A X A AHHMAIEETE D Fuy 2w
A9 YR ER) VU RN, BB OFEMEEBEO=—XICAbYE IR X<

A RNZHOWTHE, TVAR— hORFRIEFE O (P.3-4) 25
LTL7E&EW,

Web LEaTF—2av 7oy
(f2M) (Web Reputation Actions
(Trend))

Zov g iE, FBE LSRR (B o R (2%
HWeb LEaT—2ay 77 a0t BAFMoOBREED)
N, 77K TERENET, 207 arTiE, FEO
BORICEY Web L 25— g0 7273 a VOBERR ML
REfER CEET,

Web LEaFT—2ar 7ovay
(K1) 2—L) (Web Reputation
Actions (Volume))

OB aiZii, Web LB 2T —Tay T a DR
Va—2N b T oV I va BOlRTERRINET,

Web LEaATF—YavERBY4 7 (T
Ay Ehizb50Ho 238D
(Web Reputation Threat Types by
Blocked Transactions)

IOk va I, Ty N Web LT —v g H
A TRRREINET,

Web LE2T7—>a v &RE4247 (B
HWISX¥voEhf=-b50859ay
Al (Web Reputation Threat
Types by Scanned Further

Transactions)

Adaptive Scanning 281 X —7 AV DFLE, ZO® T v a LITiFE
BOFREMER R SN T o7 va v OEBRERENET,
Adaptive Scanning 31 F—7 /L TRWEA, 2OV 7 v a il
X7 Ry 7 ENTZEDICSIHICAF Y 20 E LT 5 Web L
Va7 —vary FATRFERENET, Web LE 2T —a
TN E ) T ORERM [Scan Further] OFE, N7 %7
YavET Ty 2T VU ESIVTEIMO A X ¢ 3
ThhvET,

Web LEa1T—>a>y 7ovay
(RAA7IZLBHER) (Web
Reputation Actions
(Breakdown by Score))

Adaptive Scanning 31 Rr—T I TRWAE, ZOA X T
TAT T=TNMIIET 7 arD Web LE 2T —va s R
a7 ORNRPERRINET,

0

n
\l
-

1Bl (P.5-7) L TIEEN,

COVR—FDEa—%BAXTARXTHINE, 42T 7747 Web LiR—T ¢ > 7 RX—TUD#E:

Web LEAT—Y 3 UERTEDRE

WBEHFHD Web L V2T —2 3D
ZIE, LEWER T ZRHELEZY,

BEE, LAR— MERICESWTHET L R TEET, L
Adaptive Scanning % 1 X —7 NV EIXT =T ALY T

TFET, Web LE 27— 3 VORFEICHET LFHEMIC OV T, BFEVD Cisco IronPort AsyncOS for
Web Security D/N— 2 ACKHIGET D2 —% A FEBZRL TS0,
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[L4 574y =4 (L4 Traffic Monitor) ] L R—

[Web] > [ LAR— 1T (Reporting) 1>[L4 +T 7 1 v 2 E=% (L4 Traffic Monitor) ] ~— IIHEL
ToHFRIFEPHNIC LA R o7 4 v 7 FE=ZILL o TRHEVWDOWeb EX 2T 4 77747 A ETHRE
SN~y =27 R=—brexnv=7 VA MIETLIHERPFRINET, vV v =T A MIHEE
T 7EALTWD 7 FA T FOIP T RLABERRINET,

L4 b T 7 497 F=XiF, EWeb X2 VT 4 TTITAT LV ADTRTOR— MIERFTDHFRY b
=0 b7 7497 %V AL, RALVLAEIPT RLVARAEZMBADT =4 RXR—R F—7 )LD k
VERAELT, BRENI T4V I ERIENT T4 v 7 EBHFATINE I ERELET,

ZOLR—=FDOT—FEFEHLT, "= FE7EV A b 27 nv 730 E20E2HB LY, FFED
IIALTVRIPT RUARE LSBT =T YA MIEFRLTCWDHEE (& 21X, £ IP
7 RUVRICHER T Nz ary Ba—4R, FRoa<vr N/ arie— =Rl LT 5D
AT TICEELCNDRE) ALY TEET,

o)

n
\'
-

COVR—FDEa—%HAZARXTHINE, (A 2T 7T 407 Web LiR—T 4 > 7 RX—TU D
fE1 (P5-7) L TLIZEN,

Il AsyncOS 8.1 for Cisco Content Security Management 21— 45 F



—TA4VIBEE LS vFIDER

| 5% REDPI Web L

5-14 [L4 k574 v E=4 (L4 Traffic Monitor) ] R—2
L4 Traffic Monitor
Printable (PDF)
Time Range:lDa]I V]
28 Mov 2011 12:00 to 29 Nov 2011 12:14 (GMT -0&:00)
198.51.100.128 (I 2,166 PPIPRPRRRpR e —————
198.51.100.40 | 1654 o [ 183
198.51.100.155 [ 310 I — ')
198.51.100.41 |1 276 Frad. i sl 4 T 180
198.51.1006.118 [1 151 W WS SRS A [ 166
198.51.100.46 |/ 60 somd mbiam sl 0 [T 1158
198.51.10047 | 57 tood b retend e [ 149
198.51.100.17 | 42 o4 AWt bni he [N 144
198.51.100.12 | 31 o o by =i [T 138
198.51.100.50 | 12 Pl i deragperit e [ 135
o 1.‘;00 ZJIIJO 3,000 4.0.00 [} I 260 I 400 I m I
Transactions Transactions
Montored [ Blocked Monitored [ Blocked
Chart Options... | Export... Chart Options... | Export...
| cuomt sowrceces |
Items Displayed
Client IP Malware Connections Monitored Malware Connections Blocked Total Malware Connections Detected =
198.51.100.128 . 2,166 . o 2,166
198.51,100.40 ' 1,654 | 0 1,654
198.51.100.155 310 1} 310
198.51.100.41 . 276 . o 276
198.51.100.118 [ 151 [ o 151
198.51,100 46 &0 0 &0
198.51.10047 [ 57 [ 1] 57
198.51.100.17 . 4z . o 4z
198.51.100.12 [ 31 [ 1] 31
198.51.100.50 1z [ iz
Totals (all available data): [ 4,788 [ o 4,788
Columns... | Export...
e — — ——7

TD_R—=1ke<)
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(A= b DR )

Malware Ports

Port Malware Connections Monitored Malware Connections Blocked Total Malware Connections Detected +

&0 4,383 0 4,383
6881 309 o 309
53 73 o 73
443 i o | 10
L 4 0 4
B080 4 o 4
3219 2 o | 2
25 1 0 1
9545 1 o 1
35892 1 o 1

Totals (all available data): | 4,788 | 1] | 4,788

Colurnns... | Export...

Malware Sites Detected

Itemns Displayed | 1

Malware Connections Malware Connections Total Malware Connections

Destination IP | Website Monitored Blocked Detected
. e P —— 496 ] 496
e ™ 183 | o 183
T 152 1] 182
- - e 180 o 180
- - - 166 o 166
- b hng 158 o | 158
E— s i gt 44 149 | 0 | 149
- E 144 0 144
- b gty e 138 o 138
prrp——— ST, 135 [1] 135
Totals (all available = 4,788 1] . 4,788

data):

Colurnns... | Export...
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||
# 5-13 C[L4 b7 7 4 v 27 =% (L4 Traffic Monitor) | X—VICEREINDEREZHHALET,
& 5-13 [L4 k57495 E=4 (L4 Traffic Monitor) ] L—k R—SDR
B
oLy REA
FM%EE (Time Range) (FAY Y | LR— MAIROBMEHHEZEBIRTE DA =2 —, FEMIHONT
A9 YR ) i, TR — FORRFEH ORI (P3-4) 2L T ZE0,
£S5 47>+ IP (Top Client ZDETva A, BEBENTROABEICY LY =T YA RC
IPs) BHELTnW5arEa—XDIP 7 RLANRS T 7R TR
nE9,

Fy¥— DFD[ZF7 A7+ =2 (Chart Options) | V> 7 %
7V TDHE RRERAENR [RE SN Tov AT = 7 Hik
% (Malware Connections Detected) ] 205 [~V ¥ = 7 #HnN
E=% I E L7z (Malware Connections Monitored) ] £721% [
TN = THERN T vy 7 SivE L7z (Malware Connections
Blocked) JIZAETEET,

ZOF¥—MI. [Z7F7A4T7 v h~nroxT UAZ (Client
Malware Risk) ] V"R— k] (P.5-40) O [L4 hT 7 4 v £=
Z ot S e~ vy = 7 HgiE (L4 Traffic Monitor: Malware
Connections Detected) ] & [RI LT,

EHRILYTT7 4+ (Top ok a iciE L4 NI T 4 v BRI Lo THREER
Malware Sites) TmEffo=nN o =T RAL N7 7 TERINET,

F¥—bDOFD[FF7 A7 a2 (Chart Options) | V> 7 %
7V w35 e RAREREGHR [ Sz~ vy = 7 Bk
¥ (Malware Connections Detected) | 725 [ /LU = 7 #f A
EF=F SN FE L7 (Malware Connections Monitored) ] $£721% [
~NAU TR T vy 7 S3E L. (Malware Connections
Blocked) JIZAEETEET,
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* 5-13 [L4 F5 T4 vH E=4 (L4 Traffic Monitor) ] L— k R—ZDR
B &S
wHvay B
95472k Y—ZIP (Client ZOF—TNITIE. BT LY =7 A MNOEBRICHEE L
Source IPs) TWAaryEBa—HDIPT RLARKREINET,

BEOR— I NOT =X 5EH 5120, 7=V TFHOR v
JRCR— "EEFEATIL, [A— BT 7 4 v% (Filter by

Port) 1227 Vw7 LET, ZOHELZEMALT, w070
EOR— P EFALCALT =T A b~ [5FE] LTHDEHN
ZHMrcE £,

FHAR DR — MROJEE N A A 7 EOFEMIEHRE R AT DI,
T NHAOT N E Y w7 LET, b, HOHE

DIITGATY NPT FLRAD [T THERENT O v 7 &0
F L7z (Malware Connections Blocked) ] 23\ %~ L C
WHEE, ZONTLOBEE ) v T HE TrYy IS

TeBEROV A MR RENET, ZDYU X ME, [Web]>[ L
A— b (Reporting) ]>[Web k7 v %> (Web Tracking) ]

R—=UD[L4 8T 7 4 v 2 =% (L4 Traffic Monitor) ] ¥ 7
(CHRBHRER L LTRRSNET, U X FOFFMIC OV T, L4
N7 4w F=RIZE o TSN T U v a DRk
#1 (P.5-60) ML T EEN,

ZOT—=TNE, 27747 h~nroxT UAZ (Client
Malware Risk) ] VR— k] (P.5-40) O [L4 vT 7 4 v £=
ZownyxT YAIRHZ F 47T~ (L4 Traffic Monitor:
Clients by Malware Risk) | 7—7/V LR LT,

QI 7 R— b+ (Malware Ports) |Z D5 —7 V2%, L4 FT 7 4 v 7 FE=F 2L T bHEEIC
LU= T R ENTEAR— PRI E T,

M AERRT IR, T AN NV BT Y vy LET,
& ZE, [l &~y = 7 ERHRI (Total Malware
Connections Detected) | DEEEZ 27 V v 7 5L, ZOFR— |
DEBERROFEMERPETRENET, ZDY X M, [Web] > [
LA — bk (Reporting) ]>[Web kT v ¥ 2 (Web Tracking)
1 =YD [L4 vF7 1 v 2 =4 (L4 Traffic Monitor) ] ¥ 7
SRR L LTRRENES, U R FOFERIC OV TIE, TL4
FNIT 4y FE=HICR TSN N T T v a DO
1 (P.5-60) #ZWL T E&EN,
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

& 5-13

[L4 k574 vY E=4 (L4 Traffic Monitor) ] LiR—k R—ZDKN
B #®E)

ovay

%“:

A

INDT YA FRABRHEhELE
(Malware Sites Detected)

COT—TNIE, L4 N T T 4 v 7 BE=HITL o TiRBEHEIC
T2 TR ENTE AL UBRERENET,

BEOR— I NOT =X 5EH5I120E, 7—7 IV TFHOR v
JRIR— "EEFEATIL, [A— BT 7 4 v% (Filter by
Port) |27 Vv s LET, ZOMBREELHFEHAL T, 4 bEIT
R—ha7vy 7500 EHEcEET,

HMAERTT DI, T AVNOZ MY E Y v LET,
R, [ TERNPT ey 7 SvE L (Malware
Connections Blocked) ] D¥Eiz 2 U v 735 &, FEDH A
MIKLTT Ry 7 SNTAEROY A MBRRRINET, Z
DY A NI, [Web]>[ VA — bk (Reporting) 1>[Web h7 v *
v 7" (Web Tracking) ] X—VD[L4 v TF7 7 4 v 7 =% (L4
Traffic Monitor) ] # 7IZHFEMRERE LTERRINET, VAL
DFAMZONTIE, L4 T 74 v 7 FE=XICL o TSI
b7 % va oKl (P5-60) LTIV,

eV CDVR—=b DO a2—%2 N AX~A XTHIE, (A XT7 7T 47 Web LiIR—T 4 7 R—=T D

fE1 (P5-7) Z#ZML TS,

BEENEYY

o (L4 b7 4y 7 F=H Lo TREENE T F 7> a0 (P.5-60)

[SOCKS 7o ¥ (SOCKS Proxy) ] LR—Fk

[Web] > [ LA— k (Reporting) ]>[SOCKS 71 ¥ (SOCKS Proxy) | ~<—Cif, 584, =—HF
72, SOCKS X 2@l CAUBENT- T o7 aOF—2BIN ML REHRRTEE

R

G¥) LiR— MIERREIND5501E, SOCKS 7 747 >k (BFIEZ7 7 UH) 23 SOCKS 7'u ¥ UIkfET

57 RLATT,

SOCKS RV v —DREEEFET 5 HIEICOWTIL, [Cisco IronPort AsyncOS for Web Security User

Guidel] #ZRL T ZEW,
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SOCKS Proxy
Printable (PDF)

Time Range: Day -

31 Oct 2012 15:00 to 01 Moy 2012 15:56 (GMT -07:00)

Top Destinations for SOCKS: Total Transactions Top Users for SOCKS: Total Transactions

ciscozd.com: 29 9 users
ciscoS.com:29 & userld
ciscol.com:13 7 userl?
ciscoll.com:14 7 userzd
ciscol3.com:1d 7 userz3
ciscold.com:28 7 userd
cisco2l.com:38 7 userl?
cisco6.com:18 7 user20
ciscol.com:18 6 userl3

ciscol2.com:19 6 userls

Transactions Transactions

Chart Options... | Export... Chart Options... | Export...

Destinations

Items Displayed 10 -

Domain/IF:Port TCP / UDP Bandwidth Used Tr ions Allowed Transactions Blocked Total Transactions
ciscol.com:3 TCP 1208 . 4 ] I 4
ciscol.com: 9 [ TCP [ 3608 . 4 . 0 . 4
ciscol.comil3 TCP S10B . 7 o . 7
ciscol.com:l4 upP . 4208 . 3 . 0 . 3
ciscol.com:il8 | uop . 1,0808 . 3 . o . 3
ciscol.com:19 TCP ST0B 3 o . 3
ciscol.com:23 [ TCP [ 2308 . 1 [ o . 1
ciscol.com:24 UDP SE0E 4 o I 4
ciscol0.com:13 [ uopP [ 1308 . 1 [ o . 1
ciscoll.com:l4 TCP SE0B . 7 o . 7

Totals (all available data): = [ 162.0KB . 627 [ 0 . 627

I Columns... | Export...

Items Displayed 10 -

User ID or Client IF Bandwidth Used Transactions Allowed Transactions Blocked Total Transactions
userll 4,1508 i7 . o 17
userll [ 5,0408 [ 0 . 0 . 20
userl? 5,690B 28 . o 28
userl3 6,9%08 26 . o 26
userld | 10,0508 | 35 . o | 35
userlS 3,800B 13 1} 13
userls | 7,9908 | 26 | o | 26
userl? 10,1108 35 i} 35
userls | 74408 [ 25 . 0 [ 25
userl9 8,240B 24 . o 24

Totals (all available data): | 162.0KB | 627 . 0 [ 627

Columns... | Export...

AsyncOS 8.1 for Cisco Content Security Management 21— 51 F




| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

BEENEYY
e [SOCKS 7uFx Uik T EINZ T v F T v aromiZl (P.5-60)

a—4 a4s—2 3 R0 LKR—F (Reports by User Location)

[Web] >[ LA — b+ (Reporting) |>[=2—% vfr— 3 VBl LA — bk (Reports by User Location) ]
NR=U T, TN =R —H NV VAT AERFYE—F VAT ADLIETLTNDT VT 4
U7 4 R TEET,

B ERDBT I T A ET 4 IF KD EEY T,
e B—H a—HFTEBIR®IVE—F 2—FRTI7/ERALTWVWDL URL 72V,

e T—H)N A—HFBILRIE—F 2—FRTIZ7EALTWVAEY AL MZEosT R T—ENTWAET
CFINT T TIT 4 ET 4,

e =N a—FEBIRVE—F 2—FRTI7EALTWVEH AL FO Web LE=2T— 3,
e D—H a—FBLRW)ET—F 2—FRT 7 AL TWET I r— 3,

o —H (m—HALBLIOYE—]),

e =N a—FBIRVE—F 2—FRTI7EALTNDE FA A,
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5-15 [2—¥ 45— avilnLE—+ (Reports by User Location) ] R—

Reports by User Location

[ Summary | URL Category | Anti-Malware | Web Reputation | Applications | Users | Domains | SOCKS ] .
Printable (PDF)

Time Range: 90 days |

30 Aug 2011 00:00 to 28 Nov 2011 15:41 (GMT -08:00)

Total Web Proxy Activity - Remote Users

Mo data was found in the selected time range Web Proxy Summary

Mo data was found in the selected time range

Total Web Proxy Activity - Local Users

Web Proxy Summary

Web Proxy Transactions
Clean 99.4% | 3.6M
B suspect 0.6% | 22.3k
Total Transactions: 3.7M
Export...

T T T | T L T
31-Aug 14-Sep 28-Sep 12-Oct 26-Oct 09-Naw 23-Nov
Export...

Suspect Transactions Detected - Remote Users Suspect Transactions Summary

Mo data was found in the selected time range Mo datz was found in the selected time range

Suspect Transactions Detected - Local Users

Suspect Transactions Summary

Transactions

B gl:tc:(:odwur Warned by URL £.3% | 1,416

Blocked by Application 0.0% | 2

B elocked by Web Reputation Filters 27.7% | 6,197
Transactions Detected by

=) Anti-Malware 4a-8% | 10.0k

Other Blocked Transactions 18.1% | 4,034

Total Transactions: | 22.3k

Export...

28-Sep

Export...
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0

n
\l
-

GE)

[2—% vl —v a3 Bl LwR—F (Reports by User Location) | ~X— VICIFRDIERNFEREINET,

® 5-14 [Web] > [ L#R—+ (Reporting) 1> [1—% B —> 3 VRO LER—F+ (Reports by User
Location) ] R—T D
o a3y H L)

B E (Time Range) (KAY
A2 VR B)

1~90 AR E2@3A A X LAB#EHZIFETE S ey 74y
¥ U A b, KFEIROFEM & RO =—XZa b AZ <
A RZHOWTIE, TeAR— P ORRH#EEHOER ) (P3-4) 221
LTL7EEN,

20 Web 7% 79571 E
T4 : JE—F 1—% (Total Web
Proxy Activity: Remote Users)

DRI va ik, BELZERM BEAHm) B85 Y E—
b a2—VFOT T T 4 (EHFR) B, 777X TERE
nEJ,

Web 7% 047 1)— (Web
Proxy Summary)

o7 va i, VAT A EDR—H L 2—PF L YE— |
=TI T A ET 4 OBEHNEREINET,

20O Web 7O0¥%> 79 T4 E
F4 : A—AHJL 1—4 (Total Web
Proxy Activity: Local Users)

IOk T va i, FBELRZERM BEHm) B85 Y E—
Na—¥oOT 7T 40T 4 (HEHm) BN, 77 T7ERTERS
nNEJ,

BREShEESDLWRS VY I 5
Y : JE—F 21—% (Suspect
Transactions Detected: Remote
Users)

ok va i, VE—F 2—PIHLTERLET 7
A RY =L > THE LEREN BFm) (2SI hz5%
bLWhF ¥ T gy (BEhHm) BN, 77 7R TERSR
ij‘o

EbhLWrSoH8svavnyvy—
(Suspect Transactions Summary)

oI a i, VAT A EDYE—F 2a—HFDED LW
KUYy a rrOEHNERINET,

BHEshi=glbLW S UHI Y3
Y : A—AJ)L 2—H (Suspect
Transactions Detected: Local
Users)

ok vaiZid, VE—F 2—PIHLTERELET 7
AR =2 K-> THE LERKMN BHM) IR Sz
bLWhT ¥ T gy (Behm) »n, 77 7ERTERSN
e

BbLWrSVHIoavody—
(Suspect Transactions Summary)

OB a i, VAT A Eoua—h L a—F Db L
NI a rOBEBHNERINET,

[2—% vr—a3lo LA — R (Reports by User Location) | <—Tid, m—Hh/L 2—H&l
FT— b 2—YFOT I T AT 4 ERT VR MEERTEET, ZHIZKY, =2—Vor—HL T
TAET AL VE—RN T T 48T 4 2HHICHBETE ET,

COVAR—F DB a—%HAX <A XTHITIE,

fE1 (P5-7) L TIEEN,

(2T 0T 47 Web LiR—TF 4 7 _X—=T Dk

[Z—W v — a3 Bl LR~k (Reports by User Location) ] ~— Y DIERICONT, A7 Pa—

LBEISNELE—NEERTAZENTEET, LE— FORAF Y a— L& EICOVTIL,

[ 2/

Va— LREENTZLVER—hEF T F Web LAR— MZHOWT) (P.5-66) ZZMLTLZ&V,

Web 35 v*>% (Web Tracking)

[Web kT > ¥ 7 (Web Tracking) | X—YZHEHALT, laxD T ¥ varEizidiEkblLuvy b
T I va R —UERRL, FOFMEERTLET, ERCTHERAT - R ICESx, B

T8 T THRERETNET,
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e [Web 7y h—bERZIL->THUEEINZ N T VT a0l (P.5-56)
e L4 v T 7 4v 0 F=XIZkoTHUHEENTZ T 7 v arDmi#] (P.5-60)
e [SOCKS 7uXx itk TEEINIZ N T HF T g OB (P.5-60)

Web 7rX v & L4 T 7 4 v 7 F=FOEWIZOWTIE T Cisco IronPort AsyncOS for Web Security
User Guidel @ TUnderstanding How the Web Security Appliance Works] #Z L T 72 &0,

BEENEYY
e Web Fo7vx o 7BLOT v 77 L—KiZoWT) (P.5-61)

Web 70+ H—ERIZEK>TUREBEINF- FSUOTFI a3 v ORER

GE)

ATFvFT1

ATFvF 2
AFvT 3

ATy 4

[Web] >[ LA — bk (Reporting) ]1>[Web b7 v %7 (Web Tracking) | X—Y D [FaFL $—t
A (Proxy Services) | # 7EZHEHL T, flxDExa VT4 aviR—3xr b, BLXOT 77X T
A=A A R=R P BINEENT Web N T v XV F=FEBRERLET, TOT—HIT L4
NI T 4wy B2 F )T THITEENETA,
ZOTFT—=2EFRALT, ROBEEZMPTHZENTEET,
o ABFELIETEHE~X—TVx, TEOHHBNOWE(EBIZHET 2 LR — FEMAL £7,
el i, [Fr¥y =B (Proxy Services) | #7&#MHEH LT, 2—¥FRT 7 AL TWDHE
ED URLIZHOWT, 2—FNRT 7R LKL, NN SN/ URL THLHLMNE I 2, &
Wo T IF ARG T £,
s Xy hU—2 X2 VT4 BHE, 2HLOX Y PV P UHEBDAY— T x 2N LTV
U7 OEBICELERNTVWARONE I hERELET,
FrEOHMANICEESNE NI ray (Try s, FE=X V07, BIOEESRE NI VHF
varv, BILEMZF v arRl) OMBMRERRTEEY, URLAVT IV, ~L0 =70
B, TV = a sl BEOFRMEEERN LT —2/RET7ANZ ) TTHLHTEE
ﬁ—o

Web 71 %1%, OTHER-NONE LI ACL T3V ay X7 &2EGL v 07 aDBbiR—h
LET,

Web T v X IOFERAFIICONTIE, H1: 2—FoFfE] (P.D-1) 28R LT EEN,

[FrFxv H—E R (Proxy Services) | # 7 &> Web L AR—F ¢ > 7 X—=T OB ONTIE,
[[URL #7 =Y (URL Categories) | X—T LZDMDOVR—F ¢ 7 <=V DOH] (P.5-29) %%
BLTLESN,

BILDHA Web TV T 4 EF 4 DA VARV AERBET AT, ROFIEEZFEITLET,
FIE

X2 VT4 EHT T4 T AT, [Web] > [ LA— b (Reporting) ]>[Web b7 v %27 (Web
Tracking) ] ZiEIRL £

[Fm¥> —E R (Proxy Services) | ¥ 7 %7 U v LET,

WMBAT a7 aNB VT FT v aried _RTERT HIZE, [JE8E (Advanced) 1227 U v 7
LET,

MREMEEZATILET,
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% 5-15 [FRxY 4—EX (Proxy Services) ] 27D Web +S vy x> RREH
AFvay Bl
T4 FOBRFREE

WERIEGDH (Time Range) | LF— MAFGOBMEHARRLET, X2 V74 FWMT 77407
2 TR T & 2 IERIEIEIC SV T, T LA — kR D3R
(P3-4) BRL TS,

D=/ TALT U RIP | LR MORRSNARIEL— Y4, LB SEO 2 547 b
(User/Client IP) IP7 RLURZEETAS LET, IP#FHZ 172.16.0.0/16 O X 5 72
CIDR B TANT B - L b TxET,

D7 4=V REZEICLTELS &, TRTO2—YFITHT DB RR
WEIVET,

Web - L (Website) B Z D Web 4 LB TAANLET, ZO7 4 — /L REZEIZL
TEL &, TTO Web A MIBETIMRBRERIEINET,
N rvary ZA4T |BBRHARDO N T I v a DA TR [TRTON Ty
(Transaction Type) (All Transactions) ], [52T (Completed) ]. [7 & v 7 ¥ A
(Blocked) 1. [E=# %% (Monitored) |. F7i [EEHFH
(Warned) | " HE#IR L E T,

BETRREN

URL #7 =2V URL A7 FYTT74NZ Y 745121, [URLATIVICLDT 1
(URL Category) V% (Filter by URL Category) | Zi#ER L, 74 V¥ U IRHELET D
AL LFTIERFEH URL 7 2D OLELFEANLET, For
ENTZVAIDB AT IV EBIRLET,

—#HD URL A7 FUNREH INDH &, —dHoOBIT IV I

[Deprecated] @ T~V HIFONDIHERHY ET, ZnNbDOHT A
Uik, 2722 b 1 2OEFHNG Web X2 VT 4 TSI T AT
DHFHLWRNZ Y7 v arTREATERIARVEST, L, 2070
T AU RENREICRELIZEED N T 7 v a oL, Bl E
EMBEELFITTEFET, URLAZT IV &y hOEHIZHOWTIE,
[URL 772V vy bOEFHFELAR—F] (P5-28) 2L T 7EZX
W,

Koy FE T JRAMIERENDIZ DU AICERRL, A7
BT DD N T v a v RTRTEENET,

FIY r—a FIY e a v TI ALY I B, [T Y r—a vick
(Application) %7 4 % (Filter by Application) | Z&IR L., 74 A& U v 7T H
THET NV r—2a rBRRLET,

THVr—vay BATTTANEZ I TTHITE, [TV r—v =
v B AN E BT 4 vF (Filter by Application Type) | ZE4R L,
TANGY TR 2T 7 r—vay 24 T ERIRLET,

R~ U v — (Policy) RV = TN—=TTT4NZ) 7T B0, [RY)—ickd7 40
% (Filter by Policy) | Z#&IRL, 74 ¥V U ZIERTHRY v—
IN—THuw AN LET,

ZORV =N Web X2l T 4 TTIATVATESERTHSD Z
EEERLTLLIEIN,
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% 5-15 [FRxY Y—EX (Proxy Services) ] # 70D Web +5 v x> @REH

FFray EEA

<L T DR BED<LVT 2T DEBETT 4 NE Y 7T 510, [T =T B
(Malware Threat) \2& %7 1% (Filter by Malware Threat) | Z&IRL, 74L&V >

TIMERT 2~ 0 =T OFBAE AN LET,

N 2T HTIYTTANEZ Y TT DB, [ =T A7V
{2k %7 404 (Filter by Malware Category) | Z#IR L, 7 4L &Y
VIOERT A AT 2T AT I BRIRLET,

WBRS [WBRS] 7 v a v CliE, WebX—Z2DL a7 —Tal 2AaT7|ZX

HITANZY T FEED Web LE 27—V a v OBEICE D7 ¢

VA TIRARE T,

e Web L Va7 —ay RAa7 TIZ4NEY L TT AL, [AaT
#iPH (Score Range) 1 #BIRL, 74 NZ Y o ZITHT 5 LR
EE FREZEINLET, HHWE, [A=2 77 L (No Score) ]
BEINTDHE, AaT7 RO Web A haT7 4V X2 )7 TEE
7

e Web LE=2T7—va BB TT74NVZ) U7 T5IEF, [LE=
T—a yEWIZL D7 4% (Filter by Reputation Threat) | %
BIRL, 74 FZ V7T 25 Web LE 27— 3 VOB
EANILET,

WBRS A 27 O DWW TiX, [Cisco IronPort AsyncOS for Web
Security User Guide] %#ZM 1L T 723,

AnyConnect E¥ =27 £t |(VE— b EREFER—HNV TIEATTI4NE ) 7 TH0F, [2—W
Y7+ (AnyConnect n/r—3va ik b7 ¢ % (Filter by User Location) ] Z&IRL, 7
Secure Mobility) JEARAZATEERLET, TXTOT 78R XA T72EFDDHITIE |
T 4 NE BT T 5 (Disable Filter) ] Z3&R L E7

(IHY U —ATiX, ZdOA4 7+ 3 i Mobile User Security & FEZILT
WELR),

o —H 3R (User Request)
A—PIC Lo TR SN T oy va T4 g ) o 7§
D0, [ RV I =AML RNTF Uo7 va il b7 4 0%
(Filter by User-Requested Transactions) | Z##4R L 7,

) ZOTANF A F—TNCT DL, BRBEHRFIIT TR EOHEN
FovH T arBnEENET,

Web 77547 A BED Web 77 I7AT LV ATT 4 VE ) 7T 5I21%, [Web 77T A

(Web Appliance) T ALK D7 4% (Filter by Web Appliance) | DDA 7 3
KAV w7 L, THRAL T4 =V RIZWeb 77 74T v 25 %
ANLET,

[ 7 4V &Mz % (Disable Filter) ] %R+ 2 &, BRFEICiTE
X2 VT A BT T4 T AT HNTZTNTO Web ¥ =
VF g4 TTIATVAREGENET,

ATFyF 5 [#HFE (Search) 122 U vy7 LET,
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Web FSyX U TBRERERIZDOINT
F 74V T, fERIIZAA L AFZ T TY— S, &EOMENHK FEICRRINE T,

&

5-16 Web S vF > BBEER ([FAxY Y—EX (Proxy Services) 1% 7)
I ——
Items Displayed 'EI
Displaying 1 - 250 of 1000 items. «Previous | 1| 2| 3|4 | Next»
Time (GMT -08:00) = Website (count) Display Details... Disposition Bandwidth User / Client IP
30 Nov 2011 17:28:56  http://downloads.ironpert.com (3} | Allow 9,138B  195.51.100.128
30 Nov 2011 17:28:45 b ety (2) |Moniter 1,0678  198.51.100.40
30 Nowv 2011 17:28:42 % 4 (2) |Block - Policy 0B 1%5.51.100.155
30 Now 2011 17:28:14 4% - - (6) |Block - WBRS: -9.1 0B | 198.51.100.41
30 Mov 2011 17:28:07 an - - — (53 | Allow 8,614p 198.51.100.118
30 Mov 2011 17:27:59 - = ruie - o (2) | Block - URL Cat 0B 196.51.100.46
30 Nowv 2011 17:27:45 5% + (2) | Block - WBRS: -7.3 0B 198.51.100.47
30 Mov 2011 17:27:45  http://downloads.ironport.com Allaw 11,0678 198.51.100.17
e e . " Sl B e v rww o = Ak ,_;---J. —r ==

[fF (Results) 1 ¥« > FUIITROIERBRRSNET,

~Z

URL 37 7 & & &7 EEl
cZ Yo a Bk L Web 1 B

n— REN/eA A=Y, FEfTEN7 JavaScript, 778 A SNk F Y B4 bl 2—¥FR
PR LI R H 7 v a ICH o TRELMEE N ¥ 7 v a o, ZOBER, 17 L20RH
Lo [ 7% %~ (Display Details) | V> 7 O Tk vy aTHEILTERENLET,

WL (T o F T arofif, BUT256, MU rvarpnyny s iidE=2shic
HH, HDWVITEENRITSINIHEANRFRINET),

AV /A= INAL: 5 )
a—%ID/ 74T FIP T KL XA
VW v a OV T E LI ERE R T DT, [Web 4 b (Website) | 7 AR L

O [#£#i & Fsx ... (Display Details...) | V> 7 %27V v 7 LET,

~

(E)

o)

n
\'
-

500

1000 & B2 DR AR TT DUEND D561, [FIMFTAEZR ¥ 7 > m— K (Printable
Download) | Vv 7 %227 Vv 3h5E, EETD NI UF 72 a rOFMERLS raw 7 —H —
ANEENTZ CSV 77y A VERSTEET,

WEEDO URL BB D LN TWVAEAIT. EORANWeb X2 UFT 4 7754 T ATH
FUN T a BN ENTENTEB L, EOT T IATUVADT VA0 SR T 5L,
52472 URL 2 ETE £7,

HETOEBE N P a DY R NERATHITIE, [BERNT 7 23 (Related

Transactions) | V> 27 %27V v 7 LET,
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L4 S T4 v EZRICEH>TUEIN- NS OFIaVDOBE

[Web] >[ LA"— bk (Reporting) ]>[Web 7 v %> 7 (Web Tracking) | X—Y D [L4 vTF 7 4 v 7
®=4 (L4 Traffic Monitor) | # 7iZix, v~V 7 =7 ¥4 bEBLOKR— b ~DHFIBIT 2 MM ®
MERINET, vV T =7 A b~DOERIL, KOZA TOEFERICE > THRETEET,

o FMH&EMH

o YA, HHEINEZIPT RVAFERIEIRAAL Y

« F—F

o MMWNOar B —XICTHEMTONZIP T FLX
o AT

o BHRANMH L7 WebtvxalT o4 7T7I7A4T A
—E LR FERD 5 BRI 1000 41 FRSNET,

BDOLOWYA MZHLIRA M, EB TP 7 v a 2B L= Web X2V T4 77747
A wFRT BT, [EEL TP 7 KL A (Destination IP Address) | 77 A RH Lo [##l % FoR
(Display Details) 1 V> 7% 2 Vv 27 LET,

Z DOEROFEMRER FEIZON T, [[L4 N T 7 4 v 27 £=% (L4 Traffic Monitor) ] L'AK— I
(P.5-46) ML TN,

EENEY
e L4 77 ¢ v ®F=% (L4 Traffic Monitor) ] L7R— k| (P.5-46)

SOCKS 7OXxV(c&»TREEINEFS VYO a v DOBRE

AFvTA1
ATvT 2
ATvT 3
ATy 4
ATvT 5

Tyl ENENIUF I vay, BT LE NIV v ay, a—W, SERAAL L, SEEIP TR
VA, SRR — MR Y, SRkt T NI o s v a v aRRTEEY, AKX L URL T
UV, = EFRVv—, BXO®a—V ar—vary (—brFE@VE—h 2k, ERE27 1%
Vo 73528 TEET,

FIE

[Web] > [ LA — K (Reporting) ]>[Web FT > %7 (Web Tracking) ] Z&ERL 7,
[SOCKS 7% (SOCKS Proxy) | ¥ 7% 7 U v 7 LET,

MRETA4NZ Y 7T, [#EE (Advanced) 1227V v 7 LET,
MBFMEATILET,

[#%% (Search) 127V >Z7 LET,

EENEY Y
« [[SOCKS 7m %3 (SOCKS Proxy) ] L&— k] (P5-51)
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Web FrSyx2 98XV T7Y TSI L—FIZDNT

FLWWeb N7 vF U ZHERRIZ. 7Ty 77 L—RENZET SN N T H 7 va iz TcERn
LAY ET, Zhid, NSO FNT U7 v a ilonTit, BAET I NEEIRTWRWES
NHDHEHTT, Web hT ox 07 T—2BXOT v 77 L— FICHEET 6ROV TIE, A
DYV —=2DY Y —2 )= 2L T &,

[V R T LB=E (System Capacity) ] R—¥

\'I

[Web] > [ LAA— I (Reporting) ]>[T A7 L% & (System Capacity) | ~—Tid, Web E¥ =V

TATTIAT VAL ST eFa VT BT VI T UV ATRETHERANEREFRTEE

T, EEARSIL, [V AT LR R (System Capacity) | X—T&FH LT, BRIEFIZHEAKEZ b T v F
TLTUVAT A XY NN T A OHBENTONDIETT, WebtxX=a T4 77 I3A4T AT
TDHE XYV TANEBEOREICHEL CWINEMRTEET, &1, RFEOREIZHE-> THI 1
MUFETA, BUNCE=XV 7 LT0IE, BINFy Ry T 4 FRERELRZ THMICEATE E
R

[ A7 L% & (System Capacity) | X—VEMHT DL ROBEREMHATEET,

e WebtXa T4 77I7AT U ARHREINDS CPU XY XU T 4 2WOBIT=0EHELET,
I E - T, REOHEBLCIBINT 774 T LV ABNNOUIENI o= bn £9,

o "I TNYa—T 4T DEDIT, VAT IANED Y V—RAEFEALTWIESEFHRINL 3,
o IREWEMESuXT Ny Ty AFEY EHEBLET,
e 1 BHIEVOINTI Y I var, BLOBHERERZWRLET,

AT LBEE (System Capacity) ] R—VICERREINDT—2 OFERAE

[~ AT L4558 (System Capacity) | X—VICT — & &R T HRFMHH 2 BIRT 2546, kO Z L1
RMETHZENEETT,

e Day LAA— b : Day LA— hTi, BT —7 A 2RE L, 24 BEOBIC | BRI EICT 774
TUANZE L7 ) —OEEERBER R LET, ZOHERITER T —T AN IESNET,

Month L7R— bk : Month L7R— FCix, 30 B E721331 HE (0 A0 B#IZIGET %) OH

T NERZL, 30 HFMEZIZ 3 FHOEM#AL7 =) —HE2RRLET, ZbERRKET
ﬁ—o

[V AT 2% & (System Capacity) | ~2—Y O [ K (Maximum) |1 > 7 —& ik, fEESNH
MoOBRKMEEZ R LET, [FH (Average) | fEIFHEE IN/ZHH O TR TOMDIFE T, HEiHHIH
X LAR— MCX L GEREN MBI L TRV £3, 2L 21X ABRMOFT ¥y — FoREIE, A
LD [FH (Average) | MEE [ K (Maximum) |fEZFRT 52 ENTEET,

o> LAR— b CReIHFEIC [4F (Year) | # BN L 725613, R KROKHFEHETH D 90 B 2R RNT 5 =
LEHERE L E 9,

[ A7 L% E (System Capacity) | X—JIZT7 78 AT 51, ROFIEEZEITLET,
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|
FIE
AF9T 1 X2V T4BHTTIA4T AT, [Web]>[ LRE—F (Reporting) ]>[ AT LA E (System
Capacity) | ##IRL £,
5-17 [YRTLAER (System Capacity) ] R—
System Capacity
Printable (PDF)
Time Range: | 90 days v
30 Aug 2011 00:00 to 28 Moy 2011 18:20 (GMT -08:00)
Web Security CPU Response Time Proxy Buffer Transactions Per Connections Bandwidth Out (Bytes
Appliance a Usage % (rns) Memory (Bytes) Second Cut Per Second)
Waa_01 27.7% 511 0B o 11 146
W3a_02 32.1% 523 oB i) 34 135
wWsa_03 384% 541 oB L] 45 152
Columns.., | Export...
ATvT 2 MoOEATOTFT—2ERKFTDHIZE [F] (Columns) 15227 Vs L, R-T57 —FEBRIRLET,
ARTFYT 3 H—ODTTITATUVADYRAT A Fx XU T 4 #RFTHIE, [ FHERAFEBIORT7 4+ —< 2 AD
W2 (Overview of Averaged Usage and Performance) ] 7—7 /1 ® [Web t X2 V7 4 775747
AV FGEATEHENOT T I7AT A% 7 ) v 7 LET,
DT T IZATVACHET D [ VAT LK R (System Capacity) | 77 7 REREINET, ZOX—=Y
DT ZIERD 2 IS/ I TOET,
o [V AT L%HE (System Capacity) ]: [ A7 LD (System Load) ]
o [[ v A7 L% HE (System Capacity) ]: [ > 7 —27£fi (Network Load) ]J
[V AT LEE (System Capacity) ]: [ AT LDAR (System Load) ]

[V AT LR (System Capacity) | V4> RUDERMIO 4507 Z 7%, VAT AAWICETL L
R—=rTHd, ZNHEDOLR—RMNIL, 77T 747 2 A TORKHZ CPU AR RSN ET,
AsyncOS I, 74 RVIREED CPU Y Y —R &AL AT o7 vay Av—"y hamESH®5
Wb ENTHWET, CPUBEAERES T, BT LLV AT A ¥ AT 4 OMEETRT D
w‘f“ti%‘ﬂiﬂiho CPU HEHENREL . »OERY 2—LDRAFY 2= AU U I REAET LY
B FANT A OBEOREMERDH Y F4, ZOX—IZiE, Web X2 T4 TTFITA4AT L AD
VIR—T 4 VOB DS E X ERMIETHEMAINS CPU B4R T 77 7 b RrENET, HAER
CPUDZT T 71, VAT AL ETHRLEL DY) Y —AFEATHRMLOHEKEE2 RIHEECTYT, 777947
VADRBAEN VIR D7 T 7%, HERST 4 B — T LD BB R A I D DI D
9,
Fo, AN/ BED ST 7 E I BV NI Y7 a 0T 710, ERISERR (2

UREAD) . B X O [FRI (Time Range) | Fu vy 74Uy A =a—TiRELEZAMHETO 1 B
HIVDONT UV T v a VDR ENET,
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5-18

[ AT LEBER (System Capacity) 1: [V ATLDER (System Load) ]

System Capacity > WSA_01

Printable (PDF)

Time Range: | 90 days

~

Dverall CPU Usage

30 Aug 2011 00:00 to 28 Nov 2011 18:37 (GMT -08:00)

— T

T
01-Sep

CPU Usage by Function

TTTTTITTTTT

TTTTT TTT

27-Oct

TTTTTT I I I TT I I I I IIrreT

10-Nov 24-Nov

TITTTTITITTTT

15-Sep

TT T

29.5ep

TT[TTTITITTTT

13-Oct

Export...

I Vet Prozy

Response Time fLatency {milliseconds)

Logging B Reporting McAfes | Wiebroot B Acceptable Use and Reputation

Export...

Transactions Per Second

L A R e AN Aaa s S s
01:Sep 15-Sep 29.5ep 13.0a 27.0at 10-Nov 24-Nov
W average [l Maximum
Export...

L B L L R e e
01-Sep 15-Sep 29.5ep 13-0at 27-0ct 10-Nov 24-Nov
W Average [ Maximum
Export...
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\'l
>J

AE (System Capacity) ]: [*v FT7—2 &% (Network Load) ]

[ A7 L% & (System Capacity) ]'74/1\'70)@(@777 . EEHERE. O HEE, e
YNy Ty A OHEHERPS RSN ET, B, B, A, FRFFEORRERRT LI L TEET,
CHHOBRRICBITDW@EREE AL IO MLV F‘%fiﬁi LTRL ZENEETT,

[Fuxs Ry 757 A%V (Proxy Buffer Memory) 1%, @ EMERICBIT DXy hU—2 T
T4y ORHEERLTVDHELH Y ETRH, V7 7REKEE CHRAICEALTWISEAIE, 77
FAT VAPDF Y N T 4 PIRKREIZELTEY . ¥y /307 0 OBMNERHTRETHDATREMED
HYET,

WDOF ¥ — ~i&, [[ AT L% & (System Capacity) |: [ VA7 LAOFfM (System Load) 1.
B 5-18 LRILR—=YTINHOF ¥ — FO FIZRRSNET,

5-19 [ R T LEE (System Capacity) ]1: [#v FT7—- &% (Network Load) ]
comnectionsgue

Connections Out

Export...

Bandwidth Dut {Bytes)

19.5K8
17.6KB
15.6KB
13.7KB
11.7KB -

B Average B masimum

Expart...

Proxy Buffer Memory (%)

T L L L R R R R R R
01-Sep 15-Sep 29-Sep 13-Oct 27-0ct 10-Naw 24-Nov

Export...

TOX Ny TP AEY RDYEVSIZET 3 FEEIE

VAT AL, BT R XY Ny Ty ARV ERAV T TEHELIICERHSINTNEDT, —HOT
BXY Ny Ty A AT EUTERIVELZLOTHY, 77747 ADOMEERT HDTIX
B FEFA, VAT APBEEIINTERY) 2a— DT XL Ny Ty AFVERT v ST AHEEERX.,
Taxy Ny Ty AFTOARAT v U TIXIEEPOWBE OBETT, VAT ADBERIC KED LB A
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

TV, RETHLITEDIZToXy Ry 77 ARV EHZT AT v 745581, £y U —271Z Web
X2 VT 4 TFIAT U AZBNTDH), 3 AL—Ty FBRBKRICRD L ICHRELTFHEL T,
NI F—< ADAEZKBZLEND Y £97,

[ERTIEELT—4 (Data Availability) ] R—¥

[Web] >[ LA — b (Reporting) |>[fEMAlHE/T — 4 (Data Availability) ] X— 2%, EEEF RO
BWeb X2 UT 4 TTFFAT LV AZHINT DX U T 4G T IS5A TV ATLR—FT 40 F
FOWeb hT v X0 F—x T AMNHBEOMENRRENET,

5-20 [E#17% Web L R— b ¥—4% (Web Reporting Data Availability) ] *—<
Web Reporting Data Availability

Printable (POF)

Web Reporting Data Range

Displaying 1 - 1 of 1 appliances.

. Wweb Reporting Web Tracking and Reporting Detail

Web Security

Appliance From + To From To Status
Public Proxy 01 Jul 2010 00:00 28 Nov 2011 19:12 14 Jul 2010 15:00 28 Nov 2011 19:12 Ok

Overall: | 01 Jul 2010 00:00 {(GMT | 28 Nov 2011 19:12 (GMT 14 Jul 2010 15:00 (GMT | 28 Nov 2011 19:12 {(GMT
-07:00) -08:00) -07:00) -08:00)

Displaying 1 - 1 of 1 appliances.

Web VIR—FT 4 VI INTF 4 —T Wbl X2 VT A BHT 94T AT Web BEF 2T o
TTITATUVANLH LT —FER&GE L7272 TR, URINCBEG LT — 2T X207 4%
BT 7 I9A4T AT TVWET, T4 AZHERAROERFECONTL, [T 4 A7 EAEOEH)
(P.14-56) ML T &,

[Web LAR— K (Web Reporting) ] ® [ZH A (From) | 77 A& [4858 (To) 1 77 &, BL U [Web
LAR— k& T wF 7 (Web Reporting and Tracking) | @ [ZH A (From) [ # 7 A& [%55E (To)
1 BT ETAT—HANRZDEGEIT, [AT—X A (Status) | 77 AT BEABERDRENET,
WEDT TIAT VADT =R TRATEVT 427 7 7R TERTHITNE, [Web X2 VT 4 T
TIAT VAN ATETT I ITAT U AE T Y v LET,

Web Reporting Data Availability: WSA_01
Printable {PDF}

Time Range: :QEI days v

30 Aug 2011 00:00 to 28 Moy 2011 19:27 (GMT -08:00)

Data Received

31-Aug 14-Sep 28-5ep 12-0ct 26-Oct 09-Nov 23-Nov
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B58F HPREPE Web LR—T1IBLVFSvFTOER |

GE) URL #7 VT AR P 2a— NV EHRLIR—FTTF—X TXA TV T A BNEHINTWBEHA.
WENDDT S ITA T UVADT—ZICX Y v T RHEE, X=VDOFEIC [Z ORFREEHO —# 0T —
ZI3EMA AR AT L7, (Some data in this time range was unavailable.) | &5 X v E—URERRINE

¥,
¥y v THREE LARVEARMT L E RS ER A,

AT a—ILEBEShfzLIR— AT K Web L
Hm— kDT

KRR D2V RY . kDL A TD Web X2V T 4 LR—F &2, AV Va—ABFESNEZLR— £k
AL TFv o R LAR— e LTERTE £,

[Web LAR— h OBEZE (Web Reporting Overview) | : ZDO_X—VIZERENDFEHRICONTL,
Web LAR— R offZE] (P.5-13) #ZHL T ES0,

[2—¥ (Users) ]: ZON—VICERSNBERICOVTE, [[2—F (Users) ] LAH—
(Web) | (P.5-17) ZBBL TS,

[Web 1 & (Web Sites) ]: ZDON—TIZRREINDHERITHOWVTIE, T[Web 14 F (Web
Sites) ] LaR— k] (P.5-24) #BRL T &V,

[URL #7 =Y (URL Categories) ]|: ZD_—VICERENDHEHRICO>NTiE, [URL 7 =V
LAR— k] (P5-26) 2R L TLIIZEW,

[ L2 URL A7 =V - 4E3E (Top URL Categories — Extended) ] : [ LAz URL A7 3V - §L3E
(Top URL Categories — Extended) | ® L' AR — M &4 pkd 5 HIEIZHOWTIE, [ B URL #7572V
- Jk8E (Top URL Categories — Extended) | (P.5-68) #Z&M L T2 &,

IDVR— b EAF TR LR—FELTHERT 2 EITTEERA,

[77V b —va o5 (Application Visibility) |: ZO_X—VIZHEK RSN D EHRIZ OV T,
N77V 7 —+aroFER (Application Visibility) ] UAA— k1 (P.5-30) #ZL T EE0,

[ BT 7V ir—3 a3 v 247 -4kl (Top Application Types — Extended) ]: [ Efiz URL &7
=Y - y£3E (Top URL Categories — Extended) ] ® VAR — h&ELT 5 HEIZ OO T, [ B
TV r—vay A7 - §Lik (Top Application Types — Extended) ] (P.5-70) #&fR L T 72
I,

ZOVR— AT~y R UVR— M LTERTZLIXTEERA,

[y =7 5%% (Anti-Malware) ]: & O_— VIR REINDHERICONTE, ([0 =7 %
% (Anti-Malware) ] LAR— R (P.5-33) 2ZRL T ZE0Y,

[2774T7 vk ~Ay=T UAZ (Client Malware Risk) ]: Z D= IZEREN B HERIZON
Tk, [[774T7 > b ~w=7 UAZ (Client Malware Risk) | L'AR— | (P.5-40) #Z&M L
TL7ZE,

[Web LE =T — 3 7 ¢/L% (Web Reputation Filters) ]: Z D~ — TR R INDHFHRITD
WTIE, [[Web LE 27— a2 7 ¢/L% (Web Reputation Filters) ] LAR— ] (P.5-43) &%
LTS,

[L4 FF 7 1 v 27 E=% (L4 Traffic Monitor) ]: & O_—VIZFKRENDHERICONTIE, [[L4
N7 7 4w 2 =% (L4 Traffic Monitor) ] LAA— ] (P.5-46) &ML T 7Z &0,

[EXNA NV EX=2T VU a— 3 (Mobile Secure Solution) ]: Z DOX—TIZRK R INDERIC
DONTE, T2—% v —va Uhllo LR — K (Reports by User Location) ] (P.5-53) &ML T
<&,
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

Web LR—

~
(i)

o [V AT AEE (System Capacity) ]: ZOR—VICFERENDERICONTIE, [V AT 25 E
(System Capacity) ] <~—<"] (P.5-61) #ZRL T Z3V,

FDRT T a—IVERE
2T, RONBICOWTHBALET,

o (R Va—nAESNTZVAR— ol (P.5-67)
o (A Va— VERESNTZLFR— FOMRE] (P.5-68)
o (A Va—ABESNTLAR— FOHIBR] (P.5-68)
o LEMOIEEL R~ (P.5-68)

TRTCOLFR— T, 2—PLAEZRHFETER2NVE LTI ENTEET, FEMIC>VTIE, TWeb L
R—FTO2—FLDELI] (P5-5) #8R LTI EE0,

HEAL, BN, FREFABMTEITIND CUVAR— MR a— VEBETDHIENTEET,
AT a— VR E S LA — M, AiHE, ﬂf7ﬁ% AiA, WEDH (kK250 H), i8EDH
K127 H) OF—2%2EDDHEIIICRETCEET, T, HBELZEEK 2~100 B) FIXEE
LA Q~127H) OF—2%25db2 b TEET,

LR — b OEATRRNC 3o 63, ERTORRIMMRE GBE 1M, 1 8, 1#M, 231 H) ©

T=HORNEENET, E X, BRVA— FEFRT I BRCETTAL DA Va— V2R EL
7284A. LAR— FIZIZATH @ 00:00 25 23:59 £ TOTF—E NG ENET,

X2 VT A BEHT T IAT AT, AR LTEEGFTOLVR—FE2ERFHLET (FXTOLFR— M3 L
T, KRTI1000 X—Y =), REZSELEE (ErbEl) OLAR—MZEEzEETEET, &
TA—NZEEE EL&%%QT% ViR—MNEIT—hA7ENET, VER—=FEZHEOT KL R

EETHIVERHDIHE, HIICZEZTEHRETHEV G, A=V 7 URXMNEEKRT BT BDES

‘/C\?AO

FIFNERTIE, ATV a— L RESNEELR—TFD5 L, HED 2 DLVR— BT —IA4 7 &N

F9, VR— NI, 77 T4 T AD [periodic_reports T L7 hUIZREINE T, GEHIZOW
T, A TP AV H =T 2 A ABLORT T IA TV ANDT 78R 2BZRLTLIEEN),

R T a—ILERE Stz LR— DB

ATFyvFT 1

ATFvF 2
2AFv7 3
ATv7 4

AFvT 5
ATFvT 6

FIR

X2 VT4 EHT T AT AT, [Web] >[ LAR— b (Reporting) ]>[E# LA — bk (Scheduled
Reports) ] ZiER L E7

[ L AR— k%BM (Add Scheduled Report) | %27 V v LET,
[Z#A4 7 (Type) | DHED e v FHE DY A=a—hi, LiR—h XA 7TE2ERLET,
[#A4 kv (Title) 1 74—/ RIZ, VR—=FDZA VB AN LET,

[ CARTOEEDO VAR — b &AElR T2 2 L 2Bk d 570, DT na A M EERTL 2L &2
BTLET,

[WsfAI%EPA (Time Range) | Fa v ¥ Uy A=a =26, LAR— FORRHEHAZER L ET,
AR I L AR— RO E @R L E T,
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B58F HPREPE Web LR—T1IBLVFSvFTOER |

774V MERIZPDF TF, 3L AEDOLR— T, raw 7—F & CSV 7 7 A L& LTRIFT 2 2
L L ARETT,

ATF9F 7 [HE% (Numberof Items) | DD Fu vy 7 F v URA MG, AfaShd LAR— MO+ %A
DO AERIRLET,

BRNRMEIE 2 ~20 TT, 7740 MEIXS TY,

ATwF 8 [7 77 (Charts) | TiE, [ TD57—4 (Datatodisplay) | D FOTFT 7+ kN Fy— 1 27U w7
L., LR—FDOEFT ¥ — MIRRTEHET—XEHEIRLET,

A7TvF 9 [Y—15F] (Sort Column) | DD K v 7F oy UARMNPSL, ZOVR—ICT—4%Y— T 57
DOHFGAEBRLET, TN, ATV a—LBEENTELR— NNOEEDH T L&KL T
% EAr INJ HOEBOLVR— hEERTE £,

ZF9F 10 [AFYa—/b (Schedule) |HIKT, LA~ DAY Va— L& ETHA, B, i3 OMICH
DA ary REUERIRLET,

AFY7 1M [ A= (Emal) | 7F AL 74—V R, ERSNTELVR—- FRMMEINDE AL T FL A%
ANLET,

BIA—NL T FLRAEERELRPSTEHAIE. LR— DT —hA TOBRPMTbIET,
ATvF 12 [#fE (Submit) 1227 YU v 27 LET,

AT Ta—ERESIN-LR— FDOEE

UAR— M &fRET DI1TiE, [Web] > [ LA — b (Reporting) 1> [E#H LA — K (Scheduled Reports) ]
NR=VIIBEL, METHILR—-MHETDITF = IRy 7 22 F i LET, REELHE L, [#
f& (Submit) 127V v 7 LTX—YTOERZERFL, [EEZFE (Commit Changes) | R¥ %
IV I LCT TIAT Vv ASNOERZTELET,

AT a—LERE SN LR— FOHIER

UAR— M &HIBRT 521E, [Web] > [ VAR — |k (Reporting) |>[E# LA — T (Scheduled Reports) ]
R=UIBHL, HIRTHLR— MRS T DT v IRy IV AZF NI LET, ATV a— i ES
Nz LR— a3 _XTHIBRT 28581, [TT (AD) [ F=v 7Ry 7 2&2@R L, [HIEE (Delete) ]
EFRITLCEE R [#E (Commit) | LET, HIBRSNIZLA—bOT — I A ZTHIFHIBRS L EE A,

EBMDYRR LAR— +

ILE2HEOLR— b2, AT Va— LR EINTZLR— e LTOLEXF2 VT BB 947
VATHERAT L ENTEET,

e E{ZURL #7 =V -3k (Top URL Categories — Extended)
o o7 7V —var 247 - Ji5k (Top Application Types — Extended)

E4#1 URL A7 3 - 43Rk (Top URL Categories — Extended)

[ A2 URL #7 =V - 4k3 (Top URL Categories — Extended) ] L' AR— bk, &H#E2 [URL #7572
U (URL Categories) ] VAR— M E 0 bFEMARERE LB L T HIHBITKLLET,
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| B5%F FREFE Web LRE—F1VIBLVSvFVIOER -
7o & xIX, @H O [URL #7 =V (URL Categories) | LA— FTlX, RKEWURL #7572V LT
R IE DUEHE B O FHIEUEAL LRI A R 3 5 M A INETE £9, %4 URL 77 = U o A7 10 {8 URL,
F7134% URL 7 2V @O B 5 AO2—F 220 C, HIIEOHERRNZ =2 T 2572 LA — b
EART 212iE, [ B2 URL #7 =V - J£9k (Top URL Categories — Extended) ] VAR — M&fH L
35 ‘?-o
S,
(GE) o IDHATDUR— P TERTE DERRNVAR— ML 20 T,
o EFEFAHOURL AT AV VARNIEHFINDLZZLNHYET, 9 LZEHLDLAR— MER
SOEBIZONTIEL, TURL A7 3V £y FOEHE LAR— ] (P.5-28) 2L T EIN,
[ EAZ URL #7 =V - §ik9E (Top URL Categories — Extended) | L' AN— b &4 5121, WO TFIE
EFEITLET,
FIE
ATYFT 1 X2 VT4 EHET7I74 T AT, [Web]>[ LA— b (Reporting) |>[EH LA —F (Scheduled
Reports) ] ZiEIR L E7,
ATF9FT 2 [EHMLA—F%EM (Add Scheduled Report) 1 %27 U » 7 LET,
AFwFT 3 [#A47 (Type) | OHiDO Fay7rF oy A=a—n0b, [ B URL 77 2V - JkiE (Top URL
Categories — Extended) ] ##IR L £,
Add Scheduled Report
Type:  [Top URL Categories - Extended  # |
Title: |T0p URL Categories - Extended
Time Range To Include: | Previous 7 calendar days ¥/
Format: | @ por Preview PDF Report &F
Qcsv®
Number of Items: :5 v
Sort Column: Table Column
Category: Category Mame | Transactions Total v
Schedule: | & 5y attime: (01 v |: |00 v/
@ weekly on :Sundar v:
O Monthly o0 first day of month
Email to:
Separate muwltiple addresses with commas. Leave blanic for archive only.
Report Language: | English/United States [en-us] ¥ |
ATFvF 4 [ZA ) (Title) | 7F A 74—V FIZ, URLIERLVFR—+D¥ A bLEATILET,
ATy 5  [FEHF (Time Range) | RKuy 740y A=a—nb LAR— NORFFEGEHZRIRL £,
ATvT 6 ARENDHLA—POEREERLET,
7 7 4V MERUL PDF T,
ATy F 7 [HB% (Numberof ltems) | DD Fuy Xy VA MML, ARShsLAR— MIHHT5

URL #7573V O &ERIRLET,
B2 Eix 2 ~20 T, 774/ MlEIX5 T,
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ATFv7T 8

2AFv7 9

& ]

ATFv7 1

ATv T 12

[ V— 1%l (Sort Column) | DD Ruy Xy UARNL, ZOLVR—NTT—X¥%Y— T 57
WOHTAEERLET, ZHICKY, A7 Pa—LBRESKELE—-MNOEEOH T LE LT
%5 EAL TNJ HOEA O LR— R Z2ERTE £7°,

[7Z 7 (Charts) | Ci&, [#RT 25T —4% (Datatodisplay) | O FOFT 74V Fx—r27 U v
L. LR=bIDEF ¥ — MIRRTLHT—FEFRLET,

[A%7 ¥ 2—/L (Schedule) |fEHIKT, VA= NDRTVa—VA2RETDHH, B, £LITAOKIH
DA a v R UEBRRLET,

[ A= (Email) | 7% Ak 74— /L RIZ, BRINTLVR— FREEEINIET AL T RL A%
ADLET,

[#%15 (Submit) 1227 Y v 7 LET,

D7 TV —ay 247 -5 (Top Application Types — Extended)

AFvFT 1
ATFvT 2

ATFvFT 3

AFvT 4
AFyFT 5
ATy 6

AFwF 7

ATv7 8

AFyvFT 9

AFvF 10

AFv 7T 11

2AFvF 12

[ BT 7V ir—3 3 v # A 7 - §LiE (Top Application Types — Extended) ] VAR — h &K T 512
. WOFIEZFEITLET,

FIg

X2 VT A BHT 7T AT AT, [Web] >[ LA — b (Reporting) ]>[EH L A— K (Scheduled
Reports) ] ZiER L £

[EH L AR— h%iEI (Add Scheduled Report) 1 %27 U v 7 LET,

[#47 (Type) | DO Ry XTIy A=ma—hb, [ MOT 7V r—yay ¥4 7 - 4Lk (Top
Application Types — Extended) | Zi®R L £,

COR=VDF T a VIERINDBENDH Y FT,

[#A4 kv (Title) | 7F A b 74—V RIZVR— DA MAEADLET,

[ WEfHI%EPH (Time Range) | Fa vy 7¥ Uy A=a =26, LAR— FORHGEEZER L ET,
AR I LAR— RO 2@ IR L E T,

7 7 v MERIX PDF T,

[T H%: (Number of Items) | DF{D Ku v 7 & o U R Mnh, ARENEZVR— Mo TH7 S
Vir—vary 24708 EERLET,

BRNRMEIE 2 ~20 TT, 7740 MEIXS TY,

[ V— F% (Sort Column) | DFED Ru v 7H T UAINS, T—TIVICEKRTDHTLOHA T %
BIRLET, BB, [ FT7 Y2 v a3 58T (Transactions Completed) |, [V a2y 7 Sz bT
VW7 2 a > (Transactions Blocked) 1. [ b 7> %2 v = > 4Gt (Transaction Totals) ] T3,
[Z7'Z 7 (Charts) ] CiX, [#rT 257 —% (Datatodisplay) | O FOT 74V Fx—h27 U v
L. VR=FDEHF¥— NIRRT LT —FEZERLET,

[ A% Y2 —/b (Schedule) |fHIKTC, LAR—FDAF Y a—A%2HETHH, B, £EFHORICH
LA T ary RE U EERLUET,

[A—sv (Email) ] 7F A K 74—/ RIZ, ARESNTZLVR— IR EEENDEFA N T RLR%E
ADLET,

[ (Submit) 1227 U v 27 LET,
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| £5F% HREFH Web LR—F1 VI ELVRTvF I DER

T

VTV

>
B

2AFvFT A1
AFyvFT 2
ATFvT 3

ATv7 4

&

ATFv7T 6

ATFvFT 7T

ATv7 8

~

KT®OH Web LR— FDERL

ATV a—)VERETEDLR=IDIZFEALEIL, T~ RTOMER S AIRETT,

—HDOLFE— NI, T Ty RCHRBL AT a— LV BESNTELAR—FE LTORMERTXET,
DEIMOIEEL AR — ] (P.5-68) &ML T 7ZE0,

LiR— bt T~y RTERTZICE, RKOFIEEZETLET,

FIE

X2 VT4 BT TT7A4T AT, [ A=/ (Email) |>[ L A— b (Reporting) |>[7—HA7 L
A— b (Archived Reports) | Zi&R L E 7,

[543 < VR — k%&£ (Generate Report Now) 1227 U v 27 LET,

[VR—F #1477 (Reporttype) | EZ v a T, Rav 77Xy JARNPLLR—F XA TEERL
£7.

ZOR=VDF T a NIEBINDEERHY T,
[#A bv (Title) | 7F AL 74—V RIZ, VIR—F DX A MAZHEASLET,

AsyncOS Tid, VAR— MADB—ENE I DIIMRINET A, RELZBEHIT 272012, R CARTCHEE
DUFR—FEERLRNTLIZE N,

[REM#EPH (Time Range to Include) | Fe vy 7Z 7 U R Mivn, LaA— b 7 — & ORI HEFH % 341
LET,

[ (Format) | €27 > a T, LAR— FOEBXEZEIRL E7,
KOFTvarPnNdb ET,

e [PDF], BEH. 77— A T7H, E721ZF0WFOHETPDF BRAD K¥ 2 A ME{ERRKLET,
[PDF LAR— ~% 7L v a— (Preview PDF Report) | %27 U v 7 §5&, 27EHICPDF 77 AV
TUR—FERRTEET,

e [CSV], By~ DIEE L TCraw T —ZBEEND ASCIL 7TF A b 77 AV EAERLET,
% CSV 77 A VT, ®A 100 T2 @05 LRTEET, LAR— MNCEROBEORBEEN
By, HRICKHLTHED CSV 7 7 A AMER S ET,

VAR— N CHEHREER A 7Y a S U TCIROIEE 28R L £ 7,

e [17% (Number of rows) |: 7 —7 NIRRT BT — X DT,

e [777 (Charts) |: VA—bDF ¥ — NIRRT DT

o [R5 TH7—% (Datatodisplay) | D FTOT 74/ A7 v a v EBRIRLET,
e [ Y— 1% (Sort Column) |: &7 —7NDY —  NEWEL R DT T A,

[#fEA 7> a > (Delivery Option) |7 v avinh, RO T v a v 2RIRLET,

o ZOLVFR—IE[T—HI47 LA—b (Archived Reports) | X—IZRKRTHIZIE [T—H AT
UAR— bk (Archive Report) | Fx= v/ Ry 7 2AZERLET,

GE) [FAAv@BOZTEY T 47 Y~ U — (Domain-Based Executive Summary) | L'AR— ki
T—hATTEERA,
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VR—=FEEFA—NTEETLIHEE, [T <XEFICA—LEXED (Email now to
recipients) | T = v 7Ry 7 2EF A LET,
LR— FOZEEDOEBFA VT RLAZ AT LET,

o TXFAN T 4—VFIT,

AFvF 9 [ZOVFR—%%E (Deliver ThisReport) | %27 U v 7 LT, ViR— FEAERKLET,

T—h4TEht-Web L R— FORTEEE

[Web] >[ LAR— b (Reporting) |>[7—#H A7 LA— (Archived Reports) | ~2—JIZITRONE

DERRINET,

o (R a—)L
A— b

o AT~ FTO Web LAR— MDA (P5-71) OFMEEMEH L TERLEZLVA—T

LAR— hEERRTBHIZE, [LR—bDOZA bV (Report Title) | T ATLAR— b 4%E 7 Vw7 LE

9, [#R (Show) | Fevy ¥ A=a—7Ti&, [T—H7A47 LiF— b (Archived Reports) ] ~—

VIRRENDVR— I DEA T HT A NE) T TEET,

VA MBREWGEIFRFED LR — R E RO 5121F, [#R (Show) | A==a2—MbLAR—F A4 7%

BIRLTYVRANETANEZ I TTHND, I TL2O~Ny X527 V7 L, TOHTALTY—

LET,

TTITAT VAT, ATZVa— LR ESNTZLVR—FZEITRHRK 1204 ALV AMEESRET

(K 1000 VAR—K), T—UATEHLDLVR— NI, TFTA47 L AD /periodic_reports 7 A b

7 MVICREINET, 7—IA4 7HEHO LR — MNIBBIMICHIRINLET, HFiLLAR— FREBNE

na&, LR — EREIBRES L, FI2 1000 E W ARSI ET, 12 4 AZ AL WS HIR

WX, R CARTERFREIRIFHO R 7 ¥ a — VR ESNZA VAR — MR S ET,

RESNIZ VA= OB (P.5-67) OFIEAMM L TAF Y a—NEaRE LV
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