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aAVvI4Xal—YarvEROSTOMEA

a7 4Xalb—varBREo L, arv o Xal—var 7y A ATHERSN., 22— 040,
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AV« Xal—LarvBEEOSOH

WDary7 4 Xal—a VB 7ok, VATAIe A TExsra—hL a—FE2EHRTD

T—7 0z, =—% (admin) N7 A b 2—FEZBEMLZZEZ2RLTWVET,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:

This table defines which local users are allowed to log into the system.

Product: Cisco IronPort M160 Messaging Gateway(tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Centralized Configuration Manager": Quantity = 10, Time Remaining = "25 days"
Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>

CLIEEENn/ nfFEH

# 15-512, CLI i n i@k SN HeEr LET,

& 15-5 CLI & n ¥ o# s
et B
BALRAYT | FREE ST,
PID A FRANENTEHEDOCLIEYy a7 at 2 1D,
rAyt—o A=V, ANWEN7CLl 2~ K, CLIHH (A==a—, URAI2E), B&

VERRENALA o M THERESNET,

CLIEZER 7 Ofl
WD CLI A& 7 OFliX, who 38 LW textconfig CLI 2= KRB A&7z PID 16434 OfE# %R L
TVWET,
Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '
Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n
\n
admin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM Os
10.1.3.14 cli\nmail3.example.com> '
Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are

no text resources currently defined.\n\n\nChoose the operation you want to perform:\n- NEW
- Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]> '
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||
FTP —/\ O D{EFH
# 15-6 |2, FTP — N n /Il SN o MettEHR ez~ LET,
% 15-6 FTP 4—/% O5 O#atises
et E ]
BALRBYT |4 FEE IR,
ID e ID, FTP 8t = & oBl{E O ID,
Aytk— 0y T hNIDAyE— 7 avit, el T A NDRT— X AER, F00T
FTP #FilEH (A, Ty Tu—R, Fyrua—R, ars 7y ReE) Iy
ij—o

FTP 4—/\ o5 ol

WD FTP — " u Z7ofIcid, B (ID:1) BNidEksnTnEd, BEEEROIP 7 RLADIEN, 7
TTA4ET 4 (Z7ANDT vyTu—RELZyrn—FR) BIXORalZ 70 FPARENLTWET,

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WEWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

1
1
1
Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout

HTTP O D fEHA

HTTP B4 DOl

# 15-712, HTTP m 7 IZidk S h D fatHiHa R~ L,

% 15-7 HTTP OJIciR$k S h DHiaHER

st BL

BALRRYT | /SA NRRE SN T-REZ],

ID v a 1D,

req Bt~y D IP 7 FL A,

user Bt — oo —¥4,

ryke— FITENEZT 7Y a VT 5 E#HR, GET 2w K, POST =~ K, £33 =%
ThAT BRI ENRGEENDILENRD Y 7,

wKO HTTP v 7 OfFNE, BEHEL—WIZLDI7 T 740NV 2=V A 0 F—T =24 ZDOEH (VAT A
vy N T v U= ROEFTRE) ERLTHET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port
443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
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Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: reg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsing&height=190
HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsing&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

Cisco IronPort A/ \LlgEtO 45 DO EFHA

7% 15-8 12, Cisco IronPort AN AfFHER ZIC ek SN A TEREZ R LET,

# 15-8 Cisco IronPort X/ LIFEEEOQ T O#HEHER

et B

BALRAYT | FREE ST,

Ayg—T AvE—Uik, EfTENET v ary (X ybv—UOREE BB D Ok 7
L) THERINET,

Cisco IronPort X /8 L[EEE Q4 Ol

wov 7O, REEH S admin@example.com (2 2 fHD A »E— (MID 8298624 & MID
8298625) NIz LERLTWVET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com

Cisco IronPort X/SLREE GUI 05 D {EH

# 15-9 |2, Cisco IronPort A X A[REE GUI 1 ZIZ5idk SN D MEHERE TS L4,

= 159 Cisco IronPort X/ AFEEE GUI 05 O#EsHEHR

et B

BALRAYT | FREE ST,

Fytk—T AovE—UlE, 2—VRIAERE, EITEINZT 7 v a U THERER
e
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Cisco IronPort X/ LEEE GUI 04 a4

o 7oFE, B LERRRE, v/ A4, BLX®a s 70U hERLTWVWET,
£ 15-10 Cisco IronPort X/{LFEEE GUI 05 0fl

Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82
Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83
Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtLé6vyI5StCghCfO
session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO
session:10.251.23.228

Fri Auag 11 22:08:44 2006 Info: Authentication OK, user admin

Cisco lronPort XX k A—)L OS5 DOEHR

7l

Thbou i, BEFA—NDZIE, BT A—LOEE, BIONAY L 2O MRS ET, X
T—HAERL, 1 T LiIc A= alicEERAERET, ThborZiE, FFEDOA vE—VORE
EHEL, VAT L RT3 —< U AESNT D) A THBRIERRE 20 £97,

Insou i, FREREIISLELY XA, L, BN T ANV EERT DI, YT A
TADRENMLIETT, 7 7 A VE1T, HIZRRESINDIDITTHES Y A, FEHIZOWTIE,
ThZ X7 = 20E] (P.6-1) ML TIZIN,

F 15-111C, TF AL A— L a VICERENDHERE T LET,

# 15-11 FER N A—IL 0T OHEHER
#xat BiEA
ICID Injection Connection ID (A > ¥ =7 v 3 VR ID), VAT MK 5% D

SMTP ##5i 2 F T8l ID TF, AT L~D 1 50O SMTP ##T, H—D A »
Tt —VERREEOA vV ERETEET,

DCID Delivery Connection ID (FdfE#f¢ ID), B ¥ —/NIxb4 5 % D SMTP #5¢ &
FETHMEID THY., ZOEET1IHEIPSETEORA vE—URRESNET, |
DDA v —VEETHELITLED RID BN —HICEE S NET,

RCID RPC Connection ID (RPC #%#¢ ID), Cisco IronPort A /X ARBEEIZ %32 {# % D
RPC #fi & &34l ID T4, Z @ ID %M L T, Cisco IronPort A/ AFHE & D
MCTEZEENDI A v E—VZBHLET,

MID AvE—=VID, ZOIDEFEALT, Avk—YO7un—%v 7 TEHFLET,
RID ZIEEID, £ A vE—U%ZEHICEL. IDBEVYTHRAET,

New BHLOBSE B SV E LTz,

Start FHOA v e—U BB EINE LT,

0y Ty ANERRT DDA FE LT, ROV TALEFHLTIEE N,
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(i) 0y 7y ANVOEITICNE, BENAIV L TOAEFTA, ZIZTIE, BIZH U7Vl E L TESNENY

HBTHINTWVET,
£ 1512 FTER L A—JL OT DM
1 Mon Apr 17 19:56:22 2003 Info: New SMTP ICID 5 interface Management

(10.1.1.1) address 10.1.1.209 reverse dns host remotehost.com
verified yes

Mon Apr 17 19:57:20 2003 Info: Start MID 6 ICID 5

Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5 From:
<sender@remotehost.com>

4 Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5 RID 0O To:
<mary@yourdomain.com>

5 Mon Apr 17 19:59:52 2003 Info: MID 6 ready 100 bytes from
<sender@remotehost.com>

Mon Apr 17 19:59:59 2003 Info: ICID 5 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 8 interface
192.168.42.42 address 10.5.3.25

8 Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 8 MID 6 to RID
[0]

9 Mon Mar 31 20:10:58 2003 Info: Message done DCID 8 MID 6 to RID [0]

10 |Mon Mar 31 20:11:03 2003 Info: DCID 8 close

Rl ow 7 77 A NEFRAHPMDIZDDITA RE LT, £ 15-13 ZFHL TSN,

% 1513 FER |k A—)L O OFIOEE

TE&S H L

1 VAT AR L TH LWERNBEBESN., Y2 va > ID (ICID) 5] 23D
YTOHNELE, ZOBEFIIEHIPA LI —T oA ATZESH, 10.1.1.209 DY
E—F AR NTEBEINE LT,

2 JTAT 2 MDD MAIL FROM 2 < o RREITEINTH, AvbE—ICAvyE—T 1D
(MID) l6) MBEIW B THNE LR,

3 BIEET VAN SN, ZiF AnsnET,

4 ZEENHEN S, ZEHID (RID) 0] NEvYToLhE L,

5 MID 5 RZ I ANGIL, T4 AZICEZAEN., RISEINE LT,

6 SRV L, ZEERSKET LE L,

7 Ay —URMET u b ARG ENE Lz, 192.168.42.42 725 10.5.3.25 ~DOEUE
(2. EfEEEGE ID (DCID) 18] MRE(WUToHnFE Lz,

8 RID 0] ~® A vE—UBMENBEESNE LT,
RID 0] ~® MID 6 ®EMEIZHKTILE LT,

10 BB HERE A HE T LE LT,

TEAR A= BT TV R OF
ROBIT, SESERr—AES RS = b Y 2RLET,

Il AsyncOS 8.1 for Cisco Content Security Management 21— 45 F



I NDZEBICHT DAy =V BT T IA TRV =7 FENET, A vB—IIFIEFICE(E
énij‘o

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID O To: <user@example.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>'
Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [O0]
[("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9s$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

ERELG Ay E—DREDH

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

KBLIA vE—CBIE (WN—F NI UR)

2 NDZEEDBESNTEA Y E—UNT T IA T RAA V=7 NSNET, BRI, sEH 2
EARSXX =7 —%IBLE L, ZHUE, AvE—Y% L0002 EHICHEETE RN L AR

LET, T7I7A4T A, BEFICHMLT, Fa2a—D00bEZNL0ZEHEZHIBRLET,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

BRHBICERICREINSE YT~ 130V A0

AvE—UNT TIAT AL Y=l FENET, AOEERITT, AvbE—VIF Y7 K Ry
VALT, FOBOEBREXa2—ICANONET, 2[FDOOFEITTA vE—VIFZEFICERE S NET,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID 0 - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.']) []

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23 2003
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Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

A vt—2 R¥x v R (scanconfig)

ROTa T R T, AyvE—VOBREREZSBETEROEGEE (KRG 7 7 A VEHIBRT 2546) OBEE
% scanconfig A< R&HEH L TRE LTIZHE.

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[31>

A= a JICUTRERENET,
scanconfig T, X = M TERVBAIZHNG TS L 0 ICFKIE LB

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID 0 To: <joelexample.com>
Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>'

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>
Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line seen
before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus
Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

scanconfig T, X v —F A TERVBEIZ Fr w7950 5ICRE L EZHE,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To: <joelexample.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.@virus.org>'

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line seen
before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

BRAIFANDHIAvE—D

ZoFITIX, R’ T s AN O E A X —T T D L DIZ, & TMessage Body Contains| % 5
LarTry T4V RRESHTOET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)

address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]

SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID O To: <recipientl@example.org>
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Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3OS T 7 A ND 2 FHMN Unicode THDH Z & IZ7EE L TL 2 &V, Unicode & F/R T& 72 W iR
T, 20X 5 RIRAT 7 7 A4 Vi quoted-printable B TERENE T,

$FERIT)SA SN AVE—D

~

(E)

VA NUEALVI N T 7 varizlO—HoOMEE (alt-rept-to 7 4 V¥ 7 F A5 RCPT Y
FA M. bec() TZVay, TVFIANRAVEAL LI aripl) IZXoT, HILWA v E—U0E
BENET, e 7ICHBZBELCREZMHER L, LEIDSUTMID X, HAI1CX> T DCID #iEML
T, O X o FUNBAEETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

E

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter
'testfilt'

[Rewritten] —> VU ix, FH LW MID O A RT v 7 DITORICERISNET,

Cisco lronPort R/\L[REEAND A v E2—DEF

A=V REEEEICXET A &L A —/L 1/ TiL. RPC k%259 % RPC #%¢ ID (RCID) %
EA LT, fRBEmEL - OMOBIREINET, KOA—L ol TiE, AvE—VIZALDZE T
BT 541, Cisco IronPort 2 X AFREEIC EE SR TVWET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0O To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make it
a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local Cisco
IronPort Spam Quarantine
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Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877
Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877
Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NTP O OfERA

# 15-14 12, NTP v JiCiddk S st EmE L E7,

% 1514 NTP AJ IR Sh 2 #EHER

st H 7L

BALRBRYT |31 FREE SR,

rAy—2 AyE—UiE, =R~ OffiG Ry hUV—2 XA A T ha (SNTP) 7=V —
F 7203 adjust: A v -V THERINET,

NTP B4 Dfl

WD NTP v 706, 7T7I7A4A T AZAMBNTP R A RAD2EDOR—Y T ZERLTWET,

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152
Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

LiR—T 429 O DR

#15-1512, VAR—T 4 7 n iRk SN o matEmE R LET,

® 1515 Lf—74>Y nJORMHER
#at B

BALREUT | SA PPRHE S TR,

Ave—S AotV = FRERY, FITSNET v ey TSR ET.

LiR—T« >4 g o

WDVR—T 47 a 7o, Hln s LYLVIRESNTET 7 I79A T v A Rm L THWET,

Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)
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Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

LiR—FT 420 9T )— Oy DER

£ 15-16 12, VR—T 47 72— nZiliEshdiaHiHRae~LEd,

& 15-16 LiR—F« v¥ T 1)— 0F OEHER
et HL
BALRAVT |4 NPEE SN,
Aytk— Av—UF, 2—VRFERE, FITENET 7 v a r THERENET,

LR—T4 27 9x)— nJnfl

ROVIR—=FT 47 72— alOFL, 7774728 ->T, 2007 4 8 H 29 H»5 10 H 10
HETOHBTEADEEA N FTF7T7 47 72V —=RIITINTNDHILEEZRLTVET,

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for

['"MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING_TRAFFIC SUMMARY.THREAT CONTEN

T FILTER', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints

None sorting on ['MAIL OUTGOING_ TRAFFIC SUMMARY.DETECTED SPAM'] returning results from 0
to 2 sort ascendin

g=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for

['"MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL_ HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',
'"MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to
2007-10-01 with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning
results from 0 to 2 sort

_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

—2JYRMTAVHSYR M OSTDOER

#£15-1712, =7V AN/ Ty 7 U A a Il SNIMEHERE R LET,

& 1517 +—2UR M TAYH YR OFOHEEHER
et HL
BALRAYT | FREE SN,
Ayt—T Avl—UlL, 22—V E, BEfTESNE=T 7 v a rTEREINET,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F |



E158 OXLT |

t—2JURKFTOYS YR OTDH

WDE—7 VAN Tay 702 alZoflt, T7I9AT VAL T 2RI EICTF—2_X—20D
AF v gy FAMERENTVWAHZ LA RLTWET, EHEENT —F_X—R 2B SN =L 4 3
IRENET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.
Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.
1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
1 16:37:40 2007 Info: SLBL: The database snapshot has been created.

SMA O DA

# 15-18 12, SMA w7 |\Zitek SN o ftattfdz ~ L £,

% 15-18 SMA 0% D#EstER
et HL
BALRAYT |4 NP EE SN,
Aytk— Av—=UF, 2—VREERE, FITENET 7 v a r THERENET,

WD SMA 1 Z70FliE, EFA—N X2V T 4 TTITATUVADS N T vX T T A NVEL T
0— RT5FHREFHNT o F 7 b—LRE BETA—N X2V T4 TTITATVADDL LR—
TAYT TrANEEyra— NP REFHULR—FT 47 =X &R L TWET,

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki

ng/tracking.@20071003T202244z 20071003T2025447%.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.15 - /export/tracki

ng/tracking.€20071003T2024432z 20071003T202743%.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki

ng/tracking.@20071003T202544z 20071003T2028447%.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.15 - /export/tracki

ng/tracking.€20071003T2027432z 20071003T203043%.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki

ng/tracking.@20071003T202844z 20071003T203144%.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZ241PCl.v1l.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.15 - /export/tracki
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ng/tracking.@20071003T203043Z 20071003T203343%Z.s

ATF—2X O50D#EA

AT —H A 1 J\ZIL, status, status detail, B L WNdnsstatus 5T CLI AT —HX A a2~ KT
M &N T2 A7 AEHER DTSR S E T, I, 1ogconfig D setup W7 a~vwr REMBHL
THELET, A7 —FRA B TLAR—-FNENDIITFELIIL— NI, AR 230 Y b
SNTRER DS DETT,

AT—A R O DEATY
F15-191c, AT7—XA 07 I~ BIXOENE T EV AT A HERERLET,

% 1519 AT—H R O OHFEHER
frat E7L:)]
CPULd CPU =,
DskIO T4 A7 1/0 A,
RAMULil RAM R #,
QKUsd A SN TVDF 2— (Fr A FHALD,
QKFre ZENTNDFa— (FrSof R,
CrtMID A vE— 1D (MID),
CrtiCID A vy v a R ID (ICID),
CRTDCID B84t ID (DCID).,
InjMsg AoVl hNENTEAYE—Y,
InjRcp AUVl N ENTZEH,
GenBncRcp RSN Y o AZEE,
RejRcp R SN ZEH,
DrpMsg Fay 7SN Ayte—,
SftBncEvnt VTR NGRS TIEA R,
CmpRcp FET LIEZEH,
HrdBncRcp N R NG RENTZEE,
DnsHrdBnc DNS "— R N7 &,
5XXHrdBnc S5XX N— R Ry R,
FltrHrdBnc TA4IE = KRR
ExpHrdBnc IR IL N— K N7 &
OtrHrdBnc FOMDN— R N7 R
DIvRcp FifE SNT=ZEH,
DelRcp HIBR S 7= 5 H,
GlbUnsbHt Ja—rUEEE Y R b Eo—EHK,
ActvRcp TIT 4 T RER,
UnatmptRcp KRITZAEE,
AtmptRcp RITZEL,
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AF—22Z2 070k

% 15-19 ATF—4 R OJ OfEHESR (S

st EL)]

CrtCncln BUE D &G0,

CrtCncOut BUIE O TG e,

DnsReq DNS Z:K,

NetReq T bU— 2 BR,

CchHit Frvia by b,

CchMis Frvia IX,

CchEct X v v v afilgh,

CchExp * v v v 2 BRI,

CPUTTm 77— a Y MER Lo GEt CPU KRR,

CPUETm T = a B SHUTH D ORKE R,

MaxIO A=) T RZKT D 1N BH) ORKRT 4 A7
I/0 #hfE,

RamUsd YL THELDAEY (4 FNHEALD,

Swin AUy T EINTAEY

SwOut AUy TFTU I AEY

SwPgin R=V A ENTAEY

SwPgOut R=UT U hINTZAEY

MMLen VAT LHNDOREA v =K,

DstinMem AEYVNORLEAT V=7 MK,

ResCon U Y —2RFFOD tarpit . (KED T AT AAFIZLDY |
BIZA =NV DOZT AN Z ORI EBIELET),

WorkQ EEX2—ITHDIBED A v -V,

QuarMsgs AT AREECH B a2 DA v v — T (BEORREE
HIRICHFAET DA v E—VIF—EET v N anE
o

QuarQKUsd VAT AREEA v —DIC Lo THERA SRz r A
K

LogUsd fERHEhe 7 R—=7F 1 a L OFRIE,

CASELd CASE 2% ¥ » Tl S 4172 CPU O#EIE,

TotalLd CPU DA FHHEE &,

LogAvail 2y 77 ANMMENTEDLT 4 A7 HEBDOKRE X,

EuQ Cisco IronPort A /S ABEEND A v &— %k,

EugRls

Cisco IronPort A /X AREEEEILF 2 —ND A v E—
3/&0

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO O RAMUtil 2 QKUsd O QKFre 8388608
CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318
DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc 0
ExpHrdBnc 1 OtrHrdBnc 0 DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp 0 AtmptRcp 0
CrtCncIn 0 CrtCncOut O DnsReqg 143736 NetReq 224227 CchHit 469058 CchMis 504791 CchEct
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15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen O DstInMem 4
ResCon 0 WorkQ 0 QuarMsgs O QuarQKUsd O LogUsd 3 AVLd 0 BMLd 0 CASELd 3 TotallLd 3 LogAvail
17G EuQ 0 EugRls O

RTFL AT DOFER

AT L agoH

152012, ¥ AT L nrilREk S s EHERE R LET,

% 15-20 LRT L 0T O#EHER
et B
BALREYT | FRKE S TR,
Ayt—v 0\ RRER S LT A N b,

WD AT A v 7O, commit #FE(T LIz —VF DL EATSINZaA Ly MEET, W DO
commit = kU ZRLTWET,

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI log
for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

cSyx2g OgzoLT

FZ X s v Zizid, AsyncOS OEF A —/VEMEIZET S E@RATEHEINE T, =7 Ay E—V
X, A= o CRESNEZA =YY Ty FTY,

Fooxrrarid, AvE—Y NI ovX T TER—RAEERTHD, AvE—T T vFr
J arvi—xr NCHERSNET, Y 77 A NVET —FRX—ADIER T mE A THEINDLHDT,

FZ X7 v Z—WEOLDIZRYEST, FTFvR T v OEHRIT. AT K DHAIY /T
ZHME LICRFHT > TOWER A,

Fooxr T arix, VY—2AOMREERST-ODICAA T VA TRESN., BEInEd, Hik

W, BREIIIC LA T U hER, vARaARRMT AT 4 U T o EEA L TEBRLI-BII AL D EA
B NAREIC /0 9, By —ix, RO URLIZH D £7°,

http://tinyurl.com/3c518r

Oy $JX91) 73y

e n 7 Y7277y aroptE (P.15-22)
e IGUI TR Y T 27 YT g O] (P.15-23)
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o X Jizxtd b7 n—rLikE) (P.15-24)
o T/ Y727 YFvaroa—iLt—r~—] (P.15-26)
o [FRA K X—0i%iE] (P.15-28)

Oy $TRY YT avDEE

Ol 7RIV T a0k oTC, YRT arT Y X a VT4 TTIAT AL, F213) £ —
MIRGFEENZEAxOa 7 77 A NVBMERSNET, v TRV Fvait, Fyia Blo=
V¥ a—XIIZEME) FE TN (T IATUANGEE) EhvET, ki, el BT RIS
Ta ZIFEROBENRH Y £7,

= 15-21 oy 274 ILORME

B B

Log Type REINDIEROXYATE, v TR VT a oL eERLET, S
DONWTIE, v 7 A4 7% (P15-4) 22 LTLIZE0,

Name HBTCEBBTHEEDO, al BT R7 YT arobhy 0T 04EL

Log Filename |7 ¢ 27 |2 & EAL L EOT 7 A VOIS, AT KMEHO AT Y ¥ a
VT TTIAT ARDLH G, 0T T 7 ANEER LT T TA T 2 A%l
BlcEpr—Eons 77 ANVAEHRHLES,

Rolloverby |75 A LR KHA X, Z0HA XCEIETH L, 0—rd—r —SnET,

File Size

Rollover by Rl STy ZyA v Ea— vt —R—FTHX 47, lar7oa—)
Time F=N—BLOEERA P a—] (P15-2) O T ar2BRLTIEEN,
Log Level Ko T A7) T a rDEMLAUL,

wﬁﬁﬂ nJ TrANETTIAT U ANLEET S & EITHEHT SR,

etho

[EET 77147 A (Management Appliance) |>[ > A7 LB # (System Administration) ]>[ =
7% (Log Subscriptions) ] ~<—< (F721% CLI ® logconfig 2~ F) ZFEHL T, vs 7 x
IV TrvarERELET, nS AT EANT LT 0T MREmRSNET (Iny 24 7O
(P.15-4) 22, FeAEOuT I 7T, uZ ¥ 727V FvarOr L~XADANHERS
nEJ,

GE) Ay 74 Xalb—varvBEBEa ok a4 FXal—varEEe s hbar 7 o Xal—a v
Zo— RTHAEERHLGEIT. 20 74X al—va Ty A7 SNRAT—RKBREERLTND
Lo —RTERVWZLIZEEL TS, [BET 774 7 2 (Management Appliance) ] > [ A
7 LEH (System Administration) ]>[ =7 7 3% E (Log Subscriptions) | X—Y T, R"ATU— K%/
WZEDLNEI DEFRLTa T IBRERINTEL, [T (Yes) | Z&RLET, CLI D
logconfig A~ REMHTALEIE. v M Cy AT LET,

a4 LRILDEE

07 LAY R o T, 7R ESNDERESDRELET, v 72, 5 OO L~ v on§Fi
ERECTEET, MR e s LRLVERETDLHE, BRI NTn 7 VRLVERE LEEA & T,

KERu T T A NIMER S, VAT A RT3 —<  RAIREREELS 2 F T, o s LA
IVEREICIE, A Slon 7 LRAREICEENDITAXATOAyE—VE, BIOAvyE—UREE

NET, F#EMLULE T8, VAT LD T 3 —< AFE T LET,
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GE)

ng XA TZEICB L n s LV ERETEET,

& 15-22 ay LAL

o4y LR S

Critical T =N e SIS ET, KbEKINIoe S LLERETYT, Zors L
AULTHE, XT3~ ABIOEBERT S IA T VADT I T4 T 42T =HT
HILIXTEERA, FEL, #lie LD L dHIc, vy 77 AART ITHEK
PA RNETDHZEEHYERA, 207 LU, syslog LUV Alert & [RI% T
7

Warning TRTCDOVAT A T —LEENBHINET, Z0or s LULTE, X7 4—~v>
ABIOEERT S IA TV ADT VT A ET 42T HTHIEIXTEERA,
Critical 2 7" LUV LD IEIRLS, v T A NVDPBHRRPAXZELET, ZorT L
~JLiE, syslog L~/ Warning & [f% T3,

Information | 27 AOEBERZBKRGEGSNE T, & 2I1E, BRo4—7 o RiERIT AR S
EF, Information L)L, B ZIZHRINDIRETT, 07 LULiE,
syslog L ~UL Info & [R% T,

Debug Information 7 7" L~V L 0 LR ERA RS NET, =T —%2 T 7T a—
T4 TTHEEIE, Debug S LoV EFHALE YT, ZOREF RRICHEA L,
BCT 7NN LRAVZRLET, 20ous UL, syslog L-3L Debug & A%
T,

Trace AR T R TOBRNELEEINET, Trace 227 L-ULT, BIREICORHELE S
NET, ZOL_NNEFHTEE, VAFLADONNT 4 —<v L ANKELUETTEDT,
HRINETA, Z0Ous UL, syslog L3V Debug & A% T,

GUI TORYT 4 TRy YT a VDR

ATFvFT1

A7y 2
AFyvFT 3
ATFvT 4

AFvT 5
ATFvT 6

FIR

[BF#T 7747 A (Management Appliance) |>[ A7 LAE# (System Administration) ]>[ =
7 #% & (Log Subscriptions) | ~— T, [R7&EZEM (Add Log Subscription) ] %27V v 7 L&
ﬁ‘o

ny XATERIRL, ur4 (v T4V 7 NIH) vl 77 A VEEROLRIEZEATILET,
BUTHLAIE. BRRT7 7 AL YA XEFELET,

FUTLHEAE, nreu— A —A"—F 50, KL, EERMEMREZEELET, FEMconT
I, Ter7on—nd—"—BXOEEAT Y 2—1] (P15-2) 2ZRL TSN,

HUMTAEAIIE. v LV EREELET,

(ar74FXalb—vaVEBa r7ohr) NAT—Raa g0 nE ) naE@ERLE T,

~

GE) ~RIZENTERART—RREENRLTVWHaA L 74X a2lb— g in— RTEERA, 2

T4 FXalb—varERBo s/ nbar 7 Xal—variEu— NT3aRENAD AT, |
I (Yes) ] 2BIRL TR —RE2a & ET,

v 7 ORGHEEZRELET,
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ATwF 8 LEHEEXREL, RFELET,

AT H$TRY VT arniEe
FIR

AFvF 1 [vr#E (Log Subscriptions) | ~—Y® [1 274 (LogName) | # T ACHDas/4%7 U v L
ij‘o

AFvT 2 vl Y TRV EERLET,
AFwT 3 ETHEEEEL., BELET,

AX JIcwd 55 0—/NILEE

VAT AE, THEFARN A= 0l BIRAT—F A 0 SNV AT A A M) v 7 2 EHMICEELE

9, [r 75 &E (Log Subscriptions) | ~—® [ 7' e — VLgkE (Global Settings) |22 > a ildh

) [gﬁﬁfi’¥ﬁ% (Edit Settings) ] K&y (F721%, CLI® logconfig -> setup A~ F) ZfEHL

T, ROEHREZRELET,

o VAT ANPHEEFLERT D FE TR T DR (RY L)

e Avt—VID Ny X —ERETDHNE DN

e UVE—INMNREAT—HRA a— Rk dT 20850

o TDAv =TV TVl b Ny H—EiRETE0E DM

o Ayk—VIlitu iR T I Ny X —

TRCR ATy vXa T4 TTIAT A0 720, RO 3 HA LB TR T E

ﬁ—o

o [AvE—YID (Message-ID) ]: ZDAF v a 2R ETHE, ATRELAEAITTNTORA vE—
VOA =V ID Ny X —Ba Il InNET, TOAvyE—YIDIE, RELEAYE—V
MHERESNDLHEA L. AsyncOS THERINDIGERHV 3, RIHEZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

e [UE— M&% (Remote Response) |: ZDA v a b B2RETHE, ARRARGAITTITOX v
VOV E—NEEAT—H A a— Rl JICiEsgsnEd, RICHZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

V£ — MGEEXTHE. SMTP S36BERI O DATA a2~ R~DJSERICZESIND . ADNHH
WMAZELDOTEATHFANTT, ZOFITIE, #dA A b2 data a~v 2y REFETLIZHZO Y T—
MR, Tqueued as 9C8B425DA7 L7210 £,

[...]

250 ok hostname
250 Ok: queued as 9C8B425DA7
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XFHNOEICH B 22 HRARE R, BE 250 JEE D OK LFIFFRESNE T, XFHORREIZS
W, BARTARESNET, HExiE, vRAaarT Yy vXa VT4 TTIA4T AT
7 4 T, DATA =2~ FIZX LT 250 Ok: Message MID accepted] &9 SUFEH|TINE
LET, LER-T, VE—Fr KRR MRYDOL 23 avs oy ¥ X254 7794 TV ATH
D841, = MU Message MID accepted)] 732 Z(Ziidk & E T,

o [A V¥ FDff4 (Original Subject Header) ]: ZDAF v av a4 x—TNCThHE, KAy
=YDV T b Ny XN IR INET,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID O To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Ayve—U AyF—nnxry

BEICES> T, AvE—VURVATLAZBEBTHLEXIZ, AvE—VONy X —DHFELENEELE
THALENRNDY ET, [RI7HED T v — LI E (Log Subscriptions Global Settings) ] ~— (&
721%Z. CLI ® logconfig -> logheaders 7 a< 2 K) T, kT2 ~v ¥ —%2HFELET, 7774
TUARZ, MESNTEAYE—V ANy X —%TFA M A= a /B0 vX 7 o/ l@iklE
To N X —DFETLHE, VAT LI~y X —OLARTEBEEEHLET, ~v X —BEE LRV
B, v I bRk I EE A,

VAT AL, a XU TICHEE L~y X —IZBfR e A v BT OREBLEFIZHERE, A vE—TIC
FHETDTRTO~Ny X —ZF L £7,

SMTP 7’ & ks 2Lz 2>\ T® RFC IX., http://www.fags.org/rfcs/rfc2821.html IZH Y £9, Z D
RFC i21%, 22—V ERO~Ny ¥ —BHEINTNET,

logheaders I¥ Y REMAL Ty X —%2 a0 JIZEHT AL OICREL TV AEA. ~y ¥ —ERIL
Bl BMoOBICEREINET,

# 15-23 Oy Ay4&—
Ay H—% ~v B — D4 Hi
] 0 RIS N D~y A —DNE

el i, v IS D~y £ —L LT [date, x-subject] Z45ET D & A—/b o JITROITHE
RINET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0] [('date', 'Tue, 31 May
2005 10:13:18 -0700"), ('x-subject', 'Logging this header')]
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GUI #FRAL-AX>5 07 a—/NILERTE
FIE

ATvF 1 [vZ#®E (Log Subscriptions) | X—Y? [ 72—/ L% E (Global Settings) | £7 > aicd b [
W& & fmsE (Edit Settings) | RZ %22V v LET,

ATFYT 2 VATLANIITRAOBEE, A—N 0 JZIZAvE—Y D~y X —%FM2DNEI 0, VE— &%
Mz BNEIN, BIXOEA =000 T2 b N X =2z 50E 20 wiEELE T,

INLOBREDFEMIONTI, TBX 7457 m—iREl (P15-24) 22 L T &0,
AFYT 3 oMz izomo~y =2 AN LET, = M ~TRYY 9,
AFyvT 4 EEEEREL, RELET,

g YRy Foaroa—)Lt—inN—
AsyncOS a7 7y A Lxa—AF—"—FT5L KO LM TOIET,

o O— LA —NR—DFALAZ LT THROO T 77 A NVPERIN, XF Tel OIEETIZE ST
BWIEDZ7 7 A NVE L THRRENET,

o HEDOT T T ANDN, REFLETRTXE [s] OPEAEICHREF SN ET,
o HIIHEENTR S Ty ANANYET—F KA MIREENET (Fyva X—2DEE),
e LY TR VYT arMnblENckLI-ay 77 A ANERESNET (Fya XN—20DH
o
o BEFETATFANDODEHEEBATLLAE. v/ Y727 7T a v NO&ERLEWT 74 L0
BRENET (R—=V 7 XR—=20EA4),
Oy 7R FoarvARAOnSo0—I)LA—/—

o 7o —n1d—"—BLOREAr Y 2—1] (P15-2) 22 LT &N,

GUI ZERAL-0J OAIKEO—)LA—/\—

FIR

A7TvF 1 [vZ#®E (Log Subscriptions) | X—Y T, B— A —N"—F20 7 0HUOF =y 7Ry 7 A%kA
SZLET,

AF9T 2 [T_T A | F=2vZ Ry 724 LT, §_XTORS 20— LA —"—%& L L GERYT S
TEHTEET,

AFvFT 3 [4F<e—F—s3— (Rollover Now) | R¥ %27V v LET,
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CLI Z#* L-0J ORI O—)LA—/\—

rollovernow 2~ RZEHL T, —EIZT_XCToOrS 77 A )VEa— LA — =35 U R RF)»
DRFEDR T T 7 A NaRIRLET,

524 DN A—F AU 8—T (A ATOHEOOAYT TV M) DRE

GUI #frLTr Y 77 A NVERTRT DI, [R27FRE (Log Subscriptions) | X—Y D7 —7 LD [
07 774/ (LogFiles) | W72 Zhdbrn s YT RV Svarviar7Vy 7 LET, vl 7R
VX arv~p) o770y 7358, "RAY—ReANTLI o ERFREINET, RIZ, £
DYV TRV Tvaroald 7yA0D) A RERENET, WIhpon s 77y, vEr ) v)
LT, 79UHICERLIEY, TAARTIRGFLIZDVT DI ENTEET, 777400 a—% A4
=T A AN LTRTERRTHIZE, EHA L FX—T oA ATFIP$—ER%E A X —T7/LIZL
TEBIYEIDH Y £,

E 151 524 AN 1—HP A0 E8—T4ARTOAY I74ILDERFE

Log Subscriptions

Configured Log Subscriptions

All

Log Name Type Log Files Rollover | Delete
cli_logs CLI Audit Logs ftp://cyclone.eng/cli_logs r
euq_logs IronPart Spam Quarantine Logs ftp://eyel

euqgui_logs IronPort Spam Quarantine GUI Logs ftp://cydl
gui_logs HTTP Logs ftp:/feyel
mail_logs IronPort Text Mail Logs ftp://cyclons
reportd_logs Reporting Logs ftp://cycl
reportaueryd_logs Reporting Query Logs f
Safe/Black Lists Logs f
SMA Logs f

System Logs f

B8 888 e e e

trackerd_logs Tracking Logs fip://

Note: To view log files via FTP you must enable the FTP service on the 'Manapem:ne'utorf%ce.

BHOOS T R)DORE (taill a<w> k)

7

(E)

AsyncOS TiX, 77 IA T VAR EENT= 0 ZOFH T b 2RAT D tail av 2 REPR—§
LTWET, tail av 2 FEFETL, BIEREINTNWDHIR7 DL, RRT25070OFKE5EZRRL
F9, Crl ZHLIZRETC ZML T, tail 2w FERKTLET,

Ay 74 Xalb—vaVEREr T, tail av o REFEHL TR TN TEERA, FTP £7=
X SCP #HT 2 X4ENRH Y 7,

WIZ, tail AR FEEMLTU AT A n 7 2RRT 5612 R LET tail 2= N, ROBFIO X S
2. RART ORI DEFTENTA—ZLLTHETDHZILLTEET,

tail system logs

Welcome to the Cisco IronPort M600 Messaging Gateway (tm) Appliance
example.srv> tail

Currently configured logs:
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W ~J oy U b W

O

10.
11.

"cli logs" Type:
"euqg logs" Type:
"euggui logs" Type:
"gui logs" Type:
"mail logs" Type:
"reportd logs" Type:
"reportqueryd logs" Type:
"slbld logs" Type:
"smad logs" Type:
"system logs" Type:
"trackerd logs" Type:

"CLI Audit Logs" Retrieval: FTP Poll

"Cisco IronPort Spam Quarantine Logs" Retrieval: FTP Poll

"Cisco IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
"HTTP Logs" Retrieval: FTP Poll

"Cisco IronPort Text Mail Logs" Retrieval:
"Reporting Logs" Retrieval: FTP Poll
"Reporting Query Logs" Retrieval: FTP Poll
"Safe/Block Lists Logs" Retrieval: FTP Poll

"SMA Logs" Retrieval: FTP Poll

"System Logs" Retrieval: FTP Poll

FTP Poll

FTP Poll

"Tracking Logs" Retrieval:

Enter the number of the log you wish to tail.

[1>

10

Press Ctrl-C to stop.

Thu
Thu
Thu
Thu
Thu

'172.16.

Fri
Fri

Sep
Sep
Sep
Sep
Sep

Sep
Sep

27
27
27
27
27

0.3

28
28

00:18:56 2007
00:18:56 2007
00:18:56 2007
00:18:47 2007
00:23:05 2007

Info:
Info:

Begin Logfile

Version: 6.0.0-422 SN:
Info: Time offset from UTC:
Info: System is coming up.
Warning: DNS query network error

001143583D73-FTI9GP61
0 seconds

'[Errno 64] Host is down' to

looking up 'downloads.cisco.com'
22:20:08 2007 Info: PID 688: User admin commit changes:
23:06:15 2007 Info: PID 688: User admin commit changes:

x>y |

~“Cexample.srv>

KA b F—DEE

logconfig -> hostkeyconfig 7 a<> REHEHL T, vR2Aa av 7Y ¥Xa 0740 77747
YANDMDY—NIn 2T 2T HEEIT, SSH THEMATLHRA N F—2EFHLET, SSH
PF— N2, REX— AT —D 2 DOFRA N F—0METT, MEFRA N F—1X SSH —ZdHh

N

UE—h v 0nbiHisrltd L3 TEEHA, AFAFRA N F—13, SSH B — N Lihd 545

DHAIEBD I FAT v N v AlBEENET,

(E)

22— F—FEHT A, BEVNOBE AN X2 VT4 TTIAT L ADZ—W HA FEHIT

*vF A4 v ~N7® [Managing Secure Shell (SSH) Keys] #ZH L T 72 &0,

hostkeyconfig W7 a~<y RIZL o T, IROBENEITINET,

* 15-24 KA+ F—DOEE : yTJav >V FOYRF

avyv Rk Bl

New LW —ZBMLET,

Edit MFEOX—%2EHLET,
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WOBITIE, a2~ FIZES>THRA D F=NRAXH S0, AR MBS ET,

mail3.example.com> logconfig

Currently configured logs:
[ 1ist of logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:
1. SSH2:rsa

2. SSH2:dsa

3. All

[31>

SSH2:dsa
mail3.example.com ssh-dss
[ key displayed ]

SSH2:rsa
mail3.example.com ssh-rsa
[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]
3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.
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[1>

Currently configured logs:
[ 1ist of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1>

mail3.example.com> commit
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