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ZOIETIE, 101001 725 199009 £ TH R v EB—UIZHOWTHHLET,

101001
I5— AwtE—Y $PIX|ASA-1-101001: (Primary) Failover cable OK.
BB I =A== Ay k=TT, ZOAYvE—VE, Tz AN =T
IR S AL, IEWICHERIEL TV Z L2l LET, (Primary) X, Bh & VEBEOLET
(Secondary) LRENDH T EHH Y FT,
HEDE 1~ETT,
101002

I5— AytE—Y $PIX|ASA-1-101002: (Primary) Bad failover cable.

BB NIz Ad—N— R t—TUTT, ZTDOA =L, Tx— A== r—T
REERE SN TODH, IEFIZITHEE L T\ ianZ &2 LES, (Primary) 1Z. B H &V
HEOEEIL (Secondary) & RENDH T EbH D ET,

WEBNE 72— N4 —NR— =TV &£,

101003, 101004

IZ5— Ayte—9 $PIX|ASA-1-101003: (Primary) Failover cable not connected
(this unit).

I5— AwtE—Y  $PIX|ASA-1-101004: (Primary) Failover cable not connected
(other unit).

HEA ZoflE, WHFEL T =A== A= T, INHDAvE—VIE, Tz—
WA —=R— = KN R =TS TWNWDEN, T 2=V —_— I —T )N T = — )L F—
N T D —J ORI STV RVEAICFR S E T, (Primary) 13, &7 > U 4
DYATE (Secondary) EoRENBZ L H Y ET,

HBOME 77— N A —NR—r—TNE T = )L F—— T Ol OB LET,

101005

I5— Ayt—Y  $PIX|ASA-1-101005: (Primary) Error reading failover cable
status.
BB 7= A RN Ry —TUTT, ZOAvE—VE, Tz A= =T
VISR SIUTVN DD, T IA X VIEENRASDAT —Z AL TERWERICRRSNLE
\j’-‘o

HREOE — T VAL ET,
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102001

103001

103002
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I5— AytE—Y $PIX|ASA-1-102001: (Primary) Power failure/System reload
other side.

BB NET A= Ay —UTT, ZOXAyE—VE FTA < U EESHTLE
EIZV AT A Y a— RERITERBEZRNT 2 LS E T, (Primary) 1X, BH U F V&
B DY A1 (Secondary) ERrENHZEHH Y £,

HERME V) o— FOIRA L7255 E T show crashinfo 2~ > FEZFRITL T, Y o— FNIZEHET 3
FN—=2ARy I RHDNEI PEHFILET, I HIC, EEOEFENPHEAIN, F—7 VRE
LLEREINTWS Z 2R LET,

IS—AvEe— $PIX|ASA-1-103001: (Primary) No response from other firewall
(reason code = code) .

BB 7= A== Ayt —UTT, ZORAYE—VE, TIAVEENT =—
A== =T AR TR & ) SR L EETERWEAICR R ESNE T, (Primary) I,
Y h &) BEEOL A1 (Secondary) EREINDHZEBHY T, F2-112, Tz — A ——
DI LTI 2 T 2 70 OJR K 2 — R L ORI E R L ET,

= 241 FEa—F

RAa3—F

‘E.Iu“;

BR

SUTN =TV TT 2= F—"—hello N30 U EZEENTWWERA, Z
T X > THTF Cisco ASA HEETT7 = — LA — N—RNEFIZEMEL TWVWBEZ &
PERFESIVET,

AV H—=T 2 A AN 4 ODT =2—)VF—"— T XA FONDOWTIH 1 D& @R
SHFEHATLE, 4 ODF7 A hX, 1) Link Up, 2) Monitor for Network Traffic,
3) ARP 7 A I, 4) Broadcast Ping 7 2 kT,

VYT =TT awy RPEE Sk 15 UL EEY 7 ACK 235328 S
FH A,

HROE 7= A= =T AREL{ERIN, MHFOEENRFR N N—Fy=T, VY
Ty =T, BEIOar 7 4 X alb— a3l oTWAIEEMRLET, FUTRWES
I%. Cisco TAC IZBMNAEHL 72 &0,

I5—Ayt—Y PIX|ASA-1-103002: (Primary) Other firewall network interface
interface number OK.

BB STz AN Ry =TT, ZOA =V, EA A VEBEOR Y R
V=0 A2 —=T 2 A ANEFETHL a7 T4 < VERPBNT D ERRINET,
(Primary) (%, &4 > & VIEDOLA 1T (Secondary) E/REND Z b H Y 7, interface_number
ZERIHETEBMEIZONTIE, B 15T (X2 T4 TTIA T A0uX U I ORE] O
KITEBRLTIEIN,

HELE 2T,
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103003
I5— AvyHE— $PIX|ASA-1-103003: (Primary) Other firewall network interface
interface_number failed.
BB NET7 == Ayt —UTT, ZOAyE—VIE, I VEERED
ZUVIEEICARR Y NI —0 A F =T oA AT 5 LFRINET, (Primary) (T, B
U EEE DY AT (Secondary) ERENB I ELH Y ET,
HENE th X VIEEORy NI HERE T =y 7 LT, Ry U7 AT R
LET, REISLT, MEORAELILFR Y NI —7 A F =T 2 f ZZZ]LET,
103004
IS— Aytk—v $PIX|ASA-1-103004: (Primary) Other firewall reports this
firewall failed.
BB R T =N Ay =TT, ZOXAyE—VE 7T < U IEEICEE D
BELTWDLZ LRI Ay E—VET T4~ VIEENE D X VIRENOZET D LRRS
AFET, (Primary) I%, &I ¥V EEDYGAEIL (Secondary) ERENDH T EHH Y FT,
HRME 77~ VREORAT =X AZMEBLET,
103005

I5— AytE—Y  $PIX|ASA-1-103005:

(Primary) Other firewall reporting
failure.

BB Zd 7 =A== Ayt —UTY, TORXA =V B FVEER T TA~
VIEEICEE ARG T D L FRRENE T, (Primary) 1X, BH & U EEEOSE1E (Secondary) &
RENDZELHY FT,

HRINLE v X VEEBORAT X AR LET,

104001, 104002

I5— AytE—Y $PIX|ASA-1-104001:

(Primary) Switching to ACTIVE (cause:
string) .

I5— AwtE—Y  $PIX|ASA-1-104002:
string) .

BB Zoflix. mEFEEL T 2= N A== XAy E—TTT, TNHLDA yE—THEE. A
X 23 A S5 T failover active 2~ 2 K& AT 500, 72037 7 7 4 744 [E T no failover active
a<wy REANT DI LIk THREIMICRT OKRE 2 2 5 LidskShE 3, (Primary)
X, B F ) EEOEAIE (Secondary) ERENDZ E BBV ET, string EEOMEITIRD &
BV TT,

e gstate check

(Primary) Switching to STNDBY (cause:

* bad/incomplete config

» ifc [interface] check, mate is healthier

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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* the other side wants me to standby
¢ in failed state, cannot be active

e switch to failed state

HRELE FIEEICEIDNANRERTRA v =V RERRINLIGET LEITRETT, ZalL
HNOGEF, B ZVIRENSEE SNRREZHER LT, X7 OERBEWMGTDOAT =4 A%
s Lk 4,

104003
I5— Ayt—Y  $PIX|ASA-1-104003: (Primary) Switching to FAILED.
BB hiivz— A== Ao =T, ZOAvE—UiF, FTA U EEICEER
FETHERRINET,
WERNE 771~ VEBOVAT A RS A vb— VMR LT, BT 7T HRM2
W ET (X v &—27 104001 25 ), (Primary) I, &h & U HEEDEA X (Secondary)
LRENBZLELH Y FET,
104004
IS5— Ayt—Y  $PIX|ASA-1-104004: (Primary) Switching to OK.
BB INE T A== A= U T, DA =V, BNCEEICR o EER
BUEITHOEEL TWD @425 EFREINET, (Primary) 1L, B0 & VEEOLAIX
(Secondary) L RENAHZ EHHD F9,
HEME FECT.
105001
I5— Ayt—Y  $PIX|ASA-1-105001: (Primary) Disabling failover.
BB I =A== Ry k=TT, ZOA vy E—VIE, 7Y —/L T no failover
A REANTDHLEFERINET, (Primary) (X, BH & VU EEDOYETT (Secondary) &R S
NHZELHET,
HEME FECT.
105002
I5— Aw+t—Y  $PIX|ASA-1-105002: (Primary) Enabling failover.
B NET7 AN Ry =TT, ZOA =V, TNETT = — L F—3—
BT A= ML TWEary Y — v THI#E & LTI faillover 2~ REANTDHERRS
NET, (Primary) 1T, BW & VEBEOEEIE (Secondary) E/RINDHZEHH Y FT,
HREME T
Cisco Security Appliance Y X TAL OF A yt&—Y
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105003

I5— AytE—Y $PIX|ASA-1-105003: (Primary) Monitoring on interface
interface_name waiting

BB N7 x— A== Xy —TTE, Cisco ASA DRI SN R Yy hU—2 4 L F—
Tx2A AR (Txz—VF—N— XTFOHFEB LD L F—T (A R) ZT AL TWNET,
(Primary) I%, &H &V HEEDYA 1L (Secondary) ERSNLH T EHHV FT,

HEARIE A~ TY, Cisco ASA IE, EFEMETICHODR Yy NU—27 AU F—T oA A%
BICEAALET,

105004

IS— Aytk—v $PIX|ASA-1-105004: (Primary) Monitoring on interface
interface_name normal
BB T =A== Ay =TT, SRy N = A F =T = 2D
FTANMPEILUE LT, (Primary) (X, BH & VIEEDYA X (Secondary) ERENDH T &b dH
=3 I

HRWLE 2T,

105005

IS— Ayte—9 $PIX|ASA-1-105005: (Primary) Lost Failover communications
with mate on interface interface name.

BB iz A== Ry t—TUTT, ZORAvE—ViL, T F == XXT D
ZOMBNAAT O PR LEAE TE R D LR RENE T, (Primary) (X, BH U F U EE
DYATX (Secondary) ERENDZ L H Y 9,

HRILE FhichicA o7 —7 = ATHERSN TV DRy PUY—7RIELSBERELTWDS
ZLEMERBLET,

105006, 105007

IS— Ayt—9 $PIX|ASA-1-105006: (Primary) Link status ‘Up’ on interface
interface name.

I5— Awt—Y  $PIX|ASA-1-105007: (Primary) Link status ‘Down’ on interface
interface name.

BB Zoflix, LT AN Ayt —=TTT, ZRHDX vV, fBRS
NleA VB =T A ADY 7 AT —Z ZADERFEREZ WA LET, (Primary) (X, B &Y
i OYE 1L (Secondary) EREND T EHH Y ET,

WHRBIME V.7 AT —FARFU U THIELAI, BRENEA V2 —7 = A ZTEEHR SN
TWAHXy NI —IPRELKEfELTWVWAZ 2R LET,

Cisco Security Appliance YR TAL OF A yt&—
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105008

I5— Ayt—Y $PIX|ASA-1-105008: (Primary) Testing interface
interface name.

B Tz d—R— Aok —UTY, ZOXA =V, BRI Ry hU—2
AVE—T 2 A AT ANTDHERRINET, 20T A ME, FBE I HIREIC Cisco ASA
NEDALE—T 2 AAETAZUNAEENORA v —VEZITRDZ ENTE o728
BB > TEITENE T, (Primary) 1%, & W & UV EBOL AL (Secondary) E/REN5Z L H
HoET,

HRWLE 2T,

105009

I5— AyE—Y $PIX|ASA-1-105009: (Primary) Testing on interface
interface name {Passed|Failed}.

BB NI T =A== Ry k=T TY, TOAYE—VIE HIOS U F =T A X T
A b OFER (Passed F 721 Failed) Z#E L £ 9, (Primary) IX, B U % UV EHOLAIX
(Secondary) RSN HZ EbHY ET,

HEIRME A Passed THIVEAETY, FERD Failed DFAIL, MHFO T = — LA —/3—
BEAOFR Yy NT—2 F—T VR, BLOXy hV—ZBHEPELKHEEL TS Z &%
Frzv 7 TDHEEHIT, AFZUNRABEEOARAT =X AR LET,

105010

IS— Ayt—9 $PIX|ASA-3-105010: (Primary) Failover message block alloc
failed

BB oy AEVRMBLTHET, ZHE—REA Yy E—2 T, Cisco ASA [X[EET 2 44
ERH Y FF, (Primary) 1. BH X VEEOEEIL (Secondary) ERENHZ EHH Y FT,

HESME showblocks =~ RZHHA LT, BHAEDOT oy s AU ZEHLET,

105011

I5— Awt—Y  $PIX|ASA-1-105011: (Primary) Failover cable communication
failure

BB T AN ST AR T T A VIEE L X ) EEROBE AT LTV E
A, (Primary) 12, B4 & VEBEOE AL (Secondary) ERSINDHTEHHV £,

HROLE /— 7 AN ELSERINTND I L 2R LET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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105020

105021

105031

105032

I5— AytE—Y  $PIX|ASA-1-105020: (Primary) Incomplete/slow config
replication

BB T A N—REAETDH L T T 4 772 Cisco ASA IZ ATV NORERRI LT ¢
Fal—varz2BLEST, 8%, ZNEIERS - 2OFBRFIK L > TWET,
(Primary) I%, &H &V EHEEDYA 1L (Secondary) ERSNLHZEHHV FT,

HIRIMME Cisco ASA I Lo T 7 =— A — =2 S5 &, Cisco ASAIZESHE 2 HE)
I g— LT, 79 via AU Nbar74Xab— a0 ZHEMICY 2— RT5),
F72IFBOD Cisco ASA LRI LET (MAIT2 2L bHVET), 7o — A — =R X
BERAETIHHEIL, 7To— VA== a7 4 X2 b — 3 EFNT, W7D Cisco ASA
EENEWICEETEHAZ L2l LET,

I5—Ayt—Y $PIX|ASA-1-105021: (failover unit) Standby unit failed to sync
due to a locked context name config. Lock held by lock owner name

BB o T s FX¥ar—varoE#fbhic o e AR S U Ear T Fab—va v
Fuvy 7 LT, Zx— A —"_— FoARNHLnar 7 ¥ab—va rEEAT 0%
FTWaEE, AL EBIIBSAHZZYr—RLET, Zhid, 207 4F21—v3
VRIEHEOETHIZ, FHENAY R EETIITa T 4 Fab—va VICHEBLTY
DYGAICRETHZ LR H Y £7, show running-config EXEC =~ > K35 L 8 pager lines num
CONFIG =~ FHZHL TS 2S00,

HMRLE oL 74 FXa2l—YalPNROCEEL. 77T 4 THEBEED T = — LA — " —3
ZHESLL CWARIE, AF AL EE T 7 (X2 —2a U EFERELITEELARNWTL
7ZEW,

I5— AwtE—Y $PIX|ASA-1-105031: Failover LAN interface is up

BBl LAN Vx— /LA —NR— A H—T =2 R Y INRT v 7T LTNET,
HRNLE ~ETT,

I5— AwtE—Y  $PIX|ASA-1-105032: LAN Failover interface is down

BiBH LAN 7z — LA —N— A B —T A R Y I NE T LT WNET,

HENME LAN 7x— L F—NR— (U F—T o ADOWFEMHR L £, HWE/ _EHBEOR
ENELNWZ 2R LET,

Cisco Security Appliance YR TAL OF A yt&—
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105034

IS— Ayte—o $PIX|ASA-1-105034: Receive a LAN FAILOVER UP message from
peer.

BB TR T—bEnT WA E T R Ay —UREEINE L,
HRME 12T,

105035

I5— AytE—Y $PIX|ASA-1-105035: Receive a LAN failover interface down msg
from peer.

BB 7 LAN 77— —N— A F—T oA A Y IRET L LTCWET, EENRX
UL B RIS TWBEE, T2 747 E—RiZEvEbY £,

HRME ©v7 LAN 72— LA —NR— [ U F—T = A Z R LET,

105036

IS— Ayt—2 $PIX|ASA-1-105036: dropped a LAN Failover command message.

I  Cisco ASA [TMEEED LAN 72— /LA —N_— o< R Avb—UHREELELE, 20
IXLAN 7 = — VA —N— f U H—T = f ADERREELZ /R LET,

WRILE LANA L Z—T A XA r—TANRNERINTWAZ 2R LET,

105037

IS—Ayte—9 $PIX|ASA-1-105037: The primary and standby units are switching
back and forth as the active unit.

BBl TIOA~VEBRBIOAZ UARLIEBENRT 7T 4 THEE L L TKAICE Y b o T E
T, T, LAN 7 = — VA —N—nEEF XY 7 b 2T ORI ERLET,

WRILE LANA L Z—T AR r—FANRNERINTWAZ 2R LET,

105038

IS— Ayte— $PIX|ASA-1-105038: (Primary) Interface count mismatch

BB T L R T B L T VT 4 772 Cisco ASA IZ ATV NDORERRI LT 4
Fal—rvarzmBLET, BF. NEFERY—CXOFERFRK E 2o THWET,
(Primary) I%, &h ¥V HEEDLEAIL (Secondary) ERSINDHZELHV T,

HWIRIME Cisco ASA L > TT7 2= F— "= EN5 &, Cisco ASA IZESHE 2 HE)
HIc)e—RLT. 79y va AEINbary7 4 Xalb—ya 2B a— R4 50,
F721IBID Cisco ASA EFHFEFHELET (WHTH> bbbV ET), 72— — "—RN5| X
BeXRAETHAEAIT., 7Jx— LA —NR— a7 4 FXal— a3 EHHT, WHD Cisco ASA
PEENEWVGRETE D L 2R LET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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105039

I5— Ayt—Y $PIX|ASA-1-105039: (Primary) Unable to verify the Interface
count with mate. Failover may be disabled in mate.

BBl T oA NI RN T T A VB IS U F U D Cisco ASA THRESNTND
AE—T 2 A ZADENRFE L THLZ LEHERALET, 20X vE—UiL, B F VU Cisco
ASA THREINTWDHA X —T =4 AD% 7T A4~V Cisco ASA DHERB TRV L &R
LET, ZOAvE—1F, 774~V Cisco ASA N7 =— /LA —/R"— [ U H—T A ARLH
TEHHY Cisco ASA LBIETERNWIZ L &R LET, (Primary) 1X, EH > & VU Cisco ASA
D& 13 (Secondary) L RENDH T EHH Y FT,

HREINLE 774 ~UVBLOEHHYUODCiscoASA T7 =2 — /L4 —/X—LAN, f L Z—T =
AR a7 4 FXal—rary, BLOAT—Z2A2WHRLET, B &V Cisco ASA 7 Cisco
ASA TV r—a v BFETLTEBY, 72— Fd—NR—RNA R —T NI TNB I L5k
BLET,

105040

I5— AwtE—Y  $PIX|ASA-1-105040: (Primary) Mate failover version is not
compatible.

BB I A~ IV BRUEDFY D Cisco ASA 1T, 7 =— A —"— X7 L LTENET 57
DIZFEL T 2= Fd == VT 72T DNR—=Va VA ETTOILERHVET, DAy
=T, B HFY Cisco ASA 7= — VA== VT T DNR—=VarRBNTI714<]
Cisco ASA & HMAMENRIRWZ L AR LET, 72— A — =077 A<V Cisco ASA TT 4
=T Nl o TWET, (Primary) 13, £ > % U Cisco ASA DA 1L (Secondary) & /R X415
ZEbHY IS,

HRINLE 72— A —R—% A =TT BT, T4V BLOED &Y D Cisco
ASARICT—H LAY 7 " T2 T7 N—=Va R LET,

105042

IS—Ayte—T $PIX|ASA-1-105042: (Primary) Failover interface OK
BBl LAN 72— NV A —NR— A F =T =2 AV INT v T LTNET,
HEA A F U Cisco ASAIZT = — VA —N— A vt —URRETHDIHERI LA
H—T A4 ADHERE L TV E T, (Primary) 1Z. &5 & U Cisco ASA DAL (Secondary) & 7R
ENBHZELHY ET,

HELE 2T,

105043

I5— AwtE—Y  $PIX|ASA-1-105043: (Primary) Failover interface failed
BB LAN 7= — VA== A U Z =T = A VIR T LTOET,

HEIME LAN 72— LA —N— A VX —T = ADOHERGEZ MR L £, HE/ EBEOR
EMELWZ & 2R LET,

Cisco Security Appliance YR TAL OF A yt&—
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105044
I5— AytE—Y $PIX|ASA-1-105044: (Primary) Mate operational mode mode is
not compatible with my mode mode.
BB BET— RO I NELE~ A T) BT 2= A== ETHTH L RWHE 7 = —
VA —=R—IT 4 B—T NI £9,
HERME FLEHET— IR LT 2= A== ETEZRELTHD, 7 x—/LbA—
N—ZBEAR—TNVIZLET,
105045
I5— Aw+E—Y SPIX|ASA-1-105045: (Primary) Mate license (number contexts)
is not compatible with my license (number contexts).
BB T —F ¥ TA AR T 2= A== ETHTE L WGE, T AN
IF =TT 3,
HBRLE FL 7 —F v T4 RE/FOL T T =—Ad— "= ETERELTND,
Tz VA== JEA R =TI LET,
105046
I5— AwtE—Y $PIX|ASA-1-105046 (Primary|Secondary) Mate has a different
chassis
BB ZOAvE—VIE 2007 2= A= N—EENRRD I A TDOY v =V 2 FORAIC
FBITSNET, L&, =M PIX T, b9~ ASA-5520 DH, HDHWIE—T7A 3 A
By bOYY—TEFL, b —HR6 ARy FOY Y —VEFOLRETT,
HRILE 207 c— VA —N"—EBERRLTHL LR LET,
105047

IS— Aytk—v $PIX|ASA-1-105047: Mate has a io card namel card in slot
slot_number which is different from my io card name2

FEBA 2007 = — A — N—EEEIE T H AR Y MIRRDL XA T OH— RpnFEEINT

WET,
HRILE 72— L4 —N—EBOHI—F a7 4 X2l —arRNRELTHAHI L EHERL
E3a

Cisco Security Appliance Y X TAL OF A yt&—Y
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106001
I5— AwtE—Y $PIX|ASA-2-106001: Inbound TCP connection denied from
IP _address/port to IP_address/port flags tcp flags on interface interface name
BB CHUIEERBIEO A =P TE, ZOA =P WY FLRICHERIL LD & LTz
BLoEF2V T4 R =l o THESNEGOICERINE T, RREND ep_flags EIX.
HRLPMER SN2 L SITHFEL TWIZ TCP ~y X =07 Z 7S LE T, 72 & 21E, Cisco
ASA [ZHERERIEDMFAE L 72 TCP 37w R 3EE L, TMBBEESNILAETT, 2017y
O tep_flags 13 FIN 3 X (N ACK T,
tep flags ZIRITRLET,
* ACK: WEINEHFZBZESNE L,
* FIN: 7—#NREEShELL,
« PSH: XEENT—2%&T7 7V r—vaAlELELE,
o RST:#finVty bIhELE,
* SYN: U= U RAESHER BT S T-OICRE S E LT,
* URG: BARA VI PEHTHL EESSNE L,
HRNE T,
106002
I5— Ayt—Y  $PIX|ASA-2-106002: protocol Connection denied by outbound list
acl ID src inside address dest outside address
BB CAUIEEERSED A v — U T, 2O A v E—13, outbound deny =1 v > RANHIK T,
R SN DN RIR L e B IC R R SVE T, protocol 254513 ICMP, TCP, F7-1% UDP |27
nEJ,
HEBILE  show outbound =~ > FEMMA LT, REY X FafEB LET
106006

I5— AwtE—Y  $PIX|ASA-2-106006: Deny inbound UDP from

outside address/outside port to inside address/inside port on interface
interface name.

BB CHIIEEREED A vy — U TT, ZOA vy =V EE UDP ATy M xR 2 T o
R =l Lo TG ENTELA IR RINE T,

HERDE 1~ETT,

Cisco Security Appliance YR TAL OF A yt&—
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I5— AwtE—Y $PIX|ASA-2-106007: Deny inbound UDP from
outside address/outside port to inside address/inside port due to DNS
{Response|Query} .

S CThidEEREEO A vE—UTT, ZOAvE—UF DNS 72 —F - 1055 A
TUWW25 UDP /N7y RBMER SN EICRREINET,

HERME NHBHA— FEZD 3 OHEAE NEARA MIFy vy 2—b =N L TRES
NTWBLEEZLNET, access-list 2~ FXEBEMLTUDPR—FS3 DT 7 4 w7 &FF
ALET, AR — FEEFN 53 DS, DNS — ROINE NP =720, 7= ) —{Z3Bo
P— "N ELT-EELLNET,

IS— Ayt—9 $PIX|ASA-3-106010: Deny inbound protocol src
interface name:dest_address/dest port dst
interface name:source address/source port

BB CHITEEREREED A v —U T, 20X v =V EEEENE XU T 4 R —
WL o THEG SNEBAICFRENET,

HEWNE 774 v 72T ORERLLILEIT. EX2 )T 4 R —2EELET,
DAY=V PREYIRLERSINDGEIE. VE—F ET7OFREICBHNEEZE N,

IS5— Ayt—Y  $PIX|ASA-3-106011: Deny inbound (No xlate) string

BBl COAYE—VIE, Web 7T UFRHATA U H—F v MIT 7 AL TWDNERL—H
DWDEE BFEDO N T 7 4 v 7R TERINET, BN ) &y FEN72HAIEHEIZ, Cisco
ASAN Dty FEZE LRI ZTOFEHROWMICHDIRA MR ATy FERETDHE. DAY
T—UnFRENET, ZHITEE. BHLTOEIVEREA,

HESZAE  no logging message 106011 =~ FEZ AL T, ZOVRAT A BT AvE—UR
syslog& — NZFER SNV E S ITLET,

I5— Ayt—Y  $PIX|ASA-6-106012: Deny IP from IP address to IP_address, IP
options hex.

BB Ty MEAMTF v A=V TET PRy R IP ATV g v ER
ENFELE, PATYaidexa T o VAT ERBRENDLZDOT, X7y MIEESREL
7=,

HERNE VE—F KRR AT LOEREICHNEGE T, BELHLET, v—HL A4
NERERL T, HVEWVWRY =R )V—F 4 VTRBEIRY — A V=T 4 TR E D il
~_ET,

[ oL-3938-02-J
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106013

IS5—AvyE—Y SPIX|ASA-2-106013: Dropping echo request from IP_address to PAT
address IP_address

#%BA Cisco ASA IZ.PAT 7' u—/ )L 7 KL A IZHIGT DFEHET N L A& FFOE(E ICMP — 22—
FERARTy MEBEELEL, BE Ty NI, £y M EZIET D& PAT KA & fg
ETERVDOTREREINET,

HRME 1T,
106014

I5— AwtE—Y $PIX|ASA-3-106014: Deny inbound icmp src interface name:
IP address dst interface name: [P address (type dec, code dec)

SBA  Cisco ASA (X, T XTOEFICMP X7y N 77V RAEZERTLE LZ, T 74/ FT,
ICMP /X7y BT _T, BHIHFA SN TV A HBAEERE, HESNET,

HRME 12T,
106015

I5— AvtE—Y $PIX|ASA-6-106015: Deny TCP (no connection) from IP_address/port
to [P address/port flags tcp flags on interface interface name.

ZRBA  Cisco ASA 1. BI#fHT STV B EEREA Cisco ASA BE5i T — 7 /WAZ 72 TCP 2347 » b
ZHEFE L FE L7z, Cisco ASA X, H LWEEROMNIEREZRT SYN 77 7%y N CHELE
T, TDOSYN 77 ITREEINTELT, BEFOER L WA, Cisco ASA IXZED /37 v b
ERELET,

HEBRAE  Cisco ASA NS DER /R TCP X7 v A REICZIETAHAZHRE, RETT,
KEIZZETIHRAF, Xy F2EETLETIL—ALT, ZNbHDO Ty FREEENT
JRIR 2B L E T,

106016

IS5—AyE—Y $PIX|ASA-2-106016: Deny IP spoof from (IP_address) to IP_address
on interface interface name.

BtBA  Cisco ASA 1X, |EHRIHMEILT RL R (Fo& 21E, RITRTT RL R EDEHT KL
R) ROy NEREFELE L,

s N—T Ry Xy bT—27 (127.0.0.0)

e 7mr— K%+ X} (limited, net-directed, subnet-directed, 33 L TN all-subnets-directed)

o it A b (land.c)

RS =T 4 T Ny Mg R & I kT 572012, conduit 2~ RAfFEH LT, NHiR »
M —JICBTDFELT RLAZFSNT y MEFEFET 5 L 9 1Z Cisco ASA ZFRELE7,
BEX iemp 2~ > RNFEEIND X912 272D T, conduit 2~ > NIIHRELEFTAL, 2O
vy RRELLEET A Z EIFRFES N TOERA,

HRILE N a— T REESNTNDE Ry P EERICELZ I L LTHRNNE I 0
HLET, BoTRELEZ FAT L MBRRWNE I DR LET,
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I5— AwtE—Y  $PIX|ASA-2-106017: Deny IP due to Land Attack from IP_address
to IP_address

SRBA  Cisco ASA BN IPSEH LR —DIP XET KL A &FL, BExA— b & F— DR —
NaeFpory hEZELELE, 20X v —ViF, VAT LAOKELZHNE L TAT—T7 4
UITENTEN Ty FERLET, ZOBEIL, Land BB EMFEIINET,

HRLE —0OAvbE—VR5lEEFRINDLIGEIE. WENEITT THLAEENH Y E
o Ny ME, KEORREZRET 201 HaeiElRaeizitLEEA,

I5— AytE—Y $PIX|ASA-2-106018: ICMP packet type ICMP_type denied by
outbound list acl ID src inside address dest outside address

B w—H KA N (inside address) 7>HHMBA A N (outside_address) ~DF{g ICMP /¥
v b (FER ESITZ ICMP O3 v k) B3%(E ACL U A Mz ko T EGENE L,

HERDE 1T,

IS5—AvE—Y $PIX|ASA-2-106020: Deny IP teardrop fragment (size = number,
offset = number) from [P address to IP_address

FBA Cisco ASA DV/NS ATy NEFIZT T 7 A hOEBEZE T teardrop > 7 =F ¥ & £F
DIP /N7y REBEFELE L, Ziud, Cisco ASA F72IXRAMRE T AT & (IDS) % ik < okt
AR T

HRELE VEe— | C7OFHEECHVEES), R CoMEE X2 T 4 RY —IC
o TR ZRE L £,

IS— Ayt—9 $PIX|ASA-1-106021: Deny protocol reverse path check from
source address to dest address on interface interface name

R WOERBNHEITHR T, BEBEETIP T FLRAEZAT—T7 4007 LED LT 5RABNTbh
TWET, Hb— Ly 7 7 w7 L HFEEN S Unicast RPF X, /L— MZ X o TEREINDIEET
T RVRERTZROW Sy NEfRH L, 2D/ v F% Cisco ASA ~ODHBO—HTH 5 L 18
ELET,

Z DA ve—%, ip verify reverse-path =~ > KT Unicast RPF % A 3 — 7 /LI LTV BHE
WCERENET, ZOHEIX, 1V —T 2 RAANTENE N7y MZOWTEMEL £,
IMAITTERE STV BHA Cisco ASA 13X, SMTNLEIET Ay M E/ERLET,

Cisco ASA 1Z, source address (ZEDSWT/L— MERBELET, => MUBKRMINT, —h
DEZBINZWEGEAIT., VAT LA 07 A vb—UNREREIN, SERIIEEINET,

JL— "3 BH5E . Cisco ASA (It d A A v H—T oA A%ERLET, X7y ERFIDOA
VHE—T 2 AZBIELTERE, THUIA TS =T 4 T TH D, s E TEE D (R
D DI Gl —TF 4 o VBB TY, Cisco ASA 1%, FERIFRAL—F 4 o 713 R— K LT
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Cisco ASA BNERA v & —7 = A ATHESH TV DHEAILF route =~ > R E 7213 RIP
%F = v 7 L, source_address S R OMN S WEEIL, N2 —NT RLAEZAS—7 47
LTWET,

HRILE LBRETTTHoTh., ZOMENRA X—T IR > TORUE, 2—HFIC Xk HALE
IXRZET9, Cisco ASA ITHELZERL £,

106022

IS— Ayt—2 $PIX|ASA-1-106022: Deny protocol connection spoof from
source address to dest address on interface interface name

BB s —E T ARy M FOWS AT TR LA A — T oA AT R LA
H—T A RZBELET,

72L& 20, 22— RHNEA v X —T = A A TEEH A BAIA L7223, Cisco ASA BERA v F—T =
A ZZHIET AR U AT 234, Cisco ASA 1358 E~D 22 EH > T\WBE Z LIz
20 E£9, ZHIUIFERSFRL—T 4 7 L IEERL, Cisco ASA TIZHAR—FENTWEHRA,

WEEFIL, Cisco ASA [ZIREAT B HIEELE LT, 1 DOEERNORIOERIZ N7y FEMIIL X
FERBBZELHVET, EHLOEED, Cisco ASA IZZ DA v —V2FR LT, Bk
EREELET,

HRWE -~ DA vE&—TF, ip verify reverse-path =~ > RMFRE I TV ARWIEAICTRR S
NET, V=T 4 T REMHR TN L EHERLET,

106023

IS— Ayt—9 $PIX|ASA-4-106023: Deny protocol src

[interface name:source address/source port] dst

interface name:dest_address/dest port [type {string}, code {code}] by
access_group acl ID

A IP N7y P ACLICE s THEEENE L, TOAvE—0F, 2L %2 ACLIZR LT
log 7 3 U I3A X—T T3> TWRWEAETHLERENET,

HEUE [FLEELT RLANRLDOA vy E—UNEEMERTENLIGHIT. 7y NV~
TAYTERITIR=F AF ¥y UPTbRLE I L LTNE 2 L2 X =Y UR LTS Al Ret
bHOET, R FOFHEICBHNEELESI N,

106024

I5— AwtE—Y $PIX|ASA-2-106024: Access rules memory exhausted

BB 7B RVRANDar AL T AT, AFRIRARELTWET, KEOERRT 7
T2 YR NUIBICBNMENT-20 7 4 Fab—2a UERITTART, AT A00IBRENE
Lize BBHDOIISANVERT 78R VA MDYy MB35 & EHINET,

HESZALE  Access Lists. AAA. ICMP. SSH. Telnet, B L OMOMHANIZ A F1Z. 77/ EZX U R
FORAIZ AT E LTRSS, vt rvEangEd, 260X A 7o—E kL T,
oA Z A 7 EBIMTE5 L5912 LET,
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106025, 106026

106027

106100

I5— AwtE—Y SPIX|ASA-6-106025: Failed to determine the security context
for the packet:sourceVlan:source address dest address source port dest port
protocol

I5— AytE—Y SPIX|ASA-6-106026: Failed to determine the security context
for the packet:sourceVlan:source address dest address source port dest_port
protocol

B ~wATFaArTERANE—ROANTy bOEF2VT 0 aUTHFAMEHETEERA,
EHLHDA =T, —FEFERET— RTREEIND IP X7y MI L TERIND
ZEMBY FEF,

HRELE 2 TT,

IZ5— Ayte—9 $PIX|ASA-4-106027:Failed to determine the security context
for the packet:vlansource Vlan#:ethertype src sourceMAC dst destMAC

B ~wATFarTXERANE—ROANTy bOEF2VT 0 aUTHFAMEHETEEREA,
DA vE—UiE, BRE— FCTHEEINDIIEIP Xy MR L TORERINET,

HRELE 2T,

I5— AwtE—Y $PIX|ASA-4-106100: access-list acl ID {permitted | denied |
est-allowed} protocol interface name/source address(source port) ->
interface name/dest_address(dest port) hit-cnt number ({first hit |
number-second interval})

B access-list 2~ RiZlog 47> a VERE LGS X7y PR ACL XE—HLE LK,
Ayt — LT, access-list 2~ 2 RICRESNLTWAS L E>THREVET (F7
JVRTIE, LULE 6 TY), DX yE—UiE, BAOHBN, £7213dH 2 HH OGEHEBIE
ERLET, ZOAvyE—UE, RSNy NOREFTE LT, by MIUHRE R
LAL B EERNA v E—T106023 10 b DIFHRAERIELET, Ay - OEITRD L
BHTT,

* permitted | denied | est-allowed : ZAL 5 DfEIL, /X7 v b2 ACLIZ L » TEFFAI SN ESR
SNT=MERR L E T, ED est-allowed DI, /X7 MIACL ICE > THEGAINEL
M, TSN TWE ey a T ERE LE (B xiE, A= —3nA v
H—F h~DT 77 AEFFA S BEIL ACLIZ L » THE SN DINE X » hSFFA]
ShET),

e protocol : TCP, UDP, ICMP, 721X IP 71 k a/L3E =,

* interface name : B 70 —DFEILETLITIEDA L F—T = A A4, VLAN A X —
Tz A AP R=FSHTOET,

* source address : 07 70 —DEFEILIP T KL A,
e dest address : B 7 —DFIP T KL A,
* source port : M7 7w —@¥[EEAR— b (TCP 723 UDP) , ICMP D5, ZD7 4 —

[ oL-3938-02-J
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e dest port: @7 7ua—@O%E5EHR— b (TCP £721X UDP), ICMP O&, ZD 7 4 —/L KX
icmp-type T,

e hit-cnt number : FEELZHEIIC, 2072 —NACL== > NIk o CHFAEIFHELS SN
7218138, Cisco ASA BNEHID Y AT Lol Ao —T% 2070 — 2k LTERT DL
DfEIX 1 T,

e firsthit: 2O 7 —|T% L TERSNTHRAIDA vE—,

* number-second interval : & > MNIAZ RET 55K, Z OWIMIL, access-list =~ KT
interval =7 a3 VEABEHLTCERELET,

HERDE 1~ETT,

106101

IS—AyvtEe—2 $PIX|ASA-1-106101 The number of ACL log deny-flows has reached
limit (number) .

#%B8 ACL deny 3C (access-listid deny 2~ R) ([Zlog A7V a v EHRELTHY, FF7 71>
7 7u— ACL L& —8§ 284, Cisco ASA X7 n—IF#zFrvalEzd, 2DOAY
T— 0%, Cisco ASA TH ¥ v = 3Nd K7 —08N 22— NEE L7-HIR (access-list
deny-flow-max =~ RZfH) #2722 LET,

number fEI%. access-list deny-flow-max =~ > F&f#H L CHE S NIZHIBRTY,
HRME ~Z T, ZOA =L, DoS WO RAERIND ATHEMENRH Y £,

107001

I5— Aw+E—Y $PIX|ASA-1-107001: RIP auth failed from IP_address:
version=number, type=string, mode=string, sequence=number on interface
interface name

BBl “hIT7TTI—bh a2l Avv—IT9, Cisco ASA IFIRERFFHZEFO RIP InE A v —
CEZELE L, TOA =R N EFERE X2 )T 4 T ITAT A DOFREDA
V. FITKE LT Cisco ASA DIV—F 4 7 T —T NN ~DKEDRMNRK 2D b H
D ET,

HENE —0OXA v b—VIIHBOFAEMEZRLTVWAED, BERTILERSD 4, Z0
AvE—VIIRENTWDEEEFEILIP 7 RLAZRHML TWARWEEIE, FETEZ= T+«
T AT RIP REEF—42 A LET, WEEAVDEFEOF—ZHRIL LD LR THDAHREMED
%IO i‘a_o

107002

I5— AwtE—Y  $PIX|ASA-1-107002: RIP pkt failed from IP_address:
version=number on interface interface name

BB ZHITIS— b us Ayk—ITE, ZOAyE—UiE, L—FDAY JERFCEEN
IZEF Oy b ERITEARBR S TWE L P RBERTERENSAREERH Y £9, &
TUTHE L TIE R 5RO T, Cisco ASA DILV—F 4 7 T—TAEZFIHL LS L+ 58
OFEEELH Y 97,

HRELE —0OA v E—VIEHBOWREMELZ TR L TS, BRT2LERDHY 5, Ty

MIFRREZHELE LD (A R—TVDOEE), RRT =By FRICHY £9, ~r v b
DREEHIZOWTEDLVEAHE, RREZEHL TF—2ZLELE T,
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108002
I5— Aw+E—Y $PIX|ASA-2-108002: SMTP replaced string: out source address
in inside address data: string
B AL, fixup protocol smtp =~ NiZ L > THAK X472 Mail Guard (SMTP) A v &—
PASER 0))( V=3, Cisco ASA DT A—/V T R U ADIEN /R T o AR— A TEE
BT B ICFERESNET,
HRQE ~ETT,
108003
I5— AwtE—Y $PIX|ASA-2-108003: Terminating ESMTP/SMTP connection;
malicious pattern detected in the mail address from
source_interface:source_address/source port to
dest_interface:dest_address/dset_port. Data:string
BB DA vE—T, Mail Guard (SMTP) (X > TARESNE T, 2D A »vE—IE, Cisco
ASA 757 %%—/vﬂm CEED B H— R L T, B R R 5B ORI S E
T ThUE, HBEPETHTHL I LERLET,
B RETT,
109001
IZ5— Ayte—9 $PIX|ASA-6-109001: Auth start for user user from
inside address/inside port to outside address/outside port
BB i ﬁi we Al 7ﬁ?/%4/7(mm)%/t T, :@%/t AN
Cisco ASA 7% AAA RESNTEY ., s hlca—PFIC L HFEERZ M L7256 10 RoR
émiﬁ_o
HRLE ~ETT,
109002

IS5— Ayte—¥ $PIX|ASA-6-109002: Auth from inside address/inside port to
outside address/outside port failed (server I[P address failed) on interface
interface name.

BB X AAA A v EBE—V T, ZDA /Jz ‘/“Li\ P SN REE Y — N IC 'Y 2 — B
T 7B ATERWZOITRGEE RN LI L2 EREnEd,

HRME FR SRRy — AL TRIET —EVBEEL TS Z & 2MER L ET,
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109003
I5— AwtE—Y $PIX|ASA-6-109003: Auth from inside address to
outside address/outside port failed (all servers failed) on interface
interface name.
BB AT AAA A v E—UTT, ZOAyE—VR, AN —REZ RO LN TER
Mo TR FRSNET,
HEEME  Cisco ASA OBV — N LT ping ZETLET, T—TUNBELTNDZ
LR LET,
109005
IS5—Ayt—Y $PIX|ASA-6-109005: Authentication succeeded for user user from
inside address/inside port to outside address/outside port on interface
interface name.
BBl CAUTAAA X v E—UTT, TOA Y E—UE RSN IEREEER D T 5 & R
émiﬁ_o
HRELE ~ETT,
109006
I5— AytE—Y SPIX|ASA-6-109006: Authentication failed for user user from
inside address/inside port to outside address/outside port on interface
interface name.
BB ZIUTAAA Ay =V T, ZOA vV, BELLIASRAT = RBBRo TS0
(2, TR SIUICRBREESR N R LG B IC R RSk T,
HRLE ~ETT,
109007

I5—AyE—Y 2PIX|ASA-6-109007: Authorization permitted for user user from
inside address/inside port to outside address/outside port on interface
interface name.

HE CIUTAAA AV E—UTT, ZOAvE—IlF, BRI NERAERBRIIT 5 & B
hEI,

HRELE 2T,
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109008

I5— AwtE—Y 3PIX|ASA-6-109008: Authorization denied for user user from
outside address/outside port to inside address/ inside port on interface

interface name.

BB CIUXAAA A v E—UTT, ZTOAvE—I, k%%<ﬂzv~hﬂwofmét@
2, B ENTZT L A~DOT 7 v R 22— R SN o 2 aIcERENE T,

HERDE 1T,

109010

I5— AwtE—Y $PIX|ASA-3-109010: Auth from inside address/inside port to
outside address/outside port failed (too many pending auths) on interface

interface name.

BBl ZAUTAAA A v E— yfﬁo_®fyt—yﬁ\ﬁ~ﬂf%<®%ﬁﬁ%%¢f%5t
W, REFERPUPLTE o A FRRENET,

HERME B — A ET E 2 DISEREERIGE TERVONE S DR LE 7, Flood
Defender H%AE % floodguard enable =~ > R TA x—7 /LI LET,

109011

IS— Aytk—v $PIX|ASA-2-109011: Authen Session Start: user 'user', sid

number

B SRR v v 3 VSRR b & Cisco ASA ORI TR EINE LR, FLEETLTWERA,
HROLE ~ETT,

109012

I5— AytE—Y $PIX|ASA-5-109012: Authen Session End: user 'user', sid
number, elapsed number seconds

BB AR Y v a A A LT T MRS TWET, 2 — T, IROBEE CHRHEN LB
D £7, timeout uauth 2~ > REZHHL T, ZOX A ~v—DF A LT U MNEEERTEET,

HERDE 1T,

109013

I5— Ayt—Y $PIX|ASA-3-109013: User must authenticate before using this

service
BB o —WVE, P REEAT AN 2 Z T A LERH Y £9,
HERIME Y — b 2 %3 AF0C FTP, Telnet, ¥ 721X HTTP A L AL 7,
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109014
I5— AwtE—Y $PIX|ASA-7-109014: uauth lookup net fail for uauth in()
BB RAEOERIZ, MIST ORAIDOERNH Y FHAT LI,
HESZHMLE  aaa authentication 35 X TN aaa authorization =~ R a 7 4 X2 —3 3 12
GENTVD Z L 2R LET,
109016
I5— AwtE—Y  $PIX|ASA-3-109016: Can't find authorization ACL acl ID for
user 'user'
BB ZOa2—FDOAAA P —ASTHEESINTNDLT Z7EA 2 fr—/L J A R, Cisco ASA
IAHEL EH A, DT —(E, Cisco ASA ZFRET DA AAA P — "NERIE LI-Ga CH4E
THZENRDHVET, AAAF—NTRUF—EHHFOT hY Ea—h (VSA) BROMEOWTH
MITIR > TV D HREED D D 97,
e acl=acl ID
* shell:acl=acl _ID
* ACS:CiscoSecured-Defined-ACL=acl_ID
HEEMME Cisco ASA IZ ACL Z3BIN L, AAA Y — S THE L b O LH CARTELTHHT 5
FolCLET,
109017
I5— AytE—Y  $PIX|ASA-4-109017: User at IP_address exceeded auth proxy
connection limit (max)
BB — Y, a—PRIFO T m X UHIREZE T, XAl o EHE E L,
HERMME  proxy-limit proxy limit 2~ K& AN LTT aF UHlRZ#LCT N, EIERERO
Ptz 2 X o2 —PFIZERLET, SIEHET T —DRRRINDGE1E. DoS KB D FlhE
BHERLTVWDHZELHD ET,
109018

I5— AwtE—Y $PIX|ASA-3-109018: Downloaded ACL acl ID is empty

BB Y Urn—RSNERAITZ7EA 2 hr—/L UAXMIACE B¥H 0 £, ZORN
&, 7 bU B a— TS Tipiinacl#] D250 DOFAY | F 721 access-list =~ 2 FOAHWED R
RE&7poTWHAREMERH Y £7,

junk:junk# l=permit tcp any any eq junk ip:inacl#l="

HRNE BN —0H5 ACL 22 F—3%> b AAA F— R ETEELET,
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109019
I5— Aw+E—Y $PIX|ASA-3-109019: Downloaded ACL acl ID has parsing error;
ACE string
B UL o—RNLERWATZER arybre— UZALFDOT R Ea— FXFF
ip:inac¥NNN= D > — 7 > 235 NNN Z e =7 —23 AL E Lz, FERIZEKRO L 0N
b ET, = ORE. BFLUHNDOLFRAR=ZALSNDOILFN 4] & =] OficHd, BX
TYNNN 7% 999999999 L 1V K&\,
ip:inacl# 1 permit tcp any any
ip:inacl# ljunk2=permit tcp any any
ip:inacl# 1000000000=permit tcp any any
HBLE fEiShi=T7—0H5 ACL BHE % AAA P — S ETIEIELET,
109020
IZ5— Ayte—9 $PIX|ASA-3-109020: Downloaded ACL has config error; ACE
BB Youro—RSNERAT7EA aryba—V JARDIVR—3R hO 1 DlZa v
TA4Falb—vary2I—N3b0EY, TOEROT XX MEEKIT, VAT LT Ay —Y
WCEENTWET, 2O A =3, 47 access-list 2~ 2 RIUABFRK & 72> TWET,
HRIE 5 SN-=T9—DHD ACL 2 R—F 2 M AAA — N ETEBELET,
109021
IS— Ayt—9 $PIX|ASA-7-109021: Uauth null proxy error
BBl N — YRR T — 3 A L E LT,
HELE ~ZCTT, 2L, 20T =0 VIRLERINDHEE 1T, Cisco TAC IZBMWE
HLTEEN,
109022

IS—Ayte— $PIX|ASA-4-109022: exceeded HTTPS proxy process limit

S%BA 45 HTTPS #EEICx LT, Cisco ASA 1E, 1 DD 7 v A ZFEFERICEHATE LS L9
ICLET, FFIZEHEL TCWA 7 e A0BNR VAT Ao THRELONEHIBEZEZ 5 &,
Cisco ASA IFFRGEZ EITH T, 20X vb—UNFRINET,

HRLE FECT,
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109023
I5— Ayt—Y $PIX|ASA-3-109023: User from source address/source port to
dest_address/dest_port on interface outside_interface must authenticate before using this
service.
BB CHUXAAA A v E—VTT, 2OP—E R R— R ME, FESHERY —ICHESNTR
FEZ ST T D, AT 20ENHY 7,
HRME LoV —v 2 K—FEfALE S &9 2L & &, FaiC Telnet, FTP, %7213 HTTP
ZfEM L CRRAEL £ 95
109024
I5— AytE—Y $PIX|ASA-6-109024: Authorization denied from
source_address/source _port to dest_address/dest port (not authenticated) on interface
interface_name using protocol
BB ZIUZAAA A v E—UTT, ZOA vE— U, Cisco ASA 28 AAA AlICE S, =—
Y FEFTOFEFEZR LIZ Cisco ASA Zi8 LT TCP #2175 0 L LGB &R shET,
HREME 1~ETT,
109025
I5— Ayt—Y $PIX|ASA-6-109025: Authorization denied (acl=ac/ ID) for user
'user' from source_address/source_port to dest address/dest port on interface interface_name
using protocol
BB TRt VR MNOF =y I RRILE L, Ty Zid, HEEE—EL
D, FTERBRARESO IS, b —HLEFATLR, BEftid, Cisco Secure Access
Control Server (ACS) D AAAFEAIAR Y v —Z@L CERSNIc2—F T /X av te—
UAbkac IDIZE>THESNE LT,
HREDE 1~ETT,
109026

IS5— Ayt—Y  $PIX|ASA-3-109026: [aaa protocol] Invalid reply digest
received; shared server key may be mismatched.

BB AAA V=L DOIREPHRETE FEATL, RESNLEF— N F=RFfE-oTW05H 2
EREZLENFET, ZTDOA 2 NI, RADIUS H— 3F 7213 TACACS+ —NED N T 7
Va rHPICERSNAZ ENHD 7,

HERME aaa-server 2~ FEEHA L THRESINEZT— AN F—RNELWIZ 2R LET,
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IS—Aye—o $PIX|ASA-4-109027: [aaa protocol] Unable to decipher response
message Server = server [P address, User = user

BB AAA — DL DIEERHIE CE EFRATLE, RESNIZY— N F—RNE->TNDEH
RNV T, 2O A vE—TL, RADIUS —3F 721X TACACS+ — LD T ¥
varFIERENDZENHY £, server IP address 1%, BIHET 5 AAA V— D IP 7 K
LVATY, wser (X, BEGICREEAM T ONTWD2—Y4TT,

HERME aaa-server 2~ FEFEH L THRESINTZT— AN F—RELWZ 2R LET,

IS5—Ayt—Y $PIX|ASA-4-109028: aaa bypassed for same-security traffic from
ingress_ interface:source address/source port to
egress_interface:dest_address/dest port

BB AAA DNERTE SN AAA BRI E —HT 2R LEX=2UT 4 NI 740 v 7R LT/RAN
AENTWET, TN RBETAAEENRDHZ2DIL, FIUREF X2 T4 LLEFED
20ODA B =T A AME N T T 4y 7 PEBTOHEE, ALeXx=2VT 0 N7 00N
FaEINHHEE. BIOAAA 27 ¥ 2 L—3 3 V70 include /30 F 721 exclude 1 3C %1
THEETTTY,

HELE 12T,

IZ5— Ayte—9 $PIX|ASA-5-109029: Parsing downloaded ACL: string

A = —YEETIZ RADIUS =" b v vn— RENZT 78 A VR MR LTS
RlCHEL S — A3 A LE LT,

string : 778 A U A MDIELWENT 20 e~ T — 2k 4027 — Ayt —2,

HRILE —OXA v E—VICRRINTWDIEREZFEHAL T RADIUS h— a7 ¢ Fa L —
arNOT7ERA VA RNERIIOIBL=T—2HEL, FTIELET,

IZ— Ayt—9 $PIX|ASA-4-109030: Autodetect ACL convert wildcard did not
convert ACL access list source | dest netmask netmask.

HEH ZDA vE—T1F, RADIUS —NTHRESNTZHLAFTI v ACLB, TNV RKI—FK
Ty F~ A7 EHBHICHBRHE T2 AT =X AL o TEBEINR o2 EICERENET,
FEIZ, Ry b~ RAINUA NV RKAD—RTHDHN, BEORY b AT THOINEZDAT=
ZLDHRTE NI LET,

access list : BT E o7 T 782 YR |,
source : IHEILIP 7 R L A,
dest : 3B 1P 7 R L A,
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netmask 1 5657 RV AEHITEE LT RLURIZHT S 10 EHRRGZLZOV TRy b~ X7,

#HR|ME RADIUS — DT 7 ®A VAN Xy b~ AT EHRLT, VANV RI—FK av
TAF 2L —2a U RNRONEIDIHRET, THRTANL R — RE2EKRTLIEA, BLO
FOV—NOT IR VRN Xy AT TRTHRIA LRI — RTHBIES. AAA —
@ acl-netmask-convert |~ wildeard ;X E&{#HH L £9, TN DOEAIL. *v b~ AT Z@H
DFy N AT FEFIFR—NEEEFRNTANREI—FR Ry b RAPZICEEBELET, 2FV .,
Fv b~ A7 L#EET 5 2HBDO 1 2R LET, 22,
00000000.00000000.00011111.11111111 F 721X 16 #%2 0.0.31.255 D X 5272V F£9, ~A 7 NHE
HEBEWRTLIHE. BLOFOY—ROTRTOT /A VAN Ry b~ A7 BEFTH D%
A . AAA Y —/30 acl-netmask-convert |Z normal FXEZHEH L £,

109031

IS—Ayt—9 $PIX|ASA-4-109031: NT Domain Authentication Failed: rejecting
guest login for username.

BBl oA vEe—UE, 2—PRFANT AU FOT 7 AHICERE S 72 NT Auth R A
A NFEBFEE R AT & & | username 23 NT — NTH Y2 —F 4 TRWEAICERINE T,
PIiE S AN E 7,

HRBOE o —FREDR—FORAE. T 7 FE NTH—NZBIMLES, 2—FRT
Y AEER SN TWRWEEAIT, MEIIARE T,

109032

I5—AyHE—Y $PIX|ASA-3-109032: Unable to install ACL access list, downloaded
for user username; Error in ACE: ace.

#B —oXvE—TF *y PU—7 2—HFORGEHFIZ RADIUS H— 0067 7 A 23 K
2=V YR MRZEINDEEREINET, 20T A XM, 778X VA FOEED 1
DIELET—NHDZEaRLET, 2O T —NREAETIHEE, BRIIEFESNETRH, 7
7R YR NOEYOEMTSIEFEEEAHINE T, BN TV B EFEOT F A h &L,
Ay—UIZEENTVET, ZORBIFFEEORKE H7-6THOTIE RN LIZEELT
<&,

access_list : show access-list 7~ > ROHNIIRRENDIFAFTIv7 T7EA URARMIED
BTHATW DA,

username : DN Z OT 7 A U A SOl % ZF D2 —F DLHI,
ace : T —NRHHEENZE ZIMNEBEINTWEZT 78R VA DT MY,

BB RADIUS — D2 r 7 4 Xal— a7 /A YR NEXEFITELET,

110001

I5— AwtE—Y $PIX|ASA-6-110001: No route to dest address from
source_ address

BB ZoOXAvE—VF, — kAT v TORKERLET, Ny NI, V=T 7
T=T MRS IP 7 R AZR L TWET,

WRILE V—T LV T—TNEFxy 7 LT, SE~DL— I RHHT L AR LET,
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111001

I5— Ayt—Y PIX|ASA-5-111002: Begin configuration: IP_address writing to
device

HEBl ZOAvE—UlF write 2V REANL T 7 ¥ ab— 3 % device (710
E—F 4 AV, T7Fva AEY, TFTP, 7= —/VF—_"— AZ A HEFE F-idar y—
VIR DT D) IR T DL EIC R R ESINE T, IP address 13, a7 A VR a LV —)b R—
R CITbN =0, E721% Telnet BaE TN =2 %R LET,

HRLE FECT,

111002

IS5—FAyt—Y PIX|ASA-5-111002: Begin configuration: IP_address reading from
device

HEBl oAy E—Vd.<ca~vr REANLTCary 74 F¥alb—ra % device (710 v E—
FTURAT T Tya AFY TFTP, 7= — /L —/"— AKX R HEE F-ida sy — g
RKOWTID) 5D BRI DHAICTRSNET, IP_address 1%, 87 A V3=V —L F— |
TATHO =D, F7203 Telnet Bafi I =nE mLET,

HRWLE 2T,

111003

I5— AytE—Y $PIX|ASA-5-111003: IP_address Erase configuration

Bl CHIFEERA Y E—UTY, ZTORXAvE—IF, 22V —)LT write erase T v R& A
NLTT7T7vva AEVONEFEMEETL2HEICRRINET, IP_address DfEIL, v 7 A v
MNay Y —)LR— hTITOL=0, £7213 Telnet Bt Tl =%/~ LET,

HRNE = 7 X2l —ar2lELE%. Cisco ASA ZHH ﬁiﬂL’CiﬁLb\ﬂ/74’«*\‘;
L—ya v BRELET, 003, 7y E—FT 4 A7 £33 %y MU —7 OMOEGHTIC
TFTP — NIZURIRGFE L CThHhD a7 4 X a b—va UM BIEREETTCEET,

111004

I5— AwtE—Y  $PIX|ASA-5-111004: IP address end configuration: {FAILED|OK}

B Z DA vE—L, config floppy/memory/ network =~ > RE 721X
write floppy/memory/network/standby =~ > R& A9 5 &L RRENE T, IP_address DIEIX
R A Ay Y =) R— N TAThiVIZh, 7203 Telnet #2f5t TITONL AR LET,

HRILE Ao b—U0 OK TROWERETT, 204 vt —V T I —RNERENTHA
. BEAERLET, 22, Ty E—F f AV ICEX ARSI, TryE—F 1 X
I NEEIADEIEIC > TWARWT & 2R L E9, TFTP %~/\ XA AIL. —
@jﬁzbfl/\%): k%ﬁﬁwu Li‘é—
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111005
I5— AwtE—Y $PIX|ASA-5-111005: [P _address end configuration: OK
BB CoXvE—VE ar7 a4 Fal—var F—FREKTTLERRSINET,
IP_address DAEIX, v 7 A Y —)b R— N TiTbivizi, F7203 Telnet #5t TN 7z
NERLET,
HRUE F~ETT,
111007
IS5—AyE—Y PIX|ASA-5-111007: Begin configuration: IP_address reading from
device.
HEBA DA vE—UL, reload 2~ RE720T configure =2~ FEAH LT 7 ¥ =
L= a U ERBPADGBICERSNET, device 7THAME, TRy E—T 4 A7 AEY,
Fy by REZ A FEFIREISR Y £, IP_address DIEIL, a7 A R a Y —)L R—
N TITToh>, FT7213 Telnet #4558 TIT N T E R LET,
EEME T,
111008
I5— AwtE—Y $PIX|ASA-5-111008: User user executed the command string
B o—YNaL T Fal—rarEBEETAavY REASLE LR,
#RWE T
111009
IZ— Ayt—9 $PIX|ASA-7-111009:User user executed cmd:string
BB ooy Fal—varEBELRNaY Y REANLE LT,
HREWE 1~ETT,
111111

I5— Awt—Y  $PIX|ASA-1-111111 error message
HBA ATLZT—FETIIA T TANT VT =T ELE L,

HRENLE 59— Ay bv—Vhatbt—L, a7 4Xal—aryBLUOI0OT T —DORMIC
ol A Xy hOFEME —HEIZ TACIZER LT EE W,
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112001
I5— Ayt—Y $PIX|ASA-2-112001: (string:dec) Clear complete.
BBl ZOAvE—UVE, EVa— N ar T4 FXal—rarEHETLIERNET LI L
ZRLET, VA T 7 ANBIMTIEERHEINET,
HRLE ~ZTT,
113001
I5—AyE—Y $PIX|ASA-3-113001: Unable to open AAA session. Session limit
[1imit] reached.
BB VAT AU Y —ARMEHTERWIZ®IZ, IPSec b RV E 721X WebVPN #55E T AAA )
EZFATTEERATL, limit I, FRF AAA FT 07 va v O KREERLET,
HRBLE TTRETHIIE, AAA U Y —2ADEREZRS LET,
113003
IS— Aye—o $PIX|ASA-6-113003: AAAgroup policy for user user is being set
to policy name.
BB R SA—TICEEMT LR TWDE I —T RY ik, a—FEAFORY —
policy name T LEEX XN TWET, policy name 1%, LOCAL FBILEDFXERFIZ username =~ >
Rzfli ] L CTHE S TH Y . RADIUS FBFEDFKERFIZ RADIUS CLASS 7 U B2 — F Tk S
NET,
HROLE ~ZTT,
113004

I5— Ayt—Y $PIX|ASA-6-113004: AAAuser aad_type Successful: server =
server IP_address, User = user

Bl Z A vE—IlE, IPSec #5713 WebVPN #5855 T AAA BIMEN ERICHET L2 & %
ARLUET, AAA XA 0% TRBREL. [3B¥), £ (7 v T 4 7] T9, server IP_address
1. RS 5 AAA — "D IP 7 K L A TY, user VX, BEFICEBAT T DTV B 22— 4 T,

HRDE 1T,
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113005

I5— Ayt—Y $PIX|ASA-6-113005: ARAuser authentication Rejected: reason =
string: server = server_IP_address, User = user

B Z DR v—1E IPSec #5457 F 721X WebVPN #55 2 BT TV D 2 —F OFBFEHE
RELIFRATERPDIER SN2 L 2R LUET, BRPZES SN2 EHOFEMIL, reason 7 4 —
IV RIZIRENTWET, server IP _address 1%, BIHE T 5 AAA H— D Ip 7 RLUATY, user
1T B BE A ST D o — 4 T3, aaa_operation VX, FRFEE T2 IXERAT O E B 5T,

HRLE FECT,

113006

I5— AwytE—Y $PIX|ASA-6-113006: User user locked out on exceeding number
successive failed authentication attempts

HEB B MR EIN TV 2—FRe vy 7Ty FENRTWET, 20X vE—IF, 20
Z— IOV CRRRER M G L CRRERIBIZII BAE Lz & 28, 5% 20— 25856
XD L LTH EHEE D clear aaalocal user lockout =~ > K& L C2—¥ %27 v v
JFHETIE, TRTUHEGINDLZ L 2R LET, wer lZBER v 7 SN TNH2—FTHY |
number |X aaa local authentication attempts max-fail =~ > R CERE S LTV 2 EH R L &V Vil
<4,

HESEALE  clear_aaa local user lockout 2~ RZHH L Ca—F %270 v 7350, RS
né@‘flhmu BE%E&@thii% Hﬁk Lij—

113007

IZ— Ayt—2 $PIX|ASA-6-113007: User user unlocked by administrator

BB o — W VICERE S 17z — V3 aaa local authentication attempts max-fail =~ > NiZ X -
TRE SN BRI O R R A BRIl a vy 7 7o hEanizth, BRINTWHEH
HiZkoTrreyrsanE L,

HRELE F2ZTT,

113008

IZ5— AytE—o $PIX|ASA-6-113008: AAA transaction status ACCEPT: user = user

ERBA  TPSec #5f5t & 721X WebVPN 8552 2 BhEfH I H N TV DB 2—F D AAA b T 7 v g N
EFIZET UE Lz, user 1%, Bl BEfT I 5N TW D 2 —F4 T,

HRWLE 2T,
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113009
I5— AvytE—Y PIX|ASA-6-113009: AAAretrieved default group policy policy
for user user
BB Z Xy — UL, IPSec Bl F 721X WebVPN it OFBAEH F 721 LB AT FIC A S v 5 A
HEMED ® Y F 97, tunnel-group =~ > RE 72X webvpn 2~ R THES NI/ V—TF R v —
O7 P Ea— MRS E L,
HEAE FECT,
113010
IS—AyEe—o $PIX|ASA-6-113010: AAA challenge received for user user from
server server IP_address
BB Z DA ve—TlE, FRED SecurlD Y—/NTIT AL B A IPSec 5t DFRALE I AR S 4L
HAMREMENRH Y £, = —F Ik, FBEEICEN - TRHHMEHRE AT L IRDENFET, server
_IP_address [XB#E AAA H— 3D IP 7 KL AT, user [ IHEFIZBIEIT T SN TV B2 —F4,
b(\“ﬁ—‘()
HREME 1~ETT,
113011
I5— Ayt—Y $PIX|ASA-6-113011: AAA retrieved user specific group policy
policy for user user
BB Z DA X b X IPSec #55t £ 721X WebVPN 25 OFRREH £ 72 (Z58 /f I AR S D FlRE
2R H Y £9, tunnel-group =~ > NFE 7213 webvpn 2~ > R CHESNZIN—T7 K v —
D7 MY Ea— MRRGEESNE L,
HREWE ~ETT,
113012

I5— Awyt—Y PIX|ASA-6-113012: AAAuser authentication Successful: local
database : user = user

ERBA  IPSec 45t F 7213 WebVPN I BIEAHT TV D2 —HWs, m—Ab 22— F—~
N2 ZEFICRIESIVE Lo, user ITBEEICBES T ST D 22— W4 T,

HRWLE 2T
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113013
I5—AvyE—Y $PIX|ASA-6-113013: AAA unable to complete the request Error:
reason = reason: USer = user
SRBA  IPSec HEfEE 7213 WebVPN G BIENT T 5TV D 2 —H D AAA M T HF 7 g
D, T —IZE VR LTZD, 3R —ERIC L VIESR SNVE Lz, 35X reason 7 4 —
NV RIORENTWET, wser 1E, #REICBEEMNT TV L2 —F4TT,
HRWLE ~ETT,
113014
I5— Ayt—Y PIX|ASA-6-113014: AAA authentication server not accessible:
server = server IP address: user = user
BREBH T NA AN, IPSec HEfE £ 7213 WebVPN #2#EIZ BIEAT T H TV D AAA M T U7 2a
CHICRREW S AAA F— N EBETEEFHATLE, 20D, =L L5 & Lt L
X . aaa-server VI)V—TICRESNTWBENRY I T v P—=RBLOREDOY— DT XA FEY
TAWH T, BEHIKET 2560, RELARWVWEELH Y £,
HERIME EFHAD AAA F— & O Z R L E T,
113015
IS5—AytE—Y $PIX|ASA-6-113015: ABRAuser authentication Rejected: reason =
reason : local database: user = user
BRBA  IPSec $Eft E 7213 WebVPN # I BHATH T bR T W Ha—HF D —h L 2—HF F—4
NR—2ZA~OFRFERMPIES SAVE Lo, BERDBIESR SN2 BEOFEMIT reason 7 4 —/V FITR
SNTWET, wserid, HERICEEM TN TWL2—F 4 TT,
HROLE ~%TT,
113016

IS5—AytE—Y $PIX|ASA-6-113016: AAAcredentials rejected: reason = reason:
server = server IP address: user = user

FtBA  IPSec HEfi £ 7213 WebVPN BEBLICBIEAT 1T BTV D 22— D AAA FF o HF 7 a v
B, T =LV RILT=D, FTRY) o—EXIC LV IES SN E LT, 55X reason 7 4 —
v RIRENTWET, server IP_address 1%, BT 25 AAA — XD IP 7 KL A TT, user
X, BRIcBEEMS T bV =4 TT,

HRWE 2T,
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113017
I5— Ayt—Y $PIX|ASA-6-113017: ARAcredentials rejected: reason = reason:
local database: user = user)
BB DA w— UL, IPSec #5i F 721 WebVPN Bkl BHfF 1T H TV D 22— D AAA
FIUY T gy, 2T —ICR VKRR LI R B RV ESRS 2 L AR
LFE9, dBlE reason 7 4 —/V RIZRENTWET, ZOA X FREREINDI DT, AAA B
TV a VB AAA R TIERL B 2= T A R R TN S HA T
T, wser IXEERHZBIEA T DN TWD 22—V 4T,
HRME T,
113018
I5— AwtE—Y $PIX|ASA-3-113018: User: user, Unsupported downloaded ACL
Entry: ACL entry, Action: action
BB PR ESR TN T r—~y FOACL =2 R BFEGE— b F v rn— REh
Fliz, AvE—VOHEIKROLEEY TT,
o user: B U A VERLDL—,
o ACL entry : fBFEV — "X v om— RENTZYH R — S TWRWACL = R,
e action : PAR—FEZNTWRWACL = MV LTETT LT 7 v a,
HROE BV — SO ACL => MU, $AR—FSNTWDHACL = U 73—~y R
WET 2L ICERENHEYNICAETLZ2MLERHY £3,
113019

I5— AytE—Y $PIX|ASA-4-113019: Group = group, Username = user, IP =

peer_address, Session disconnected. Session Type: type, Duration: duration,
Bytes xmt: count, Bytes rcv: count, Reason: reason

BB CERA v E—UTT,

group : 7 )V—T74

user : L—YW4

peer_address - €7 7 KL A

ppe: By ar HA47 (72& 21X, IPSec/UDP)
duration : HEFGERFH

count : /NA MK

reason : YIWT DA

HEME LEIIAETT,
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113020
I5— AwtE—Y $PIX|ASA-3-113020: Kerberos error : Clock skew with server
ip_address greater than 300 seconds
BBl Z oA vE'—U0F, Kerberos Y— 3FEH O IPSec F721% WebVPN O — W OFBIEN, &
X2 VT4 TTIATVADIay 7 L0V =D uy 7355 (3008) LLEFhTn
DIEOITRKIM L TG AICRREINET, ZORMDPEZ 7oL &3, Bl Lo L LTHESR
ShEJ,
ip_address : Kerberos —/ XD P 7 KL X,
HRDE tX2VT 4 T77A47 A Y=L Kerberos Hh—"D 7 v v 7 Z[E S & E 5,
114001
I5— Avt—Y 3ASA-1-114001: Failed to initialize 4GE SSM I/O card (error
error_string) .
BB ZOXvE—VIERCTET—E T AL v FHPHLT T — D720 (T2 AT L7 4GE SSM
VO I — REWL TERDP o TG BICRKR SN ET,
syslog_id : A & — AT
error_string :2C Y TV NA T —F 1 ZAA v F T/ BA T —DNTNEZRLET,
I 10 EHDO=T — a—RTT, RCYY TNV ANRA T —FKROEBY TT,
« 12C_BUS_TRANSACTION ERROR
¢ 12C_CHKSUM ERROR
¢ 12C_ TIMEOUT ERROR
« 12C_BUS_COLLISION ERROR
« 12C_HOST BUSY ERROR
¢ [2C UNPOPULATED ERROR
¢ 12C_SMBUS_UNSUPPORT
¢ 12C_ BYTE COUNT ERROR
¢ 12C_ DATA PTR ERROR
RSB Ko TR KT LET,
1. ARV MNIHEHEMTFONTWDI Ay E—V 2T — 258 L CTHERLET,
2. VATALTEFTLTNDY 7 hy=T2BEBLET,
3. Eiz—EU-oThoHEALET, BREZUI-&, LTHEMF-> THrOERE AL
i—g_‘o
4. BEDMER L72WEA . Cisco TAC ICBWEH S0,
114002

IS— AytE— $ASA-1-114002: Failed to initialize SFP in 4GE SSM I/O card
(erroxr error _string) .

DA ytE—IF, RC2T—FEAAL v TFHIUE= T — D7D AT A5 4GE SSM 1/0
H— KD SFP a7 X EWHUL TX 2o -G AICERENET,

syslog_id : A & — AT
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error_string : 12C VTNV NA 2T —F 1 IAA v F T/ ERA T —DOWThnE R LET,
T 10 DT — a2 — FTY, RCY YT NRRA T FROEBY TT,

12C_BUS_TRANSACTION_ERROR
12C_CHKSUM_ERROR
12C_TIMEOUT ERROR
12C_BUS_COLLISION_ERROR
12C_HOST BUSY_ERROR
12C_UNPOPULATED ERROR
12C_SMBUS_UNSUPPORT
12C_BYTE_COUNT_ERROR
12C_DATA_PTR_ERROR

HREWE KOFIHZFTLES,

1.
2,
3.

ARy MIBEEMITONTWVWARA v =V 25— 250 U CHERLET,
VATATETLTWAY 7 My =T 2#HEELET,

BREZ —EY > THrbBERALET, BR2U- 7%, LTEBEF-> ThroEREZ AR
iﬁ‘o

REFED R L 22V EE . Cisco TAC ITBWEE L 7Z &0,

IS5— 4yt — $ASA-1-114003: Failed to run cached commands in 4GE SSM I/0
card (error error string) .

599

DAy E—=UIERC =T —FRIT AL v F LT T — D7D AT L738 4GE SSM

VO N—RiZFx vy vadilcavy REFTTERPoTEHAEICERRINET,
syslog_id : A & — AT

error_string :12C VTNV NA T —F 1 IAA v TF T 7 EA ZT—DOWThnERLET,
ZHT 10RO T — a—RTY, RCY YT NRA T —[FRDOLEEBY T,

12C_BUS_TRANSACTION ERROR
12C_CHKSUM_ERROR
12C_TIMEOUT ERROR
12C_BUS_COLLISION_ERROR
12C_HOST BUSY ERROR
12C_UNPOPULATED ERROR
12C_SMBUS_UNSUPPORT

12C_ BYTE_COUNT ERROR

I2C_ DATA PTR_ERROR

HRBE KOTFIHZFATLES,

1.
2,
3.

AR MIBEEMITONTWA Ry =TT — %08 L CHERLET,
VATATEITL WD Y 7 by =7 2HEEL X3,

BRE EU - THhOERALET, Bz, LT THhoEREZ AR
j;:—aﬁo

FRE M L 72 WA, Cisco TAC IZBRWE L &N,

[ oL-3938-02-J
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114004
I5— Ayt— $ASA-6-114004: 4GE SSM I/O Initialization start.
BB Z DA v —U1F 4GE SSM /O FIHUE S BHfE S iz Z & o — WISl ET D 12 dIc R
SNET,
syslog id : A & — MBI
HRDE UE I RETT,
114005
IS5— Ayt—Y $ASA-6-114005: 4GE SSM I/O Initialization end.
B DAY=V AGESSM IO AIEME T L 2 L 22— @M T B - DIZR R E
NET,
syslog id : A & — R T
HRNE LEITRETT,
114006

IS—Ayt—o $ASA-3-114006: Failed to get port statistics in 4GE SSM I/O
card (error error string) .

BB ZOAvE—VIRRCEZT—FHIFAL T T —D 7= DI AT L8 4GE SSM
/O B — ROR— MRFHERERE TE R G AICFERENET,

syslog_id : A & — AT

error_string :12C VTNV NA T —F 1 IAA v TF T 7 EA ZT—DOWThnERLET,
ZHT 10RO T — a—RTY, RCY YT NRA T —[FRDOLEEBY T,

+ 12C_BUS_TRANSACTION ERROR
+ 12C_CHKSUM_ERROR
+ 12C_TIMEOUT ERROR
+ 12C_BUS_COLLISION ERROR
+ 12C_HOST BUSY ERROR
+ 12C_UNPOPULATED ERROR
+ 12C_SMBUS_UNSUPPORT
+ 12C_ BYTE_COUNT ERROR
+ 12C_DATA PTR ERROR
HRELE ROFIHAZFATLET,
1. AV MCHEEMTORTWARA vy =Vt T—%5 L TR LET,
2. VATATENTL WD Y 7 by =T 2HESL 9,

3. ElRE HEU - THhoHRALET, ERzUl-o7ck, L TEBRE-> THhoEREZ AN
iTo

4. FBIEEDMEDE L2 WE . Cisco TAC IZBBWAE L Z &,

Cisco Security Appliance YR TAL OF A yt&—
0L-3938-02-J |



| 2& LRFLOY Avyt—

*v4&—< 101001 ~ 199009 M

114007
IS5— Avyt—Y $ASA-3-114007: Failed to get current msr in 4GE SSM I/O card
(exror error string) .
BB ZDOAvE—VIERC T —FITAAL T T —D72DIT T AT L73 4GE SSM
VO 1 — ROBUEDE Y 22—V AT —H A LY AZIEREBHTERD o HRICFRINE
To
syslog id : A & — R T
ervor_string : 12C Y U TV NRRA 25 —F 1 IAA v F T 7 BA ZT7—DOWThnraRLET,
10 #EHED=T— a—RKTT, RCTI TN ARNRA T TROELBY TT,
+ I12C_BUS TRANSACTION ERROR
+ I2C_CHKSUM ERROR
+ I2C_TIMEOUT ERROR
+ I12C BUS COLLISION ERROR
+ I2C_HOST BUSY ERROR
e [2C UNPOPULATED ERROR
+ 12C_SMBUS_UNSUPPORT
* I2C BYTE COUNT ERROR
* I2C_DATA PTR ERROR
HREOE ROFIHEALIATLET,
1. A X PMIHEHEMTFONTWA Ay -V T — %L THRLET,
2. VATATEFTLTCWASAY 7 by =T 2HEELET,
3. EREZ—EYoTHLHERALET, BRAU %, LTHERF-> THOERE AN
i ‘a‘o
4. RIEDPMER L7204, Cisco TAC IZBRWAE L ZE 0,
114008

I5— Ayt—Y $ASA-3-114008: Failed to enable port after link is up in 4GE
SSM 1I/0 card due to either I2C serial bus access error or switch access error.

BB ZORAYE—VIEIRCYVITINNRATIEVAZT—FEEFAAS v T T I78ATT—D
7212, Up IREE~D VY > 7 FEITH 4GE SSM /O /1 — R TR SN RICTV AT AR — &2 A
F—T M TERD DTG EICERENET,

syslog id : A v & — R T

error_string :2C VY TNV NA T —F I AL v F 77 BAZT—DWTNUERLET,
T 10EHE DT — a2 — KT, RCV YT NRRAZT—FROEBY TT,

+ 12C_BUS_TRANSACTION ERROR
+ 12C_CHKSUM ERROR

+ I2C_TIMEOUT ERROR

+ 12C_BUS_COLLISION ERROR

+ 12C_HOST BUSY ERROR

+ 12C_UNPOPULATED ERROR

Cisco Security Appliance Y X TAL OF A yt&—Y
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« 12C_SMBUS_UNSUPPORT
« 12C_BYTE COUNT ERROR
« 12C_DATA_PTR_ERROR

HROLE KOTFIEZFEITLET,
1. AU MCHEEMTONTWE Ay =Dt oI — %L CTHERELET,
2. VATATETLTWAY 7 hy=T2HESHLET,

3. BIREZ EY-> TOoEEALEY, BRZY 1%, BT/ T oERE AN
i‘a‘o

4, BRI L2 WA . Cisco TAC ICBRIWEE L Z &N,

114009
I5— Ayt—Y $ASA-3-114009: Failed to set multicast address in 4GE SSM I/0
card (error error_string) .
BB ZOAvE—VIERCET—FLIFAAL v FAHUET T —DIZ0DIZ T AT L7 4GE SSM
VO I—=RDO=LFFxY AR T FLVRAZRETERPOTLHBICERREINET,
syslog_id : A v & — T RBIT
error_string :2C Y TV NA T —F 1 ZAA v TF T/ EBA T —DWTNEZRLET,
ST 10O T — a—FTH, RCYY T ANRRA T —[TRO LB TT,
* 12C_BUS TRANSACTION ERROR
« ]2C_CHKSUM ERROR
+ 12C_TIMEOUT ERROR
* ]2C_BUS COLLISION ERROR
* 12C HOST BUSY ERROR
¢ [2C UNPOPULATED ERROR
e 12C_SMBUS UNSUPPORT
* 12C BYTE COUNT ERROR
e 12C_DATA PTR ERROR
HRELRE ROFIHAZFATLET,
1. AXVMIEEMTFONTWDI Ay =V T — 2 L THRLET,
2. VATATEFLTCNDY 7 b =T 2HEBHLET,
3. EE?&*TE@JO THhOERALET, EFRE2U-72%. LB ThoERZ AN
4. FEMNFERLRWEE . Cisco TAC IZBMWNEE L ZE W,
114010

IS— rAyt—o $ASA-3-114010: Failed to set multicast hardware address in
4GE SSM I/0 card (error error_string) .

HE ZOX =V RC T —FF AL v T T —D7=DIT T AT L3 4GE SSM
VO HT—FDO=LFFr AR N—KRUxT 7T RLVAEZRECTCE RS TEHAICTRRENE T,

syslog id : A & — R T

Cisco Security Appliance YR TAL OF A yt&—
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error_string : 12C VTNV NA 2T —F 1 IAA v F T/ ERA T —DOWThnE R LET,
T 10 DT — a2 — FTY, RCY YT NRRA T FROEBY TT,

+ 12C_BUS TRANSACTION ERROR
« 12C_CHKSUM ERROR
+ 12C_TIMEOUT ERROR
+ 12C_BUS_COLLISION ERROR
+ 12C_HOST BUSY ERROR
+ 12C_UNPOPULATED ERROR
+ 12C SMBUS UNSUPPORT
+ 12C_BYTE COUNT ERROR
+ 12C_DATA PTR _ERROR
+ 12C_DATA PTR _ERROR
HERELE ROFIEZIATLET,
1. A X PMIHEHEMTFONTWA Ay -V 2T — %L THRLET,
2. VATATENL WL Y 7 by =T 2FHEEL 7,

3. BIRE—EY->THOLoEEALEY, BREZY 1%, BT T LERE AN
i‘a‘o

4., BRI L2 WA . Cisco TAC ICBBIWEE L Z &,

114011

IS— Ayte—Y %$ASA-3-114011: Failed to delete multicast address in 4GE SSM
I/0 card (error error String) .

syslog_id : A v & —RIT

error_string :2C VY TNV NA T —FFAA v F 77 BAZT—DNWTNhERLET,
T 10 DT=T— a2 — T, RCV YT NRRAZT—FROEBY TT,

+ 12C_BUS_TRANSACTION ERROR
+ 12C_CHKSUM ERROR

+ 12C_TIMEOUT ERROR

+ 12C_BUS_COLLISION ERROR

+ 12C_HOST BUSY ERROR

+ 12C_UNPOPULATED ERROR

+ 12C_SMBUS_UNSUPPORT

+ I2C_BYTE_COUNT ERROR

+ I2C_DATA_PTR_ERROR

HEB ZOXvE—UIRRC T —F LIRS v TP T — D7 DIZ T AT L3 4GE SSM
VO —KRDO~NATFFv AN T RUAZHIBRCERDSTGEICETREINET,

HRNE KROFIEZIITLET,
1. ARV MIEEMTORTWAERA vy =V 2T — %8k L THRLET,
2. VATALATHEITLTWSEY 7 b7 #HE#HL E7,

Cisco Security Appliance Y X TAL OF A yt&—Y
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3. ERZ - EY - ThoBEEALET, BRZU- 7%, LTEDF-> ThoEREZ AR
i?‘o

4. RAEMRER L7204, Cisco TAC IZRBWAE L 2 & W,

114012
I5—AyE—Y $ASA-3-114012: Failed to delete multicast hardware address in
4GE SSM I/O card (error error string) .

syslog_id : A > & — R0+

ervor_string : 12C ' U TV NRA XT3 —F 1 ZAA v F T 7 BA T —DOWNT 0 ERLET,
T 10EHE DT — a2 — T, RCV YT NRRAZT—FROEBY TT,
¢ J2C BUS TRANSACTION_ERROR
¢ [2C CHKSUM_ERROR
¢ [2C TIMEOUT_ERROR
¢ [2C BUS COLLISION_ERROR
« I2C_HOST BUSY ERROR
¢ [2C UNPOPULATED_ERROR
¢ [2C_SMBUS UNSUPPORT
« I2C_BYTE COUNT ERROR
e I2C_DATA PTR ERROR

HB ZOA Y-V RCET =R AL y FYIULT T — D7D AT L7 AGE SSM

WOA—=FRDOZNLTFHFXY A N—FRy =T 7T FLAZHIBRTERPSTEGEICERRINET,

HRELE KROFIHAZFITLET,

1. AXVMIEEMTFONTWD Ay =V T —2E L THERLET,

2. VATALATEFLTONDY 7 b =T 2HEBHLET,

3. EEE*TEJ@JO THhOERALET, EREZU-72%. LB ThoERZ AN
4. FEERFR LR WS, Cisco TAC IZBMNEE L ZE N,

114013

I5— Avy+— $ASA-3-114013: Failed to set mac address table in 4GE SSM I/O
card (error error string) .

HEB ZOXvE—UIERC T —F LIRS v TP T —D7=DIZ T AT L3 4GE SSM
/O H—ROMACT RL A T —TNVEBRETERNSTGEICFEREINET,
syslog id : A & — BT

error_string :12C VTNV NA T —F T IAA v TF T/ R T —DWT iz R LET,
T 10 DT — a2 —RFTY, RCY YT NRATT—FROEBY TT,

« 12C_BUS_TRANSACTION_ERROR
« 12C_CHKSUM_ERROR

« 12C_TIMEOUT ERROR

« 12C_BUS_COLLISION ERROR

Cisco Security Appliance YR TAL OF A yt&—
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» I2C_HOST BUSY ERROR
» 12C_UNPOPULATED ERROR
+ 12C_SMBUS_UNSUPPORT
* I2C_BYTE COUNT ERROR
* I2C_DATA PTR _ERROR
HROLE KOFIEEZFETLET,
1. AV RMZBEEMTONTWNERA vy =V 27— %28k L THRLET,
2. VATATEITLTCWASY 7 by =T 2HERLET,

3. BIRE —EY-> THroEEALEY, BREZY 1%, BT T oERE AN
iﬁ‘o

4, FIEENREIE L2 WA, Cisco TAC ICBRIWEE L Z &,

114014

IT5— Awyt— $ASA-3-114014: Failed to set mac address in 4GE SSM I/0 card
(error error_string) .

syslog id : A v & —RBIT

error_string :2C Y TV NA T —F 1 ZAA v F T/ A T —DWTNERLET,
ZHT 10 EE DT — a—RFTF, RCY YT ANRRTT—[FROLEBY TT,

 12C_BUS_TRANSACTION_ERROR
 12C_CHKSUM_ERROR
¢ 12C_TIMEOUT_ERROR
 12C_BUS_COLLISION_ERROR
+ 12C_HOST BUSY_ERROR
+ I12C_UNPOPULATED_ERROR
 12C_SMBUS_UNSUPPORT
« 12C_BYTE_COUNT_ERROR
¢ 12C_DATA_PTR_ERROR
FB ZOA Y-V RCET ALy FYILT T — D7D AT A7 AGE SSM
VO 1= RO MACT RLAZEETE Mo TLBAICERSNET,
HRBE KOFIHZFATLES,
1. ANV MIHEEMATORTVDE Ay =V 2T =2 L THRALET,
2. VATALTEFTLTNDY 7 hy=Ta2BEBLET,

3. ElRZ HEU-oTHhoHRALET, ElzUlo7ck, L TEBRE-> THroEREZ AN
j;:—aﬁo

4. FBIEEDMEDE L2 WE . Cisco TAC IZBBWAE L &,

Cisco Security Appliance Y X TAL OF A yt&—Y
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114015
I5— Ayt—Y $ASA-3-114015: Failed to set mode in 4GE SSM I/O card (error
error_string) .
syslog id : A & — AT
ervor_string : 12C Y U TV NRRA 25 —F 1 IAA v F T2 BA 7 —DOWThraRLET,
T 10EHEDTT— a—RTT, RCYIUTI AR TT—TRDLEFBY TT,
* I12C_BUS TRANSACTION ERROR
+ I2C_CHKSUM ERROR
+ I2C_TIMEOUT ERROR
+ I12C BUS COLLISION ERROR
+ I2C_HOST BUSY ERROR
e [2C UNPOPULATED ERROR
+ 12C_SMBUS_UNSUPPORT
* I2C BYTE COUNT ERROR
* I2C_DATA PTR ERROR
BB ZOAvE—VIERCET—FLIEIAAL T T — D722 AT L3 4GE SSM
1O 71— ROERIE— RELITREE— FERETERD TG EICERRENET,
HRBME KOFIEEZETLET,
1. AXVMIEEMTONTWD Ay =V 2T —2E L THERLET,
2. VATLATIATLTWDY 7 by =T 2HESLET,
3. @f‘iﬁ%*fﬁ@]ofﬁ:%ﬁ&l LET, Bz -72%, LT ERF-> ThoEREZ AN
4, [BEDEER L72WIEE . Cisco TAC IZHBHNWEHE 7230,
114016

IS— tyte—o $ASA-3-114016: Failed to set multicast mode in 4GE SSM I/O
card (error error string) .

syslog id : A v & —RBIT

error_string :2C Y TV NA T —F AL v F T/ A T —DWTNERLET,
T 10 EHDO=T — a—RTT, RCYY TNV ANRAZT—FKROELBY TT,

« 12C_BUS_TRANSACTION_ERROR
« 12C_CHKSUM ERROR

« 12C_TIMEOUT ERROR

« 12C_BUS_COLLISION_ERROR

« ]2C_HOST BUSY ERROR

« 12C_UNPOPULATED ERROR

« 12C_SMBUS_UNSUPPORT

« 12C_BYTE COUNT_ERROR

« 12C_DATA PTR_ERROR

Cisco Security Appliance YR TAL OF A yt&—
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BB ZOXvE—UIRRCZT—FFAL v TFYHLT T — D7 DIT T AT L3 4GE SSM
/O H— RO ILFH vy AR T— RERECIRDPOTEHAICERINET,

HRLE KOTFTIEZFEITLET,

1. ARV MIEEMTORTWAERA v =V 2T — %8k L THRLET,

2. VATATETLTWAY 7 =T %HE&BLET,

3. Bz EY->THroBERALET, EREY-7%, LTEBF-> TroEREL AN
iTo

4. RAEMRER L7 WA, Cisco TAC IZRBWAE L Z& WV,

IS— Ayte—9 $ASA-3-114017: Failed to get link status in 4GE SSM I/O card
(erroxr error _string) .

BB ZOAYvE—VIFDRCYVITAARRATIVAZT—FFAAS v F T I7R8AT—D
72O AT AN AGESSM IO I — RDY 7 AT —H ARG TERNST-EEICEREN
g‘tj‘o

syslog id : A & — R T

error_string :2C VY TNV NA T —F I AL v F 77 BAZT—DWTNUERLET,
T 10EHE DT — a2 — KT, RCV YT NRRAZT—FROEBY TT,

+ 12C BUS TRANSACTION ERROR
+ 12C_CHKSUM _ERROR

+ 12C_TIMEOUT ERROR

+ 12C BUS _COLLISION ERROR

+ 12C HOST BUSY ERROR

+ 12C_UNPOPULATED ERROR

+ 12C_SMBUS_UNSUPPORT

+ 12C BYTE _COUNT ERROR

+ 12C DATA PTR_ERROR

HRELE ROFIEEZIATLET,

1. VAT LEHFICEMLET,

AR MIEEMTON TWA Ay =V 2T —% 8 L THRLET,
VAT ATHEITLTCNWD Y 7 b= T 2HEELET,

BRE —EO > ThoERALET, ERzUl->7ck, LTEBRHE-> THhOEREZ AN
j;:—aﬁo

5. RAREDERE L7224, Cisco TAC IZBRIVWEEL &V,

Eal

I5— Awt— $ASA-3-114018: Failed to set port speed in 4GE SSM I/O card
(erroxr error _string) .

BB ZOA Y-V RCEZT—FFAL T T — D72 DIT T AT L3 4GE SSM
/O 1— RDOR— MHEARETE R oA RENET,
syslog id : A v & —FRBIT

[ oL-3938-02-J
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error_string : 12C VTNV NA 2T —F 1 IAA v F T/ ERA T —DOWThnE R LET,
T 10 DT — a2 — FTY, RCY YT NRRA T FROEBY TT,

+ 12C_BUS TRANSACTION ERROR
« 12C_CHKSUM ERROR
+ 12C_TIMEOUT ERROR
+ 12C_BUS_COLLISION ERROR
+ 12C_HOST BUSY ERROR
+ 12C_UNPOPULATED ERROR
+ 12C SMBUS UNSUPPORT
+ 12C_BYTE COUNT ERROR
+ 12C_DATA PTR _ERROR
HERELE ROFIEZFATLET,
1. A X PMIHEHEMTFONTVWA Ay -V T — %L THRELET,
2. VATATENL WD Y 7 by =T 2FHESL 7,

3. BIRE EY-> THOoEEALEY, BREZY 1%, BT T OERE AN
iﬁ‘o

4., BRI WA . Cisco TAC ICBBIWEE L Z &,
114019

I5— Awt— $ASA-3-114019: Failed to set media type in 4GE SSM I/O card
(exror error_string) .

HE ZOX =R RCTZT—FFAL v TFYHLT T — D7 DIT T AT L3 4GE SSM
VO N—KRDAFT 4T A A TERECTCERDOTGAICEREINET,

syslog id : A v & — R T

error_string :2C VY TNV NA T —F 1 FAA v F 77 BAZT—DWTNERLET,
T 10EHE DT — 2 —FTYT, RCY YT NRAZT—FROLEBY TT,

+ 12C_BUS TRANSACTION ERROR
+ 12C_CHKSUM_ERROR
+ 12C_TIMEOUT ERROR
+ 12C_BUS_COLLISION ERROR
+ 12C_HOST BUSY ERROR
+ 12C_UNPOPULATED ERROR
+ 12C SMBUS UNSUPPORT
+ 12C_BYTE COUNT ERROR
+ 12C_ DATA PTR_ERROR
HREOLE ROFIEEZFIATLET,
1. AV RMZBEEMTFONTWERA v E—V T — %8k L THERLET,
2. VATATHEITLTCWDY 7 by=T 2HESLET,

3. BIREZ —EY-> T oEEALEY, BREZY 1%, BT T OERE AN
i‘g—o

4, IR L2 WA . Cisco TAC ICBBIWEE L Z &,
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114020
IS5— Awt— $ASA-3-114020: Port link speed is unknown in 4GE SSM I/0
card.
BB ZORAvE—UIE VAT ANAGESSMIO I — ROAR— kU v 7 HEEZ R TE 2o
et RRInET,
HRME KOFIHZETLET,
1. AXVMIEEMTONTWD Ay =V L TR LET,
2. 4GESSM1I/O H—FR& VY bL, Y7 b =T RBA X2 0D HEWIZEET 50 L
IMBELET,
3. Y7 MNU=THAHBIZERE LRWEGSIE, ERE —ET o T BERALET., B
o lth, LTEMFRF-> THOERE ANET,
4. RIEMFER L7204 Cisco TAC IZBIWAE L 2S00,
199001
IS—Aye—o $PIX|ASA-5-199001: Reload command executed from telnet (remote
IP _address) .
FEB oA vE—Tid reload 2~ FTCiscoASA V7 — FEBIALIZARA RDOT KL A%
LR L E T,
HRULE F~ETT,
199002
IS— Ayt—2 $PIX|ASA-6-199002: startup completed. Beginning operation.
BB Cisco ASA 3, TOMI T — FBL N T T v ia AV FHEARY O—Fr v A%5%ET L, E
WEIEZ PG T 2 BV E LT,
A
(GF) ZDAvE—1F, nologging message =2~ RZHEHALCHL 7Ry /7952 LIFTE
EH A
HILE £ T
199003

I5— AwtE—Y $PIX|ASA-6-199003: Reducing link MTU dec.

B Cisco ASA DN A Y FU—2Z L0 H REWVWMTU 2 L TWAHEBER Yy hT—27 035
Ny hEZELE Lz, FD% Cisco ASA 1E, Y2 MTU 23— 572, ICMP
AyE—UEZFOHNTFANMIEELE L, B AvyE—100F, ICMP X vE—T Dy —
AT EENTOET,

HREDE 1T,

Cisco Security Appliance Y X TAL OF A yt&—Y
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199005
I5— Ayt—Y $PIX|ASA-6-199005: Startup begin
BA  Cisco ASA MEI L & L7z,
HREDE 1~ETT,
199006
IS— Ayt—2 $PIX|ASA-5-199006: Orderly reload started at when by whom.
Reload reason: reason
BB “0Avt—Ui U= NBESIA SN L S IERShET,
o when : IEH v — REVWEMBHAS S A7), FFEZIE, hhomm:ss FERE B A H 2L 09 B
LTRSS FET, 72L& 2I1F 13:23:45 UTC Sun Dec 28 2003] D L H 12720 £,
e whom: Y — K AV a— VERELZ2—VFEZEFT AT A,
e reason : Y — ROFK, [T-% 0 LEFRENERINLWIEE. XTFHNE unspecified &
%m0 ET,
HRLE ——VICKDAEIFAETT,
199907
IS—rAyEe—o $PIX|ASA-5-1999007:IP detected an attached application using
port port while removing context
BB A =T = AFEF T RAIPHIRSNIZGE TN TOT Y r—a it
PTHRANERLBA =T 2 A ZAHDOF v XN T XTI/ n =T LUERHYET, ZD
Av—VE, HIRSNIA VB =T 2 A RERIFT TV = a VDT RTOF ¥ 1%
TV = arnra—ALTWRW, i/ e — AP THLZLARLET,
HRUE F~ETT,
199908

IS— Ayt—2 $PIX|ASA-5-1999008: Protocol detected an attached application
using local port local port and destination port dest port

BB AL XA —T 2 RAFERIT AT HRA RBEHIRENZBE TR TOT T r— g ida
VTXFANEREFA E—T 2 AHOF ¥ AN ET R T/ O —XTIEIXLERHYET, Z0D
A o—=F, BRSNS v 2 =T 2 A AFERIT SV =y a VHOTRTOF v X%
TV = arNrz7a—AL TR0, £/ e—XFhThr T EEnrLET,

HERDE 12T,

Cisco Security Appliance YR TAL OF A yt&—
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199909

IS5—AyE—Y $PIX|ASA-7-199009: ICMP detected an attached application while
removing a context

BB A AT A AFEF AT IR IBHIBRENTZGA.TRTOT ) r— g gz
VTRANERIFA AT 2 AHDODF ¥ RN ETRXRTCI 0 —XTHMENRLYET, 20O
Ao—UF, HIRENTZA v E—T 2 A AERFT TV = a VHOTRTOF v f L%
TV = aryNr7a—XLTWRW), 37 e—XFTHLHI EERLET,

HERDE 12T,

Cisco Security Appliance Y X TAL OF A yt&—Y
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201002

201003

201004

ZOIETIE, 201002 725 217001 ETOR v E—=UIZHOWTHHLET,

I5—AyE—Y $PIX|ASA-3-201002: Too many TCP connections on {static|xlate}
global address! econns nconns

#EB INEEEEEEOX v —U T, 20X vE—UiE, BRSNS e =0 T R R
~O TCP BN KB EBAT-HAEICERINE T, econns BEIT R RKYIPEFREZTHY |
nconns EHIIA X T 4 v 7 £7-13 xlate ITFF ] S5 e KEERE T,

HERME show static =~ RE7-lLshownat 2~ REZEHAL T, A¥T 4 v 7 7T KL A~
DEHFRITRE SN TV D HIRZ MR L E 3, HIRIIEREFRETY,

IS— ryte— $PIX|ASA-2-201003: Embryonic limit exceeded nconns/elimit for
outside_address /outside_port (global address) inside_address/inside_port on interface
interface_name

Bl ZAUE, Cisco ASA ~D T 7 4 v ZIZHET BEEREEDO A v E—TY, TOXAvE—
ik, BREENTEAEZT v 7 Ta— L T RLRAEES, SR SNEAET LA G5
Snfea—HN T RUA~OPAEGR ORISR OHIRZ B A TSGR RINET,
Cisco ASA ~DHIRBEFE DO HBIMRITET D & . Cisco ASA 1T{if & L THZITANL 5 LA F T8,
ZOBGICHFREIR 2R L F9, ZOWRPBICE Y, 7=& X Cisco ASA BREV—IRIETH->TH.,
—IROPEHGE NI T D Z EDR3H D T, nconns BENIZAZ UT-0IHABER D& s L. elimit 255X
X static =~ RE7mldnat 2~ RIZFEE SN TCW AR AOIMEEG 2 R L EI,

HRBOE —0Avt—IF, AvtB—201002 L0 & EHICEAN A —N"—o— FE2RLE
T, ZOF—N—m— RE, SYN KE, FIXERO T 7 4 v 7 OFEFIZEOARSEA &
o TWARREMEDSH Y F3, show static 2~ > REFEHA LT, RAEZT 47 7 RLANDY]
I ISR SN TV DTl 2 MEsR L £ 97,

I5—AytE—Y $PIX|ASA-3-201004: Too many UDP connections on {static|xlate}
global_address! udp connections limit

BB UGB O A vy E—U T, 20X yE—VIE, Bshiz/e— L 7 R X
~O UDP ##i BN I K B A T2 8 W CE R ENE T, udp conn limit BEF. A¥T 4 v 7 -
IIERUZFF ] S5 UDP #5t O KT,

HERME show static =~ RE7-lLshownat 2~ REZEHA LT, A¥T 4 v 7 7T KL A~
DEHFITRIN TV D HIRZ MR L E 3, HIRIIEEFRETT,

Cisco Security Appliance YR TAL OF A yt&—
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201005

I5— Ayt—Y $PIX|ASA-3-201005: FTP data connection failed for IP address
IP_address

SHBA Cisco ASA 3. AE Y REDT=8 FTP OF — X i 2 BT 2 - DOREE A2 D4 TH 2
ERTEEHATL,

HRME A€ VEHEZHEO T, EIFERATY ZEALET,

201006

I5— AwtE—Y $PIX|ASA-3-201006: RCMD backconnection failed for
IP _address/port

BB ZHITEFEEORA v E—U T, ZOAyE—UlF, AFYREDD Cisco ASA 73
rsh 2~ NIZxHT 25 EBEER SO0 O 2 FRiEIY T R EAICFERENE T,

HRWRE rsh 27 747 F X—Va U a#B LET, Cisco ASA BHAR—FLTWVDHDIX
Berkeley rsh 7217 T4, A EVHEHEZEO T, FLITWBR AT ZEATH L HLTEET,

201008

I5— AwtE—Y $PIX|ASA-3-201008: The Cisco ASA is disallowing new
connections.

BB COAYyE—UVIXTCP VAT L0l Ay —V 0 T oA X —T7 /I LTH syslog& ¥ —
NIZRETE WA, £ 7203 Cisco ASA Syslog Server  (PFSS) Z{#H LTk Y, Windows NT
VAT LDT 4 AT BRI o TODHEICERINET,

HRIE TCP AT L 0l Avbv—V0 7 %F 4 v—7 /M LET, PFSS 2 LTV 5
BA1X. PFSS O & % Windows NT & 27 I ED A~— 2 &ML £4, & 512, syslog —
NEMEL TR Y, CiscoASA T2 Y — AN BHZEDARA MIping TEXDHZ EEMRLET, KIT,
TCP VAT A Ave—yaX 7B LTNI 74 v 7 &2FFRILET,

201009

I5— Awt—Y  $PIX|ASA-3-201009: TCP connection limit of number for host
IP _address on interface_name exceeded

HE CHIIEREREEORA v —I T, 20X vE—I%, BRENEAZT v T RL
ASDEERE DI KRB Z T2 A R R SIVE T, number E¥E. IP_address Z2E TR S
72 A M EN TV A ERBO R KT,

HIRME show static =~ FB X Wshownat 2~ REFEH LT, 7 RLA~DOEEGGICHE X
NTWBHIRZ#ER L ET, HIRITREEETY,

Cisco Security Appliance Y X TAL OF A yt&—Y
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201010

I5— Aw+E—Y %PIX|ASA-3-201010: Embryonic connection limit exceeded
econns/limit for dir packet from source address/source port to dest _address/dest port on
interface interface name

BBA TCPHERiAMEL L LD &L, hT 74w I T AR LT
set connection embryonic-conn-max MPC =1~ > R Ci%E X T2 WIHIEE O HIRR % 4 2 7= 7=
DIZRLE L,

e econns : XELIZNT 7 4 v 7T ABEEMT LTV D AIIBR OBE DK,

o limit : FRE LIZOHESRDO N T T 1 v 7 7T ZOHIR

o dir:
input : e & BlAG L7 i1 D /8w MdA & —7 = A R interface_name D ANT)/™r
s T,

output : Bt & BRI L 72D /X7 MEA X — 7 = A R interface_name LD 137 v
kT,

* source address/source port : HfZBAsE L7z RDEEIC IP 7 R L AR L TRE
fFoEAR— 1k,

* dest_address/dest_port : Hifgi A HIa L7/ >y FDFESE 1P 7 N L AR LU ER—
]\O

o interface_name : RV —HIRBIERF SN TNWD A & —T = A 24,
HROLE ~%TT,

202001

IZ5— Ayte—9 $PIX|ASA-3-202001: Out of address translation slots!

BB CNEEEREEO X v —U T, 2O A vE—I%, Cisco ASA IZFEAATREZR T KL &
THaA T v SRR o aICERENET,

HRIOLE o— 0V SN0V A XMl L, WElORy NT—2 7547 ML L
F9, PAT 7 RLUARKLIEIZR Rt bLH 0 3, 003, B EEHROZ A L7 7 FEE

EECLET, 20T — Avt—UiL, ATV ARBNERTRAEIND ALY F£9,
AEVMHELZHDO T2, EIFARTOHIVUTERAE Y ZEAL X,

202005

IS— Ayt—9 $PIX|ASA-3-202005: Non-embryonic in embryonic list
outside address/outside port inside address/inside port

BB CHITEEmEEORA =TT, 20X v —IF, BmA T V27 b (xlate) D3R
72U R MIAS TWDAGEEICERINET,

HIRME  Cisco TAC IZBRIWAEL T I W,

Cisco Security Appliance YR TAL OF A yt&—
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I5— Awt—Y  $PIX|ASA-3-202011: Connection limit exceeded econns/limit for
dir packet from source_address/source_port to dest address/dest port on interface
interface_name

BBl ZOXvb—Uld, TCPE#RIE/ZIZ UDP 5 Bk LE D E L=, b o740 w0 75
A% LT set connection conn-max MPC =~ > R CRE SN TWAEFROHIR B 2 72729012
KA LB ICEREINET,

o econns : XELTZ N T 7 4 7 7T AZBEEAT LN TV D UIHIBER O BRIEDE,
o imit . RE LB O N T T 1 v 7T ZADHIR

e dir:
input : e & BlAG L7 il D /8 MidA & —7 = A R interface_name D ANT)/™r
]\»(\‘ﬁ—a
output : ¥Ee & BRI L7 D /X7 v MEA X —7 = A R interface_name LD 137
]\»(\‘ﬁ—a

* source_address/source_port : ¥t A PG L1237y FOXFEIL 1P T FLABLUEEL
=1,

* dest_address/dest port : BfRE BRI LTc/ T v OSSP 7 KL RAB X U%EHEAR— b,
* interface_name : RV —HIRBIERHF SN TWD A & —T = A 24,
HROLE ~%TT,

IS5— Ayte— $PIX|ASA-3-208005: (function:line num) clear command return
code

BB Cisco ASA D, 79wz AEVHNOay 74 F¥al—arZEELEIYIELEEE
WPl (NS —) 2ZEFELELF, 20X yE—J120F., EY T L—Fr D774
NABELMTEENEGENLTWET,

WEBNE 73—~ ALOFIHENS, TURKANMIIP 777 A FE2BRALBRNE DI
BETHVERNHVET, 203 74 X2l —arOFHE T NFSHERKEEEZONET,
A A ABIOEZALY A X% NFSDOA LV H—T7 24 AMTU L5 LLSHELET,

I5—AytE—Y SPIX|ASA-4-209003: Fragment database limit of number exceeded:
src = source_address, dest = dest address, proto = protocol, id = number

BB BUEEMAN CERF > CVWDIP 7 I AV MBRSZMEET, T 74V R THE, 7772
v P DOEKRERIE 200 T (T E KX < 5121, [ Cisco Security Appliance Command Reference
@ fragment size 2~ FZZSM L T 7ZEVY), Cisco ASA &, [RIFFIZFAHANCTE D IP 7
7 A bOBERIRLES, ZORKICEY, RELR Yy U —2 ZFfF T T Cisco ASA D A
EUPBBTHOR[IEINET, —IZ, 7T T A MeINTE T T v 7 RENT
T4y BEODLTNREIGITIMA D LERH Y £, NI, BEALERT T AL MES
NIehT 7 4927 TéhDNFSover UDP DF y hU =7 BEEDLATY, ZOXATD LT
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7 4 v 7 )5 Cisco ASA Rl THfk S D% £ D Y (2 NFS over TCP Dt 2 #iEt L £97,
7T 7 A MeEBRIZIX, [Cisco Security Appliance Command Reference] @ sysopt connection
tepmss bytes A~ RESR LT EEN,

HRNE —OAvb—VREIEMEEREINDEAIE, DoS K (Vh— b AEHELE) H3itE

ITTLTWAHREERHV FET, VE—F ET7OFHEFZET v T AN =207 031 F—
WIZBBWEEL X0,

209004

IS—Ayte— $PIX|ASA-4-209004: Invalid IP fragment, size = byfes exceeds
maximum size = bytes: src = source_address, dest = dest address, proto = protocol, id =
number

B 1P 7T AL NORHADE S TOETS, FALTELIP /7 FOEFH A X3, B
KETEEY A XD 65,535 /34 hEEATWET,

HRDE RAAASU PPEITL TS AR H Y £T, 2D A v E—UNEIEHERRIN

D%, VE— N ETOFEBREELIEIT v A M) — 20T a g X —ICBHWAEELTEE
Wy,

209005

IZ5— Ayte—9 $PIX|ASA-4-209005: Discard IP fragment set with more than
number elements: src = Too many elements are in a fragment set.

BB CiscoASA L, 24 KV b ZLK DT T T AL NZT T Ay MEERTWD IP STy M &
R LET, #BMIc oW Ti, [Cisco Security Appliance Command Referencell O fragment =~ >/
REZBLTIZE0,

HRDE AL IPETLTCOWDAMBERS Y ET, 20 A v —URg| & RRIN
D%EIE, VE— b ETOEEEEIIT v T AN — A0 T a S X —ICBRWAELES
v\, fragment chain xxx interface_name =~ > RZfEM LT, "7y BTV DT T 7 A MO
EEETEET,

210001

IS5— Ayt—Y  $PIX|ASA-3-210001: LU sw_module name error = number
BB AT — TN Tx— A== =T =R ELE LT,

HIBME Cisco ASARFHD FT 7 4 v 7PN LB LE 20T —N3| & FHRENIGHE
1. CiscoTACIZZ D= T —Z#E L T 7E&,

Cisco Security Appliance YR TAL OF A yt&—
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I5— AwtE—Y $PIX|ASA-3-210002: LU allocate block (bytes) failed.

BB AT — TN T x— A== AT — h T UERE XX 34 Cisco ASA IZIEET
BIODOAEIDOT a7 BEO B THENTEEFATLE,

HEBIE show interface =~ REHH L T 7 z— A —R_— A4 L X —T o4 ABFHIT, *
DEENEFTHDZ L 2R LET, EHIT, showblock =~ FEHEH LT, BEOT v v
7 AV ERNET, BEFHAERT T PR 0ICR>TWARXAEIOT 1 v 7 03t
CiscoASA Y7 b7 xYVu—RLThbhiA® VDT 0y 7 20ELET,

I5— Aw+E—Y $PIX|ASA-3-210003: Unknown LU Object number

B AT — b7V Tz — A== R — F STV Logical Update 7 Y= 7 &
ZELEED, 2O T V27 MEABETEEFATLE, ZHUT, BELZAEY | LANB
B, EIFMOA Ny RRE E Ao TWDAREMERH D FT,

HRNLE o7 —2NFENICLNERINZWVEAIT, AEIFARETY, 20T —NHEEIC
RETHERIT. AT — 7 Tx2— A —_"— Uo7 LAN a2 R LET, =7 —0R
W7 = —NF—— U7 LAN B0 7- O ThRWEEIE, Ao —RNE#EIN TS
Iy NI RERIZELZIELTWRWNLEIDHBILET, BBoTRELEZZ ITA TV
F2R720 D E S HER L E T,

IZ5— Ayte—9 $PIX|ASA-3-210005: LU allocate connection failed

BB AT — TN Tz A== AR IEBICH LW B Y CoOREE A,
Z X, Cisco ASA N FIHEZR RAM AU DNTE A LRV, F2idFE o<z &n
FRE > T D AREMERH Y F5,

HESEALE show memory 2~ K& L C Cisco ASA VAT LADZEEAEY 2F = v 7 LH
FARTRER ATV 2R L £ 7, FIAFHER AT U B20WEEIE, &5 AT Y % Cisco ASA
B FE9,

I5— Awt—Y  $PIX|ASA-3-210006: LU look NAT for [P address failed

B ATF— 7N Tx— b F— =N REZ RSB ETIPT FLAMO NAT 7 v—7F
PR TEERTATLE, 7727 4 7BLXPRZ 314 D Cisco ASA FEENFEEA L TV 7RUWVA]
BEMERH D T,

HWRWE 777 ( 73ET writestandby 2~ > REFH LT, VAT L AEY EAX A
HEEICFEMSEET,
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210007
I5— AwtE—Y $PIX|ASA-3-210007: LU allocate xlate failed
BB AT— b7 T2 A== A (xlate) Amy b La—REEIDETSH LR
TEEHATLE,
HERALE show memory 2=~ REMHH L CTCiscoASA VAT ADZEEAEY 2F = v/ L F|
HATBER AT MR L E T, FIHFTEER AT Y RRWEEIE, SOICWEAETY ZBIILE
‘j‘o
210008
I5— AytE—Y $PIX|ASA-3-210008: LU no xlate for inside address/inside_port
outside_address /outside_port
BBl AT —bF T T o =N OE AT v b (xlate) L a— RO TE EHEA
TLl7z, HEREHRPAEITE EEA,
HRME 777 «( 74EE T writestandby 2~ FEAN LT, VAT A RAEVET V547
e L A Z A HEE L ORI TR S EE T,
210010
I5— Aw+E—Y $PIX|ASA-3-210010: LU make UDP connection for
outside_address : outside_port inside_address :inside_port failed
B ATF— 7N 7= A — =3 UDPHFRICH LWL a— R2HI Y THZ ENTE
FHATL,
HESEALE show memory =~ R&fH L C Cisco ASA VAT LADZEXAE Y 2F = v 7 L F
MARER A Y 2R L ET, FIHWREZR AT R RWGEIE. SOICWEIAEY 2B L
TO
210020

I5— AytE—Y $PIX|ASA-3-210020: LU PAT port port reserve failed

BBl AT — M7 T2 — A — =N FHPOEBEDPAT 7 RLAZEI Y Y THZ ENT
TEH A,

WRIME 7 77 « 7HET writestandby 2~ REAN LT, VAT A ARV ET I 47
HE L AZ A MR L O TR S £,

Cisco Security Appliance YR TAL OF A yt&—
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211001

211003
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I5— AytE—Y  $PIX|ASA-3-210021: LU create static xlate global address ifc
interface_name failed

BBl X5 — N7 Tx— L F—R—REH A v b (xlate) FERRTX EH A,

WRWNE 777 ¢ 74EE T writestandby 2~ > FEZ AN LT, VAT L AEVET VT 47
TEE LA N EE OB TR ST,

I5— AwtE—Y $PIX|ASA-6-210022: LU missed number updates
BBl AT — R T Tzl N3 AF R EERICRE S A L a— Ricy— v
AFEEEONCET, ZELZLVa— RO =7V AFERREZICT v 7T —hahiz b
a— RENEFIES TV DLGE . ZOROERB KON D LHRIN, ZOTT— A yE—
UIEESINET,

HERIME LAN O N2 WEA L, W50 Cisco ASA EBOFIHRIRER AT 2 F = v 7 L
T, AT — h I IUFEREBUIEST DI AEF ) 0R"HDH T L 2R LE T, show failover =
< REFHLT, A7 — b 7VEROT v 7T — FOREEERLET,

I5— AytE—Y $PIX|ASA-3-211001: Memory allocation Error
B RAM 2 A7 L A2 U OFID G TIZRIKLE LT,

MRELE —0OAvb—UR-CHRIEICRETIHAIT. BEL TOTVETA, SHEIHE
DIKEN DAL, Cisco TAC IZBRIWEREL &0,

I5— Ayt—Y SPIX|ASA-3-211003: CPU utilization for number seconds = percent
B X vE—UiE CPUMMENERM 100 R—t > FEBATGAICEKRSNET,

WMRELE DA vb—UR—THHI L ICRETIHAIT. BEL TOETVET A, SHEIHE
DIKEN DAL, Cisco TAC IZBRIWVVEREL &0,

I5— Awt—Y $PIX|ASA-3-212001: Unable to open SNMP channel (UDP port port)
on interface interface number, error code = code

BBl ZAULSNMP A v E—UTCTF, DA vtE—1F, Cisco ASANZ DA LV F—T A Ak
IZdH D SNMP & HL R T —3 3 /5 Cisco ASA [T D SNMP ERAZZETERWZ & E2ME L
F9, ZHUE. Cisco ASA ZNLTA L H—T oA A%&HEMT A SNMP N5 7 ¢ v 71T
A,
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T — a2— R -1 %, CiscoASA WFDA o H—T7 = A Ak LT SNMP kT v AF— k%I
ol b RLET, ZOTT—X, SNMP 37 =V —%Z T ANDE— N EBOMRET
TTIELNTVWAER—NMIEEL LD La—FN LSS ETIAEENHY £+, =
DYt SNMP M+ 25R— M., &BESNMP 7= —HDOF 7 40~ R— T~ (UDP/161)
Uty hERET,

TT— a— R 2%, CiscoASANZEDA X —T = A Ak LTSNMP k7 AKR— k%A
VRTERNSIEZEERLET,

HRWLE 77 v BEPDARNEEIZ, CiscoASA V) Y —AD— &2 FER L Tnb, %
GLip A B —7 A A% LT snmp-server host =2~ > RZF AN LET,

212002

I5— Awvt—Y <PIX|ASA-3-212002: Unable to open SNMP trap channel (UDP port
port) on interface interface number, error code = code

BB ZAUISNMP A v b—TTd, ZDAvEB—T1F, Cisco ASA A3 Cisco ASA /5B Z DA
VE—T 2 A AEIZHDH SNMPEH AT — g9 VITESDSNMP b T v FEHF[ETEXRND
ZHELET, TN, Cisco ASA ZNLTA v F—T =1 A%&@ET5SNMP FF 7 4 v 7
B L FEHA,

T T — a— K -11%, Cisco ASANZFDA L H—T = A ATk LTSNMP kT AR— k& BT
hol-Z t&E R LET,

TT— a— R 2%, CiscoASANZEDA X —T A Ak LTSNMP b7 AKR— k&3 A
VRTERMNoTEZIEERLET,

HRWLE 77 v BEPDARNE X, Cisco ASA V) Y —AD— &2 FER L Tnb, &
G Lipb A B —7 A AIZ% LT snmp-server host =2~ > RZH AN LET,

212003

IS— Aytk—v $PIX|ASA-3-212003: Unable to receive an SNMP request on
interface interface_number, error code = code, will try again.

BB “HUISNMP A vE—U T, ZDRA v Ee—UF B ENT-A v % —7 =1 A _® Cisco
ASA 1]} ® SNMP E R &2 ZETHEONBT T —NFRK TR RINET,

HEIZAME AETJ, Cisco ASASNMP =— 3 = > MITEIZRE - THR D SNMP ERk %55 £ 9,

212004

I5— AwtE—Y $PIX|ASA-3-212004: Unable to send an SNMP response to IP
Address IP_address Port port interface interface_number, error code = code

BB NI SNMP XA v b—U T, ZORAvEv—iE, FBREnA v 2 —T7 =14 2 EDFE
i 372 A MIZ Cisco ASA 7> 5 SNMP & X ET DO 7 — RN TR REINE

o

HRLE 2T
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212005
I5— AytE—Y  $PIX|ASA-3-212005: incoming SNMP request (number bytes) on
interface interface name exceeds data buffer size, discarding this SNMP request.
BBl ZAULXSNMP A v E—UTY, ZDOR vE—IF, %15 SNMP A vtE—, 2% Y Cisco
ASA 2T B BEROR S A3, NELELRICEOR 2 9~ 2 72 DI S o N T — &
Ny 77 DFA R (51234 b) B2 TNDHIEEHELET, Cisco ASA 1L 2 DER A LEE
TEFERHA, ZORMIT. A v Z—T = A A%fHEH LT Cisco ASA Zi@i#T 5 SNMP F 7 7 ¢ v
I LEE A,
HRQE SNMP HFHAT — v g VICRSOEWESR A FRE ST ET, L xid 1 DOER
THEDO MIB EHIC 7 =) —%FTT 50 TIER< 1 DOERT 1 2D MIB B DI =
U—%2FT42E21CLET, SNMP v R—Vy Y7 bo=T0Dary74F¥alb—varnfE
IERMEZ R DAt b & Y 4,
212006
I5— Aw+t—Y  $PIX|ASA-3-212006: Dropping SNMP request from
source_address /source_port to interface_name :dest_address/dest_port because: reason.
BB ZHULSNMP A v =TT, ZORA vV T ABRROIHN S L DT A
Z D SNMP BLR 2 BT E RN RICFER R ENE T,
e snmp-server N7 4 B—T T Ho T D
e SNMPv3 N HAR— T
H#ESEME  snmp-server enable =~ > REF{TL T, SNMP 7 —E U BHAAEND Z & 2R
LET, T30 ADRMLIET 5 D1k, SNMPvl 737 > h 38 L TUVSNMPv2e /3% v R 21T T,
213001
I5— Awyt—Y $PIX|ASA-3-213001: PPTP control daemon socket io string, errno
= number.
BBA NESTCP Y 7w R /O =T —03 %A LE Lz,
HESEAE  Cisco TAC IZBRIVWAEL &,
213002
IS5— A wt—o %PIX|ASA—3—213002: PPTP tunnel hashtable insert failed, peer
= IP _address .
FREA BT LW PPTP b RV DAERRTIC, WY 7 b U =7 =7 =3 AELE LT,
HRME Cisco TAC IZBIWAEL &,
Cisco Security Appliance Y X TAL OF A yt&—Y
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213003
I5— AvytE—Y SPIX|ASA-3-213003: PPP virtual interface interface_number isn't
opened.
$EA PPPAHA v H—T = A AD 7 m =P, WEY 7 bY =7 =7 —=MEELE L,
HERIE  Cisco TAC ICBRIWAELZE N,
213004
IS5— Awt—Y PIX|ASA-3-213004: PPP virtual interface interface number client
ip allocation failed.
BBl IP7 RLAZPPTP 7 74 7 MZEID BT TOVOMICHNEY 7 bo =7 =7 =054
LE L7,
HRWME —Ox5—%, IPe—Hh/L 7 FLRA F— 08 LA 4E LET, ip local
pool Z< > REMAL T, EHICKEVWS—LEEY L TEHZ LEMRFLET,
214001
I5—AvyE—Y <PIX|ASA-2-214001: Terminating manager session from IP_address
on interface interface_name. Reason: incoming encrypted data (number bytes) longer
than number bytes
§RBA  Cisco ASA HHAR— MATOFEM LT —% 7y ME, 7y hEBMERINZ L
REBLTWDLZEERLET, ZIUTERSA X FOHERH Y £7°, Cisco ASA X, 27256
(OB A T LET,
HERME PN Cisco Secure Policy Manager (8-> CHltA SN/ Z L 2B L E T,
215001
I5— AwtE—Y $PIX|ASA-2-215001:Bad route compress() call, sdb= number
HEA N Y 7 ho=T7 =5 —RNRELELE,
HERIE  Cisco TAC ICBRIWAELZE N,
217001

IS5— Ayt—Y  $PIX|ASA-2-217001: No memory for string in string
BB AU RRPREETEEN R £ LT,
HROLE +HoRATYNMEETLIHAE, =7 — Avk—Yhkat—L, ar7 4 Fal—

TarBIORIOTT—OREIIR ST A X2 NOEEM & —#E1Z Cisco TAC IZEF L TL P&
AN
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216002
I5— AytE—Y PIX|ASA-3-216002: Unexpected event (major: major_id , minor:
minor_id) received by task string in function at line: line_num
BB CORyE—UE X RTBRARY MBEICBER LT, £ DX AT BRFEDA N2 N
WETERWGAICRRAINET, BHTEDLARU ML, Fa—\, 7TV, X A~v—
P—E R EICEEMST O TNDA R IREENE T, BRI TWVDHA XY FOWT il
PRBELTGS, A7V a—J 3 A7 2HEBL AR 2R LET, 20X yE—
DI THILZRWA NS RN X R 2 BEE) LTZDT, ¥ AT REDA N F ORI %R
WL TRV RIZERSNET,
AN FBRRLBDEFIZRS>TVDEE, ZOA XV MBI A7 2R EE) L TR S
NTWDZEZMERLETN, ZHIUIEFREBTIIRAL TERLRWVWIETY, TORAy
B URERINTEGE, BT LERy 7 ZABMEMATE RV E W) BRTIEZAR L, RENRAE
L, AETLOVLENHDLZEEZEHRLTHET,
major_id : A~ FEEBIT
minor_id : A~ MEBIF
task_string : X A7 BAG B ZRIET A1 DICBRI IO AL L AN T
Sunction : THI L2\ A N N &2 52(F LT HEGE
line_ num : 21— RHEOITEHE
HENE —75— Avb—Vhatbt—L, ar74Xal—varBIRIOTT—DHRMIC
ol A Xy N OFERM & —#EIZ Cisco TAC 12T L TL 280,
216003

I5— AwtE—Y  $PIX|ASA-3-216003: Unrecognized timer timer ptr , timer id
received by task string in function at line: line num

BB ZoAyE—UIE PHILRWIA~Y— ARV IRZ AT EFEBL, ¥ A7 NEDA
Ry MO G EEBHR L T WERICERSINET, ¥ AT, —HOX A v— - R
BAT Y a—TIBERTEET, A ~—DOWTHPRHIIR TIZRoT2HmEG, ATV a—7
TEZ A E/EBLTT 7 a v &237LET, 20Xy =, BETERNWEA~v— A
R ML TH A PHREB SNIIGAITERINET,

R TS/ oo A ~—1F, X A7 BPRUHEOF FIZR-oTWBEE, BUIhDZ Ll #
A7 HTHEE L TSN TN Z E2RLETHS, ZHEFEELVWZ LTELY A,
CHUTEFRRETIIREL IR LRV ETT, ZOA Yy E—URRRENTZGE, LT L
bRy 7 ZAPMERTERNE NI R TIIZRLS, MENREL, HETLILEN DS L Z L2 E
L CTWET,

timer_ptr: A < —~DRA L Z

timer_id : % A <~ —i%nl 1

task_string : X A7 BNASBH ZRBT H1-OICER S GV AZ L AN T

Sunction : T L7200 A X2k E5SZ2AF LT EE

line_num : 21— R OITH S

HRENE 75— Ay bv—Vhabt—L, a7 4Xal—alryBLUOI0OT T —DORMIC
Rol-A Xy FDOFEM & —#E1T Cisco TAC IZEAF L TL &,
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302003

302004

302009

ZDOIETIE, 302003 725 326028 FTHO R v E—UIZHOWTHHLET,

I5—Ayt—Y PIX|ASA-6-302003: Built H245 connection for foreign address
outside_address /outside port local address inside address/inside_port

BBl ZHIIBRBIEDO X =TT, 2D X v—UlE, H.245 $E5E 08 outside_address 5> 5
inside_address \ZIMT CHIAS N TV A G BRICRRENE T, ZOA v E—VURRET LD,
Cisco ASA 73 Intel £ > % —% v NEFEOHEHAZMRH LIZHE7Z TT, SMHBA— M. Cisco
ASA SN D DEEFIC L FERENER A, B—hb R— ME (NESR— ) 1. NERA >~
A —7 = A ATHMINTEFRIC LR RINEREA,

HERDE 1T,

I5— Aw+E—Y SPIX|ASA-6-302004: Pre-allocate H323 UDP backconnection for
foreign address outside_address/outside_port to local_ address inside_address/inside port

BEA CAUEEERBIED X v — U TT, ZO X v E—UE, H323 UDP Ny 7 Hfie it v — AL
7 RV A (inside_address) 7»HAMET KL A (outside_address) \ZHAIEID B TINTWDHEHE
WCERREINET, ZDORA v —UNRAETDHDIE, Cisco ASA 23 Intel A > X —% v MNEFHFOME
Az LA 0 T, AR — 1 (outside_port) 1%, Cisco ASA FMEBDN D DEEGEIZ L
IRENFERAL, —H)V AR— MA (inside port) 1T, WA > ¥ —7 = A A TR S I T$E
B LR RINETE A,

HRWE 2T

I5— AytE—Y $PIX|ASA-6-302009: Rebuilt TCP connection number for
foreign address outside_address/outside_port global address global address/global port
local address inside_address/inside_port

BB RO A v =P T, ZOA v =V, 7= —bA— N1 TCP Hit
DML SN RICER RSN E T, BT > MEAHFM Cisco ASA IZEFE I NFEH A,
outside_address IP 7 N L A ISR A N TH Y | global_address 1P 7 RV A 3EEF=2V T 4 L
SNDAE =T oA A LDOTa— L T RUATHY | inside_address IP 7 KL AL EEFx o
U7 4 LRADA B —T A A LD Cisco ASA D [H#ICH D] m—A/VIP T RLATY,

HRERE 1~ETT,
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302010
I5— AwtE—Y  $PIX|ASA-6-302010: connections in use, connections most used
BB CHUEEERBSEO A v e—UTF, 20X vE—IE, TCP FEHAFH SN RICE R
SIVET, connections ITHEREDELTT,
HRUE F~ETT,
302012
IS5— Ayt—Y  $PIX|ASA-6-302012: Pre-allocate H225 Call Signalling
Connection for faddr [P address/port to laddr IP_address
BB H.225 “IRT ¥ R VTR D S T AT,
HREDE 1~ETT,
302013
I5— AwtE—Y  $PIX|ASA-6-302013: Built {inbound|outbound} TCP connection_id
for interface:real-address/real-port (mapped-address/mapped-port) to interface:real-address /real-port
(mapped-address/mapped-port) [ (user) ]
B 2 SOFE X MEOD TCP #f A v MBS E LT,
e connection_id I%. [EH OB T,
* interface. real-address. real-port 1%, EBED Y rv NERELET,
* mapped-address, mapped-port X, v~ v T INTY Ty NERELET,
o user [, =—HD AAA DLEITT,
inbound 2N FR EN TV D HE, TTORIBERERLIMBO LM S TVET, 72 & F, FTP O
Y. JTTOHIEHT ¥ RANEE THIUL, TXTOT —H KT ¥ F2/VITHEE TT . outbound
WFERSNTWDEE, TORIEER I SBRMG S THWET,
HRUE F~ETT,
302014

I5— AytE—Y  $PIX|ASA-6-302014: Teardown TCP connection id for
interface:real-address/real-port to interface:real-address/real-port duration hh:mm:ss bytes bytes
[reason] [ (user)]

SEA 2 DDA A FHO TCP EREVHIBRS N E LT, A vE—VOEITRO LEBY T,
e connection id |%, [EA ORI Td,
o interface. real-address. real-port1%. EWED Vv b aREELET,
* duration %, HHEDTA T Z A LTT,
o bytes X, B OT —HHEREETT,
o userlE, T—FD AAA DAFITY,
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reason BT, BEHR AR T IV DA77 a v R LET, reason BT, £2-2 ITr&ETW
5 TCP & TORKD 1 >BRES N TNET,

%22 TCPRTODRHE

REA

St BA

Conn-timeout

BERIT.RESNTWDET A KV Z A LT 0 LD b RRRH
TA RLVTHoT-T2OK T LE L,

Deny Terminate

Ju—ix, 7V =y a sl o TR TENE LT

FIN Timeout

B ACK % 10 oM L%, £/-i3—7 27 —X %
A LT NEDOREFET,

Flow closed by inspection

To—%, MBI LS TR TENE L,

Flow terminated by IPS 7a—I., IPSICLoTHRTENE L,
Flow reset by IPS Zo—%, IPSICk-oTV kY hENFE LT,
Invalid SYN SYN /34w N,

Idle Timeout

BtlE, 2 A LT U MEL D bREHT A FLTHoT2/e®
A LT RMLEL,

IPS fail-close

Zo—iX, IPSH—KOXZ T Do TENE LT,

SYN Control

BTN S DNy 7 F v 2 IVERA,

SYN Timeout

3V =AY Rz 7 DET %& 2 53 W L T2tk O 54
TO

TCP bad retransmission

ARE TCP N RN CERIIK T LE LT,

TCP FINs E#pra—X B —hr A,
TCP Invalid SYN 572 TCP SYN 2347+ b,

TCP Reset-I NE»o Yy hEhE LT,

TCP Reset-O N6y havE Lz,

TCP segment partial overlap

HOHICEET 287 A MR LE LT,

TCP unexpected window size variation

TCP 7 4 > R YA RZEIMN S D= DBRITHETLEL
77,

Tunnel has been torn down

R AR E T L TWATD, 7a—3KTLELE,

Unauth Deny URL 7 4 M ZIC KD HEGREIE LT,
Unknown FOMDOEFELT T —,
Xlate Clear a< F7A4 HIBR

HREDE 1~ETT,

302015

IZ— Ayt—9Y

$PIX|ASA-6-302015: Built {inbound|outbound} UDP connection

number for interface name:real_address/real_port (mapped_address/mapped port) to

interface_name:real_address/real_port (mapped_address/mapped_port)

[ (user) ]

BB 2 SDOF A MME D UDP #ifi A v hAMERSNE LTz, A vE—YOEITKOLEEBY T

D

e connection number : [EH DT,

* interface, real _address, real port : FEEED V5 K,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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*  mapped_address/mapped port : ¥~ v ¥ T INTNWDH YT v K,
o user: T—HWD AAA DAHI T,

inbound NFE/RINTWBEA, TTOHEBEG I/ OIS TWET, =& 2L, UDP
DA TTORIET v FUNBETHIL, TR TOF — FHEET ¥ 3 /UILE(E TT . outbound
DFERINTWDIEHE, JTEORBEER TN SRS TWET,

HRLE F2ZTT,

302016
I5— AwtE—Y  $PIX|ASA-6-302016: Teardown UDP connection number for
interface:real-address/real-port to interface:real-address/real-port duration hh:mm:ss bytes bytes
[ (user)]
BB 2 SOAA NHO UDP A v v EDRIBRSNE LT, Ay E—VOEITRO LB T
—a’-‘o
* connection number |X, —RE DB T,
* interface, real_address, real port %, FEEED YV 5> N TT,
o timeld, BELDOT A T FA LTT,
o bytes X, B OT —HEREETT,
* connection id I%, [EA DR TI,
» nterface, real address, real port 1%, EFED Y rv h T,
o duration 1%, ¥ D T A 7 XA LT,
o bytes X, B OT —HHEREETT,
o user T, —H D AAA DLH[ITTT,
HRDLE ~ETT,
302017

I5— AwtE—Y  $PIX|ASA-6-302017: Built {inbound|outbound}
GRE connection id from

interface:real_address (translated _address) to
interface:real_address/real cid

(translated_address/translated _cid) [ (user)

fHBA 2 DDA A ME D GRE#ft A 12 v FAMER S AVE U e, id 1. [E A OB C 7, interface.,
real_address, real _cid % 7 )Vid, 22D F L w7 APPTPGRE A U —ALD 5 HE0D 1 D&EF
ELET, M X O translated address., translated cid % 7" /Vix, NAT CE#: S N E % FFE
LET,

inbound PRSIV TWDIGA, BRIIEEIZTITHEHTE ET, outhound NERIN TN DY
B BIIRELTIHENTEET, Ay E—YOEITKkD LB TT,

o id: BERE@ANT SO EOFE G,

 inbound : HiliEEEEILHE(E PPTP GRE 7 = —H T,

* outbound : filflH#tI3 %15 PPTP GRE 7 m — 1 T,

e interface name : { X —7 = A A4,
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* real _address : FEEEDHRA D IPT LA,
s real_cid : ZEHE N TIRWEHRLD call-ID,
 translated address : ZE¥Ht D IP 7 KL A,
e translated cid : K S i-a—,

* user : AAA D —HF4,

HROE —NXHHRA Y-V T,

302018

I5— AytE—Y  $PIX|ASA-6-302018: Teardown GRE connection id from
interface:real_address (translated _address) to

interface:real_address/real cid

(translated_address/translated_cid)

duration hh:mm:ss bytes bytes [ (user)]

B 2 >DOFR A MED GRE 8t A 1 v N3HIBREIVE LTz, interface, real address., real port
XTI, EEO Yy NERFELET, Duration 13, BHROTA T XA DRI NET,
A=Y DOEITIRO LB TT,

o id: YR EHINT DD D—EDEF,

o interface : A VX — T = A A4,

* real address : EFEDRANDIP T R A&,

o real_port : EFEDRA FDKR— M7,

o hh:mm:ss WGy B OTEO K],

» bytes : GRE & v ¥ = > Tliak S1U72 PPP /XA F D¥L,
o reason : HERIHE T SR,

o user : AAA D—H4,

HROLE —3EHA v v—2 T,

302019

I5— Awt—Y  $PIX|ASA-3-302019: H.323 library name ASN Library failed to
initialize, error code number

EBA  Cisco ASA 28 H323 A v —YDF a— R+ oSN ASN T4 75 U o4
LIz B UE L7z, Cisco ASA 1TRIFET S H323 N7y NETa— Ryl d ¢ 49 A, Cisco
ASA IZ, MHEEEZMATICHI2 N7y FABIEBTELLHICLET, RO H323 A vE—
UNEFETDHE, CiscoASA T TA T TV ZH/EINHELLL Y & LET,

HRILE —OAvE—UREBEEDT A 75 VICx L CEKRER SN DA 1E, Cisco TAC I35
FWAED S 2, T _XTChud Avt— (XA LARAXTRPEREE L) 2B LT
éb\o
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302020
I5— AyE—Y $PIX|ASA-6-302020: Built {in | out}bound ICMP connection for
faddr {faddr | icwp_ seq num} gaddr {gaddr | cmp type} laddr laddr
#%88  fixup protocol icmp =~ > REFH L TAT— K7V ICMP # A X —7 MZ LT & &FIT,
ICMP vy ayN7y7—A K NATHSLINE LT,
ERNE FECT
302021
I5— AwtE—Y  $PIX|ASA-6-302021: Teardown ICMP connection for faddr {faddr
| icmp seq num} gaddr {gaddr | cmp type} laddr laddr
#2BA  fixup protocol icmp =~ > FEMiH L CTAT— K 7/VICMP % A x—7 MZ LIz & X2,
ICMP v ¥ ayBN7 7 —A K NATHIBRSNE LT,
HRLE T,
302302
I5— AwtE—Y $PIX|ASA-3-302302: ACL = deny; no sa created
BBl IPSec u X TN IRV Y FTYT, FIT—FLESADTaFxy RA NI, deny
access-list 2~ N AR Y U —IZxf G LET,
HEBME = 7 Fa2l—T 3O access-list I~ NXEERLET, ©F7 OFILE I
NEELIZEN,
303002
IS5— AvtE—Y $PIX|ASA-6-303002: source address {Stored|Retrieved} dest address:
mapped_address
BBl ZAULFTP/URL A v E—YCTH, 2D A v —UE $RM S 7ok 2 FAME S a7z FTP
YA MO T—F M EITRGEL LD & LG AICERESET,
HELE 2T,
303003
I5—Ayt—Y $PIX|ASA-6-303003: FTP cmd name command denied - failed strict
inspection, terminating connection from Source_interface:source_address/source_port to
dest _interface : dest_address/dest_port
BB DA yE—UE FIP R 7 7 4 v 7 ICHERREZHA L TO D 5EAIcER S ET,
UL, FTP Bk~ K73 ftp-map 2~ 2 RS OEHE 72 FTP AR Y O —I2 L » THEA S
NIEHBICR R ESNET,
HRELE 2T,
Cisco Security Appliance Y X TAL OF A yt&—Y
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303004

304001

304002

304003

304004

IS5— AvyE—Y $PIX|ASA-5-303004: FTP cmd string command unsupported - failed
strict inspection, terminating connection from
source_interface : source_address/source_port to dest_interface:dest_address/dest _interface

HEBA oA vv—UiE FTP b7 7 4 v 7 IZEE 7 FTP BMEZHEH L TWAEAICFE R EN
F9, ZAE, FTP B3R A v b —URBEICEREIN 2V a~y FEEA TV AHAICE RS
nEd,

HRWLE 2T,

I5— AytE—Y  $PIX|ASA-5-304001: user source address Accessed {JAVA URL|URL}
dest_address: url.

BB ZHIXFTP/URL A vk —IT9, ZO0OAvE®—F, HERENEAA MR ERHEN
URLIZTZ7E®AL LD & LA RENE T,

HRDE 1T,

I5— AvytE—Y $PIX|ASA-5-304002: Access denied URL chars SRC IP_address DEST
IP address: chars

B AL FTP/URL A vt —T9, Z0OAvE—IF, BELT RLAMSIER I
URL £7I1ZFTP YA F DT 7 EABES SNTF-BAICRTEINET,

HRLE FECT,

I5— AwtE—Y $PIX|ASA-3-304003: URL Server IP address timed out URL url

BB URL ¥ — % A AT Mo TWET,
HROE ~ETT,

I5— Aw+tE—  $PIX|ASA-6-304004: URL Server IP address request failed URL url

Bl ZHULXFTP/URL A v&—YT9, 2D A vtE—1%, Websense Vr— SEERMN I L 7255
HlcFrEsnEt,

HELE 2 TT,
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304005
I5—AvyE—Y $PIX|ASA-7-304005: URL Server IP_address request pending URL url
B0 ZJUXFTP/URL A vt —UT9, ZDA vtE—1E, Websense B — S8Rk 2MEE 1 D3
BlCFRENET,
HERME 1~ T,
304006
IS5— Ayt—Y  $PIX|ASA-3-304006: URL Server IP address not responding
§BA iUl FTP/URL X v & —T9, Websense — NI 7 7 A2 CT& £H A, Cisco
ASA 1Z. Websense b — 3034 2 b — /L ENTWBEKME— DV —_ThHh BEEILFEV— T, £
7T OV — "R3B B GEEERO— N, TI7EALLY ELET,
#EROE T,
304007
I5— Ayt—Y  $PIX|ASA-2-304007: URL Server IP address not responding,
ENTERING ALLOW mode.
BBl XX FTP/URL A v —YT9, ZDA vE—IF, filter 2~ RO allow 473 2
A L. Websense 1 — X Lo TSI E RINE T, Cisco ASA X, P— 03l
HATERWT_RTO Web BERN 7 4 L2 ) o FEPICHE T DL 91T LET,
HERME 1~ T,
304008
IS5— Ayt—Y  $PIX|ASA-2-304008: LEAVING ALLOW mode, URL Server is up.
BBl XX FTP/URL A v —YT9, ZDRA vE—UF, filter 2~ RO allow 473 2
ZfH L. Cisco ASA 23 LARNIISE L7 Do 72 Websense P — 3B IRE A v —T %% T Hi -
THRICEREINE T, ZOREA =125V Cisco ASA 13 exits the allow E— K& T L
F9, ZNTURL 7 4 V& UV THEENRTF A XA — 7 W72 0 7,
HERME 1~ T,
304009

IS— Ayt—2 $PIX|ASA-7-304009: Ran out of buffer blocks specified by
url-block command

BBl URLMEEE ANy 77 7o v 7 BNEEEEVEY £ LT,

HEZME  url-block block block size 2~ REAJJL T, Ny Ty Ty 7 A XA&EELE
j—o
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305005

I5— Ayt—Y $PIX|ASA-3-305005: No translation group found for protocol
src interface_name:dest_address/dest _port dst interface name :source_address/source_port

5B Ay MR EDOFREnat 2 FHEAIE S —FH L EH AL

HRLE —oAvE—VEFar7 s F¥al—rary oT7—%RLET, B#EILHRA MIFA
FI v I NATHAZEE LWEAIT. nat I~ RREETLIP 7T RL A E—HT 52 L 2R L =E
T, BETLHRAMIAZT 4 v 7 NAT BNEFE LWEAIL, static =2~ > FOr—h/LIPT KL
AN—ETHZ L AR LET, HEILARA MINAT A2 E L AWEAIE. NAT 0 ACL IZ
NA LV RENTWA ACL # R L £,

305006

IS5—AyE—Y $PIX|ASA-3-305006: {outbound static|identity|portmap|regular)
translation creation failed for protocol src interface_name:source_address/source_port dst
interface_name:dest_address/dest_port

BB o k=L (UDP, TCP., F£7-1Z ICMP) 7\ Cisco ASA F&H TEHZERR TE EHATL
727 TODAvE—TF, Xy hU—7 T RLVRAEZEIT e —REF ¥ X b 7 KL RIZMIT T8
47 b % Cisco ASA SFFA] LRV L 9 B3k L 72 %845 CSCdr0063 (x4 ikt E2 b E
9, Cisco ASA I, static 2~ RIXTHRINIEIMNEINDT RLRARZKHLTZOF = v 7 %17
WET, THEICEY, BEFMT 74 v 7Tk LT CiscoASA 1L, Xy FU—27 7T RLRAEIX
Tu—FXy A h T RLUREFEESNT5EIP T KL AOEHBAIELR LET,

Cisco ASA 1Z, T XTDICMP X v&— XA FICPAT AT 25D Tid/e <, ICMP =2 —
Ctxa—fE Ry b (XA 78 L 0) IZBY PAT #@A L9, KT, ICMP =a—F 7%
T a—SESIT A, PAT xlate Z/ELET, L7z -> T, D ICMP A v & — XA TR
FEINDEE, VAT LA S A yE— 305006 B SVET (Cisco ASA FT),

Cisco ASA 1. BREH A static 2~ RXD T o — )L IP L~ A7 ZFHLT, EHEIPT KL
A%, Fy hT—=27 IPT7 RLAFHEF 7 —RFRXxy A RIP T RLAEXBILET, Fa—nN
JWIPT RUAR, —ETIHXy NT— v~ A7 2HOFWety NI —2 7T RLATH DL
A, Cisco ASA ITERE 7Yy hOFX Y hU—Z IPT RLAELEFITa—FE¥ A MIP T FL
AlZxt U CEBAEER LEH A,

W 2R LET,
static (inside,outside) 10.2.2.128 10.1.1.128 netmask 255.255.255.128

Ja—s 0 7 KU A 1022128 3%y FT—27 7 RLRAE L TUSEEN, 1022255 77—
FE¥Fx A 7 RLRELTUSESNET, BAFOZLEN 72V EE Cisco ASA 1%, 10.2.2.128 F
720X 1022255 T OFERERR7 v bEHEEL T, ThET AT A Y A obe—VIlidHEkL E
j—o

HOLWIP AR MNP THLIGE. VT Ry N AZT 4 v 7 OERNIAA N v A7 % 605
D static T~ NXERE L FET (static =2~ > LR D HPDO—FBIRA) KD AXT (>
27 TlE. Cisco ASA AR AR 7 RL AL LT 1022128 IZISE L £,

static (inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.255

static (inside,outside) 10.2.2.128 10.2.2.128 netmask 255.255.255.128

UL DO LWIP T FLREZEHORNIARR FTHIBEND R T 74 v 712> TERENR S
FREMEN H Y 9, Cisco ASA TRy hU—Z IP 7 FLRAEIZT7T e —RF¥ A NPT KU
AEBEHELEY TRy N RET 47 a7 4 FXal—arEZHFORRANIP LARRTO
T, WHOD static A~ RXDFRy hU—27 7 RLAEHIIFR U THILERH D £,

HRLE F2ZTT,
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305007

I5— AwtE—Y  $PIX|ASA-6-305007: addrpool free(): Orphan IP IP_address on
interface interface number

SEA  Cisco ASA 23, HHOHDZ a— )L F— )L THROTONAWT RLAZE#HL LS L LE
L7z, CiscoASA L., 7 RLUADHIBRINTWAD E LT, BEREEFELET,

HEREDE 1~ETT,

305008

I5— AwtE—Y $PIX|ASA-3-305008: Free unallocated global IP address.

B8 Cisco ASA I —XF VT, BB TornTWaansZe— UL IP 7 RUREMKLTT Kb
A T=NVIRZEIE LI EIC, REAREZRHBLE L, ZOREIREEIX, Cisco ASA 23
AT — KT T2 )V —_— %y T v T EZITH T, —EOWNERIRENT 7 7 ¢ 7 HEE L
A NAMEE L ORI TCHREMICEH L DR WERICRAET DN D £3, ZoRiE
WSR2 b o T, RFEAESICEELET,

HRILE —0Xvb—UN3|EEEFRRENDIEEIL. Cisco TAC I Z DIREZRE L T2
X,

305009

I5— AytE—Y $PIX|ASA-6-305009: Built {dynamic|static} translation from
interface_name [ (acl-name) ] :real_address to interface name:mapped_address

HEA 7T RLAEHAT Y FAMERESNE LT, Aoy ME, g—h NG 7o — Al %
fEX7 FLRAEEBRLET, HIZ, Ay M, Z7a— il e —h W llZsie 7 R A
EEHLUET,

HRWLE 2T,

305010

I5—FyHE—Y SPIX|ASA-6-305010: Teardown {dynamic|static} translation from
interface_name:real_address to interface_name:mapped_address duration time

BB 7 RLALHAE » RAHIBRS LR LT,
HRME 1~ZTT,

Cisco Security Appliance Y X TAL OF A yt&—Y
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305011
I5— AwtE—Y $PIX|ASA-6-305011: Built {dynamic|static} {TCP|UDP|ICMP}
translation from interface_name:real address/real_port to
interface_name:mapped_address/mapped_port
BB TCP, UDP, £7Z/XICMP 7 RLAZHRA Ry hAMERSNE LIz, ARy ML, 7—7
ME 7 e — SV ANSIAE L Y 7y P EZEBRLET, #I2, Ay MI, 78— ULl b
o= VNZSEE Y oy R R R L ET,
HRWLE 2T,
305012
I5— AytE—Y SPIX|ASA-6-305012: Teardown {dynamic|static} {TCP|UDP|ICMP}
translation from inferface name [ (acl-name)] :real address/{real port|real ICMP ID}to
interface_name:mapped_address/{ mapped_port|mapped ICMP_ID} duration time
BB 7 RL ALy RAHIBRS LR LT,
HRWLE 2T,
308001
I5— AwytE—Y $PIX|ASA-6-308001: console enable password incorrect for
number tries (from IP_address)
B U Cisco ASA EHEA v &=V TH, ZORA v E—VIE, FiEE— FICA S T2dIz2—
PRNRAYT — REdEh SN2 mE7Z T8> TAD LIERICFR RS E T, B RERATRENE 3 [
v(\“é—‘()
HRME ~2U—-FEHERL, FERITLET,
308002

I5— AytE—Y $PIX|ASA-4-308002: static global address inside address netmask
netmask overlapped with global address inside_address

A 1 D FEITEED static 2~ FXD IP 7 RUANREB L TWET, global address 13K
X274 LNV DA L E—T 2 A A LEOT RVATHAHTa—)LV T RLATHY,
inside_address (3mEX 2V T 4 LRXALDA U E—T 2 A A LOT RLATHLa—HN T R
VAT,

HEBRME  show static =~ REFHAL T 74 Fal— a0 static =2~ R EFR
L. E\BHL WD a~vr FEEIELET, &b —RUREHIZ, 1011072 5Dy hU—27 T

KL Z2ZE LT, Bl static =<2 K T10.1.1.5 2 EFORPEANICH BE A M EFRET 256
WCRAELET,
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311001

I5— AytE—Y $PIX|ASA-6-311001: LU loading standby start

HBH A X /31 Cisco ASA M WINZA Y TA NI DEXIT AT — N7V 72— )b A —/3—
T 7T — MEBRMN A X 3 Cisco ASA IZIEEENE Lo,

HREDE 1~ETT,

311002

IS5— Ayt—Y  $PIX|ASA-6-311002: LU loading standby end

BB AT —h7 T2 F == Ty 7T — MR, ALK /3 Cisco ASA ~DEIF %
fFlELE L7z,

HRELE 2T,

311003

IZ5— Ayte—9 $PIX|ASA-6-311003: LU recv thread up
BB Ty 7T — MYEIREN AL LA Cisco ASA BRI SE LT,

HRLE 2T

311004

IS— Ayte—

BB COAYE—VIE AT NIV T ==L A== T v 7T — b RAH /31 Cisco ASA
ICRE SNABAICRTINET,

ERDE 1T,

$PIX|ASA-6-311004: LU xmit thread up

312001

I5— AwtE—Y $PIX|ASA-6-312001: RIP hdr failed from IP_address: cmd=string,
version=number domains=string on interface interface_name

SIBH  Cisco ASA DISELUSN DAL —L gy a— FEHORIPAvE—VUEZEL A vE—
VIEZDA U E—T 2 A ATTRENDZ NNV a v FEHEIIRRDEZZE2FD, V=T 47
KA Dz FNYIFZFEERTLT .

HRINE “NIIEHRA v E—T T2, B RIP 2EE A Cisco ASA Li@fET AL HIZIELL
REINTWRWZ L2 RTAREELH Y 5,

[ oL-3938-02-J
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313001

I5— AytE—Y  $PIX|ASA-3-313001: Denied ICMP type=number, code=code from
IP address on interface interface name

BBA iemp =~ F&T7 78R VA LEHKIMEHT LG, B KLz MY RFFA=
Y RUTHNIE, £OICMP X7 v MILER T SNET, HOIC—FH Lz Y RER
T R YDA, FE S P U R Lo T2 A 01X, Cisco ASA XD ICMP /N7 v b &
BEFEL, ZOVRAT L vY Ayt—VERAERLET, iemp 2~ NiE, A 0 F—T = A A
D ping A F—TNEINIT 4 =TT LET, ping #T 4 B—T7/MIZF 5 &, Cisco ASA
Ny hT—7 ETHRHTERL 2D £, Z ORI, RTEARER 7 1Y ping & HFEIEN
S

HELE 7 HEEBOEEEICBMOWAEEL TSN,

313003

IZ3— Ayte—9 $PIX|ASA-4-313003: Invalid destination for ICMP error

Al ICMP =5 — A v bB—Y0%5ENR, ICMP =5 — A v —V AL SHIP N7y FO
EEITEIFRRY ET,

HRILE —0OXAvt—VNHEBEICERINDIGAEF. T/ T 47 0%y NU—0 Tua—7 4
NR—=h Fr L LTICMP 2T — A v —V 2 AL LD 75347, F721F P AR DA

BEOEREMNH YV T, ICMP =5 — A vt —V %2 EELFRRA NOBEHEIZBRWEEL
7230,

313004

I5—Ayt—Y PIX|ASA-4-313004:Denied ICMP type=icmp type, from source address
oninterface interface name to dest _address:no matching session

B ICMP X7y b3, AT — h 7V ICMP BREIC L > CBMEN R OEF =2V T 4 Tz v
7 DRF T Cisco ASA IZ L > THEIEINFE Lo, @FIE, 7 TIT Cisco ASA % il L 7= A7
T a—ER A2 72V ICMP o — 5 F 72139 Tl Cisco ASA THENL. X+ TV % TCP,UDP,
FFICMP By v a VICEELZRWICMP =5 — A vt —VThHhdrEF2 T 4 T2/ T
7

HEREDE 1~ETT,

314001

I5— Awy+tE—Y  $PIX|ASA-6-314001: Pre-allocate RTSP UDP backconnection for
foreign_address outside_address/outside port to local address inside address/inside_port

E%BA Cisco ASA 8, FEfENZIP 7 RLAB IR — M9 % RTSP #if A B & £ L7,
HRLE LEXARETT,
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315004

I5— AytE—Y $PIX|ASA-3-315004: Fail to establish SSH session because RSA
host key retrieval failed.

8B  Cisco ASA 73, SSHE v 3 > OMESLIZH B Cisco ASARSA 7R A N F—% RO 51
FHATLE, FA R F—=0ARENTWAhoTzT2d, 721X 2D Cisco ASA DT A LA
73 DES £ 7213 3DES Z 7] L2 /21T, Cisco ASA 7R A b F—NRWATREMERH Y £,

HRME => Y/ —/L»5 show ca mypubkey rsa =~ K% AJJ L T, Cisco ASA RSA /KA k
F—NHDHLEMRLET, mA N F—N2R2WIEAIEL, show version =~ > RH AH LT,
Cisco ASA 7 A £ A3 DES %7214 3DES #7F A § 572 & 5 i~ FE 7,

315011

I5— AytE—Y $PIX|ASA-6-315011: SSH session from IP_address on interface
interface_name for user user disconnected by SSH server, reason: redson

BB ZOAYyE—UIE, SSHE Y v a URET LEERICFRENET, =—F) quit £721%
exit # AJJ 9% L. terminated normally * v —UNERENET, HOBEKTE Y a3 o7
O SN HAIE, 7 A PCERATHASNET, #2310, Fxbhbt vy a VUKD
KERLET,

%23 SSHYEHORE

TXR FXFF EL: Fovay

Bad checkbytes SSH ¥ —KHICF =y X4+ |SSHE YV a U EHRKBLET,
WAy TFRBHEINE L,
CRC check failed  |RFED /37 v MIxt L CHE SN [LABIIAETT, ZOX vE—UR5|
CRCEi2S, /X7 v MIHDIAEN T | & KR SN D5 AL, Cisco TAC
W5 CRCIEE —H L EH A, 7y [ITBRWEELIZESN,

RARE T,

Decryption failure  |SSH % — DA 112 SSH & v > 3 |RSA A8 & b F—Z sl L, FERITL
VX —OfFFEN R F LT, 7

Format error FFobhar R=Yar0OAy |SSHZIA T aeTFzv s L,
T — UM, SSH N —T g UARHHPIT | B— b EBRONR—T g ThARZ LR
ZREINE L, MR LET,

Internal error ZD A vE—T1E, Cisco ASA D |Cisco ASA =2 Y —/LH>5 show ca

SSH O AN#HE=Z —, & %\ (X RSA |mypubkey rsa = AJj L T, RSA 7K & K
F—7 Cisco ASA ICANENTWR |F—0b5Z 2R LET, RSA
W, FTRIEERETE RV L ER (F—NRWIEEIL. show version =<
LET, > FH AJI LT, DES F72i% 3DES 28
HFA SN TWDENE D DR L E 7,
RSA /R A b ¥—2H HY4E 1%, SSH
Ty va U EBRBLET,

Invalid cipher type  |SSH 7 7 A 7 > F 3% — K S4LT |show version =~ > R&Z AL, T4
W WK S A ER L E Lz, T AR — b LTV D EERE & TR
LThD, PR—FESNTWEHEE%
EHTHEHICSSH I 94T Mo

MELET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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#&2-3 SSHUIEROREA (HZ)
TXR FXFEF| B L FTovav
Invalid message Cisco ASA IZEIZET % SSH A vt — MEITARETT,

length

O EN 262,144 A FEBZT
WDy, F721F 4,096 31 FRIET
T, T — X DR LTV B REEMEN
HoEJ,

Invalid message type

Cisco ASA 7AFESSH A v —T %%
BELEN HOINEYR—-FERT
W22 U SSH A v — U F 7138k
ENTWARWSSH A vk —Vh%
L% L,

ET7MNSSH 7 747 N ThDHNE
) HEFR L E 9, 72 SSHvl &V
A—FLTWBIZITA4TFTHY,
DAY E—UNREIEHRERTIND
BB 1E, CiscoASA v U T )L o —
JLInDG debugssh 2~ K& AJ) LT,
TRy T AyE—VERVIALET,
Cisco TAC [IZBHIVWEE L E S0,

Out of memory

DA yE—0, Cisco ASA 2
SSH H—_"2MEHT 25 A€ Y 2HID
LZTond, BELGIE NI 74w
7 NN HIT Cisco ASA /P E Y —
W TV AGRICRRINET,

%TSSHEyva v 2HBMmLET,

Rejected by server

A—PRAENKE L F LT,

A—HPL L RAT— REERTH LD
2—PIRODET,

Reset by client

SSHZ ZA4 72 MR
SSH _MSG_DISCONNECT * v & —
% Cisco ASA ICEELE L7,

RLE T AT,

status code: fex (hex)

Z—W8, SSH =2 Y — /LT quit F
7o exit Z# AJETIZ, SSHZ 74
7T kU4 Ry (Windows THEAT
) ZHCE L,

WEEIAETY, 7747 el
KTTLOTERLS, ERICKTTS
Eora—FizsEd LET,

Terminated by
operator

SSH & ¥ a >, Cisco ASA =
Y — /LT ssh disconnect =~ > N D
ADzE v, TIhELE,

ALE I AT,

Time-out activated

SSH & v ¥ 3 73, ssh timeout =<
v RTHE & 7= ke R 2 8 2 7=
72D, FALT U RMNLELE,

SSH #¢ % FB4A L £ 9, ssh timeout
av REHEHALT, 5507 74V
MMl 2 B2 C Tk 60 40 F Tt
EtszencEEd,

HRDE 1~ETT,

IZ— Ayt—9Y

$PIX|ASA-3-316001: Denied new tunnel to [P address. VPN peer
limit (platform_vpn_peer limit) exceeded

BB 77y b 74 —LVPNETOLRTHR—-FENTNDEY HE< D VPN b

(ISAKMP/IPSec) % [RIBFICHEST L X 9 & L7Z84.
HEME T~ETT,

WL R MTFT B S E T,
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317002

317003

317004

317005
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I5— AwtE—Y $PIX|ASA-3-317001: No memory available for limit slow
BB EORSNEMER AT ARRESFIKTRILE L,

HENLE MO ATLATI7T4ET 4026 LT, AFVEREEMLET, FEckoT
BEEENDHEAITE. SHICATVRBEORE2WRICT v 77— RKLET,

I5— AwtE—Y  $PIX|ASA-3-317002: Bad path index of number for IP address,
number max

BBl VT =T =53 RAELE LR,
HRNE MEOREAZHET AI2IEL, Cisco TAC IZRIWEE THR— FE2ZIF T &V,

IZ— Ayt—o $PIX|ASA-3-317003: IP routing table creation failure - reason

BBl NI 7 b7 5 —RBELTEED HLWIP V—T 4 7 T — T IV OVERE 5T
OIVE LT,

HIROME —5— Avtv—U%FOFFar’— L. Cisco TAC IZHIE L TL a0,

IS— Ayt—9 $PIX|ASA-3-317004: IP routing table limit warning
BB AR EIPL—TF 47 T T AN — MR RE SN EERIRICEELE L,
HRWE 77 oL — MRERL T, HRERELELET,

I5— AwtE—Y $PIX|ASA-3-317005: IP routing table limit exceeded - reason,
IP_address netmask

BB BMoL— MNMIT—7 Mz bnET,
HRME 7T N0 — MNEERO T, HIREZZRELELET,

[ oL-3938-02-J
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318001

I5— Aw+E—Y $PIX|ASA-3-318001: Internal error: reason

N

TEIFRSNET,

BB N Y 72T =5 —RRELELE, ZOAvE—JIES5E
HRNE MEOREAHET AI21EL, Cisco TAC IZRIWEE THR— FE2ZIF T &N,

318002

IS—Aye—2 $PIX|ASA-3-318002: Flagged as being an ABR without a backbone
area

B L—FIZiE. L—Z THRE

SNy I R—r =) TRV Y TERIL—4% (ABR)
ELTIZI 7™M nTnET, Z0A =TI SsHI

TEICERREINET,
#IRAE OSPF Yu bt 22 HiEE L ET,

318003

IZ— Ayt—2 $PIX|ASA-3-318003: Reached unknown state in neighbor state
machine

BBl NEY 7R T =5 —RRELELE, ZORA BV s HITLICRREINET,
#ERME T

318004

I5— Ayt—Y  $PIX|ASA-3-318004: area string lsid IP_address mask netmask adv
IP address type number

BB OSPF CU L Z AT —h 7T RAZ AL XAk (LSA) OMHICRIENECE L, 2
AEY V=20 NBAeMENH Y £9,

HERNE MEORREAHET HICIEL. Cisco TAC ICfIWAEETHR— FE2ZIF T &N,
318005
IS— tyte—o

$PIX|ASA-3-318005: 1lsid ip_address adv IP_address type number

gateway gateway address metric number network IP_address mask netmask protocol hex
attr hex net-metric number

8Bl OSPF T, DT —H4RX—RA L IPNL—T 47 T—T )L DOEICREERZHBHEENEL
776

HRNE MEOREAHET AI21E, Cisco TAC IZRIWEE THR— FE2ZIF T &N,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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318006
I5— AwtE—Y $PIX|ASA-3-318006: if interface name if state number
BE IR LE LI
HERWE REOFIRZHET 5I121E, Cisco TAC IZFIWAE THR— R 22T T &,
318007
IS5— AvtE—Y $PIX|ASA-3-318007: OSPF is enabled on interface name during idb
initialization
BBl N =7 —2RAELE LT,
HERLE REOFIRZHET 5I21E, Cisco TAC IZIWAE THR— R 22T TIEE,
318008
IS5— Avt—Y $PIX|ASA-3-318008: OSPF process number is changing router-id.
Reconfigure virtual link neighbors with our new router-id
BB OSPF 7mtkARUEy hFT, HLWL—FIDZRIRLEI L LTHET, 20T 7
Va R o TTRTORMBY w7 MEILEE b ET,
HBRE T COEMEBY 27 OBY 7 ar 7 4 Fal—vark, HFLLVL—F D
MY D K OICEELE T,
318009

IS5— Ayte—¥ $PIX|ASA-3-318009: OSPF: Attempted reference of stale data
encountered in function , line: line num

BB A v—Uld, OSPF RNEIEF T, BT THIBR S e O BT — 2 ik % 5
ﬁ'ﬁbcl: 5 &j‘éi’%/ﬁ\ﬁ:i‘%ﬂi\‘éﬂi‘@‘o AL B —TxA 7\%:1:()“/1#—50):1‘/74 XL l—x
VEMEETDSE, MENMEATOIAEESDHVET, LL, 20X v E—UNRERRINDIY
Bl Y=Y RD—EDRT v Tk o TF— 4O FBIRIVE LTV B 0T, WA
LVENH Y ET,

function : FHI LA X N E2Z(E LT HRE

line num : 21— R OITEHEE

HEMNE 79— Avb—T%ab’™—L, a7 4Fal—2aryBLORIOT T —0RI
ol A2 NOFEM & —FEIZ Cisco TAC IZ2EfT L TL IF &0,

Cisco Security Appliance Y X TAL OF A yt&—Y
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319001

IS5— AvyE—Y $PIX|ASA-3-319001: Acknowledge for arp update for IP address
dest_address not received (number) .

8B Cisco ASAIND ARP 7 u & AN ¥ AT ADF — "—np— RAFRE TR RE#S IS 72 -
TWVWET,

HRWLE 727260 T 50 EIETH Y A, —FHRTT —TT, VAT LAOVHAME
Fxv 7L, FREZBEATHEASATWARWI 2R LET,

319002

IS5—AyE—Y $PIX|ASA-3-319002: Acknowledge for route update for IP address
dest_address not received (number) .

8B  Cisco ASA WDO/L—F 4 7 BV 2 — /L8, VAT ADF—"—1u— RBFERK THEE
Moo kg,

HELE 761G O20EIEIH Y A, —FHRT T —Td, VAT LOEHAME
Fxv 7L, FREZBEATHEASATWARWI 2R LET,

319003

I5— AytE—Y $PIX|ASA-3-319003: Arp update for IP address address to NPn
failed.

B ARP TV RNV AT v 7T — b AUENLDIEE, WEARP T— 7 V& T v /5 — by
DOy hU—7 Tutyd (NP) A vE—UNEEINET, EVa2— L TAEVE
HARNEL o TWABEA., SFRIFRET — 7 ARNERIC > TWAEAIE. NP ~D A v —
UNEREEINT, ZOX v b—UNAERENDEERH D F9,

HRIME ARP 7 — 7 AWM TH D2 E D R LET, WA TIERWEE, CPUEHHE
FOHHI OBEREBICE L TEY 2 —VOAMEZFH~ET, CPUMHAREBEmW, BHZy
DEREDBZ W E ., ARPIERFRICRS L EFIERHEHESNET,

319004

I5— AwtE—Y $PIX|ASA-3-319004: Route update for IP address dest address
failed (number) .

B FWSM NDL—T ¢ 7 Y 2 —)Vin, VAT AOF—N—1— RBFKTHERFEHI
iz > g,

HRWLE 7720 T 2 0EIEIH Y EHA, RN T =TT, VAT LDV AME
Frzy 7L, FRBELGBATHEASNTW RN LB LET,

Cisco Security Appliance YR TAL OF A yt&—
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320001
I5— Avyt—Y  $PIX|ASA-3-320001: The subject name of the peer cert is not
allowed for connection
F%BA  Cisco ASA 2 fiiHi7e VPN U E— MEBEIIT—"THO5HA, BT EICIT ca
verifycertdn =~ R & —&H L2V 7 V=7 MAEGENTHET,
HREOE —oOAvb—TF, THEEFELE) 277 wRtEbdo £, Ziuk, 790 AnY
TIPT RLVA%ZRAT =7 47 L CiscoASA D VPN it A RITZEL L2 & T 50T,
321001
I5— Aw+E—Y $PIX|ASA-5-321001: Resource varl limit of var? reached.
B MY Y ROREFERFELITL— MIRICE L E L,
HRLE ~ZTT,
321002
I5— AwtE—Y  $PIX|ASA-5-321002: Resource varl rate limit of var2 reached.
BB RSN Y —AOREMMFEEITL— MRIRICEL E L,
HROLE ~ETT,
321003
IS5S— Ayte— $PIX|ASA-6-321003: Resource varl log level of var2 reached.
BER RSN Y —RAORED V- AEHERELIIL— b r S LULIZELE LT,
HRWLE ~ETT,
321004
I5— AyE—Y SPIX|ASA-6-321004: Resource varl rate log level of var2 reached
BB RSN Y) Y —RORE) Y —AEMARELFL— P r S LVIZELE L,
HRLE ~ZTT,
Cisco Security Appliance Y X TAL OF A yt&—Y
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322001

I5— AwtE—Y  $PIX|ASA-3-322001: Deny MAC address MAC address, possible
spoof attempt on interface interface

SBA Cisco ASA 3. i ENFA v X —T 2 A A LOKEMAC 7 RLANL Yy N E2(E
LELEN. 2y hOEEILMACT FLAIZary 7 4 X2 lb—2 a3  NOBOA 4 —7 =
A ANZEININA  FENRTWET, ZHiE, MAC A —7 ¢ U B E 1= 13 EDE Y DO
THPBFR & 2o TWAEREMEDH Y £,

HRBME 2> 7 Fz2l—Ta a2l WBRRAMEEZEDDL, Ear 74X
L—3 g UEETIE L CHEb R A& 2TV ET,

322002

I5— AwtE—Y $PIX|ASA-3-322002: ARP inspection check failed for arp
{request |response} received from host MAC address on interface interface. This host
is advertising MAC Address MAC address 1 for IP Address I[P address, which is
{statically|dynamically} bound to MAC Address MAC address 2.

BBl ARP ATV 2— /UL, £ F—T N> TWDIHE, 7y NNTT RAZ A XER
HH LWARP = MU N, HMICHE SN IP-MAC 7 R L A E @i iig sni
IP-MAC 7 RLADNRA U F 4 T TWBEMME I F = v 7 LTHh B, Cisco ASA Z/ L
TARP N7 v bR LET, Z0OF = v 7 BRI LA, ARP AT Y 22— /LT ARP /3
Ty hEREEL, ZOAytE—UEARLET, ZORMWIE, *Y FT—7ND ARP A —
T4 TR ITEG a7 4 X2 —2 gy (IP-MAC AL T 4 7)) BERE - T
WA R[REMEN H D £,

WRNLE FRAKZBIHI5E6. ACLEZHHLTCHRA MERTLIZENnTEET, FRERN
Whipa L 7 4 X2 —vailhbdt. MU T 4T REELET,

322003

I5— AwE—Y $PIX|ASA-3-322003:ARP inspection check failed for arp
{request | response} received from host MAC address on interface interface. This host
is advertising MAC Address MAC address_I for IP Address IP_address, which is not
bound to any MAC Address.

BBl ARP AT Y 2— /UL, 4 F—T N> TWDIHE, 7y NNTT RAZ A XER
HHLWARP =2 F U D, HHICERESNZ IP-MAC 7 FLADNAA UF 4 TIHE->TWD
MNEIMPF 7 LTHD, CiscoASA Z/FLTCARP X7 v bEIEELET, ZOF = IR
KBLIZEBA. ARPRET Y 2 — /LT ARP N7y FZEFEL, ZOA vt —V%ERLET,
ZOWRWIE, Ay RT—TND ARP AV —7 ¢ v JWEE I3 a 7 4 Falb—va v
(IP-MAC A T 4 7)) BREER S T D REENH VD 77,

HEDLE FNAKBIZHDIHEAE, ACLEZHHALTER MEERT LI ENTEET, KEMN
Wi a Ly 7 4 X2 —ailhbdt. MU T 4T REELET,
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322004
I5— AytE—Y  $PIX|ASA-6-322004: No management IP address configured for
transparent firewall. Dropping protocol protocol packet from
interface_in:source_address/source_port to interface out:dest _address/dest_port
BB EHIP 7 FLUARBEE— FTHRESNLTWVRWIZD, Cisco ASA 337 v b & BEHE L
* L7,
protocol : 7’k 2 )LD LFH|E 7= I E
interface in : NJJA > H—7 = A A4
source_address : /X7 FDFEEILIP T FLA
source_port : /N7 v FDEFITEAR— b
interface_out : WA B —7 = A4 A4
dest_address : 737> SO IP T KL A
dest_port : /37 N DFEYEAR— b
HEME EEICERIP 7 FLRAL YA OEERELET,
323004
IS5— Awt— $ASA-3-323004: Module in slot slotnum failed to write software
vnewver (currently wvver), reason. Hw-module reset is required before further use.
BB ERHSNAR Y FEFOEV2a— ANV T b 2T N—=TVa VIRIETEEHEATL
72o UNRESPONSIVE JREEICHEATL £ T, TV a— VL, Y7 MY =T RT7 v 75— hanb %
THEHATEEEA,
slothum : &Y 2 —VRFEEL TS A v h&EF,
newver : BY 2 — )L ~DEZIALNIEFIZKR T L2272V 7 =T OFH LW A=V 9 UF
F (1.0(1H)0 72 &),
ver : EVa— /)L EDOY 7 FU =T OBEDON—Y 3 FE (1.0(1)0 72 E),
reason : F LA —T a2 UNEV 2 — VZEHEALTERNSTZEH, reason IZBZ HALHE
X, RO EFBHTT,
e write failure
» failed to create a thread to write the image
HERME T = — 1L, hw-module module slotnum reset ZFEHL TV Y FLThH, 56
27 v 77— ROBRITEATHILERHV ET, TEVa— NV VY7 hvoTiE, Ty 77— KT
ERWEA, HEHTER< R ET, TV 2= AR Y= LoD EWMOFHTFHn TS
ZEEMERLET, TNTHLEY 22— VY7 NV =T %7 v 7T — T HITHEREI LW
A1, Cisco TAC IZBMWAEH L Z &,
| oL-3938-02-J

Cisco Security Appliance YA T4 OJ A vy&—Y R



F2E LRFLAYT AvE—Y |

W X y+—< 302003 ~ 326028

323005

IS—Aytw—o $ASA-3-323005: Module in slot slotnum can not be powered on
completely

BB oA vE—VlE, BV 2 ARBRIITEFRBRATERNILEZRLET, TV 2—b
1. ZOWREENEIE S NS E T, UNRESPONSIVE IREED E £ £4, Z0FKIZ. £ 2 —
AR AT Yy MZIELLEY TR TWanzdlZeExonEd,

slothum : T 2 —LVRFEL TS AT v FEE-

HRNLE TV A0 A0y MCELKEVFTONTND I EE2ERL, EVa— /LD A
T—HALEDBEIT L TWAENE I DT v/ LET, TV 2a—LZIEL Y T E L.
FY 2= A BNEFERAESNIZI L2V AT ANRBTE2ETEHLS NI ENBY £, ®
Va— /LR HTENTWAZ & #fER L. hw-module module slotmum reset =~ > N % {#
LTEDa—AZUEy FLEELZDA v E—IRNFREIN DT, Cisco TAC IZBRIWE
HLEEN,

324000

I5— Awt—Y  $PIX|ASA-3-324000: Drop GTPv version message msg type from
source_interface : source_address /source_port to dest_interface :dest_address /dest port Reason:
reason

HEA B Oy RIS, reason BT I LT WD T 4 v H U 2 TEMA AT LT 70
-9, FEEINE L,

ERUE FECT,

324001

I5— Awt—Y $PIX|ASA-3-324001: GTPv0 packet parsing error from
source_interface : source_address /source_port to dest_interface :dest_address /dest port, TID:
tid value, Reason: reason

BB Sy OB TT— 050 E L, B HNDEFIIKD LB T,
e WZHIE DA

o WHIE DFRY

* IE DIEFDIEN

o WA —Y Txp—<v b
o FF a3 IEDRY

o ME%)7% TEID

« ARIHRIE

s RERESDT7 44— R

o ARHGTP A vt—¥

s HTEDHZAvE—Y

o THILZRWA Y E—VDOFRR
« XL TID

Cisco Security Appliance YR TAL OF A yt&—
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324003

324004
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o PIR—FENTWARWWAR—V g

HREWNE —oOAyE—UR—EHHILICERINLILAIE, BRLTHrEVNETA, 20
Ay —VUPHBIIERRINDGEIE, = RRA 2 FREBEO—E LTREANT v &k
FLTWDAREMEDNH Y £,

IS5— Avt— SPIX|ASA-3-324002: No PDP[MCB] exists to process GTPvO msg type
from source_interface :source_address /source_port to dest_interface :dest_address /dest_port, TID:
tid_value

BB DA vE—7A 321100: Memory allocation Error (A EVHE Y ¥ THTT—) DRITHE
IRENDHEE. AvE—VEFEPDP 20T F A MEERT DI AR ) —ANRholzZ &
ERLET, A vE—T 321100 DZRIZE RIS N oT2A, /N—Y 3 > 0 Tidxfithd % PDP
AT XA RNBRONERNoT2ZEERLET, N—=T a1 Tk, A vtE—7 324001 D
WZZDA =V RRRINTZHE, N7y MU T —2R334A L TEfENMEIEE LT,

HERILE AFTVEVYUTCOZT—BEETIOA vE—URNHEBEICHYIEI N AH4A . Cisco
TAC IZBHWEELZE W,

I5— Ayt —Y $PIX|ASA-3-324003: No matching request to process GTPv version
msg_type from source interface:source address/source port to
source_ interface:dest address/dest_port

BB ZAE L7IREL, ERFa— L BT 2ERPEENTWRNED, T B S L E
A,

HEWNE —oOAvE—UR—EHHILICERENLILEE, BRLTHAEVEEA, L
L. ZDOA vy =P HBICFIRENDHEE, = FRA V bPKBEO—HE LTRRANT v
FEEELTWDAEERDHY £,

I5— AwtE—Y  $PIX|ASA-3-324004: GTP packet with version$d from
source_interface :source_address /source_port to dest interface :dest_address/dest port is not
supported

#E AWHEF Oy MR, BEVR—FENTVWDE A=V a0 £33 —Va v 1 U o
N g N7 sTWET, 7V N T RINTNDIN—Va VEENRRSTZHFESTTHY
BBEICR R INDGAEE, =0 FRA VPR EBEO—HE LTARARRT Yy FEEEFELTWDA
BEENH D 7,

HRDE 1T,

[ oL-3938-02-J
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324005

I5— Aw+tE—Y $PIX|ASA-3-324005: Unable to create tunnel from
source_interface : source_address /source_port to dest_interface :dest_address /dest port

B TPDU @ b v RfNVEAERT DRITHICZ T = AELE LT,

HRILE —0OXvt—U0N—TFHEIEICBETIEAT. BHL THEVET A, HEEICHE
VIEREINDHEEE., BERT Ny 7 &INE L T Cisco TAC [IZBWAEL &0,

324006

I5— AytE—Y  $PIX|ASA-3-324006:GSN [P _address tunnel limit tunnel limit
exceeded, PDP Context TID tid failed

BB EORAZEE L TWD GSN B, TERESNABRKER b RN EB A T2, b xun
fERR S EH A,

HRELE o A AHIREESCTREND D0 E I D ET Ry N T — T ~DOBBEDATREMEN
HHME D IERBLET,

324007

I5— AwtE—Y $PIX|ASA-3-324007: Unable to create GTP connection for
response from source_interface:source_address/0 to dest_interface:dest_address/dest _port

BB 72 % SGSN F721% GGSN (2%t LT TPDU @ k XA S ERT ARITHIC = T — 2354k
LE L7,

HRNE T v I7BLIORX vE— V2PN ENEUNAER SN BB 2/ L E
T, MEZT Ny 7 TERVEER, BERT Ny 7 %IUE L T Cisco TAC IZBMWAEL 72
Sy,

325001

I5—Fyt—Y $PIX|ASA-3-325001: Router ipv6_address on interface has conflicting
ND (Neighbor Discovery) settings

HEBE V2T LOROL—2B, FTETDHNTGA—FE2FFOVN—F T RNNZA XX NEikE
L% L7z, ipv6_address IIFRFAL—H D IPv6 T K L AT, interface [IIAFMN—X LDV >
IDAE—T oA AL TT,

HRME V27 Lo IPv6 L—H RN _T, hop limit, managed _config flag. other config flag.
reachable_time 33 X O ns_interval IZDOWT/—F T KNRXEZ A XA MIFRIU/XT A —F ZFD
TEERMRRL, HEOL—FICLoTT RNF A XSND, LT VT7 4 7 ZADBEINDH
N2 TG A TEALPRLTHDLI I EEMRLET, A F—T oA AT LIINTA—=FERT
IZ1E, =< K show ipvé interface %= ANJJ L7,

Cisco Security Appliance YR TAL OF A yt&—
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325002

I5—AvyE—Y SPIX|ASA-4-325002: Duplicate address ipv6_address/MAC_address on
interface

B BIOT AT AN IPv6 7 KL A& L CWET, ipv6_address IXFHFRIL—Z D 1Pv6 T
R LA TH, MAC address I%, 53025 CWADGEITMHFMT AT LD MAC 7 R LA 2
DL Tunknown| T, interface 1Z, TR AT LED) I DA B —T 24 AL TT,

HRNE 250 ZXTLDIHD 1 ODIPV6 7 RLAZEH LET,

326001

I5— Awt—Y $PIX|ASA-3-326001: Unexpected error in the timer library:
error_message

HE BHSIRAA~— AU R, IUTFRAMNBBURLA TR LTRESNEZN, b
DWVINCRIRBDERA, ZORXAvE—ViF, F2—IZADA XV FOENT AT LHIR
EHZ 2720, B TUENFITEINALEICLEREINET,

HRLE —o5— Ayvt—V%atr’—L, a7 4Fa2l—raryrBLOZo0ox T —D3REEIZ
ol A b OFEM L —FEIZ Cisco TAC ICEfT L TL &,

326002

IS—Ayte— $PIX|ASA-3-326002: Error in error_message : error_message

Bl IGMP 7ot AMERIIIG U Ty Yy v AU UVTEERHATLE, 2OV vy FE 7T
MR TIEITEINDAXNY BRI L TWARWRTREERH Y 97,

BRINLE 55— Ao —Vhab—L, a7 4 FXal—arBLlOI0xT—DFIC
Rol=A Xy FDOEEM & —#E1T Cisco TAC IZEAF L TL &,

326004

IS—Ayt— $PIX|ASA-3-326004: An internal error occurred while processing
a packet queue

BB IGMP "7 v b Fa—N Ty MR RWEREZELE L,

BRINLE 55— Aob—Vhab—L, a7 4 FXal—arBlOI0xT—D3IC
Rol=A Xy OB & —#E1T Cisco TAC IZEAF L TL &,

Cisco Security Appliance Y X TAL OF A yt&—Y
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326005

IZ— Ayte—9Y

$PIX|ASA-3-326005: Mrib notification failed for (IP_address,
IP_address)

BB T —ZBRE A X &2 N Y H—F 53y (R &4, MRIB Zi@ 1T BTN KK
LE L7,

HRENE L ATLAPEELIZRIZZIDORA vy E—UNE|EHERREINDIEGEEF. =7 — Ay
t—V%ab—L, a7 4 Xa2al—ra BRI T —DORITR oA X hOFEM
& — 1T Cisco TAC IZEfF L TL 2 &0,

326006

IS— Ayte—

$PIX|ASA-3-326006: Entry-creation failed for (IP_address,
IP_address)

Bl MFIBIZMRIBOHTZ hUDT v 7T —hEZELE LN, FRENDT RLRIZH
HTAHT L MY BERTEFEFEATLE, ZOOAT U RENEL A EENRD Y £97,
HENLE 5B AFIRHIEARIL. =97 — Avk—VZabt—L, a7 4Xal—ix
VBIORZOT T —DRIRITR T A X2 FOFEM & —FEIZ Cisco TAC IZEfF L TL &0,

326007

IS— Aytw—

$PIX|ASA-3-326007: Entry-update failed for (IP_address,
IP_address)

S MFIB A MRIB "6 A v X —T 2 A ZADT v T — R 2ZELELEN, HERENET R
LVRIZE#ET A, v —T oA AEERTEEHATLE, ZOMEAE Y RENEL 5 AR
PERH D ET,

HRIME 5 ATIRLAHEAF. =79 — Ave—Vha’—L, a7 4Fal—3
VBIORZOT T DRI T A X FOFEM & —FEIZ Cisco TAC IZEfF L TL &0,

326008

IZ5— Ayte—9 $PIX|ASA-3-326008: MRIB registration failed
BBl MFIB 78 MRIB [Z 5 C& EHATLI,

BRINLE —5— Ao —Thab—L, a7 4 FXal—arBlOI0xT—DFIC
ol A N DOFEM & —FEIZ Cisco TAC IZEfT L TL 2 &y,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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326009
I5— AwtE—Y $PIX|ASA-3-326009: MRIB connection-open failed
BB MFIB 78 MRIB ~D#ki Z BT £¥A T LI,
BENE —7— Avb—Vhabt—L, 2074 FXa2lb—ra BRI T—D3 iR
PpoteA Xy FOFEM & —#EIZ Cisco TAC IZEfF L TL 72 &0,
326010
I5— AwtE—Y  $PIX|ASA-3-326010: MRIB unbind failed
Bl MFIB A MRIB /257 U 3A v RTEEFHATLT,
BENE —79— Avbk—Viabt—L, 2074 X2l —ra BRI T—D3 iRz
oo Xy FOFEM & —#EIC Cisco TAC IZEfF LTL 72 &0,
326011
IZ5— Ayte—9 $PIX|ASA-3-326011: MRIB table deletion failed
BBl MFIB MM SN A1 o T —7 Ve BETE A TLE,
BHRLE =79 — Ayvbt—V%abr’—L, a7 4F2l—ra Bl T —03RIZ
PRl A N2 b DOFER & —#EIT Cisco TAC IZREFF L TL 72 &0,
326012
I5— AwBE—Y $PIX|ASA-3-326012: Initialization of string functionality
failed
ERBA BEREDOIHUEARIM L FE Lz, 20 arR—x2 MIgl &k, e L THEMET 5 0]
REERSH D T,
BHRLE =79 — Ayvt—V%atr’—L, a7 4F21l—ya Bl T —03RIZ
PRl A N N OFER & —#EIT Cisco TAC IZREFF L TL 2 &0,
326013

I5— Awt—Y  $PIX|ASA-3-326013: Internal error: string in string line %d (%s)
S MRIB THRATZT —BRAELE LI,

HRLE =5 — Ayvt—V%atr’—L, a7 4F2l—raryrBLOZo0ox T —03RKEIZ
ol A b OFEM L —FEIZ Cisco TAC ICREfT L TL 2 &,

Cisco Security Appliance Y X TAL OF A yt&—Y
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326014

I5— AwtE—Y $PIX|ASA-3-326014: Initialization failed: error message
error_message

Bl MRIB APt cx A TLR,
HRILE —5— Av¥+—T%ab—L, 2074 F2l—arBIORI0TT—0RIEIC
otz AR S DOEEM & —#1Z Cisco TAC ITRERF L TL 7280,

326015

IS— Ayte—o $PIX|ASA-3-326015: Communication error: error message
error_message

BBl MRIB AR REB - TWET v FF— he2Z{ELE LI,
HRILE —5— Ao+ —T%ab—L, 2074 F2l—arBIORI0TT—0RIEIC
ol A X2 FOFEME —FEIZ Cisco TAC IZEFT L TL 72 &0,

326016

I5— AwtE—Y $PIX|ASA-3-326016: Failed to set un-numbered interface for
interface_name (string)

BB PIM MU RADREETLT RLARRWEDHEHTEERATLE, 2RI, BEA
EAH =T oA AVROWDE RN oT272D, FTMM SO 7 —0n 1K TRAEL T,
HRILE —5— Av¥+—T%ab—L, 2074 F2l—arBIORI0TT—0RIEIC
ol AR N OFEM & —FEIZ Cisco TAC IZEfT L TL 72 &y,

326017

I5— Ayt—Y PIX|ASA-3-326017: Interface Manager error - string in string :
string

SHEA PIM b XL A v H—T = A AZ{ERPIZ, =T —03%4ELE LT,
HRILE —5— Av¥+—T%ab—L, 2074 F2l—arBIORI0TT—0RIEIC
otz AR hDOEEM & —#1Z Cisco TAC IZRERF L TL 7280,

326019

I5— AywtE—Y  $PIX|ASA-3-326019: string in string : string
BBl PIMRP b/ A U —7 = A ZREAERPIC, =7 —NRELELL,

BRENME —=9— Ayvb—Y%habt’—L, a7 4Fa2l—2arBIXURI0T T —03 R
PR oleA R N DFEM & —#E1T Cisco TAC IZAF L TL 72 &V,

Cisco Security Appliance YR TAL OF A yt&—
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326020

I5— Ayt—Y  $PIX|ASA-3-326020: List error in string : string
BB PIM A L F—T AR JAREWEPRIZ, =T —0FALE LK,

WRIOLE —5— Avv—V%kab—L, 2074 Fa2l—arBIORI0TT—0DRIEIC
ol A X FOFEM & —FEIZ Cisco TAC IZEAT L TL 72 &0,

326021

IS5— Ayt—Y  $PIX|ASA-3-326021: Error in string : string
BB PIM b b A v ¥ —T = A ADSRC ZHEFIT, =7 —BRELE L],

HEMNE 79— Avb—T%abt’™—L, a7 4Fal—2aryBLORIOT T —0OFRIC
Rol-A X NOFEM & —FEIZ Cisco TAC IZ2EAT L TL IF &0,

326022

IZ5— Ayte—9 $PIX|ASA-3-326022: Error in string : string

HEA PIM uEANERIZSU Ty Yy MU TEEFHAT L, 2OV Yy FE T UZ
R TEITENDARY PRE#FI L TWRWATEEERSH Y £,

HRLE =59 — Ayvt—V%atr’—L, a7 4F21l—raryBLOZ0x T —03RIZ
ol A X b OEEM & —H#EIZ Cisco TAC IZEfT L TL 2 &V,

326023

I5— Awt—Y  $PIX|ASA-3-326023: string - IP_address : string

B PIM /N — T #PHA B PIZ, =T =2 ELE LT,

HRLE =5 — Ayvt—V%atr’—L, a0 74 X2l —raryrBLOZo0ox T —03RKEIZ
ol A OFEM L —FEIZ Cisco TAC ICREfT L TL 2 &,

326024

I5—Ayt—Y $PIX|ASA-3-326024: An internal error occurred while processing

a packet queue.
BB PIM N7y F Fa—D0RTy FeRTERWMESEZELE L,

HRLE =5 — Ayvt—V%atr’—L, a0 74 X2l —raryrBLOZ0x T —03RKEIC
ol A b OFEM & —FEIZ Cisco TAC ICREfT L TL 2 &,

Cisco Security Appliance Y X TAL OF A yt&—Y
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326025
I5— AwtE—Y  $PIX|ASA-3-326025: string
BB A vb—UEEORITPIC, AT —2NRAELE L, PIM k%L IDB OFIRAR E.
A=V ERIIRET LI AT 2 — L ENTA Ry R TR WARESER H Y F
j‘o
HELE —5— Avt—Y%ab—L, a0 74Xa2l—2arBlRI0OxT—0REIC
IRolaA N hDOFEM & —H#E1T Cisco TAC IZEAT L TL &,
326026
I5— AywtE—Y  $PIX|ASA-3-326026: Server unexpected error: error_messsage
Bl MRIBNZ 947 v bEBETEEFATLE,
HENLE —5— Avt—Yhab—L, 207 4FX¥a2l—varBlRI0OxT—0REIC
IR otoA N FDOFEM & —F#E1T Cisco TAC IZEAT L TL & W,
326027
IS5— Ayt—Y  $PIX|ASA-3-326027: Corrupted update: error_messsage
BBl MRIB AR L7 v 75— hEZELE LT,
HENLE —5— Avt—Yhab—L, 207 4FX¥a2l—varBlRI0xT—0REIC
otz A N R OFEM & —F#E1Z Cisco TAC IZEAT L TL &N,
326028

IZ5— Ayte—9 $PIX|ASA-3-326028: Asynchronous error: error_messsage
FB MRIB API TARAFLOIEFIM =7 —23 g4 L& LT,

HRIME ~5— Avt—Y%abt—L, ar 74 Xal—varBLOI0TT—DRHIC
7ol AR R OFEM L —HIZ Cisco TAC IZEF L TL 72 &0,

Cisco Security Appliance YR TAL OF A yt&—
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Z DOIETIX, 400000 75 420003 £FTHOR v E—UIZHOWTHHLET,
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4000nn
IS5— Ayt—Y  SPIX|ASA-4-4000nn: IPS:number string from IP_address to IP_address
on interface interface name
B A v &—17 400000 ~ 400051 /L. Cisco Intrusion Detection System D> 7' =F ¥ X v&—
‘/C“a‘o
HRWE KD Web A NI D [Cisco Intrusion Detection System User Guide] %21 CL 72
é I/ \0
http://www.cishttp://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/
SEIDV IV —=ADEX2 VT 4 TTITATUATIEE, TORXA =V NI RTHR—FEINT
WHDITTESHY EHA, IPS VAT L vl Ayt—IF, 3T 4-4000nn THHED | RO
BRUZ72 0 £,
FF v a NFRO LB Y TT,
*  number
VI =F v EE, RO Web A NI D [Cisco Intrusion Detection System User Guide) % 2[R
LTLIEEN,
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids1/csidsug/sigs.htm
* string
VI =F v AvE— (NetRanger 7/ =F % A v —TY LIZERLTY),
e [P _address
VIZ=FxREHAIN SR =Y — UE—F T LA,
* interface_name
VIZF X RESLA U H =T = A ADATH,
wizhlz R LES,
%PIX|ASA-4-400013 IPS:2003 ICMP redirect from 10.4.1.2 to 10.2.1.1 on interface dmz
SPIX | ASA-4-400032 IPS:4051 UDP Snork attack from 10.1.1.1 to 192.168.1.1 on interface
outside
K2-412, ¥HR—PSTONDTT=F v AvbE—Y% Y APTRLTOVET,
%2-4 IPSSyslog *wvt—
ryt—T YT Fx
'S DTZF¥ID VT=Fv¥ BA ML 247
400000 1000 IP options-Bad Option List 15 4
400001 1001 IP options-Record Packet Route &
400002 1002 IP options-Timestamp [
400003 1003 IP options-Security {75
400004 1004 IP options-Loose Source Route 175 4
400005 1005 1P options-SATNET ID [
400006 1006 IP options-Strict Source Route {75
400007 1100 IP Fragment Attack Ty
Cisco Security Appliance Y X TAL OF A yt&—Y
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#2-4 IPSSyslog *vt—o ()

Ayt—T U= Fx
&5 VJ=F¥ID (VI=Fx B4 k1L a47
400008 1102 IP Impossible Packet Brogd
400009 1103 IP Fragments Overlap iy
400010 2000 ICMP Echo Reply [E 4
400011 2001 ICMP Host Unreachable st
400012 2002 ICMP Source Quench 154
400013 2003 ICMP Redirect B4
400014 2004 ICMP Echo Request 175 4
400015 2005 ICMP Time Exceeded for a Datagram 175
400016 2006 ICMP Parameter Problem on Datagram 15
400017 2007 ICMP Timestamp Request &
400018 2008 ICMP Timestamp Reply 154
400019 2009 ICMP Information Request [E 4
400020 2010 ICMP Information Reply 175
400021 2011 ICMP Address Mask Request 75
400022 2012 ICMP Address Mask Reply &
400023 2150 Fragmented ICMP Traffic Brogid
400024 2151 Large ICMP Traffic Brog=
400025 2154 Ping of Death Attack Brogd
400026 3040 TCP NULL flags Ty
400027 3041 TCP SYN+FIN flags Ty
400028 3042 TCP FIN only flags Brogid
400029 3153 FTP Improper Address Specified 54
400030 3154 FTP Improper Port Specified 175 4
400031 4050 UDP Bomb attack Brog s
400032 4051 UDP Snork attack Brogid
400033 4052 UDP Chargen DoS attack Ty
400034 6050 DNS HINFO Request Brog s
400035 6051 DNS Zone Transfer Brogd
400036 6052 DNS Zone Transfer from High Port Ty
400037 6053 DNS Request for All Records Brog s
400038 6100 RPC Port Registration &4
400039 6101 RPC Port Unregistration 154
400040 6102 RPC Dump 15
400041 6103 Proxied RPC Request Brogid
400042 6150 ypserv (YP server daemon) Portmap Request {75
400043 6151 ypbind (YP bind daemon) Portmap Request 5 ¥
400044 6152 yppasswdd (YP password daemon) Portmap Request | {5 %
400045 6153 ypupdated (YP update daemon) Portmap Request {75
400046 6154 ypxfrd (YP transfer daemon) Portmap Request g
400047 6155 mountd (mount daemon) Portmap Request [

Il Cisco Security Appliance YR T4 BT Ayt&—Y

OL-3938-02-J |



| 2%

PRTLOT Ayte—D

401001

401002

401003

401004

X y+t— 400000 ~ 418001

#2-4 IPSSyslog *vt—o ()

Fyk—T L =Fx
&S VU=FxID [ YT=Fv 84 ML 547
400048 6175 rexd (remote execution daemon) Portmap Request 175
400049 6180 rexd (remote execution daemon) Attempt 15 ¥
400050 6190 statd Buffer Overflow Ty

IS— Aytw—

$PIX|ASA-4-401001: Shuns cleared

HEA A E VU SEEFEOHRZHIRT A 72512 clear shun =~ > RBAANENZE LT,

HENLE TETT, 20X vE—VF, v =07 T 7T 48T 1 ORRSReHBMEETX
HEICTAHEDICERENET,

IZ— Ayte—9Y

$PIX|ASA-4-401002: Shun added: IP address [P_address port port

80 shun =~ RBRAHINFE L, Z0a<y FOBIIOIP 7 KL A RS- hR A R

TY, TOMDT RLRALR—NMIAT T arThY, ARRGEITEREK TT 5016
ShET,

HENLE TETT, 20X vE—V, v =07 T2 T 48T 1 ORRSEREHBNERETX

HROICTHEDITFRRINET,

IZ5— Ayt—o

$PIX|ASA-4-401003: Shun deleted: [P address

BB PRSI AR X PO 1 ODBPERT —F RXR=AnDHIBRSE LT,

HRNLE THETT, 20X vE—VF, Yv=0 7 T25 48T 4D

HEINCTAEDICEREINET,

IZ3—Ayt—o

interface interface name

Rk & AR AN PRFF T &

$PIX|ASA-4-401004: Shunned packet: [P address ==> IP_address on

BB 1P SRC IT L > TER AR A NIRRT — S N2 DR A N THHIHIT, /87y |

DPEEINE L, SN F A NI, 22 THREINTEA LV E—T oA R NT T 47
AT LI TEERA, LLRE A F =3y M EOAEARR MISMRA 7 —T = A X
ETHBRENET,

HERILE FETT, ZOA =3 BRENIZARA NDT 7T 4 BT 4 Ok E R L
F9, ZORAvE—T L sPIX|ASA-4-401005 AT H L ZOKA MIET S U A7 B
LS AMLHZENTEET,

[ oL-3938-02-J
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401005

402101

402102

402103

I5— AwtE—Y $PIX|ASA-4-401005: Shun add failed: unable to allocate
resources for [P address IP address port port

BB X2 VT 4 T IATUVADAEYRRELTWET, SN HEATE YA,

HESRME Cisco Intrusion Detection System (%, 5l &fix, ZORAZEHLEL > ELET, A
U EHAMLCHERRE FE)CH@E AT 520>, £ 7213 Cisco Intrusion Detection System (Z & - THE
RS SN D&% L £,

IS5—AvyE—Y SPIX|ASA-4-402101: decaps: rec'd IPSEC packet has invalid spi
for destaddr=dest_address, prot=protocol, spi=number

BB Z{E IPSec X7y MEL X2V T4 TYVT— gy F—H~—2 (SADB) IZTHEL
RNtExXa T4 T A—F AT v A (SPI) Z¥FELTWET, ik, IPSec 7D
SA DT — L O PFAEC L BB RREED F 72132 — B L SA DIHENER T,
ZDIRHEIE, IPSec BT MO ARIERNNT v PREEENTHAICORET LI ERHY £3., K
BOLALHY £,

HROLE m— WLV SARZ VTSNl bz, ETERHL TRV ERHY £, HrLn
B m— 0 = ZINOHESLSNTZGE. 2 OO E T PIEWICHEMISL SN ZERH Y F
T, REORAENEHFICE EE 600 EEIE, SR HBICHL L TA D0, £E3ET 0
EEHICHWEEET,

I5— Ayt—Y  $PIX|ASA-4-402102: decapsulate: packet missing {AH|ESP},
destadr=dest_address, actual prot=protocol

BB X5 IPSec /84 M, MIFF ST AH 7213 ESP ~ v &/ =03 0 A, BT, 1T
vE—bENEF2 )T BY v E—H LAV FEREDTT, JHIRROSS
Ry ET,

HRELE 7 oFHEEICBEWAELEZEN,

IS—AvtE—Y spIx |ASA-4-402103: identity doesn't match negotiated identity
(ip) dest_address= dest address, src_addr= source_address, prot= protocol, (ident)
local=inside_address, remote=remote address, local proxy=IP address/IP address/port/port,
remote_ proxy=IP_address/IP_address/port/port

BB AL ERTWARWIPSec /X7 v MY, R —hENZID & —HLEHA,
TiE, X270 7Y —va VBRI 0D, 20X VT4 TV Z—Tg
VEFERALTHO NTF T 4 v 7 BREFTY, UG A XY NOSERH Y 7,

HRILE 70EHEICRVWEE T, RIS —DRELHBELET,

Cisco Security Appliance YR TAL OF A yt&—
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402106

I5— Ayt—Y  $PIX|ASA-4-402106: Rec'd packet not an IPSEC packet (ip)
dest_address= dest address, src_addr= source_address, prot= protocol

HEA ZE T v MIREE~ Y7 ACL & —E L FE9 2, IPSec TH 7 LENTWER A,
IPSec BT I3 D 7ML EN TRV y hERERTT, 20T —i%, ET70ORY —
Ty T o7 T —NRERRTRAETLZENDH D £3, /=& 2L, Cisco ASA 1T, HERA > & —
T oA AR—F 23 ~DHE{t Telnet N7 7 4 v 7 DHEZAELET, IPSec B La{TH72
T, AR—1 23 FOANEA v Z—T = A AT Telnet TIEEL LI ETDHE, 2R v E—UNRE
IRENFET, ZOZTT—L, WRIANRVFERTZELHVET, ZOVRT L BT A vE—
i, IR LML TIRERENEEA (2L 21E, CiscoASA A ' H—7 = A AHIE~D
T T4 OEARITERENEREA), TCP BL N UDP ERZ BT 5 A v E—II2o50NT
. A »&—37710001. 710002, FBELT 710003 ZHM L T E IV,

HERINLE 708BEFICRWEE T, R —0RELZHBLET,
402114

IS5— Avt—Y SPIX|ASA-4-402114: IPSEC: Received an protocol packet (SPI=spi,
sequence number= seq num) from remote IP to local IP with an invalid SPI.

protocol : IPSec 7’1 | =)L

spi 1 IPSec DEFXF 2 VT 4 RIA—H LT v T A

seq_num :1PSec ¥ —7 v A&

remote IP : N A NDYE—F T RRA L FDIPT LA

username : IPSec ~ > FVIZEHEM T BT\ b —%4

local IP : b FDu—J) T2 KA FDIP T LA

BB ZoOX =L, SAT—FRX—RIZFAELAR SPL ZFEE LTV 5 IPSec /X7 v b &
ZELESEAICETRINET, 1L, IPSec ETHD SA D=— 0 F DT lEIC LS
—HFR 7R BE DS, F2 e — L SA DEENRIKTY, F7-. IPSec BT IZ L » TRIEZR/N
Ty MPERINTEZLEETRTIELDLVET, INLHBO—HMOBERHV T, 2D Ay
=3, SEIC 1B LFERENLWVE I ICHIBENTOET,

HRME c— WL SARIZ VT ENEZLE, ETITRR#HLTWRENZ ER”BY 9, LW
B a — )L L— B NLHENL ENTBE. 2 DO E TR IEFICHERYLSNLZERnH F
T, HDHWVIE, BEORAENEBEICE EE520EA1T. ERETRICHESIL TR, £
7IEE T OFEEE VAT E T,

402115

I5— Ayt —Y SPIX|ASA-4-402115: IPSEC: Received a packet from remote IP to
local IP containing act prot data instead of exp prot data.

BB X vv—TE, WIEESNTC ESP o~y X —D 70 IPSec /X7 v & ZAE LIZGAICE
RENFET, 7L, rdva—rahitx2) 70 R —¢—FH LW ry M2k E
HCF, ZAEKBERTIEERHYET, 20X vE—IiF, SHIC 1 EILMARFEINLNE
ITHIRENTWET,

remote IP : N RNVDYE—K U RKRA L FDOIPT KL X
local IP : b > FNDOua—H) =2 KRA L FDOIPT FLA
act prot : %{g L7= IPSec 7’1 k = /L

Cisco Security Appliance Y X TAL OF A yt&—Y
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exp_prot : WIFF S 172 IPSec 7’1 bk =1

HENE 7 OEHAFICBHOWAEEIESN,

402116

I5— Awt—Y $PIX|ASA-4-402116: IPSEC: Received an protocol packet (SPI=spi,
sequence number= seq num) from remote IP (username) to local IP . The decapsulated
inner packet doesn’t match the negotiated policy in the SA. The packet specifies
its destination as pkt daddr , its source as pkt saddr , and its protocol as
pkt_prot . The SA specifies its local proxy as id daddr /id _dmask /id _dprot /id dport
and its remote proxy as id_saddr /id smask /id_sprot /id sport .

Bl X vbv—UlL, TR SV IPSec Xy R FR I — I ID &
BLAWRAICFRENET, ET7IR. 20X U5 TV — g AL THO k
T4 w7 EERFERTT, ETICLDEXR2 T4 TV —v g VBRI D RE OGS
LHIUE, WBEO—HMOLALHVET, 20X v —IiF, 5B T RILAERENRNE D
WZHIBR & CunET,

protocol : IPSec 7’1 | /L

spi :IPSec DEF 2 VT 4 NRTA—F AT v A

seq num :1PSec > —7 » AEK"

remote IP : N FNVDY) T—h T RRA L FDOIPT LA
username : 1PSec N v R/VIZEHEST T H LTV D 2 — 4,
local IP : b vda—H) =2 RKiRA 2 hOIP T KL A
pkt_daddr : 51 72 MUFRR S INT=%7 » DB OSERT RLA
pkt_saddr : 71 7R WVALIEBR S L To Xy RIRDDOEEILT FLA
pkt prot : TR IALIRER S NTZ 7 EBD R T U AKR— K e han
id daddr : = —7 /v 7a¥TIP7 KL R

id dmask : @ —7) 7ax PV T Xy k<~ AY

id dprot : @ —71)L 7aXxy NI AR— K Fa han

id dport : B —J1)L T ¥ R— b

id saddr : )V E— b 70¥TIP7 RL A

id smask : VE—h 70X PV 7Ry b ~wRAY

id sprot : YV E— K 7%y NI UAR— K Fe han

id sport : VE— K 7% K—|

HRINLE 708BEFICRWEE T, R —0BRELZHBLET,

402117

I5—Ayt—Y $PIX|ASA-4-402117: IPSEC: Received a non-TIPSec (protocol) packet
from remote IP to local IP.

BB OO RA vEB— /;’t ZAENT Y NI~ v ACL & —E L7223, IPSec TH 7t /1k
ENTWERDPSTEBBRICERENET, IPSec BT I1EH T MELENTW RV M EEER
<9, :@1*7%@\ BT ORYV—ty T v =T —NREATRAETLHIZERH Y 7,
L ZIB A H—T oA A F— 23 ~DOKEE( Telnet N5 7 4 v 7 OB EZETH LD
W77 AT U —NVERETEET, IPSec B 5{LEITHRNT, KR— b 23 L@&HM H—
T2 A AZK LT Telnet TEELEHIETHE, ZORXAvE—UNERINETRN, F—F23
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DTT—F, WBERTZLELHVET, ZOVRT LA BT Av—I1%, 26054
THHERSNERA (ZE2E, 77A4T 9NV AV E—T A AAE~DNTFT T 4 v IO
LAIXER S ERA), TCP BLWNUDP ERZBHTH A vE— 220 T, AyvE—v
710001, 710002, XN 710003 LR L T ESW, ZTOA vE—U0F, 58I 1 BILAFRR
SNBRNE D IZHIBR SN TVET,

protocol : IPSec 7’1 k /L

remote IP : N FNVDY T—h T RRA L FOIPT LA

local IP : F > D —H) =2 KRA L FDOIPT KL A

FRMHIR S TVET,

PSDINRA & —T = A ATKET D Telnet £721X 877 4 v 7 OFEITRFISNETA, Z

HERELE 7 oFHEICHVWAEE T, N v—ORELXHEKLET,

402118
I5— Awt—Y $PIX|ASA-4-402118: IPSEC: Received an protocol packet (SPI=spi,
sequence number seq num) from remote IP (username) to local IP containing an
illegal IP fragment of length frag len with offset frag offset.
BB ZOA =Dk BT RMERRER ST IPSec /3 v MT, 128 3 REAFOA Ty
FDOIP 7T 7 A EREENTODEAITHEAELET, &KH/3— 3 > O Security Architecture
for IPRFC Cl, 77 VEBEEBILT 272D HR/NIP 77 7 A b 7%y Fa 128 8
AMITLHZEZHRLTCVET, ZHERBEO—HOBERHV ET, ZOAyE—TIF, 5
B2 1 RILpFRENZ2VE S ICHIIRENTHET,
protocol : IPSec 7'1 h /L
spi 1 IPSec DEF 2 VT 4 RIA=Z AT v T A
seq num :1PSec > —7r  AE =
remote IP : N A NDYE—F T RRA L FDIPT RLX
username : 1PSec s R/VZRHEST T HIL TV D 2 — 4
local IP : N> RO —H) T RBA L FDIP T FLA
frag len ;1P 77 7 AV Mg
frag offset ;1P 7T 7 A N A7y b (N1 k)
HRENE VE—F ET7OEBEICHVAET, R —0REXHBLET,
402119
IS5— AvtE—Y SPIX|ASA-4-402119: IPSEC: Received an protocol packet (SPI=spi,
sequence number= seq num) from remote IP (username) to local IP that failed
anti-replay checking.
BB ZOAyE—VE V=T AR GHED R IPSec N Ty FEZELLLEIIERRINE
T, BTN, DRI SN0 5 — 7 V AF SR EENTZ Ty NEEER T,
ZOVAT L as F =l ZFANFERPENO L — 7 2 AFE GO IPSec /37 v b &
BLEZeZmRLET, 207y ME, AlEEES 2B EO—HE LT IPSec IC XV EFEINE
To TOAyE=UF SPHICIELARRSARNDE I ICHIRS AL TWET,
protocol : IPSec 7'1 k /L
spi 1 IPSec DEFX 2 VT 4 RIA—=B AT v A
seq_num :1PSec ¥ —7r v A% 5
remote IP : N RNVDYE—K U RKRA L FOIPT KL X
| oL-3938-02-J
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username : 1PSec b v F/VZBEAHT HI TV 5D 22— 4
local IP : b2 F)Da—H) T KRA LV FDIPT KLA

HRME 7 OEHEICBHOAEIES N,

402120

I5— AvytE—Y $PIX|ASA-4-402120: IPSEC: Received an protocol packet (SPI=spi,

sequence number= seq num) from remote IP (username) to local IP that failed
authentication.

HEA TR vE—UE, IPSec X7 v R EZE LIEMNFRFEICKRR L L ElIcRREnET, Y
Ty MIBEINET, N7y FBFEFICHE L2854, £ 7 2387 IPSec /37 » b
FRETOHAENHY FT, N6y FOEL EZRUETNLZEL TS EEIT, K

BETRTHANDLDET, 20X vt—T1F, SBIZ 1 RILAFERINZWVE DIZHIBE T
iﬁ—o

protocol : IPSec 7’1 | /b

spi 1 IPSec DEFX 2 VT 4 RIA—=B AT v A

seq_num :1PSec ¥ —7r v A% H

remote IP : N A NDYEF—F T RRA L FDIPT RLA
username : 1PSec b > R/VICBEAT T STV b 2 —H 4
local IP : b da—H) = RKiRA 2 hOIP T KL A

HROE ZE L7727y NOBERBAZ WAL, VE— N ET7OFEFICBHWEEL
72X,

402121

I5— Awt—Y $PIX|ASA-4-402121: IPSEC: Received an protocol packet (SPI=spi,

sequence number= seq num) from remote IP (username) to local IP that was dropped
by IPSec (drop_reason) .

HEB DA vEB—UIL, 777"?/1/1!:@@[&%@“5 IPSec Ry FEZELEN, T2y bR
IPSec U 7V AT A Lo THR TREISNTZESICERINET, 2t T AREE-IT
Valat Z%O)%)ODL:F'D%%%S‘T?ETE)EIJ@E/H%%é EEIRLTWET, Xy ME, &F&F

B THEESNET, 20X v =3 FROHEITRILS X 9T IPSec VY > ¥ &4 L
£7,

protocol : IPSec 7'12 h /L

spi 1 IPSec DEF 2 VT 4 RTIA=Z AT v T A

seq num :1PSec > —7r  AE =

remote IP : N A NDYE—F T RRA L FDOIPT RLA
username : 1PSec b > RVAZBEMIF 6TV D 2 —H4
local IP : b > FNOu—H) =2 KRA L FOIPT FLA
drop_reason : /N7 NIABEFES NLT-BEH

HIRME Cisco TAC IZBIWAETHR— b E2Z T T &N,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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402122

402123

403101

403102

IS— Ayt—o

received an XGRE packet, tunnel id=number, session_id=number

IS—AvE—o

pkt with invalid protocol: protocol, reason: reason.

X y+t— 400000 ~ 418001

I5— AwtE—Y $PIX|ASA-4-402122: IPSEC: Received a cleartext packet from
src_addr to dest_addr

IpSec (drop_reason) .

B L

that was to be encapsulated in IPSec that was dropped by

ZDA =L IPSec TH 7ML T 237 v FEZ(E LT, D37 v F)S IPSec

YT VAT AL THTREREINZGAICERINET, 2T, T4 AREEZIIT A
A AFDEDICRIENEETAAREELRH DL EZR L TWET, Ny ME, S
HTEEINET, 20X v = JJROHEIHENL DL S IPSec h Vv X =i LET,

sre_addr 1 FEITLIP T RLA
dest_addr : 5856 1P 7 R L A
drop_reason : /377 > NISBEFE S LT-HR

HRME Cisco TAC IZFWAE TYHR— b 22T T &,

I5—Fyt—Y PIX|ASA-4-402123: CRYPTO: The accel type hardware accelerator

encountered an error (code= error_string) while executing crypto command command .

accel type : N— R =T T8I L—F AT

ervor_string : T —DH A T da— R

command : =7 —% K LTI Ea~v N
HBA ZoOXAvE—VE, N—KRU=T TI7EITL—FTHEa~vy FEFETHIZ, =TF7—N0
B EnGaiczFraInEd, T, 72787 L—ZOMEEZRTZENHVET, ZO

HATOTT—F, SEIELHBATRELET, 20X v =%, BEROHEITEIL D X
NWNCHEET 78TV —% By ZERMeELET,

HRME Cisco TAC IZFWAETYHR— b 22T T &,

$PIX|ASA-4-403101: PPTP session state not established, but
BB bXa VT4 TTTAT ARG DHlEEE v v 3 D7 PPTP XGRE /X7 v
NEZELE LR,

HRINLE —0X vbv—U0NHEEICRET DA, Cisco TAC ICHEZHE L TR &N,

$PIXPIX|ASA-4-403102: PPP virtual interface interface_name rcvd

A o hal 70— RBERN A XGRE 1 B UALPPP X7y R EEY a— L AZ{ELE
L7,

HRINLE —0OX vbv—U0NHEEICRET DA, Cisco TAC ICRHEZHE L TR &,

[ oL-3938-02-J
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403103
I5— Aw+E—Y  SPIXPIX|ASA-4-403103: PPP virtual interface max connections
reached.
HEA E¥ o —/uiE, IBINO PPTP #5252 AL Z LT TE £ A,
HRLE ~ETT, ERiIahchs s CicEv Y TonEd,
403104
IS5— Ayt—Y  $PIXPIX|ASA-4-403104: PPP virtual interface interfuce name
requires mschap for MPPE.
#88  Microsoft Point-to-Point Encryption (MPPE) [33%/E &AL CUVWE T 23, MS-CHAP F8RED X
EINTHWERA,
HESEALE  vpdn group group name ppp authentication =~ > KT, MS-CHAP 8iE&Z B L £,
403106
IS5— Ayt—Y  $PIXPIX|ASA-4-403106: PPP virtual interface interfuce name
requires RADIUS for MPPE.
#BA MPPE (IR¢E STV ET 23, RADIUS SBREARE SN T ER A,
H#ESRAE  vpdn group group name ppp authentication =~ > N ¢, RADIUS #ZiEZ#:BM L E T,
403107
IS5— Ayt—Y  $PIXPIX|ASA-4-403107: PPP virtual interface interfuce name
missing aaa server group info
BB AAA P RERHERETE T A,
H#42ME  vpdn group group name client authentication aaa aaa_server group 2~ KT, AAA
P—EHRzBEmL £7,
403108

I5— AwtE—Y  $PIXPIX|ASA-4-403108: PPP virtual interface interfuce name
missing client ip address option

BH /T4 T7L FIPT RLA F—UERNRELTHET,

H#ESRALE  vpdn group group name client configuration address local address pool name 2~ > N
T, IP7 KL A 7= UEREZBML £,
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403109

I5— AytE—Y  $PIXPIX|ASA-4-403109: Rec'd packet notan PPTP packet. (ip)
dest_address=dest_address, src_addr= source_address, data: string.

BB AT —T 4 T ENEPPTP RNy hEEV a—VRBZELE L, ZHIEER A <> b
DGENRH Y 9,

HRLE v 70FHEICHNEE T, PPTPa L 7 4 Fal—a VREXHERALET,

403110

I5— Ayt—Y  $PIXPIX|ASA-4-403110: PPP virtual interface interface name,
user: user missing MPPE key from aaa server.

BBl AAA Y — 13, MPPE I BA{bRY > —Dty N7 v FIZHESRMPPEX— 7 FJ Bz —
FaEiRLERA,

HRBLE AAAV— N a7 4 Fal—varEilER LT, AAA B — 323 MPPE ¥— 7 K U
Ea— FERIEERWEATE, X1V IZ vpdn group group name client authentication local =~ >
N Cr—AVEREAHH L E T,

403500

I5— AwHE—Y SPIXPIX|ASA-6-403500: PPPOE - Service name 'any' not received
in PADO. Intf :interface_name AC:ac_name.

BB X2 VTS TITIAT VAR A E—Fy N P—ER Taf X—DT 78R a
FE—F 750 PPPOE #+—E' R lany] Z#ERLE LTz, V—E X Trf Z =76 0IREIC
IO —EAREENTHETHR, =R lTany] FEENTCWERA, TN, e b=
NDEEDOR—FTT, PADO /X7 v MIEFIUEEN T, #Eirdvm—r a VAT
nET,

HRWE 2T,

403501

IS—Ayt—o $PIXPIX|ASA-3-403501: PPPoE - Bad host-unique in PADO - packet
dropped. Intf:interface_name AC:ac_name

BB X2 VT o TTIAT AL, AANEAEEEINDIDZT 7 8A 2y ba—7
WEEFELELE, 7782 arba—J1F B2 FA MNEAMHETIEELE L, EXF =2V T4
TTTAT AT OIREICKHET DR 2B TE £ A, Ny MIBEFES ., #k
A — g RO s ET,

HRIME (2 Z—F%v b P—EX Fug X—CBVWAEEL SN, —b 2 Fadg
H—DT A aryba—F0KA NEEBEOLEEZF> TS0, £/ PADO /37 v hR
Z:IE‘t:“a_O

Cisco Security Appliance Y X TAL OF A yt&—Y
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403502

I5— AwtE—Y  $PIXPIX|ASA-3-403502: PPPOE - Bad host-unique in PADS -
dropping packet. Intf:interface name AC:ac_name

BB X2 VT o TTIAT AL, AANEAEEFINDID 2T 78X 2y b —7
WG LE LT, 77 8R arvbe—J1d, b KX NEFMHETEE LE L, EX=2U T«
TTI7AT AR OIEICKIET DR ER ZH# TE TR A, 2y MIFEEI N, B
xAvE—ya T EnE L=,

WRIME (L ¥—3%v h $—E R T F—CBEVAELL SN, —E X Frasdg
H—=DT 7R aryba—FN8 KA NEFEOLEEZR > TWBHH, 721X PADO /37 v RS
Z:IE’Gjﬁo

403503

IS— Ayte—9 $PIXPIX|ASA-3-403503: PPPOE:PPP link down:redason

$EA PPP VUL /X T LELE, TOUNEAETIERITELLS H £, HHOERITER
SNHHEMIE, PPP 26 OBA DA TT,

HROE v NT—2 VU2 %5FARXT, VoIR8 ENTWHLZ 2R LET, 727 &
Aty FL—ERNZ LTI ERNGYET, BTy harnr s artkr b
L—H e —HT AL Z2HRLET, LRiENNAT—RBRELWZ 2R LET, ISP £713
X hU—7 PR — MEYEIC TR L &V,

403504

IS— Ayt—9 $PIXPIX|ASA-3-403504: PPPoE:No 'vpdn group' for PPPOE is
created

§iBA PPPOE Tid, PPPoE t v = ZPltad DN, ¥A Y LT U a7 4Fal—a
UMBETYT, ~RENCa T 4 Falb—a T, XA Y RY—, PPPEREE, 22—V
. BEOARAT—F2RETLOILENDY 3, ROFITIE, ¥Xa2 VT4 TTIA4T7 2R
% PPPoE # A ¥ /L7 U K HICERE L 7, my-username =~ > K33 L U my-password =2~ > R
X, RETHIUXPAP ZEH LT, 77&8RA a2y ML —XORFEEHINET,

wichzZm L ET,

vpdn group my-pppoe request dialout pppoe
vpdn group my-pppoe ppp authentication pap
vpdn group my-pppoe localname my-username

vpdn username my-username password my-password
ip address outside pppoe setroute

HESRALE PPPoE D VPDN /L — 7 5B ELET.
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403505
IS—Avg—P $PIXPIX|ASA-4-403505: PPPOE:PPP - Unable to set default route
to IP_address at interface name
Bl WE. 2D A v E—120E [- default route already exists| &9 X v —UNE
TET,
HRENE BTOT 74k — MEHIBRT D70, £721E Tsetroute] /X7 A —F ZHIFRL T,
PPPoE & FE TRRIE Lo/ — MBS LARNWE ST LET,
403506
I5— AwtE—Y  $PIXPIX|ASA-4-403506: PPPoE:failed to assign PPP [P address
netmask netmask at interface_name
HEB DA vE—UIZ, [- subnet is the same as interface| F72(% [on failover
channel| DHrXF 7,
HRNE FAHOHEIT. BEOKRKNE o727 RLAZEELET, 2HFAOHAIE, 72—
WA —=N— A B =T = APIDA 5 —T = A AT PPPoE iR E L E T,
404101
I5— AwtE—Y $PIX|ASA-4-404101: ISAKMP: Failed to allocate address for
client from pool string
F%B8 ISAKMP /L, ip local pool =~ RTHEINIZT—NND VPN FA4 T NHDOIP T
RLAZED Y THDOIZKRLE LT,
HESRALE  ip local pool =~ RZMHL T, 77—/ /LZBMIP 7 KL AZIRELET,
404102

I5— AwtE—Y  $PIX|ASA-3-404102: ISAKMP: Exceeded embryonic limit

A 500 B2 AU EX 2T 4 TV — 3y (SA) BPHEIELET, ZiiE DoS I
EEWTIHARHY £,

HERALE  show cryptoisakmpca =~ REZ AN LT, W LZHBILET, KB LEFE L
B, WEIPT RLAZER Y NT—I~DT 7B AEHEELET,
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405001

I5— Awt—Y SPIX|ASA-4-405001: Received ARP {request | response} collision
from IP_address/MAC address on interface interface name

%A Cisco ASAIZARP X7 v A ZELE LRy RO MAC 7 RLZH ARP F % v
7\/3. IV}‘U k/ﬁefﬁbi—g}

HRIME Z0OFNT774v71d, ESTHIHAELHIE. ARP RA X=0 ZHENHETH T
HAHZLETRTHEELHVET, HETLMACT RLAEZHR LTy hOFEETEHRBIL .,
ZONTy EBERHRBEAMIBLTODNE D pEHNET,

405101

I5—Ayt—Y $PIX|ASA-4-405101: Unable to Pre-allocate H225 Call Signalling

Connection for foreign address outside address [/outside_port] to local address
inside_address [ /inside_port]

BB BV a— N, BEEOBMETIZ RAM VAT A AEYOEY Y TICER LD, 00
T RLAEH Ay NEFIATE A,

HENLE 00X vt —U0N—THM I IcBET2EA81F, EBRLTHEVET A, HEICHE
DIKEN DAL, Cisco TAC IZBRWAEL &, Fua—rUr F— L OY A XEMERL T,
WOy U= 75347 MREWITEET, PAT 7 RLUARRERGAENDH Y £7°,
FF, B LGOS A LT U MEBEBELS LET, 20T — A vb—IF, AV ARE
ko TRATHZELDLDET, HFHAATY BZHIRL THD2, £IZEBMATY 2EA
LET,

405002

IZ— Ayt—9 $PIX|ASA-4-405002: Received mac mismatch collision from
IP_address/MAC address for authenticated host

BB ZonTy MEIL ROELLNDOREDGEITERINET,

e CiscoASAIXIP 7 RLANREUZEN . MACT RLUARZED uauth = b U D 1 D& L5
HR7y hEZIELE LR,

e Cisco ASA (Z vpnclient mac-exempt =1~ > RAZZE L, BRSF MAC 7 R LA ZFEON, ik
F 2D uauth =2 f U LTRRLIPT FLAZEFD/87 » B33 Cisco ASA ICE > TRESH
£7

HRNLE —OFT774v7iF, ESTHILGLHNIE, ARP A7 —7 ¢ v J BN TH
ThHZEEZTRTEA LV ET, HETLMACT RLARAEL IPT RLAZHER LT 7y hOD
EETEHL, 207y bBERERA MIBLTWENE I DEFNET,
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I5—AyE—Y $PIX|ASA-4-405101: Unable to Pre-allocate H225 Call Signalling
Connection for foreign address outside address [/outside_port] to local address
inside_address[/inside_port]

SR Cisco ASA 28, HEREDOBIMATIC RAM 2 27 L AF U OFE| D Y TR LIZ2, £2137
FL2EH ATy PRI TEEEA,

HROLE Jo— )L SOV A AEHRL, NEOXRy hT—2 7547 2 MLl L
F9, PAT 7 RLUARKERGERH D 3, Floid, BRLEGROY A 27 v MiREEL
LET, 20OxT— Avb—ViF, ACTVARBICETRAETLIZE LDV ET, AT
BAHET 20, SRTEMATVEZBALET, 20X vb—UR—EHM T LI ETS
AT E\HL ChFENEE A, B KEIN DA X, Cisco TAC IZBRIWAR L &,

IS5— A ‘y'lz—") %PIX|ASA—4—405102: Unable to Pre-allocate H245 Connection for
foreign_address outside address[/outside port] to local address
inside_address [ /inside_port]

SEBA  Cisco ASA 78, G DBIAETIZ RAM AT A AE U OEIY Y TIZRI L2, £2137
R 2ZEH 2Ty " OFIHTE EE AL

HROLE /o— L T OV A XEMHR L, NEOFy NT—2 7547 MMk bl L
9., PAT 7 RLARKELRGZANH Y £, £/03, BREEREOZ A L7 7 MR EEL
LET, Z0OTT— Avt—VF, ARV ARRICEITRAETLZZELHVET, FHATY
EEHNET 20, FRITEBMATVEZBEALET, 20X vE—UNRN—EYM I LICRET D
BRIV ER L ThE WV E A, HEICHEY RSN 5 5A 1%, Cisco TAC IZBRIVWAEL &0,

IS5—AvyE—Y PIX|ASA-4-405103: H225 message from source address/source port to
dest_address /dest_port contains bad protocol discriminator hex

S PIX 13771 k= LT 0x08 % T L TUWE T3, 0x08 LISAA ORI F2={E LE LT,
IDTT— A=V, U RFRAS U IO RBEBAT Yy PBREEINTWDEE, 203K
DT AL NUANDA =T BT A "NeZE LGB ETDIZENHY 7,

HRWE ~ZETY, Ty FoBBITFFTSNET,

I5— AwtE—Y $PIX|ASA-4-405104: H225 message received from
outside_address /outside_port to inside_address/inside_port before SETUP

BB ZOAvE—TMF H225 Avt—VEMESIEETZET I ERREINET, YIH
SETUP A vE—TODHNIH25 A vE—T%%E LE Lz, ZAUTHFRISLEH A, Cisco ASA
WX, D H225 a—)L T F U T Fy xUIZBET 5 SETUP X vt — Va2 EL Thb,
DT RTHOH2NLS A v E—VFZETHHERHY £3,

HRWLE 2T,
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Cisco Security Appliance YA T4 OJ A vy&—Y R



F2E LRFLAYT AvE—Y |

W X y+—< 400000 ~ 418001

405105
I5— AvyHE— $PIX|ASA-4-405105: H323 RAS message AdmissionConfirm received
from source_address/source_port to dest address/dest port without an AdmissionRequest
EHBR 4~ — b ¥ —/3—75 admission confirm (ACF; 3FA[fEER) 252 &£ L7=28, Cisco ASA
L% — b &% —/3—|Z admission request (ARQ; #FRIZER) % iEE L TV EHA,
HEIRIME 15 S V7 source_address D — N % —/X— % fifi LT, Cisco ASA 7°5H ARQ %5
fELTWRNDIZ ACF NiME SN T-B B 2 HE L £,
405201
I5— AytE—Y  $PIX|ASA-4-405201: ILS ILS message type from
inside_interface:source IP_address to outside_interface./destination_IP_address has wrong
embedded address embedded IP address
BB ILS X v b XA m— RZHDIAENTZT RLAR P RTy h Ny X —DY—AIP T
RLRAERRDET,
HERME 555 STz source IP address DR A b w R L T AR 72 #HDIAL IP 7 KL A TILS
Ny RREFEINTHBEEZHELET,
406001
I5— Ayt —Y $PIX|ASA-4-406001: FTP port command low port: IP_address/port to
IP address on interface interface_name
BB 7 74T FBFTP A=k a~r R AL LT, 1024 GAF Y —/3 A— FEEHOFE
DOR—FMEHICH D) KON SBRAR—IEZERELE L, 2, 1 M x0T 40 R
Uo—ZERELE S E LTSI EERLET, Cisco ASA IE, /X7 v FOBESE, BHROK T,
BILOA X MO EITVET,
HREWE 1~ETT,
406002

IS5— A wt—*‘/’ %PIX|ASA—4—406002: FTP port command different address:
IP_address (IP_address) to IP_address on interface interface_name

HEBA JTAT U RNNFIPAR— b a2~ REBITLT, #ICERINTWDT RLALSD
TRUVRAEZRBELELE, 20T — AvE—F, VA b OBXF=2VT 0 R —%EGEEL
FXHO2ELTCDBZLRLET, HEXIE, WEEDPBRFP TRy FEEEL, ELWVWY — AT
ORI DY —AFEREFRELTCFIP vy v a2/ Yy v 7 LEDE LTCWBEA
BHVET, X2V T 4 TTIT7AT LV AF X7y FORE, #EOKT. BLOA X2 b
DREFEITVET, By aNOT LA, R—h 2= FbLD7 RLATT,

HRDE 1~ETT,
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I5— AwtE—Y $PIX|ASA-4-407001: Deny traffic for local-host
interface_name:inside_address, license limit of number exceeded

B AR MHIRAEZE Lz, IROEL LNOFRMFITE TTEL5EG. WHIA A MIHIRIC Y
v hERET,

o PNEFARA BRI, ZD555LUNIC, Cisco ASARRH TR T 7 4 w7 il L E LTz,
o NERAR A MIBILE, Cisco ASA T, xlate #Ef £ 72132 — VL2 PR L T ET,

HRWE FXMRIIa—= R 7Iy h7r—AZiASnET, FA MIREERTS
1Z1%. show version 2~ K& L ¥ 3, Cisco ASA TOY v a v EHOHEDT VT 47
ARA N ENE 2 —F A2 FERT HI2I1E, showlocal-host =~ RAZFEHA L ET, 1| >F7-I13EHD
— W 2 BRI YINr 512IE, clear local-host =1~ > K&l L £3, W= —F ZHIPRIZ 72
DENZHARYIILIZ T 5121, xlate, #ft. BL Puvauth # A A7 7 M & HERELITIZCRELET
(F2-5 M),

®25 BALTIFBIUHEE

RALLTIH

HERAE

xlate

00:05:00 (5 4¥)

conn

00:01:00 (1 FER)

uauth

00:05:00 (5 4y)

IS5— Ayt—Y  $PIX|ASA-3-407002: Embryonic limit nconmns/elimit for through
connections exceeded.outside address/outside port to global address
(inside_address) /inside_port on interface interface name

SBA  Z2Uid Cisco ASA RHDEEFICHETAA v E—UTT, ZOXAvE—TF, ERanz

Ja—s L T RUAERBE LT, BRSNS T LA DEfS iz —2L 7 RLRIC
BRI NTZED, TDOREZT 4 v 7 O KYMGEIREZE 2 HAEICR RS IET, Cisco ASA
WL RIS AT U NEI Y THRERE AL, ToEmAZ T ANL S & LET, n—h/L KX
MZfkboTTurF v A R ERD, SYN ACK /37 v F &R A MMZEE L E3, Cisco
ASA X, 4T DHAT— MEREHRFEL, Xy FEBEEL,. 7947 MO ACK 25 E T,

HRNE —OAvb—Uik, ENRNT T 4 v AT HA b BT, DoS KERET T
oo b ERTEALBY £, WIELT FLARTRT Ay hORELFHBIL, Zha
BB A N ThomE > iR LET.

I5—Ayt—Y $PIX|ASA-4-407003: Established limit for RPC services exceeded
number

BB Cisco ASA [d, B RA—/VEISE LIzt T TICRE STV D RPC Yr— 3 <7 H 7T
RPC #—bE A XTI LT, HHOF—NEA—T 2 LEoELET,

HRLE MOR—NNI/a—XIN50%2FET 250 (B#EY A L7 7 Na20RE#H) |
FRFY—NRNFERIY— 2T T 4 T XTRAEEIEL £,
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408001

I5— AvyHE— PIX|ASA-4-408001: IP route counter negative - reason, IP_address
Attempt: number

HEA IPL— K AT EEAOMEICHOLEI) ELELEDRIRLE LT,

HERME cleariproute* 2~ RE AN LT A— s DU X%y FLET, AvkE—
DL L CTEFRMICER RSN DL EIL, RARSNDHA v E—TVZEMIZZE— L T, Cisco TAC
WZHE L TLEEN,

408002

I5— AytE—Y $PIX|ASA-4-408002: ospf process id route type update addressl
netmaskl [distancel/metricl] via source IP:interfacel address2 netmask2 [distance2/metric2]

interface2

B BEFEOL—FX Y @Y A RN v 7 BROR CHREEON DA o X —T = f ANBH R
NOD— P77 F— " 2ZELE L, BHOL—MNZEoT, BIOA 2 —T = A%
LCA VA=V ENTEFEFEONL— B EEXINET, FHEOL— MIICE BHNCR Y
SN, Ry P HNTAARBEISNZZ L 2BHRLET, ZOEFHE T, bAve & Bl
AL CHET 2 LER’DH Y $9, ZOEFORELZTL5MAORERIL. T4 —7 0T
SNDRREERDH Y, XA LT U MRV ET, ZONRAOBENL, ~ATLEEZYFR— T2
L9 Ry hU—2 MR UREICREIENTWAEE (O —2RTFRIENRET) ITRY
FAELET,

HRDE 1~ETT,

409001

I5— AwtE—Y  $PIX|ASA-4-409001: Database scanner: external LSA IP_address

netmask is lost, reinstalls

BE V7 LU =TSk T PEAORER RN S E Lz, L— 212 &> TEERES T
n. BEHTSNET

HERDE 1~ETT,

409002

I5— Ayt—Y  $PIX|ASA-4-409002: db free: external LSA IP_address netmask
B WY 7 hu =T =T —RRAELELE,
HRELE 1~ETT,
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409003
I5— AwtE—Y $PIX|ASA-4-409003: Received invalid packet: reason from
IP address, interface_name
SBA MEZN72 OSPF N7y haZE LE LT, afflid, =7 — A v b—VICifich TVET,
JRRNE, BEMOF 572 OSPF 22 7 4 Fa b—Y a3 UHWET 7 — O RREERH Y £3,
HEBIE ZEMOOSPF 2> 7 4 Fal—a v bXEEMNOar 7 4 Falb—a VTRE
BRIRVIERER L ET,
409004
IS— Ayte—o $PIX|ASA-4-409004: Received reason from unknown neighbor
IP_address
#tBH  OSPF hello, 7 —# N —AGLil, 72137 —F N—RBRNT » FEZEFELE LR —
ZITEEM LR TEEFATLE,
HRELE —oREZ BoAF TIIEShET,
409005
I5— AvE—Y $PIX|ASA-4-409005: Invalid length number in OSPF packet from
IP address (1D IP_address) , interface_name
BB EERNy X — A XL BENT 4 —/L RED OSPF /37w b FEEFE L2 IP 3
Ty ROYA XL —F LW OSPF X7y haZfELE L, ZhiE, 7y hoEERlo=
Y74 Falb—vary 27— RLTNET,
HRLE 7 FLAand, BEOLV—228EL) 77— FLET,
409006
I5— AytE—Y $PIX|ASA-4-409006: Invalid lsa: reason Type number, LSID
IP address from IP address, IP_address, interface name
SBA LSA A TMEZD LSA 2 /V— 2 3% [5 LE Uiz, KL, v—4 LD AT Y O E
TAE PRI OEED EH 53T,
HERWE 87 FLA0s, MOV —2 28 ELY 7— M LET, ZORBEOFIKZHES
ZIZiE, Cisco TAC IZMIWEETHR— F 22T T EEW,
409007

IS—AvE—o $PIX|ASA-4-409007: Found LSA with the same host bit set but
using different mask LSA ID [P address netmask New: Destination [P _address netmask

BBl NEY 7 b =7 TR AELE LT

HRNE - OREOFRNEZHET 5121, Cisco TAC IZfIWEE THR— 2 Z T T E N,
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409008
IS5—AyE—Y $PIX|ASA-4-409008: Found generating default LSA with non-zero
mask LSA type : number Mask: netmask metric : number area : string
B NL— BB AT TT 7AWV PMLSAZAER LIS ELELE, Y 7 b =T =
T—DFEDIZA N v I BEES TWDHEERDH Y £,
HRNE - ORBEOFIKZ HET %121, Cisco TAC ICRIVWAE THR— F 22 T E &S0,
409009
I5— AwtE—Y $PIX|ASA-4-409009: OSPF process number cannot start. There
must be at least one up IP interface, for OSPF to use as router ID
BB OSPF X, HHD 1 2DA v X —T A ADIPT RLANBA—Z D ZHVYTEI L
LT, RLE LT,
HRLE 1P 7 FLARHDREEROA V2 —T g APD7 e H 1 DD L afERL
F3. V—% THEEO OSPF 7 m £ ANEEL TV 25E. ZRZRICEA O/ —42 ID HLE
TY, TRRBOA L H =T oA AEBESH T, ThENRL—F ID ZHETE L L5127
HVENEH Y ET,
409010
I5— )“‘Jt—:) %PIX|ASA—4—409010: Virtual link information found in
non-backbone area: string
B NE=I—2AELELL,
HRLE = ORBEOFIKZ K E T 5 I21E, Cisco TAC IZHIWER THR— h&ZIF T E I,
409011
I5— AyHE— $PIX|ASA-4-409011: OSPF detected duplicate router-id IP_address
from IP _address on interface interface name
§B OSPF (X, ZDN—TF 4 7 Tt A L[E U/L—% ID R ORI — 2 925 hello /37 v
FEZELE L, BRRBERREHL TS EEA,
HEEQE OSPFL— X IDIT—HCTHLIMLEN DY FT Mt — 2 DL —2 IDEEELET,
409012

I5— AwtE—Y SPIX|ASA-4-409012: Detected router with duplicate router ID
IP address in area string

H$BA OSPF L. ZDN—TFT 47 7TuEvRELFEUNL—F ID ZEOREL—Z 5 hello 737 v
MeZELE L, BeBEBREMI CE A,

HBEME OSPF/IL—4Z IDIZ—ETHAIVENRHY 4 L —20OL—%IDH#EE LET,

Cisco Security Appliance YR TAL OF A yt&—
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410001
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I5— Aw+E—Y  $PIX|ASA-4-409013: Detected router with duplicate router ID
IP address in Type-4 LSA advertised by [P _address

H$BA OSPF L. ZDN—TFT 4 7 7TuEvRELFEUNL—F ID ZEOREL—Z 5 hello 737 v
MeZELE L, BeBEBREMI CE A,

HERME OSPF/IL—Z IDIZ—E THAHAVENRHY 4 L —20OL—4% D %EELET,

I5— AytE—Y $PIX|ASA-4-409023: Attempting AAA Fallback method method name
for request type request for user user :Auth-server group server tag unreachable

nﬁﬂﬂ %AB‘&—*—“/\ ;d—‘a‘émuufﬁi 71. imuT@ uit’fTZ) %H& l_/ °—7 v :L%‘}j- T HR— A %’fﬁ
HALTEITEND L1272 £F, aaa_operation 13 Tauthentication] 7> [authorization| @ & %
BT, username [ FHERCIZBHENT T DV — W TI, server group 1 &V — B ELEARRE
HoTm AAA — DL R T,

WRENE B0 HETRE SN AAA b — OO B 2 84 L £, Cisco ASA 725
FRRE— NI L Cping (T LET, AAA VT —NTT—FUDNEEF THDEZ L 2R L E
j‘o

I5— AytE—Y $PIX|ASA-4-410001: UDP DNS request from
source_interface:source_address /source_port to dest interface:dest_address/dest_port; (label
length | domain-name length) 52 bytes exceeds remaining packet length of 44
bytes.

S ZoOAvtE—1E, UDPDNS X7y FNTRAAL VA DEIN 255 851 N EBZT25E6
ICFRENET (REC 1035 section 3.1 &),

HRELE 2T,

I5— Awt—Y $PIX|ASA-4-411001:Line protocol on interface interface name
changed state to up

BB EfRT e Fa o RT—F AR, down 225 up ICEL LE LT, interface name H3imPRA
v H—T A A% (linside] BEL O Toutside] 72 &) DFH, ZD A »E—T0F, fwlaf ¥ —
7 oA AT R k3L down 25 up WAL LT T & &SR U E T, interface_name DEEA >
4 —7 A A% (IEthernet0] 35 X O [GigabitEthernet0/1] 72 &) DIFE, ZDOA vE—Tk, ¥
BA U E—T 2 A AEFT 2 2Ll down 226 up ICELLTEZ 2R LET,

HERDE 1~ETT,

[ oL-3938-02-J
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411002

411003

411004

412001

I5— Ayt—Y $PIX|ASA-4-411002:Line protocol on interface interface name
changed state to down

B [ER T e h I DORT—HZ A up 225 down IZEAL L FE LTz, interface_name YARY: 5 e g

2 —7 A A% ( Tinside] BEW Toutside) 72 &) OHE, ZTOA vE—U%, @A ¥ —
T oA AT R b3 ap 5 down IE(L Ll EERLET, ZO%HE, WEA VX —
Tz A AT T N AN D AT —HF AIEEEZ T EW A, interface_name WWERA X —T =
A4 24, ( [Ethernet0] & U8 [GigabitEthernet0/1] 72 &) DH., ZOX ve—U0%, WELA >
H—T A A[FRET T bR up 225 down IZELLTZZ EERLET,

HROLE — 1A 7 =T A A LOTHILRNA RS FOE, WA ERRLET,

IS— Aytk—v $PIX|ASA-4-411003: Configuration status on interface
interface_name changed state to downup

HERE A THILZRVWA XU NSRS, WHERRZHERLET,

IZ3— Ayte—9 $PIX|ASA-4-411004: Configuration status on interface
interface_name changed state to up

BB AL A —T A ADAL T 4 Fal— gy ATF—FZ AR down 15 up IZZELLE LT,

HRELE F2ZTT

I5— AytE—Y  $PIX|ASA-4-412001:MAC MAC address wmoved from interface I to
interface 2

HEB ZORAvE—VE, BV AU H =T oA ARTORA NOBEBPKRE SN 5GE
AR SN E 9, 1% Cisco ASA TiX, A& (MAC) & Cisco ASA R— hDOo~ v 7
ELA Y 2HRET — 7 RSN TOVET, 2OT—T7 A TIE, X7y FEEIEMACT F L
AN Cisco ASA R— K| ﬁ%%‘/y_ﬂ4/Féﬂi¢o:@7mtxfi B =T x
A A TORA FOBERBEEIND LHEIZ, 20X vEe—UnErkEnET,

HRBINE SR NOBENASTHILALHIUE, A NOBEIN, thoA v F—T = A AL
DHRARNMACEZART—T 4T LEIELTVAEELHY ET, MAC A —7 4 T DY
BlX. 2y bU—7 FOMTERARA NEBE L CHIFRT 22, £721EAXT 4 v 27 MAC > b
)(MMﬁfvak;Uﬁ~bﬂ4y?4yﬁ IEFETER) EFRELET, EEEIZHR b
BN TONISGA, UEIXRETT,
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I5— AyE—Y <PIX|ASA-4-412002:Detected bridge table full while inserting
MAC MAC address on interface interface. Number of entries = num

BB ToAvE—UF, TV Y F—TARNSIETVOEAIZ., 5121 o=y MU AEM
LEDE LT EITAERENET, CiscoASA L, 2T FA NITEIZHHED LA ¥ 2 55T —
TNVERFFLTEBY, ar 73 A MR A ZHIRBEBZDEFEICZOXA vV LRSI E
4, MACT RLRZEMENFETH, 77— AVHNOELTWEEOX A FIv s =N (B
NG E) DERISNET,

HROE VI TONL S L LErERS Y T, FHT YV v T—T7 L = Y
WENTHDZ & amR LET, WROYAIZIX, EtherType ACLs 2l L CHags7a R A k-~
DT 7 A EHIEL £,

IS5— Avt—Y $ASA-4-413001: Module in slot slotmum is not able to shut
down. Module Error: errnum message

A slothum NOEY 2 — VT ASA VAT L B 2a— A0 ¥ v hE T U OBERITIET
HIENTEERATLE, Y7 b7 Ty 77— ROX ) RPTERVWST AT 2 FT
LTWADZENHY T, errnum BEY message 7 XA NI, FEV2a— &V vy hA T T
ol il e, HERTY 7 v a vniE# I TnEd,

HREMLE V2NV LEOXAITRETTDIOERES THLEVa— e Yy NEUTD
ERTEyYary av FEFHALTCEY 2— LD CLIICT Z7ERA L EV2—1DT v v
N BT TND X AT gL ET,

IS—Ayt—o $ASA-4-413002: Module in slot slothum is not able to reload.
Module Error: errnum message

BB slotnum WDTY 22— /VIE ASA VAT LA BTV 2a— b0 n— ROERIZIN U D Z &
MCTEERALTL, Y7 U7 Ty 77— RORSRPE CERNWI AT ZFTL T
LT ERHYET, errnum BE DN message TXA MI, EVa— N E Y a— RTEXRpoH
HE, HRT 7 g onE#EInTtunEd,

HROE T2 VDI AIRETTIEDOEFES> THhLEY 2a—LEZ ) o— N5, £7-0%
torvaryavl FERHLTEY2—LDOCLIIZTZ7EAL, TV 2—1D ) a— R&EH5F
TWH XA gL LET,

IS—*Avyt—Y %ASA-4-413003: Module in slot slotmum is not a recognized
type

BB A — R 247 LTRSSVl — e 57Nk S v ET,

HRUWE (L AN INTVWEETa— L XA T 5B HE—FT25ASA VAF A VT |
YT DR g NIT TS — R LET,

[ oL-3938-02-J
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413004
I5— AvyE— $ASA-4-413004: Module in slot slothum failed to write software
vnewver (currently vver), reason. Trying again.
BB RS An Yy MEBOEY2a—ARNY 7 b T A=V g VICHIETEEEATL
7=. UNRESPONSIVE REEIZBATLE T, FVa—L VY7 U =T D7 v 77— FREHICHR
TENET,
slothum : Y 22— )VRFIELTWA Ry hEF,
newver : Y 2 — L ~OEXIALDEFICKR T LNV 7 V2T OH LNWAA— g V%K
7 (1.0 72 &),
ver : €V a— L kDY 7 N =T OBIEONN—T 3 K E (1.0(1)0 72 F),
reason : FHLUIN— 3 UINE DV a2 — WIEZIALTE oo 2B H, reason 125 2 HNVHHE
L. D ELEBY TT,
e write failure
» failed to create a thread to write the image
HRENE ~ZTT, ZO%ORITT, 7T v 7T — MO ELITRMEZRT A v —T B34k
SNFET . ZOHOT v 7T — FITH D UP ~DE Y 2 — VBB # i3 5 1Z1%. show module
slothum 2~ > R&aHEHLET,
414001
IS— Ayte—Y $PIX|ASA-3-414001: Failed to save logging buffer using file
name filename to FTP server fip server address on interface interface name: [fail reason]
FHBE ZoOVATLART AvE—VIE BX T B 2 — MK DI FTP — "~ r ¥
7Ny T 7 ORAENRIL LT GE AR S ET,
HRME L L7-EBICESW T, @R LEE2ITWET,
— 7'm haj =7 —  FTP #—/3& Cisco ASA & OROBHGIZHEEN 72 <. FTP H— 303
FTPPORT =2~ RAZ(E L CHEREZMT LN TELZ L2 MR LET,
BN o — P F NIRRT = RBEEESNIZFTP 7 74T v b 22— A B LA T —
RPAELWTZ & 2R LET,
fihod =7 —4_T : Cisco TAC IZIVWEETHAR— FE2Z1F T Z &V,
414002

IS— Ayt—2 $PIX|ASA-3-414002: Failed to save logging buffer to
flash:/syslog directory using file name: filename: [fail reason]

BBl ZOVATA U Avb—ViI nFX oS B2 NMMILDVAT A T Ty a~Dr
X T Ny T 7 ORGERRRLTEGA ARSI NVET,

HRME SR L-BEA S REERRWEDTH LA, VAT L 7T v adZEXE
BETF v 7 LT . BXL Y 75y a A R avy ROBREFRBENRELIBEEISNTND D
LEWRLET, =29 —0N, 7T v a A VAT LD A= T —DE 1L, Cisco TAC
WA E T R— P 22T T EEN,
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415001

I5— AytE—Y  $PIX|ASA-5-415001:internal sig id HTTP Tunnel detected - action
tunnel_type from source_address to dest_address

B Z DA v&—1L, http-map port-misuse 2~ > RAFHEINTNT, b7 7n
AR SN G AT BITShE T,

internal_sig id : ZiUX, alert # MU H— L7eFFEDORY > — %3 201, BAREMEH T
EHNED TR =] TT,

action : ZHE, 2—VFNERE LT 7 ¥ a Uit~ T, [Reset-] F£721% Drop-] & &Ten[HE
MRHVES, T7ar nr) O XAVLFH " BESNET,

dest_address : > x ) 7B E TNy FOSSET LA,
source_address : N RV TR INTZ Ty FOFEEILT KL A,
tunnel type : RSN b Rr V7 Fabharoy 4 TERLET,

BRELE —0OXAvtv—IiF, 2—¥FNRHTTP Thor RV 7 7a halZFEITL N2 &
ZRLULET, ZHEIRY —IERTAHZENHY 9,

415002

IS5— Avt— SPIX|ASA-5-415002:internal _sig id HTTP Instant Messenger detected
- action instant_messenger_type from source address to dest_address

B Z A v&—0%, http-map port-misuse =~ > KRR EINTNT, £V AX N Ay
v Uy To b a Bt SN GGICBITSNET,

action : ZiUE, 2—YRRE LT 7 ¥ a - T, [Reset-] F£721% [Drop-| #&TeAlHE
PWRHVES, T7arh nr) OfaE XALFH " BNESNET,

dest address : £ V' AZ kN Ay V¥ Fu ha Lt &Ny bOSEET R A,
instant_messenger _type : R SNTZA LV AZ U N Avv DUy T havDOF AL TERLE
—a’-‘o

internal_sig id : 2, alert # N U T — L7IeFFEDOR Y > — %3 201, BAREIMEH T
EHANED TR =35 TT,

source-address : A VAKX N Ay Yy Fa harPSmii Iy ROREEILT KL
A

o

HRELE —0OAvE—V1F, 2—FNHITTP TA U AZ L h Avkr Py 7a baLaxET
LTCWEZEZERLET, ZHIERY D —IZER T2 ENH D £,

415003

I5— Ayt—Y  $PIX|ASA-5-415003:internal sig id HTTP Peer-to-Peer detected -
action peer_to_peer_type from source_address to dest_address

B Z A v&—%, http-map port-misuse =~ > RABFHREINTNT, 7Y —ET 7nm
M a AR SN TESEICBITINET,

internal_sig_id : ZiUL, alert # N U H— L7eREDOR Y L — &0 T 2 DI, BFEENEMT
XHNED TRY > —F5] TT,

action : ZhUE, T—FNRRE LT 7 ¥ a VIZhE- T, Reset] £721% [Dropl Z&TerlaeMt:
W ET, 772 a W log D, XTI " BEISNET,
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peer_to_peer type : HINT-ET Y —ET Fu haroy A T ERLET,
source-address : 7Y — 7 7o ha AN ENTZ Ny ROEETLT KL A,
dest-address : ¥ 7Y —E7T 70 ha VBRRHEEINTZ Ny FO5EET KL A,

HIROE —0OAvb—IF, =2—FRHATTP TET7Y—E7T Fu ha s ET LT\ &
ZRLET, TR V—I0ERKTHZENDH Y £97,

415004
I5— Ayt—Y  $PIX|ASA-1-415004:internal sig id Content type not found - action
mime_type from source_address to dest _address
HEA DO RT A vl AvE—E, http-map content-type-verification =~ > KA E S
TUWT, Content-Type HTTP Header 77 4 —/L KIN®D MIME % A 7HRFHERY > — XA TD Y X
MZROMB RN TEGEITHITINET,
internal_sig_id : ZiUL, alert & NV U — L7eREOR Y — %707 5D, BAFEENLEAT
EHNED TRY —FF] TT,
action : ZHE, Z—VRRE LT 7 a3 HE-> T, [Reset-] £721% [Drop-| % & TeAlAE
PRHVES, T7arh nr) Ofa XALFH " BNESNET,
mime_type : Content-Type HTTP Header 7 4 —/V RIZE/RENTza T2 XA,
source-address : ik ARV MIME # A 7RI SN2/ v ROEFILT FLU A,
dest-address : SRV MIME & A 7 S vz 37 > hDsEET KL A,
BREME — O RTL BT Ayt —UiF AvE—VONER, FERSN AT Y A
TORY) = JRAMIADPERPoZEEZRLTWET, JIUIRY —ICERKTDHZ L
DY ET,
415005

I5— Ayt—Y  $PIX|ASA-5-415005:/nternal Sig Id Content type does not match

specified type - Action Content Verification Failed from source address to
Dst_IP_Address

Bl Z A vt —T L, http-map content-type-verification =~ > KRB E I TV T,
Content-Type HTTP Header 7 1 —/ KIN® MIME % A 7 FFRERV >— XA 7DV A MIHD
INOTZ Ay B —TURIED (=2 VG BEDIAT DT 7 A N a#illd HELN< Yy
I HFEHTIIRWIGAICHITSNET,
DAy E—VIERTAVEHIRENTEY . ZO%DOERIIFEHEIILET A,
Internal_Sig_Id : VL, alert & b U ' — LIZFFEDR U o —ZikA3 2 0l BHEEMEMT
XHNED TRY v—FE] TT,
Action : ZiUE, =—VWEE LT 7 v a - T, TReset-] F7i% Drop -] & &Ten]
MRSV ET, 77 ard Tnr) o6 XAVFH " BESNET,
source-address : 2T Y XA T ORGED KB SNz 7 v FOREFEILT KU A,
Dst IP_Address : 22T 2 XA TORIED IR SNz v hDside 7 FL A,
HROE A v —VAERDORA v E—VONEN, AvE—VDO~yX—NOaALrT LY 24

TLE=BLERATLE, THIEEFRIETHY | i afH LIk ShieT — % 2%
WA LES EL TV D ZEERmTHAERH Y £7,
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415006

I5— AvE—Y $PIX|ASA-6-415006:internal_sig id Content size size out of range -
action content-length from source_address to dest_address

B Z DA v E—1L, http-map content-length =~ > KAFEESINTNT, 2T VY EMR
I—PHREOEIZBATVWILEITBITEINET,

internal_sig id : ZiUX, alert # N U T — L7eFFEDOR Y > — %3 201, BAREMEH T
EHNED TR =] TT,

action : X, 2—YRERE LT 7 >3 UIZHE- T, [Reset-] F721% Drop-1 #&TenHE
MRHVES, T7ar vy oG XALFH " BESNET,

size : —YPREDRKRKELZBZ TWZAYE—VDERE,

content-length : Content-Length HTTP Header 7 4 —/V RIZE/RENTWear 7 oY DR,
source-address : 227 Y WA KERDBBHE NI Ty FOEFEILT RLA,

dest_address : 27 Y YA RERKDBRT STy hDFET KLU,

HRELE — oA vtV 22— VPREORY V—THEIND LV ZOTF— X &Rk L &
YL LIz EERLET,

415007

I5— AytE—Y $PIX|ASA-5-415007:internal sig id HTTP Extension method illegal
- action ‘'method _name' from source_address to dest_address

BB oA vE—UF BREINZIEA Y vy ReT7 4o v F Y 75 %572 9IC http-map
request-method ext =~ > R E SN TV AHGHITHITINET,
internal_sig_id : ZiUL, alert & N U — L72REDOR Y —Z0T 5D, BAFENEHT
XHNED TRY o —F] TT,
action : ZiUE, 22—V NRE LT 7 ¥ a LIhE-> T, IReset-] £721% Drop-] & T
WRHVES, T7arh (nr) O XALTFH " BESNET,
method_name : alert Z 384 S W72 PLik A Y~ RO4HEI,
source_address : JLiRA Y > R ST > FOFETLT R X,
dest_address : JEBR A YV v RRH SN Ty NOsdkeT LA,

HRIME —OA v b—VF, BIESNTOWDIEAY y REHHLE I E L2 2R LE
T, ZHUE, 2—PRRELERY —IER LET,

415008

IS5—AyE—Y <PIX|ASA-5-415008:internal_sig id HTTP RFC method illegal - action
'method_name' from source_address to dest_address

BB ZOXAvE—VE, SN RFC A Y v RET7 4 VXY 7925 725IZ http-map
request-method rfc 2~ > R E I N TN DILAIHITINET,

internal_sig id : ZAUX, alert # MU T — L7eREDOR Y > — %3R3 201, BAREIMEH T
EHNED TR =35 TT,

action : ZiUE, 22—V NERE LT 7 v a LIhE-> T, IReset-] £721% Drop-] & T
WRHVES, T7arh nr) OB XALTH " BESNET,

method_name : alert Z384E I 72 RFC A Y v RD4H,
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source_address : REC A Y v R ST T > FORIEILT FLA,
dest_address : REC A Y v RIS NI T v hDSIET RL A,

HROE —oOXvt—Vi, BIEESNTWARFC A Yy REFERALEI L L2 2R LE
T, ZAUE, 2—FRRELILARY —ICEK LET,

415009

I5— Ayt—Y  $PIX|ASA-6-415009:internal _sig id HTTP Header length exceeded.
Received length byte Header - action header length exceeded from source_address to
dest_address

$%BH Z A v E—1E, http-map max-header-length 11’\7/ RBBREINTNT, =2—FHEE
D~y F—R LY LRV HTTP ~y ¥ —AH S8 Ic TS E T,

internal_sig id : Z iU, alert # b U F— L7=FFED K ) V—EAT 20T, HEEMMEHT
NI TRY —F5] T,

action : ZHUE, Z—WFREE LT 7 ¥ a e - T, TReset-] £721% [Drop-] =& Ter[FE
MERHVES, 77 vari Inl] ORE. AT RNESHET,

length : ~> X —DE X,

source_address : [REZBA 2RI D~y X —ERRIH Iy hOEETLT RLXA,
dest-address : [RIEEZ R TR IO~y X —RPH STy hOFERET FL A,

HRLE —OXvt—VE 2= PREODRRKRLY bR~y X —RkEEN/2Z L &L
FT, ThE, 2—FRRELLEFRY U —IGERK LET,

415010

I5— AytE—Y  $PIX|ASA-5-415010:internal_sig id HTTP protocol violation
detected - action HTTP Protocol not detected from source address to dest address

HEA T DA »E—, http-map strict-http =2~ > KRR EINTWT, A R U —2A72 RFC
WD FEET = v VITER L TV ASEHICRBITINE T,

internal_sig id : 2, alert # N U T — L7eFFEDOR Y > — %3 201, BAREIMEH T
ELONED TRY —F5] TT,

action : ZHX, —YRERE LT 7 v a NIE- T, Reset £721% Drop % ETeRIREMEN H
DWET, T ardlog DG, XAFH M NESNET,

source_address : 3E HTTP 7’12 h 2 /L3 S7= "7 > FOERFETLT RLX,

dest_address : FE HTTP 7' k 2 L3 S L7237 v R OSEET R LA,

HRME HTTP 7oV 7 v a v HOR—FZ2EL T a ha LRl TENTWBEEERH Y
4, hid, 2= RRELEZRY V—IZEK LFET,
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415011

I5— AytE—Y  $PIX|ASA-6-415011:internal sig id HTTP URL Length exceeded.
Received sizebyte URL - action URI length exceeded from source address to dest_address

REA =D A v E—1d, http-map max-url-length =~ > RO EINTNT, 2—FHEEDK
KURL £ &Y bRV URL B S5 B c 8T S E T,
internal_sig id : ZAUX, alert Z N U T — L7eFFEDORY > — %3 201, BAREIMEH T
EHNED TR =] TY,
action : X, —YRERE LT 7 >3 LI~ T, [Reset-] F721% Drop-1 #&TenHE
MRHVES, T7ar vy OB XALFH " BNESNET,
size : W URL O &,
source_address : [RIEE# B2 12 XD URL B SN/ 37 v FOEFEILT RU A,
dest_address : [RIE % B2 1=K & @ URL B &z "7 v DT FL A,

HERME RELHERAZRSOURLIE, ZBEMTOALEI L LTWDZE2RTHAENHY £
ﬁ—o

415012

IS5— Ayt—Y  $PIX|ASA-4-415012:internal sig id HTTP Deobfuscation signature
detected - action HTTP deobfuscation detected IPS evasion technique from
source_address to source_address

B Z A v&—1%, http-map strict-http =~ > K3ERE STV, HTTP BB TED R
HENHEAEICRITENET,

internal_sig id : ZiUX, alert # MU H— L7eFFEDOR Y > — %3 201, BAREMEH T
EHANED TR =35 TY,

action : X, 2—YRERE LT 7 >3 VI~ T, [Reset-] F721% Drop-1 #&TenHE
MRHVES, T7ar vy O XALFH " BNESNET,

source_address : BEXZRRELI R E NI v FOEEILT FL A,

dest_address : BEHBIIREELS R SNy FOsEkET RLA,

HRBOE o —0. x0T Fzuv 2420 L5 L LTURL 2EXMICIRELS
HFTWVWET, ZORAvE—VFWEBERLET,

415013

I5—Ayt—Y $PIX|ASA-5-415013:internal sig idHTTP Transfer encoding violation
detected - action Xfer_encode Transfer encoding not allowed from source address to
dest_address

B Z A vE&—1F, http-map transfer-encoding =~ > RR3FRE SN TWT, LT
WA IRERF AL R SN G A ISR IT SN E T,

internal_sig_id : ZiUL, alert # MU H— L7eREDOR Y L — %507 202, BFEENEMT
EHANED TARY v—FF] TT,

action : ZhUE, T—FNRRE LT 7 ¥ a VIhE- T, Reset] £721% [Dropl Z&TerlaEM:
W ET, 772 a W log DE. XTI " BEINET,
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Xfer_encode : Bk SN TN D REEIE SN TV AEBEFFLOYE, ZIUTITEREOEER Sk
LFHNEENTHET, CTHNIRRE SN2 WVERERF 5L D41, [Transfer encoding not
allowed] NERRINET,

source_address : WURHRIETF BALDMR N STz > FDEFEILT FLA,
dest_address : BUERRIETF SAL MR ST Ty FDFEET FL A,

HRBOE = —PREORY V—ICER LAYy E—UREESRE L,

415014
I5— AytE—Y  $PIX|ASA-4-415014:internal sig id Maximum of 10 unanswered HTTP
requests exceeded from source_address to dest _address
BBl Z oA v E'—1, http-map strlct-http :1’\7/ RBREINTWT, 1 OB 10 A
EE R DIGEDRVHTTP ZRB RO o GG 10T SN ET,
internal_sig id : ZiUiZ, alert & b U T — Lf:fFv*ffEUDZT‘\O U o—%ilBT 501, BBENERT
EHNMO TRY »—F5] T,
action : ZHUE, 2—YRERE LT 7 v a VIt~ T, [Reset-] F721d Drop-] #&Ten[HE
WRHVES, T7ari Tns) OBG, AT " PEINET,
source_address : JSEDIRNERBEDERPB SN2 7y NOFEETLT FL A,
dest address : WA DR WERZEDERBZRE SN2 37 v ROSEHET RLXZ,
HERWE 0 SN TORVEEO HTTP ZDRAXE ShE Lz, Ziud, o — Ml
HTTP % — "BFE LRV E WS BRE RT3 D ) 7,
416001
IS5— AvtE—Y $PIX|ASA-4-416001: Dropped UDP SNMP packet from source interface
:source_IP/source_port to dest_interface:dest _address/dest port; version (prot_version) is not
allowed through the firewall
B SNMP /X7 > h3, REANXT v b 74—~y FDFd, F721% prot_version I% Cisco ASA
EEIETHIEEFAIINTWHRWNWEDIZ, Cisco ASA ZBIRT 2 L EESINE L,
prot version 7 4 —/L ROfEIX, 1, 2, 2c. FIEF3 DI HLOWTNATT,
HERWE snmp-map =~ REHFEH LT, SNMPREDHKELXZELELET, Zoa~vy Refl
A2, 2a—FR/HEOT T ha) N—T a3 VEFAIERIFESTEET,
417001

I5— AwtE—Y $PIX|ASA-4-417001: Unexpected event received: number
FB THEATELGEZELELER, AN EOANY RIREOP) FEATLE,

HRLE =5 — Avt—V%abt—L, 2074 FXa2l—2arBLORI0T T —DRIHIZ
Ipol-A X hOFEM & —§#1Z Cisco TAC IZEAT L TL &V,
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417004
I5— AwtE—Y $PIX|ASA-4-417004: Filter violation error: conn number
(string :string) 1in string
BB AT MR BAPFALTN WAL= T M Ea—MEREELLS E LELL,
HRLE =7 Avb—Vkat—L, ar74Fal—varBlUioxT—0RIC
Mot A Ry N OFEM & —HEIZ Cisco TAC IZIEfF LTS 7280y,
417006
IS5—AvyE—Y $PIX|ASA-4-417006: No memory for string) in string. Handling: string
BB AEVARODICEENRKBRLE LR, JlOA D =X LTRSS ET,
BB FORATVRFETLIHAIE. =7 — AvkE—VEabr—L, ar7 s ¥al—va
VEBXOZOT T DRI I oo A Ry N OFEM & —H#IZ Cisco TAC [ZIEF LT 230,
418001
IS— Ayt—2 $PIX|ASA-4-418001: Through-the-device packet to/from
management-only network is denied: protocol string from interface_name IP_address (port)
to interface_name IP_address (port)
BBR FRRE S VTS ME T B~ DR R3, Cisco ASA L EHIEH Ry N —2 L DA
BELTWLRDIC, EEINET,
protocol_string : TCP, UDP, ICMP, F7-1% 10 » 7 a k=1 1D,
interface_name : 4 % —7 = A R4,
IP address : 1P 7 KL &,
port : R— FFE
HREDE —0L5 7y FEAERLTOLEALEREZRELET,
419001

I5—FyHE—Y SPIX|ASA-4-419001: Dropping TCP packet from src_ifc:src IP/src_port
to dest_ifc:dest IP/dest port, reason: MSS exceeded, MSS size, data size

BB oAy E—UE TCP ATy FORINI VA N Ry 7 TT RRNZAL XS
72 MSS ZB A2 TV LS AITERSNET,

sre_ife : ANA VEZ—T = A4 A4

sre_IP : Xy FOFEITLIP 7 KA

sre_port : 2N NORERFILAR— b

dest ifc : HI1A v X —T = A A4

dest IP : 737 b OSESEIP 7 KL A
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dest port : /X7 R DFEIEAR— b

HERME MSS 2537y NEFATHMENH D55 13X, exceed-mss 2~ 2 REffH L
TTCP v v 7 HAFR L ET, WICHZRLET,
access-list http-list permit tcp any host server ip eq 80 class-map http match
access-list http-list tcp-map tmap

exceed-mss allow
policy-map global policy

class http

set connection advanced-options tmap service-policy global policy global

420001
I5— }‘yt—&’ $ASA-3-420001 : IPS card not up and fail-close mode used,
dropping ICMP packet ifc_in:SIP to ifc_ out:DIP (typelCMP _TYPE, code ICMP_CODE)"
$ASA-3-420001 : IPS card not up and fail-close mode used, dropping TCP packet
from ifc in:SIP/SPORT to ifc_out:DIP/DPORT\n"
$ASA-3-420001 : IPS card not up and fail-close mode used, dropping UDP packet
from ifc in:SIP/SPORT to ifc_ out:DIP/DPORT\n"
$ASA-3-420001 : IPS card not up and fail-close mode used, dropping protocol
protocol packet from ifc in:SIP to ifc out:DIP\n"
BBl oA vE—VF, IPS 72—y —X = FB™EHSNTEY ., IPS 71— RBEMEL
TWRWIGEIIN Ty RPEREIND L, RRINET, TOA vy E—VIEIRRADBHIRENT
b\i‘j‘o
ifc_in: NAVE—T A R4
ifc out: W14 v B —7 x4 R
SIP : Ny hD Y —A TP
SPORT : 7~y b DFE LA — |k
DIP : 737 b D%E%E 1P
DPORT : 737y R D%E4E7HR— b
ICMP TYPE : ICMP Nry hOEAT
ICMP CODE : ICMP /N7y hDa— |
HERME 1PS — FAmEE L TEIfESE T,
420002

IS— Ayt—9 $ASA-4-420002 : IPS requested to drop ICMP packets ifc in:SIP
to ifc_out:DIP (typelCMP _TYPE, code ICMP CODE)"

$ASA-4-420002 : IPS requested to drop TCP packet from ifc_in:SIP/SPORT to

ifc_out:DIP/DPORT\n"
$ASA-4-420002 : IPS requested to drop UDP packet from ifc_in:SIP/SPORT to

ifc out:DIP/DPORT\n"
$ASA-4-420002 : IPS requested to drop protocol packet from ifc_in:SIP to

ifc_out:DIP\n"

BB oAy E—UiE Ty FEREET LI TIPS NERLEGHICERINET,
ife_in: NJjA B —T = A A4

ifc out: WA L E—T7 x4 R4

SIP : /X7y R YV —A TP

Cisco Security Appliance YR TAL OF A yt&—
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SPORT : /X7y hDIFEITLAR— k
DIP : /X7 h D%E%E 1P

DPORT : /37 v s DFEHER— k
ICMP_TYPE : ICMP /"7 v hD B A 7
ICMP_CODE : ICMP /37w b2t — R

HROLE LEIIAETT,

420003

IS—Ayt—o $ASA-4-420003 : IPS requested to reset TCP connection from
ifc_in:SIP/SPORT to ifc_out:DIP/DPORT"

A ZORXybE—UiE TCPHHED Y ¥ v b IPS BER LIZHBICRRENET,

ifc in: NA 2V H—T A A%

ifc out: 1A % —7 A R

SIP : Xy b Y —ATP

SPORT : /37 v DA — b

DIP : 7377 b D%65E P

DPORT : 7~7 v b DFESEAR— b

HRLE LEIIAETT,
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ZOIETIE, 500001 75 507001 £FTHOR v E—=IIZHOWTHHLET,

500001
IS5—AyE—Y $PIX|ASA-5-500001: ActiveX content modified src IP_address dest
IP address on interface interface name.
B ZoAvE'—UUF, filter =~ REHEMH LT activex 472 3 &4 12 L, Cisco ASA
2 ActiveX 77 V=7 bEBRINT S ERRINET, activex 77V a v EMFEHTH &, Cisco
ASA TUE, ActiveX A7V =7 MEEIEL, ActiveX 2TV &7 4 L2 ) 7 LTHRINLE
T ZHIZES T, ActiveX A7 Y= 7 MIHIML A7 V=2 h & LTH Z7HHF &R0
£7.
HRWE +~ETT,
500002
I5— Ayt—Y  %PIX|ASA-5-500002: Java content modified src IP_address dest
IP address on interface interface name.
FEBA oA vE—TIF, filter 2~ FEFEH LT java 47 >3 %412 L, Cisco ASA 7
Java 7 7Ly b ERHT D EERSNET, java 723 U &FHT 5 &, Cisco ASA Tid,
Java 77 Ly REEIEL, Java 2T Y &7 402 ) 7 LTBRANLET, Zhick - T,
Java 7 7Ly MIHIML A7 V=7 b & LTH 7T &Rz £,
#RAE FECT,
500003

I5— AwtE—Y 3PIX|ASA-5-500003: Bad TCP hdr length (hdrlen=hytes,
pktlen=bytes) from source_address/source_port to dest_address/dest port, £lags: tcp flags, on
interface interface_name

BB DA yE—TF, TCP HNO~Ny X —ENBRYTHHZ LERLET, —HOFL—
TAYT VAT AIT 4 B—=TNVIRED Y 7 v b~OEFERERIIGET D L &I TCP Vv
F (RST) ZELSAHELFERA, 7 T4 7T F Cisco ASA DIMANZ & D FTP Y-— ikt
LEoELm&EiT, FTPRY Z= L TWARWES, — NI RST ZXELET, —HD
AR —FT 4 VT VAT AFBSTE TCP ~y ¥ —REEFELET, ZOoHic, BENRFEL
F9, UDP &, ICMP FR— hEIFEREA vE—VEFEHALET,
TCP ~y X —FiF, 7y bEIVLEWVWIEEZRTHEAENRH Y T, Z0=HIz, ADAA
MR ENET, AOEEIZ, AT L B Y Ayt —U TGS LEMEE LTERRES
NET, 20D, EFOHELY LIEFICRERENIRRINET, L2, 1BIC4
GBI SN Z LB RTHANDH Y £,

HRME ~ETT, TORXAvE—I1F, FHICEELET,
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500004
I5— AwtE—Y $PIX|ASA-4-500004: Invalid transport field for
protocol=protocol, from source_address/source_port to dest address/dest _port
BB ZoAyE—VE BHOR T VAR IESNROLLEICERINET, ZoLe. 7
vk aVOFETLEIISEHLROR— NEEITE 1 TF, protocol fEI%, TCP DAL 6, UDP ™
HBEE 17 T
HROE Ao t—URZOBLERSNOBAIL, BT OFHEEICBHOAE ZE0,
501101
I5— AytE—Y $PIX|ASA-5-501101: User transitioning priv level
BBl o~ RORMEL_AREFESE LT,
HRLE T,
502101
IZ— AytE—Y $PIX|ASA-5-502101: New user added to local dbase: Uname: user
Priv: privilege level Encpass: string
BB oo —FA L a— RBERSNE L, 20X yE—Uld, =4, FEL~UL,
W5 b SAT — F&2RRLET,
HRELE 2T,
502102
IS—AyE—Y $PIX|ASA-5-502102: User deleted from local dbase: Uname: user
Priv: privilege level Encpass: string
BBl VAL a— RIS E L, 20X =, 2—P4 BEL-UL, Bk
NRAT—RERRLET,
HRELE 2T,
502103

IS— Ayt—2 $PIXPIX|ASA-5-502103: User priv level changed: Uname: user
From: privilege level To: privilege level

BB VORI NN ERSNE LT,
HRME ~ZHTT,

Cisco Security Appliance Y X TAL OF A yt&—Y
| oL-3938-02-J



F2E LRFLAYT AvE—Y |

W X y+—< 500001 ~ 507001

502111

502112

503001

504001

504002

IS5—AyE—Y $PIXPIX|ASA-5-502111: New group policy added: name: policy name
Type: policy type

FBA  Z 4, group-policy CLI =~ > FZH LTI/ N—7 KU U —PHREINIZI LE2RL
£7, policy name (X7 NV—7" KRV > —DL4HITT, policy type i%. linternal] F7-1% lexternal]
T‘\—a’_‘o

ERDE 12T,

I5— Ayt—Y $PIXPIX|ASA-5-502112: Group policy deleted: name: policy name
Type: policy type

%88  group-policy CLI =~ FEMH LTI/ A—7 R —2HIRESNE LT, policy name
WL N—"" R > —D4EITT, policy type i%. Tinternal] F7=i% lexternal] T,

HREDE 12T,

I5— AwtE—Y  $PIXPIX|ASA-5-503001: Process number, Nbr [P_address on
interface_name from string to string, reason

BREBA OSPFI#HEDREENER SN E Lz, 20O A v E—IIcid, ZERBLOZOHEA NGRS
NTWEFT, 2D A vE&—I1%, OSPF 7' Bt ZAiZx LT log-adjacency-changes =~ > R23F%7E
ENTVABREICOLTFRINET,

HRNE - ORIEDFRNKEZHET 51213, Cisco TAC IZfINWEE THR— FE2Z T T E N,

I5— AwtE—Y $PIXPIX|ASA-5-504001: Security context context name was added
to the system

HE X2 UT 4 arTXFRA IR VAT ACEFEICBMENE L,
HREME 1T,

I5— AyHE— SPIXPIX|ASA-5-504002: Security context context name was removed
from the system

5B X2 UT 4 arTXER IRV RTANLERICHIRENNE LT,
HEME ~ETT,
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505001
IS5— AytE—Y 3$ASA-5-505001: Module in slot slotnum is shutting down.
Please wait...
BB —Fovxy MY URIERSIVET,
HRLE ~ZTT,
505002
I5— Avyt—Y 3ASA-5-505002: Module in slot slotum is reloading. Please
wait...
BB I — RV e— FpicERIhET,
HENE ~ETT,
505003
IS— Ayt—2 $ASA-5-505003: Module in slot slothum is resetting. Please
wait. ..
BB TV DUy ARSI ILET,
HENE ~ETT,
505004
IS5S— Ayte— $ASA-5-505004: Module in slot slothum shutdown is complete.
BB BV ATy Y MU SNESEICAERINET,
HROLE ~%TT,
505005

I5— *yt—Y %$ASA-5-505005: Module in slot slothum is initializing control

communication. Please wait...
BBl TV — SN, TOEY a— L E OFHIEITF ¥ FViEEE ASA VAT A TV 2—
AR L TWD & EIZAERSNET,

HRWE 2T,
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505006
IS5— Awt—Y $ASA-5-505006: Module in slot slotmum is Up.
BB BV —ADHIET ¥ 2O EE T LT, UPRETH L LGAICERSET,
HENE ~ETT,
505007
IS— Ayt—2 $ASA-5-505007: Module in slot slothum is recovering. Please
wait. ..
B  hw-module module slotnum recover boot 2~ > RKIZ X 5E Y o2 — /L OEIEFIZER SN E
‘j‘o
HENE ~ETT,
505008
I5— AvE—Y %ASA-5-505008: Module in slot slothum software is being updated
to vmewver (currently wvver)
B ZOAYE—VIE VAT AEY 2 MIXDHAGESSM EY 2 — L VT T2 T DT v
T L— FRIZFRRINET,
slotnum : ¥ a2 — VP FELTNDH AR v &S,
newver : Y 2 — )L ~DEZIALNIEFIZK T L2272V 7 =T OFH LW A=V 9 UF
B (1.0(1)0 72 &),
ver : EVa— /)L kDY 7 FU =T OBEDON—Y 3 F S (1.0(1)0 72 E),
HEBOE FETT, 7y 7T — MIEFRIZETTTT,
505009

IS—Ayte—Y $ASA-5-505009: Module in slot slotnum software was updated to
vnewver (previously vver)

BB “OAvE—UIF AGESSM EV 2 — L VT N TNV AT A T 2 — LIk TIE
WILT v T L— RENTHARICEREINET,
slothum : T a2 — VB FEELTWDL ATy F&A,

newver 1 B 2 — L ~DEXIALGNEFITK T LNV 7 b7 2T OFH LNWAR—Tg V&K
F (1.0(1H)0 72 &),

ver : EVa— /)L kDY 7 hU =T OBEON—Y 3 F S (1.0(1)0 72 E),

HRNLE T, 7oy 75— MIEFICETLELE,
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506001

I5— AytE—Y $ASA-5-506001: event source string event string

BB T AN VAT LEDAT—HANEREINE LT, TOAv®—TITE, T A VA
TAERAMREEZIFFARANICLEAS XY P BIOA R hO Y —ARRBRENTWET,
Tr7AN VAT IDAT —ZALZERIEE)—ABLOA X FOFNIE, ROBDHRH Y
7,

— 4148 Compact Flash 23frE &7z,
— 41 Compact Flash 23 A &7z,
#1358 Compact Flash D REFA X2 |

HRQE 1T,

507001

I5— Ayt—Y SPIXPIX|ASA-5-507001: Terminating TCP-Proxy connection from
interface_inside : source_address/source_port to interface_outside :dest_address/dest _port -
reassembly limit of [limit bytes exceeded

HHE —oAvE—IF, TCPEZ AL FNOT 7Y HIZ, Bk Ny 7 7 fllRE B 2715
Bl REINET,

source_address/source port : ¥ I L TWB X7y hOEEITL IP 7 R R EEET
A—h,

— dest_address/dest_port : B BB L TS/ OSSP 7 R LR LR — |,
— interface_inside : ¥R A BIE LT Ny FIRBIET DA B —T = A4 ZAD4H,
— interface outside : B A AR L7237 » R EINBISIEET DA X — 7 =4 ADL I,
= limit : BE LTSGR DO N T T 4 v 7 7T ADHIR

HRNLE ~ZLTT,
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602101

602103

602104

ZDOIETIE, 602101 725 609002 £TH R v E—IIZHOWTHHLET,

IS5— Ayt—Y $PIXPIX|ASA-6-602101: PMTU-D packet number bytes greater than
effective mtu number dest_addr=dest address, src_addr=source address, prot=protocol

BBl Z DA vE—lL, Cisco ASA 23 ICMP 56 BB EEARRE A v B —V 2 EETHA. BXLON
TIGTA MEBVETHDIN, (777 A M2 L] By FBRREINTWVEILEAITERS
nNE7,

HRNE 7P ELHMESND LR LET,

I5— AwtE—Y  $PIX|ASA-6-602103: IPSEC: Received an ICMP Destination
Unreachable from src addr with suggested PMTU of rcvd mtu; PMTU updated for SA
with peer peer addr, SPI spi, tunnel name username, old PMTU old mtu, new PMTU

new_mtu.

B DA vE—VE, SADMTU BEE SN L EFICERINET, IPSec b RV HD
Ty hNEZETDHE, XMIET D SABRFESI, ICMP /N7 v b THTE I TV D MTU 1225
WTMTU 7 v 75— k&R Ed, #ERSN7Z MTU 280 XY K& < 256 RimoHA, iR
MTU 1% 256 (2% E S E T, HERRI 72 MTU 28 0 O34, Bl MTU 1 256 251\ ol E 7o
1£256 D EH HNREVMEICERE SIVE T, HESE I 72 MTU 728 256 £ D KRE WA BT MTU
FHER S R EICRE S E T,

src_addr : PMTU ZEEMD P 7 K LA

revd_mtu : PMTU A v &2— U TA5 L= HELE MTU

peer_addr : IPSec 7 D IP 7 RL A

spi 1 IPSec DEF 2 VT 4 RIA=Z AT v T A

username : IPSec k ¥ R/VIZEHEAT T SN TW D 2 —HF 4

old mtu : TPSec b > R BHHST T H AL TV 5RO MTU

new_mtu : IPSec b > R/ BHEAT T HA0 TV 28 E MTU

HERME LEITRETT,

IS— Ayte—o $PIX|ASA-6-602104: IPSEC: Received an ICMP Destination
Unreachable from src_addr, PMTU is unchanged because suggested PMTU of rcvd mtu
is equal to or greater than the current PMTU of curr mtu, for SA with peer
peer_addr, SPI spi, tunnel name username.

src_addr : PMTU IEERIO P 7 R L&

revd_mtu : PMTU A v & — Y C%A5 L7 #E5E MTU
curr_mtu : IPSec b > F/VICBEEATT 5TV 58T MTU
peer_addr : 1IPSec 7 D IP 7 KL A

spi 1 IPSec DEFX 2 VT 4 RIA—=B AT v A
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username : IPSec b > F/VIZBEE T SN TV D2 —V 4

BB ZooAvE—F, IPSec b RMBHTEE SN /Ny RBR XA MTU 2472 &
T ICMP A v —U %55 L, #HE MTU 28847 MTU LLETH 572810 RRENET,
MTU fEIZ T CICFTIEZ LTV D DT, MTU OFFFEII TOEE A, ZNiE, BIED PMTU A »
T—UNUHEENDENC, SESERPHEAT = 3 U BEEO PMTU A v —IRZES
. MTU AR SN2 BAa B ELET,

HELE LEIAETT,

I5— Ayt—Y  $PIX|ASA-6-602201: ISAKMP Phase 1 SA created (local
IP address/port (initiator|responder), remote [P address/port,
authentication=auth type, encryption=encr _alg, hash=hash_alg, group=DH grp,
lifetime=seconds)

BB Z A vE—l%, ISAKMP SA MERL SN =B AIcFrENE T,
HRNLE ~ETT,

I5— Ay+tE— SPIX|ASA-6-602202: ISAKMP session connected (local IP_address
(initiator|responder), remote IP address)

5B ISAKMP 7 D8 S E L7,
HEROE ~ETT,

I5— AwtE—Y  $PIXPIX|ASA-6-602203: ISAKMP session disconnected (local
IP address (initiator|responder), remote IP_address)

§HBA ISAKMP 7 NI & vk L7~
HEOE ~ETT,

I5— Aw+t—2  $PIX|ASA-6-602303: IPSEC: An direction tunnel type SA (SPI=spi
) between local IP and remote IP (username) has been created.

direction : SA OJ5 A (GEIE £72I13%(E)

tunnel type : SA DZ A7 (VUE— K T2/ BRAEIZL2L)

spi 1 IPSec DEF 2 VT 4 RIA=F AT v T A

local IP : h > RXNVDu—F ) T RIRA L FDOIPT FLA
remote IP : N RXNVDYE—K Z U RRA L FDIPT FL A
username : IPSec b > F/UICEESFIT TV b 2 —H4

[ oL-3938-02-J
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BBl FHOBFUT o TV — 32 (SA) MERENE L,
HRLE LEIXARETT,

602304

I5—AvytE—Y $PIX|ASA-6-602304: IPSEC: An direction tunnel type SA (SPI=spi)
between local IP and remote IP (username) has been deleted.

BB ZOA v E—UE SAPHIBRESNTGAICRRINET,
direction : SA DF A (GEIE £7213%(E)

tunnel type : SA DZ A7 (VUE— K T2/ BARAEIZL2L)

spi 1 IPSec DEF 2 VT 4 NRIA=F AT v T A

local IP: b2 FNDu—J)v =2 RRA 2 FDOIP T LA
remote IP: N RXNVDYE—K Z U RRA L FDIPT FL A
username : IPSec bt > R /VIZBHEAHIT BTV D 22— ¥4
HRME LETRETT,

603101

IS—Aye—2 $PIX|ASA-6-603101: PPTP received out of seq or duplicate pkt,
tnl id=number, sess_id=number, seq=number.

BB X UT 4 TTIAT AN, WESTZNEED PPTP 237 v £ 72I1LEHE L 7= PPTP /%
o b LE LT,

WRLE —0L)>7% 7y MREELBAETIHEAE. T OFHREINEE T, 7947
VRDOPPTP 27 4 Falb—a U EHRLET,

603102

IZ5—AytE—Y $PIX|ASA-6-603102

: PPP virtual interface interface_name - user:
user aaa authentication started.

BB X2 UT 4 T IAT AN AAA B — N TERFFERZEE L E LT,
HEOME ~ETT,

603103

I5—Ayt—Y $PIX|ASA-6-603103

: PPP virtual interface interface_name - user:
user aaa authentication status

BB X2 UT 4 T IAT AN AAA P — "D E L ZE L E L,
HROE ~ETT,
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603104
I5— AwtE—Y $PIX|ASA-6-603104: PPTP Tunnel created, tunnel id is number,
remote peer ip is remote_address, ppp virtual interface_ id is number,
client dynamic_ip is IP_address, username is user, MPPE_key strength is string
%83 PPTP M r/MERR SN E LT,
RRE FECT
603105
I5— AwtE—Y $PIX|ASA-6-603105: PPTP Tunnel deleted, tunnel id = number,
remote peer ip= remote_address
%88 PPTP M R/AMHIRENE LT,
HRME 12T,
603106
I5— AytE—Y $PIX|ASA-6-603106: L2TP Tunnel created, tunnel id is number,
remote peer ip is remote address, ppp virtual interface id is number,
client dynamic_ip is IP_address, username is user
SREA L2TP b R DMERSILE LT,
HRME 1T,
603107
I5— AwtE—Y $PIX|ASA-6-603107: L2TP Tunnel deleted, tunnel id = number,
remote peer ip = remote_address
BB L2TP b R ADHIBRS U E Lz,
HRME 1~ TT,
603108

I5— Avt—Y $PIX|ASA-6-603108: Built PPTP Tunnel at interface_name, tunnel-id
= number, remote-peer = [P address, virtual-interface = number, client-dynamic-ip
IP address, username = user, MPPE-key-strength = number

BBl ZD A vEB—IlL, HBIPPPoE i RABMER SN D -RICE RS NET,
HEME T~ETT,
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603109
I5— AytE—Y $PIX|ASA-6-603109: Teardown PPPOE Tunnel at interface name,
tunnel-id = number, remote-peer = IP_address
BBl oA vE'—TF, HHLPPPOE bR ADHIBREN DT ONCR RSN ET,
HROLE ~ZLTT,
604101
I5— Ayt—Y  $PIX|ASA-6-604101: DHCP client interface interface name:
Allocated ip = [P _address, mask = netmask, gw = gateway address
g8 Cisco ASADHCP 77 74 7 > R DHCP H—726 1P 7 R L A& IERICERG L E Lz,
dhepe 2~ F A7 — KA FMZE - T, CiscoASA L, XY hI—2 f X —T A AD IP
T RLABLOR Y NT—2 v A2 % DHCP H— "0 b B TE | £727 740 b b— N EHL
BCEET T I7ANIEN—F AT =R A FTIR T = U =A T RUVART 7Lk b—
ZOT RLAL LTHERHINET,
HSLE T
604102
IS5—AvyE—Y $PIX|ASA-6-604102: DHCP client interface interface_name: address
released
BBl Cisco ASADHCP 7 A 7 > R3, HID HTHALIP 7 R L A& L T DHCP #—/\
WWRLE L,
HRAE FECT
604103
IS5—AvyE—Y $PIX|ASA-6-604103: DHCP daemon interface interfuce name: address
granted MAC address (IP_address)
BB Cisco ASADHCP #— N2 Lo C, IP7 RLAPSNR Y T4 7 MG SE LT,
HRLE ~ZTT,
604104

IS5—AvyE—Y $PIX|ASA-6-604104: DHCP daemon interface interfuce_name: address
released

BB AN T AT b, IP T R L RE#ESL L T Cisco ASADHCP H— NIZELE L7z,
HEME T~ETT,
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605004
I5— AyHE—Y $PIX|ASA-6-605004: Login denied from source-address/source-port to
interface : destination/service for user “username”
a—PRary—iun A LESETDHE ROBRDRA v E—VRERINET,
Login denied from serial to console for user “username”
BB ZOAvE—VE EFX2 VT4 TTIAT U AND#oTn A L ORIT, £idn
TADORIMOEGEICFRENE T, 7 XTCoOr I A LT, By vardbicy 3 EoR
TTIRFFRES . AERRITA 3 ETbhs &, £y a 3K TLET, SSHu A ik
JOYTELNET v 7' 4 > OA, 2O A vE—Ui%, 3 EIHORITORME, £2i% 1 [BlE2iX
2 FIOFITORMZIZTCP By v a UM T LI E I ARESNE T o ¥ 4 T OEHEY »
TarOga, ZOX v E—UIEEITICRIRT 7N AR SV E T,
source-address : 0 7 A VEATDOEETT RLA
source-port : B 7 A EATDEF LA — b
interface : JuSCERRA L F—T =2 A A
destination : 589C 1P 7 KL A
service : S —E A
username : SENCEHA VA —T = A R
HRELE —OA vt VORTREEDDVRNGE LERIAETT, 20X v — U KIS
FREINDGEIL, WBEZRTZENHVET, 2—HFL@BELT, 2—HFH L RTU—F%
HERLET,
605005

I5—AvyHE—Y $PIX|ASA-6-605005: Login permitted from source-address/source-port
to interface:destination/service for user "username"

a—FRary—pans4 5L WOBADA v E—VRERRENET,
Login permitted from serial to console for user “username”

BB oA ybE—VF 2R ERICRAES AT, HHlt v v a VARSI D LRREN
iﬁ—o

source-address : @7 A ERITOERFILT RLA
source-port : B 7 A VEATDOEFILA— b
interface : SUCEBRA VX —T = A A
destination : %85G 1P 7 R LA

service : 5 —E A

username : SESCEBA L H—T = A R

HEDE LEIAETT,
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606001
I5— AwtE—Y $PIX|ASA-6-606001: ASDM session number number from IP_address
started
BB oA vbE—UiE, FHENEFICEIESN T, ASDM vy v a U EE 2 &%
RLET,
HRUE F~ETT,
606002
I5— AwtE—Y $PIX|ASA-6-606002: ASDM session number number from IP_address
ended
BB oAy E—UF ASDMEy v a BT LI 2R LET,
HRLE F~ETT,
606003
IS— Ayt—2 $PIX|ASA-6-606003: ASDM logging session number id from
IP address started id session ID assigned
BBl ASDM m o ZHmEn, VE— MEHI T4 7 MC X o ThAS N E LTz,
IP_address : VE— NEBRI FAT L FOIP T RL A
HRNE VL D0EIERETT,
606004
I5— AytE—Y $PIX|ASA-6-606004: ASDM logging session number id from
IP _address ended
BBl ASDM m U VEHENHE T LE LT,
id:2yaryIDAEYETORELE,
IP_address : VE— MNEBI FA4 T NOIP T FL XA,
HRLE - —VICKDABEIFAETT,
607001

IZ5— Ayte—9 $PIX|ASA-6-607001: Pre-allocate SIP connection_type secondary
channel for interface_name :IP_address/port to interface_name:IP _address from string message

FEB X vE—TE, SIP A vE—TEBREK, fixup sip 2~ 2 R X > T SIP #523%1 0
BCHELCTHoTZ L ERLET, connection_type 1L, RO LTFHNIDONTINTT,
— SIGNALLING UDP

— SIGNALLING TCP

Cisco Security Appliance YR TAL OF A yt&—
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— SUBSCRIBE UDP
— SUBSCRIBE TCP
— Via UDP

— Route

— RTP

— RTCP

HRWLE 2T,

608001
IS— HAyE—Y spix |ASA-6-608001: Pre-allocate Skinny connection_type secondary
channel for interface name:IP_address to interface_name :IP_address/port from string message
BBl DA v E—UE, Skinny A v B — VA BAER, fixup skinny =~ > FIZ X - T Skinny ##
BNEN Y THEALTHSTZ L ERLET, connection_type 1%, IRDOLFFNDNTINTT,
— SIGNALLING UDP
— SIGNALLING TCP
— SUBSCRIBE UDP
— SUBSCRIBE TCP
— ViaUDP
— Route
— RTP
— RTCP
HRLE T,
609001
I5— Ayt—Y  $PIX|ASA-6-609001: Built local-host interface name:IP_address
#B xy hT—2 RT—F 3T FE, A H—T = A A interface_name \ZHERHL S NI B A
N IP_address RIZ TSI TWET, ZIUIERA v &—UTT,
gRLE FECT
609002

I5— Ayt—Y  $PIX|ASA-6-609002: Teardown local-host interface name:IP_address
duration time

BB A ¥ —7 = A Rinterface_name \ZHEft SALTUWND AR A N IP_address DRy NT—27 A
Tk arTFREIBRENE Lz, ZHUEHRA v =TT,

HRELE 2T,
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610001
I5— Ayt—Y $PIX|ASA-3-610001: NTP daemon interface interfuce name: Packet
denied from IP_address
BB WESNTZNTP =0T e b —HLRWAA 2D NTP N7y P aZfELEL
72 Cisco ASAIEINTP 7 74 7 ¥ MITEEH A, A L H— STV DOT, NTP ZRIZIX
I L ER A,
HRDLE ~ETT,
610002
I5— AytE—Y $PIX|ASA-3-610002: NTP daemon interface interfuce name:
Authentication failed for packet from IP_address
B AE L7ZNTP N7y FOREETF = v 7 BRI L E LTz,
HERIME Cisco ASA & NTP H—Dili A, FBiEEHEAT 2 L) ICRESNTEY, F—&
BEXF—EBRFELTHDLZ L LB LET,
610101
IS5—AyE—Y $PIX|ASA-6-610101: Authorization failed: Cmd: command Cmdtype :
command_modifier
B R Shilca~vr Foa~y FRADKBLUE L, command modifier 13, IR D 3LF-5)
DWTINNTT,
— emd (ZOXFINE, a~2 FIEMTRRNI L EZERLET),
— clear
— no
— show
FBA Cisco ASARY A RENTd4a~vr K ¥ A TUNDEE RIS 5 &, A > — Tunknown
command type] NERINET,
HEME FE T
611101

I5— AytE—Y SPIX|ASA-6-611101: User authentication succeeded: Uname: user
B X207+ TTIATVADOT 7R AR LIz & T, 22— PRSI LE Lz,
HRNE T,
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611102
I5— AwtE—Y $PIX|ASA-6-611102: User authentication failed: Uname: user
BB X274 T7I9AT VAT 78 ALL ) E L EIC, 2—PRBIICARBRLEL
7
HRLE ~ZTT,
611103
I5— Ayt—Y  $PIX|ASA-5-611103: User logged out: Uname: user
BEA e S — e /T o FERE L,
HENE ~ETT,
611104
Is— Ayt—o %PIX|ASA—5—611104: Serial console idle timeout exceeded
BB oY T T A BT A BRI, EX 2 VT TTIAT U ADY Y T 3y
V= ICREINTZTA RV EA LT U ez E LI,
HROLE ~%TT,
611301
I5— AvytE—Y $PIX|ASA-6-611301: VPNClient: NAT configured for Client Mode
with no split tunneling: NAT address: mapped_address
BB A7V v R bV TR LTIIAT U N EF=RAD VPN 7 747 2 kKU =0
AVARM=VINE L,
HROLE ~%TT,
611302
IS—Ayte—T $PIX|ASA-6-611302: VPNClient: NAT exemption configured for
Network Extension Mode with no split tunneling
BB 27Uy b FRVTRLTHRY N —ZHERE—RAO VPN 7 747 b RV
WA A M= ENE LT,
HRWLE ~ETT,
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611303
I5— Ayt—Y $PIX|ASA-6-611303: VPNClient: NAT configured for Client Mode
with split tunneling: NAT address: mapped_address Split Tunnel Networks:
IP _address/netmask IP_address/netmask
BB A7V Y b bRV UIHETIIATU N E—RFHO VPN 7747 b R v—i
AV A= SNFE L,
HRWE +~ETT,
611304
I5— AytE—Y $PIX|ASA-6-611304: VPNClient: NAT exemption configured for
Network Extension Mode with split tunneling: Split Tunnel Networks:
IP_address/netmask IP_address/netmask
BB 27Uy b brRYTfFE TRy P I HRRE—FHO VPN 7 Z 47 2 b Y
T=BA ARV ERELL,
HRENE 1~ETT,
611305
I5— Ayt —Y <PIX|ASA-6-611305: VPNClient: DHCP Policy installed: Primary
DNS: [P address Secondary DNS: IP address Primary WINS: I[P _address Secondary WINS:
IP_address
$iBl DHCP MO VPN 7 FA T v b R =AY A b=/ SN E LT,
HRELE 1~ETT,
611306
I5— Ayt —Y <PIX|ASA-6-611306: VPNClient: Perfect Forward Secrecy Policy
installed
BB VPN IFA4 7 b Hourmr—RAKRY—D—E& LT, Perfect Forward Secrecy (PFS; 5¢
BEAEME) NREISNE L,
HREWE ~ETT,
611307

I5— AyBE—Y $PIX|ASA-6-611307: VPNClient: Head end : IP_address
BB VPN 2 7470 R3S, s hiz~y Ry RicBi ST ET,
HRLE ~ETT,
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IS—Ayte—o $PIX|ASA-6-611308: VPNClient: Split DNS Policy installed: List
of domains: string string . ..

5B VPN 27 S5A4T7 o h Foom—RRYS—0—#e LT, A7YU > F DNS R > —inAg
VA= ENFE LT,

HERDE 1~ETT,

I5— AyHE— PIX|ASA-6-611309: VPNClient: Disconnecting from head end and
uninstalling previously downloaded policy: Head End: IP_address

Bl VPN 2547 hA, BCA VA R— A ENERI—ZYM LT oA A F—L LT
b\ijﬂo

HRDE 1~ETT,

I5— AyE—Y SPIX|ASA-6-611310: VNPClient: XAUTH Succeeded: Peer: IP_address
S VPN 7 A 7 b Xauth 25, RS hic~y N2 FTRZILE LT,
HREDE 1~ETT,

I5— AwtE—Y  $PIX|ASA-6-611311: VNPClient: XAUTH Failed: Peer: IP address
BREBA VPN 7 J A 72 b Xauth 75, fEf§SHL7c~y R FCRIRLE LT,
HRME ~ZHTT,

I5— AytE—Y $PIX|ASA-6-611312: VPNClient: Backup Server List: reason
BB tX=2UT 4 TS IAT AN Easy VPN U E— k T34 ZOHA, 2O A vE—I0F,
Easy VPN — B3N 7 7 w7 =D YU R 2X a2 VT 4 TFITA T RIIHX T a—
RL7eZZRLET, ZTOURAMIEST, B—ANVTRESNINY T v 7 =TT
NCEhEFEEINET, FUra— RSNV A MBEORE, ¥X2UT 40 77747 A%
Ny T o7 P—n"EFHLERA, reasoniZ, WDOA v E—TDELLINTT,

- NI Ty T HF—=_"OIPT FLADY A |

— Received NULL list.Deleting current backup servers.

HREDE 1T,

[ oL-3938-02-J
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611313

I5— Ayt—Y $PIX|ASA-3-611313: VPNClient: Backup Server List Error: reason

B EX=2VUT 4 7S T4 T AN Easy VPN UE— [ 734 X TH Y | Basy VPN H— 3%
NPT T P—=ROYVANeXa T4 TTITAT VALK T a— RT5846, 2
A=V, VANMIEHRIP T FUAERIIRA MEREEN WL 2R LET, &
X2 VT4 TTF7A4T7 A, DNS 1TV AR —bLEFA, L7223-> T, name 2~ K& {HH
LCLRIZTIPT RLAICFH Ty BT LARNnNEY | —OFA M R—FanE
A,

#EEME Easy VPN — R LT, =D IP 7 FLARELWI & 2R LT, AA M TIE
RLIP T RLATH—NRERELET, V= N"THR MEEATILERD SHHE1L. Easy
VPN VE—hK T34 A Tname 2~ > FEFHLTIP 7 RLAZLRIIZ Yy E 7 LET,

611314

IS5— Ayte—¥ $PIX|ASA-6-611314: VPNClient: Load Balancing Cluster with
Virtual IP: IP_address has redirected the to server IP_address

BBl tX=2 VT4 T7TAT AN Easy VPN U E— h T34 ZDA, v— K RT v
TP TALDYAL =Lk T ¥Fa T4 TTITAT VARKEDT —NICHHT 5
oAV hEanET,

HRELE 2T,

611315

IS5— Ayte—¥ $PIX|ASA-6-611315: VPNClient: Disconnecting from Load
Balancing Cluster member IP_address

BB X2 VUT 4 TTTAT AN Easy VPN U E— h T34 ZDFEH, ZDO A vE—T,
X2 VT4 TTTAT AR =R NRT 00T 7 I3RAF =M ilfiahTnbdZ &
ERLET,

HELE F2ZTT,

611316

IS5— Ayte—¥ $PIX|ASA-6-611316: VPNClient: Secure Unit Authentication
Enabled

BBl bX=2VUT 4 77IAT AN Easy VPN UE— |k T4 2084, Fora—FEh
72 VPN 7R Y 2 —{Z X - T Secure Unit Authentication (SUA; ¥ ¥ =7 == FRiF) NA R —7
MTShET,

HRELE 2T,

Cisco Security Appliance YR TAL OF A yt&—
0L-3938-02-J |



| 2& LRFLOY Avyt—

611317

611318

611319

611320

*v4— 602101 ~ 609002 M

I5— AwtE—Y $PIX|ASA-6-611317: VPNClient: Secure Unit Authentication
Disabled

BB X2 VUT 4 TTTIAT AN Easy VPN U E— h T34 204G, Fvron—REh
TVPNARY =l hoTEF a7 2=y bgRAE (SUA) BT 4 =7 M SNET,

HRDE 1~ETT,

I5— AwtE—Y $PIX|ASA-6-611318: VPNClient: User Authentication Enabled:
Auth Server IP: [P address Auth Server Port: port Idle Timeout: time

BBl X VUT 4 TS TAT AN Easy VPN U E— F TAL ZDGE, XU —RKEh
7ZVPNRY S —IZLoT Xy NU—Z RO EF 20T 4 TFI5A4T A EOa—WHTktL
C Individual User Authentication (IUA; fE B —F3E) A4 X —T7 LI ENE T,

— IP address: 8% 2 VT 4 T T I7AT VANORFEERPFEINDE T —DIPT FL A,
— port : ¥ )7‘/1' 7 FAT L AD 6wuu£g;kﬁ‘3i\:1m éﬂé“ﬁ'*/\@f ]\
— time :FFEZ LTV DT A Fv XA LT U M,

HERDE 1T,

I5— AwtE—Y $PIX|ASA-6-611319: VPNClient: User Authentication Disabled

BBl X VUT 4 TS TIAT AN Easy VPN U E— F TM ZDEE, XU —RKEh
7ZVPNRY S —IZEoT . %y NI—FHNOEXa2 VT 4 TTFIAT A LOa2—FIZx LT
B —PFREE (IUA) BT 4 E—T M ENET,

HRLE FECT,

I5— AwtE—Y $PIX|ASA-6-611320: VPNClient: Device Pass Thru Enabled

BBl X VUT 4 TS TAT AN Easy VPN U E— F TAM ZADEE, X orun—RKEh
72 VPN R Y 2 — 2L o TF S, R RRZL—RNA Z—T I ENET, T/ R R X )L—
BEREIC L - T, BREEZSFATTERWVWT AL X (IP &EiER2 L) 1, [EBl=—¥FRFE (IUA) 23A
Z 7}1/@% N Dlh\ﬂﬂzﬁ)ﬁﬁ%éﬂiT

HERME RT3, EBasy VPN — 2K > T2 OMERENRA 2— 7 MICENTWAHE, ¥ =
V7 4 77547 AT vpnclient mac-exempt =~ > K& H LT, &L (IUA) #&kkT2%
T ANRETE LT,

[ oL-3938-02-J
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611321
I5— AwtE—Y $PIX|ASA-6-611321: VPNClient: Device Pass Thru Disabled
BBl tX o VUT 4 TS TIAT AN Easy VPN U E— | T4 ZADGE, XU —RKEh
7ZVPN AR =2 Lo TT NS R NRNRZV—RT 4 =T WS ET,
HRLE ~ZTT,
611322
I5— AwtE—Y  $PIX|ASA-6-611322: VPNClient: Extended XAUTH conversation
initiated when SUA disabled
BB tX=2UT o« 7T TFAT AN Easy VPN UE— | 734 2T X7 m— RS/ VPN
AR —ltkoTEFaT 2=y FMEFE (SUA) N7 4 =7 MZIN TV D4, Easy VPN
H— 1% 2 Z3R /SecurlD/cryptocard N — A DFBFEA = XL T, XAUTH ZfEH L T\ 5 X =
V7 g4 T7I9AT U AEBIELET,
HERME 2 TE /SecurlD/cryptocard NR—ZADFFEA I = A L% L TEasy VPN UE— | 7
NA AZBIET D861, =S ED SUA A 2—T VT LET,
611323
I5— AytE—Y $PIX|ASA-6-611323: VPNClient: Duplicate split nw entry
BBl X VUT 4 TS TAT AN Easy VPN UE— k T34 ZADHE, 2O A vb—TF,
Ayora—RENTZ VPN RV —ICEBELIEAT Yy h Ry NU—7 = FUREEATH
E) t%fbiﬁ“ TURVE Ry MT—2 T RLRERY NT—F <R OEFIZ—ET
L%t. BELRRINET,
HHRWME Fasy VPN — R LD VPN KU = b B\EE LA T v b Xy hU—27 = kY
ZHIBRLET,
612001

I5— AytE—Y $PIX|ASA-5-612001: Auto Update succeeded:filename,
version:number

88  Auto Update Server 2o D7 v 75— "IN LE LTz, filename 2541%. image. ASDM
file, 721 configuration T3, version number X, 7 v 7T — b DONR—T g VFEFTT,

HRLE FECT,
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612002

I5— AwyHE—Y SPIX|ASA-4-612002: Auto Update failed:filename, version:number,
reasomn:reason

B DA vE—1L, Auto Update Server WHDT v 7T — MR R LIZZ 2R LET,

filename 724513, image. ASDM file. F7-(Z configuration T9~, version number Z¥L., 7 v 7
T = D= 5 FEESTT, reason ZEUTIX, 7 v 77— MRRMLEZHEBATR ST
F9, BXONDLKRBMOBEH L TL, BRI A A—2 T 7 A0 P—R_~OEmnkbhi-Z
L. ar74FXal—rvaryzI—RENDHY T,

#EZIME  Auto Update Server D> 7 4 F = L— g VAR LET,

612003

I5— AytE—Y $PIX|ASA-4-612003:Auto Update failed to contact:url,
reason:reason

BiBA  Auto Update 7 —E VMM S 72 URL wrl IZ7 7 B A TE RN L 2R LET, ZHUE,
Auto Update Server @ URL, ¥ 7% Auto Update Server 2 HIKE 7= 7 A /L —/SURL D 1 D
ThHLGEHENRH Y 3, reason 7 4 —/V RIZIX, BN L-HBRATRR SN THET, &
A ONDRMOBHE & LTEL, =D B DIRENR, FREDKRK, 7 7 A VDB RON DR
WRENRH Y ET,

HEIRME  Auto Update Server D> 7 4 X a b —v 3 VEIERLE T,

613001

I5—Ayt—Y $PIX|ASA-6-613001: Checksum Failure in database in area string
Link State Id [P address 01d Checksum number New Checksum number

B AFVBEOEHIZ, OSPF T —FR_R—ZATF v 7 AT —%BHELE L,
#ZIE OSPF Vo A& FiEE L £+,

613002

I5— Ayt—Y $PIX|ASA-6-613002: interface interface name has zero bandwidth
BB ZOA S =T oA AORIRIESE R LG SN TONET,
HELE - OMBEOFIKZHET 2121, Cisco TAC IZWAE TH AR — P22 TS0,
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613003
I5— Ayt—Y $PIX|ASA-6-613003: IP address netmask changed from area string to
area string
Bl OSPF = 7 4 ¥ a2l —La VOERIZE-T, Xy NI —J#HFAOT Y THRERINE
L7z,
HERME ELV Ry MU — 7 HiPH T OSPF Z s E L E7,
614001
I5— AytE—Y $PIX|ASA-6-614001: Split DNS: request patched from server:
IP address to server: IP_address
BB A7V v F DNSIZE - T, DNS 7 =Y = 5cD5u5h—\inb 2D 77 4 ~ I DNS
=Y FALVT FENTHWET,
HRLE ~ZTT,
614002
I5— Ayt—Y $PIX|ASA-6-614002: Split DNS: reply from server:IP_address
reverse patched back to original server:IP _address
il 27U v FDNSIZ& - T, DNS 7 = U —73{E3D DNS H— 5 e D565 — N2 Y
AV PERTHET,
HRLE ~ZTT,
615001
IZ— Ayt—2 $PIX|ASA-6-615001: vlan number not available for firewall
interface
BB AA v FITL 5T, VLAN 2 FWSM 2B HIBR S E L7z,
HERWE 3R A v E—U T,
615002

IZ— Ayt—9Y

$PIX|ASA-6-615002: vlan number available for firewall
interface

BBl A A v FITL - T, VLAN S FWSM [ZBIIEnE L,
HROLE —NIIH#RA Y-V TT,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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616001

I5— AyHE—Y $PIX|ASA-6-616001:Pre-allocate MGCP data_channel connection for
inside_interface:inside_address to outside_interface: outside_address/port £rom message_type message

Bl MGCP 5 —4# F v /Ll (RTP £721% RTCP) 13#EI0 Y THEARTYT, ZDAvE—
THA ML, HEHOFEREIV Y TEEIH LA v E—UBBEINTWHVET,

HREDE 1~ETT,

617001

I5— AytE—Y $PIX|ASA-6-617001: GTPv version msg type from
source_interface:source_address/source_port not accepted by source_interface:dest_address/dest_port

HEBA ZOXvbE—UF, ETREREZITANEDSTHERICERINET, TIULEE.
Create PDP Context ExR CERINFET,

HERDE 1~ETT,

617002

I5— AwtE—Y $PIX|ASA-6-617002: Removing vl PDP Context with TID tid from GGSN
IP_address and SGSN [P address, Reason: reason or Removing vl primary|secondary PDP
Context with TID tid from GGSN [P _address and SGSN I[P _address, Reason: reason

HE DA vE—U1E, PDP 22T F A FBA/IMIREINIZ A - 72728, Delete PDP Context
Request/Response N I L7z 728, F2id=—H2 CLI ZfEH LT PDP = > 7 %X k ZHIR
L7272®IZ, PDP AT F X b RT =2 X=AnbHIRSNIZHAICERENET,

HRILE FECT,

617003

I5— AytE—Y $PIX|ASA-6-617003: GTP Tunnel created from
source_interface:source_address/source_port to source_interface:dest_address/dest_port

BB ZoX ve—TlE, BRE%IF ANT Create PDP Context Response % %218 L7212, GTP
R BER SN AICR RSN E T,

ERUE FECT,
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617004

IS— Ayte—o $PIX|ASA-6-617004: GTP connection created for response from
source_interface:source_address/0 to source_interface:dest_address/dest_port

BBl DA »E—1F, Create PDP Context Request W SGSN ~ 7'} U > 7 7 FL A F72i%
Create PDP Context Response N GGSN ¥ 7} VU 7 7 KL AR, ZOHERELJSELERFL
TV % SGSN F721F GGSN & AR LG8 IcRKR S ET,

ERDE 12T,

620001

I5— AyHE— $PIX|ASA-6-620001: Pre-allocate CTIQBE {RTP | RTCP} secondary
channel for interface_name:outside address[/outside_port] to
interface_name:inside_address[/inside_port] from CTIQBE message_name message

%P  Cisco ASA Tid, B SNIZCTIQBE AT 47 "7 7 4 v 7 \Z8RiAT V=7 FEIY
YCHEALATT, ZOAyE—IF, I0RIZ 1 FEILOAFEREINZNEIICHIREI N TWET,

HERDE 1T,

620002

IS—Ayt—o $PIX|ASA-4-620002: Unsupported CTIQBE version: hex: from
interface_name:IP_address/port to interface_name:IP_address/port

BHBE  Cisco ASA 23, HAR—FLTVWARNASA—U 5 0 FESD CTIQBE A vt —V2ZELEL
72, Cisco ASAIZ X - T, A7y MIEEINET, ZOAyE—U1F, 10 BIZ 1 BEILMERR
ShenE S ICHIR S TVWET,

HROE o/ AvbE—VICRYVRAENTNEIANA—T g VEERLRELICRKE WSS (10 LV
KEWEA) ., 77 v FOERXNG - T3, CTIQBE LS D 37 v hTH B, £721% Cisco ASA
WCEIETHRNIE I N TV D EEEENSH D £9, Xy "OREILEHINT L L 2 HELE L
F4, N—=Va UBEENSENA/NSEE 10 LLT) O8E1%, Cisco TAC IZfIWEH T, =
@ CTIQBE "— a3 v &R — b T HHBLD Cisco ASA A A — VB ATA[HENE ) D E i E
7,

621001

IS5— Ayt—Y  $PIX|ASA-6-621001: Interface interface name does not support
multicast, not enabled

BB ZoAvE—VEF, AT A MEYR—FLTWRWAS VZ—T =2 A LD PIM %
AX—=TMIL LD & LEEGAICERENET,

HRILE —5— Av¥+—T%ab—L, 2074 F2l—arBIORI0TT—0RIEIC
otz AR hDOEEM & —##1Z Cisco TAC IZRERF L TL 7280,
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621002

I5— Ayt—Y $PIX|ASA-6-621002: Interface interfuce name does not support
multicast, not enabled

BB ZoXAvE—ViF, vATXFr A MEYR—BFLTWRWA U F—T = A X EOD igmp &
AR—=T ML LD & LEGEICRRINET,

HRILE —5— Av¥+—T%ab—L, 2074 F2l—arBIORI0TT—0RIEIC
Rol-A Xy FDOEEM & —#E1T Cisco TAC IZEAF L TL &,

621003

I5— AwtE—Y $PIX|ASA-6-621003: The event queue size has exceeded number

HEB ZoXvbE—UiE, fERENTA NS N v 32— VX ENEE SN R BB GAICER
RINET,

HRILE —5— Av¥+—T%ab—L, 2074 F2l—arBIORI0TT—0DRIEIC
otz AR hDOEEM & —#1Z Cisco TAC IZRERF L TL 7280,

621006

I5— AytE—Y $PIX|ASA-6-621006: Mrib disconnected, (IP_address,IP_address)
event cancelled

BB DA vEB—Ild, FTAEEIA X N EARET Sy EZE L7272, MRIB ~0#E
BN A DT L TWDAEEICERENET, @Iy LI E L,

WRLE T ATLAPEMELEBRLIOA v E—UNERENDIBRIT, =T — Avk—T%
atr—L, ar74F¥al—yarBIRI0n T —ORITR T2 A4 Xy FOFEME —FBIC
Cisco TAC IZiEfF LT 72 &0,

621007

IS5—AyE—Y $PIX|ASA-6-621007: Bad register from interfuce name:IP_address to
IP address for (IP _address, IP_address)

HEBA —ORAvE—VF, PIMA—ER, FUoFT7T—RA LV FELTRESNTWAEA, £
i3y hU—27 7 RLUAEH (NAT) THIO PIM L—F b PIM LU AKX Niry N &E%A(g
LIZBAIFRRENET, 2oy NNOA T b EhizT — X I3ER T,

HRNE LEL—Z NS TRFCLUSNDL DA X EBE LTSRN Y 4, 520
DN—RET v T 7L —RKLET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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A wt— 701001 ~ 720073
ZOETIE, 701001 225 720073 £TO A vt —IC SN THI L ET,

1F & A ED ISAKMP syslog 1213, N RV OFBBNCESLDIBEMA T V7 hOiEE Y bBRHY E
T INHDOAFT Vs MR, EAMRRGE. VAT LA B Ayk—VORKRT A Mk
TLET, VAT AL 87 Ave—UNERISNIRETAH T V=r NBAHOEE, BHAD
lheading = value] &\ ) FAERTITRRINERA,

ZOFT V=7 MIRD IS ITBMESNET,
"Group = groupname, Username = user, IP = IP_address, ..."

Z Z T, Group I bRV F—TEFEE L, username [T 2 — L T —H RX— X F 21T AAA Y—
NO2—YFLH IPT RLRAEIVE—RNTI7RA Z7I7AT U MERIZLRLETONRT Y 7 IPT K
L ATT,

701001
IS— Aytk—v $PIX|ASA-7-701001: alloc_user() out of Tcp user objects
BB ZHIT AAA A v E—U T, BV 2 LH LU AAA BURZ LT 5 O lIC 2 — VR
DL— IRETEDHE, ZOAXAvE—URRRENET,
HESZME  floodguard enable =~ > K C Flood Defender %1 3r—7 /L2 LE T,
701002
I5— AytE—Y  $PIX|ASA-7-701002: alloc user() out of Tcp proxy objects
BBl CHUT AAA A v —U T, BV 2 — L0 LU AAA BR AT 5 0122 — PG
DL— IBETELLEAE, ZOAvE—UNRRRINET,
IS— Ayt—2 Enable Flood Defender with the floodguard enable command.
702201

IS— Aytk—v $PIX|ASA-7-702201: ISAKMP Phase 1 delete received (local
IP address (initiator|responder), remote IP_address)

BB ISAKMP B A v B —U N2 E &N E LTz,
HEME ~ETT,

Cisco Security Appliance YR TAL OF A yt&—
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702202
I5— AwHE—Y SPIX|ASA-7-702202: ISAKMP Phase 1 delete sent (local IP_address
(initiator|responder), remote IP address)
BBl ISAKMP HIBR A v E—UNEfEEhE Lz,
HRUE F~ETT,
702203
I5— AwtE—Y  $PIX|ASA-7-702203: ISAKMP DPD timed out (local IP_address
(initiator|responder), remote IP address)
BB VE—bF ETRRELRNOT, DPDICL-TETRH A AT U hSiE Lz,
HRELE VE—F KA O3y MU=V AR LET,
702204
I5— AwtE—Y  $PIX|ASA-7-702204: ISAKMP Phase 1 retransmission (local
IP address (initiator|responder), remote IP_address)
BB VE— b ETIEISE LTV ETA, ISAKMP (ZATO/87 v R &R L TOET,
HREWE VE—F AA~ORy PV —IEGET =y 7 L, =L TS ZABLOY
F—hT XA ADVPN 27 4 Fab—ra U EHERLET,
702205
I5— AwtE—Y  $PIX|ASA-7-702205: ISAKMP Phase 2 retransmission (local
IP address (initiator|responder), remote IP_address)
BB VE— b ETISE L TCWERA, ISAKMP (ZATO/T y M & FBRE L TV ET,
HEWE VE—F AA~ORy PV —IEGRET =y 7 L, =L TS ZABLOY
EF—FTNXAADVPN 27 4 FXalb—a ralERLET,
702206

I5— Aw+t—Y  SPIX|ASA-7-702206: ISAKMP malformed payload received (local
IP address (initiator|responder), remote IP_address)

B ISAKMP 4, FEELIBRS#oTA v b —VERELELE, JE—F E7 LM
LCOARNE NS BIRE, A v — D OMBOMB, 723l B COA vt — VR4
FTHARDY ET,

HROE FrilaX—2HL VA AE FHEAX =L B LI E— FDOT A
AATELSRESN TS Z LR LET, n—VVBIOVE— DT 4 F 2 b—
varkFxzy s LET, SAERRBTERWEGAIX, ZNLSNDO NT TNy a—T 4 VTR
FZRDHZENHY T,

Cisco Security Appliance Y X TAL OF A yt&—Y
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702207

I5— AytE—Y  $PIX|ASA-7-702207: ISAKMP duplicate packet detected (local
IP_address (initiator|responder), remote IP_address)

BBA mCEAE L7 Xy NEEBE LISy ME ISAKMP 355 LE Lz, EREEFIZT
ETBHZ LY, ISAKMP R CLURTIO=T —ORWEH L LTEATHZELH D 7,
WROLE HilrMRlL, o—HILBIOVE—FDa v 74 FX¥al—var blRLET,

702208

I5— AwtE—Y $PIX|ASA-7-702208: ISAKMP Phase 1 exchange started (local
IP_address (initiator|responder), remote IP_address)

BB ISAKMPIE, VE— M ETLOH LT 2—R1 DA vb—URWBAERGLE L,
HEME T~ETT,

702209

I5— AwtE—Y  $PIX|ASA-7-702209: ISAKMP Phase 2 exchange started (local
IP address (initiator|responder), remote IP_address)

BB ISAKMPIZ, VE— R ETLOHLNT 2—R2DA v —UKWBAERGELE L,
HEOME ~ETT,

702210

IS5— Ayt—Y  $PIX|ASA-7-702210: ISAKMP Phase 1 exchange completed(local
IP address (initiator|responder), remote IP_address)

HiBH ISAKMP (37 = — X 1 OFHEKRT LE LT,
HEME ~ETT,

702211

I5— Awt—Y  $PIX|ASA-7-702211: ISAKMP Phase 2 exchange completed (local
IP address (initiator|responder), remote IP_address)

HiBl ISAKMP (37 = — X2 OHEKRT LE LT,
HIRME ~ETT,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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702212

I5— AytE—Y  $PIX|ASA-7-702212: ISAKMP Phase 1 initiating rekey (local
IP_address (initiator|responder), remote IP_address)

Bl ISAKMP 3, 7= —X 1 ¥ —FAERKEZBGELET,
HROE ~ETT,

702305

I5—AvytE—Y $PIX|ASA-3-702305: IPSEC: An direction tunnel type SA (SPI=spi)
between Jocal IP and remote IP (username) is rekeying due to sequence number
rollover.

BE ZoXvt—ViE FERO M RArORITTE = a VP40 EEBAZL NN Y M
IPSec F > RNV TEAG LG AICERINET,

direction : SA DF5 M (B E£72138(E)

tunnel_type : SA DEZ A7 (VUE— K 727 BAEILL2L)

spi 1 IPSec DEFX 2 VT 4 NRIA—=B AT v A

local IP: b FDa—H) 2 RRA L FDIPT FLA

remote IP : N FNDYE—F T RRA L FDIPT FLA

username : IPSec ~ v R I/VIZE#EAHT STV D 2 —H4

HENLE 7 08HEICRIVWEE T, SATA 7F A LARELXHBLET,

702307

I5—AvE—Y $PIX|ASA-3-702307: IPSEC: An direction tunnel type SA (SPI=spi)
between local IP and remote IP (username) is rekeying due to data rollover.

direction : SA DF5 ) GEIE £7213%(E)

tunnel type : SA DX A7 (VE— K 77 BAEILL2L)

spi i 1PSec DEF 2 VT 4 NTGRA—H LT v T A

local IP: h> FADua—HN T2 KRA L FDOIPT KA

remote IP : N> FNDYE—K T RAKRA L FDIPT KL A

username : 1PSec N v R/VIZEHEST T HIL TV D 2 — 4,

BB DAV E—UIL SAT—F FA TARURHIBOIIICR S EXICETRENET, 2D

Ay E—U1F, IPSec SA 73, Rk LT — X BOMR, F—E2HAERL TWNDHZ LA RLET,
ZOMERIT, F—FHEROMEEZ TNy 7T 5 AL E T,

HERDE LEIFIAETT,
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703001
I5— AwtE—Y  $PIX|ASA-7-703001: H.225 message received from
interface_name:IP_address/port to interface_name:IP_address/port is using an unsupported
version number
BB Cisco ASA IX, VP AR—hERTHARWVWA—=Y g U EBDOHI23 X7y haZELELE,
CiscoASA N, X7 w bDF 1 bz 7 4= REVR—FENTWEEHN— g Scfa—
NMET 256060 £7,
HEZRIME Cisco ASA 78 VoIP R T —ZIZBWTHHR—F LTS H323 D=V g & fl
MALET,
703002

IS— Aytk—v $PIX|ASA-7-703002: Received H.225 Release Complete with
newConnectionNeeded for interface_name:IP_address to interface_name:IP_address/port

BB “NIET ANy Avb—UT, B ENTZ H225 A v E—% Cisco ASA BNZIE L2
L. BLOERENTZ2 DD H323 =0 RRA > MR UTHBR Y 7 ) v 7Rt 7o =
N% Cisco ASA ™A —F L L2 LR LET,

HRWLE 2T

709001, 709002

I5— Ayt—Y  $PIX|ASA-7-709001: FO replication failed: cmd=command
returned=code

I5— AwtE—Y  $PIX|ASA-7-709002: FO unreplicable: cmd=command

BEA 02007 =A== Ayt =V HEOT Ny T T REBETORIRSN
iﬁ_o

HRWLE 2T,

709003

IS— Aytk—v $PIX|ASA-1-709003: (Primary) Beginning configuration
replication: Sending to mate.
BB ChiI7=— A== Ayt =TT, ZORXAvE—VIE, TIT 4 TEEPREHD
AT 4 X2 =T a VDAL UNAIEE~OEREBGT D L FR S ET, (Primary) 13,
Th U F Y BEEOEE L (Secondary) EoRENDHZ ELHY FT,

HRLE 2T,

Cisco Security Appliance YR TAL OF A yt&—
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709004
I5— AytE—Y  $PIX|ASA-1-709004: (Primary) End Configuration Replication
(ACT)
HBE I Tz —N— Ay =TT, ZOAYE—VIR, T T4 TEENRESD
AT A K2 L=V a VDRI UNAHEE EA~DOBERETE T 5 LFRRISNET, (Primary) 13,
T ) EDLEAL (Secondary) ERENDZELH Y FT,
EELE T,
709005
I5— AytE—Y  $PIX|ASA-1-709005: (Primary) Beginning configuration
replication: Receiving from mate.
BB ZORYE—UIE AZ N, CiscoASANRT 7T 47 Cisco ASA DB T 4 Fa b—
Va YEMORYIOM EZ TR -T2 L AR L E T, (Primary) 1, B X VEEOLAT
(Secondary) ERENDHZ EHH Y FT,
#RUE FuTT,
709006
I5— Ayt—Y $PIX|ASA-1-709006: (Primary) End Configuration Replication
(STB)
BB CAUIT = AN Ry =TT, ORI AF RN IEERT T T 4
THEBNPOEEENZI VT 4 X2 LT a VOBEREET L EICERSRET,
(Primary) I%, &h &V HEEDEAIL (Secondary) EREINDHZELH Y ET,
HRWLE ~ETT,
709007

I5— AytE—Y $PIX|ASA-2-709007: Configuration replication failed for
command command

HEl NI A== Ryt =TT, ZDOA v E—UlE, AX RN AEEENT T 4
TN EEEINTa T 4 X2 L — g VOB ET TERWERAICERINET, &
ErAEIETLav s KR, AvE—VORREIZERRINET,

HRNE o~ FL%EEHEL T, CiscoTAC IZ@E L TL 72 &,

Cisco Security Appliance Y X TAL OF A yt&—Y
| oL-3938-02-J



F2E LRFLAYT AvE—Y |

W xy+—< 701001 ~ 720073

710001

I5— AwtE—Y $PIX|ASA-7-710001: TCP access requested from
source_address/source_port to interface_name:dest_address/service

BBl Z A v E—Tid, Cisco ASA 56 CORMID TCP 3% v hTTCP & v ¥ 3 > O % B
RIDGECERSINET, ZONRTy ME 3TV =A N Ry =A 7 DFEYIO SYN /X7 b
TT, ZOAvt—VF, T 57278%2 a3 ha—n YRR (telnet, http, £7-1% ssh) T
NIy RRHFAISNTWDLSEICEREINET, L, SYN 7 v X —RGRIELE T L TER
5F. BTSN THEE A,

HRWLE 2T

710002

I5— AwtE—Y $PIX|ASA-7-710002: {TCP|UDP} access permitted from
source_address/source_port to interface_name:dest_address/service

A TCP# DA, Z DA v —1E. Cisco ASA 56 CH 2&FE R D TCP /347 v N TTCP & v
a YOI R ERTAEAICETRENET, 2Oy ME, 3 VA N Fy=A 7 Dk
K ACK T, ZOAyt—F, e b7 278A arbha—/ J AN (Telnet, HTTP, &
721X SSH) TARZ » RBRFHF A SN TV AEGAICERRINET, £/, SYN 7 v X —HFEN KD
L. WEENRTCP Yy v a VHICTHESNET,

UDP #f DA, HfidiFr SN TnWET, 72& 2E, 20X vEe—F, 3B &7 SNMP
IR T — g U NE O SNMP R A E Y 2 — LA Z(E L, FOERDMUIL I N & X I0FHR
ENET (=R snmp T), TDO A vyE—TF, 10RIZ 1 B LOFRENRNE D IZHIR S
NTWET,

HERDE 1~ETT,

710003

IS5— Ayt—Y %PIX-3-710003: {TCP|UDP} access denied by ACL from

source_IP/source port to interface name:dest IP/service

W Z R L ET,

$PIX-3-710003: UDP access denied by ACL from 95.1.1.14/5000 to
outside:95.1.1.13/1005

BB ZoORXAvE—UE, BX2 VT4 TTITAT VAN,V H—T =24 A P —EA~DHEHR
HITHHESE LS AICERENET, 2E20E, 20X vyEv—1F, BefSh T2 SNMP
BHAT—2arnbD SNMP BXRE 7 7 AT U4 —ABZELEGRICEREINDIZ END
DET,

HESEALE  show run http =~ > K, show run ssh =~ > | F721% show run telnet =~ > K%
FHALT, RAMEEERY TIN50 P =R TV AEZFATHEICEF2U T«
TTIAT UVARKESNTNDZEEZMRLET, ZORX v E—UBRHBICR RSN LA
I, WBERTZENHD £,

Cisco Security Appliance YR TAL OF A yt&—
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710005

710006
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I5— AwtE—Y $PIX|ASA-7-710004: TCP connection limit exceeded from
source_address/source_port to interface_name:dest_address/service

B Y — b X O K Cisco ASA EHHEGF A 2 ¥ LT, Cisco ASA 1T, BFEHY—E X HT-
DK S SORIEHER 2T LET,

WRLE oo v—nnb, kil a~y FEEH L TRERY vy v a Va2 RRLET,

I5— Aw+E—Y $PIX|ASA-7-710005: {TCP|UDP} request discarded from
source_address/source_port to interface_name:dest_address/service

B Z A vE—d, Cisco ASA |Z UDP ZRZMLEE T % UDP H— "B R WEEICRRI
I+, ZOAvE—IF, Cisco ASA FOEDE YT a3 BB L TWRW TCP 237 v &R
TIELHVET, EHICLZIDOAYyE—VF, BAESNERA NNLOHAETH, XM r—RK
M3ZED SNMP Zk % Cisco ASA B LI AICR RSN ET (—E A snmp T), h—E X
Asnmp DA, TOAvE—VIERKTH 0T EICIFOREL LT, vr/%FETuls T
APBBAMIZR SR NE I LET,

HEBRILE DHCP. RIP £7-1% NetBios 2 ED 72— R¥ ¥ 2 b +—EROFANRL R v b
T—7Tlid, ZOAv—VOBENGLRDIIENRHVET, Z0ORA v —UBNHEEICET
SNDHHEIE. HBERTZENDD 7,

IS— Ayt—9 $PIX|ASA-7-710006: protocol request discarded from
source_address to interface name:dest_address

B oA yt—Dld, Cisco ASA T IP 71k SLER AT B 1P H— ARV R
REVET, 72L& 2, Cisco ASA 78 TCP £7213 UDP T2 IP /37 » b &%15 L. Cisco ASA
MNER & AU T X 7204 T,

HEEIE DHCP, RIP 720X NetBios 72 X D7 B — K% ¥ A b 4 —E2ADFHARL R > b
T—7 T, TOAvE—VOBENRELRDZZERDHYET, 20X v —U PN HEBICER
SNDHLAIE. HELTTZENRHY £,

I5— AwtE—Y  $PIX|ASA-7-711001: debug trace msg

BB ZOVATA BT Avv—UF, aX oL TrX S TRy S hL—R 3
<V REANTDEERSNET, BXL 7 FNY T FL—ZRA Z—TLORE, TTO
TR T Ayv—IF AT ul A=V E AL 7 FERTUHEEINET, B2
T4 EOBEBENS, AT LA BT A vE—UHAEK LTS, it XaT T U MET
N R Ry NT—J THEETHLERHD £,

HERDE 1~ETT,

[ oL-3938-02-J
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711002
I5— AywtE—Y $PIX|ASA-7-711002: Task ran for elapsed time msecs, process =
process_name
BB ZoXyt—UiE, Tk ADO CPUMMN 100 2 VB z@xchaIcRRsnEd, o
DAY=V TNy ZRHIEH S, CPUHZ vt 227 T 72T £,
HRLE ~ZTT,
713004
IS—Aye—v $PIX|ASA-3-713004: device scheduled for reboot or shutdown,
IKE key acquire message on interface interface num, for Peer IP_address ignored
BB oA vV Cisco ASA DS, P XNz LES ELT0DYE—F =T o
TADPBIKE N7y NEZELEHGAICRRINET, Cisco ASA XV 77— MEZITT v v b
HOURAT Y 2a—VEINTWAEDT, ZHUEN RV EMHITEETA, ZOIKE X7y
MIMR ST, BEINET,
713006
I5— AwtE—Y $PIX|ASA-5-713006: Failed to obtain state for message Id
message_number, Peer Address: IP_address
BBl DAy -V Cisco ASA RZIELIZA vy E—Y IDBRHMDOID ThHI LERLE
T, AvtE—YIDIE, BEDPIKE 7= — X2 xFvx—a v oOFINCERShET, Zhid
% < DYf Cisco ASA TOT T —{REEEZR L TWETA, 2 20 IKE 7 DRI LT
WZ L EIRTHANDHY £,
HROLE ~ETT,
713008

I5—FAyt—o
IKE tunnel

BB ZDOAvE—I1F, IDA u— RTxF— IDEZSZ{E L=, FOEDNFTA 3 —30EE
EHEHATDIKE By a O N—TLZDEKHFRTA ALV EroslzZ &R LET, =
MITEES BT, By v a VIEREIRET, BRI ZX—IDIL, TV A XD NV—T4

% Cisco ASA TERLCE RO T HMEET A Z LIV FEFHA, 7 74T FEDESTZ T L —
TREEETH L Ica—PFIZmMmLET,

$PIX|ASA-3-713008: Key ID in ID payload too big for pre-shared

HEWLE 75107 b ET (B%F5< 1T Altiga RA Client) 2NERN/e 7 L—TF 4 &45E LT
HZLEERLET, VS —THOBEEORKNEL32 T,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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713009

I5— Avyt—Y  $PIX|ASA-3-713009: OU in DN in ID payload too big for Certs
IKE tunnel

BB oA vE—IF, IDXAHE— RTDN D OU BESE LT, ZFOEAGFAERE S
EHATAIKE Yy a DI NV—THORKIFRYA XLV ENTZ 2R LET, 2O
OUIZAF vy FENETN, B0 OU 7130 MR HEH L T+ 57— 72t F
j‘o

HERIME 75472 MR OU % LT Cisco ASA 725 VL —F &+ 510k, 2 v—74%
DENRESTRITNERY FH A, INV—TZOBREOKRKEIX 32 TF,

713010

I5—F*yHE—Y SPIX|ASA-5-713010: IKE area: failed to find centry for message
Id message number

HEB oA vE—VE, EEDA Y E—ID Tconn_entry (IPSec SA IZKHET 25 IKE 7 = —
X2 HEE) ZREL LD L LTRIRLEGAICERRSNE T, WEEER RO FEATL
Too TV, FEENLRFETEy v a VPR T LIEGEICRET L2 LBH 0 31, £<
DEGENEE T — %2R LET,

HRME ZORENFRLLEVWEAIE. ET72RELE T,

713012

IS5— Ayt—o $PIX|ASA-3-713012: Unknown protocol (protocol). Not adding SA
w/spi=SPI value

BB ZORA =V REERIFTR—PFEINTWARWIPSec 71 b a/LzETMhH%EL
B AICFERENET,

HRME 7 OISAKMP 7 = — X2 REEF =7 LT, Cisco ASA & HHMERHHZ L %
TR L E7,

713014

I5— Aw+t—Y  $PIX|ASA-3-713014: Unknown Domain of Interpretation (DOT) :
DOI value

#EB X vE—TiE, BT 05515 L7z ISAKMP Domain of Interpretation 239 78— h 11T
WRWERICERRENET,

HRINE 7 OISAKMPDOl 227 4 X al—3i g U 2R LET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713016

I5—AvyE—Y SPIX|ASA-3-713016: Unknown identification type, Phase 1 or 2,
Type ID Type

BB ZOAvE—UL ETOZELEDARETHLZ LA RLET, DA, L<HM5
NTWRWERRID THLAHE, FRIEENEIIBELZID THLIEERH D 7,

HRILE ~v R FBIOETOar 74 ¥alb—a VAR LET,

713017

I5— Ayt—Y $PIX|ASA-3-713017: Identification type not supported, Phase
1 or 2, Type ID Type

HBA ZOAE—VIEETOLRELEY2— X1 FHEF T ==X 2D IDNEYTH DN,
PR—FENTHRNZ EERLET,

HRILE ~v R FBIOETOar 74 X¥2lb—a VAR LET,

713018

I5— AvE—Y $PIX|ASA-3-713018: Unknown ID type during find of group name
for certs, Type ID Type

HBE ZoAvE—VIE WHY 7 b7 =7 —BRAELEIEERLET,

HMEWME =20V NVFHREVAT A B IR REINDIZT— Ayb—VhEDEFar’—
L. Cisco Technical Assistance Center (TAC) (Z V7R — b Z{KHE CTINE L 7= 2 ZHRfE< 72 X,

713020

IS5— Ayt—Y  SPIX|ASA-3-713020: No Group found by matching OU(s) from ID
payload: OU value

FBE ZoAvE—VE WHY 7 b7 =7 —PRAELEZEEZRLET,

MEWME =20V NVFEEVAT LA B IIRREINDITT— Ayb—VhEDEFFar’—
L. Cisco Technical Assistance Center (TAC) {2V 7R — b Z{KHE CTINEE L7212 ZHRft< 72 X,

713022

IS5— Awt—Y $PIX|ASA-3-713022: No Group found matching peer ID or IP_address
for Pre-shared key peer [P _address

BB oAy E—VF. ITA—T F—EF_R—R T FE T THEMEINTE (F—ID £/ 1P
T RUVR) LRICARID T N—TNxhol-Z &R LET,

HRLE 7o 74Xl —2arZERLET,
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713024
I5— AwtE—Y  $PIX|ASA-7-713024: Received local Proxy Host data in ID
Payload: Address [P address, Protocol protocol, Port port
BB ZOAYE—VIE CiscoASANVE—FET DT ==X 20—/ FrF DA
n— REZELLEZEEZRLET,
HRLE ~ETT,
713025
I5— AwtE—Y  $PIX|ASA-7-713025: Received remote Proxy Host data in ID
Payload: Address [P _address, Protocol protocol, Port port
B DA vE—VIE CiscoASARYE— b ETDT72—X20DYVE—F FrFTID A
n— REZELLEZEEZRLET,
HRLE T,
713026
I5— AwtE—Y $PIX|ASA-7-713026: Transmitted local Proxy Host data in ID
Payload: Address [P _address, Protocol protocol, Port port
BB ZDORA v =L, Cisco ASAN 7 =—RX2Da—H)L 7aFxyID NS n— REfEkL
xR LET,
HRLE T,
713027
IZS— AytE— $PIX|ASA-7-713027: Transmitted remote Proxy Host data in ID
Payload: Address [P _address, Protocol protocol, Port port
BB DAy E—TE, Cisco ASABN 7 2—RX2DUE—K 77XV ID NS o— REfEkL
xR LET,
HRLE T,
713028

IS— Ayt—2 $PIX|ASA-7-713028: Received local Proxy Range data in ID
Payload: Addresses [IP_address - IP_address, Protocol protocol, Port port

BBl ZORA v E—UE CiscoASAR Y E— R ETDO72—X20a—h)L Fax DA
O— REZELT, ZOFICIP T FLAFEREENTWVWAZ &2 TR LET,

HERDE 1~ETT,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713029
I5— Ayt—Y  $PIX|ASA-7-713029: Received remote Proxy Range data in ID
Payload: Addresses IP_address - IP_address, Protocol protocol, Port port
BB ZDAYE—VIE Cisco ASABVE—F ETDT7=2—X2DUE—F 7uF T ID A
n— RF&2ZELT, ZOPZIP 7 FLAHEHBERGEN TS Z &R LET,
HRLE ~ZTT,
713030
I5— Avyt—Y  $PIX|ASA-7-713030: Transmitted local Proxy Range data in ID
Payload: Addresses IP_address - IP_address, Protocol protocol, Port port
BBl —OAvE—0F, CiscoASAN 7 =—RX2 D —H)L FuFx ID S( u— Raifizgk L
el eErRLET,
HRLE ~ZTT,
713031
IS5— AvyE—Y $PIX|ASA-7-713031: Transmitted remote Proxy Range data in ID
Payload: Addresses IP_address - IP _address, Protocol protocol, Port port
BBl DA vE—0F, CiscoASAN 7 =—RX2DVE—h FuF v ID S 2— R&ifiEgk L
el eErmLET,
HRLE ~ZTT,
713032
I5— Avt—Y $PIX|ASA-3-713032: Received invalid local Proxy Range IP_address
- IP_address
BB oA vE—IIE BV ID A m— FICHEIH ID # A TAE i, RS
RLABRET RLALU ETH- /AR RENET, ZhEar 7 4 Fab—ra VO
R LTS AR H Y £7,
HERWE ISAKMP 7 = —RX2D/F A—=HDar 7 4 Fal—va &R Ly,
713033

I5— Ayt—Y $PIX|ASA-3-713033: Received invalid remote Proxy Range
IP _address - IP_address

BB ZoXAvE—ViE, VE—FID XA 0— RIZHHID ¥4 70N &EN, fBlESh-KT
RFL2ARET RLADL ETHhHoBAICEREINET, 2oy 74X —2 3 OfE
R LTWAAREMRH Y £9,

HESRIME ISAKMP 7 = — X2 DTG A—FZDar 7 4 Xal—a 2R LET,
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713034
I5— Ayt—Y $PIX|ASA-7-713034: Received local IP Proxy Subnet data in ID
Payload: Address [P _address, Mask netmask, Protocol protocol, Port port
BB ZOAvE—VE m—AAV P T EF Y P TRy TR T 2= X2 DID A 71—
RCERESNIELGEIIRRINET,
HERLE ~ETT,
713035
I5— AyHE—Y $PIX|ASA-7-713035: Received remote IP Proxy Subnet data in ID
Payload: Address [P _address, Mask netmask, Protocol protocol, Port port
BB ZOAvE—VIE VE—FPTEF VI TRy TR T2 —X2DID A 71—
RCERESNIELGEIIRRINET,
HRLE ~ETT,
713036
I5— AyE—Y $PIX|ASA-7-713036: Transmitted local IP Proxy Subnet data in
ID Payload: Address [P _address, Mask netmask, Protocol protocol, Port port
BB CoXvE—ViE, =WV IPTRFT TRy N T HRT 2= X 2D ID A m—
R Tk S NG BIcRRSNET,
HRLE ~ETT,
713037
I5—AvyHE—Y SPIX|ASA-7-713037: Transmitted remote IP Proxy Subnet data in
ID Payload: Address [P _address, Mask netmask, Protocol protocol, Port port
BB ZOAvE—VIE VE—FPTEF VI TRy TR T2 —X2DID A 71—
R Tk S NG BIcRRSNET,
HRLE ~ETT,
713039

IZ— Ayt—9Y

$PIX|ASA-7-713039: Send failure: Bytes (number), Peer:
IP _address

BB XA vb—UF, WNEY 7 b =7 =T =34 L, ISAKMP 37 v iRk CTE R
Mol EIcFzRrENET,

HRENE oY —ILFHI AT A vl Iz RENDIZT— Ay b—V2FDFFar—

L. Cisco Technical Assistance Center (TAC) [TV AR — b Z4KHE L CTUE L7242 TR < 72
AN
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713040

713041

713042

713043

I5— AwtE—Y $PIX|ASA-7-713040: Could not find connection entry and can
not encrypt: msgid message_number

BB ZOAvE—UF WY 7 =T =703 AEL, 72— 2 7T FEEZ BT
TRl R LET,

HMEWME =20V NVFHREVAT LA B IR RENDITT— Ayb—VhEDEFFar’—
L. Cisco Technical Assistance Center (TAC) (29 7R — b &2 {KHH L CUNEE L= 2 ZHRft < 72
X,

I5— AytE—Y $PIX|ASA-5-713041: IKE Initiator: new or rekey Phase 1 or 2,
Intf interface_number, IKE Peer IP address local Proxy Address IP_address, remote Proxy
Address IP_address, Crypto map (crypto map tag)

BB A vtE—UlE, CiscoASANA =2 —FH L LTChorRAEXRIT—2a P TH
HIEERLET,

HRWE 2T

I5— AvyE—Y $PIX|ASA-3-713042: IKE Initiator unable to find policy: Intf
interface_number, Src: source_address, Dst: dest address

BB oA vB—UlF IPSec 77— A b XA T IKE ZH L7237 v & WLEL L7273, IKE
DRV — NV I T TRRRLTIEZEERLET, 20T —F, A4 I 7IZEELTY
DA MNE Y £9, IKE BB ER AW A1, IKE 8 L7z ACL 23HIBR STz w]
RERAH Y F79, ZOMEE, Z<OLARSAF TIIESRET,

HRNE [FURENESGE. KBS~ ZICEEMT O TND ACL IZHITIEE LN S,
LLay7 4 FXal—Tar2HELET,

I5— Awt—Y  $PIX|ASA-3-713043: Cookie/peer address IP _address session
already in progress

BB ZORXvE—TE, ED bR ANREITHIZ, IKEAFEEZT SN2 2R LET,
HROE ~ETT,
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713047
I5— Ayt—Y $PIX|ASA-3-713047: Unsupported Oakley group: Group
Diffie-Hellman group
BB oA yE—UI CiscoASA DY, UE— b BT bR E L7 Diffie-Hellman 27 /b—7
ZHAR—FLTWeWZ L &/RLET, Diffie-Hellman 7 /b —71%, 7= —X 1 HIEHIND
& Diffie-hellman F—Z £ L, 7 =— X 2 P CIIEREEERME (PFS) M @ Diffie-Hellman % —
BAEMLET,
g8l t° 7 @ Diffie-Hellman ¥ — D2 7 4 X2 b — g U EMERLE T, E£7~. Cisco ASA IZ
ELWTBR—=FARNHLNE I PR LET,
713048
I5— AwtE—Y $PIX|ASA-3-713048: Error processing payload: Payload ID: id
BB oAy E—Uk WETEX ol a— R Ty EBRZEINTZEEZRLE
—g’—‘o
HRLE —OMENRELARVEAIZ ET O T 4 Fab—3 a3 VITHED B D D AR
g}) U i‘j‘o
713049
I5—Fyt—Y SPIX|ASA-5-713049: Security negotiation complete for tunnel type
type (group name) Initiator/Responder, Inbound SPI = SPI, Outbound SPI = SP/
BB CoAyE—UlE, IPSec AR A DBMGERLET,
RRME FuTT,
713050
I5— Aw+E—Y SPIX|ASA-5-713050: Connection terminated for peer IP_address.
Reason: termination reason Remote Proxy IP_address, Local Proxy IP_address
BB CoAyE—UlE, IPSec U RADK T ERLET,
HRUE F~ETT,
713051

IS—rAyEe—o $PIX|ASA-3-713051: Terminating connection attempt: IPSEC not
permitted for group (group name)

BB Oy, 2= AT FREA I =T = A A K =3 PSec b
FVEFEELTVDZ LR LET,

HERALE 1PSec 2T AICIH. U TD RV 7 FrbarzeRl r—nb@ERLET,
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713052
I5— AwtE—Y $PIX|ASA-7-713052: User (user) authenticated.
Eﬁﬂﬂ Z DA ‘YV‘Z%: i )%’*}‘ TR 3ﬁ“‘j‘ﬁ‘wuu£éhﬁ_~_&7gfﬂ—‘bij‘
HRME ~ZHTT,
713056
I5—AyHE—Y SPIX|ASA-3-713056: Tunnel rejected: SA (SA name) not found for
group (group name) !
Bl Z DA vE—UlE, IPSec SA BHONLRN o2 L ERLET,
HRLE _hﬂj%—b77txb/zw@ﬁm\7w Fea—Parry Xal—va
YEFxy 7 LT, 2=FOT V=TT LT R R IN—T T N—T R U —NRES
NTNDZ xR LET, M TRIES NI —F B IO V=T O8A1E, RS 7-EGE
T hIbEa— bR LET,
713059
I5— Ay+tE—Y  $PIX|ASA-3-713059: Tunnel Rejected: User (user) matched with
group name, group-lock check failed.
BB —oAvE—VE b ZA—T BRI — 4O E UCFA A LT,
AR LFEITLL ) E L E2RLET,
BRLE RSN —FOI/N—TLa—WLTRR-TODRERH Y £7,
713060

I5—AyE—Y $PIX|ASA-3-713060: Tunnel Rejected: User (user) not member of
group (group name), group-lock check failed.

H7i:] _®X/?%fi 2—HR, IPSec XA —3 g THEEINEZTA—TFLITHD Y
N—TICREENTWAZ EERLET,

HIRME CiscoVPN 7 T4 72 b EFHBTEAF—EMHL TWDEE, 7 94T MIRES
NTWNWB T I—T7"H Cisco ASA FO2—FIZEHEMITOENTWAE I IL—TLRIUTHDLZ L%
HRLET, TUXNGEAZEMH L CWAEE, 70—, FEAED OU 7 « —/L KT
TEEINTWAED, Fda—VIXVE— T 7 8RADT 73V b ZTIV—TITFT 7 )V b TRE
EhTWnWET,
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713061

I5— AytE—Y  $PIX|ASA-3-713061: Tunnel rejected: Crypto Map Policy not
found for Src:source address, Dst: dest_address!
BB 2O v E—UE, Cisco ASA 3, A v E—VIRENTWNDH T TARX—F Xy hU—
JELIIFAMDODEX 2T 4 R —HEREBMHUTERN oL EERLET, ZNHD
Fv bV =7 IR A ME, A =2 —FI2 L > TEE EHL, Cisco ASA O EDIEH ACL &
b—HLEEAL, ZHEIZLDEGE, a7 4 Fa2b—a VORY TT,
HRWLE TR OS5 ACLNOf#ESNIERy NV —F av T Fal—varkF=v L
T, A=vxz—=FOu—) Xy "BIREMOYE— K Xy FThDHZ L (BLUEOW) %
fERLET, VANVRI—R A7 KA RT VAR Yy NU—7 7 LA EICRICHER
LET, YRAaPsSoFEETIE, 774 X—K T AR TaXT 7 FURAEITHRNED
Xy hT =7 L LTITXNUATFENTHBEERD Y £77,

713062

IS5— Ayte—¥ $PIX|ASA-3-713062: IKE Peer address same as our interface
address IP_address

BBl IKEE T ELTRETDIPT FL AL, Cisco ASAIP A v & — T = A ZADWTNINTHRE
TAHIPT RLARAELEILTHANLERH Y £9°,

HRME 2L 7 4FXal—2al b PAF—TofAADAL T 4 FXalb— a9 %
WLET,

713063

IZ— Ayt—2 $PIX|ASA-3-713063: IKE Peer address not configured for
destination IP_address

BBl IKEET 7 FLAMNLIL bR MCx L TRESIN TV RWGEAICEREINET,

MEINE 2L 74 Xal—a 2R LET,

713065

IZ5— Ayte—9 $PIX|ASA-3-713065: IKE Remote Peer did not negotiate the
following: proposal attribute

BB CoAvE—VE NBY 7 N7 T -RRELEILERLET,

HEWME =V NFHEVAT L IR RENDIET— Ay—VhEDFEFar’—
L. Cisco Technical Assistance Center (TAC) (ZH AR — M &2 fKHE L CTUNLE L7 1% ZiRft< 72
él/\o
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713066
I5— Ayt—Y $PIX|ASA-7-713066: IKE Remote Peer configured for SA: SA name
BB ZOX -V, ETORBESRY VR EE R LET,
HREDE 1~ETT,
713068
IS— Ayt—2 $PIX|ASA-5-713068: Received non-routine Notify message:
notify type (notify value)
BB CoAyE—UIR 2O N FREAHLEE T — R TR S LW RIA & e D id
Ay E—VERLET,
HRME =77257 7 a2 2103 FEOHBEREZFENE T, BMA v E—TD
%<, IKEETHOay 7 4 Fal—va v OR—EFERLET,
713072
I5— AwtE—Y  $PIX|ASA-3-713072: Password for user (user) too long,
truncating to number characters
BB oA vbE—ViE, a—HFORRT— RRETELZLEARLTVET,
HBIE B — AN THRART—RFOREEEIELET,
713073
IS— Ayt—9 $PIX|ASA-5-713073: Responder forcing change of Phase I/Phase 2
rekeying duration from larger value to smaller value seconds
BEA RO, IKE B BEET 2L bRV EICRESNET, 204 vE—
i, BEHEOMEDIE S MR LERLET,
HREDE 1~ETT,
713074

IS—Ave—o $PIX|ASA-5-713074: Responder forcing change of IPSec rekeying
duration from larger value to smaller value Kbs

B X —FARRORFIE, IKE BT NEET ML D IERVEICRESNE T, 2O A vE—
DI, BEEOMHEOIZ) DR LEZ2RLET,

HRELE 2T,

Cisco Security Appliance YR TAL OF A yt&—
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713075
I5— AytE—Y $PIX|ASA-5-713075: Overriding Initiator's IPSec rekeying
duration from larger value to smaller value seconds
R X — /AR ORRIZ, IKE B BHRET LY bIERVEICRESNET, 04 vE—
Dt EEHEOMEDIFE S BMENZ L AR LET,
HRUE F~ETT,
713076
I5— Ayt—Y $PIX|ASA-5-713076: Overriding Initiator's IPSec rekeying
duration from larger value to smaller value Kbs
BB AR ORI, IKE BT BMEET ALY bIRVEICRESNET, ZDA v E—
DUt IBEHEOMEDIFE S BMENZ L AR LET,
HRLE F~ETT,
713078
I5— AytE—Y $PIX|ASA-2-713078: Temp buffer for building mode config
attributes exceeded: bufsize available size, used value
HEB ZOAvE—lE modecfg 7 MV B o — MOMBEEFIZNERY 7 b U =T =T =034 L
el eEmLET,
HRLE RVER PRV IN—T T M) Ea— a7 487 MIT 250, BTEL7%
AR AybE—UrEE LET, BENERLZWVEAT, o Y —AEREFv AT A v lE
REINDTT— Ave—U%kFDEEaL— L, Cisco Technical Assistance Center (TAC) (2
AR— N ZKHH U CUEE L2 E ZHRft < 7230,
713081
I5— AwtE—Y $PIX|ASA-3-713081: Unsupported certificate encoding type
encoding_type
BB ZOA v E—VIE B RENLFEAEOWTNDLDFTAARY RAITHDL Z & &, R—
FENRWFFAF—LTH D ARENEZ R L THET,
HROLE TOXNVAAEBLIO N IA MRS by 7 4 Fal—ra raHEIALET,
713082

I5— AwtE—Y $PIX|ASA-3-713082: Failed to retrieve identity certificate
B ZO b O IDREIES RO EEATLE,
HBELE 7O/ VAERESIOR IR MRS bOar 7 Fal—va UEfEBLET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713083

I5— AwtE—Y $PIX|ASA-3-713083: Invalid certificate handle
BB ZoAyE—ViE 2O MRV DIDGEHERRONO RN EEZRLTVET,
HREUE 7O/ NAAEBLONIA MRS bDar 7 4 Falb—va VEERLET,

713084

I5— AvtE—Y $PIX|ASA-3-713084: Received invalid phase 1 port value (port)
in ID payload

BB oAy E—IF, IKE7x2—X1ID M 82— FTEZEESNER—MENIELL 2o
72 L HBR L TWET, ZF AFUAIREZREIE 0 F 7215 500 (ISAKMP aka IKE) T,

HROE —NiL. E7 2 IKE B> TWiRWn, E£7203%y h T —27 ORJEIC L » T3
oy R LT Z L AR L TWAATREMER H Y F3,

713085

-

I53— AvE—Y $PIX|ASA-3-713085: Received invalid phase 1 protocol (protocol)
in ID payload

BB DAy E—VE, IKE7=x2—X1ID XA/ 0— RCTZIEFESNE=7a b/ UENIELL 722
MoleZ EERLTWET, T ANFREREIZ 0 £7/21% 17 (UDP) T,

HEME -“NL. BT IKE SIS TWiRWns, E£7203%y h U —27 ORJEIC L - T8
Ty R LT Z L AR L TWAATREMER H Y F3,

713086

IS— Ayt—2 $PIX|ASA-3-713086: Received unexpected Certificate payload
Possible invalid Auth Method (Auth method (auth numerical value))

BB A vE—UF, FEAEASS m— R S, ID GERAEN 2V 2 L 3 NFEREER
EAVRVICEL o TUREN TV DEAICEREINET, 2T, HEICL o T, GEHEAY
RIVIRBTE OB IETEE SN Pl b 2ERLET, T RAETLIHEHAL L TEX
LD DI, FRFEH RN RSA F7/21E DSS v 7 =F ¥ TiE2WZ & TY, 7272 L. FNENOM|
DOFENE->TNSH L, IKESA RIvx— g U FRBRLET,

HRIE 75547 ALETTRIAMRA L FEISAKMP 2207 f ¥ bL—3 g VERIE
FHERLE I,
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0L-3938-02-J |



| 2& LRFLOY Avyt—

*v4&—< 701001 ~ 720073 M

713088

I5— AvtE—Y  $PIX|ASA-3-713088: Set Cert filehandle failure: no IPSec SA

in group group name
A A vE—VIE, TUXNVGEAFHRICESHNT PR Z—T 2R TE R o
22 BRI LTVWET,

HROE 7 OFAEFRIUMETLLE) PR JA—FREUICRES N TSI L%
R LET,

713092

I5— AytE—Y  $PIX|ASA-5-713092: Failure during phase 1 rekeying attempt
due to collision

BB ZoAyE—ViE WEY T V=T 2T =R ELIEZLERLET,

HRELE Z2<OBRA. ZHIREDZRWA X R TER, BAREEND L HAL, 20 Y —
IWERIF VAT A v IR REINDITT— Ayt —VE2FDEFEF b — L., Cisco Technical
Assistance Center (TAC) TV AR — M Z2&HH L TUNEE L 7=l aE Rt < 7230,

713094

I5— AwtE—Y $PIX|ASA-7-713094: Cert validation failure: handle invalid
for Main/Aggressive Mode Initiator/Responder !

BB ZoAyE—ViE WEY T V=T 2T =R ELEZLERLET,

HRNE LAk TI, FTANKRA U FEERETOILEND Y 3, BEIMER L7220
PA vV — NFEFIEI VAT A B S IIERINATT— AvE—V5FDEEFar’— 1L,
Cisco Technical Assistance Center (TAC) {297 — M Z{KHH L CTUVEE L7158 42 i< 72 & v,

713098

I5— AytE—Y $PIX|ASA-3-713098: Aborting: No identity cert specified in
IPSec SA (SA_name) !

BB COAvE—U, FEAES—ADKE £y v a s AL LE D L L L&D, BEEAH
Vo —TIDiFAENEESN TV AR WEAICRRENE T,

HRENLE C7ICEETHIDERAE/ VT ANRA LV FNERELET,
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713099
I5— AytE—Y  $PIX|ASA-7-713099: Tunnel Rejected: Received NONCE length
number is out of range!
BB oAy E—ViF WY 7 hU 2T 2T —RRAELEZEERLET,
HRME =0 YV NVFERE VAT LA O JILEREINDIZT— Ayv—VhFDOFEFar’—
L. Cisco Technical Assistance Center (TAC) 2V AR — FZ24K4H L CUNE L7-FW 2 gk < 72
S0,
713102
I5— Awt—Y $PIX|ASA-3-713102: Phase 1 ID Data length number too long -
reject tunnel!
BB Zo X vEB—IF, YA XA 2K LA Identification Data 7 4 —/L K& & e ID ~2A 1 —
FZIKE BZE L2 2R LTWET,
HRME ~ETT,
713103
I5— Aw+E—Y $PIX|ASA-7-713103: Invalid (NULL) secret key detected while
computing hash
BB oAy E—ViF WY 7 hU 2T 2T —RRAELEZEERLET,
HRME =0 YV NVFERE VAT LA O JICEREINDITZT— Ay —VhFDOFEFaL—
L. Cisco Technical Assistance Center (TAC) (ZH AR — bk Z{KIH L CTUEE L=l 2 ZH8< 72
S0,
713104

IZ—Aye—

$PIX|ASA-7-713104: Attempt to get Phase 1 ID data failed while
hash computation

BB ZoAyE—ViE WEY T =T 2T =R ELIEZLERLET,
HRLE 22V LERFVAT LA B IlRREINDITT— Ay —VEZDEEIL—

L. Cisco Technical Assistance Center (TAC) (29 AR — b &2 {KHH L CUNEE L= 2 ZHRft < 72
X,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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713105
I5— Aywt—Y  $PIX|ASA-3-713105: Zero length data in ID payload received
during phase 1 or 2 processing
BB oA vE—UIR, EHHRID T —FEMAAETICID XA B— REEFE LI EER
LCTWET,
HROLE 70 7 4Fal—va iR LET,
713107
I5— AwtE—Y  $PIX|ASA-3-713107: IP Address request attempt failed!
BB ZOAYE—VIE WY 7 M= =7 —BRELTZZEERLET,
HREME 2V Y NVFERFVAT LA v ICRRENDITTI— Ave—VE2ZTOEFaL’—
L. Cisco Technical Assistance Center (TAC) (ZH AR — b & {K#E L CUNEE L7 EWm %2 Zigfit< 72
éb\o
713109
IS— Ayt—2 $PIX|ASA-3-713109: Unable to process the received peer
certificate
BB ZoAvyE—UiE VE— D ETDRE LIZAEHEL Cisco ASA LT X 727 -o 7
ZEERLTVET, ZHUL, GEAET — X OEANRE > T LA, iEENOT —4 %
TTITAT U ATHRETERWGEICRAELET, L& 2E, BAFF—O% A X793 4096 > k
LV RENWGERETT,
HRENE U E— 7 CTHIOGEAEZMH L CHRO L 27T LET,
713112

IS—Ayte— $PIX|ASA-3-713112: Failed to process CONNECTED notify (SPI
SPI value) !

B Z R vE—L, Cisco ASA 73, @A ¥ A 7 CONNECTED % & {rilfn~<A o — N&1E
WIS TER D2 2R LTWET, Zhid, IKE 72— X 2 &R, Thx o0 %
72D SPLEEH L TR TE 2o 7nGh, FRITZE L ISAKMP ~y ¥ —T=a2 I v |
By RRREIN TR THAICBELET, BEOFHTIEL, IKE BT KIS T
WARWR[REME N B D Z L R LTV ET,

HIME BENRELAAVES, BT 03 7 4 Xal—arE s h, a3y h By
ML AT ¢ E—T I LET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713113

713114

713115

713116

I5— AwtE—Y $PIX|ASA-7-713113: Deleting IKE SA with associated IPSec
connection entries. IKE peer: [P address, SA address: internal SA_address, tunnel
count: count

BB ZORXA v E—UE IKESAROUSAND R hoy hTHIRENTWA Z AR LT
WET, THUE, IKESA horxv vy NCTHEET AR MY EORMINR Kb, &
HUVNIBEE T AT P D7 v X — T 4=/ RTERT M UBNET IKESA D7 v ¥ —
T4V REDORB KON EZBEWRLET, 2B RETIHA, IKESA BIOZENIZ
BT 57 — X BERIIRA SN2 O T, TnEHET=r NI WERAS U H EFEOZ LR
HYFEHEA,

HEQDE ~ZETT, =T VIV ITHEPAERLTNET,

IS— Ayt—9 $PIX|ASA-7-713114: Connection entry (conn entry internal
address) points to IKE SA (S4_internal_address) for peer IP address, but cookies don't
match

BB CoAvE—VE NBY 7 N7 =T -RRELEILERLET,

BRME =0 Y NVFREVAT LA R ICEREINDITT— A=V FDEFa—
L. Cisco Technical Assistance Center (TAC) (WA — bk ZKHH L CUNEE L7=1E#HE2 ZH#R4< 72
éb\o

IS5— AvytE—Y $PIX|ASA-5-713115: Client rejected NAT enabled IPSec request,
falling back to standard IPSec

BBl DA vE—E, Cisco ASA 723 IPSec over UDP {19 L+ 28 4LMN7 T4 7+ M
Lo THERENTZZ LA RLTWET, IPSec over UDP Z 45 &, NAT 5354 ZZ N LT
DT T AT FH Cisco ASA ~DEIF N RNVEMESLTEET, 7 I7A T2 BN, ZO
BREVR— L TWeWnh, FRFZOMEEZFEATLILIIRESN T WD, TREE
L mREERDH Y £97,

HIRMEB ~v R REET7Da v 74 Xal—va ViR LET,

I5— Ayt—Y $PIX|ASA-3-713116: Terminating connection attempt:
L2TP-over-IPSEC attempted by group (group name) but L2TP disabled

BB oA vE—VlF, 2—VFEFIFT I L—F = U D L2TP-over-IPSec 5 & 372 7= 78,
Z D Cisco ASA IZXF L CL2TP 7' 12 b a /WA R2—T /W72 > TWRNZ L E R L TWET,

HERIME 12TP 20 7 4 Falb—a AR LET,

Cisco Security Appliance YR TAL OF A yt&—
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713117
I5— Ayt—Y PIX|ASA-7-713117: Received Invalid SPI notify (SPI SPI Value)!
BB oA vE—UF SPHEIZ L - Tl S 4172 IPSec SA 28, VE— RN BT TT o747
TR o2 LB RLTCVET, VE—F ET7RUVT—RrENED, VY b Iz AEE
HRH D £,
HRIE -~ OREIZ, E 72X - Tl 7e SA W SN TWARWT & % DPD 233895 &
FIESHLET, DPD B4 R —T7 MZ7R2 > TWRWIESIE, 8E2Z T 5 b RV & FB TRk
SELRTIUEZR BN ERH Y £7,
713118
I5— AwtE—Y $PIX|ASA-3-713118: Detected invalid Diffie-Helmann
group_descriptor group _number, in IKE area
BB TR vE—UNE, group descriptor 7 4 —)v RIZH R — FINRWVEREEN TN Z
EERLTVET, BIEFR—FEINTNEDE, Z74—71, 2, 5. BEO 7721 TT, centry
DAV, group descriptor 7 4 —/v RN, SEEEEFE (PFS) BT 4 B—T7 /Wl > T 5
CEERTTEDOICHESNTVDLZEEHY T,
#EARAE 7 Diffie-Hellman =7 f Fa b —a VEAHERLET,
713119
I5— AytE—Y $PIX|ASA-3-713119: PHASE 1 COMPLETED
BB IKE 7 =— X 1 RIEFEK T LB/, 20X vbe—URERENET,
HRLE ~ZTT,
713120
I5— Aw+E—Y $PIX|ASA-5-713120: PHASE 2 COMPLETED (msgid=msg id)
BB IKE 7 =— X2 DNIEFK T LIEERIC, 2OA vy E—VRERENET,
HENE ~ETT,
713121
IS— Ayt—2 $PIX|ASA-7-713121: Keep-alive type for this connection:
keepalive type
BB ZOAYE—VIE, ZORRVIHLTHEASR T DR =TT 74T AH=R LD
AT HRLET,
HENE ~ETT,
| oL-3938-02-J
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713122

IS5—AyE—Y SPIX|ASA-3-713122: Keep-alives configured keepalive type but peer
IP address support keep-alives (type = keepalive type)

Bl X E—VE =TT IATNRIDOT A A LT EIIATITEREINT
WA, IKEETNF—T T 747 2R —F LTS, FFL TRV EE2RLET,

HRNLE NN ERNTHIEA. AEIIAETT, BRI TRWEAE., WiFOF /A 2T
=TT I T ar T 4 Fal—a EERELET,

713123

IS5—AyE—Y SPIX|ASA-3-713123: IKE lost contact with remote peer, deleting
connection (keepalive type: keepalive type)

HBE ZoAvE—VIE, VE—MIKE BT R P EINZRKRY 0 RONTX—FT 5347
WZIBE Lo Tofeh, IKE BT ~OERHMMET LI Z 2R LTHEY, 20Xy =TI
., FHENAX—TTIA4T AD=XEREFENTHET,

HERDE 1T,

713124

I5— AvytE—Y $PIX|ASA-3-713124: Received DPD sequence number rcv_sequence #
in DPD Action, description expected seq #

HEBA oAy E—UF, VE—HNIKE ETR, THENZv—F U REF LR —
AFHEEEBIZDPD X E L2 2R L TWET, N7y MIFERINET,

HRENLE —hit. 2y FU—27ToOXry MEEKORBEZ R L TOWAEERH Y £,

713127

I5— AvyE—Y $PIX|ASA-3-713127: Xauth required but selected Proposal does
not support xauth, Check priorities of ike xauth proposals in ike proposal list

HEBA ZOA v BTN XAUTH Z2EIT L L 9 & LTV DA, Cisco ASA 73 XAUTH IKE
TR R—=YP I EFER Lo A I ERENE T,

HERIME IKE uR—H)L U Z FTIKE xauth 7 1 R —F /L OB NEN 2 HEZR L E T,

713128

IS—Aye—o $PIX|ASA-3-713128: Connection attempt to VCPIP redirected to
VCA peer [P address via load balancing

HEA DA YE—TX, VCPIP IZEH L LD E LT, e—FRRF v rTcr—RKokyd
RWETIZU XA LY hENT-EEIZFEREINET,

HRLE FECT,

Il Cisco Security Appliance YR T4 BT Ayt&—Y

OL-3938-02-J |



| 2& LRFLOY Avyt—

*v4&—< 701001 ~ 720073 M

713129
IZ5— A “J‘|2—°) %PIX|ASA—3—713129: Received unexpected Transaction Exchange
payload type: payload id
HEB oA vE—UF, XAUTH F720% Mode-cfg FICFHI L7220 B — RRZEEINZZ
EERLTOVET, ZHUE 2 20T BREBI LTV RnWZ & XAUTH % 72 1% Mode-cfg /3 —
Tarn—HLenIE UE— b ETREYR RFCIZHER L TV L2 R LT L 5HE
N0 £7,
HELE 7Mooy 74Xl —varEHELET,
713130
I5— AwtE—Y $PIX|ASA-5-713130: Received unsupported transaction mode
attribute: attribute id
BBA CoAvE—U BUEYAR—FShTWhnWgd b7 o sy ar =K 7 hY
Bz — b (XAUTH £721% Mode Cfg) (123§ 2 EREZT NA ANZE LI L 2R LTNET,
WE L AU O VKB T,
HRENE 1~ETT,
713131
I5— AwE—Y $PIX|ASA-5-713131: Received unknown transaction mode
attribute: attribute id
BB Coxye—UiF BMOT N Ea— hofEs ThL N T v ar =R T b
Ut =a—hk (XAUTH %7213 Mode Cfg) 123 22K % Cisco ASA 335 L7z 2 & Z/R LTV
F9., TRV bEa—MNIAHTHLH L=V aroar7 s Xal—vary = RTOLY
R=FENTWDE2, ETBARERMEEZITMEEODH D2 EE L TV L AREELRDH Y £,
ZHUE, EERORBEIZIT D FHAN, BT OMRBRICEET ALARH D 9,
HEME 1~ETT,
713132

I5— Awy+t—Y  SPIX|ASA-3-713132: Cannot obtain an IP address for remote peer

HBA ZoXvE—ViE, INHOT FLRAEERBTINH2—T AV T 46D VE—FT
IR TFGAT U RNDIPT RLRIZHT HERB - SN2 oTcZ LR LTHET,

HERLE P7 FLAEV Y THED I 7 4 Xa b— g U aHERLET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713133
I5— Ayt—Y $PIX|ASA-3-713133: Mismatch: Overriding phase 2 DH Group (DH
group DH group id) with phase 1 group (DH group DH group number
HB BRESNTET=—X2PFS VA —T, Tx—X IR LTHRI=— NS/ DH 7
=T LRI FT,
HRUE F~ETT,
713134
I5— Aw+E—Y $PIX|ASA-3-713134: Mismatch: P1 Authentication algorithm in
the crypto map entry different from negotiated algorithm for the L2L connection
B oA v E—UiE, BE 472 LAN-to-LAN 7' 1 AR —H /L 23 LAN-to-LAN &5l L C
ZFANON T o R—YP L ERRDGHEIIRRINET, ELLDMBREZENTISC T,
L7 R—FAPMERSET,
HRWE ~ETT,
713135
IS—Ayt—o $PIX|ASA-5-713135: message received, redirecting tunnel to
IP _address .
BBl ZORAyE—UE, UE— b Cisco ASA TOBE— RAT LU 7DD b il
AL FENTHWDHIEERLTVET, ZDOA v¥E—%, REDIRECT CONNECTION i#
HNT y EBRZE SN ARICERTREINET,
HRWE +~ETT,
713136

I5— AwtE—Y $PIX|ASA-5-713136: IKE session establishment timed out
[UKE state_ name] , aborting!

BB ZhiE. U= R —lC Lo TSAARZ v I NET 7T 4 TRkiE TR SN A ICRAE L
9, V—=n=13. A" LESAERELELYELET,

ERDE 1T,

Cisco Security Appliance YR TAL OF A yt&—
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713137

I5— Aw+E—Y SPIX|ASA-5-713137: Reaper overriding refCnt [ref count] and
tunnelCnt [tunnel count] -- deleting SA!

BB ZoAyE—ViE WEY T =T 2T =R ELIEZLERLET,
HRLE 2oV NERFVAT LA B IlRREINDITT— Ayt —VEZDEEIL—

L. Cisco Technical Assistance Center (TAC) [TV AR — b Z4KiE L CTUE L7724 T8 < 72
AR

713138

I5— Ayt—Y  $PIX|ASA-3-713138: Group group name not found and BASE GROUP
default preshared key not configured

BB ToAvE—VF, IA—F F—AR—ZARNIZETDOIP T RV R LRI C4ARTIEE >
N—TRRNVBEIZFRENE T, Main B— R T, Cisco ASA BT+ —A Ry 7 L, F74/L
N ZNAN—=T DTN TRESNTZT 740 hOFEFIEEX—OFHEZRLET, T 740 b
DFREAF— TR TSI TVEETA,

WRNE SpiltAr—0ar 74Xl —1a v a2HRALET,

713139

I5— AwtE—Y $PIX|ASA-5-713139: group name not found, using BASE GROUP
default preshared key

BB L —T F— A RXR—ZANIIETDIPT RLRALFEULLETIZEHE O MRV T —TRH Y
FHATL, Main E— KT, CiscoASANR T +—L X7 L, T74/L K ZJIL—TTHRES
Ne=TF 740 FOFRHEF—ZHEHALET,

HRWLE ~2TT

713140

I5— AwtE—Y $PIX|ASA-3-713140: Split Tunneling Policy requires network
list but none configured
BB ZoXvE—ViE, AUy b PRV T RV T—=B IRV DOATY v MEZI
0=V LAN 7 7 E ADFHFHICRE SN TV O HEICRKRENET, VPN 7 T4 7 & FRER
TOHRERTITIE, A7V v b brRY T ACL BRERSN TV OMERDH Y £,

HRIME ACLO=> 7 X2l —a 2R LET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713141

I5— AwtE—Y $PIX|ASA-3-713141: Client-reported firewall does not match
configured firewall: action tunnel. Received -- Vendor: vendor(id), Product
product(id), Caps: capability value. Expected -- Vendor: vendor(id), Product: product(id),
Caps: capability value

WA —OAvE—TF. FTFAT Y MIA VA =L ENT- Cisco ASA WERE XN MAED
CiscoASA & —ELARWZ LARLTWET, 20X vE—I1F, BEEOEE FHIN-EL Y
ARL, PURARKET Lz, FREHFTEINZ0Z2RLET,

WRBIE 75147 MIBIOMEAM® Cisco ASA Z A A h—/L3 573, F7-13 Cisco ASA T
a7 4 X2 —a rOEFEETLRTFNER LN ERNHY £,

713142

IS5— A wt—o %PIX|ASA—3—713142: Client did not report firewall in use, but
there is a configured firewall: action tunnel. Expected -- Vendor: vendor(id),
Product product(id), Caps: capability value

BBl X vEB—UiE, 7T AT hH ModeCfg & F L Tl F 0 Cisco ASA Z %5 L7z
Molel, ZNRLETHLILGAEICRRINET, 204Xy ME, PHISh a2 A ML,
R RUMEET Lied, ERIEEFAI &SN ER_mLET, MR RN 7 O%OKMIL, FFaf
SNETRTORBOE Yy b~ 27 TH,

HROE 751472 MO AJHD Cisco ASA A A F—L3 %), F7-1% Cisco ASA T
O T 4K 2= a VDEREITORITNER RN End Y £4,

713143

I5— AwtE—Y  $PIX|ASA-7-713143: Processing firewall record. Vendor:
vendor(id), Product: product(id), Caps: capability value, Version Number: version_number,
Version String: version_text

BB ZoORXvEv—VE, 7 TIAT 2 MIA A =L ENT- Cisco ASA I B R EATFR
ML E,

HRLE FECT,

713144

I5— AytE—Y $PIX|ASA-5-713144: Ignoring received malformed firewall
record; reason - error_reason TLV type attribute value correction

BB oA yE—UiE AR Cisco ASATHHRN 7 A4 7 b EZESNTZZ LR L E
TO

HREINE 77147 B LV Cisco ASA TIEH AR Cisco ASA 27 4 X b—3 3 &l
%‘78\ Li‘a‘o

Cisco Security Appliance YR TAL OF A yt&—
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713146

713147
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I5— AwtE—Y $PIX|ASA-6-713145: Detected Hardware Client in network
extension mode, adding static route for address: IP_address, mask: netmask

BBl ZOAvE—ViE, Xy NT—ZHEE—RON—RY =T 7547 hEFFO F R
WRF AT = EN, N—RU =T 77347 FOBERIZHDTTAX—F 2y hU—IH
WCAZT 4y 7 = FBRBMESN TS Z EE2RLTHET, ZhiCXk > T, Cisco ASA I,
~y RZU ROFFTARX=MINZHDLTRTOL—=FIZY)E— b Xy NT—7ZHbEHT &
PWTEET,

HRLE 2T

I5—AvytE—Y $PIX|ASA-3-713146: Could not add route for Hardware Client in
network extension mode, address: [P address, mask: netmask

BB —oAvb—UF NHY 7 b7 2T —NRBAELTEZIEERLET, Xy FU—7
JEEE—RON—FRU =T 727347 beffo b prpmrdvyz— s, N"—Ku=T 7
FGAT vV bOBERICHD T TARXN—h Xy NIT—T FICAZT 4 w7 b— BNt 534
BRI LELE, ZHiE V=T 47 T—=TABN20E NI TWDEh, T Ry
T —PRAELAEEERLET,

WRME =20 Y NVFHE VAT LA 0 ICEREINDATT— A=V FDEFaL—
L. Cisco Technical Assistance Center (TAC) (ZH AR — bk Z{K3H L CUNEE L7 1H &2 JH#4< 72
éb\o

IZ— AytE—2 $PIX|ASA-6-713147: Terminating tunnel to Hardware Client in
network extension mode, deleting static route for address: [P _address, mask:
netmask

B ZoRXAvE—ViE, Xy NY—FEEETE—RON—KTU =T 774 T h~D k2 3b
BERESN, "—FRU=T7 7747 bOERTTIAX—F Xy NT—THORET 4 v 7
N— BB EN TS Z 2R LTWVET,

/OB FECT.
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713148

713149

713152

713154

I5— Aw+E—Y $PIX|ASA-5-713148: Terminating tunnel to Hardware Client in
network extension mode, unable to delete static route for address: [P address,
mask: netmask

FB ZoXvtE—UE, Xy NIT—JIEE—RON—KRU =T V74T h~D ML
FHRELTCNREEIL, "—RUT V7 I9A4 T FOBERICHDL T TARXR—F Xy hT—T ~
DN— NEHIRTE R holzZ LR L TVET,

HROLE —NiX. 7Ly U P ERRY 7 h 2T OMEEER T A5ERH 0 =3, L—
TAVT T—TNERTITC, V= IRZEWRNWZ ERERLET, L — BB IHEAIE. F
@f%%fé%%ﬁ&@i?ﬁ\A—F?I77747/hu@h/*wﬁﬁémm%éﬂt
AR ITOET,

IZ5— Ayte—9 $PIX|ASA-3-713149: Hardware client security attribute
attribute_name was enabled but not requested.

BBl Xy —I1F, ~y R K Cisco ASA THfisni"—rov=27 7947 b &
2T 4 TR Ea— MR AX—=TNIZHR5TWDN, VPN3002 N— Ko =7 7547 b
Lo TT MY Ba— FBRERINBDP ST EERLTHVET,

HRBOE — NV T7 V54T a7 4 X¥alb—a 2R LET,

IZ5— Ayte—9 $PIX|ASA-3-713152: Unable to obtain any rules from filter
ACL tag to send to client for CPP, terminating connection.

BBl DAY EB—VE, FIFAT L FNTCPPA2HEHLTHD CiscoASA #Futya=7
THMENRH LN~y R R FARLZANT T4 T h~%ET 5 ACL B TE o7
ZLAERLTWET, FHKE LT, REDERYNEZONE T,

HRBOE 7547 DI A—F KR —TCPPICK L THESN ACL #HELET,

IS5— Aywt—Y  $PIX|ASA-4-713154: DNS lookup for peer description Server
[server name] failed!

BB ZOX vE—TE, B EINTEY—NIRT S DNS Ly I T TR S IR o T
HlcFrREsnET,

HEIRAMEE CiscoASA FODNSH— N a7 4 Fal— a3 v 2R LET, /2. DNS I —
RRF T a il oTNAILEL IPTRLA Y ELTADKRA N EREE-TWAI L%
MR L ET,

Cisco Security Appliance YR TAL OF A yt&—
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713156

713157

713158
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I5— Ayt—Y $PIX|ASA-5-713155: DNS lookup for Primary VPN Server
[server name] successfully resolved after a previous failure. Resetting any
Backup Server init.

BB I~ = NTHTAURDDNS Ly 7 7 o TORBICEL > T, AT LR ANy 7
T BT B LR ET, oA vE—UiF, TTIA~ Y =R TOHD
DNS Vv 7 7 v TREEHINZEEI L, Ny 7 T v 7 h—ogiiitz) 2y P LTWHI L%
RLTWET, TOKRA > MEWBICHHEIbEINZ hor 3, 794~ —icmirohn
S

HRWLE 2T,

IZ5— Avt—o $PIX|ASA-5-713156: Initializing Backup Server [server name or
IP_address]

BB DAY=V ITAT U RRARN Y I T v T PN T 2= A== LTV DD,
TITA<Y P—NIZHHTDHDNS Ny 7T v TRRMLIZZEICE D AT LRy 7T v
P—REWHUL L2 L 2R L TWET, ZORA MRV BTt Forxuid, 8
Iy 7T 7 =N i ET,

HRELE 2T,

IZ5— Ayte—9 $PIX|ASA-4-713157: Timed out on initial contact to server
[server name or IP _address] Tunnel could not be established.

BB oAy E—UF, FIAT U RN IKEMSGl ZXEL TRzl Lo & L
72725, FHFMID Cisco ASA N OISEEXZIE LR ol bR LTWET, Ny 77 v 7 H—
NWEMHTEDEE, 77947 MIZnsondhniExm L Lo & LET,

HEME ~> N N Cisco ASA ~OEF AR L £,

I5—AvyHE—Y SPIX|ASA-5-713158: Client rejected NAT enabled IPSec Over UDP
request, falling back to IPSec Over TCP

BB ZORA Y=, 7T AT P IPSecover TCP 2T 52 L H9OBREIN WA L &
RLTUWEF, Cisco ASA 73 IPSec over UDP 289 L3258 AMN I T4 T2 MT X - THER
hE L,

HRME TCP 2724584, WEITRETY, FhUNOEEIT. 7947 a7y
X2l — g EHERLET,

[ oL-3938-02-J
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713159

713160

713161

713162

I5— AwyHE—Y PIX|ASA-3-713159: TCP Connection to Firewall Server has been
lost, restricted tunnels are now allowed full network access

B O A vE—E, Cisco ASA Y — 3~ TCP B M & MOFLE Thbhi- 2 & &5
LCWET, BH#lREL UL, —0Y 7 —F, Xy bU—27 ORE, SSL DR~z EnE
ZHILET,

HERIME  PIHGGE L S NI RIS — OB R b G RE P — ey FT—27 D
B2 BT D BENH Y £, IR ICRkbh e lE . T3 SSLRBREDORME & E
W 25mABEY £

I5— AytE—Y $PIX|ASA-7-713160: Remote user (session Id - id) has been
granted access by the Firewall Server

BB oAy E—UIE, Cisco ASA = ~D VY E— b 22—V OEFOBFELZ R L TWVET,
HRLE FECT,

IS—Aye—o $PIX|ASA-3-713161: Remote user (session Id - id) network access
has been restricted by the Firewall Server

B Cisco ASA H— NF, 2—HFEHIBTHOLEND D Z L& T A vE—% Cisco ASA IZ
PEELE L. ZHIUTIE, CiscoASA Y 7 " =T DT v 77 L— RRFAIOEER L L, WD
MOEBENH Y 9, Cisco ASA — NF, MWERETTDHLTCIT, 2—FE2RET 7 A
E— NICBITLET,

HRME ——VFPREET VA T— RIBITENRVRY , AEIIAETY, ThRFITE
NRWES . ETFOMROFEMBI RV E—F v~ THEITHD CiscoASA V7 N7 =7 D
JRAEIZ DU TIX. Cisco ASA b —_"ZHH L %7,

IS— Ayte— $PIX|ASA-3-713162: Remote user (session Id - id) has been
rejected by the Firewall Server

BB ZDOA v E—IlE, Cisco ASA F— "N ZDa—HFERFELH L2 L2 RLTWET,

HEIRMME  Cisco ASA V—RNIZBITARY U—fFH T, 2—VPRELLRESN TS Z L 425
RLET,

Cisco Security Appliance YR TAL OF A yt&—
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713163
I5— AwtE—Y $PIX|ASA-3-713163: Remote user (session Id - id) has been
terminated by the Firewall Server
HEB ZoORAvE—T, Cisco ASA V—"\NZDa2—H Ty a 2K T LEZLEERLT
WET, T, BEMEZ V2 MR AT b vV TEMEREIE LIESGAR, X
V74 R =BV E—h 2—PFIZLo TILNDHFIETER SN AICRELET,
HRME CiscoASA V7 FT =T NI TAT v b~V U TEIEEZRITTWAHZ L L AR v—
DIELWZ EafERLET,
713164
IS—AvE—o $PIX|ASA-7-713164: The Firewall Server has requested a list
of active user sessions
FB ZDAvE—UIE, Cisco ASA V=10, FWTFT—203HHZ LamtL-Eavty
Var F—2uxkolpa (V7= MEOX O 2, By va MEREERTHZLEARL
Tb\ij—o
HROLE ~%TT,
713165
IS—Ayte—T $PIX|ASA-3-713165: Client IKE Auth mode differs from the
group's configured Auth mode
BB COX vV T UXNGEAEERE ) LOBRESNTWDOIRY v—% FrpL Z—
TRIELTND LIS, 77947 PRFRHEAEF—LRx a2 — LI EARLTVET,
HBNE /o547 b ar7 s Xalb—a AR LET,
713166

I5— AytE—Y $PIX|ASA-3-713166: Headend security gateway has failed our
user authentication attempt - check configured username and password

HEBA ZORXvEBE—UE, N—FT T 7 TA T MPYEERIEICERI L2 L AR LTV E
T, ZUIBESHL . 2a—PLHERRTY — RORIEE I35 G — SO ETT,

HRENLE HEL-a2—PH4E AT —ROENREMT—FHT D E2HERLET, £/-. ~y
Ry RORFES—"SDNEMEL TWA Z 2R LET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713167
I5— AyHE— $PIX|ASA-3-713167: Remote peer has failed user authentication
- check configured username and password
BB ZoAvyE—VIE UE—b 1~47Lﬁ>umuE0)Tf%E WCRBLIZZ &2 RLTWET, Zh
TS5, 2= LAY — FOMBEE 72 ITRRBREY — ORI T,
HEUE REL2—VPHERSRT— ROERSMT—ET L 2R LES, £72, U
£ — }‘@nm\u ﬁiﬁﬁ LTCTW5b mupEﬁ"“/\ﬁ‘@Jﬁz LTWhZ k %)EEHALA Li?‘o
713168
I5— AwtE—Y $PIX|ASA-3-713168: Re-auth enabled, but tunnel must be
authenticated interactively!
BB ZDA v E—UE FFAEROBERIEDS A X —T IR TNDHD, b RVRRETF
WL DNABUETHDHZ LERLTWVET,
HRELE FEICLONAZHLET 256, LEIIARE T, 2RSS O5EIE, MFH O
ar7 4¥a I/*«“/a /%Eﬁmubi?‘o
713169
I5— AwtE—Y $PIX|ASA-7-713169: IKE Received delete for rekeyed SA IKE
peer: IP address, SA address: internal_SA_address, tunnelCnt: tunnel count
BB CoORXvE—UiE, FEAEMMTE T LRIV IKE SA ZHIFRT 572012, IKE A3 Y
E— N ETDOHIBRA v E—VEZEFE LI EERLTNET,
ERAE FECT,
713170
I5— AwtE—Y SPIX|ASA-7-713170: IKE Received delete for rekeyed centry
IKE peer: [P address, centry address: internal address, msgid: id
B IKE X, 7=— X2 F—FAEMNTET LIZRITEH W centry ZHIFRT H72012, UE— |
ETNLHIBRA v E— /7‘—{ 15 LET,
HRWE +~ETT,
713171

I5— AwtE—Y $PIX|ASA-7-713171: NAT-Traversal sending
NAT-Original-Address payload

$%B3 UDP-Encapsulated-Transport 73, 7 =— X 2 FUCIREFLITBIRENFE LIz, ZOHE,
NAT-Traversal HIZZ DA B — REZEEFETLHILERDH Y £,

HRLE FECT,

Cisco Security Appliance YR TAL OF A yt&—
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713172

I5— Ayt—Y $PIX|ASA-6-713172: Automatic NAT Detection Status: Remote
end islisnot behind a NAT device This end islis not behind a NAT device

SBA NAT-Traversal |Z & 5 NAT H &l H 2> S OfE 5,
HRNE ~ETT,

713174

I5— AwtE—Y  $PIX|ASA-3-713174: Hardware Client connection rejected!
Network Extension Mode is not allowed for this group!

BB N—RU=T IIAT MR FRy N =7 RE— FEMH L ChoxrzdffTLEL
T2id, Fy MU —ZIERE— RIFFFAT S T EREA,

HRINE *v NT—JPEE— REPATE—REDa L 74 Xalb—a VEERLET,

713176

IS5— AvtE— $PIX|ASA-2-713176: Device type memory resources are critical,
IKE key acquire message on interface interface number, for Peer IP_address ignored

BB ZDOAR N, TTITAT AR, RENTZET ~D IPSec b % N H—F 57
WOTF—=HZMHLTNDHZ LR LTVES, AEY U Y —AFEKRDRERDOT, hrx
NaEZFNLEBM L TWETAL, T—% 7y MIER S, BEINRE L,

HRNE KPR LLRVWESIX. T 774 7 VAP RNNCRE SN TND T LR L E

T, ZDARY ME, ARV EELC LT P IA T VANZIOT PV r—3a VICKETHD
ZLEERLTWVWAEENHY £,

713177

I5— AytE—Y $PIX|ASA-6-713177: Received remote Proxy Host FQDN in ID
Payload: Host Name: host name Address [P _address, Protocol protocol, Port port

Bl FQDN 257 =—X2ID XA/ B— RRETHLZEINE L],
HRME ~ZETT,

713178

I5— AvyHE— PIX|ASA-5-713178: IKE Initiator received a packet from its
peer without a Responder cookie

BB YT N =T =T —RRELELL,
HRLE 22V NLERFVAT A B IlRREINDITT— Ayt —VEZDEEIL—

L. Cisco Technical Assistance Center (TAC) [TV AR — b Z&4KiE L CTUE L2 FHR 42 T8R4 < 72
SN,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713179

I5— Ayt—Y $PIX|ASA-5-713179: IKE AM Initiator received a packet from
its peer without a payload type payload

BBl WNEY 7 b =7 TR AELE LT,
HRELE =0V —VEEFVAT LA B IR RINDGTT— Ay —V2ZDEEar—

L. Cisco Technical Assistance Center (TAC) [TV AR — b Z&4KiE L CTUE L7242 T8R4 < 72
SN,

713182

I5— Avyt—Y PIX|ASA-3-713182: IKE could not recognize the version of
the client! IPSec Fragmentation Policy will be ignored for this connection!

BBl NEY 7 b =7 TR AELE LT,

HRENLE oY —ILFHII AT A v IlERENDIZT— Ay b—V2FDFEFar—

L. Cisco Technical Assistance Center (TAC) (29 AR — b &2 {KHH L CUNEE L= 2 ZHRft < 72
X,

713184

IS5—AyE—Y SPIX|ASA-6-713184: Client Type: Client type Client Application
Version: Application version_string

Bl COAXRUNI IIAT U RNOFRL—FT 4 T VAT AET TN — g DR—
CaryERLET, EREAFTER2VEAIEL, NANREINET,

HERDE 1T,

713185

IZ— Ayte—9Y

$PIX|ASA-3-713185: Error: Username too long - connection
aborted

HEA 794 TV MR BEHLESO—TLERL, brXANYRT I E LT,
HROLE o —VLZ2HERL., VEISUTEELET,

Cisco Security Appliance YR TAL OF A yt&—
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713186

I5— AwtE—Y $PIX|ASA-3-713186: Invalid secondary domain name list
received from the authentication server. List Received: list text Character
index (value) is illegal

A WhAr AU RAA 4D A RO RADIUS 5RAE— b Z{ESNE L, A
Ty b FUXANMERAENTWAIEEES, 2OV ZANE, 729472 b2 by )L THRET
XRAALUERLET,

HESRAME RADIUS H—/3C Secondary-Domain-Name-List 7 b U Bz — ~ (XU F—[HHFDT k
YtEa—h29) OFEZFTIELET, VANMI, 2 ~vRKUVDORAL 4D Y A RELTEHE
ETDHDULENPDHD T, RAAL AT, BT ~A 72, TR BV A RUADOSLTFEF A
AfrZ LlXTEEREAL

713187

IS—Ftyte—9 $PIX|ASA-7-713187: Tunnel Rejected: IKE peer does not match
remote peer as defined in L2L policy IKE peer address: [P address, Remote peer
address: [IP_address

BB ZORSRAEBBLEIIELTWAIKE BT, ZEENEVE—F BT %y MIA
A RENTZISAKMP 20 7 4 F2 Ll —Ya VNTRESNEZIKEE T Tiidb v ¥ A,

HRBOE ~v P FEET7CHUL LRLREZHRLET,

713189

I5— Avyt—Y $PIX|ASA-3-713189: Attempted to assign network or broadcast
IP address, removing (IP _address) from pool.

BB A LD IPT RLAE, 2O TRy hOFXy NU—F FiZ7 e —RFXx 2 7
RLATY, ZO7 RLARZE, AR O~—7 B fiFohnEd,

HROE BF. CHhIREOARNWT S —TFR, IPT RL A F—L a7 4 F¥Falb—3ig
EWERTOILERDH Y 97,

713190

IS5— AvtE—Y  $PIX|ASA-7-713190: Got bad refCnt (ref count value) assigning
IP address (IP_address)

BBl ZOSADY Tr LA BT HITESTT,
HROLE —oOEIT, BEIMIGIESNET,

Cisco Security Appliance Y X TAL OF A yt&—Y
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713193
I5— AytE—Y $PIX|ASA-3-713193: Received packet with missing payload,
Expected payload: payload id
BB TTIAT AR, 1 DETIEEORIE L TV DA B — RERFORE DS A 7 D
WA/ R ISNT ATy FEZELE L, B, ZHUIETICHERH D Z L 2B L
7
HRLE U7 BEPRIKE A v E—VEXELTNDZ EE2MHERLET,
713194
I5— AwtE—Y $PIX|ASA-3-713194: IKE|IPSec Delete With Reason message:
termination_reason
HEl KRTHHa— RE2ROHIBRA v E—URZESNZI EERLTVET,
HRLE ~ZTT,
713195

IS—Aye—o
accept incoming tunnel yet!

$PIX|ASA-3-713195: Tunnel rejected: Originate-Only: Cannot

$%BA  Originate Only &7 MEFEHRI 22T AND 2 ENTEHDIE, D P2 b > FVE AR
L7eBIZTT, TORRT, EOFMNLTHET —XITBIMOT7 2—X 2 MRV ZMET
TET,

ERHD ET,

HRENE B oOEMEEFHLET DAL, originate only 2> 7 f X a2 L—3 3 VIZHOBEIT 5%
713196

IZ— Ayte—9Y

$PIX|ASA-5-713196: Remote L2L Peer [P address initiated a
tunnel with same outer and inner addresses.Peer could be Originate Only -
Possible misconfiguration!

2R

=

§8BH U &—  L2L 7 2% Public-Public > RV ZBAAE L F L=, ZIUL. BlIOFKERD answer
only 7 ZHAFF L ET A, AR ZNICIEE =0 FHA, REN
j‘o

STWDHABEENRH VD F
WRNE W OB CTILAL 2y 74 Falb—a V2R LET,
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713197

I5— Aw+E—Y $PIX|ASA-5-713197: The configured Confidence Interval of
number seconds is invalid for this tunnel type connection. Enforcing the second
default.

B UL — TN O A Confidence Interval 23N F Zh 72 &iFHAN T3,
HERWE 7 L— 7N Confidence Setting BN H N 2HANTH D Z L 2R LET,

713198

I5— AwtE—Y $PIX|ASA-3-713198: User Authorization failed: user User
authorization failed.

HEH ZoA XU MNTE, HEHA NI IR EERTWET,
WRBNE /L — 7 aL 74 Xal—ar el 3470 FRAAHERLET,

713199

I5— AytE—Y $PIX|ASA-5-713199: Reaper corrected an SA that has not
decremented the concurrent IKE negotiations counter (counter value) !

BBl U — S — T ko TN 7 h =7 =5 —NEIE&NE LT,
HERME BERNBRLAWES, 2V VY —LFEFRE VAT A R ICERINDEZT— Ay

—T%FDOFF a2 — L. Cisco Technical Assistance Center (TAC) 2V AR — k2 4K#H L CTUX
B LEHERE ZRES< S,

713203

I5— Aw+E—Y  $PIX|ASA-3-713203: IKE Receiver: Error reading from socket.

BB ZoAvE—UE ZELLIKE N7y MO PIZeT —NRAELLZ L 2R L
TWET,BE, ZIUINHT=T—THY . Y7 U =T OREZ R L TS ATREMNH £,

HRLE B, ZNEREORVRETHY, VAT AKX THBNICTIESNE T, MM
DR LR WEES, oV —LEEZ AT A 0 SICERENDITT— Ay —V2FDEF
2 ¥— L. Cisco Technical Assistance Center (TAC) 2V 7R — M Z{KEH L CUNE L7-1F#RE Z
e 72 &,
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713204

I5— AwtE—Y $PIX|ASA-7-713204: Adding static route for client address:
IP_address

BB ZOAvE—UlF, ETNREOYTET RLA~DAL—  ERIFIANA—RY 2T 72547
VhMZkoTIREENTZR Y NT =T ~D)V— "INV —T 4 7 T zBmEN-Z L &
RLTWET,

HERDE 1T,

713205

I5— AwtE—Y $PIX|ASA-3-713205: Could not add static route for client
address: IP_address

BB COAYE—VE I TAT Y MRRIDECRT RLA~OL— b EREIN—Fy =T
TITAT v MIEoTHR#EINTZRY FT—T ~DNV— M2 BINT DB RKLTZZ & 2R
LTWET, 2T V=T 4 v T—TNFEITHE LRy NU—27 7 RLATO/NL—
DEEZEERLTCWAEALHV £, L— bOBEFIL, L—FR@#EYICZ ) =0T v 7 &N
TRV, HEOZ ATV MRy MU= F23T7 RLAZIEFL WA Z LIzk-T
FELET,

HROLE Pu—H)L F— L a7 4 FXal—ary, BIOREOMOFERHFOIP 7 FL 2
B Y CAH=AL (DHCPX°RADIUS 2 &) 2F =v I LET, V=T 47 T—T LML
N—IMZ VT ENTWAZ LEMBERLET, £72, V7 VAT AZBIT ARy NU—I7
FLADary 7 4 Fal—a o biERLET,

713206

IS— Ayt—2 $PIX|ASA-3-713206: Tunnel Rejected: Conflicting protocols
specified by tunnel-group and group-policy

BB ZoAvyE—UiE AT KU —THEE SN AHESD R F V035, tunnel-group
AT A4 X2 b= a YHOFAFRD bRV ERRSTNDHIZ0IC, M rAnblifish
T EIRRINET,

HERME  tunnel-group 35 LK W group-policy 2> 7 4 X L — g VAR LET,

713208

IS—AvEe—o $PIX|ASA-3-713208: Cannot create dynamic rule for Backup L2L
entry rule rule id

BB X vE—E, IKE & b Y H— L T IPSec T —# Z U425 ACL OYERFF
FEENBELZZEERLTVET, ZOBEINY 7Ty 7 L2L 27 4 Fab— 3 V|
HATT, 2L, a7 4 Fal—varaoy— ¥y 30T 4 =5 —F-FREY 7 |
VT T5—ERFLTWAIERNHY FET,

-
[
-

[

HRIE 731 ANHKRD CiscoASA T 7 4 Falb—a rBLUOKELZD VPN b oL T
KITHO%6, AT ORBEOAEENH Y 9, ThLUNADEE, Ny 7T v 7 L2L BLD
Bh~vy a7 F¥alb—rary IR~y 7 EEEMT O TWD ACL) 2R LE
j‘o

Cisco Security Appliance YR TAL OF A yt&—
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IS5—AvyE—Y $PIX|ASA-3-713209: Cannot delete dynamic rule for Backup L2L
entry rule id

A oA vE—I1E, IKE % RU A — LT IPSec 57— & ANz ALFR34 % ACL DHIFRIRC
BENEALLZEERLTWVWET, ZOBEERIAAY I Ty T I2Lary 7 4 Fab— 3 02
HATd, ZHE. WY 7 b =7 =T —NFEETIAEENRSLD L 2R L TWET,

HRILE 2oV NERFVAT LA O ICERENDITT— Ayt —Va2ZDEEat—
L. Cisco Technical Assistance Center (TAC) (ZH AR — b &2 {KHH L CUNEE L 7= 2 ZiRft< 72
é l/ \0

I5— Avyt—Y $PIX|ASA-3-713210: Cannot create dynamic map for Backup L2L
entry rule id

BB —oXvt—UiE Ay I Ty T L AT 4 Fa b—a SIHET DB S~
FOFETHA 2 N — LOERFICEERNBE L2 2R L TWET, Zhid,. a7 X =
L—yary 2T — Fy X0 T4 T —FHIINHRY 7 b 2T 2T —ERLTWAZERD
nET,

HERIE T34 ARHEKRD CiscoASA 227 4 X2 b—a v BIUOREEZD VPN h o 3T
FEITHOLGE, ATV OMBEOREERS Y £, FnUANOHEE. Ny 7T v 7 L2L BLO
e~y arr7 s Xalb—ray Rk s~y 7 EBEMIT LTS ACL) 2R L E
ﬁ—o

IS—Aye—2 $PIX|ASA-6-713211: Adding static route for L2L peer coming in
on a dynamic map. address: IP_address, mask: netmask

BB DA vE—IE, Cisco ASARETDTFFTARXR—K 7T RLRERITRy hT—27 D
N—FRZBMLTWAZ EEZRLTWET, ZOHRE, ETIET RLANRRBERZ 47 b
FAF LA ETONTANTYT, THHDBEATIIVTR S, bR EZBEETIDICLA T
SR~y T EMEALET,

HRDE 1~ETT,

IS5—AvyE—Y $PIX|ASA-3-713212: Could not add route for L2L peer coming in
on a dynamic map. address: IP_address, mask: netmask

BB DA vE—I1F, Cisco ASA BRET DT FAX—K T RLRAEITRy NU—27 HOD
N—F EBMLEY ELTRRLIZEEIZEREINET, ZOHE. ETI1E7 FLANREZA
AT FNELIZLZL BT OWETNATYT, ZH0EATIIVTRYG, Fop LA EET
DDICHEATFTIvIEEy T EFERHLET, ZNiE, BEETAL—FERLTWAELERD
DNET, V=T 4T T—TNABONENZ 2> TWDH, BilZEH L7=/1— k% Cisco ASA

[ oL-3938-02-J
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DHIBR L TV ERA,

HROME NV—T 4407 T—TNZEMNMV— R DIZDDANR—ANHDHZ L L, FHb— R
TELBRNWI L EZHRBLET, 77 AR5 EWNNTR > TN HGEESH WVIL— EBREENT
WAHEEIR, A— FEHIBR L THFMITLE T, BEMRRLZ2WESE, 20 Y — LV EIFV R
ThLOSICERENDITT— AvE—I%FOFF a3 ™— L, Cisco Technical Assistance Center
(TAC) VAR — FERHH L CULEE L7z JHRE K 20,

713213

I5— Ayt—Y  $PIX|ASA-6-713213: Deleting static route for L2L peer that
came in on a dynamic map. address: [P_address, mask: netmask

HEH ZDOXvE—l, Cisco ASANET DT TFTAR_X—K T RLAEEEFERY hU—Z7HOD
= FZHIBRELTWDAZEEZRLTWVWET, ZOHAE, ETIET7T FLABRRELR I ZA T b
FIX 2L BT OWVWT I TT, ZALOHATIENTNE, MR EBBETADICH AT
SR~y T EEALET,

HRWE 2T,

713214

I5— Avyt—Y $PIX|ASA-3-713214: Could not delete route for L2L peer that
came in on a dynamic map. address: [P_address, mask: netmask

BBl DA vE—IF, Cisco ASA BNET DT T4 _X—K T RLAEIERy NU—27 D
N—FEHIBRLE D & L e XCEENRELELLZILZRLTWVET, ZOHA, ETIET R
VARARIRRZ T4 T b EREFL2L ETOWNTAMNTT, THOHATIIWTING, b
FNEBBTDOICHLAFT I v IS~y TEFEHLET, 2O MME, A— BT TIZ
HIE SN TWaE, WY 7 b =7 27 —RNRELEZEEZRLTCWAEARH D £,

HENLE L— AT TICHIBREN TV EAE. BEOR2VIREETH D . T /310 A TIERITHE
BELET, BIENMELRWES, £720X VPN ho RV TI—T 4 U 7 ORIEICY v 7 TE 5
AT, VPNI2L 2> 7 4 X2 b —a v Dh—T 4 U TS LT Ry v S E R L
F9, WL— bOEAL, EEURKE S~y FIZEET D ACL /8 L E 3, BEDMER L2y
LA, AV Y= NVFEREF VAT LA B IR RINDIEZT— Ave—UrFDEFar—1,
Cisco Technical Assistance Center (TAC) 2R — b A& E L CTINE L7-tF#R 2 THRAE 72 &0,

713215

I5— Ayt—Y $PIX|ASA-6-713215: No match against Client Type and Version
rules. Client: type version is/is not allowed by default

BB DAy EB—VF, IIAT L NDEATETTA T FDON— 5 7 Cisco ASA T
RESNTN—ILE = Lot 2R L TWET, T4V DT 7 v arBNEREN
i‘é—o

WRINLE T4V OT7 7y ar bREEREZREL, BUREEEZMZET,

Cisco Security Appliance YR TAL OF A yt&—
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713216
IS5—AyE—Y $PIX|ASA-5-713216: Rule: action Client type : version Client: fype
version is/is not allowed
BB ZOXyE—VIE I TAT UV NDIATEITAT V FONR=Va VPBL—NLD 1Dk
—HLEZ LR L TWET, —BOMRENL—ANFRINET,
HERME FlE E A RE L, EUREREEINZ ET,
713217
I5— Ayt—Y $PIX|ASA-3-713217: Skipping unrecognized rule: action: action
client type: client_type client version: client version
FHBE ZoAvE—VE, BAPRESTWEITIAT U M EATEN=Ta L = RHDH T
EERLTWET, BEARTERUL, action client type | client version action T3, client type & client
version ® T§FA[] F7-1% THE4F] 2, Session Management ® FIZEREINET, VAR —F&h
DITANKI—F (%) IR TA=FTLIZ1 2T TT,
HRLE L L EZITELET,
713218
I5— Ayt—Y  $PIX|ASA-3-713218: Tunnel Rejected: Client Type or Version
not allowed.
HEBH ZORA VBV EESNTNVN—NCLDT VR E I TAT U ERBER SN L%
ALTWET,
#RLE FETT
713219
I5— AytE—Y  $PIX|ASA-6-713219: Queueing KEY-ACQUIRE messages to be
processed when P1 SA is complete.
HEB ZOAYE—VE TR 1 ORETHRIZT=— X2 A vE—URFa—Z AL TN
5T &R LTVET,
#RLE T
713220

IZ— X4 “J‘t'—:/‘ %PIX|ASA—6—713220: De-queueing KEY-ACQUIRE messages that were
left pending.

BB ZOAvE—VE Fa—llANON T2 —R2 A b=V SN TNA I AR L
TWET,

HRLE FECT,
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713221
I5— AywtE—Y  $PIX|ASA-7-713221: Static Crypto Map check, checking map =
crypto_map_tag, seq = Seq number. . .
BB oAy =Vl Cisco ASA B S~ vy 7 THVIRLI V7 4 Fa b—a UIERER
LTWDZEARLTWET,
HRUWE ~ETT,
713222
I5— Ayt—Y  $PIX|ASA-7-713222: Static Crypto Map check, map =
crypto_map_tag, seq = seq number, ACL does not match proxy IDs src:source_address
dst :dest_address
HBE DA vE—VE REINLKEES Yy 7 TREL TV & X, Cisco ASA ABHET 2
ACL & —EHTE Qo2 2R LTVET, @, 2T ACL OBREPEA->TNDH I L2 E
%Lij—o
HERE —obrxn ETICMET 5 ACL Z#, VPN b R VO b 27 7 A
N—h Ry NT—IPRESNTNDLZ L EHRLET,
713223
IS—Ayt—o $PIX|ASA-7-713223: Static Crypto Map check, map =
crypto_map_tag, seq = seq number, no ACL configured
BB ZOXyE—ViE, ZOETICEET O SYy TNACLIZ) V7 STV RN &%
ALTWET,
HRLE — oS~y 7ICBET 5 ACL 2395 Z & &, ACLIZ VPN b > RV ORI 6 O
WOR T FAR—F 7 RUVRAETEIRYy NV BREENTWVDLZ L AR LET,
713224

IS—rAyte—o $PIX|ASA-7-713224: Static Crypto Map Check by-passed: Crypto
map entry incomplete!
BB —oAvb—Vid, 2O VPN b pUCHET B~ v S CEERBRB KL L TH
HT &R LTVET,

HRME VPNET, bT U AT 4 —h By b, B#T 5 ACLT_XTTH 5~y 7RIELL#
EINTWDLZ EE2MHRLET,

Cisco Security Appliance YR TAL OF A yt&—
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713225
I5— AywtE—Y $PIX|ASA-7-713225: [IKEvl], Static Crypto Map check, map
map_name, seq = Sequence number is a successful match
BBl 2R vE—TE, Cisco ASA 782D VPN b v Rkt LC—H T 2 BB~ v 7
BRI LI 2R LTWET,
HRUE F~ETT,
713226
IS—Aye—v $PIX|ASA-3-713226: Connection failed with peer IP address, no
trust-point defined in tunnel-group tunnel group
BB TS ART VA NGEHEFEELENT L L0 ICRESNATVDO LA, 207 1 F 2 b —
varThRIAMKA Y MERETDOILERSHY T, T A MFRA 2 R config NHRIE L
TWLEEIE, 20Xy E—URERSh, =7 —D7 7 7P ToRET,
IP address : €7 D 1IP 7 KL A
tunnel group : A7 4 X2 L —2a TR IARKA Y EBRRFELTND v T—7,
HERIE T 2A0EBEIT. 2074 X2l —2 a3 ThIRARNRA L FNEEETHHLER
% U i‘a_o
713228
I5— Ayt—Y  $PIX|ASA-6-713228: Assigned private IP address
assigned_private IP
assigned_private IP : DHCP IZ L > T, £72idu— v 7 KL A F—nAhoEHo B ToHhd 7
FAT B IP,
B ZDOAXAvE—UIX IKEXDHCP £7/21X7 RLA = A6 I 74T NDT T4 _—
P 7 RLAHOT FLAZES LI EXIZERENET, ZOAvE—DF, 79470 b
IZHIDETHIPT RLAEELET,
HRWE ~ETT,
713229
IS5—AvyE—Y $PIX|ASA5-713229: Auto Update - Notification to client client ip
of update string: message string.
BB ZoXAvbe—Uik, BRSNSV 7 MU =T EF e — R TELZ LR VPN U E— b
TIRAZIAT MIBEMINIcLEICRREINET, VE—F 7 T4 T ba—HFIT,
IVIAT VR TIZEA Y7 N 2T OFEFEZRRTHIEENH Y £7,
client ip: VE— b 7T7AT 2 FDIPT FL A,
message_string : VE— N 7 T7AT UV MIEEINDHA Y E—TVDTF AR,
HRUE ~ETT,
Cisco Security Appliance Y X TAL OF A yt&—Y
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713230
I5— AwHE—Y PIX|ASA-3-713230 Internal Error, ike lock trying to lock bit
that is already locked for type fHpe
tpe: By Y ODRMEEZFFO>E~ 7+ DFA T HHHAT LAY T,
BB ZOAYE—VITIKEYF T VAT LARTTICr Yy 7 SNTWLAEYV ARy 7 LE) L
LTS EZ2HETOINH= T —PREATERRSNET, ZhiE, IKESA DA E VEKZHR
T HTEOIEATAEYT7AHIC=T—DBHEI 2R LET, ZOAvE—UiF, ERAFR
DRBRNZ EERLTWET, 2L, PHILZWA R RRA L, HEIMIZEE SLE L,
HROE TACIZHWAE T, =7 —2@HE L TLEE0,
713231
IS—Aye—v $PIX|ASA-3-713231 Internal Error, ike lock trying to unlock
bit that is not locked for type fype
BB ZOAYE—VIXIKEV T VAT ARBUER v 7 SRLTWRWAE D 21y VR L &K
DEL TN ZEEWMET LI T =B HE TR RENET, ZHE, IKESA DA EVIiEK
ERETAIEDIEAT A2~ 7+ I T —RHDZ a2 LET, ZOXAvE—UF, HEX
BRRAD IRV LR LTWES, 220 FPHLARVWASA XU b4 L, BEINICHEESH
F L7
pe : T v OMEE S ~T +DEA TERITEA Y L7,
HERME TAC ICHWAE T, =7 —2@E L TLEE0,
713232

I5— AwtE—Y  $PIX|ASA-3-713232 SA lock refCnt
pl_decrypt cb = value,
value, gm _dh cb = value,

BB ZoOAvE—VlE, TNTOIKESA 1 v 7 #FoRr LET, Ziud, BAET 56D
DTS —PHRHENT EXFICRFENTET, Z0AvE—1F, IKESA O AV ER 5T
AEOIERTA I~ 7 41T =3Bt aWmE LET,

value : 10 HEEME,
hexvalue : 16 HEEH,

= value, bitmask = hexvalue,
gm_decrypt_cb = value, gm_hash cb = value, gqm spi ok _cb =
gm_secret_key cb = value, gm encrypt _cb = value

HBME TACICRIWAE T, =I5 —Z2HELTLLEE N,
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713233
I5— AwtE—Y  $PIX|ASA-7-713233: (VPN-unit) Remote network (remote network)
validated for network extension mode.
BB ZoXAvE—VF, Tx—X2xI3vz—varPiIEEEnNZIE—F Xy hU—7
PRFES Nz E IR REINET, ZOA v E—IF, Xy NUY—JIREE—RN 27547 b
D7 =2—AX2FxAvT—arTYVE—bF Xy FV—2 F=v 7 OfFEZRLET, UL,
A—FRHW 7 FA T b Xy bV =7 OFREEFL RN K I ITT 2720 ODREAF O#ERED —H
T (BEEDOIFAT o FTOEETDHRy NV—IRFE LRy PV —2 ORERE),
remote network : 7 = —AX2D7aX OV TRy b T RLABLOY T Ry h~RA 7
HENE ~ETT,
713234
IS5S—Ftyt—o $PIX|ASA-7-713234: (VPN-unit) Remote network (remotenetwork) from
network extension mode client mismatches AAA configuration (aaa network) .
HE —oAvtE—VF, 7x—X2 %I x—L g L PIIEZEISNEZVE—RN Xy FU—7
B, ZOEYTa D AAA — 0B R I {72 framed-ip-address 35 L U framed-subnet-mask &
—HLBRWIGBICRRENET,
remote network : 7 = — A2 DT RF VDY T Ry 8T RLABIOY TRy h~vwR 7
aaa network : AAA CRREINTZH TRy N T RLALY TRy kv A7,
HRDE KOoWTNNEFITLET,
s ZDaA—HLIN—TDT FLREDVETEF=y 7 L, HW 7 74T FDORy PV —
7 ar74Xal—ralEERL T, MESEZTRTEELET,
s ZOaA—VPBEBIVIN—TDT7 RLRAEDYTET =7 LET,
713235

IS— Ayte—o $PIX|ASA-7-713235: Attempt to send an IKE packet from standby
unit. Dropping the packet!

HB WL IKE N7y B AX AL IEENS )TN ETA~NEETHI LTI EEA, Z
DA vE—lF, TOLIRRHEBRINTZHEIL, Ne Y vy 727 —{lhoTEREINET,
B#Ea— RO, Ny MIRZ AL EEN ST, ZOX v E—UF, BTy
TEEELET,

HBENE - —FICLDLEITIAETT, BFEHE L IKE /N7y AN A L LA BeE i 6 %]

S
NDRKIT /e > Te R D BERDH Y £,

Ty

Cisco Security Appliance Y X TAL OF A yt&—Y
| oL-3938-02-J



F2E LRFLAYT AvE—Y |

W xy+—< 701001 ~ 720073

713236

I5— Ayt—Y  $PIX|ASA-7-713236: IKE DECODE tx/rx Message (msgid=msgid)
with payloads :payloadl (payloadl len) + payload2 (payload2 len)...total
length : tlen

BB ZOAYvE—VIIIKENSESERA v E—VEBEELIRFE L L SICRRENE
j—o

KOBFNZ, IKE 238 /31 DAy R m— R 11 A FOEHNA n— R, BLU250
BAA PORT—HARA B =R TA =V 2ZELEHAEOM A ZRLET,

$PIX-7-713236: IKE DECODE RECEIVED Message msgid=0) with payloads : HDR + HASH (8)
+ NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE (0)

HELE 2T,

713237

I5— Awt—Y  $PIX|ASA-5-713237: ACL update (access list) received during
re-key re-authentication will not be applied to the tunnel.

access_list : show access-list =~ > FOMIJNCERR I D, FIUE 72 IXEH access-list (Z BEAT

TSN T-4 i,

BBl ZoAvE—UiF, ROFHET, VE—F 7788 AIPSec FRNLDT x—R 1 DF—
BHARPICEREINET,

o hURNME. PO —FARRHIZ—VE2HELET LI OREINTHET,

e RADIUS ¥ — L, 77 EBAR VA RERZFV 77 LU R%E, B— bV TREINTET 7
A YANMIRLET, T, FURADRRINCHESL SN EXICRENZT 7EA U A
FETERRY £9,

INHDOELETTHE, ¥X2VT 4 T7I9AT A ETHLWT 78R VX MEZEHRL, 20

)( ‘)“IZ“‘?)ZE@EE Li—aﬁo

HEBIME PSec =—HiF, 2—FEEDT IR U R NEHNNCT A0, BT B LI

&) V) i‘a_o

713238

IS— Ayt—2 $PIX|ASA-3-713238: Invalid source proxy address: 0.0.0.0!
Check private address on remote client

HBA Xy NT—FHRE—RN 7 TA T DT TA_—MUDT FL-A20.0.0.0 T, 8%,
ZhE, N—FRU=T IIAT L MDTFTAR— N A H—T 2 A ATIP 7 FRLANRHKEX
NTCNWRholzZ b aRrLET,

WRNLE VE—hII9A4 70 074 F¥alb—ar ZHlERALET,

Cisco Security Appliance YR TAL OF A yt&—
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713901

713902

713903
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I5— AytE—Y  $PIX|ASA-7-713900:Descriptive_event string.

BB ERARA N PERBEEZ RIS ONOMEMN AR T XA N AN T EBRORA Y
=,

HRME REMNMEELRVES, 3V Y —AERE VAT L a ZICFRENLITT— Ay
—%FDOFF a2 — L. Cisco Technical Assistance Center (TAC) 2V AR — k2 4K#H L CTIUX
L BRE2 RS0,

I5— AytE—Y  $PIX|ASA-7-713901:Descriptive_event string.

BB RELEZT—ERTWV ONOMHAGERTF AN AN T 2R A vE—Y, 2
I .~y R RERIZIVE—RTI7BRA 7 IA4T7 0 MNZBIFbary7 4 F¥=21—var =
FT—DFERTHALFREENRH Y FT, A X h ANV 71T, BELFEZ T —OFFEMEIRMEEL
*7,

HBEBILE BAICE-oUE. =7 —0FKEZHRTIDar 7 4 Falb—rvard T 70
Va—T 4 T HLERHYET MEFOET Tisakmp BLUOEE vy a7 1 FaLb—
TarEERLET,

I5— AytE—Y  $PIX|ASA-3-713902 Descriptive_event string

BB ZoOVATA S Auv—UIZiE, =T —IZOWTHBT AN O A RELR T %
ARNABNIUITRHYET, ZHUE. Ny R REFRIZVE—RNTI27EBRA 7747 MR
FTAary 74 F¥al—rary 2T —0RRTHAAREENHY £,

HRULE SHAICk-oTik, =27 —0FEKNEZHBTI-0aryT7 4 Falb—vark T 70
a—T 4 T TAHMERHY T, WFOET T, ISAKMP BL OIS~y 7 a7 ¥
L—yarEERLET,

I5— AytE—Y  $PIX|ASA-4-713903:Descriptive_event string.

BB AR T W OO HERERT XA N A Y A syslog, ZhE, ETOF
LR WEIEDR R CH D AREMERH W £3 (72& 213, B0k,

HERBWE FHROHRTT,

[ oL-3938-02-J
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713904
I5— AytE—Y  $PIX|ASA-5-713904:Descriptive_event string.

BB (RO T ¥ A ILFEHINE Z 5N D syslog, —HREVR AT —Z AfFERETRLET, 2
NHEDOA =T, BAELEANRNY MBI 0ICEHINET,

HERBE FHROHTT,

713905

IS5— Ayt—Y  $PIX|ASA-7-713905:Descriptive_event string .

BB (IO T X A P UFHINE Z SN D syslog, —HREIR AT —Z AERETFLET, 2
NHEDA =1L, BELEAXRV MBI AR ENET,

HRME FHROLTT,

713906

I5— Ayt—Y  $PIX|ASA-7-713906: debug message
BB ZORyE—UE, SESERVPNT Ay ARy MIEHSNET,
HROE LEIIAETT, TOXA =V, Ty 70dIcRtsnET,

714001

I5— AyBE—L  $PIX|ASA-7-714001: Description of event or packet
Bl IKE 7'm b 3w A X2 NERITINT Y O,
HRME FHorTT,

714002

IZ— Ayte—9Y

$PIX|ASA-7-714002: IKE Initiator starting QM: msg id
message_number

BB Cisco ASA 1X, 7=—X2REHL LTI A v 7 F— FEBORYOT v MEREL
E3 8

HERDE fFHROHRTT,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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714003
I5— Ayt—Y  $PIX|ASA-7-714003: IKE Responder starting QM: msg id =
message_number
HBA  Cisco ASA 1X, 7=—X2IEEHL LTI A v 7 F— FEBORNO Ty MEZFL
7
HRLE [SHROHTT,
714004
I5— Avyt—Y  $PIX|ASA-7-714004: IKE Initiator sending lst QM pkt: msg id
= message_number
BB B0/ Ay 7 =Ry b7 a han Fa—k,
HRLE [SHROHTT,
714005
IS5— Ayt—Y  SPIX|ASA-7-714005: IKE Responder sending 2nd QM pkt: msg id
= message_number
BB 2ZBDO/ A v E— Ry hoFa hal Fa—R,
HENE FHROHTT,
714006
IS5— Ayt—Y  SPIX|ASA-7-714006: IKE Initiator sending 3rd QM pkt: msg id
= message_number
B 3FHOIA v Ny FOTE baL Fa—k,
HEWE FHROZTT,
714007

IZ5— Ayte—9 $PIX|ASA-7-714007: IKE Initiator sending Initial Contact
$iB Cisco ASA L, HHID AL X7 F A m— FEMEBLORELTHET,
HRME HHOHRTT,

Cisco Security Appliance Y X TAL OF A yt&—Y
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714011

715001

715004

715005

715006

I5— Aywt—Y  $PIX|ASA-7-714011: Description of received ID values

BB xd T —Tar HICRREINSIDEHREZELE LT,
HROE FROLTT,

I5— AwtE—Y  $PIX|ASA-7-715001: Descriptive statement

BBl Z A vB—1E, Cisco ASA SR L72A X2 M E 72X OMA A2 L E 3,
HRNE LET, SHHICL TR ET,

I5— AytE—  $PIX|ASA-7-715004: subroutine name() Q Send failure: RetCode
(return_code)

HBH ZOAYE—VIE  Fa—NICA v E—VEREZ DL LI EIINH T =B ELLD
EHERLTVET,

HRNLE Z< 05A. ZIUIREO 2 VIRRE TN, BIENERE LaWGE, 2v Y —LEk
AT A a JICERENDETZT— Ay —U%FDOFEE a2’ — L, Cisco Technical Assistance
Center (TAC) |2V AR — b &KHEL TUE L@ s TR Z &0,

IS— Ayte— $PIX|ASA-7-715005: subroutine name() Bad message code: Code
(message_code)

BB ZoOXvb—UiE, RV T NL—F RN RBR Ay —Y a— REaZE LI L&KL
‘/Cl/\i‘a_o

HRLE Z<OHA. ZIUIREDZRVIRRETT S, BIENERE LaWEES, 2v Yy —LEk
IS AT L a JICERENDITZT— XAvE—U%FDFEFEar’™— L, Cisco Technical Assistance
Center (TAC) |2V A — b &KHE L TUE L@ a TR Z &0,

IS5— Ayt—Y  $PIX|ASA-7-715006: IKE got SPI from key engine: SPI = SPI value

BB ZORA v E—IITIKE Y TV AT AN IPSec D SPILEEZE L2 2R LTWET,
HIROE ~ETT,

Cisco Security Appliance YR TAL OF A yt&—
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715007
I5— Ayt—Y $PIX|ASA-7-715007: IKE got a KEY ADD msg for SA: SPI = SPI value
BB ZOAYE—UE IKEN bRV RxI v —3 g U E5ET L, IPSec M MiE 9 2 @) 72
b —bnyva F—ZIEFICe—RLEZZ EE2RLTVET,
HRLE ~ZTT,
715008
I5— AwtE—Y  $PIX|ASA-7-715008: Could not delete SA SA address, refCnt =
number, caller = calling subroutine_address
BB oA vE—IiF, O LAIOY 7 0—F 3 [PSec SA ZHIBRTE Ao 2 L &R
LTWET, ZhiE, V77 LA ATy hOMBEOREERS D Z EE2RLTWET,
HRLE —OA X2 FOFRE L TH W SA DEBEMLIZGE, 2 Y —VERIEV AT A
0 IR RINDITT— AvyE—TU%BFDEFE 3 — L, Cisco Technical Assistance Center
(TAC) IZHAR— MK L TN L2l a TRt < 72 &0,
715009
I5— AywtE—Y  $PIX|ASA-7-715009: IKE Deleting SA: Remote Proxy IP_address,
Local Proxy IP_address
BB ZOXAvyE—V, UARSNETBFY T RLATSABHIBREN TS Z EZRL
TWET,
HRLE ~ZTT,
715013
I5— Ayt—Y  $PIX|ASA-7-715013: Tunnel negotiation in progress for
destination [P address, discarding data
FHBE ZOAvE—VE, ZOT—XHDO U RNVDHSIFTHDLZ EERLTVET, brXx
IVINTERIZHNLSNDET, ZO R RN Lo TRESN DI TRTONNr y "MRREEINE
TO
ERUE FECT,
715019

IS—AvEe—o $PIX|ASA-7-715019: IKEGetUserAttributes: Attribute name = name

BB oA vE—TE, Cisco ASAIZ K » THUERI LTS modecfg 7 b U B = — F D4R &
EOXT R RENET,

HERDE 1~ETT,

Cisco Security Appliance Y X TAL OF A yt&—Y
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715020
I5— AwtE—Y  $PIX|ASA-7-715020: construct cfg set: Attribute name = name
B DA vE—UlE, Cisco ASA IZ X - THEEEINTWD modecfg 7 b B o — NOARI &
EORT ZFRRINET,
HRUE F~ETT,
715021
IS— Ayt—2 $PIX|ASA-7-715021: Delay Quick Mode processing, Cert/Trans
Exch/RM DSID in progress
Bl ZoAvE—VE T X TAEBTSTRETILOET (AT v¥rvar £—Ri
E) A4y B— RORUMEPEBET HZ L 2R L THWET,
HRUE F~ETT,
715022
IS— rAyte—9 $PIX|ASA-7-715022: Resume Quick Mode processing, Cert/Trans
Exch/RM DSID completed
BB ZOXAvE—VE Ta—X1TABEPET L, 74 v 7 T— FOLABEREHFEShTWDS
ZLERLTVET,
HREDE 1~ETT,
715027
IS5— Avt—Y PIX|ASA-7-715027: IPSec SA Proposal # chosen_proposal, Transform
# chosen_transform acceptable Matches global IPSec SA entry # crypto_map_index
BB ZOAvE—UiE RENTZ IPSec SA T RAR—HILBIU T U AT 4 — APREE N
ZRE LA n— FhoBRENTZHEICERSNET, ZOF7—FiE, IKERXIT LT — 3
COREDT Ny 7 h R I DB £,
HRUE F~ETT,
715028

I5— AwtE—Y  $PIX|ASA-7-715028: IKE SA Proposal # 1, Transform #
chosen_transform acceptable Matches global IKE entry # crypto_map_index

BB X vE—UlE, SRENZIKESA b T VAT 43— ANEEENZIE LT o— K
LERINEHEAICERENET, 2OF—#%, IKE XD =—ya VOBEOT Ny V%
RADBESL B E T,

HRDE 1~2ETT,

Cisco Security Appliance YR TAL OF A yt&—
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715033
I5— Ayt—Y  $PIX|ASA-7-715033: Processing CONNECTED notify (MsgId
message_number)
BBl Z A »E—0F, Cisco ASA 3@ 1Y A 7 CONNECTED (16384) Tilifn~A m— K%
ELAYvE—UEMEL TS Z EE/RLTWET, CONNECTED AL, 23 v k By ML
HEZETTDEDIMEHESNET, ZiUd, IWEENOREE~EKEIND4FBDIA 07
E— KXy FEERICHAATDLERH D £,
HRME ~ZTT,
715034
IS—AyEe—o $PIX|ASA-7-715034: action I0S keep alive payload: proposal=time
1/time 2 sec.
BB CoXvE—VF, =TT IAT XM v — K8 A=V OEE /| ZEDLEI TV
HZEERLTVET,
HRME ~ETT,
715035
I5— AvyE—Y $PIX|ASA-7-715035: Starting I0S keepalive monitor: seconds sec.
BBl —0XvEe—ViF, F—TTIAT A BX—TTIAT A=V DAEDOHEK
BEMRTHIEERLTVET,
HRME ~ZETT,
715036
I5— AytE—Y  $PIX|ASA-7-715036: Sending keep-alive of type notify type (seq
number number)
BBl ZOXAve—VIE =TT IATEA BV OREIME SN TND I EERLT
b\iTo
HRME ~ZETT,
715037
I5— AwtE—Y  $PIX|ASA-7-715037: Unknown IOS Vendor ID version:
major.minor.variance
BBl COA Y=V, 2OV gD I0S ODERENRMTHDHZ LERLTVET,
HRME KEX—77 74 770 EOBREL O EEROMENR S 5 retEnd ) £, 20X
A T OMEERORBENEAE LESAE, 2y Y —AERFv AT A n s cfERrsnszo—
Ayb—U%FDOFFar— L, Cisco Technical Assistance Center (TAC) 2V 7R — & {KiH L
Cisco Security Appliance Y X TAL OF A yt&—Y
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T, WELEIESRE 10S & Cisco ASA D HFD Y 7 vy =7 N—T g UIERE L bio, Tt

<TEEWN,
715038
I5— AwtE—Y  $PIX|ASA-7-715038: action Spoofing information Vendor ID payload
(version: major.minor.variance, capabilities: value)
BB 00X =V 10S XU F— DA n— ROMBENFATENZZ L 2R LTHET,
MBS N TWDE A v E—U Altiga A7 —7 4 7' 10S Th D AR H D 7,
HELE AT,
715039
IS—Ayt—o $PIX|ASA-7-715039: Unexpected cleanup of tunnel table entry
during SA delete.
BB ZOA =V SABRR S & S ICHIBRS R > T2 IKE bR T =T LND
TR IBRHLHIEERLTVET, ZhiE, AT —hF VRO T 2R L TVET,
HRLE MEIRRL2VES, a2V Y —VEREVAT A B S ICRRENDITT— Ry
t—U%ZDFEFEa— L, Cisco Technical Assistance Center (TAC) (ZH AR — b & f&HH L CTIL
L LTEHRE ZREESTES 0,
715040
I5— Ayt—Y  $P1X|ASA-7-715040: Deleting active auth handle during SA
deletion: handle = internal_authentication_handle
BB O yE—UE, SAHIBRTIC auth N> RARELET 77 4 7 ThHDHIEHRLTNE
T, ZAUT, =T —REFDI V=0T v U ANY O—EHTT,
HREWE 1~ETT,
715041

I5— AwBE—Y $PIX|ASA-7-715041: Received keep-alive of type keepalive type,
not the negotiated type

Bl I A=V NIRENTEAA T OF—TT 74 TR TFHETZEINEZZ L 2R
LTWET,

HROE W HFOET X —T7T75A47 ar 74 Xal—a 2R LET,

Cisco Security Appliance YR TAL OF A yt&—
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715042
IS5—AytE—Y $PIX|ASA-7-715042: IKE received response of type failure type to
a request from the [P address utility
BB ZAUE. o7 RLAERETLINHSa2—T 4 U T 4D VE— T8RRIV T
AT FDIPT FLARITHT DERBRMIZ S NPT 2L 2R L TVET, AvkE—Y X b
VU TNOERT XA MIL-> T, MEASL Y BENIORESNET,
HRLE P77 RFLAEIDYTar 7 Fal—va &L, ME, #ELET,
715044
IS—Ayte— $PIX|ASA-7-715044: Ignoring Keepalive payload from vendor not
support KeepAlive capability
HEA KA BREZ R ERTICRU A =B 10S F—TF T 747 Afu— REZELE Lz, X
A a— RPER I TWET,
HRME FHorTT,
715045
I5— Ayt—Y $PIX|ASA-7-715045: ERROR: malformed Keepalive payload
BB ANl —T T IA T XA um—FEZELELL, XM u— FREHIATWE
‘j‘o
HRNE FHoORrTT,
715046
IS5— Ayt—Y  $PIX|ASA-7-715046: constructing payload description payload
B MO IKE <A m— FOFEMERRLET,
HREBE FHROHRTT,
715047

I5— AwtE—Y  $PIX|ASA-7-715047: processing payload description payload
BB L7z, B O IKE ~A m— ROFEMzZR LET,
HRLE HHOATT,
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715048

715049

715050

715051

715052

I5— AytE—Y $PIX|ASA-7-715048: Send VID type VID

BBl EEFORE—IDA 0 —FDH A T EERLET,
HROE FHROATT,

IS5— Ayt—Y  $PIX|ASA-7-715049: Received VID type VID

BB ZELENA—IDDNAu— RDX A FEFRRLET,
HRNE FHOLTT,

IS5—AyHE—Y SPIX|ASA-7-715050: Claims to be IOS but failed authentication

HBA 10S VID Ll TWET 2, hmac_sha & —F L EH A,

HRLE W o7 T F—IDar74Falb—ya 2R LET, MENMEHEERIC
WETIGA, aV Y VEREF VAT A B JICERINDITZT— AvE—VEkZDEE D
E°— L. Cisco Technical Assistance Center (TAC) (29— &2 f&KHE L TUVLE L 7T 2 21t
<TZ&EW,

IS5—AyE—Y $PIX|ASA-7-715051: Received unexpected TLV type TLV type while
processing FWTYPE ModeCfg Reply

£%B8 FWTYPE ModeCfg Reply DALBEHIZ, Cisco ASA L 21— RTRIHOD TLV BEZfFINE L
oo ZHUFBEEINE T, 7y FBBEL WA, $REERL D7 74T bR
BD/N—T 3 D CiscoASA 7’1 h )L aH R — KL TS DIZRET DA RERH Y 7,

HERIME Cisco VPN 7 54 T2 FMIA VA h—L I TWAE A FW 3 L T Cisco ASA ED
BARFW 27 4 Falb—2a R LET, X, VPN 2 7147 k& Cisco ASA @
IDONR—=2 g VOR—HERLTWAHEELH Y £77,

I5— Ayt—>  $PIX|ASA-7-715052: 0ld Pl SA is being deleted but new SA is
DEAD, cannot transition centries

Bl W PLSA DHIBRENTWETA, HrLWL SAICHHIRO~— 27 M T 5 TVWAT2D,
BAITHRERDHFLWSA B H Y ¥ A, . 2T, 21IKE 7 BNEHIS T, B b F—H4E
A L CWARREERHH Z LA R L TWET, REIZEEMICETESNVE T, 5
LW P1SADRNERELEINDE T, DEOT—XHEBEAETHAREENDH Y 9,

HERDE FHROHRTT,
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715053
I5— AwHE—Y SPIX|ASA-7-715053: MODE CFG: Received request for attribute info!
#EB SN Z7T N Ea—bE2ERTIET—Rary7 s X2l —valr Avve—UR%E
LELR,
HERWE [FHOHTT,
715054
I5—AvytE—Y SPIX|ASA-7-715054: MODE_CFG: Received attribute_name reply: value
BB VE—FETRLE—Rar7 s Fal—valVibBAvE—VEZELELE
HREDE FHROHRTT,
715055
I5— Awt—Y  $PIX|ASA-7-715055: Send attribute_name
BBl VE—FETICE—F a7 4 Xal—a VB Avb—Ua % ELE L,
HRME FHorTT,
715056
I5— AytE—Y $PIX|ASA-7-715056: Client is configured for TCP_transparency
BBl IPSec Over TCP IZKfLCYE—h = F (Z 747 b)) BREISNATNDHDT, ~v
K= K Cisco ASA 237 T A 7> b & IPSec Over UDP % 7213 IPSec over NAT-T # R F v T — h
THZEIITEEREA,
HRLE XD LRVEAIE ETOWTRNDONATER 2> 7 4 Falb—va
ZRET 2PENBERGENH Y £3, ZNLSOGE. ZIUTHERA v E—U T,
715057

IS— Aytk—v $PIX|ASA-7-715057: Auto-detected a NAT device with
NAT-Traversal. Ignoring IPSec-over-UDP configuration.

#RBA  NAT-Traversal 23 & 4172728, IPSec-over-UDP Mode Config info |33 SV EH A,
HRERE FHROHATT,
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715058

I5— Ayt—Y &PIX|ASA-7-715058: NAT-Discovery payloads missing. Aborting
NAT-Traversal.

Bl NAT-Traversal VID O&ZHi% . U E— kb = R NAT-Traversal |2 48572 NAT-D ~2A 2 —
RERMELFHATLE, D72 H 20D NAT-D A B — REZETALENL Y 1,
HRME NAT-T EENHBICE > T RWZ EER LTV D HREMNH Y £, WELY TN
VAaFTHIGEE., AV IVERIF VAT A 0 JICERENDITT— Ay —TEFD
FF a2t — L. Cisco Technical Assistance Center (TAC) 2V AR — M2 L T, INE L7=FHFH
FRRFSRBIOY 7 =T N—=Ug bbbt TR, BTN Aa/ET
LR WEAIT, BETY R — b F—2IBMOEELE &,

715059

I5— AyE—Y $PIX|ASA-7-715059: Proposing/Selecting only
UDP-Encapsulated-Tunnel and UDP-Encapsulated-Transport modes defined by
NAT-Traversal

B NAT-Traversal % [EFIC R IV T — h 35728 SA TEF S N72@% O Transport £— K
LSO Tunnel E— ROV ICZNSEDOE— REFEHTILERH Y 7,

HEME FHROLTT,

715060

IS— Ayt—9 $PIX|ASA-7-715060: Dropped received IKE fragment. Reason:
reason

BB 7O AMEREELLEANRRINET,

HRIME FEFEOHEMICH LD T2, Zhid, NAT EHEN T L TS RES ET 2SI
P TWVZRWEZ R L TW D RIREERH Y £37,

715061

IS— Ayt—9 $PIX|ASA-7-715061: Rcv'd fragment from a new fragmentation
set. Deleting any old fragments.

BB AU BTy FEFELEDRBO MTUILTZ T 7 A MEEhizo, HDH0NTE-
72 BIDORry R THDAREMERSH D 5,

HRNE FHOLTT,
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715062
I5— AytE—Y $PIX|ASA-7-715062: Error assembling fragments! Fragment
numbers are non-continuous.
BB 7IITANESIIFE Y T RHY ET,
HRBLE —hi3xy N —2OMBEEZRLTODAREMERH Y £, ZOFKMFIC Lo Thrx
WIEES DD, FFEDET 3 Cisco ASA ERFA LT — FTERWLEA, 3 Y — ik
VAT A IR RINDIET— AvE—VEZFDOEE T — L, Cisco Technical Assistance
Center (TAC) VAR — FEEKIEL T, WELEZHEREZMULESZBLIRY 7 =T N—V3
vEEBICTTREESTE N,
715063
IS—Ayt—o $PIX|ASA-7-715063: Successfully assembled an encrypted pkt
from rcv'd fragments!
B ZEESNTTTTAL MET Y FOMBBSE TR LE LT,
HERWE [FHOATT,
715064
I5— AwtE—Y $PIX|ASA-7-715064 -- IKE Peer included IKE fragmentation
capability flags: Main Mode: true/false Aggressive Mode: true/false
BB BT A vV TRESNAEBERICESSIKE 77 7 Ay EaYR— ML T0ET,
HERWE [FHOATT,
715065

I5— Ayt—Y  $PIX|ASA-7-715065: IKE state_machine subtype FSM error history
(struct data_structure_address) state, event: state/event pairs

BB 72— X 1T —=RAEL, KRB A X MNREXTAH LWIEICE RS ET,

HRLE ooz T7—DIFLALE MEHY ETA, CRHDA v E—UREE L2
EELBE L TWASES, o VY —LE3 AT A 0 SICERENDITT— Ay —V%F
DFEFat— L. Cisco Technical Assistance Center (TAC) 2V AR — b & &KHE L CUNE L 7= 1F#H
IR,
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715066

IS5—AyE—Y $PIX|ASA-7-715066: Can't load an IPSec SA! The corresponding
IKE SA contains an invalid logical ID.

B IKESA NOFELIDIZINULL T9, 7xz— R x> — g i3IS ET,

HRNLE NH=7—2%AELE L, BEEN/EEETEFICEMEL WS, 2 Y —LEk
X AT A B IR RINDITT— Ayt —T%FOFE 28— L, Cisco Technical Assistance
Center (TAC) 2V — b AKE L CTUEE L7l %2 ZRf< 72 &,

715067

I5— AytE—Y  $PIX|ASA-7-715067: QM IsRekeyed: existing sa from different
peer, rejecting new sa

RBA  fENLH D LAN-TO-LAN SA |39 CTIZFELET, 2FEV, ACIVE—F Xy b T—7 %
FH, BT Y —RALTH5SARHYET, ZHEEYR a7 Fab— g TlEen
DT, Bl SA ITHIBRENET,

HEIRME BT AT X TOET CTLAN-TO-LAN 20 7 4 X2 b —3 g VAR L E T, BT,
BEOECTNTTAR—F 2y NU—I /T2 LT TEEEA,

715068

IS5—FAyE—Y PIX|ASA-7-715068: QM IsRekeyed: duplicate sa found by address,
deleting old sa

HEA MOV E—F T BASATT CTICFEELET, 2FV, ALV E—F Xy FU—
T EEDL, OETEY—ALETHSANDVET, ETNIP T FLRAEER LI/ REENH
B2, 0 SA ITHIBRE N E T,

WRIME 7 74T b PUFARREKRT LSS, 2B RWIRIETH 5 aliE
WRHVET, TNOEDORA v E—UREELLRZVEELEEL TWAHEE, a2 Y —LETR
IS AT L a JICERENDITZT— Avv—U%FDFEFEar’— L, Cisco Technical Assistance
Center (TAC) |2V AR — b &KHEL TUE L@ s TR 2 &0,

715069

I5— Ayt—Y  $PIX|ASA-7-715069: Invalid ESP SPI size of SPI size

SR fE5)72 ESP SPI #- A XD IPSec SA R AR—YPILZZELE LTZ, ZO7aR—F LT
Xy TEINET,

HRLE B35, ZHUIHEORVIREETT D, BT BHEICHE S TR Z 2R LTS A
REMENDH Y £, BEIERELZ2VEAS, BIOETR b2V EFERICRI o — FTER
WS, 2V Y= VERIF VAT L o SR RENDEIZ T — Ay —TERFOFEFFar— 1L,
Cisco Technical Assistance Center (TAC) 2V — b2 {KHEH L CUNE L7212 <72 & v,
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715070

I5— AwtE—Y $PIX|ASA-7-715070: Invalid IPComp SPI size of SPI _size

BEBA 272 IPComp SPI A A D IPSec SA 7 R —H L EZFELE Lz, 207 mAR—H¥ /i
Ax v TENET,

HRME EF. JHUSHEO R WIRIETT 2, BT BEBICHES T RN L2 RL TS H
BEMERDH D £, FERRIELRWVES, BIOETR MR LB EFICXIm— FTER
WA, av Y —LVFEREFVAT LA 0 IR RINDITT— Av—VrkFOFFabL—1,
Cisco Technical Assistance Center (TAC) 2R — b A& L CTINE L7-tF# %2 THRAE 72 &0,

715071

I5— AytE—Y  $PIX|ASA-7-715071: AH proposal not supported

g8 IPSec AH 7' AR —P /LT AR— SN THWEFA, ZOTrR—P/LIAXy SN E
—aﬂo

HERDE FHROHRTT,

715072

IS—Ayte— $PIX|ASA-7-715072: Received proposal with unknown protocol ID
protocol _ID

BBl REoO7 v b ID RO IPSec SA T R—Y I EZELE Lz, 2O R —Y ik
AX v TENET,

HRLE B, ZHUIHEORVIRIEETT 2, ET BB S TN Z AR LTS
REMEAH Y 9, BEBMER L2NGEE, BIOE TR R L2 EFICR T — FTE /2
WA, Y= LETRITVAT LA O SICEREINDSIZT— A —VUERFOFFa— 1L,
Cisco Technical Assistance Center (TAC) (ZH AR — M & 4&KHH L T L7-TE#H 2 ZHRMt< 7230,

715074

IS— Aytk—v $PIX|ASA-7-715074: Could not retrieve authentication
attributes for peer [P address

BBl VE—F 2—VORAEREFUGE CEEHATLE,

HRINLE T NTORFBLIUORTaL 74 F2b—aRELLREENTWNWD Z L 426
BLET, BERRELVGEAS. BLOE TN R EFICR I T — FTERWEA,
A= NVEREF VAT LA B TICERENDZZT— A=V FDOFEFEIE— L, Cisco
Technical Assistance Center (TAC) (2R — F &2 {KHE L CTUNEE L 72 1F 2 Tt < 72 &,
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715075
I5— AytE—Y  $PIX|ASA-7-715075: Group = group name, Username = client, IP =
IP address Received keep-alive of type message type (seq number number)
BB ZOFHA v E—U1F DPD EE A v E— V% r ZIZEEkT 5 715036 DPD R-U-THERE |
Ayb— T T,
EZOLNDRERIZ2 2HY £,
1) €7 %1% DPD R-U-THERE| % vE—V%%(5 LT,
2) 7 )5 [DPD R-U-THERE-ACK| A v —U%%(5 L7z,
2—PIIROFF 2R T 2 Z L2 BEIO L ET,
F41 1: [DPD R-U-THERE| 2335 &4, £ DY —7 A G IFE(E DPD IGEA v —V & —
ﬁ—aﬂéo
fl A7 75 [DPD R-U-THERE| %%2{54 2 HilZ [DPD R-U-THERE-ACK] % i#E7 %
L EX 2 YT AERDBRBETDLARERSH Y £7,
%0 2 : {8 L7z TDPD R-U-THERE-ACK| # v & —Y D3 —0 o AF SHHIOE(E DPD A »
R A & R
f1 75 TDPD R-U-THERE] % &7 ~i&(5 L7t 12724/ DPD R-U-THERE-ACK] %
ZAE LR oTmE,. b RVE A U T 5 HREERH Y £,
group_name : ©7 O VPN 7 )L—74,
client : €7 O2—W 4,
IP address : VPN E 7 O IP 7 KL A,
message_type : A »&— %47 (IDPDR-U-THERE] F7-i% [DPD R-U-THERE-ACK]),
number : DPD v — 7/ A&7,
HRLE ——ICLDAEFAETT,
715076
I5— AytE—Y $PIX|ASA-7-715076: Computing hash for ISAKMP
B ZOAyE—UVIE KENSESE Ny vaflaitfi Lzt SicFrshEd,
IOFTVl MNIROEBVEBMENET,
Group = groupname, Username = username, 1P = ip_address, ...
HROLE ~%TT,
715077

IS—Ayte— $PIX|ASA-7-715077: Pitcher: msg string, spi spi
BB CoORXyE—UiE, SESERAVE-UMNIKEICKESNI L EICERRINET,
msg_string IFTIR DOV TT,
* received a key acquire message
e received SPI for non-existent SA

* received key delete msg
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716001

716002

ZF O ISAKMP & [RIEEIZ, ROSTHAEH S NET,
IOFTV 2l MIRDOLERBYIBMENET,

Group = groupname, Username = username, 1P = ip_address, ...

received KEY _UPDATE
received KEY REKEY IB
received KEY REKEY OB
received KEY SA ACTIVE

could not find IKE SA to activate IPSEC (OB)
could not find IKE SA to rekey IPSEC (OB)
KEY_ SA_ACTIVE no centry found

KEY_ADD centry not found
KEY UPDATE centry not found

HRWE 2T,

IS— Ayte—

Bl

IZ—Aye—2

reason .

*v4&—< 701001 ~ 720073 M

$ASA-6-716001: Group group User user WebVPN session started.

Z D group ® user \ZxF LT WebVPN & v v a U 3fssSvE Lz, =—% 75 WebVPN 1
TAY R=V 2L TrIZ A $5E, WebVPN t v a Ut S L E T,

ERDE 1T,

$ASA-6-716002: Group group User user WebVPN session terminated:

HEA BEOHB TWebVPN Y v a UK TLELE, EXx0N5EAZKRIORLET,

Z—WFRER LT
ks Kbz

= ARKDILE
TARNVEALLT TR
e KNI A B L7z
EHAENY Y ML
FEENY T— LT
BHEN Yy NEU LT
AR—h x=7—

NAS =7 —

NAS ZR

NAS U 7 —k

A= N AMLEEIRN

A= BV EZz 6N

[ oL-3938-02-J
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— FR— IS
— P C AR
— aI—) N7

— a—HF TT—

— RARMBERLTZ
— R OF T T —
— ACL fi#ffr—7 —
i

HERIE  reason [ZRTEAVESILTOVRWVIRY | EITIARETT,

716003
IS5—AvyE—Y %ASA-6-716003: Group group User user WebVPN access GRANTED:: url
2B Z D group WD WebVPN user 1Z, 2D url ~DT 7 B ARG ZHNTHWET, SEIF
RGHT~D—F DT 7 AL, WebVPN [EHAEDT 72 2> ha—/L U A R & L CHlfE
T&EET,
HRLE ~ETT,
716004
I5— Ayt—Y 3$ASA-6-716004: Group group User user WebVPN access DENIED to
specified location: wur/
B Z D group ND WebVPN user 13, Z D url ~D7T 7 B AMEEESR SN TWET, SFF
72T ~D WebVPN = —H D7 7 EA1X, WebVPNEHBEDOT 7R 2 hr— U R LEfH
MLTHETEET, OB/, BEDOT 78X arbao—L UA b =2 MBI wl -~
DT I EAZESELTHWET,
HELE TE T
716005

IS—Ayte— $ASA-6-716005: Group group User user WebVPN ACL Parse Error:
reason

BBA fERE S L7 7L — T N D WebVPN 2 —H D ACL PIE LS T TE EHATLIZ, =7 —
DIFR A HE S E T,

Z D group WD user 0O WebVPN 7 7t A 2 ha—/L U X MRIELL T CEERFATL
Tco TI—ORRPHFEENET,

HESRAE WebVPN @O ACL #{EIE L ET,
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716006
IS—AytE—Y %ASA-6-716006: Group name User user WebVPN session terminated.
Idle timeout.
BRER VPN b b 7'm b 2l WebVPN IZRRE STV RWed fifishiz 7 v —7NT
ZOa =PI LT WebVPN &> &g UMERRSILEEATLT,
HRME ~ETT,
716007
I5— Ayt—Y 3$ASA-4-716007: Group group User user WebVPN Unable to create
session.
BB VY —2OMEOD, B ShEZ AV —7HNT2—FIT5 LT WebVPN & v 3 g 78
ERSIVERATLE, o 2iE, 2—FRERe 71 VHIRICE L RN H 0 £77,
HRME ~ZETT,
716008
IS5— Awt—Y  $ASA-7-716008: WebVPN ACL: action
#8B8  WebVPN ACL 7% action DEITZBIE L E L1z, 7= & 21X, action 7% Tbegin parsing] T&
LAREMENH Y FET, ZhiE, TRV T L A=V TT,
HREME T
716009
IS5— AvtE—Y 3$ASA-6-716009: Group group User user WebVPN session not allowed.
WebVPN ACL parse error.
BB BT 5T 7R v bhu— YR MBI L W), 207 —TNOFER S
Nz —HF D WebVPN > v a VSR ENER A, ZTOTT—NFTIESNDET, 2 —F»
WebVPN Z4r L TR 7 A § 5 Z LIFFHFA SiLEE A,
HERAME WebVPN © ACL ZEIE L £,
716010

IS5— Ayt—Y  $ASA-7-716010: Group group User user Browse network.
BBl FEW SN/ V—T7 WO, WebVPNuser "Xy N —2 %2757 X LE Lz,
HROLE ~ETT,
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716011

716012

716013

716014

716015

716016

I5— AwtE—Y 3$ASA-7-716011: Group group User user Browse domain domain.
BB 07N —TNO F5HE S 472 WebVPNuser 28 FEf SN RAS &7 T XL E Lz,
HENE ~ETT,

IS5— Ayt—Y  $ASA-7-716012: Group group User user Browse directory directory.
FRBR FEHE S4U72 WebVPN o — 3 fRfiisiie7 4 L2 RV A7 7 U AL E LT,
HROLE ~ETT,

IS— Awt—Y  $ASA-7-716013: Group group User user Close file filename.
ERBA fEHE S 4172 WebVPN = —H78 RS ne 7 7 A V&2 U E Lz,
HRAE FECT,

I5— AytE—Y 3$ASA-7-716014: Group group User user View file filename.
SBA A S 4172 WebVPN = — 08 RS e 7 v A L2 RLE LT,
HRLE ~ZTT,

I5— Ayt—Y  $ASA-7-716015: Group group User user Remove file filename.
BB R S 7L — T ND WebVPN 2 — 8 fEfli Sz 7 7 A V& HIBR L £ LTz,
HROLE ~ETT,

I5— Ayt—Y 3ASA-7-716016: Group group User user Rename file old filename to
new_filename .

HBA fEHE S A7 WebVPN 22— 23, RS- 7 7 A LV OL4RTIEEF LE LT,
HIROE ~ETT,
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716017
I5— AytE—Y $ASA-7-716017: Group group User user Modify file filename.
P FEH S AU/ WebVPN 22— W93, e Shic 7 7 A V2 BIEL £ LT,
HREDE 1~ETT,
716018
IS5— Ayt—Y  $ASA-7-716018: Group group User user Create file filename.
BREA FRFI S AL/ WebVPN 2 —H73, fRfif Sz 7 A V2B L £ LT,
HREME ~ETT,
716019
IS—Ayte— $ASA-7-716019: Group group User user Create directory directory.
BREA FRAESAL72 WebVPN 2 — #7203 $Rfif ST 4 L7 b U ZAER L £ L7z,
HRWE 1~ETT,
716020
I5— Awt—Y $ASA-7-716020: Group group User user Remove directory directory.
BB FRM AL WebVPN 2 —H3 ffiichize7 4 L7 R Y ZHIBRL E L7,
HRLE F~ETT,
716021
I5— Ayt—Y $ASA-7-716021: File access DENIED, filename.
HEA FEH SAU7 WebVPN 22— W3 FEfi SN2 7 7 A L~DT 7 B A mfEf S E Lz,
HREWE ~ETT,
716022

IS— Ayt—9 $ASA-4-716022: Unable to connect to proxy server reason.
$RBl WebVPN HTTP/HTTPS DU 4 A L7 b AS, FEf S 7Bl CTRIL £ L7z,

HRIME HTTP/HTTPS YuXx> a7 4 Falb—3i g U 2HELET,
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716023

IS— Awt—Y  $ASA-4-716023: Group name User user Session could not be
established: session limit of maximum_sessions reached.

BB BEOEyvaERRRKEyvary a—REBELTWALED, 2—F vy ark
L TE £H A,

HRBE TETHNT RESNTODHIREHEIML 2= FNNT R 7 TAZEZERLLET,

716024

IS5— Awt—  $ASA-7-716024: Group name User user Unable to browse the
network.Error: description

SBA - —WSHIICHEV CIFS 7’1 b =L &2 LT Windows % v hU—2 27T 0 X452 L
MNTEFEHA, 72L& 21X, [Unable to contact necessary server] (%, UE— F P — "RBFEHRRF
FIHBERETHL 2R LTWNET, ZhiE, —FHHURRETHLIGELHVETL,
DI TN a—T 4 VI BRLERGEELH Y ET,

HEIBIE WebVPN /854 2L CIFS N7 7 B AT B H— N OMOEEL R LET, T3
A AT NetBIOS *r—24 #—s3 (NBNS) 27 4 Falb—a 2R LET,

716025

IS—Ayt—o $ASA-7-716025: Group name User user Unable to browse domain
domain. Error: description

BB o —YRCIFS Ve hatZ N LT E—F RAS 2T T URXTEERA,

HEIBIE WebVPN /54 2L CIFS N7 7 B AT B S — N OMOEELZ R LET, T3
A AT NetBIOS *—24 #—s3 (NBNS) a2 7 4 Falb—a 2R LET,

716026

IS—Avyt—Y 3$ASA-7-716026: Group name User user Unable to browse directory
directory. Error: description

BBl = — VR CIFS Ve hatz N L CVE—F T4 L7 NI T TUXTEERA,

HEIBIE WebVPN /854 2L CIFS T 7 B AT A S — N DMOEEL R LET, T3
A AT NetBIOS *—24 #—s% (NBNS) a7 4 Falb—a 2R LET,
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716027

IS5—AyE—Y 3$ASA-7-716027: Group name User user Unable to view file filename.
Error: description

BBl o —H¥MACIFS 7a2 halZ N LTI E—F 77 AV EFRTEEREA,

HERME WebVPN T34 2L CIFS BT 7 B AT 5V —"ELDOROEREMRLET, T
A AT NetBIOS *—2A #— 3 (NBNS) a7 4 Falb—var2HERLET,

716028

IS5— Awt—Y  $ASA-7-716028: Group name User user Unable to remove file
filename . Error: description

HEB —YNCIFS Ve bariz LTV E—bF 77 A VEHIBRTEEEAL, TOTT—(F,
FFAI N7 N2 DI AE LT rRetEn H D £,

HERME WebVPN 7314 2L CIFS BT 7 B AT 5V —"LOROEREMRLET, T
A AT NetBIOS 2—2A. $—% (NBNS) 27 4 FXal—ra 2B LEST, 774107
I AMEEMERLET,

716029

IS5— Awt—Y  $ASA-7-716029: Group name User user Unable to rename file
filename . Error: description

B =—¥MNCIFS 72 ha s LTUE—F 77 A VOLAFIEEBECXEHA, O
F—it., T B AMHEOMENRKNEEZEZ LNET,

HEABILE WebVPN 784 2L CIFS BT 7 B AT BH— N OMOEELZ R LET, T3
A AT NetBIOS 2—2A $—% (NBNS) 27 4 FXal—ra 2B LEST, 774107
I AMEERERLET,

716030

IS—Aytw— $ASA-7-716030: Group name User user Unable to modify file
filename. Error: description

BRBA o —FACIFS 7'm b2zt LTEFO 7 7 A V2 BH L L9 & Lz 1T, RED %
ELFELE, 20T —%, 77 2AHOMENRR EEZ X bNET,

HEIZAE WebVPN T 8A R L& CIFS AT 7B AT A — N OO A LET, T
A AT NetBIOS r—2A H—/3 (NBNS) 2> 7 4 FXal—1a 2R LET, 774107
I AMEEERLET,
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716031

IS5— Awt—  $ASA-7-716031: Group name User user Unable to create file
filename. Error: description

BBl = —¥ACIFS a2 halZ N LT 7 7 A NVEERLE Y & LizE &, BENRREAELE
L7z, ZOxTT—%, 77 BAEOMENRKEEZ LNET,

HERIME WebVPN 7/3A 2 & CIFS BT 7 B AT 2 — "L DR OER MR LES, 7/

A AT NetBIOS x—2A $—% (NBNS) 27 4 FXal—a 2B LEST, 774107
I AMEERMERLET,

716032

IS—Ayt—o $ASA-7-716032: Group name User user Unable to create folder
folder. Error: description

BBl = — YA CIFS a2 halZ N LT 7+ 2ERL LY & Lize &, MENRREAELE
L ZOTT5—%, 77 BEAMEOMENRRREEZEZ SNET,

HEBILE WebVPN /54 2L CIFS N7 7 B AT B — L OMOEEL R LET, T3
A AT NetBIOS % —2A H—sX (NBNS) a2 7 4 FXal— g 2R LET, 774007
I AMEEERLET,

716033

IS—Ayt—o $ASA-7-716033: Group name User user Unable to remove folder
folder. Error: description

HBA CIFS 7o haloa—FRT7 3 VX EHIBRLE S L Lz &, BENRBAELE L,
IO, FAOMEEITT7 7 ANDERT AV — L O@EEOMENFRKTHRAE L
HREMEN DV FT,

HEIZAE WebVPN T 8A R L& CIFS AT 7B AT A — N OO A LET, T
A AT NetBIOS *—24 % —s% (NBNS) a7 4 Falb—varaHERLET,

716034

IS— Ayt—9 $ASA-7-716034: Group hame User user Unable to write to file
filename .

BBl 2 —VNCIFS 7 halzZ N LT T 7 A/MIEEIAL S L L&, MEPRAELE
Lize 2T —%, HFAOMBEEITT 7 A VDN FEEET L9 — L 0ilE ORIENRIK T
ELTAREMERH Y F97,

HRELE F2ZTT,
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716035
IS5—AyE—Y 3$ASA-7-716035: Group name User user Unable to read file filename.
B CIFS 7o haOa—PRT7 7 AV aiirlis H L Lick &2, MENRREAELE LT,
ZOxTT—E, T B AMOMENRENEEZSNET,
HROE 77 ANVDOT 7 AEEHERLET,
716036
I5— Awt—  $ASA-7-716036: Group name User user File Access: User user
logged into the server server.
BB o— ¥R CIFS 7m ban iz LTH— NCIERICr 74 LE LT,
HREDE 1~ETT,
716037
I5— Awt—Y $ASA-7-716037: Group name User user File Access: User user
failed to login into the server server.
BB o —FNCIFS 72 halz AL TH—Nice /Ao LE) ELE LN RRLE L,
HROLE = — VP ELVW2—FLZLERRT—REAN LTI 2R LET,
716038
IS— Ayte—Y $ASA-6-716038: Authentication: successful, group = name user
= user, Session Type: WebVPN
.,Hﬂﬂ WebVPN & v ¥ a U &BtET 212k, 52— Fna—h1 h—"&EiZVE—h $—
[CE > TEFICHEIESNDLENRH Y £ (72L& 1L, RADIUS L7213 TACACSH),
HREME ~ETT,
716039

IS—Ayte—o $ASA-6-716039: Authentication: rejected, group = name user =
user, Session Type: WebVPN

&m WebVPN v a U &BtAT512%, FFa2—VRo—h v —_"FEZVE— b ¥—

WCE S TEFIGRIESNDAVLENRH Y £9 (72& 21X, RADIUS F721% TACACS+), Z D
A\n~%7vf//%W(n~%%&AxU~%)#~ﬁb@w#\n~% WebVPN t
varERBT AN A,

HROLE o—HL F—NEFRFVE—FP—A"Ta—HF 7 LTy VAR LET, 2—
PFIZxE LT WebVPN BERE SN TWA Z & &R L E T,
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716040
IS— Avyt—Y 3ASA-6-716040: Reboot pending, new sessions disabled. Denied
user login.
A AT LANY T — MABETOD, 22— WebVPN IZ1 71 T A,
HRUE F~ETT,
716041
I5— AwtE—Y  3ASA-6-716041: access-list acl ID action url wrl hit_cnt count
§BA  acl ID ® WebVPN URL 77t A =2 ha—)b U A NT, (L wrl \Z%F L C count [A]1D
ty WR®H Y E L7, actioniE Tpermitted] F721% [denied) T,
HREDE 1~ETT,
716042
I5— Ayt—Y  $ASA-6-716042: access-list acl ID action tcp
source_interface/source_address (source_port) -> dest _interface/dest_address (dest_port) hit-cnt
count
#8B8  acl ID ® WebVPNTCP 77 A 22> hma—/)L U A NT, dest_interfaceldest_address D55
55 dest_port \ZHRE ST Y — A A X — T = A A source_interface/source_address M R — h
source_port TRAZ I N72/37 » MZR LT count BIOE v~ R 3%V F L7, action 1% [permitted |
F721% (denied) T,
HRUE ~ETT,
717001
I5— AytE—Y  $PIX|ASA-3-717001: Querying keypair failed.
R BERERPUICML IR — T RO FHAT L,
HRELE FIAMRA U a7 Falb—va VCHIRF T NH5H 2 L &R LT,
Bk mEELET,
717002

IZ— Ayt—9 $PIX|ASA-3-717002: Certificate enrollment failed for
trustpoint trustpoint name. Reason: reason_string.

B Z D trustpoint_name ST A NARA 2 N OXBERTRMN KL E LT,
trustpoint name : HEREROGG L 72D 8T A MRA M,
reason_string @ ERERANIPL L IZBLHA,

HRNE L L-HEBICHOWTIR, REFROY— %R L ET,
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717003
I5— AwtE—Y $PIX|ASA-6-717003: Certificate received from Certificate
Authority for trustpoint trustpoint name.
HBA = D trustpoint name ST A FARA v NIkt LU CRRRERE OREHEEZ EEICZE LE L,
HRLE L
717004
IS5— Ayt—Y  $PIX|ASA-6-717004: PKCS #12 export failed for trustpoint
trustpoint_name .
B T A RAFRA B trustpoint_name =7 AKR— R TCXERHATLE, T ARFRA R
{ZDWT CA GEFIEZZAAAE L, ID GEIENFE L TRV, EI0ERF — T 8K
HLTWDRREENRH Y £,
HRUE ERSNI T ARRA LV MO L TCHRERFEAE L X =T "d D5 L 28 L
ij—o
717005
I5— Ayt—Y $PIX|ASA-6-717005: PKCS #12 export succeeded for trustpoint
trustpoint_name .
B R T R RARA 2 b trustpoint_name DIEFIZT 7 AR — FIvE LTz,
HRLE L
717006
IS5— Ayt—Y  $PIX|ASA-6-717006: PKCS #12 import failed for trustpoint
trustpoint_name .
B TR Iz BT R NAERA Vb trustpoint_name HAPETEX FHATLE,
HRWE (A LEET—2OEAMZMHR L. pkesl2 L a— FEENELBEY TS
NTWDLEZELZERL, A VA= FOBATETFEFELET,
717007

IS5— Ayt—Y  SPIX|ASA-6-717007: PKCS #12 import succeeded for trustpoint
trustpoint_name .

B TR L7 b7 A MARA Vb trustpoint_name DA R — MRIEFIZET LE LT,
HENE ~ETT,
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717008

717009

717010

717011

I5— AwtE—Y $PIX|ASA-2-717008: Insufficient memory to
process_requiring memory .

%88 process_requiring memory D A E VEI D Y TEFITHICNEH= T —NRBELE LIz, AE
UDENN Y THRICEDMO T v A TRIENEAE L, IEOQUENYIT b5 AlRetEn s v £
—a’-‘o

HRME SOICT NI THEDIIAEIRHBIOe 72 EL AT L2V —RKLE
‘j‘o

I5— AytE—Y $PIX|ASA-3-717009: Certificate validation failed. Reason:
reason_string .

B  reason_string D=, AEAEORGEN KL E LTz, reason string 1%, REXDJRE %7~ L
F9, AUk, B o TLREAEORGERIT, BARGEAET FY Ba— b, Fidar g
Fal—a ORENRKNTH D IR H Y 7,

reason_string : FIEF1EORRFEN I L7 B,

HRWE #HU)e b T A NRA VU SR EOMNERNT & D reason_string TRENTWDIEAE,
AT A4 X2 b=V a Y CHRAEDTZDENIR R T A RRA V FBRREISNTND I L 2R L
EFT, VAT LORZADBILR ORI L TERTH L Z L4 MR L ET, reason_string %
Frv 7 L, RSNTHEEFTIELET,

I5— Ayt—Y  $PIX|ASA-3-717010: CRL polling failed for trustpoint
trustpoint_name .

Bl CRL R—VU U270 LE L, CRL F = v 7 BREREAIL, ZUT Xk » THREIE
HINDAREENH Y £,

trustpoint_name : CRL ZZR L7z b T &2 M ARA o F D4Hi,

HERME HTE SN/ CRLERA > b E O AR L, TE)O CRL RN IE L #EE+ 2
TLEMRLET,

I5— AyE—Y $PIX|ASA-2-717011: Unexpected event event event ID

BB oo Avk—IF, BEOFETIITFHENRNA R IR EAELIZZEERLT
WET,

HESRAME FHEA E08E L T Cisco TAC IZBH HHL F &,
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I5— AyHE—Y $PIX|ASA-3-717012: Failed to refresh CRL cache entry from the
server for trustpoint trustpoint_name at time_of failure

HEB Zor s A vV BRI T A MKRA b trustpoint_name ([T H¥ v v A
SN CRL=V FUDY 7L yrad, RIINT time of failure T, K LI=Z L &R LT
FT., ZHhICEoT, Y AT A EOHW CRL 34U, f%)72 CRL % 2488 & F DB AR S
NWHHEEDRH Y £,

HRULE X hT— T DOXTR0U—ROF Tl = RO O E & R L E
7, crypto ca crlretrieve =~ > RA4ffiHl LT, CRL #F&ETHSE L £,

I5— AwtE—Y $PIX|ASA-5-717013: Removing a cached CRL to accommodate an
incoming CRL. Issuer: issuer

BBl SO VEFBHEZM LT IPSec MRV ERIFT S L O ICEBERRESN TV IES
I, RO ONZ CRL % 7 > — FE9I2 T & 912, Certificate Revocation List (CRL; FiERH
EIGHY ZAR) MAFBVIZF Yy Va2 SNAFEERH Y T, FrvrannoiEW0izio
THIE CRL 2% T AN OGN R oo Bid, MER AR—ZXDMEM AIREIZ 72 5 £ Tiliv» CRL
DHIFRESN TWEET, Z0ou s A X ME, RX—=YENDH% CRLIZKH L TEKRINET,

HRELE F2ZTH,

I5— Aw+t—Y  $PIX|ASA-5-717014: Unable to cache a CRL received from CDP
due to size limitations (CRL size = size, available cache space = space)

BB TUXNAGERAELAMSH LT IPSec b RAVEFRAET D X O ICHEENHREIN TV LGS
IE, DTN CRL 24 U v m— REFICHETe L 912, FEERS Y XA~ (CRL) BAEY
Wx¥ vy a2 ENDAREERNHY ET, Zou sl A XU MEL ZIELEZCRLAETECEx v v
a2l E LRV RICAER S ET,

HROE OMEIIALETT, KEWCRLIZF v v a2 INFEEAN, jlE&EBmESR—hanE
T, T, % IPSec #55i T CRL N4 Vo u— REND Z &2 BEWH L E T, IPSec #D/ N\ —
A NEFICRT p—~ AT SRR H D £,

I5— AwE—Y $PIX|ASA-3-717015: CRL received from issuer is too large to
process (CRL size = crl size, maximum CRL size = max_crl_size)

B Zowm s A2 ME, IPSec Bl Lo T, FFAl &K CRL YA X max_crl_size &
DHRZWCRL X 7 vm— RENTHEICEMRSINET, Zhiud, ERokkEz5I L3
TT7—REETT, ZOAvyE—ViE, 10BICIREILAFERENZVE I ICHIBSATOET,

HREME CRL FROEGF v 7 T, 27— 0T 4 DR ERQRKE L 725 AREMR
HYFES, ZOMEEMRIT D HFECE, ROV YV 2—v a3 ZFHELTCRLOIF A X%
INELTHZ L, FILECRLMFEAVLE L L2WT NS ZAERETDHZENHY £7,
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717016

717017

717018

717019

I5— Avyt—Y $PIX|ASA-6-717016: Removing expired CRL from the CRL cache.
Issuer: issuer

B 7/&WE%$%ﬁ%Lfm&c%/zwémﬁféio EENRESNTHDIHE
I, Bt WNC CRL # X 7 v a— REFICHEL L 512, fEIERZY A F (CRL) 8 A€
6 f\"\?//:éz}’LéT EMENRDH D ET, v s A2 M, CABEE Ltﬁ?ﬁﬂ;%ﬁit

BRESNIZF v v Vo BEARE L, CRL AT v v vanbilifsnzsmaictEksntd,

HRNE WEIIRETYT, Zhid, BrR4ET32083560 £7,

I5— AytE—Y $PIX|ASA-3-717017: Failed to query CA certificate for
trustpoint trustpoint_name from enrollment url

BB AL GERERN SO CAREAFEZERTHZLICE>TF I A MRA U FERBREL & 9
ELIEEITRAET DT —n JIZRELET,

HRILE “OFFAMRAL FTEBEEURL BDRESNTWAZ & AR L, AR — ¢
O R LT, BEREFRITLET,

IS5—AyE—Y $PIX|ASA-3-717018: CRL received from issuer has too many entries
to process (number of entries = number of entries, maximum number allowed =
max_allowed)

Bl —oon s A2 NI, IPSec%@L FoT. PFR—=FTEDLVHLEL DRI N &
Gt CRLNA U n— Ran-Eaicdkasnsd, 2t 8ozl siki4+=T—
RHETT, ZDOAvE—) \mb_lﬁbﬁirén&wio ZHIRE N TWETS,

issuer : CRL FE{T3# D X.500 4.

number_of entries : A5 L7z CRL NDKZh— > N U D,

max_allowed : ZEEN AR — F 45 CRL = b U OFKE,

WENE CRL FiXoLF =y T i A= VT 4 P bERRREE 72D A[REMED

HYFET, ZOMBEEFRTLHFIEE, SGEROY Y 2a—va Y ERHEL TCRL DY A X%
INELTBHT L, itiCRL*ﬁuft%zEkLiﬁb\T/\%Z% RETHIEMDY £,

I5— AwtE—Y  $PIX|ASA-3-717019: Failed to insert CRL for trustpoint
trustpoint_name. Reason: failure reason.

BB vl A4 X2 b, CRL ZEASG SN0, BAITH Y., failure reason DI=HF v v
ICHATE RNV E AR SNET,

trustpoint_name : CRL ZZR L7z b 7 &2 M ARA o F D4Hi,
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failure_reason : CRL % ¥ v v ¥ 2 [T AN TE 2o 1B,

HRWE BEOVAT LARANBIERORZICH L TERTHD Z L 2R LET,
NextUpdate 7  —/L R 725513, NextUpdate 7 4 — /L REEHT L LI N T A FARA >
FeRELET,

IZ— Ayt—2 $PIX|ASA-3-717021 Certificate data could not be verified.
Locate Reason: reason_string serial number: serial number, subject name: subject name,
key length key length bits.

HEB ZORXAvE—UE, VU TABFBETRINCIEAEERIEL L O & LT, B S -2EH
WL THT V=l NEAERIECTERWVWERICRTREINET, v/ =F v &4 L CGEAE
F—HERFET D & o SICERESNDI N OO T RN RBETLHREENH Y 9, Zh
Wik, BEDEY R — ¥ A4 oV R—FEhWnk— A4 IREGENE T,

reason_string : FEFAE ZMRFE T & 2o 7B H,

serial number : RFEF OFEAED U 7 LE 5,

subject name : AL OFEAEIZEEND VT =7 M,

key length : Z DFEEICEL T HIDIIHEHINDLF—NOE » ML,

HRIE BHESNFHEAELZRIT, A9THh2 L, A x— 24 TREENTNS D
L. VA= FENBERF— A XEZHEBE L TWRWD & 2R L ET,

IZ— Ayt—2 $PIX|ASA-6-717022 Certificate was successfully validated.
certificate identifiers
BB ZOXA vyE—V, RSNEEAENERICHRGES N GBI R RENET,
certificate identifiers : IEH IARFE S AU72 FERA 3 2 3Rk 519~ 2 15 o \_Z}’Wléi\ BE, YU TE
. BTV MR EPREENET,

HEMLE LEIIARETT,

I5— AwtE—Y $PIX|ASA-3-717023 SSL failed to set device certificate for
trustpoint frustpoint name. Reason: reason_string.

] C@XV?*”:t%Lﬁmﬁmﬁ@t@%E@F7XFT4/FTTA4X£W£%
FLEYELTERBLESEAICETRENET, SSL &@@Eﬁiﬁéﬁé EH3 257 /A AFEH
EERTELLYELET, :@7"1:@7&13 WCRELEEETn Il ESnEzS, Aot —V
WZid, T3 AFEAEO 7 — RIZEH T REREFELD % FANKRA L N ERBROBEANEG E
nEI,

trustpoint name : SSL 3T /S A AFEAEZFHETE ehole T A MRA v b D4,
reason_string : 7 /NA AGEAZEEZ R E TE e o 7 HH,

HERELE LW Tl SNl RS MEE iR L E T,
o WINPT APMRA L FPRBERINTEY . 7 AGAEAFELFF > TND 2 L &l

[ oL-3938-02-J
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717024

717025

717026

717027

o TS AGEAENGNTHD Z L2 MR LET,
o WERGAIE, PTAMNKRA U NEFERELET,

I5— Awyt—Y SPIX|ASA-7-717024 Checking CRL from trustpoint: trustpoint name
for purpose

HBA Zovl AvkE—IlF, CRLARBINTNDLZEEZRLTWVET,
trustpoint name : CRL 28IfF I TWD N T A RARA > b D4,
purpose : CRL WIAF SN TW LB,

HRELE 2T,

IS— Ayt—9 $PIX|ASA-7-717025 Validating certificate chain containing
number of certs certificate(s) .

BBl CoAvE—Vid, GFHEOF U MRAES N TV A L S ICERRENET,
number of certs : F = —  WNOFEHAEDHL,

HRDE 1~ETT,

I5— AwtE—Y  $PIX|ASA-4-717026 Name lookup failed for hostname hostname
during PKI operation.

BB ZORAvE—UIE PKI AL —3 g CORITTICFIED R A MM BRI TE e (12
FrRINET,
hostname : R TE IR0 2R A M,

HRILE FTEOKRANMDOIL 7 4FX21—3 3 BLODNS H— R o MY ZFHCE
WTELZLAMRLET, FO0nD, A —y a3 VEAFHRITLET,

I5— AytE—Y $PIX|ASA-3-717027 Certificate chain failed validation.
reason_string .

BB oA yt—VE ERAEOT = — U ZREETE R oI GA IR RSN E T, RO
K% EHEICRTTZOBBERRRINET,
reason_string : fEET = — 2V ZRFETE 2o 7B H,
HRNE HAIORINTZREZHR L, ROLBOWT I E ET L CTRIEZFHRITLET,
* CRL F = v 7 BNULBERYEIT CA ~DOE 2R LET,
o FITRAPMRAL IPRFESNTEY, BERHEATEL 2 L 2ml LET,
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o Fx—UHNOIDIEHENEHICESWTESN THLZ L E2HERLET,
o FEHAENIH L TV & EERLET,

I5— AwtE—Y 3PIX|ASA-6-717028 Certificate chain was successfully
validated additional info .

BB ZOAvE—UE GEHEFEOT = — U EFICHREES GBI R RSN ET,
additional info: CRL F = v 7 DNEAT IR Do 72 Z & %~ 7 [with warning | 72 £ GEHE T = —
UIRED LD ITHREEE N B R T IEIMERP RS INET,

HRENE LEITIARETT,

IS— Aytk—v $PIX|ASA-7-717029 Identified client certificate within
certificate chain. serial number: serial number, subject name: subject name.

BB ZoAyE—Ui REHENS T4 TV MEETHDL L ERLTOVET,
serial number : 7 7 A 7 FEHE L L THEMNINLHAEAED Y 7 LE R,
subject name : 7 7 A 7 v MEAEE U CH SN DFEAFEICEENDLI T TV 27 M,

HEMLE LEIIARETT,

I5—AyE—Y $PIX|ASA-7-717030 Found a suitable trustpoint trustpoint name to
validate certificate.

B ZORX v — VT GEHEORGECH N TE 2@ E 72T ATREZ: BT R BARA 2 BB
Bomolo b EICRREINET,
trustpoint name : AEBAEOKRGFEIZER INA T A hRA > b,

HRDE LEIFIAETT,

I5— AwtE—Y $PIX|ASA-4-717031 Failed to find a suitable trustpoint for
the issuer: issuer Reason: reason_string

HEA oA vE—UiF, FHARER NI A NKA Y EBRRONL o7 L ZICEREINE
T ZORA =1, @Y NTAMRA L EBRONLRPSTZEHEORITEZ R L, K
OBLEZ /R LET, iEAZEOKRETIL., FEEEZRFET 272 OIEY 72 8T X RARA A
EFAIREIC R > TWAMLERH D £,

issuer : BEE S TV EEIAE DI TH

[ oL-3938-02-J
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reason_string : WY)7e N T A NARA MR AONG o T BEH,

WRLE 2. 7 4FX2l—2a XTI TAMRA Y MBRE. 3RIE. BIUOBEEENT
WAHZ L EMERL, BHAIORINEREE R LEST, F/2, a7 X2 b—ra rn, ¥
1TTENTIDIEHAER LY, BEDH A FTOFHAEEZH AT L TCWD I L E2HRLET,

718001
IS— A= $PIX|ASA-7-718001: Internal interprocess communication queue
send failure: code error_code
BBl VPNLB ¥ a—TAyt—VaFa—ICANLI) L LILLEIC WHY 7 by =7 =57 —
DREALE LT,
HRLE @5, HIREORVIREETY, LU, FENBR L2VEE, $703®ELL
ROVEERBI SR SNDELAIE, 2V Y-V EREVAT A B S ICERENDLEET— Ay
t—U%FDFFEab— L, Cisco Technical Assistance Center (TAC) T — bk Z{&KHH L TUL
LLIERE ZRIE S0,
718002
I5— Ayt—Y $PIX|ASA-5-718002: Create peer IP address failure, already at
maximum of number of peers
BB AT ETORRKEABBLE Lz, Bl TIIEREINET,
WEOLE n— RT3y Ry NT—2 a7 4 X2 L—2 a3 0 2R T, LB E7 0K
M. FFA SN RMEZ S L TR L AR L ET,
718003

IS5—AyE—Y PIX|ASA-6-718003: Got unknown peer message message number from
IP address, local version version_number, remote version version number

HMEl LB ET7TOWVWTHNG, BEINAVE— RS A b—UNRZEINE L
7o THUE, ETHEONR=a v OR—HERLTOWBAREERH D £33, NEY 7 b o=
T T —MNRKE o TWBEEBRDbILET,

HRME T COLBETICABEND D Z L AR LE T, AR S 55 2 OIRREN
A, FRIREE LI AR2VEERSISEZ SNDLEE, ar Y — EiZvATs as
REINDHTT— A=V ZFDOFEFEa— L, Cisco Technical Assistance Center (TAC)
R— b AHHE L CUNEE L2 a TR &,
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718006
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I5— Avyt—Y $PIX|ASA-6-718004: Got unknown internal message message number

HEH RHMONTA v E—VEZIELE LT, B%. 2, WY 7 b7 =53—23H5
L AERLTWET,

HERNE F. ZUIEORWIREETY, LU, RIENHRE LRWGEE., R ®EELL
RWEMERSIZEZENDIEAIE, oY —LERITIV AT L a SIZERENDITT— Ay
v —T%FDFFar’— L. Cisco Technical Assistance Center (TAC) (ZH 73— k&2 {&#H L CTIX
LR E2 TR 7EE 0,

I5— Awt—Y $PIX|ASA-5-718005: Fail to send to IP_address, port port

BB - RRRFov T Yy Ty bERRELES ELEEEEIC, AY 7 b =T
TIT—=MEAELELE, ZhE, Xy N =V ORBEELIEINEY 7 Ny =7 =7 =N FEET
LAREMENNH D Z L R L TWET,

HRLE txX2V7 4 TTIATUVATRYy NU—IDar 7 4 FXal—varvkFzvl
L. AV H—T2AA ANT 7T 47 TT0 N T—HRT A AZ@EBLTND D L EHER
LET, BENMERELRWEES, FH3EE L 2VEMERSI SR S5 581, 20—
NEFIIVAT L a IR RENDIEZT— Ao —V%ZDFEFEa b — L, Cisco Technical
Assistance Center (TAC) 2R — R Z4KIH L CUE L7218 E TRt 7230y,

IZ5— Ayte—9 $PIX|ASA-5-718006: Invalid load balancing state transition
[cur=state_number] [event=event number]

BB AT —F I I —NREALELE, N NEY 7 Y= =T —0NFET S A
MRS ALZ L E R L TWET,

HRNE By . ZIUIMEORVIRETT, L., RIENMERE LWEES, 7238 E LL
RWEMERSIZEZENAYAIT., 2 Y —ILFERIZV AT L a SICERENDITT— Ay
—TU%FDOFF a2 — L. Cisco Technical Assistance Center (TAC) 2V AR — ~ Z4K#H L CTUX
TR E TR ZE N,

I5— Ayt—Y  $PIX|ASA-5-718007: Socket open failure failure code

BBl o—RKARTUI T Yy bEHIOELTWDEXIC, 2T —0RAELELE, Zh
I, Xy NU—2 ORBEEIINEY 7 NV 27 5 —BEET D ARENENHSH Z L 2R LT
WETJ,

HROLE X207 T7I9ATVATEYy NU—IDary 7 4Xal—varwFov/
L AV B —T 2 A ANT I T 47 TTa b F—EZRTF AL Z5BERLTNE D &5 R
LET, MENRRELRWGES, $RIFEE L AVEERS SR IG5, =Y —
NETFIIVAT A o IR RENDIZT— A v—I%2FOFEFE 2™ — L, Cisco Technical
Assistance Center (TAC) ZH 7R — R Z4KIH L CUUE L7213 E ZHRit< 723w,

[ oL-3938-02-J

Cisco Security Appliance YA T4 OJ A vy&—Y R



F2E LRFLAYT AvE—Y |

W xy+—< 701001 ~ 720073

718008

I5— AytE—Y $PIX|ASA-5-718008: Socket bind failure failure code

BB RTINS RLESEL TS E XD, =7 —0FELEL
Too ZHUT. Ry MUY= OMBEEIINEY 7 U =7 =7 —BEET DR H D Z &
ZRLTWET,

WROLE ©xX=2UT4 T I9ATVATHRYy NU— a7 4 Xalb—varkFzy
L. AV H—T 2 A ANT 7T 47 TT0 N T—HRT A AZ@EBLTND D L EHER
LET, BEPMERELRWEES, F3EE L 2VEMERSI SR SN 5813, 20—
NEFREF VAT L v IZERINDTT— Ayt —U%FDFEFEa— L., Cisco Technical
Assistance Center (TAC) 2R — R Z4KIH L CUIUE L7218 E ZREE< 7230,

718009

I5— AytE—Y $PIX|ASA-5-718009: Send HELLO response failure to IP_address

#2BA Hello Response A v E—T % LBETD 1 DIZHEFELEI ELTWAE XL, =T —03%
ELFELE, 2T, Ry NT—2ORBEEZIEINEY 7 bU =7 =T —NEET D A[REMEN
HHZEERLTWVET,

HRLE X2V 7 4 TTIATUVATRYy NU—IDar 7 4 FXalb—varkFzvl
L. AV H—T A ART 7T 47 TTa ) T—HRT A AZ@EBELTND T L EHER
LET, MENRERLRWGE, FH3ZEE L 2VEERSIESEZ IS8 E81E, 20—
NWERFI VAT A B IR REINDITT— AvbE—UE2FDFEFE T — L, Cisco Technical
Assistance Center (TAC) 2V AR — F&AKH L CIE L7 H 2 TREK 72 &0,

718010

I5— Awt—Y  $PIX|ASA-5-718010: Sent HELLO response to IP_address

HEBA X2 UT 4 7T A4T AT L 5T, Hello Response A > F— 78 LB B 7IZIE(E S 4
F L7

HRNE FHOLTT,

718011

I5— Awt—Y  $PIX|ASA-5-718011: Send HELLO request failure to IP_address

£%B3 HelloRequest A v Z—TZ IBETD 1 DIZEFLEI L LTWND EEIZ, =T —0%AE
LELE, ZhiE, 2y N2 ORMBEETIINEY 7 b o =7 =7 —BEET 5 AlREEDR &
LT EERLTVET,

HRERE X274 TT7IATUVATEy NIV —7Dar7 4 FXalb—varkFzvl
L. AV H—T A ANRT 7T 47 TT0 N T—HRT A AZ@EBELTNDZ L EHER
LET, MENRERLARWGE, FRI3EE L ZVEERSIEEZ SNA5E81E, 2 Y —
NWERIF VAT A BT IZEREINDITT— A=V 52 FDFEFEaE— L, Cisco Technical
Assistance Center (TAC) (VAR — M &K L CUUEE L7 iz TREEK 72 &0,
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718012
I5— Aw+E—Y $PIX|ASA-5-718012: Sent HELLO request to IP_address
HEBA vX=VUT 4 TFTAT AN, HelloRequest A v&—T% LB BT ~kE LE LT,
HREDE FHROHRTT,
718013
I5— AytE—Y  $PIX|ASA-6-718013: Peer [P address is not answering HELLO
fiBA LB 7 /Y HELLO IZJ0E L TV EEA,
HRME LBSSF &7 OREL K MU — 7 e B LET,
718014
IS5—AytE—Y $PIX|ASA-5-718014: Master peer IP_addressis not answering HELLO
BB LB ~vA¥— 7 A HELLO IZJEE L CWERA,
HERWE LBSSF v A¥— BT ORIEL Ry MU — I e B L E T,
718015
I5— AwtE—Y $PIX|ASA-5-718015: Received HELLO request from IP_address
BB X2 UT 4 TTTAT AW, HelloRequest A vE—V% LB BT NHZELE LT,
HERME [FHROHTT,
718016
I5— AwtE—Y  $PIX|ASA-5-718016: Received HELLO response from IP_address
BB X2 VUT 4 TTT AT AN, HelloResponse /37 >~ & LB ET O ELE LT,
HRWLE HHOHTT,
Cisco Security Appliance Y X TAL OF A yt&—Y
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718017

I5— AvytE—Y $PIX|ASA-7-718017: Got timeout for unknown peer IP_address msg
type message_type

BBl X UT 4 TTIATUARKRANDOET DA A LT N MBELELE, 73T
T 7747 VAMPLHIBREN TWDAEEERH LD T, A vb—IFERINE L,

HRELE # b —UNRRLARVGS, 232 E LI RVEENSIEEZ S 55514 LB
E7 ZRHRT, REPDTRXTELWZ EZHERLET,

718018

I5— Ayt—Y PIX|ASA-7-718018: Send KEEPALIVE request failure to IP_address

#iBA Keepalive Request A v Z—T % LB ET D 1 DIZEFELEIIELTWE EEIZ, =T —N
FAELELRE, Ziud, Xy NIV OMEEIINEHY 7 b =T =7 —RNFEET 5 Alheltk
BHDHZLERLTNET,

HRLE X207/ T I7ATUVATRYy NU—2Dary 7 4 F¥al—varezFzy/
L. AV H =T 2 A ANT 7T 47 TT0 N T—HRT A AZ@EBLTND D L EHER
LET, BEPMERELRWEES, FH3EE L 2VEMERSI SR S5 6813, 20 Y —
NEFIFVAT L B ICERENETT— Ay —V%FOFEFE ' — L, Cisco Technical
Assistance Center (TAC) 2R — R Z4KIH L CUUE L7218 E ZHREE< 7230,

718019

I5— AytE—Y $PIX|ASA-7-718019: Sent KEEPALIVE request to IP_address
BB X2 UT 4 T T4 T AN Keepalive Request A vE—V % LB ET ~%F LE Lz,
HERBWE HHROHRTT,

718020

I5— AyHE— $PIX|ASA-7-718020: Send KEEPALIVE response failure to IP_address

#%B8 Keepalive Response A v E—Y % LB ET D 1 DIZEFLEI ELTWDHEXIZ, =F—
DIRAELE LT, 2L, Xy NV—27OREELIINHE Y 7 by =7 =7 —{FET 2 AlhE
WRHDH L ERLTNET,

WROLE ©xX=2UT74 T I9ATVATRYy NU—Dary7 4 Xalb—varkhFoy
L. AV H =T 2 A ANT 7T 47 TT0 N T—HRT A AZ@EBLTND D L EHER
LET, BENMERELZRWEES, FH3EE L 2VEERGI SR S5 6813, 20 Y —
NEFIIVAT L a IR RENDIEZT— Ao —V%ZDFEFEa b — L, Cisco Technical
Assistance Center (TAC) 2R — R Z4KIH L CUIUE L7218 % ZHRIE< 7230,
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I5— AwtE—Y $PIX|ASA-7-718021: Sent KEEPALIVE response to IP_address

BB EX=2VUT o T T4 T ALK 5T, Keepalive Response A v — 2 LB B 7 IZE(F
SIE LT,

HERBE fFHROHRTT,

I5— AwtE—Y  $PIX|ASA-7-718022: Received KEEPALIVE request from IP_address

BB X2 UT 4 T T AT AN, Keepalive Request A v E—T % LB ET NHZELEL
7o

HBME FHROLTT,

I5— Ayt— SPIX|ASA-7-718023: Received KEEPALIVE response from IP_address

$EB EX=2UT 1 77T AT AN, Keepalive Response A vE—T% LB BT 02625 L E
L7z,

HERNE FHOLTT,

I5— AyE—Y $PIX|ASA-5-718024: Send CFG UPDATE failure to IP_address

#%BA Configuration Update A v E—VZ IBET D 1 DICEELEI E L TND XL, =F—
MDHEELE L, 2L, Xy NV—ZORBEELEINE Y 7 by =T =7 —BFHET 5 AEE
WRnHDHEERLTHET,

HRERE X274 TT7IATUVATEYy NV —sDar7 4 FXalb—varkFzvl
L. AV BT A ART 7T 47 TTa N T—HRT A AZ@EBELTND I L EHER
LET, MENMERLRWGE, FRIXEE L ZVEERSIEEZ SNA5E1E, =2 Y —
NWERIFI VAT A B IR REINDITT— AvbE—U52FDFEFE T — L, Cisco Technical
Assistance Center (TAC) 2V AR — FEAKIH L T L7 EH 2z TREK 72 &0,

I5— AwtE—Y  $PIX|ASA-7-718025: Sent CFG UPDATE to [P address

BB X2 VT4 TTTAT AN, Configuration Update £ vZ—T% LB 7 ~4F L&
L7z,

HIBME FHROHLTT,

[ oL-3938-02-J
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718026

I5— AwtE—Y $PIX|ASA-7-718026: Received CFG UPDATE from IP_address

BB X2 VUT o T7TA T AN, Configuration Update X vE—% LB E 7 nH%2fF L
E L7,

HERBBE fFHROHRTT,

718027

IZ—Ayte—2

$PIX|ASA-6-718027: Received unexpected KEEPALIVE request from
IP _address

BB A v -

HRME MENERL2VEGEES, TR E L RVEERSI SR Z SN2 5E81F. 73T
LBETHNELSHFEESIL, MIHEINTHEZ 2R LET,

718028

I5— AwtE—Y  $PIX|ASA-5-718028: Send 00S indicator failure to IP_address

g8 OOS Indicator A v E—YZ IBETD I DICEELLYIE L TWA L XIT, =T —2N%4AE

LEL, 2, *y NIV—27 OMEELIINHY 7 by =27 =7 =0 FET 2 /RetkEn &
HZEmRLTVET,

HRNLE txX=2V74 T TIATVATERY NV—2oDary 7 4Xal—vara2F=v/
Lo AV X —T A ANTIF 47T ba)l F—ERNF AL A BB LTSI L 52iER
LET, MENRRELRWEGS, IR E L AVEERS SR I8 61E, =Y —
NETFIIVAT A o IR RENDIZT— A v—T%2FDOFEFE 2 — L, Cisco Technical
Assistance Center (TAC) ZH 7R — R Z4KIH L CUE L7213 E ZHRit< 723w,

718029

I5— AwtE—Y $PIX|ASA-7-718029: Sent 00S indicator to IP_address

BBl tX=2VUT 4 T7T7A4T AN, 00S Indicator A vt —T % LBET~EELE LT,
HRLE FHROATT,

718030

I5— AwtE—Y  $PIX|ASA-6-718030: Received planned 00S from IP_address

BB X VT TTITAT AR FHER00S A vt —VEILBETNLZELE L,
HRNE FHOLTT,

Il Cisco Security Appliance YR T4 BT Ayt&—Y
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718031

I5— AwtE—Y $PIX|ASA-5-718031: Received 00S obituary for IP_address
BBl X VUT o TS T AT AR, 00S Obituary # LB B 7 B2 L% Lz,
HREDE FHROHRTT,

718032

I5— AwtE—Y  $PIX|ASA-5-718032: Received 00S indicator from IP_address
BB EX=UT 4 77 T4 T AN, 00S Indicator % LB 7 7 HEZIF LE Lz,

HRNE FHOLTT,

718033

I5—FytE—Y PIX|ASA-5-718033: Send TOPOLOGY indicator failure to IP_address

BBA  Topology Indicator A v E—Y % LB ET D I DIZEEFEL LI ELTWVDHEXIZ, =7 —0
RAELELE, T, *v hU—7 ORBEEZIINEY 7 v U =7 =7 —0NF1ET 5 a[REME
Rind = LaRLTNET,

HEENLE X207 T77I9ATVATEY NU—IDary 74 ¥al—arkdFovs
i AV E—T2AART T 47T ha) FT—ERT AL AEZBBLTNAE I L EHER
LET, MEPERELZWVWEAS, SRR E L AVEMERSIEEZ SND2GHI1E, 2 Y —
NELIZVAT A e IR RENDZT— Ay —T%FOFEEa— L., Cisco Technical
Assistance Center (TAC) IV — b Z4KHE L TUE L7z s TR < 2 &0,

718034

I5— AwtE—Y  $PIX|ASA-7-718034: Sent TOPOLOGY indicator to IP_address
BB X2 VT 4 T T AT AN, Topology Indicator A v — % LB ET ~k&E L E L7z,

HRNE FHOLTT,

718035

I5— Ayt—Y SPIX|ASA-7-718035: Received TOPOLOGY indicator from IP_address

$BA X VUT 1 7T AT AN, Topology Indicator A v E—T% LB BT 2625 L E
L7z,

HERBWE FHROHRTT,

Cisco Security Appliance Y X TAL OF A yt&—Y
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718036

718037

718038

718039

718040

IS5—AyE—Y SPIX|ASA-7-718036: Process timeout for req-type fype value, exid
exchange ID, peer I[P _address

HBE X2 VT TTIATUARET DA LT U MNEMELE L,

HRME 7 HRXALTUNSNEIEEHRBLET, XA LT T NI TWARNWGEIE, B
TIBar 7 4 FXal—araFov I L ETLEX2T 0 T FI9AT U RAEDOBOR Y
N — 7 i a R L ET,

I5— Ayt—Y $PIX|ASA-6-718037: Master processed number of timeouts timeouts

BB v AX—BEOEX2 )T 4 TTIAT VAR, FBRENTZEHOET 24 LT T k&AL
HLELL,

HRLE YA AT MPELVI EFHRELET, ELLAWVWESIE, 7 LBy 7 4 Xa
L—yarvkaFxv L, BT7¢X2VT 4 TTITATUVAEDORBIOX Y NU— 7 Bl % hE
%‘78\ Li‘a‘o

I5— Ayt—Y $PIX|ASA-6-718038: Slave processed number of timeouts timeouts

BB AL —TBEOEX2VT 4 TTIAT VAR, FBREENTZHOET 24 LT T k&AL
HLELL,

HRLE YA AT MPELVI EEHRELET, ELLAWVWESIE, 7 LBy 7 4 Xa
L—YarvkaFxv L, BT7¢X2VT 4 TTITAT UV AEDOBIOX Y NU— 7 B %
%‘78\ Li‘a‘o

I5— AwtE—Y $PIX|ASA-6-718039: Process dead peer IP_address

BB X2 VT 4 TTIATUART y RETERHLE L,

HRWME T FETORENESYTHLIZ EZMHERLET, EYTRVWEAITL, 7 LB =
V74X al—varEF v I L, TR T4 TTIAT U ALEDOBDOX Yy U —
U e LET,

I5— AytE—Y $PIX|ASA-6-718040: Timed-out exchange ID exchange ID not found

B X2 UT 4 TTIATUVANT y FETERHELE LA, K ID NEEInLEE
ATLT,

HERBE fFHROHRTT,

Cisco Security Appliance YR TAL OF A yt&—
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718041
I5— AytE—Y $PIX|ASA-7-718041: Timeout [msgType=fype] processed with no
callback
HEA X2 VT TTIATUARTy RETERELE LR, AFTa— Ny 7l
AShEFATLE,
HROE FROHTT,
718042
I5— AwtE—Y $PIX|ASA-5-718042: Unable to ARP for [P address
BBl v H s FLEYE LRI, X2 T4 TFTAT AT ARP EENEA
LE L7,
HRLE x> NI PRBELTND L L TRTOETNREWCHEETE D Z L 2R L
iﬁ_o
718043
IS— Ayt—2 $PIX|ASA-5-718043: Updating/removing duplicate peer entry
IP _address
B X2 UT 4 TTIATOAPRERETLIET 2 P ZRIHL, HIFRL TOET,
HENE HHROHTT,
718044
I5— AwtE—Y  $PIX|ASA-5-718044: Deleted peer IP_address
BB X UT 4 TTIATUABLB ETZHIBRLTWET,
HRWE FHHwosrTT,
718045

I5— Awt—Y  $PIX|ASA-5-718045: Created peer IP_address
BB tX=2UT 4 TTIATUARLBET ERHLE LI,
HRLE HHOATT,

Cisco Security Appliance Y X TAL OF A yt&—Y
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718046
I5— AytE—Y $PIX|ASA-7-718046: Create group policy policy name
BB R LB ETIWHlET S0, X2 VT4 TTIAT VAN N—T R v—%{E
MLE LR,
HERWE [FHROAHTT,
718047
IS5— Ayt—Y  $PIX|ASA-7-718047: Fail to create group policy policy name
B LB T HOEELZ X2 )T 4 THRET DD/ V=T R —&fFR L LD L LT
X, BX 2 VT4 TTIAT U ATHEENBELE LT,
HREME B 7 Fal—rarBELWI EE2MERLET,
718048
IS5—AvtE—o $PIX|ASA-5-718048: Create of secure tunnel failure for peer
IP _address
B LBET ~DIPSec P FNEMILLED L L&, BX2 VT4 TTIAT AT
EENFEELE LI,
HREME B 7 Fal—rarPELS, Xy FT—IPREELTWD Z L 2R L E
j‘o
718049
I5— AwtE—Y  $PIX|ASA-7-718049: Created secure tunnel to peer [P address
BB X2 UT 4 7T IAT U ABLB BT ~D IPSec b FILZIEHICHENL LE LT,
HRLE HHROHTT,
718050

I5— Avyt—Y SPIX|ASA-5-718050: Delete of secure tunnel failure for peer
IP_address

Bl LB Y7 ~DIPSec o AN EZK T LELYELEEEXIZ, X2 VT 4 TTIAT AT
EENEALE LI,

HRMLE 1B 74 Fal—YarPELL, Xy hIT—IREELTWAZ L 2R LE
KRB

Cisco Security Appliance YR TAL OF A yt&—
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718051
I5— AwtE—Y 3PIX|ASA-6-718051: Deleted secure tunnel to peer IP_address
BB tX=2UT 4 TTTATUANLB ET D IPSec b A IERICK T LE LK,
HRME HHROATT,
718052
I5— AwtE—Y  $PIX|ASA-5-718052: Received GRAT-ARP from duplicate master
MAC _address
BB X2 VT4 TTIAT U ANEE~ AHX — 5 Gratuitous ARP #5{E LE L7z,
HEME LB 74 Fal—varazFay /L, Xy b= PEELTND Z & 2l
LEJ,
718053
IS— Ayt—2 $PIX|ASA-5-718053: Detected duplicate master, mastership
stolen MAC address
BBl txX=2VUT 4 TTIAT UANEMY A — WENC A=V y TR LE L,
HEQME LB 74 Fal—varczFay /L, Xy FT—IPEELTND Z & 2l
LEJ,
718054
I5— Awt—Y  $PIX|ASA-5-718054: Detected duplicate master MAC address and
going to SLAVE
BBl bXaUT 4 TTIAT VAPERE~YAZ—ZRIFL, AL —7 E— RV #EZ T
ij—o
HEME LB 74 Fal—varazFayZ L, Xy b= PEELTND Z & 2l
LEJ,
718055

I5— AwtE—Y  $PIX|ASA-5-718055: Detected duplicate master MAC address and
staying MASTER

WA X UT 4 TS IATUAREEYAT—FRHL, AL—T7 E—RIcLFE-TH

ij—o
WREMLE IBar 74 F¥al—rarvaFovs L, Xy NU—I0REEL TS Z L 2R
sz—j—o
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718056
I5— AytE—Y $PIX|ASA-7-718056: Deleted Master peer, IP [P address
B X2 VT 4 TTITAT UARNET =T A LB AX —&HIFRLE LT,
HELE HHROHRTT,
718057
IS— Ayt—2 $PIX|ASA-5-718057: Queue send failure from ISR, msg type
failure_code
#2888 VPNLB = = — C Interrupt Service Routing 7> 5 A v £ — 2% F 2 —IC AN TND L EIT N
WY 7 2T 27— ELE LT,
HRELE &%, ZHUTREORVIRIETT, LavL, BESRR LW a, EE®2EELL
ROEMERBIE R ENDGHEIE, 2 YV ETRE VAT A B SR RENDI T — Ay
B —T%ZDOFEFE T — L, Cisco Technical Assistance Center (TAC) (ZH AR — h Z{KHH L TIL
L LIERE RIS ZE 0,
718058
I5— AwtE—Y 3PIX|ASA-7-718058: State machine return code: action_routine,
return_code
BB oA MEI LB ARKRE~ BT LT 7y V—F U ORY) a— & b L—
ALET,
HRNE F@orTT,
718059
I5— AwtE—Y $PIX|ASA-7-718059: State machine function trace:
state=state_name, event=event name, func=action routine
BB oA Xy bE LB ARRREY O RU R EREE FL—RALET,
HRNE FHoORrTT,
718060

I5— AwtE—Y  $PIX|ASA-5-718060: Inbound socket select fail:
context=context ID.

BB Vo MBRa—ANTT—ZRL, YTy FEBARDL I ENTEEEATLEL, Th
T NEY 7 by =7 2T =B FET L AEMESH D LR L TVET,

HRLE MEP R LRWGS, EFRE L RVEERGI SR Sh D581, 2 Y —

NWNEFIIVAT A o IR RENDIZT— A v—I%2FDOFEFE 2 — L, Cisco Technical
Assistance Center (TAC) (TR — & {KFH L CTUUEE L7 %2 TR < 2 &0,
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I5— Ayt— 9PIX|ASA-5-718061: Inbound socket read fail: context=context ID.

Bl SR — A TSR, Yy FRAIRD BRILE Le, ZhiE, WY
ThU =T 2T =B FETDHARENH D ZEERLTVET,

HERME MENPEL2WEGS, T3 FE L AVEENSIEEZ SN2 LE81E, v Y —
NWNEFIIVAT A o IR RENDIZT— A v—I%2FDOFEFE 2 — L, Cisco Technical
Assistance Center (TAC) ZH 7R — P Z4KIH L CUUEE L7218 E ZHRit< 7230,

I5— Ayt— 9PIX|ASA-5-718062: Inbound thread is awake (context=context ID) .
B Ziud. LB ek AR S, LB EZ BT SRR ESNE T,
HERWE FHoRTT,

IS5— Ayt—Y  $PIX|ASA-5-718063: Interface interface name is down.

BB X A E—T A ARE T LTNAZENLB e R Lo T En/-Z &
R L TWET,

WRINE (X —Tx2A AT 4 X2l —alb bRl C A X —T =L ARIELT
WHZ EERERLET,

I5— AwtE—Y  $PIX|ASA-5-718064: Admin. interface interface name is down.

BB SR BHEA LA —T 2 AA ARF T L TVWARZENLB Frk R Lo TR ENTZ
ZEHEIRLTWET,

HROE S AL ¥ —TxA R a7 4F¥al—2a b Bfl(_T, A0 F—7 o4 ANEME
LTWAZ AR LET,

IS— Ayte— $PIX|ASA-5-718065: Cannot continue to run (public=up/down,
private=up/down, enable=LB state, master=IP address, session=FEnable/Disable) .

BB X, TRTORMESENHI- S Tnenwzd, LB et A2 F{T xRNl %
RLTWET, RS 2007 VT 4 T4 v B2 —T =2 A A& LB WA F— 7o T
W3bZETT,

HIRIME (L ¥ — TR 74 Xal—TarERH{HIT AR 20040 X —T =
AAPRMEL TCWAZ AR LET, £/, LBar 7 FX¥ab—ra UbERLET,

[ oL-3938-02-J
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718066

IS—Aye—o $PIX|ASA-5-718066: Cannot add secondary address to interface
interface_name, ip IP_address .

B LBIZiE, AN A v X —T = A RTEBMT DD F T T RUABRKETT, TDOA XY
MI, O &) 7R AZBINTHBIEENEELZZ EE2RLTONET,

HROLE O %Y) 7TRLALELTHEHENTWST RLZAZFN, ZNNEITEATH
AILEMRLET, AMEA v F—T oA ADAL T 4 X2 b—a L EHBALET,

718067

I5— AwtE—Y $PIX|ASA-5-718067: Cannot delete secondary address to
interface interface name, ip IP_address.

BB AL AY T RLUAOHIBRAERLE L, ZhiE, 7 Ry S ORBEE ZIINER
VI Ny xT T —DFETHAREENRHH ZEERLTWVET,

WRNE S A L F—T A ADT Ly U TIERETHIT, B XU 7 RLARELD)
TEAETHAZ L ZMRLET, RIENMRRL2WES, TREZEE L AAVEERG sz
INBHEIE. av Y —AVERIF VAT LA o SICERENDEIZT— A=V FDEF
t°— L. Cisco Technical Assistance Center (TAC) (29— M &2 fKHE L CTUVLE L7 2 1t
<TZ&EW,

718068

IZ5— Ayte—9 $PIX|ASA-5-718068: Start VPN Load Balancing in context
context_ID .

A LB 7uv ANBHA S, LI E LT,
HRNE FHOLTT,

718069

I5— AytE—Y $PIX|ASA-5-718069: Stop VPN Load Balancing in context
context_ID .

BBl LB Yot AnfEILINE L,
HRME FHROKTT,

718070

I5— AytE—Y $PIX|ASA-5-718070: Reset VPN Load Balancing in context
context _ID .

HEA LB 7o ARNV -ty hENFE L,
HRENE [FHROHTT,
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718071
I5— AwtE—Y $PIX|ASA-5-718071: Terminate VPN Load Balancing in context
context _ID .
BBl LB Yok AR T INE L,
HERME [FHROAHTT,
718072
IS— Ayt—2 $PIX|ASA-5-718072: Becoming master of Load Balancing in
context context ID.
BB X UT 4 TS IATUABLBYAZ—IZR Y E L,
HREDE FHROHRTT,
718073
IS—Aye—2 $PIX|ASA-5-718073: Becoming slave of Load Balancing in context
context ID.
BB X2 UT 4 TTIATUABLB AL —TIZRY L,
HREDE FHROHRTT,
718074
IS5— A y— %PIX|ASA—5—718074: Fail to create access list for peer
context ID.
BB ACL X, LB ETRBETE 58X a7 MRV EERTHoDIEAINET, 2
5D ACL DWFNNENERT D720l X 2 VT 4 7T 74T AN TEEEATLE,
ZHUE, T RUy v T ORMBEETIENEY 7 by = 7 ORERGFEET D AEERH D Z & &
ALTWET,
HERENE T RCOET THMA L E—T A ADT RLy Vo ZERERS TR ToOETHR
ELSHEESNTWD Z 2R LET, BENMERLRVWES, E723EE L RVEIER
FlERZENDIHAIE, 2 Y= LVEE VAT A BT ICRRENDITT— A vE—VEZD
FF = — L. Cisco Technical Assistance Center (TAC) (ZH AR — b 2K L CULEE L= 1EH %
TR 72 I,
718075
I5— AyE—Y $PIX|ASA-5-718075: Peer IP address access list not set.
BB X a7 MR EHIBRT O, BX 2 VT 4 TTIA T AN, BT 5 ACL 2 Fi-
RNET =) BRI LE L,
HERME [FHROHTT,
Cisco Security Appliance Y X TAL OF A yt&—Y
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718076

I5— Ayt—Y $PIX|ASA-5-718076: Fail to create tunnel group for peer
IP _address .

HEA LBETRIOBEEEZ X2 ) T 4 TRETHEDIC 3NV T —T 5B L LS & LTz
LEIC, BX 2V T4 T T IAT U ATEENREALE L,

HRME 1By 74 X2l —arvBELWI LR LET,

718077

I5— Ayt—Y $PIX|ASA-5-718077: Fail to delete tunnel group for peer
IP _address .

B LBETRIOBEEZEX 2V T 4 THRETDHEDIZ RNV I A—THHIBRLEL S & LTz
LEIC, BX 2V T4 T T IAT U ATEENREALE L,

HERBE FHROHRTT,

718078

I5— Ayt—Y $PIX|ASA-5-718078: Fail to create crypto map for peer
IP _address .

HB LB ETRHOEEEZEX 2V T 4 CHRETIEDICK Sy 7TEER LI E L E X
W2, BEX 2T 4 TTIA T ATHEERREELE L,

HRME 1By 74 X2l —arvBELWT LR LET,

718079

IS— Ayt—2 $PIX|ASA-5-718079: Fail to delete crypto map for peer
IP _address .

HB LB ETRHOEEEZEX 2V T 4 CHRETIEDICK Sy 7TEHIBRLEY E L E X
W2, BEX 2T TTIA T ATHEERREELE L,

HERBE FHROHRTT,
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I5— AytE—Y $PIX|ASA-5-718080: Fail to create crypto policy for peer

IP _address .
BB LB U T HOBELZ X2 T ¢ TRET DI T D P T A7 —2 kY FafE
RLEDELTEEXIL, EX%2 T4 T ITA T ATRHERBAELE L, Jiux, WEY
7R 2T OMENGFIET AR H DT EERLTNET,

HRLE FENRR LA, 73R E LS RVEERS & Z Sha AT, 2 v Y —
IWERIF VAT A v IR REINDITT— Ay —U 52 FDEFEFa’— L., Cisco Technical
Assistance Center (TAC) (27— R &{KHE L CINEE L7zt 2 JIREE < 72 &0,

IS— Ayte—

$PIX|ASA-5-718081: Fail to delete crypto policy for peer
IP_address .

HE LBETRIOBEEEZ X2 ) T 4 THRETHEDIHEHTD N7 A7 4 —4 &y F&H|
FRLE D ELTEEIE, BFa VT4 T I9A4AT UV ATREENREELE L,
HRME FHOLTT,

I5—AvytE—Y $PIX|ASA-5-718084: Public/cluster IP not on the same subnet:
public IP address, mask netmask, cluster IP_address

Bl T AXIPT RL R, BX2 T4 TTI9AT LV ADHNEHRA v X —T A ALR LY
T3y NEZHAMERHD ET, ZuE, ARy hU—7 B2V LR LTWET,

WREOLE /52 % ((7-138) IP7 RLALHNEA L Z—T = 2 7 RLADF S HE L
Fv hU—7 FiZHDHZ L 2R LET,

IS— Ayte—

$PIX|ASA-5-718085: Interface interface_name has no IP address
defined.

B FANTALH—T A ATIP T RLARBEINTWVER A,
HWRINE (L ¥ — T2 A ADIPT RLAZZELET,

[ oL-3938-02-J
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718086
IS5—AytE—Y $PIX|ASA-5-718086: Fail to install LB NP rules: type rule type,
dst interface_name, port port.
B LB ETHOMEEEZEF =2 U T o TRET D72 DITHAT % SoftNP ACL /b—/L Z{ERL L
KXoblb&in, %2V 74 77 I9A TV ATRENBELE Lz, ik, WEY 7 b
7 =7 ORENFIET DR S D 2 L AR L TVET,
HRWE FIEDIRR LR WGE, FRERE LRVWBIERSI S Shahai, a2y —
NWNELIE VAT A v IR RENDIEZT— AvE—VhZDEFEaE— L, Cisco Technical
Assistance Center (TAC) (29— N 2K L CIE L@ A TR 7230,
718087
I5— Ayt—Y SPIX|ASA-5-718087: Fail to delete LB NP rules: type rule type,
rule rule ID.
BB LB T MoOlEZEF= U7 ¢ TRET L7ZOIHAT D SoftNP ACL /L—/L & HilER L
KoL Ll xlo, X274 T I9AT U ATHRENRKELE LT,
HRNE HHOHTT,
718088
I5— AytE—Y $PIX|ASA-7-718088: Possible VPN LB misconfiguration.
Offending device MAC MAC address.
BB EHET O~ AZ—OFEIL, LB ET OWNTIDORENTE > T D AMfEtEE R LTV E
j—O
HRLE T TOETOLB a7 4 Fal—a il BESNZETICHICEELE
To
719001

IS—FrAvE—o $ASA-6-719001: Email Proxy session could not be established:
session limit of maximum_sessions has been reached.

BB ZOAvE—UE, BHRKREyVa VHIRIZELEEOERFRET AL TrXF U By
VERENLTE oo & XK SINE T, maximum_sessions 13, KT v a VETT,

HRWE 2T
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719002

IS5— Awy+t—Y $ASA-3-719002: Email Proxy session pointer from source address
has been terminated due to reason error.

BB ZORXAvE—VE, ZT—DHEy g KT L EEICFERENET, BExbND
T—lE v vay T—H ROy v a VOBIMOKRIK, AEVED Y TORK, Fr

FNASDT — B EXABL DRI LTI, pointer 13 > v a U EEDKRA ¥ source_address
TETFA—NTaXT 7734 T 2 NDOIPT RUVA, reason iZ=F— XA 7 TT,

HRME 1T,
719003

IS5—AvytE—Y 3$ASA-6-719003: Email Proxy session pointer resources have been
freed for source_address.

BB ZOX -V BICED S TOENRTEE Y Y 3 UEERRIRE ., By v a v DEET
%12 NULL IZERE SN AICR TR SIVE T, pointer 13y a A MEEDKRA 5,
source_address | L1 A —/V 7133’\'./ P2I3AT 2 DOIPT RLATY,

HRME ~ZHTT,
719004

IS—Ayte— $ASA-6-719004: Email Proxy session pointer has been
successfully established for source_address .

BB HHBEBTA NI4T My a NS NE L,
HREME ~ETT,

719005

I5— Ayt—Y $ASA-7-719005: FSM NAME has been created using protocol for
session pointer from source_address .

BBl ZOXA v E—VIE ARy Y a VICH L TESM MER S-S ICERENET,
NAME13® > a D FSM A VA X A4 protocol IZEETA—/v 7 haLv X7 (& zx
IX. POP3, IMAP, SMTP). pointer i<t v+ a U FEi&EDKRA » # | source_address I1XFE T A —/v
Xy JI3A4T U ROIPT RLATY,

HRWLE 2T

Cisco Security Appliance Y X TAL OF A yt&—Y
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719006
IS—Ayte— $ASA-7-719006: Email Proxy session pointer has timed out for
source_address because of network congestion.
BB ZoAvE—UVIE Ry NV ORBEPREEL, T—HEETA-N I TIAT U ME
TLIFEFA =N = NIEEFETERVEZ IR RINET, ZHUCE-T, 7oy A ~—
BB SNET, Try 7 IA—BEALT U NIRDE, By v a ORMMIRIGILE
9, pointer 1XE v a UEEEDKRA X T, source_address |[IETA—N Taxy I ITAT
FOIP 7 L AT,
ERLE HontkicrXr—varamiTLET,
719007
IS—AvyE—Y 3$ASA-7-719007: Email Proxy session pointer cannot be found for
source_address .
BB ZoAvE—VE Byiary TR ZANT—ET L2ty v a URRONRBRNE
TWRREINET, By ary A UEBRRETT, pointer I3 v a UIEEDKRA ¥ T,
source_address [XE T A—N 7uaxy 773447 MOIPT RLATY,
HRWLE 2T,
719008
IS—Ayt—o $ASA-3-719008: Email Proxy service is shutting down.
HEBE ZOAYE—UL, BTA—N TOXIIURT BT VDOEAICERRINET, TT
DY —=ZANR7 Y=o T v 7S, $XTDOALy R T INET,
HLE £ T
719009

IS—Ayt—o $ASA-7-719009: Email Proxy service is starting.
BB ZOAYE—VIE EFAN T OF IR R—T NVOGEICRRENET,
HRULE F~ETT,
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IS—Ayte— $ASA-6-719010: protocol Email Proxy feature is disabled on
interface interface name.

BBl ZORAvE—UE, BT AN TR UBEEN CLI LIRS, FEOTY R R
AV RNTT A4 E—T NIRRT ECRARINET, ZHUL, =2—F DAL [FT] AL >
FTF, TR_RTDA L F—T 2 ATTRXTOF T ha N4 7iThhbé, AL DU ¥ v b
U —FBERHEN, 7a— UL J Y —ZARLA by R PR V=7 v 7 InE
9, protocol I¥TE 1 A —/NV 71 ka3 XA 7 (7= & 21X, POP3, IMAP, SMTP) T, interface name
X2 V74 TTI9AT VAL H—T A AL TT,

HRWLE 2T,

IS—Ayt—o $ASA-6-719011: Protocol Email Proxy feature is enabled on
interface interface_name.

BB ZOAvE—UE, BT AL O X UERED CLIOMOH S, FFEOT N K
AV FTAR=T MR T L ZITRRINET, T, 2—FDAA L [Fr ] AL v F
TT, IO THHINIHEAIE, 77— VY —2ARLA Ly REEIYV Y TEHD, 242D
EHEL—F ORI SN E T, B a2 —/L T, %E@fu%:»ﬁ@)X/xv/Fﬁ
TEE S FE T, protocol ITEFA—V Taxy Fu ha) X477 (7= 21E, POP3, IMAP,
SMTP) T, interface name i3t X¥ =27 4 77 TAT VAL E—T = A X%“CT,]‘O

HERDE 1~ETT,

IS— Aytb— $ASA-6-719012: Email Proxy server listening on port port for
mail protocol protocol.

BBl oA vE—UE, RESNEZA—FEOFEEOT T Facx LTY Ay F ¥ RN
BAZML, A TCPIBIR 7 L — T BINES Tz & F IR R SINET, port IFHE SN AR— b
H5C, protocol ITTEFA—/N Taxi D7 a han X147 (7=& ziX, POP3, IMAP, SMTP)
b(‘\—a’_‘o

HERDE 1~ETT,

IS—Ayt—o $ASA-6-719013: Email Proxy server closing port port for mail
protocol protocol .

HBA ZoXvE—UiE, BEINTZR— P EOFEOT T Fa IR LTY Ay Fr XN
AU BAL, Z4L28 TCP BN VL —T o IR E NI & ZICRRINE T, port ITFRE I NIz
R— N&EF T, protocol I TETA—N Tuaxro7n hal X477 (J=& z2iX, POP3, IMAP,
SMTP) T,

ERUE FECT,

[ oL-3938-02-J
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719014

IS5— Ayt—Y $ASA-5-719014: Email Proxy is changing listen port from old port
to new _port for mail protocol protocol.

BB —oAvbE—UiF, BREINETe harol) Ry R— NTCEERLTFY SR
EEIRTEINTET, TOR—MIFHLTARX—TARTRTOA L H—T =24 ATY AV
Fy 2ADBEAL LI, FHRA— N T AVREREINET, 2k, CLINLIEOHEIET,
old_port (TR E INT-H WA — hE5 T, new_port 13H L < BRE S e — &5 TI, protocol
ITETFA—N e hav 247 (=& xiX, POP3, IMAP, SMTP) T,

HRWLE 2T,

719015

IS—Ayt—o $ASA-7-719015: Parsed emailproxy session pointer from
source_address username: mailuser = mail user, vpnuser = VPN user, mailserver = server

#B ZoRXve—TiE, 2—HFZ AN T vpauser (ZETT Y 2 #) mailuser (F—3F U
I ¥) mailserver DJEXNTZ FA4 7V I bZEShEEICRTINET (& 2
XXX:yyy@cisco.com) , ZEI7T Y I X34 T a T, TUIXRRWVEAIE. VPN 22— 4
LA 2—=PFEZRELCTT, =TV IXEIA T3 T, FELRWEE, ZiUlT
T ANV RBEEDA =V P —=_"PHEHINDZ EZEWLET, pointer 132> v a U EEDKRA
VAT source_address |[IETA—N TaXT T4 T MO IP T KLV ATY, mail user 35
FA—I) T H b 2—WL T VPN user iZ WebVPN = —H 4 TT, server (XEBEF A —/L H—
NTY,

HRDE 1~ETT,

719016

IS— Ayt—2 $ASA-7-719016: Parsed emailproxy session pointer from
source_address password: mailpass = ****%%  ypnpass= ***x*%

HB ZoOAvE—TlE, NAT—F 2 U T vpopass (ARTT U 2 #) mailpassr DT
7IA4 T Fﬁ)%%f%éﬂf:&é‘ili%ﬂ?éﬂi@‘ (72 & 21, xxxiyyy) o« 4HI7 U I ZEIA
varTY, TUIEZRBRVEAIE, VPN XRTU— R E XA —)L XA T — KNR[E L TT, pointer
Ty a AEEORA /5'C\ source_address (I A—N 7uax> 7734 T NOIPT K
L AT,

HRLE FECT,

719017

IS5— AytE—Y  %ASA-6-719017: WebVPN user: vpnuser invalid dynamic ACL.

BB oAy E—VF TR o b= YA MR ZIDOZ—F R TERNho72720
Wwwwt/ya/ﬁ¢Méﬂt&% IFERENFET, ACLIE, YD XS pa—THIRAE
A=)V T AT NOT 7 BAZDT LI THDEO0EHABILET, ACL X AAA —Nn5H
TR —RINET, TOTT—DH, B I A VOFATIIRETIEISH Y ¥ A, vpnuser 1X
WebVPN = —H4 T7,

HERIME AAA —AEFART, Z0=2—F OB ACL #EELE T,
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IS5— AytE—Y  %ASA-6-719018: WebVPN user: vpnuser ACL ID acl ID not found

BB ZOX vV r— AL TREEENTVWHACL YA R TT 7R a2 br—L U X
FBRROMNB R o7 ZFICFRREINET, ACLIE, EDOX S Ra—VHIENE LA TH
T RDT I ERAIHTENTHWLOEHBILET, ACLIIR—H LV THREINET, 0D
TT—D®, FATIIRA SN EH A, vpruser I WebVPN = —W4 T, acl ID 1 —H/T
BE STz ACL @RI A b U > 7T,

HRIME o— DLV ACLIL 7 4 X2 lb—a bR LET,

IS5— AytE—Y  %ASA-6-719019: WebVPN user: vpnuser authorization failed.

HEH ZORA Yy E—UE, ACLIZES T, BIFA—NTHIL DT IV ERAZEDL S Ipa—
PHIFRR & 2 D 0VHE SN HAICERRENE T, RBAlF = v 7 ORKOTZD, =2 —FRNE
A=) THUY NMZT 7 BATEERA, vpnuser IX WebVPN == — 4, T3,

HRLE 2L

IS5— AytE—Y  %ASA-6-719020: WebVPN user vpnuser authorization completed
successfully.

A ZOA b=V ACLIZE-ST, ETA—NTAVL FOT 7 RRTED L) 7pa—
PHIRNH DD ESNTELARICERENET, 2—F X, BETA NV THIV F~DT
T RAEBAIINET, vpnuser X WebVPN = — 4 T,

HRLE 2L

IS5— AytE—Y  %ASA-6-719021: WebVPN user: vpnuser is not checked against
ACL.

B ZOAvE—VIE, ACLIZEST, BTFA—NANTHVL MNOT 7 RACED L S 72—
PHIRDR & 5 D HESNTLAICETREINET, ACL #fFH LERBAIF = v 7 B34 32— )L
272> TWER A, vpnuser IX WebVPN = —H 4 T,

HEIRIME MBS, ACL F = v ZHREE2 A X — 7 MIC LET,

[ oL-3938-02-J
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719022

719023

719024

719025

IS5— AytE—Y  %ASA-6-719022: WebVPN user vpnuser has been authenticated.

BB oA yE—UE =P AAA TR Lo TRRAESh o L SRR a7,
vpnuser I WebVPN = — 4, T3,

HERRE 1~ETT,

IS5— Ayt—Y  %ASA-6-719023: WebVPN user vpnuser has not been successfully
authenticated. Access denied.

BB DA v b=k a—PLEAN AAA Y — NIk THE SN EXICHERENET . By
varviHkishEd, 2—PiE BF AN THIL bA~DT 7 RAEFTINER AL
vpnuser X WebVPN = — %4 T9,

HERDE 1~ETT,

I5— Awt—Y  %ASA-6-719024: Email Proxy piggyback auth fail: session =
pointer user=vpnuser addr=source_address

B Z DA v E— UL, Piggyback RAEAS, fESL I A7 WebVPN v v a U AEH LT
WebVPN £ v gy 55— _R—ATa—HFLZH L IP T FLADO—HERIEL TV D & X TFRR
SNET, ZHE, WebVPN v v a v bBE R A— L Tads vy va URRIC2—FIick-
TR ST, WebVPN £y g U T TIFESLEN TWA L WO EEICESWTWET, #EF
DRI LT, By vaiddlishEzd, 2=, ETA—AV THIU L F~DT 7R
EEFAISIVER A, pointer 13 v v a VDR A Z T, vpnuser IX WebVPN = —H 4 T,
source_address (37 747 D IP T RLATTY,

HRWLE 2T,

IS5— AytE—Y  %ASA-6-719025: Email Proxy DNS name resolution failed for
hostname .

BB ZORXvE—UNF, IPT RUARER TRV, A ABEZR DNS S — 3372 =8, TP
T RUATHRA M BRI TERNWEZIZERENE T, hostname 1%, LT HUNEDH 57K

HRME DNS — RO AR RE LT A= = "ABREINE I EfEB LET,
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719026
IS— Ayt—Y  %ASA-6-719026: Email Proxy DNS name hostname resolved to
IP _address .
BB ZOAvE—VE IPT RLATHRA MBEFICHERESNT- L XICEREINET,
hostname \IfFRT HMEDEH HHRA N4 T, IP_address IXi%TE LTz A — /L P — 4 s BRR &
NP7 RLATT,
HELE TE T
720001
I5— Ayt—Y  %ASA-4-720001: (VPN-unit) Failed to initialize with Chunk
Manager.
BB ZDOAYE—UI. VPN 72— LA —RN— BTV RTFARAEY RNy 77 &Y T2
T ATHIME TE R oo & ZICEREINET, unit 1% Primary] F720% lSecondary] T,
HRBUE —OAvE—VF VAT LAREOMBEL, VPN 72— LA —N—=FT VAT L%
BIA CEX RN L EZRLTWVWET, VAT LA BT AvE—VEREL, VAT L LULTHH
(LD FRED JREDR T2 WD FE T,
720002
IS5— AytE—Y  %ASA-6-720002: (VPN-unit) Starting VPN Stateful Failover
Subsystem. . .
BB ZOAYE—VE, VPN 72— LA —N— BT U RT ARMB L TNT, AT AR
B9 DL EICFE TR INET, unit 1T Primary] F721% [Secondary] T,
HRWLE ~ETT,
720003
IS5— AytE—Y  %ASA-6-720003: (VPN-unit) Initialization of VPN Stateful
Failover Component completed successfully
BB DA vb—V, 7— FEIC VPN 7 = — LA — " — BT 2T A O E T LT
EXWZRRENET, unit 1L Primary] F721% [Secondary] T3,
HRWLE ~ETT,
720004
IS—Ayt—o $ASA-6-720004: (VPN-unit) VPN failover main thread started.
BBl ZOAvE—VF, = FFIC VPN 72— LA — =D A A VHLFEA Ly RRBIESH
72 & EICHRRENET, unitE TPrimary] F721% [Secondary] T,
HROLE ~ZTT,
Cisco Security Appliance Y X TAL OF A yt&—Y
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720005
IS5— AytE—Y  %ASA-6-720005: (VPN-unit) VPN failover timer thread started.
BB XA vE—UF, T— FFIC VPN 72— —NR—D X A = —H A Ly RRBAE S
N & ZICFREINFET, unit 1X [Primary] F£721% [Secondary] T,
HERME ~Z T,
720006
I5— Ayt—Y  %ASA-6-720006: (VPN-unit) VPN failover sync thread started.
BBl R v — T — MRV RT A0V LB R Ly RBBIEEI N & =1
FREINET, unit [Primary] F 721X Secondary] T,
HEROE T,
720007
ITS5— Awt—L %ASA-4-720007: (VPN-unit) Failed to allocate chunk from Chunk
Manager.
BBl oA vE—UE, FANCHIV Y TONTZATY Ny 77Dy bR OO D
EEXICRREINET, unit 1X Primary] F721% Secondary] T,
HRELE —OAvE—VF VY —ADOMEEZRLTCWET, SN TNDH A v E—TV 0%
NETE AT, VAT LIZEWAMBDD S TWAAREMRH Y £4, ZOREIX, % T
VPN 7 = — VA== BT AT ANPER A =T 2B L, AIZEID Y THNTZAEY
IR LT & ZICHEINAFRERNSH D 97,
720008

I5— Ayt—Y %ASA-4-720008: (VPN-unit) Failed to register to High
Availability Framework.

Bl ZORA Y E—VIZ VPN 72—V F—R— BT 2T LN aT 7 o— ) —R"— P T
AT BB ERTE I pol & XIZFRSNET, unit 1 Primary] F 7213 [Secondary] T3,

HBME VPN 72— LA —R— F T 2ATF LAEZEBTE A, WOV 72 2T ADOHHIL
OEEMFIE & 72> TV FREMER H D £ 9, Y AT L B AvE—VERAL, VAT AL
R CHIENE D BIE D JREN 72 DT E T,
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IS5— AvytE—Y  %ASA-4-720009: (VPN-unit) Failed to create version control
block.

BB ZoAvE—TE VPN 72— VA —R— H T AT AP NAN—=Var arbe— 7
0y 7 BETE PTG BICFERINET, TORT v 7L VPN 7 = — LA —— %7
AT LN, BUED Y U —AD LAWY 7 — L0 =T N—=Va Y ERET 2720108 E T
9 wnit ¥ [Primary] F721% [Secondary] T,

HREIME VPN 72— — = P TRAT LB TEETA, OV 72 25 20 WH1L
OMENRFRRE > TWDHAHEERH YV ET, VAT Ll Avb—VEREBEL, VAT LE
R THIHUL O RIE D JKER IV~ FE 9,

IS— Ayt—Y  %ASA-6-720010: (VPN-unit) VPN failover client is being
disabled

BB ZOAvE—VE T2 A AN T2 ERLRNT T 2 A== =T
T B EFRENET, VPN 7 = — LA —_—% M HT5I121E, 7 =— b —"— X —%0F
BT AMLENRHY 9, unit i Primary] F721% [Secondary] T,

HENE T — A — = F—a<v U FEHEHALT, 72774 7HEEE RZ A LEEOM
DG REREEERELE T,

I5— Ayt—L  %ASA-4-720011: (VPN-unit) Failed to allocate memory

BBl A Y E—VF VPN 72— LA —RN— BT RTFANAETY Ny 77 52E0 YT
NRnEXIZEREINET, 2L, VAT AE2EROV Y —AOMEE R L TOET, unit 13X
[Primary| F721% [Secondary] TT,

HENE 2T AZEVNAMRLNo TWET, ZOREIX. HE N7 740 v 7 2T 5
CEILE TV AT LOAMER LT EWHEINDIARERERNHV ET, BENT 71 v 7 &H|
W22 LickoT, BEOMERARANET L7 DICE 0 B THEAE Y AMEHAREIC 2
D, AT ABBEEDOFRL— 9 AZRDHAREERH Y F1,

I5— Ayt—Y  %ASA-6-720012: (VPN-unit) Failed to update IPSec failover
runtime data on the standby unit.

BB ZOAvtE—lF, KIET D IPSec F U RANAZ UL B THIREINTWS =D,
VPN 7 = — VA —N— YT AT LN PSec BIEED T > X A LT —F EHHTE RN L XILFE
IRENFET, wnit 1% [Primary] F721% [Secondary] T,

HERBE 1~ETT,

[ oL-3938-02-J
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720013
I5— Ayt—Y  %ASA-4-720013: (VPN-unit) Failed to insert certificate in
trust point frustpoint name
HEBE ZOAvE—VE, VPN 72— A— =P T RT AN T A MRA 2 MIGERES
FALE D & LizE ZCEREINET, unit 13 TPrimary] F 7213 Secondary| “C. trustpoint name
X h T A MKRA L FOARTTT,
HRWE FEAEONEZH~T, BN S hEHRILET,
720014
IS— Ayt—Y  %ASA-6-720014: (VPN-unit) Phase 2 connection entry
(msg_id=message number, my cookie=mine, his cookie=his) contains no SA list.
BB oA yE—VR T=—RX28ETr by ERce X2 T4 T Y V=T
UNIRNE ZFIZRRINFET, unit (X TPrimary] F721X [Secondary] T3, message number X
Tx2—R 2T P DAY=V ID T, mine (FHZDT7 =—RX 17 v¥—"T, his |7
DT 2 —R1 7 vF—T7,
HRWE 2T
720015
I5— AytE—Y  %ASA-6-720015: (VPN-unit) Cannot found Phase 1 SA for Phase
2 connection entry (msg_id=message number,my cookie=mine, his cookie=his) .
BB COAvE—VREAEDT ==X 24T IS L THIET 5 72— X1 %Y
TA T V= a Y RRONB RN E ZICERRIIVE T, unit 13 [Primary] F 7213 [Secondary |
T, message number |37 = — X 2t NV DA vE— 1D T, mine B DT =—X' 1
7 wF—"T, hislZET D7 x2—X 17 vF—TT,
HRLE 2T
720016

IS5— Awt— %ASA-5-720016: (VPN-unit) Failed to initialize default timer
#index .
BB ZoOAvE—UIE VPN 72— VA —R— BT RATFTAPRFHEDZ A~ — A X N &H)
b TE ol & ZITER R INE T, unit 13 [Primary)] ¥ 721% [Secondary] . index ¥4 A ~—
AN NOREA T v 7 ZATE,

HRNE ~— FFIC VPN 72— LA —N— T AT L2 BB TEXERA, VAT L B )
AvE—VEBREL, YAT ABECHMHEOMBEO kGRS 20D~ E T,
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720017

IS— Ayt—Y  %ASA-5-720017: (VPN-unit) Failed to update LB runtime data

HEH ZORXAvyE—UE, VPN 72— A —N— BTV RAT LN VPN B — KNNF 7 5
VHEA LT R ERHFTE RN E XIFREINE T, unit 1 X [Primary | %7213 [Secondary | T,

HERBE 1~ETT,

720018

I5— Awt—Y  %ASA-5-720018: (VPN-unit) Failed to get a buffer from the
underlying core high availability subsystem. Error code code.

BB X vE—Uid, VAT AZEWARRIDS TWDHEREMERSH D L EIZERENE
T VPN 72— VA —R— BTV RAT AN T 2= L F— "= RNy 77 ZFETEEHEATL
720 unit X [Primary] F721% [Secondary] T. code [ZFFIHAMEDY TV AT AMZ Lo TREN
HEF— a— KT,

HRNE EENT 74y 7 OREZEO L, BUEORMREZLELET, EE T 71 v 70
WHE, VAT LIEEOAME LIS 572DIZF D Y THNIAEY 2L £,

720019

IS— Ayt—Y  %ASA-5-720019: (VPN-unit) Failed to update cTCP statistics.

B ZDORAvE—UlE VPN 7 = — /LA — 3— F 7 2 A5 AN IPSec/cTCP BHS# D5 EF 2 H 5T
TERVWEEIZFRRENET, unit 1X Primary] F7213 lSecondary] T,

HRNE FETT, EHMIEMMICEESNDZDOT, RZ 31 HEH O [PSec/cTCP #H TR
DEHFA v E—TEFINET,

720020

IS— Ayt—Y  %ASA-5-720020: (VPN-unit) Failed to send type timer message.
BB ZOAyE—UlE VPN 7 = — LA — "= BT RT ANERN RS A ~— A v E—V
T AN NATERBICEGF LR Do A IR RS NE T, unit 1% [Primary] F721% [Secondary
T, pelIFA~— A= DFATTT,

HRWE T, ROXA LT U MHCEMNRI A ~— A v E—UNFERINET,
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720021
IS— Awt—Y %ASA-5-720021: (VPN-unit) HA non-block send failed for peer msg
message_number. HA error code.
BBl VPN 7 = — LA —N— BT RT ARET a7 Ay —VEERETEEEA,
unit : [Primary] F72/% [Secondary],
message_number : T A v&—T D ID FH,
code : =7 —FDREY 23— R,
HRDE T AROPDPSTEY AT LELZITV AT 20O Y =R Lo THIER SN
W7 RIETT, KV ELDVAT A VY —ADRMRBENDIZON, VAT LAORIEITSL
BINET,
720022
I5— Awt—Y  $ASA-4-720022: (VPN-unmit) Cannot find trust point trustpoint
BB VPN 7= — A== BT RTF AR T A RRA  FELRITHRELLD LT5 L,
TT—=NEELET,
unit : TPrimary] F£721% [Secondary],
trustpoint : § 7 A NARA N DA4H,
HRIME 72 MRSV MIARL—F Lo THIBRS WD ATEEER DV 7,
720023
IS— Ayte— $ASA-6-720023: (VPN-unit) HA status callback: Peer is not
present.
BB CAUIEWA v =Y T BT BMEM RTREE ST AR RIS 072 T A m — VR
BT DL, VPN 72— VA== T RT LN AT T =A== BT AT K
LM Ex T £7,
unit : 'Primary] ¥721% [Secondary],
not : Inot] F721% Mnot] DFRRZL,
EROE FECT,
720024

IZ—FrAyte—o

$ASA-6-720024: (VPN-unit)
is status.

HA status callback: Control channel
BEl —hE, Tx— A —n—ar ho— Fy xR lupl A Tdown) &R TIERA »
t—UTT, Tz A —R_—ar ha—) FYRUE, T F—N— U T F RN
lup) %> fdown] 7% <7 failover link =~ > K & show failover =~ FIZ X > TERINET,
unit : [Primary] F72/% [Secondary],

status : Tup) F721% Tdownl,
HREME T
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720025
IS—Ayte—o $ASA-6-720025: (VPN-unit) HA status callback: Data channel is
status .
HE X, T AR TR FYRANT v T NE T U nERTIERA v —UT
TO
unit : 'Primary] ¥721% [Secondary],
status : Tup) F721% Tdownl,
HREME T
720026
I5— Ayt—Y  $ASA-6-720026: (VPN-unmit) HA status callback: Current
progression is being aborted.
BB ZOXvE—URERINDDOE, AN —F EILZ MO A S,
T =)W= = ETNKE] (T 7T 4 TEFAZ L) ICEBETHRICBED 7 = — )b
F—=N—OHEATRFW SN H AT TT, e 2E, R —v a3 VIR X LN A 2EE
T failover active =~ RRANSINFEGEERETT, HOWIE, 777 4 7HEENRY 77— &
NTWLEEHE 5 TT,
unit : 'Primary] ¥721% [Secondary],
HRME =TT
720027
IS— AytE—Y $ASA-6-720027: (VPN-unit) HA status callback: My state stafe.
S ZOEA Y-V, v—h T o = N—EEEORENE DD - NTAR S
i‘ﬁ—o
unit : 'Primary] ¥721% [Secondary],
state : O — )V 7 = — )L A — —EE O BLEDIREE,
HRQE T,
720028

I5— Ayt—Y  $ASA-6-720028: (VPN-unmit) HA status callback: Peer state state.

unit : [Primary] F72/% [Secondary],
state : 7 = — /LA —N— BT OBUEDIREE,

BB ZoOFEEA BV, Tl — = ETOBEORELZRET S E0IER SR
ij—o

HERDE 1T,
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720029
IS—Ayte— $ASA-6-720029: (VPN-unit) HA status callback: Start VPN bulk
sync state.
unit : 'Primary] ¥721% [Secondary],
BB CAUX. T 7T ¢ TEEN T RN TOREFWRE A X RSB ARET OIS TEL
SIAERSINDE®RA vy E—VTT,
EELE T,
720030
IS—Ayt—o $ASA-6-720030: (VPN-unit) HA status callback: Stop bulk sync
state.
unit : TPrimary] F£72(% [Secondary],
BB AU T 0T g TEEN T R TOREF WA X2 N HEEARE Lk b ol & EITA
RSN DERA =TT,
HROLE ~ETT,
720031
IS5— Awt—Y  $ASA-7-720031: (VPN-unit) HA status callback: Invalid event
received. event=event ID.
BB ZDOAYE—VII VPN 72— VA== YT AT AN LR DT = — VA= —
YT VAT AP a— Ny 7 A X N E LEGAICAERSNET,
unit : TPrimary] F£72(% [Secondary],
event ID : &N/ A X N ID BEZAFEINE LT,
HRNE 37Ny AybE—UTT,
720032

IS— Ayte— $ASA-6-720032: (VPN-unit) HA status callback: id=ID,
seqg=sequence_#, grp=group, event=event, op=operand, wmy=my state, peer=peer state.

BB ZAuE, LD T == A== BT X T AHNRRED R A @A LT & &2 VPN
Tz VA== BT VAT ML o TERSNDERA v E—VTT,

unit : 'Primary] ¥721% [Secondary],

ID: 747 kD %5,

sequence #: 2 —7 VAT,

group : 7 /V—7" 1D,

event : BILEDA X B,

operand : BIEDHF T,

my _state : AT LOBIEDIREE,

Cisco Security Appliance YR TAL OF A yt&—
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peer_state : £ 7 OHTEDIREE,

HELE 2T,

720033
IS5— Ay+t—Y $ASA-4-720033: (VPN-unit) Failed to queue add to message queue.
BB ZoAvE—VIE VAT A VY =ABMET LTS ARBEERS L Z 2R LTVET,
VPN 7 = — VA —R— BT AT APHEA v =V Fa—l AL ET5E, =2TF7—0
BAELET,
unit : [Primary] F721% [Secondary].
WERE —UL. AT LACEWVEMRLSTEY, VPN 7 = — L —_— H T 25 A
MEENT T4 v 7 ENHT L7200 VY —A%E D THARWNT & 2R —i ke T
HOLAREMERH Y FET, 20T —L, VAT LOBEOAMMNEY . A v E—TE2FEW
WERF B OIWZIBIMDOT AT L U Y —RAEFHATE L9125 L, ERTHAEEENRH YD F
\j’-‘o
720034
IS— Aywt—Y  $ASA-7-720034: (VPN-unit) Invalid type (fype) for message
handler.
B VPN 7 = — VA== T RT ANED A o= A TERBLES ET25 &,
T —BREAELET,
unit : TPrimary] F£72(% [Secondary],
tpe: Avk—T XA,
HRME —NiIT NNy 7 AyE—UTT,
720035
IS— Ayte— $ASA-5-720035: (VPN-unit) Fail to look up CTCP flow handle
BB VPN 7 = — VA — = BT U AT ARRRE FATT HANT, AZ /3 2L T ¢TCP 7
T —HIFRINDAEEERH D £,
unit : [Primary] F72/% [Secondary],
HERME cTCP 7o —NHIBRINDREE VAT L 07 AyE—UTHREL T, 7a—7»2 4|
BRI Bl (&2, 74 KV A7) Z2HBILET,
[ oL-3938-02-J
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720036

IS—Ayte— $ASA-5-720036: (VPN-unit) Failed to process state update
message from the active peer.

BBl A X UNAILEIC Lo TRESNTREETHA v —Y% VPN 7 = — LA — N — H 7
AT AP ES LT DL, =T —NRAELET,
unit : 'Primary] ¥721% [Secondary],

HROE -—NL. BEOARERIIVATA U Y —ADIKTFICL B —HHREETH 5 TR
PERH D F9,

720037

IS— Ayt—9 $ASA-6-720037: (VPN-unit) HA progression callback:
id=id, seg=sequence_number, grp=group, event=event, op=operand, my=my_State, peer=peer_state.

unit : [Primary] F721% [Secondary].

id: 7747 D,

sequence_number : > —7 L AEK 5,

group : 7 /V—7 1D,

event : BUEDA Xk,

operand : BUEDHE -,

my state : ¥ AT LOBITEDIREE,

peer_state : T OBEDIREE,

HEA ZhiE. BEOT 2 — A —N—DETIRIERET DEHRA v E—TTT,

HRDE 1~ETT,

720038

IS— Avt—Y 3$ASA-4-720038: (VEN-umit) Corrupted message from active unit.

BB A UNAEEEN, T T4 T HEEPOHE LA v E—VEZELET, T/ T 4 7
BERLDA vy E—UNELTHWET, UL, 77T 4 THEE L AX AL EEOR TH#
DN T 7= T 2T HFITLTND I EICE-oTHIER I ENDAREMNH Y 9,

unit : [Primary] F72/% [Secondary],

HIRME UL, o— BRI 2 — A F—N— T DT I T 4 TR -T2 L EoR
T'l\%i& 7( b4 t e V-GTO
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720039
IS— Avyt—Y %ASA-6-720039: (VPN-unit) VPN failover client is transitioning
to active state
BB S, o WEEEN T 2 LN T DT VT TSR 5T DL AR
i&% ‘)“IZ‘—“/\"C‘\—&O
unit : 'Primary] ¥721% [Secondary],
HREDE ~ETT,
720040
IS— Ayt —Y %ASA-6-720040: (VPN-unit) VPN failover client is transitioning
to standby state.
BB S, m— A VEENR T =N T DRE NSRBI o1 D b R IE
WAy E—VTT,
unit : TPrimary] F£72(% [Secondary],
HEDE 1~ETT,
720041
I5— Avt—Y $ASA-7-720041: (VPN-unit) Sending fype message id to standby unit
BB LTI T 4 THEEND AL N EANA v e VBB SN 2 LR T T Ny
7 Ave—TTY,
unit : IPrimary] ¥ 7213 [Secondary],
tpe: AvE—T ZAT,
id: AvtE—T0ID,
HEDE 1~ETT,
720042
I5— Ayt—Y  3ASA-7-720042: (VPN-unit) Receiving fype message id from active
unit
BB TR, AX RS EEICE S TA v E—URZEINZIEEZRTT AT A yk—
U
unit : IPrimary] ¥ 721% [Secondary],
tpe: AvE—T ZAT,
id: A vE—Y0ID,
HREME 1~ETT,
| oL-3938-02-J
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720043

IS— Ayte—o $ASA-4-720043: (VPN-unit) Failed to send fype message id to
standby unit
BB VPN 7 = — A== BT U RAT ANT I T 4 THEEND AL NI A~ A =
EEELLIELEEEL, =R ELELL, 27 72— A —N—= P T RAT AT
Tz V== Ny T PRET BD, 7 x— A —/S—LAN U I BRZ 95 720018
IR TEIEEIESNDATREMENH D £,

unit : TPrimary] F£721% [Secondary],
tpe: Avk—T XA,
id: A vE—0I1ID,

HRME  show failover 2~ REZMFHA LT, 72— 4 —_— X7 RBIFRRETEEL T
WbHZEl, Tz A —NR—LAN U 73 lup)] THDHZ L a2MRLET,

720044

IS— Ayt—Y 3ASA-4-720044: (VPN-unit) Failed to receive message from active
unit

BBl VPN 7V =2 — L F—R— P TV RAT ANAZ AL EBETA v —VEZELLYI LTS

L 2T —NEAELET, L BHELEAvE—URERA v E—VORGFIZEID Y TS
AEVDORBIZE S THEEISNDARRERH Y £7,

unit : IPrimary] ¥ 721% [Secondary],

HERILE  show failover =~ FEHEMA LT, ZEFE-T—%FMB L, TN VPN 7 = — /LA —
N—UHEH OB 72 7 = — N F—N—DRENEZHRI L ET B LA v =1 7
JT 4 TIEBEE AL RAEBCTHBNEDIRNT 7= AT =T N—=Va v EETL TS L
WCE-THEUDAEEMERH Y £3, show memory =~ REFEH LT, AEVIKFREND D
ME D DEHBILE T,

720045

IS5— AytE—Y $ASA-6-720045: (VPN-unit) Start bulk syncing of state
information on standby unit.

BBE ZAUL T 2T o T DS MR IR LT 2 L % R S LS BRI
LTI LRI ERA Y=V TT,

unit : 'Primary] ¥721% [Secondary],
HRNLE ~%TT,
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720046
IS— AvytE—Y 3$ASA-6-720046: (VPN-unit) End bulk syncing of state information
on standby unit
BB UL T 7T TEEND OV RHHERTE T LIn 2 & A RS A B @ A LT
L ERTIERA v E—TTT,
unit : 'Primary] ¥721% [Secondary],
HREME 1~ETT,
720047
I5— Ayt—Y $ASA-4-720047: (VPN-unit) Failed to sync SDI node secret file
for server IP address on the standby unit.
BB VPN 7 = — VA — = T AT LR AL NALEET SDI =D ) — R v—7
Ly hZ7AN0ERILES ELcEEC, 29— FELELL, SDI/V—FR¥—27 Ly b
TrAME 7Ty allBEMHMEINTHWET, 2OT—d, 77 vva T7A)V T AT LR
Dol FEEL TS ZLEZRLTWDHREERH Y £,
unit : IPrimary] ¥ 721% [Secondary],
IP address : % —/ 3D 1P T RL X,
HRIME dir 2~ F2HEHLT, 79 v 2 ONEEERLES, /- Ry —2 Ly b 77
ANOLENE Tipsdi] TY,
720048
IS5— Ayt—Y $ASA-7-720048: (VPN-unit) FSM action trace begin: state=state,
last event=event, func=function.
unit : TPrimary] F£721% [Secondary],
state : BAEDIREE,
event : FEDA Nk,
function : BITESEATH OEHE,
BB ZHUE. VPN 7 = — b — = BT R T AOFRRREE~ S USRS tA S iz 2 L &
FAF AT A=V,
HREDE 1~ETT,
720049

FSM action trace end: state=sState,

IS5— Ayt—  $ASA-7-720049: (VEN-unit)
last event=event, return=return, func=function.
B “hE. VPN 7= — L —_— BT 2T AOERRIREEY S UHBENTE T L= & AR
TTNRy T A y—ITT,
unit : [Primary] F72(% [Secondary].

state : BITEDIREE,
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event : DA Xk,
return : R Y I — K,
Sfunction : BUEZEITH OHEEE,
#ROE ~ZTT,

720050
IS5— AytE—Y $ASA-7-720050: (VPN-unit) Failed to remove timer. ID = id.
HE ZAUXAA ALy R A A~ —ZHIRTERNWI L ZRTT ANy T A vtE—
T
unit : 'Primary] ¥721% [Secondary],
id: 24 ~—1D,
HRLE ~ZTT,
720051
I5— Ayt—Y  $ASA-4-720051: (VPN-unit) Failed to add new SDI node secret
file for server id on the standby unit.
Bl VPN 7 = — VA —— BT U AT KPR RAZ A LEET SDL — "D ) — R v—7
Ly h 77 ANVEBMLES ELTEEEIC, 2T =D ELEL, SDI/—RFR¥—2 Ly h
TrAME 7T v alIEHERTOVET, ZOXT—F, 7T via Ty AL VAT AR
W XN, L TSI EERLTWDAREERH D 7,
unit : 'Primary] ¥721% [Secondary],
id: SDIYV—/"DIP 7 RL X,
HRELE dir =~ FEANL T 77y v aONEERRLEST, /—Ry—2J Ly k77
A NOLENL Tipsdi] TY,
720052

IS5— Fyt— $ASA-4-720052: (VEN-unit)

Failed to delete SDI node secret file
for server id on the standby unit.

BB VPN 72— LA —R— VT RTEANT I T4 THEET/  — N —J Ly h 77 AL
FHIBRLE 2 L&, mT—0%AELELE HIRLE2E LTS —K v—J Ly
N T77ANVNRT T o 7740 VAT ARNIZFELRDD, 7T vy Z7 A4V VAT A
DB ICHIEN B D FREMEN B Y £9,

unit : 'Primary] ¥721% [Secondary],

IP address : SDI — /3D IP 7 R LA,

HRBOE dir2~2 FE#EALT,. 79 v a2 ONEERAFLET, /J— R —2 Ly k77
ANDLAFNL Tipsdi] TY,
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720053
IS—Ayte— $ASA-4-720053: (VPN-unit) Failed to add cTCP IKE rule during
bulk sync, peer=IP_address, port=port

B VPN 7 = — /LA —"— BT VAT ANV AHIEFRIZ A X 23 o 255 C ¢TCP IKE
N—)vZxa—RLESETDE, =T —NFAELET,
unit : 'Primary] ¥721% [Secondary],
IP address : 7 D IP 7 KL X,
port : €T DR— N,
HRWE A7 A HEICEORAM D> TWT, FTBLIKE /L—/VEBRANE TR Z A A
TUNTOWREENRD Y £T,
720054
IS— Ayte— $ASA-4-720054: (VPN-unit) Failed to add new cTCP record,
peer=IP address, port=port.
SREA cTCP L =— RSAZ U AR E . BT T& £¥ A, #5725 IPSec over cTCP | >
RVINT = — VA== THERE L TV R W ATREMED B D £,
unit : 'Primary] ¥721% [Secondary],
IP address : €7 O IP 7 RV &,
port : €T DR— K,
HBME TCP 7 —Z _X— ANV NS> TWENRILET IP 7 RL R LR— N ES%
FOLa— RPTTIFEL T D AREMEAH Y £7°, Tk, —FRRRETHY | dhES
WOFREMED B Y £,
720055

IS5— Ayt—Y %ASA-4-720055: (VPN-unit) VPN Stateful failover can only be run
in single/non-transparent mode.

BB T (GEER) E— RCTEEL CWARWEAIE, 20X vyE—URF RS, VPN
YT AT KIS EE A

unit : TPrimary] F£721% [Secondary],

HEQE VPN 7 = — LA — " —% YR — T 50872 — FHICEEZ R E L T,
EEh L ET,

el &
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720056
IS— Avyt—Y %ASA-6-720056: (VPN-unit) VPN Stateful failover Message Thread
is being disabled.
BB SR PRI 2 RN XTI L LD E LN T = N
MEBENTOARVEAE VPN 72— LA —N—=H T ZXTFLADAAL A vt —JWUH AL v
KRBT 42— WD Z LR TERA v E—VTT, 72— A —/S— F—|L VPN 7 = —
I —N— T,
unit : TPrimary] F£721% [Secondary],
HENE ~ETT,
720057
I5— Avy+t—Y %ASA-6-720057: (VPN-unmit) VPN Stateful failover Message Thread
is enabled.
S i, T2 AR R R =T N TT 2= b —R— F=RNEBEIN TV DA,
VPN 7 = — VA== T VAT ADAAL Ay B— VA Ly RPA X =TI 5 2
LERTHERA v =TT,
unit : [Primary] F721% [Secondary].
HROLE ~ZTT,
720058
IS—Ayt—o $ASA-6-720058: (VPN-unit) VPN Stateful failover Timer Thread
is disabled.
BB ZhiE 72— A A= T RRER T == A== R RX—=T L ThH LA
VPN 7 ==V F—N—= BT VAT LDAAL v ZA<—HAL y RRT 4 8—T WD Z
LR EEA v eV,
unit : 'Primary] ¥721% [Secondary],
HROLE ~%TT,
720059

IS5— Ayt—Y $ASA-6-720059: (VPN-umit) VPN Stateful failover Timer Thread
is enabled.

Bl X, T A= R ERINTNWTC T 2 — == X =TV ThD
BA VPN 72— VA= R—= YTV RTEDAA  Z A <—HFRA L v RINA 3 —T IR 5
ZLEERTIERA vE—UTT,

unit : [Primary] %721 [Secondary].
HERME ~ZETT,
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720060
IS— Avt—Y 3ASA-6-720060: (VPN-umit) VPN Stateful failover Sync Thread is
disabled.
BB iU, T A AR R TN TT 2 LN R RER I TN N
BVVPN 7 = — VA== YT U AT AOAA > 7 7 RV A Ly RRT (& —T 12
D mmTIHERA v E—U T,
unit : 'Primary] ¥721% [Secondary],
HREDE ~ETT,
720061
I5— Avy+t—Y %ASA-6-720061: (VPN-unit) VPN Stateful failover Sync Thread is
enabled.
BBl i, T AR RNA X =T N T T 2= F— N — F—NERINTNDEEE.
VPN 7 = — VA —N— BT VAT LD AL 2 L7 RHHEABEA Ly RBA R —T N2 D
DL ERTHHA v E— DT,
unit : [Primary] F721% [Secondary].
HRUE F~ETT,
720062
I5— Awt—Y  $ASA-6-720062: (VPN-unit) Active unit started bulk sync of
state information to standby unit.
BB ChUE. VPN 7 = — A== T RT LDT I T 4 THEEIP AL A BEE A~ DR
REIEHRO V7 R b ZBRMG L T2 2 L 2T R A v E—TTF,
unit : [Primary] F72/% [Secondary],
HRWLE ~ETT,
720063
IS— Ayt—Y $ASA-6-720063: (VPN-unit) Active unit completed bulk sync of
state information to standby.
BER ZAUE. VPN 7 = — A== HT U RTADT I T 4 THEEN A S A BEE A~ OHR
BIEROANNL I FWEZTE T L2 2 7mTHEHRA v =TT,
unit : 'Primary] ¥721% [Secondary],
HREME ~ETT,
Cisco Security Appliance Y X TAL OF A yt&—Y
| oL-3938-02- .m



F2E LRFLAYT AvE—Y |

W xy+—< 701001 ~ 720073

720064

720065

720066

IS— AytE—Y SASA-4-720064: (VPN-unit) Failed to update cTCP database record
for peer=IP address, port=port during bulk sync.

B VPN 7 = — Lt —R— YT LR TF AN B TICEEED cTCP L2 — K& FH L
KoLl &Eic, =R ELELE, cTCP La— RRAONY A, AZ 31 EEE
TCcTCP 7 —F# _X—ZANLHIBRS N ATReEN o D £7,

unit : 'Primary] ¥721% [Secondary],

IP address : €7 D IP 7 RV &,

port : €T DR— N,

V7d

HROE A7 00 Avb—VZRBLET,

IS— Ayte— $ASA-4-720065: (VPN-unit) Failed to add new cTCP IKE rule,

peer=peer, port=port.

B VPN 7 = — LA — "= BT U RT DPAL S EEET TCP 77— 4 N—Z = U H
DFFIKE L—/LZBIMLE S ETD5L, 27— ELET,

unit : 'Primary] ¥721% [Secondary],

IP address : €T O IP T NL X,

port : T DR— hE5,

HERIME o 27 MZEWARNRDD > TUWT, ¢TCP IKE /L— /L DBIIER N Z A L7 7 MMC
20 SETLRWAREEN S Y £9, ZiUT—RRRETH DL AEEENH Y 7,

IS— Awt—  $ASA-4-720066: (VPN-unit) Failed to activate IKE database.

BB AL NS YGENT 7T 4 TIRIRBIBATL TV D & ZIT VPN 7 2 — LA — 3= 7
AT AMIKE X2 VT 4 TV TZ—vay T—E_XR—R&2T 77 471CLE5ELT, =
FT—DRELE L, AFUARAAEBIC, KEYF2) T4 TV — gy F—F_X—ZN
TIT 47D EwETHY Y —ABEOREN S 5 AleERH 0 £7,

unit : TPrimary] F£721% [Secondary],

HEBILE  show failover 2~ FEEHA L TT = — A —_— RTRBLRREBICHLNE D
MEREZ L, syslog TEOMO IKE B#E T T — 2R LET,
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IS— rAyte—o $ASA-4-720067: (VPN-unit) Failed to deactivate IKE database.

BBl T U7 ¢ TEEN AL URARBEICBITL TN D EEIZ VPN 7 2L — = TR
TANWIKEEX=2 VT 4 7/vxm—vay T—FRX—R%FET7 774712 LLHELT, =
F—=MNRAELE L, 77T 4 7HEIC, IKERYX2 )T 4 T/ —vay T—FZ_X—AN
T TF 4 TR AB e HGT A Y — ZEOMEN H L AR H Y £7,

unit : 'Primary] ¥721% [Secondary],

HRME  show failover 2~ RZ AN LTI =2 — L F—_— R NRIFRREBICH D0 EH
MEMER L, syslog CTIKE B#E =T — &2 MB L ET,

IS— Ayte— $ASA-4-720068: (VPN-unit) Failed to parse peer message.

B VPN 72—/ F—N— BT U RATF ANRAZ N IEEBTCET Ave—V%ATLLE D &
THE, =T ELET,

unit : TPrimary] F£721% [Secondary],

HRME A X NS EBEBTZESNLET A=V cEEtA, 777 4 7HEL
AR UNRAEBEBDOM G TR A= a D7 7 — LU =T NETENTNWD I EE2EERLE
4, F7-. show failover =~ RZEHL T, 72— F—_— XTNEBIFRREICHDZ &
bR LET,

IS— rAyte—o $ASA-4-720069: (VPN-unit) Failed to activate cTCP database.

BB RAXUNAEEENT I T 4 TIRRBEIZBITL TS EXIZ VPN 7 = — LA —N— T
AT BN CTCP F—F_X—2 % T 054 7 LEIE LT, =T —NHAELE LT, ZAF 3 A
BEEIT, CTCP F—F R—ANT I T 4 TR D e xM5T5H ) Y — ABEEDORMEN & 5 AlFEME
NHY FT,

unit : 'Primary] ¥721% [Secondary],

HEBEME  show failover =~ REZ AN LT T 2 — /A —"— T RNBIFIREEICH B E D
MEREZR L, syslog TEDOMD cTCP B#E T 7 — %MK L F 7,

IS— Awt—  $ASA-4-720070: (VPN-unit) Failed to deactivate cTCP database.

BB 7T 4 TEEER AL U SARBBICBITL TV D EZIZ VPN 7 = — b — = T U X
TEMNCTCP T —HRXR—=A&ET VT4 7L LI E LT =T —DBRELE LT, 77T 47
BEEIT, cTCP F—F R—ANHET 7T 4 TR DHZEEYTDH Y Y —AEEDOMEN S 5 7T he
PERH Y E£F,

unit : TPrimary] F£721% [Secondary],

KRB  show failover =~ REHEH L T 7 = — /4 —— X NRGFREBICH L E D
MNEfER L, syslog TcTCP R =T — % MR LET,
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720071
IS—Ayte— $ASA-5-720071: (VPN-unit) Failed to update cTCP dynamic data.
BBl VPN 7 = — LA — = T U RT AN TCP BT — X 2L LS &L Ll &z, =
TR ELE LT,
unit : [Primary] F72/% [Secondary],
BE ZAUTRFRRRETH D FREMENH VD 3, ZAUXEMIM RO T, R LT 7 —)
FETLHZNEIMEELET, £/, syslog TEDOMD 7 = — LA — R_R—BH X & — UMK
LiTo
720072
IS— Ayte—9 $ASA-4-720072: (VPN-unit) Cannot find trust point #&p
Bl VPN 7= — A== BT U RT LN TAIRA  FELAFITTHRERLEL D LT5 L,
T T —FEAELET,
unit : TPrimary] F£721% [Secondary],
tp: N7 ANEA L hOAHI,
HRME 7 A MRA YV MIARL—=HZIZX o> THIBREN /8NN H D £9, show crypto
catrustpoint CLI ZfEfI LT, NTAMKA U IR a7 4 Fal—a b RNICHFEETINED
PR LET,
720073

IS— rAyte—o $ASA4-720073: (VPN-unit) Fail to insert certificate in trust
point frustpoint on the standby unit.

BB VPN 7= — A== BTV RATFT AN M T A MRSV MCGEAEEZHAL LS T2
EZT DA LET, 2O T — X GEHAZEO B L NFIC L > TE UL H D 77,
unit : 'Primary] ¥721% [Secondary],
trustpoint : § T A NAKRA N DA,
HRME 727 ¢ 72E T lwrite standby) % FAT L, FEAEZ FE TR & 31 28 |2

LET, VAT L 0l Ay —VEHRLT, 72— A== /PKIHEOTT —21H 50
EI)MMEERLET,
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