CIIAIVFEIt::Z ;

show isakmp ipsec-over-tcp stats
OV > K~ showroute A< K

show isakmp ipsec-over-tcp stats

IPsec over TCP D FEATREDMFHER A F R T HI21E, Frm— b ar 74 F¥alb—var E—FE
72 1345H EXEC & — KT show isakmp ipsec-over tcp stats =~ > K& H L 7,

DoAY H DB

show isakmp ipsec-over-tcp stats

Zoavy FE 5lBbF—U—Fbd ) EHA,

T4 T 7 4 FOEMERLEIZH D THA,
AT K E—F WOEIF, ZOa~wr REANTEDLE—RERLTWET,
274704 —ILE—F |[£%21YF4 aVFFRX
TILF

avv kK E—F L—Tv F |E#& UL |aAVTFERM (VAT LA

JTa—N) 2T 4 Fal— | e — . _ _

va v

¥5#E EXEC . — . — —
avy FBEE Jy—= EENE

7.0(1)

show isakmp ipsec-over-tep stats =~ > RV A S E L7,

7.2(1)

show isakmp ipsec-over-tep stats =~ > R23FEIL SV E LT,

isakmp ipsec-over-tep stats =~ > RIZEZH X 5N FE LT,

show crypto

[ oL-10086-02-J

Cisco ¥ )T4 7FS54F7VRARVFYI7PLVR A



$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show isakmp ipsec-over-tcp stats

EREDHA R34y Zoa~vr FOWNITIE, ROT 4=V FREENTHWET,
* Embryonic connections
e Active connections
* Previous connections
* Inbound packets
* Inbound dropped packets
*  Outbound packets
*  Outbound dropped packets
e RST packets
* Received ACK heart-beat packets
* Bad headers
* Bad trailers
* Timer failures
e Checksum errors

¢ Internal errors

Bl Ja—s )L ar 7 4 F¥ab—v gy B— RTHEITLEZROFITIE, ISAKMP #ietHE#RE R R LT
b\iTo

hostname (config) # show isakmp ipsec-over-tcp stats
Global IPSec over TCP Statistics
Embryonic connections: 2

Active connections: 132

Previous connections: 146

Inbound packets: 6000

Inbound dropped packets: 30
Outbound packets: 0

Outbound dropped packets: 0

RST packets: 260

Received ACK heart-beat packets: 10
Bad headers: 0

Bad trailers: 0

Timer failures: 0

Checksum errors: 0

Internal errors: O

hostname (config) #

[SEEEIAS avvFk B

clear configure crypto isakmp TRTHDISAKMP 27 4 Fa b —ra rE2HEELET,

clear configure crypto isakmp policy [SAKMP KV — a7 X2l —3 a3 _RTHEE
LET,

clear crypto isakmp sa IKE T v Z A LSAT—F_X—2%&HELET,

crypto isakmp enable [PSec E7 R EXa VT 4 TFIAT L ALBETHA
4 —T7xAALDISAKMP X3 =—va & x—7
M LET,

show running-config crypto isakmp TIT 4 TRISAKMP 27 4 X a2l —32 g 23T
FHRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show isakmpsa W

show isakmp sa

IKE 7 U H A LSAT —HN—2A%RKRTHE, Frm— L ar7 1 Falb—var E—NEk
1245 EXEC € — K T showisakmpsa =~ > K& L F9,

show isakmp sa [detail]

DAY HY ZAMERBA  detail SA T —H_R—A T H5MeE 2R R LET,
T4 T 7 4V N OEERMEILZH D FHA,
avy kR E—F WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,

T7A4724—)E—F E£FaUT43A20TFXE}
ILF
avY K E—F V—TvF |E# YUUN |AVTERE VARTLA
Jua—n)LarJ4FX¥al—| ¢ - -
varv
FrtE EXEC . . _ _
avy FEE )1)—2x EERNE
7.0(1) show isakmp sa =~ > RAAEA SN FE L7z,
7.2(1) ZDa~wy RiFBEIE & E L7z, show crypto isakmp sa =~ > RN & 2
ZHIE LT,
BEREDHSAFSM4Y Zoa~r FOHNITIE, RO7 44—V RREENALTHET,
detail 7> a VERRELRWVWEA
& 271
IKE Peer Type Dir Rky State
209.165.200.225 L2L Init No MM_ Active
detail 7> a VERELZEA -
5 27-2
IKE Peer Type Dir Rky State Encrypt |Hash Auth Lifetime

209.165.200.225 L2L Init No MM_Active |3des md5 preshrd 86400

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$Eo7E

show isakmp ipsec-over-tcp stats I > K~ show route A< F |

M  showisakmp sa

i Ja—sL a7 4 X2 b— gy T FCADLZROFITIE, SA 7 —F X—ZZBT 27
R EFR R L TOET,
hostname (config) # show isakmp sa detail
hostname (config) # sho isakmp sa detail
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
1 209.165.200.225 User Resp No AM _Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
2 209.165.200.226 User Resp No AM_ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
3 209.165.200.227 User Resp No AM_ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
4 209.165.200.228 User Resp No AM_ACTIVE 3des SHA preshrd 86400
hostname (config) #

(RSN =1 N iEA

clear configure isakmp

TRTOISAKMP =227 4 X2 b —3 g U &EELET,

clear configure isakmp policy

ISAKMP RY S — a7 4 FXal—ar32T_XTHEELE
—aﬂo

clear isakmp sa

IKE T %A LSAT —H_X—AEHELET,

isakmp enable

IPSec 7 Rt xa VT 4 TTIAT VAL BRETLHA
B —T A A FEDISAKMP % I3 = —3 g %A F—TIZ
LET,

show running-config isakmp

TIT 4 TIRISAKMP 27 f X a2 b—3 g U ETRTHER
L\i—aﬁo

W CiscotFalT4 FF5347YRARVEYIFLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show isakmp stats W

show isakmp stats

RATHFOMFHE WA T AT DI, 7 R—/Vb 3T Fab—a v T— PRI EXEC
E£— R T show isakmp stats =~ > FEEH L £7,

show isakmp stats

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEWEREIZSH D EH AL
avY R E—F WROFIL, ZOa<vr FEANTELZE—RE2RLTVET,
274724 —ILE—F |£XF2)TFT1s a>TFXEb
TILF

avry kK E—F L—Tv K |FE# YU | AVTERE (VAT L

Ja—sN) a7 4 FX¥al— | — . — —

va v

¥EHE EXEC . — . _ _
avy FERE Jy—=x EEAR

7.0(1) show isakmp stats =~ > F2NEASHE LT,

7.2(1) ZDa~wy RidpBElE & E L7z, show erypto isakmp stats =~ > F|Z[E X

iz bnE LT,

EREDAS R34y Zoavr FOWNITIE, RO7 4=V FREENTHET,
* Global IKE Statistics
e Active Tunnels
¢ In Octets
e In Packets
* In Drop Packets
* In Notifys
¢ In P2 Exchanges
* In P2 Exchange Invalids
* In P2 Exchange Rejects
¢ In P2 Sa Delete Requests
*  Out Octets
e Out Packets
¢ Out Drop Packets
*  Out Notifys
* Out P2 Exchanges
* Out P2 Exchange Invalids
* Out P2 Exchange Rejects

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

M show isakmp stats

* Out P2 Sa Delete Requests
* [Initiator Tunnels

* Initiator Fails

* Responder Fails

* System Capacity Fails

e Auth Fails

* Decrypt Fails

¢ Hash Valid Fails

e No Sa Fails

Bl Ja—sy 3y T Fa by sy T FORIT LIKOBITIL, ISAKMP #E7HiF# % 27 L T
b“i‘j‘O

hostname (config) # show isakmp stats
Global IKE Statistics
Active Tunnels: 132
Previous Tunnels: 132

In Octets: 195471

In Packets: 1854

In Drop Packets: 925

In Notifys: O

In P2 Exchanges: 132

In P2 Exchange Invalids: 0
In P2 Exchange Rejects: 0
In P2 Sa Delete Requests: 0
Out Octets: 119029

Out Packets: 796

Out Drop Packets: 0

Out Notifys: 264

Out P2 Exchanges: 0

Out P2 Exchange Invalids: 0
Out P2 Exchange Rejects: 0
Out P2 Sa Delete Requests: 0
Initiator Tunnels: 0
Initiator Fails: 0
Responder Fails: 0

System Capacity Fails: 0
Auth Fails: 0

Decrypt Fails: 0

Hash Valid Fails: 0

No Sa Fails: 0

hostname (config) #

EEa<TUF avUF SR

clear configure isakmp FTRTOISAKMP 2 7 4 ¥ a2 b— g U EEELET,

clear configure isakmp policy ISAKMP RV v — a7 4 Xalb—a a3 X THE
LET,

clear isakmp sa IKE 7> %A LSAT—H_X—A%HEELET,

isakmp enable IPSec 7 MNEX=2 T 4 TTIAT LV ALBIETDHA
=T xAALDISAKMP R Ay T — g a A X—7
MZLET,

show running-config isakmp TIT 4 TRISAKMP 27 4 ¥al— g 23T
HRLET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show local-host W

show local-host

T—H/L RRA DRy b U — 7 REEEZFIRT HITIE. Hi#E EXEC E— K T show local-host =1~ >/
FadH L £,

show local-host [ip_address] [detail] [all]

DoAY H DA

all (FAFvar) X274 777347 RACHRT o —R RA L&
X2 VT4 TTITAT U ANLERT o0 — IV KA NeEHET,

detail (AFvay) 77747 xlate &3y T — 7 EROERE G, a—
HvEA SOy NU—JREHEREER R LET,

ip_address (A7Fvar) a—INHRAIDIP T RUAZEELET,

FI2+ILF T 7V N OEERHEIZS Y EH AL
avv kK E—F WORIL, TOavwr REANTEHE—RERLTVET,
7747 94—) E—F [£%a2)FT4 aVFTFXFb
<ILF

avv Rk E—F =Ty F |ZE# U aAVTEARABM (VAT L

qé‘f*é EXEC . . . . J—
avy FEE Jjy—= EEAR

7.2(1) RAMIBRRHLETALOERE., Z0a<wy RICEOAEA v 2 —T7 = A

EREDHS F31

ALRARENDA L E =T 2 A ANREREINDH LTV ELE,

show local-host =~ > R&EFHT AL, o— DNV KFA DRy NT—VRELFERTEET, n—
HIVEKRANMI, NI 74w 058XV T4 TTI3A TV RIEETDN, ¥ X2 0UT 0 775
AT AL THERIET DT RTORA MK U TERENET,

Zoavwy REFERTLHIE, a—V KA NOEBEAT y M EeEERAR Yy NERRTEET, £
7o, BEHEOZHIRRER X OBEBIRIEN#E H S 72V 56, nat 0 access-list 2~ > R CTREINTZA
A hOEREREE L ET,

Zoawy NiE, BRI S 208 LEY, SRR ZE L TORWES, ZOMEIZIT 0 3%
S, MRITEN S EE A,

KA NRIRRHDETVOLHAE, V—T v RE— KT NHOKRA N (T—7 V=2 bh—5h V—
V) AN (F o=k b YY) EBETLHEEORMIRENET, A X —Fy b AR
MIFIRENETA, V=2 R —LMDONTT7 4 v 7 ZBBTHHRAMBHIRSINEEAL, T
T4k b— MIBEEMTONTNAAL L E—T =2 R F, AV F—F v h A FZ—T AR
RipsnEd, 77408 b—FERRWGESE, TXTOA ¥ —T oA ADFA MIKIRSE
T, BBE— RTIEL, AR NOEMRELDBRNA X —T =4 AF, KA MNIBBOMHETT,

TCP RATZAZ R E L2 AT . SYN BN FRAET 5 & ARITZE SN2 85t D457 show local-host
A FOHAOFERREAT 7 MCEERET, 207 4 —/V NIZiX, BFIEERIIA—T 70
Bt O A MERINET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show local-host

show local-host ==~ > KD H|J] T TCP embryonic count to host counter DMEH I B DL, A ¥
T4 v 7 EEG AT DR A MO U TR RAIIIEER Ol IR (TCP RIT315 DKHER) Z8E L
HAETT, ZONTAE MOKRA KD ZORA MDD PIER O A E R L TV E
To ZOEFHEDNREFAOHIMEEZ B X 5 L. ZOARA NI H LWOEEREZ TCP RATZEN
WHINET,

Ll WD F1l1%. show local-host =~ > NIZ Lo TR RENET,

hostname# show local-host
Interface inside: 0 active, 0 maximum active, 0 denied
Interface outside: 1 active, 2 maximum active, 0 denied

WO FIPNE, A MIBOH 2% 2T 4 775 A7 AT show local-host =~ > K% F4T
THEERINET,

hostname# show local-host
Detected interface 'outside' as the Internet interface. Host limit applies to all
other interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface inside: 1 active, 1 maximum active, 0 denied
Interface outside: 0 active, 0 maximum active, 0 denied

WO TN A A MHIROH DX 2T 4 77547 A LT show local-host =1~ > K% 5T
THEFRINETN, T 748 b— bBRWIGEE, BA MRS TR COL X —T = AT
WHINET, 77408 —b, FEFET 74V A= EREHAL TS A X —T = A AN
A LTWAEE, TIHNVFDL—h A Z—T oA APBHENRWZ EBH Y £4,

hostname# show local-host
Unable to determine Internet interface from default route. Host limit applied to all
interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface clin: 1 active, 1 maximum active, 0 denied
Interface clout: 0 active, 0 maximum active, 0 denied

WOHIIBNT, BHIRFAA B3 HE X2 T 4 77T 47T A LT showlocal-host =~ K& 3
1ITT5EFRENET,

hostname# show local-host
Licensed host limit: Unlimited

Interface clin: 1 active, 1 maximum active, 0 denied
Interface clout: 0 active, 0 maximum active, 0 denied

ROBNE, B—T/V KA DRy MU= REERRZT HHEEZRLTOET,

hostname# show local-host all

Interface outside: 1 active, 2 maximum active, 0 denied
local host: <11.0.0.4>,

TCP flow count/limit = 0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 11.0.0.4 in 11.0.0.3 idle 0:01:42 bytes 4464
105 out 11.0.0.4 in 11.0.0.3 idle 0:01:44 bytes 4464
Interface inside: 1 active, 2 maximum active, 0 denied
local host: <17.3.8.2>,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show local-host W

TCP flow count/limit = 0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 17.3.8.2 in 17.3.8.1 idle 0:01:42 bytes 4464
105 out 17.3.8.2 in 17.3.8.1 idle 0:01:44 bytes 4464
Interface NP Identity Ifc: 2 active, 4 maximum active, 0 denied
local host: <11.0.0.3>,

TCP flow count/limit = 0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 11.0.0.4 in 11.0.0.3 idle 0:01:44 bytes 4464
105 out 11.0.0.4 in 11.0.0.3 idle 0:01:42 bytes 4464
local host: <17.3.8.1>,

TCP flow count/limit = 0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 17.3.8.2 in 17.3.8.1 idle 0:01:44 bytes 4464
105 out 17.3.8.2 in 17.3.8.1 idle 0:01:42 bytes 4464

hostname# show local-host 10.1.1.91

Interface third: 0 active, 0 maximum active, 0 denied
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <10.1.1.91>,

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Xlate:
PAT Global 192.150.49.1(1024) Local 10.1.1.91(4984)

Conn:
TCP out 192.150.49.10:21 in 10.1.1.91:4984 idle 0:00:07 bytes 75 flags UI Interface
outside: 1 active, 1 maximum active, 0 denied

hostname# show local-host 10.1.1.91 detail

Interface third: 0 active, 0 maximum active, 0 denied
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <10.1.1.91>,

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Xlate:
TCP PAT from inside:10.1.1.91/4984 to outside:192.150.49.1/1024 flags ri

Conn:
TCP outside:192.150.49.10/21 inside:10.1.1.91/4984 flags UI Interface outside: 1
active, 1 maximum active, 0 denied

BAEaITUF avvk EL)
clear local-host show local-host 2~ > R CHRRINTZ, a—/V KA MNLDORY b
U — 7 B A R L E T,
nat Fy hT =2 %7 a—)LIP T KL A 7= UZEE#A T £,
Cisco E¥1UF4 FIS5AFVRAATUE YT7LUR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show logging

show logging

Ny Z7IRFFSnTWbay | EidZzofoaxr FEREZFRRT 511X, show logging =1~
Y REEHLET,

show logging [message [syslog id | all] | asdm | queue | setting]

DB YY) ADBE  message (AT ar) FZHLRIADLARNDA v =2 FRLET, A vE—
VLUV EFRTET HICIE, logging message 2~ 2 REZZB L T 72E 00,
syslog_id (AFvary) BrTH2AvE—VEFESEZRELET,
all (AT a) AF—TNANEREFET AT NDOEL LIRS TNDENEED
T, IXTOYAT L uT Aye—VIDEaRRLET,
setting (AT ar)eX o FREXZF R LET . X RNy 77 Ii3F R LER A,
asdm (A7 av) ASDMuEX 7 Ny 77 DNFEEERRLET,
queue (AFvay) VATLa T Ayk—Y Fa—ERRLET,
T2+ E Zoawr RZT 74V bEREEH Y FHA,

av>Y R E—F WOFRIL, ZOa~vr REANTELE—RERLTVET,

74794 —IL E—F |[#FaYT4 22TFRF
TIVF
avvkE—F W—Fy F |&E& UL AVTERE (VARTLA
¥FHE EXEC . . . . .
av Y FEE ))y—= EERE
BELE Zoa<vy NIBEFEO D TY,

EREDHSL FS4 Y logging buffered =~ > RZfH L TV DAL, F—7 — R&2IEEETIC show logging =~ > K%
FITT DL, BHEOA vE—T RNy T 7 ERERFRINET,
show logging queue =~ > FAHT 25 &, ROFBHREFRTEET,
o Xa—HNDAYE—IH
o Fa—llREREINTA v E—TV DRI
o RPZFIHTEL T m Y7 AFYRRDPSTLTEDIIEREINT-A v E—U8

il IZ, show logging =~ > RO IHZ R L £,

hostname (config) # show logging
Syslog logging: enabled
Timestamp logging: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 37 messages logged
Trap logging: disabled
305001: Portmapped translation built for gaddr 209.165.201.5/0 laddr 192.168.1.2/256

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show logging W

IZ. show logging message all =~ > KO B &R LET,

hostname (config) # show logging message all

syslog 111111:
syslog 101001:
syslog 101002:
syslog 101003:
syslog 101004:
syslog 101005:
syslog 102001:
syslog 103001:
syslog 103002:
syslog 103003:
syslog 103004:
syslog 103005:
syslog 103011:
syslog 103012:

default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)
default-level alerts (enabled)

)

default-level alerts (enabled
default-level informational (enabled)

PlEavT UK

avok BiEA
logging asdm ASDM ~Du X J kA4 X—7 M LET,
logging buffered Ny T7~OaX o T F—T M LET,

logging message

A=Y LULERELET, 703 Avk®—Y%2T 4 —7 L
ij‘o

logging queue

BXT Fa—HRELET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show logging rate-limit

show logging rate-limit
Bz A v E—VEITLORETETT HIZIE, show logging rate-limit 2~ > REfFEH L E 7,

show logging rate-limit

SURYHYADHHA oo~ NI, 5lELF—T—-FLH D A,

FTIAILE ZDavr RIZTF 74NV FREEIHY A,

avYKE—F WKOEF, Z0a<wr REANTEL2E—RE2RLTWET,

2747 24+—)L E—F |[£FaUTF4 32TFRF
ILF
avv kK E—F L—Fv F |EB UL aAVTHERE (VARTLA
¥¢HE EXEC . . . . .
av Y FERE )1)—X EERNE
7.0 X2 VT4 TTIATVATIDa<y FRYR—ERB L HIThk
DNEL-,

EREDAA R4y FHERPWEIND L, FA MPEREFOHLT2E T, MbRRINET A,

% ROBNZL, L INTZA Y=V 2 RRT DLHEEZRLTVET,

hostname (config) # show logging rate-limit

EEa<UF avvFk EA
show logging AF—=TNpaX T A Ta w2z rLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| E27&

show isakmp ipsec-over-tcp stats 3<% > K~ show route A< F

show mac-address-table W

show mac-address-table

MAC 7 RL A T—T7 V&2 FK T 5121%. ¥4 EXEC & — KT show mac-address-table =~ > K%
ERLEY,

show mac-address-table [interface name | count | static]

DB VY ADEBH

FTI24ILF

count (AFvar) A4 FIv7 2 NI ERET v 7 = N OB ER
RLET,

interface_name (AFvay) MACT RVA T—T7 NV = N BRRTHA U H—T =
A AL EHEELET,

static (AFvay) 2T 4907 2 M) DOBERLET,

A B =T 2 ZAEBELRWGEEIE, T _XTOA 2 —T =2 ADMACT RL A T hURE
IREINET,

WOEIF, ZOavr FEANTELE—FERLTVET,

F27A4F724—IVE—F |[£F2VF1 a2TFX b
RILF
AU K E—F =Ty F |Ef YU | AVTERLE (VAT L
FiHE EXEC — . . . _
av Yy FEE Jiy—=R FEAE
7.0(1) Zoavwry RPREAINE LT,
£l RIZ. show mac-address-table =~ > RO #Z2R LE7,
hostname# show mac-address-table
interface mac address type Time Left
outside 0009.7cbe.2100 static -
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10
WIZ, inside E\WVD A > H—T = A AIZBIT 5 show mac-address-table =~ > KO H 1|z ~r L F
—gﬂo
hostname# show mac-address-table inside
interface mac address type Time Left
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10
&IZ. show mac-address-table count =~ > KO B EZ R L ET,
hostname# show mac-address-table count
Static mac-address bridges (curr/max): 0/65535
Dynamic mac-address bridges (curr/max): 103/65535
BEav VR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

WM  show mac-address-table

avvFk BTL))

firewall transparent Ty AT T F—/)LE— REBBIZHRELET,

mac-address-table aging-time HAFI VI MACT RLA U NI DHA LT T Faik
ELET,

mac-address-table static MACT7 RL A T—TNWVIZAXT v 7 MACT KLLA =
Y RUAEBMLET,

mac-learn MACT RLVAR T—=2T%T 4E—7 M LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show management-access W

show management-access

DB VY ADEBH

BT 72 ARICRE STV LONEA ¥ —7 = A ADLRTE TR T HI21E, FiiE EXEC £— F
“C show management-access 2~ > R&EH L E9,

show management-access

Zoawy R, sEbF—UV—FbdH VY £ A,

T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
7747 94—) E—F [£%a)FT4 aVFTFXFb
TILF

avY kK E—F =Ty F |ZER U aAVTEARABM (VAT L

q&%*@ EXEC . ° ° . °
avy FEE Jj1)—=x EENE

BEfF Zoawy RiEBEEFEDO S O T,

FEREDHS FS1Y

#l

management-access 2~ . RZEHT D&, mgmt if THELE 77 AT U=V A F—T A
ZDIP T RLAZMEHA LT, WEEHA LA —T 2 AZEHTEET (¥ —T A 24T
nameif =~ > RIZ L - TEFE I, show interface =~ > RO THIHAG “” I ENTERRIIN
\i—a’_‘)o

WOBNL, Tinside] EWOIAFID T 7 AT VA — N A Z—T 2 A REEHT /A AL F—T =
AAL LTHREL, MRELRTDHHEZRLTOET,
hostname (config) # management-access inside

hostname (config) # show management-access
management-access inside

PlEavT UK

avwyvFk Bl

clear configure management-access X2 VT A T T IAT L ADERT 728 AD-0D | N
A B =T 2 A ADa LT 4 Fal— a3 EHlRL
E3 a8

management-access BHET VB AHONEA v X —T oA AFELET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

WM show memory

show memory

WHAEY ORRKELANL—T 47 VAT ACHERATEERZEE AT Y BICOWT, BN E
FRT BHITIL, F5HE EXEC £ — KT show memory 2~ > R&fH L E7,

show memory [detail]

SR YY) ADHE  detail (ATvar) BE AT A AT EEHYYCTELAVAT L AT O
BFRRLET,

T4 T 7 4V N OEEREITZH D FHA,

avy kK E—F WDORIT, ZDOa<vwr FEANTEALE—RE2RLTWVET,

F7A4724+—I)L E—F |[Fa2UT4 32TFRXFb
TILF
avv kK E—F —TFv K |EB YU | AVTERE (VAT L
42‘1:*% EXEC ) . . ) .
avy FERE )1)y—x EERE
BEAF Zoavy FEBEFEO SO TT,

FEHEDHS FS54Y show memory 2~ FEffHTEIE, A —FT 47 VAT ATHATE DRAMEATY &
BHEOZEE AV OENEZRRTHIENTEET, ATV L, LEISLTCEV Y TORET,

show memory detail I~ RDHJ]% show memory binsize 2~ RTH|HTHE, AEVU U—
P EF NI H I LRTEET,

F7-. SNMP Z{& i L C show memory =~ > KO OEREFETRTDHI L L TEET,

B WROBNE, FEHTE 2B KA EY LBUEDZEE AE Y OB EZRRT HHEEZRLTWET,
hostname# show memory
Free memory: 845044716 bytes (79%)
Used memory: 228697108 bytes (21%)
Total memory: 1073741824 bytes (100%)

WOFNL, AEVICET A5 a2 R L TWET,

hostname# show memory detail

Free memory: 15958088 bytes (24%)

Used memory:

Allocated memory in use: 29680332 bytes (44%)
Reserved memory: 21470444 bytes (32%)

Total memory: 67108864 bytes (100%)

Least free memory: 4551716 bytes ( 7%)
Most used memory: 62557148 bytes (93%

————— fragmented memory statistics -----

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

fragment size count total
(bytes) (bytes)

16
24
32
40
64
88
168
224
256
296
392
400
181

4435968 1 4435968**
11517504 1 11517504

8 128

4 96

2 64

5 200

3 192

1 88
168
224
256
592
392
400

6 1 1816*

PR NR R R

* - top most releasable chunk.
** - contiguous memory on top of heap.

fragment size count total
(bytes) (bytes)

40
48
56
64
72
80
88
96
104
112
120
128
136
144
152
160
168
176
184
192
200

50 2000
144 6912
24957 1397592
101 6464
99 7128
1032 82560
18 1584
64 6144
57 5928
6 672
112 13440
15 1920
87 11832
22 3168
31 4712
90 14400
65 10920
74 13024
11 2024
8 1536
1 200

< LTI >

show memory W

PlEavT UK

avo kR

Bt

show memory profile

X2 VT4 T T ITAT U ADAT VHERICET A ER (T 7 7

AVT) ZFRLET,

show memory binsize

FEDANA TV YA ZIZED B TENTN DT ¥ 7 OERMIFERE R

FLET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show memory binsize

show memory binsize

FEEDNA T YA ZZHO Y THNTWD T ¥ 7 OERIGE IR A RRT DI FebE EXEC E—
RC show memory binsize =~ > R&fEH L £,

show memory binsize size

DB VY ADEBH

FTIAILE

AR E—F

size (AT vay) BEOSAT) FAXDF ¥ s (A Tuvr) 2%
ALET, A F U YA XL, show memory detail =2~ > RO H 1D
[fragment size| 77 LRI NET,

77 4 OBEREIZSH Y FE A,

WOFEIE, ZDOa<vr FeANTELHE—FeRLTWVET,

aAvy FEE

EREDHS F31

F77A4F794—IL E—F €FXa)T4 a2TFREH
TILF
avv Kk E—F L—Fv F |EB UL aAVTHERE (VARTLA
FeHE EXEC . . . . .
)1)—X FEAE
7.0(1) Zoawry RPREAINE LT,

Zoawy RIEHEDOTA R4 1350 £8 A,

i WOHEITIE, NA TV A X500 8ED Y THNATHWDTF ¥ 71T 2ENEREZRTRL TCVE
R
hostname# show memory binsize 500
pc = 0x00b33657, size = 460 , count = 1
BAEaTUF avyFk BL
show memory-caller address X2 VT4 TTIAT A LICRESNTVWSET RLAD
fHEFRRLET,
show memory profile YX 2T 4 TTIAT L AD AT Y EFRIIZETT 5 53R
(TmT7yA4)7) BRRLET,
show memory WBELAE ) DR RKEL AR —F 4 7 2 25 N THAEM A

AEERZEEX A Y BIZHOWVWT, ENERRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show memory delayed-free-poisoner W

show memory delayed-free-poisoner

memory delayed-free-poisoner % = — O FPRILO K 2 K x5 121%, Kb EXEC £ — KT show
memory delayed-free-poisoner =~ > RZ{HH L £7,

show memory delayed-free-poisoner

DUBYYADHRE Zoavr NITE BIBLF-TU—FbH Y EEA,

T4 T 7 4 FOEMERLEIZH D THA,

av>Y R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

I774F79+—ILE—F (X2 FT4 22T+

TILF
avv kK E—F L—Fv K |EB YU | AVTFERRL (VAT LA
FrtE EXEC . . y .
av Y FEE ))y—= EERE
7.0(1) Zoavwr RREAINE LT,

FHEDHA FS3M4Y  Fa—BLOMHIERZIET HIT1E, clear memory delayed-free-poisoner =~ > K& L £,

£l IZ. show memory delayed-free-poisoner =~ > KD HF &R L E T,

hostname# show memory delayed-free-poisoner
delayed-free-poisoner statistics:
3335600: memory held in queue

6095: current queue count
0: elements dequeued
3: frees ignored by size
1530: frees ignored by locking
27: successful validate runs
0: aborted validate runs

01:09:36: local time of last validate

3 27-3 12, show memory delayed-free-poisoner =~ > NHJIZBWTEE T 4 —/L RO %R
LET,

£ 27-3 show memory delayed-free-poisoner < > K DERA

T4—ILF i

memory held in queue | delayed free-memory poisoner > —/LDF = —|ZRFFS LD AE Yl Z
DL 57 AE VL, delayed free-memory poisoner Y — /LA R — 7 /LT
705 TV WEE . show memory (/) Tlid 22X | BHEIZRY 7,
current queue count F a2 —NOEHZDH,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

WM show memory delayed-free-poisoner

% 27-3 show memory delayed-free-poisoner A< > FHADMEE (#HE)

Za—ILF

g&

BR

elements dequeued

Fo—OHIBRENT-EEZOLE, Z OB ULIED D DIE, B
VAT ANOMDZEEZ AEY OREDETILTNTHF =2 —IZRFF S
BT o BA T,

frees ignored by size

BORP/NSWBETHKER T v F o THERERFFTERN T2,
X 2 —(THLE S L7870 TR IE R DAL,

frees ignored by locking

BEOT 7V r—yarPAEVEFEHLTCNDTD, Fa—ICilES
NPT, V= ko TRATZAG SRR ER 0%, KBICAT Y %
fRIGL CY AT MR LT 7V r—va vy, oA HEk%
F o —(ZEID B TET,

successful validate runs

clear memory delayed-free-poisoner =~ > NZHH LT, T=% U 7
DA F—=TNMZINTeH, FRITHEESINZET, Fa— a3 T YRN
(B#H9IZ, F 7213 memory delayed-free-poisoner validate =~ > N2 J >
T) IRGE S N7z [EEL

aborted validate runs

clear memory delayed-free-poisoner =~ > RZffF LT, £=% VU 7
WA X =T WS NI, ERFTHEESNT%ZT, #0227 (EH
72 AT £ 7213 CLI 20 b ORGEER) BRI F 2 —2 ML LS & L
72720, ¥a— a7 YiEF oy 73T HERNFIE XN EE,

local time of last validate

BEOBIEOFEITNET LIz EDu—hv v 2T LD,

(RSN =1 N B
clear memory delayed-free-poisoner delayed free-memory poisoner ' — /LD ¥ = —I5 JL UL
FHEMRAEHEELET,
memory delayed-free-poisoner enable delayed free-memory poisoner Y — /L& A F—T7 /LT L
E3 AN
memory delayed-free-poisoner validate delayed free-memory poisoner Y —/L- D F = —ND K
ERREELE T,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show memory profile W

show memory profile

X2V T4 TTIAT L AOZRVFEMRIE (FrT7 740 7)) ZHETLERER ST LIS
1. M EXEC & — R T show memory profile 2~ > R&=FEH L ET,

show memory profile [peak] [detail | collated | status]

DB VY ADEBH

TI2FIE

avURE—F

collated (F7vay) ERENDATVIERERFELET,

detail (A7 vay) AEYOFEMEREZZRRLET,

peak (A7 ay) ERATFO) Ry 77 TiE, B—7 ¥ 7F % Nv 77y
ERARLET,

status (FTvayv) AE) a7y A4 ) U TOBIEORELEY—2 v T Fx
Ny 77 aRRLET,

T 7 4V N OMEREILZH D FHA,

ROFIE, Zoa~r FeATELE—FaRLTHET,

EREDAA K34

~

G¥)

%l

T7A47 24— E—F €Fa)T4 aVTFREL
ILF
avvkE—F W—Fy F |&E& UL aAVTFERB |[VARTLA
q'g’f*é EXEC ) . - ) .
)1)—x EERE
7.0(1) Zoa~vy FREASNE L,

show memory profile 2~ > NiZ, AE VAR L~V EAEY V=T &2 T TNV a—T 47
FTHEODIMEMLET, 707740 Ny 77 ORFIT, 70774 ) 7 &2fFEIELTHATHE
EZRTEET, 7uT7r7A ) T aRMTLE. Ny 77 IFEEINICEESNET,

AEVOTOA T 7 AV ThEAR—TNMITDE, X2 VT4 TTITAT UV ADNRT p—<
AM—FEFNAR T T ERH D £,

WO I I ITFRESNET,

hostname# show memory profile
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 0

WRIZ/RT show memory profile detail 2~ RO AL, 6 DDF—H T b L 1 DD~y H—
AT B G S, ERIZ TERINTWET, ~y & — BT AL, LBHEHOT—F BT LD A
FY ATy hOT FLAREREINET (16 #El), 7—F2BHEKIZ, XNy N T RFLRCHDLTF
APNEFT—=RBPRFELTWDEAAL NITT, 7—F W7 2NV AR () X, 2o Ty
FOTHFARMIESTAFURRREIN TN EEFRLET, [THOMOT T 21X, BiOH
T OANBHESEIHE > TS LAYy B 7T RLVREELTWET, =& 210E, HAIOFTDSEEED

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show memory profile

F—H BT LDT KL A 27y ML 0x001069¢0 T3, IAIDITDO2HERA DT —H BT LDT KL
A /N7y M 0x001069e4 T LR B AIERICHIS L COE E9, @HIT, ~v ¥ — BT DhbDT
RUABRD STy b T RUATYE, ZHUE, BIOTOREDOT =4 BT LOT L ATHE
EMELEZLOTY, FHRREEALTHRWTIL, —UETRSNERA, 20X ) RIEFRITAE
B30, BEEHRL TS bV ET, ZOBRAIF. ~vyF— ITLC3 MO AR (L)
TRENET,

hostname# show memory profile detail

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

6%601069e0 . 24462
6%60106d88 . 1865870
égéoloadfo . 7788
6%60113640 . . . . 433152 .

0x00116790 2480
< Bl >

wIZ, BEshiztihoplzrLE7,

hostname# show memory profile collated

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

24462 0x0010695e4

1865870 0x00106d8c

7788 0x0010adf4

433152 0x00113650

2480 0x00116790

< A >

WOFITIEH, =7 X7 Fv Ny 77 52RRLTWVET,

hostname# show memory profile peak
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

ROFATE E—27 F¥TF v Ny 77 BLOYEAT Yy 7 FLRICHDLTFA MEITa—
ROMREFL TV DA MEFRRLTHNET,

hostname# show memory profile peak detail
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

0x00404c8c . . 102400

WOHITIE, AEY 7774V TOBREORELEEY—7 ¥ 7T ¥ N 77 52FRLTNE
j—o

hostname# show memory profile status

InUse profiling: ON

Peak profiling: OFF

Memory used by profile buffers: 11518860 bytes
Profile:

0x00100020-0x00b£fc3a8(00000004)
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show memory webvpn Il

BEaTR

avwv Rk EL:
memory profile enable AR VFEHRROET=2Y 7 (A®) TurdrA VD) A F—
T LET,

memory profile text

TaT7rANTIHAEIOTO ST A TR MIHERELET,

clear memory profile

AEY TuTrA Y CTEREPRFEEL TV AEY Ny T 7 EHE
Li‘a_‘O

show memory webvpn

webvpn A € U FLRILOFEEHEHR A AR T 5 121E, Fi#E EXEC £ — KT show memory webvpn =
v REMERALET,

show memory we

bvpn [allobjects | blocks | dumpstate [cache | diskO0 | disk1 | flash | ftp | system | tftp]|

pools | profile [clear | dump | start | stop] | usedobjects {{begin | exclude | grep | include} line

line}]
YUB YY) ZADFHE  allobjects T, Tuay s FRRF TV NEBIXOMREAAET Y =7 MY
% webvpn A E VM HEOFEMEZR R LET,
begin —ETHITOBHBLET,
blocks AU 7oy 7% 5 webvpn AE D EAEOEME R R LET,
cache webvpn ATV ¥ ¥ v U2 REDX LT T A NAERELET,
clear webvpn A €Y Fu 77y A L EHEELET,
disk0 webvpn A €U D disk0 SREED X 7 7 7 A NAERELET,
disk1 webvpn A€ U D diskl IREED X > 7 77 A N4 EFRELE T,
dump webvpn AE Y TR T 7 A NET 7 A IVCEZIALET,
dumpstate webvpn A E VIREER 7 7 A M EEZ AR ET,
exclude —HT 2T ERILET,
flash webvpn A EY 7T vV RBEDE T Ty A NLERTELET,
ftp webvpn ATV fip RED X > 7 77 A N4 EFEELET,
grep —BT T ED L EIERINLET
include —BT 1T EOET,
line —H T BT EHEAI LET,
line —HTDITERELET,
pools AEY TPk D webvpn AE U EHEBEOFEMAEE R LET,
profile webvpn A £V TR 77 A LEPELTT 7 A MTEZIARET,
system webvpn AE Y VAT AREDT T Ty ANAERELET,
start webvpn A€V 07 7y A IVOWELERBELET,
stop webvpn A €Y 07 7 A VOIEEIEIL L ET,
tftp webvpn A E U tip IREEDF L7 77 A NLEFRELET,
usedobjects R OF 7V =y MIXT % webvpn A€V EHEOFEMEFR T LET,

FTI24ILF

774N FOBIERHEITH Y A,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |
W  show memory webvpn
AR E—F ROFT, ZOa~ P2 AN TELE—FE2RLTVET,
T7A47 24— E—F €Fa)T4 aVTFFREL
JILF
ATy R E—F L—Ty K |E# SUTL AVTFERE VRTLA
FrtE EXEC . — . — _
Ja—r)L ary 7 4 FXal— | — . _ _
var
WebVPN E— K * - ° — -
X FRE JU—2R LTERE
7.1(1) Zoawry FPREAINE LT,
il IZ, show memory webvpn allobjects ==~ > KD /1 Z R~ L £3,
hostname# show memory webvpn allobjects
Arena 0x36bl4f8 of 4094744 bytes (61 blocks of size 66048), maximum 134195200
130100456 free bytes (97%; 1969 blocks, zone 0)
Arena is dynamically allocated, not contiguous
Features: GroupMgmt: SET, MemDebugLog: unset
Pool 0xd719a78 ("cp_entries" => "pool for class cpool entries") (next 0xd6d91ds8)
Size: 66040 (1% of current, 0% of limit)
Object frame size: 32
Load related limits: 70/50/30
Callbacks: !init/!prep/!f2ca/!dstr/!dump
Blocks in use:
Block 0xd719ac0..0xd729cb8 (size 66040), pool "cp entries"
Watermarks { 0xd7098f8 <= 0xd70bb60 <= 0xd719a60 } = 57088 ready
Block size 66040 not equal to arena block 66048 (realigned-to-8)
Used objects: 0
Top allocated count: 275
Objects dump:
0. Object 0xd70bb50: FREED (by "jvclass _pool free")
EZEav K = N EiEA

memory-size

WebVPN —EABEHTE A X 2T 4 TFXI35AT LA LEDAEY
BAHRELET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show memory-caller address W

show memory-caller address

X2 VT 4 TTIAT A LICRESNTWD T U AR EZ R R 5I121%, Fk EXEC E—
RC show memory-caller address =~ > F&EEH L £7,

show memory-caller address

SUBRYHADBHA —oavr RiE, 5IELF—TU—FbLH D A,
T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
7747 94—) E—F [£%a2)F74 aVFTFXFb
TILF

avY kK E—F =Ty F |ZER VTN aAVTEARABM (VAT L

¥ikE EXEC . . — . .
avy FEE Jjy—= EENE

7.0(1) Zoavwr RREAINE LT,

FEREDHS FS1Y

]

show memory-caller address 2~ > R&FEH L CT7 N AH{ifH % FRT DI21%. memory caller-address
av U REEHLT, 7 RLVREFZH N TCOREL TBLLERH Y £,

W OENX. memory caller-address 2~ > R TIHE LT KL AHHA, B X show
memory-caller address 2~ > N\Z L BRRERERLTWET,

hostname# memory caller-address 0x00109d5c 0x00109e08
hostname# memory caller-address 0x009b0ef0 0x009b0£f14
hostname# memory caller-address 0x00cf2llc 0x00cf4464

hostname# show memory-caller address
Move down stack frame for the addresses:
pc 0x00109d5¢c-0x00109e08

pc 0x009b0ef0-0x009b0£14

pc 0x00cf211c-0x00cf4464

7 KL AEHEFRET DRI show memory-caller addresss 2~ > K& ANJJ LT-56&. 7 KL R d#
IRENFER A,

hostname# show memory-caller address
Move down stack frame for the addresses:

BEaTUR

avok EiiEA
memory caller-address MORH LM PCOAEY 7yl 2 ELET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show mfib

show mfib

EXET Ao FYBLIRAS & —T = A 225 MFIB #3051 51213, =—3 EXEC £—
R 72 13454 EXEC £ — R Cshowmfib =~ > RZfEHA L £,

show mfib [group [source]] [verbose]

SUBRYHY)ADFHBE  group (A7 ay) SAFF¥ AN TL—TDIP T FL XA,
source (AFvar) wVvFFXx A A—FEEFETLDOIP 7 FLA, i, 4 5%
Ky 10 ERFLOZ=F% v A MNP T KLATT,
verbose (FFvav) = b) OFEMREREFRLET,
TIAILE F 7 a VOB ERE LRV EIE, TRTOIN—TDERREREINET,
avy kK E—F WDORIT, ZDOa<vwr FEANTEHLE—RE2RLTWVET,

7747 94—) E—F [£%a2)F74 aVFTFXFb

<ILF
avv Rk E—F =Ty F |ZE# U aAVTEARABM (VAT L
o— EXEC E7-IXHHE | o — ¢ - *
EXEC
avy FBE Jjy—= TEAR
7.0(1) Zoavy RREAINE L,
i &Iz, show mfib =~ > RO HlZ R LET,

hostname# show mfib 224.0.2.39

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop

Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K

Forwarding: 0/0/0/0, Other: 0/0/0

BEEaTUR avv ik B L
show mfib verbose T RO P BLIRA U Z—T7 = A AT D EMAR R A
K LET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mfib active W

show mfib active

TIT 4 TR NATF X A MRETEFERT DI, 22— EXEC &— N £ 721345 EXEC E— R
C show mfib active =~ > RZEH L E9,

show mfib [group] active [kbps]

DB VY ADEBH

group (AFvay) = AVFXFXY AN ITNA—TDIPT KL A,

kbps (F7Fvay) ZOMEUEOL—FTEEENTVWHSLFF ¥ X F X K
U—LDhEFRLET,

FTIAILE

AR E—F

Zoavy FE 5IB8bF—U—FbdH ) £HA,

kbps DF 7 L MiEIZ 4 T, group ZIRE LZRWEARIL, TRXTOIL—FRERENET,

WOFEIE, ZDOa<xr FeANTELHE—FeRLTWET,

274F72+x—ILE—F (X2 T4 a2TXXFb

TILF
avv Kk E—F L—Fv F |EB VTN aAVTERE (VARTLA
Z—W EXEC FE7ITkEME | ° — ° - -
EXEC
av Yy FERE )1)—x EERE
7.0(1) Zoa~vy FREASNE L,

EREDAA K34

]

show mfib active =~ > ROH ) TiL, PPS DL — MIEFHIFAOHEMEIFRENET, EF =2V
TA T TIAT VAR RADOEEERART HDIE, RPF X7y bR LT-HED, —Z DBRIEA
VH—=TxzAA (OIF) VA REMFALTRPF N7y "EEHRLTWLIEETT, 2085285
MEELTWHWDIERIT, ~VFFY AN NA—T 4 U TIZER S DAREMENH D 77,

wIZ. show mfib active =~ FOHIIHlZ R L FE T,

hostname# show mfib active
Active IP Multicast Sources - sending >= 4 kbps

Group: 224.2.127.254, (sdr.cisco.com)
Source: 192.168.28.69 (mbone.ipd.anl.gov)
Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs), 4 kbps(life avg)

Group: 224.2.201.241, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 9 pps/93 kbps(lsec), 145 kbps(last 20 secs), 85 kbps(life avg)

Group: 224.2.207.215, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 3 pps/31 kbps(lsec), 63 kbps(last 19 secs), 65 kbps(life avg)
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

H  show mfib count

(S avvk B
show mroute active TIT 4TV FXxy A A ") —L2Z2FERLET,

show mfib count

MFIB /L — b B LUV NOBIZET 57 — % 2 FoR T 5121%, =— EXEC &— R E 7013554
EXEC “&— R C show mfib count =~ F&{#HEH L £7,

show mfib [group [source]] count

SR YYADBEH  group (FFvay) SAFXFY AR IA—FDIPT KL A,
source (AFvay) sAFHXRY AL NV—REFEILOIP T RURA, ZHUE, 44
B Ry M10#EELOL=F% v A MNIPT FLATT,

FTIAILE T 7 A N OBEREIEH Y /A,

AR E—F WOFIE, TDa<vr FeANTELHE—FeRmLTWET,

F27A4F724—IVE—F |[£F2VF1 a2TFX b
RILF
AT FE—F L—Ty F |Ef# UL AVTFERbE VAT LA
o—H EXEC F 73R | - * - —
EXEC
av Y FEE y—= EERNE
7.0(1) Zoavy FPREAINE L,
EREDHL FS4Y Zoa~vr Rix, X7y ho RFay 7T 2HEHEREFR L £,
il KIZ. show mfib count =~ > RO fHlZ R L £,
hostname# show mfib count
MFIB global counters are :
* Packets [no input idb] : 0
* Packets [failed route lookup] : 0
* Packets [Failed idb lookupl] : O
* Packets [Mcast disabled on input I/F] : 0
BAEaTUF avrk B
clear mfib counters MFIB /L —% Ay O T A EEELET,
show mroute count ILFXY AR IN— DI TR ERRTLUET,
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m. OL-10086-02-J |



| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mfib interface M

show mfib interface

MFIB 7Bt ZIZEUR L TWA AL v X — T = A ZADry MEFHEREZFRT HI12E, 22—
EXEC & — R £ 721344 EXEC & — K T show mfib interface =~ > FZ&fEH L £,

show mfib interface [interface]

DAY ADEMBA  interface (F7vay) A F—ToA ALERELET, BELIZA VX —T7 =
A AT BIEROBEERRLET,

FI2+ILF FTRCOMFIBA > X —7 =4 AT HERNFRINET,

avv kR E—F WOFRIL, ZOa~vr FEANTELE—FZRLTVWET,

I7A4F724—)L E—F €Fa)T4 a2TFFREL
RILF
AU K E—F =Ty F |&E# UL AVTERE VAT L
o—4 EXEC FE 73R | — * - -
EXEC
av Y FEE y—= FEAE
7.0(1) Zoawry RPREAINE LT,
il WIZ, show mfib interface =~ > RO a7 LE7,
hostname# show mfib interface
IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running
MFIB interface status CEF-based output
[configured,available]
Etherneto0 up [ no, noj
Ethernetl up [ no, noj
Ethernet2 up [ no, nol
EEa<TU KR avok BiEA
show mfib BT B0 U BIOAS ¥ —7 = A R 5 MFIB 1§ # & %
RLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show mfib reserved

show mfib reserved

FRIER TN —F 2 FErT HI21L, = —% EXEC E— N 721344 EXEC & — R T show mfib
reserved =2~ REHEHLET,

show mfib reserved [count | verbose | active [kpbs]|

DUB Y RADFBE  count (F7vay) Xy b BIO— FOKICETET -2 E2E R LET,
verbose (AT vay) FMRERERRLET,
active (ATvay) TI2T 47 ATFFdyr 2 MEELERERLET,
kpbs (F7vay) ZOEUEDOL— N TEEEFETLCND, 777477

VI TF X v A PERETRDOHEZFIRLET,

TI74ILE kbps DF 7 7 )L Ml 4 T,

avYKE—F WOEF, Z0a<wr REANTEL2E—RE2RLTWVWET,

274F72+x—ILE—F (X2 T4 a2TXXFb

ILF
avv Kk E—F L—Fv F |EB VTN aAVTERE (VARTLA
Z—W EXEC FE7ITkEME | ° — ° - -
EXEC
av Yy FERE )1)—x EERE
7.0(1) Zoa~vy FREASNE L,

FEREDHA FSA4Y oo~ R, 224.0.0.0 ~ 224.0.0.225 OFiPHICH H MFIB = ) 2F R LET,

Bl &Iz, show mfib reserved =~ > RO Wl Z R L £,

hostname# command example
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,

AR - Activity Required, D - Drop Forwarding Counts: Pkt Count/Pkts per
second/Avg Pkt Size/Kbits per second Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling

IC - Internal Copy, NP - Not platform switched

SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.0.0/4) Flags: C K

Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/24) Flags: K

Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.1) Flags:

Forwarding: 0/0/0/0, Other: 0/0/0

outside Flags: IC

dmz Flags: IC

inside Flags: IC
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mfib status W

BEaTR

avo kR

Bt

show mfib active

TITATBRENTFHEY AN AN —LERRLET,

show mfib status

DoAY H DB

TI2FIE

avURE—F

MFIB O ay 7 4 X2 b—v a v LEIWERAT — X X2 F T A1,

o —H% EXEC £— K

£ 72135574 EXEC & — K T show mfib status =~ > RZfEH L E 7,

show mfib status

Zoavry FE 5lBbF—U—Fbd ) £HA,

T 7 4V N OMERMEILZH D TH A,

ROFIE, Z0a~vr FeATELE—FERLTHET,

avy kR E—F

I74F79+x—ILE—F (X2 T4 a2TXXFb

<ILF

*,

=Ty F |&EE VTN AVTHRRAM (VAT LA

o—# EXEC FE7oI3HkE | ° — . — —

EXEC

avy FERE

]

)=

EERE

7.0(1)

Zoavy FREAINE L,

wIZ. show mfib status =~ FOH B2 R L F T,

hostname# show mfib status

IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running

PEavTU R

avwy kR

B

show mfib

HEET Ao FUBIOA v X —7 = A AT 5 MFIB 1§ % %
R~LET,
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Cisco¥Fa1)T4 7FS54F7VRARVEFEYI7PLYR R



show mfib summary

$Eo7E

show isakmp ipsec-over-tcp stats I > K~ show route A< F |

show mfib summary

MFIB D> FVBIOA v & —T = A ZAOITET HERNIHE R A2 FRT 51213, = —& EXEC
show mfib summary

E— NE 721355 EXEC & — R T show mfib summary =~ > R&fEH L ET,

DB VY ADEBH

Zoawy R, sEbF—UV—FbdH VY £ A,

TI24IE 77 v FOBERIEIEH Y £ A
= ROFKIEX, ZOavr FEANTELE—RERLTHNET,
T7A4724+4—ILE—F |[EFaVT4 AVTHFRXEb
ILF
ATk E—F V—Tv F |E# DU AVTERE |VATLA
o—H EXEC F7oIXHME | — * - -
EXEC
av Y REE Jiy—=R FEAE
7.0(1) Zoawry FPREAINE LT,
il WIZ, show mfib summary =~ > RO #2757 L £,
hostname# show mfib summary
IPv6 MFIB summary:
54 total entries [1 (S,G), 7 (*,G), 46 (*,G/m)]
17 total MFIB interfaces
BEEaI<TU R avv kR L
show mroute summary VLN F Xy AN NN—TF 4 T T NLOENEREFRLET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mfib verbose Wl

show mfib verbose

DB VY ADEBH

T4

T
H
I

avy

.

BRETHMOT PV BLOAS ¥ —7 oA AT HiEMERZERT DI, = — 3 EXEC
£ — NF 721355 EXEC £ — R C show mfib verbose =~ > F&fHEH L £,

show mfib verbose

Zoawy R, sEbF—UV—FbdH VY £ A,

T 7 H ) F OBEREIZH Y FH A,

WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,

7747 94—) E—F [£F%a2)F74 aVFTFXFb

RIVF

avY KR E—F L—Tv F & VTN aAVTEARBM (VAT L

o —Y% EXEC F7-I3MEkE | o — y —
EXEC

avy FEE

|

)= EEAE

7.0(1) Zoav s RBREASIE LT,

Iz, show mfib verbose =~ RO 2R LE T,

hostname# show mfib verbose
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop
Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0

B Ea< R

avwv kR B L

show mfib EET LMo NI BEIOA v E—T = A 22T 5 MFIB %
HwEFRRLET,

show mfib summary MFIB D=2 MBI OAS ¥ —7 =4 AOHICET 2 ENEHRZ
FRLET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

WM show mgcp

show mgcp

MGCP v 7 4 F¥al—varbkyya  AERE2ERTDHITIE. FH EXEC £— K T show
mgep 2~ REEHLET,

show mgep {commands | sessions} [detail]

DUAYHYRADEE  a<w R a9 R Fa—IZEENTWVD MGCP 2w > ROEEERLET,
sessions BEFEDOMGCP By v a v ofizF~LET,
detail (A 7vayv) Favwr K (Fidtyvay) CETEMEREZHT
WZEOET,
T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOEF, ZOa~vr REANTELZE—RERLTWVET,

F27A4724+—ILE—F |[£XF2)TFT1s a2TFXb
< IVF
avy kK E—F —TFv K |EB YUV | AVTERE (VAT L
FeHE EXEC . . . . _
av Y FEE )1)—2 EEAR
BEAE Zoa~vy FEBEfFEDO LD TY,

FRALEDHS FS4> show mgep commands =~ > K%, 2~ K F=2—PHND MGCP =~ A F /R LET, show
mgep sessions =~ > KX, BEfFO MGCP v ¥ a U BEFRLET, detail 77> =3 3, FKa~
YF (FrEtyyary) KETENMERE EOICEOET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

showmgcp W

1 KIZ, showmgep 2~ R A7 a v oflEzRrLET,

hostname# show mgcp commands

1 in use, 1 most used, 200 maximum allowed

CRCX, gateway IP: host-pc-2, transaction ID: 2052, idle: 0:00:07
hostname#

hostname# show mgcp commands detail
1 in use, 1 most used, 200 maximum allowed
CRCX, idle: 0:00:10
Gateway IP | host-pc-2
Transaction ID 2052
Endpoint name | aaln/1
Call ID | 9876543210abcdef
Connection ID |
Media IP | 192.168.5.7
Media port | 6058
hostname#

hostname# show mgcp sessions

1 in use, 1 most used

Gateway IP host-pc-2, connection ID 6789af54c9, active 0:00:11
hostname#

hostname# show mgcp sessions detail
1 in use, 1 most used
Session active 0:00:14
Gateway IP | host-pc-2
Call ID | 9876543210abcdef
Connection ID | 6789af54c9
Endpoint name | aaln/1
Media lcl port 6166
Media rmt IP | 192.168.5.7
Media rmt port 6058

hostname#
BEEEaT VK avyvk B

class-map X2 VT T avEEATOIRONTI 740y VT RAEEHRLE
SR

debug mgcp MGCP T /Ny 758 E A F—T M LET,

inspect mgep MGCP 7 7V r— a Uil a A X —7 M LET,

mgcp-map MGCP ¥ v 7% EFK L, MGCP v v~ a7 4 Xal—var T— %
A X—=T M LET,

show conn Sk SEREG A T OEFRELFORLET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show mode

show mode

FEITFROYV TR I 2T A A—VUBLRTF v a AEVITREBEENLTWAEEDA A —JI2o0
T, BFX=2VU T4 ar7xA N T— RE2ERRTDHITIE, F7H EXEC £ — F T show mode =~ > N
ZHERALET,

show mode

OVAYHADHEHA Zoo<wr R BlELF—TU—FbLHD £HEA,

T4 b T 7 /v N OBEEIZSH D FH AL
avY R E—F WORIZ, ZOavwy REAJTELE—RZRLTWVET,
F27A4F794+—)L E—F [€%a)FT4 a>TFRFb
<ILF
avU kK E—F L—TvF BE# UGN AVTFERE |[VRTL
¥¢HE EXEC . . . . .
avy FERE J1)y—=x EERNR
7.0(1) Zoawry FPREAINE LT,
i w2, showmode =~ RO NHIZ R LET, ZZTlE. MEDE—F, BLIOFETENTWA
WA A— limagebin] DOF— REFRRLTWET,
hostname# show mode flash:/image.bin
Firewall mode: multiple
ET—RNiE, VT FEHIET I A00nNTNTT,
BEEaTUFR avyvk EL:
context VAT AT 4 Xal—valleXa T a T AR
L., aVFTFAMary74Fal—rar T—RIADET,
mode aVFFXFANE—REVUIAERIICAFICRELET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show module W

show module

ASA 5500 ) — RIS X2 VT 4 T ITAT A LD SSM ICETAEMRE VAT LIF#R L

HZFRT B2, = —Y EXEC *©— K C show module =~ > R&FEH L E 7,

show module [all | slot [details | recover]]]

DB VY ADEBH

FTIAILE

avY Rk E—F

all (F7#/1b) 2By F1OSSMBLORE Y 0DV AT AIZET BEH
ERRLET,

details (F7var) 47UV b SSM (ASA-SSM-x0 72 ) @ U E— MNMEB =
V74X al—TarEEDT, MR ERRLET,

recover (AF7vay) A7V ¥z b SSM 12DV T, hw-module module recover
av U ROBREERRLET,
N

GE)  recover ¥ — U — KINEZNZ72 5 DX, hw-module module recover =<

¥ RIZ configure ¥ — U — RZfEHLTSSM DU AU a7 4
Fal—ralrazRkELELGADOHRTT,

slot (FFvav) 2oy bES (0%7212 1) ZBELET, Aoy h0oid, &
X2 VT A TTIAT LV ADER AT ATT,

WG DAy FOEHERTLET,

WOFIE, TDa<vr FeANTELHE—FeRmLTWVWET,

F7A4F774—IV E—F £FaT0aVT7FR b

TILTF

ATV F E—F M—TvF &l YN AVTRRAN (VRTLA
:l__.-ﬁ— EXEC . . . . .

1. show module recover 2~ FZMHATE 5DI%, AT LFATAR—ZANDOAH T,

\'l

avy FERE

EREDHS FS1Y

)1)—x EEAE
7.0(1) Zoawr RREASRE L,
7.1(1) Zoaxr NI KL OFEMEREE N TR0 ICERShE L,

DA<=y R SSMIICHT AIE#RAE S AT LB X ORI A B —T = A ZADIEHR & HITFR
L/gz‘j‘o

FRENDIHAZHONWTIE, kD Hl] OEZESBRL T EZEW,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

show module

]

&IZ, show module =~ > RO NFEZRLET, Ay F0IREARATALT, Aay b 11X
CSC SSM T,

hostname> show module

Mod Card Type Model Serial No.
0 ASA 5520 Adaptive Security Appliance ASA5520 P3000000034
1 ASA 5500 Series Security Services Module-20 ASA-SSM-20 0
Mod MAC Address Range Hw Version Fw Version Sw Version
0 000b.fcf8.c30d to 000b.fcf8.c311 1.0 1.0(10)0 7.1(0)5
1 000b.fcf8.012c to 000b.fcf8.012c 1.0 1.0(10)0 CSC SSM 5.0
(Build#1187)
Mod SSM Application Name SSM Application Version

1 CSC SSM scan services are not

1 CSC SSM 5.0 (Build#1187)

Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up

#2741, K7 4 — IV FOBHAERLET,

& 27-4 showmodule D7 14—JL K

TJ14—ILF i

Mod 2wy bEES (0 F721E 1),

Card Type 20y FOICHDY AT LADHEE ZAFNET Ty F T+ —0 FFNLT
9, A v b 1i{ZHD SSM DAL, SSM DX A 7T,

Model DAYy FOET I,

Serial No. )T IVEE,

MAC Address Range ZDSSM LD A A =T 2 A, VAT A FRITMAIAIA U H—
Tz A ADMAC T KL AP,

Hw Version N—RT 2T ONR—T 3,

Fw Version Ty —ATzT DONR— g,

Sw Version VIR 2T DONR—V g,

SSM Application Name  |SSM L CHEITLTCWDHT 7 U —v a D4R,

SSM Application Version |SSM FCTEIT L TCWAT U Fr— g ORR—Tg 0,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show module W

%% 27-4 showmodule ®714—JLF

Z4—ILF siBA
Status 28y M 1IZHDVAT LOYE, AT —H AL Up Sys TT, A1y
N 1iZ&H 5 SSM DAT—H ZX, IROWTNTT,
* Initializing : SSM (IR H T, HlEEERILS AT AT X o THIHIE
T,
o Up:SSM T, AT AIC L HHMHEASET LTWET,
* Unresponsive : Y A7 ANI O SSM LEFELTNWD E XL, =T —
DEAELE LR,
e Reloading : £ > 7 U Y= h SSM THAHEAIZ, SSM AU o — R
T,
* Shutting Down : SSM (X ¥ » F ¥ U7 T,
e Down:SSM i v h¥ DU LE LK,
e Recover: A>T U ¥ x> b SSM THDILAEIZ, SSMMNY HNY A
A—THEF T B—RLEIELTWNET,
Data Plane Status SSM ~DF — % 7 L— OBIEDIREE,
Compatibility VAT LOMOETITRTT D SSM D Ak,

show module details =~ RO I1IE, SSM N ELLED AT Y MIHHIMNI L > TERRY 4, 7=
& Z X, CSCSSM OHIJJIZiL, CSCSSM VY 7 ho =7 D ayR—3y MIBET 57 4 — /v FRE
FNET, INHDT 4 —/L RiZ, A v M2 AIPSSM 23 285 A 1T F RSN EH A, KIZ, show
module details =~ > FO—fx 72 2R~ L E9,

hostname> show module 1 details

Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model : ASA-SSM-20
Hardware version: V1.0

Serial Number: 12345678
Firmware version: 1.0(7)2
Software version: 4.1(1.1)847(0.1)

MAC Address Range: 000b.fcf8.0156 to 000b.fcf8.0156
Data plane Status: Up

Status: Up

Mgmt IP addr: 10.89.147.13
Mgmt web ports: 443

Mgmt TLS enabled: true

F27512, %7 4=V RO EZRLET, showmodule =~ RTEREND T 4 —/L RIZDOWN
TIL, K274 2L T EEN,

% 27-5 show module details D7 4 —JL F

Z4—ILK % ER

Mgmt IP addr ATV V= b SSMIZOWNWT, SSMEBA L X —T =4 ZADIPT FL
AaRATLET,

Mgmt web ports ATV R SSMIZOWNWT, HFEA VX —T7 oA ARHICREINT
WAHR—hEFRRLET,

Mgmt TLS enabled ATV P2y b SSMIZHOWT, SSM DOEE A L F —T = A ZA~DHH
ThRIVAR—F LAV EX2 T ANRAX—T NI/ TNBENED
NEFRRLET (true F7213 false) o
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

H  show module

&IZ. show module =~ > RIT recover ¥ — U — FMER SN T-HE5 0 Bl 2~ L ET,

hostname> show module 1 recover
Module 1 recover parameters.
Boot Recovery Image: Yes

Image URL: tftp://10.21.18.1/ids-o0ldimg
Port IP Address: 10.1.2.10
Port Mask : 255.255.255.0

Gateway IP Address: 10.1.2.254

E=EdVAS avryk L]

debug module-boot SSM O7—k FutR T BTNy 7 A vb—h KR
LET,

hw-module module recover UBNY 4 2A—T% TFTP —_")v6bum— RKLT, A7V
Y b SSM ZEIELET,

hw-module module reset SSMZY vy hFoo L, N"—FKu=7 Uty haFEITLE
7

hw-module module reload ATV FSSM Y 7 by 2TV r—RLET,

hw-module module shutdown a7 4 X alb—vary T—HERbTICEREYS -0,

SSMY 7 ho=T7T%av%y U LET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mrib client W

show mrib client

MRIB 27 54 7 o MEGIZET DM E2 FRT 51201%, =—% EXEC &— RE 721345 EXEC £—
K C show mrib client =~ > FZfEH L £,

show mrib client [filter]| [name client name)

OBV ADFRA  filter (FTvay) 7947 N T4V B EeRRLET, K7 7472 NOFT
HTDHMRIB77 7, BLOK I IA4T7 v FEBEOHD 7T 7 ICBT 5
HHRERRTDHDIEHLET,
name client_name (A7 =a) MRIBDZ 747 & LTHRET A, PIM R° IGMP 72 &
D=NFF¥ AN I—T 127 Fa kaLo4i,

T4 T 7 4V N OEERMEIEZH D FHA,

™.

H
I

™.

avy ROKIZ, ZOaxr FEANTELE—FZRLTVET,

7747 94—) E—F [£%a2)F74 aVFTFXFb

< IVF
avry kK E—F —TFv K |EB YUV | AVTERE (VAT L
— EXEC F 7= 13454 y — * — -
EXEC
av Y FEE )1)—X FEAE
7.0(1) Zoavy FREASNE L,

EREDHA FSL4Y  filter 7 ad, SESEARMRIBZ 5A4 72 MR LIE, L—FBEOA v 2 —T oA R
LV DT T T OB ERTTDHEDIFERLET, 20avr N4 a2 ETDHE, EO
TS5 MMMRIBZ 547 MCEoTHAE SN TWANLFERINET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W show mrib client

1 I, filter % —7 — R % L 7= show mrib client =~ > KO3 Z R L ET,

hostname# show mrib client filter
MFWD:0 (connection id 0)

interest filter:

entry attributes: S C IA D
interface attributes: F A IC NS DP SP
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:

groups:

include 0.0.0.0/0

interfaces:

include All

igmp:77964 (connection id 1)
ownership filter:

interface attributes: II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

pim:49287 (connection id 5)
interest filter:

entry attributes: E

interface attributes: SP II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:

entry attributes: L S C IA D
interface attributes: F A IC NS DP
groups:

include 0.0.0.0/0

interfaces:

include All

BEaTUR avv ki B
show mrib route MRIB7T—7 VDO x> N 2R R LUET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mrib route W

show mrib route

MRIB 7 —7 /WVZEENTWAHT Y U #FKRT B0, =— EXEC &— FE 721355 EXEC
% — K C show mrib route ==~ > FZ{HH L £,

show mrib route [[source | *] [group[/prefix-length]]]

DB VY ADEBH

TI2FIE

avURE—F

* (F7vay) EYY—x2 o MY ERRLET,

Iprefix-length (X7 a) MRIB/LV— DT LT 497 ZADES, 7 RLADEAE
ey hOBERT 10BN T VT 4 v 7 ARV ET (T FLAD
Fy NT—2753) . 10 EEORNZAT v a2 0ERH Y 7,

group (FFvar) JA—70OIP T U AE X4,
source (AFvay) v—FREEILDOIP T KL AE T4,

T 7 4V N OMEREILZH D FHA,

ROFIE, Zoa~r FeATELE—FaRLTHET,

I74F79+x—ILE—F (X2 FT4 22T

TILF
avvkE—F W—Fy F |&E& UL aAVTFERB |[VARTLA
2 — EXEC H7-I3M5HE | ° - ¢ - -
EXEC
avy FEE )1)y—x EHEARE
7.0(1) Zoavwy RPEAINE L,

FEREDHS FS1Y

MFIB 7—7 VI, MRIB 267 v 7T — FENDBZ "I 7T 70Ty FEEHLET, 7
FNE, AT XY AN Ny MIET L EOEERANCE > T, BRI/ S oEEE
RETHHDTY,

AR =T 2 A RAETTTDYANMIMAT N—F L M) TEICEESERD T EHFERE
NET, S MU, BREINTRAL METT, Ny MR, 2O MY TRELE Y Y
;D% Cd, show mfib count =~ > NiE, /b— F & TEBRIC T a— Vg h o o X E2RRLET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

H  show mrib route

Bl &Iz, show mrib route =~ > RO I#HlZ R L £,

hostname# show mrib route
IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept, D - Drop
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest
(*,224.0.0.0/4) RPF nbr: 10.11.1.20 Flags: L C
Decapstunnel0 Flags: NS

(*,224.0.0.0/24) Flags: D
(*,224.0.1.39) Flags: S

(*#,224.0.1.40) Flags: S
POS0/3/0/0 Flags: II LI

(*,238.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS LI
DecapstunnelO Flags: A

(*,239.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS
Decapstunnel0O Flags: A

EEaTUF avwvk s
show mfib count MFIB 7 —7 VDA — b B LU v hOKICET 57— 4
EFRIILET,
show mrib route summary MRIBF—7 /L = M) OB EFR R LET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mroute W

show mroute

IPvd ~VF XX AN v—T 4 7 T—T)NEFRTHITIE, FHE EXEC £ — T show mroute =
<~ REFALET,

show mroute [group [source] | reserved] [active [rate] | count | pruned | summary)

DB VY ADEBH

FTI24ILEF

avv kK E—F

active rate (ATvay) 70T 4TR<wF XY A NEELOLEERLET, 7
7T 4 TIREEIE X FRE LT rate L E TEEEFEIT LTV DAEILT
T, rate BIEELIWGE, 77 7 4 77215 EIL 4 Kbps L EDOL— T
EEEZIFITLTVBEETTT,

count (AFvary) INV—T7LEERICETIFEERERRLET, 2O
WIZIE, Ny O 1 RRHTE DNy N Ty FOEEY A X
BRI BHZYOE Yy M EREEFNTHET,

group (72 a)DNS (RAAL Y =L VAT L) RA N T—T NN TER
NTWEZALTFHRY AN TL—TDIPT KL RAEIT4H

pruned (AFvay) Ir—=vrasnzr—hreERRrLET,

reserved (F7var) TRERITNV—T2RRLET,

source (A7 ay) BETXORARMEIZIP T RLA,

summary (FFvay) vV FXy AN V=T 47 T—TNLHNOKT ) OB

Mz 1T TRRLET,

rate BIBUEFEE LI2WGE . 7 7 40 b TIL 4 Kbps 12720 77,

WOEIZ, ZOavr FEANTELE—FERLTVET,

I7A4F724—)L E—F €FaVT4 a20TFXEb

<ILF
avv K E—F =Ty F |ZE& UL |avTFHFRAE (VARTFTLA
HrHE EXEC . — . — —
avy FEE Juy—=x TEAR
7.0(1) Zoavy RREAINE L,

EREDHS FS1

show mroute =~ RN, ¥~ VFX+¥ AN V=T 47 T—TNVONEERRLET, Bx2l
T4 TTIAT L AZ, PIM 72 bal Ayt—2 IGMP LAR—~, BEIONT 7 4 v 71285
WTGSG =R EEFG = MIEERL, VTR XYANNV—T 4 T T—TNWIT— 4%
ANNLES, TRAZIYRT (%) [T XTOKEFEIILT FUAL IS ITH—DXETLT RLZ, 1G]
ISR~V T XX AN IV —TF T RLAZEKRLET, S,6) = NI 2{ERTH54A4, Y7 b
TxT =%y AN V=T 47 T—TNAHNT (RPF 2B L T) RohofcigX+ 5557
N—T D A FHLET,

FEITa 74 Fab—a AZEENTVD mroute =~ 7 K% H£ ¢ 5213, show running-config
mroute =~ RN LET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

show mroute

]

&IZ. show mroute =~ > RO Il Z R L E1,

hostname (config) # show mroute

Multicast Routing Table

Fl

ags:

D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires
Interface state: Interface, State

(*

(*

, 239.1.1.40), 08:07:24/never, RP 0.0.0.0, flags: DPC
Incoming interface: Null
RPF nbr: 0.0.0.0
Outgoing interface list:
inside, Null, 08:05:45/never
tftp, Null, 08:07:24/never

, 239.2.2.1), 08:07:44/never, RP 140.0.0.70, flags: SCJ
Incoming interface: outside
RPF nbr: 140.0.0.70
Outgoing interface list:
inside, Forward, 08:07:44/never

show mroute DT, IRDT 4 —/L RN EENTWET,
Flags : = M VICEAT 2 EHRARUE L £,

D (Dense) : =2 N VIIHEE— RTEEL TWET,
S (Sparse) : = I U IA#HE— FCTEMEL TV ET,
B: (Bidir Group) : /L F X ¥ A h ZL—7 0N AF— RCTEELC\WDHZ AR LET,

s (SSM Group) : ¥ /L FF ¥ A L Z)L—TRSSMDIP 7 FLAKFAIZA>TWDHZ L%
ARLET, ZOT7T7E, SSMOFHBER S NL LUy FELET,

C (Connected) : ¥ /LFF v XA b FA—FDA L N"—F, BEHEEGEINIA L Z2—T A
A FIZFEELET,

L (Local) : X2 UT 4 TTT7A TV ARER, VT XX AN TIL—T DAL IN—T
T IN—T1F, REFHD T N—TITkT5) igmp join-group =~ Tk ->Tr—
AATIMAE I TWET,

I (Received Source Specific Host Report) : (S,G) =2 kU 2% (S,G) L' AR — MZ Xk » CTIERR S
Nz txRLET, 20O (S,6) LiR— FMIIGMP (2L » TIER SN /R H Y £97,
ZOT7 T TBREEINDDIE, DRICKH L TOATT,

P (Pruned) : V' — "R T NL—=0 T ENTWET, V7 =T %, ZOEREBHEFL T,
AU AN =5 AUNR—=PNEERICIMATE LT LET,

R (RP-bitset) : (S,G) = hUMNRRP ZHRA L FLTWNDEZ EERLET,

F (Register flag) : ¥ 7 bV = 7R/ F ¥ v A NAERICBRERINTNWD Z L &2 R LET,
T (SPT-bitset) : /N7 v "RFRENRAEFEILY )V —CTZEINTWDLZ LE2RLET,

J (Join SPT) : (*,G) = b U DA, HYV V—O T HMIZIILD b T 7 4 v 7 OBEREED,
TN—7DSPT LEVMEREZBATWALIZ A2 RLET (F 74/ D SPT L &V VER
JEIX 0 Kbps T9), J-Join gk S A Y U — (SPT) 7 7V BRE SN TV DHEAIC, A
YU =D FHTRD (S,G) N7 v " ZEESND L, BETLTOFAEIC (S,G)join A vE—
NRIH—ENET, 2L, BX=2VT 40 T34 T RTEETY Y —ITMAL
7,

S,G) = MU DTS, FA—T D SPT LEVWEEZEIR LZ7odic=y b BMER Sz
ZEEFLET(S,G) T FUICT-JoinSPT 7 7 VBB ESNTWEEA. X2 T 4
TTIAT U AFERIEY IV —LDO N T 7 4 v VHREZERLEST, EELTYIV—D LT
T4y ZIRENTV—TO SPT L X VWMEE FEl- TW DRI 1 45 LA LRk L7254,
N—FILZDOEETOHREY Y —IZHYHEZ LS5 LET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show mroute W

)

) ®X2VT4 TTI9AT L AFEEY VLD T 74 v 7 HEZRTEL, 2D
WEL I N—7DOSPT LEVWMEZ 1L LET, bT 7 1 7 HEMN SPT
LEWHEEZBA G681, FT7 740 v 78 EOROBIENTOLNDET, (x,G6) =
Y RUIZT-Join SPT 7 7 VRHESINE T, WHEY Y —IZRO v EBREE L.
FLWHIEMBARGEND &, 7T 7B RS ET,

TN—FZT 74/ h® SPT LEVME (0Kbps) AEHINTHWEEHEE, *,G) = kY
WZIEHEIZ T -Join SPT 7 7 ViR E S, fRRENFE A, 77 4L FD SPT L EWMEND
FHEINTOWDIHEAIC, ILOWERENDL N T 7 4 v 0 2% ETHE, ¥Xa2 T4 T
TIAT AR ANREFE LYY I EELICO R T,
Timers: Uptime/Expires : Uptime |X, => M UNIP VLT X ¥ A kN v—T 4 > 7 T —T VT
M TV (FFEL 50 B) 24 0 F—T 2 A AT EIZRLET, Expires (%, IP w/LF
XY AR N—T 4T T—=TNAnbLr b BHIBRESND £ TOHR (R, 5. B) &4
VE—T 2 A AT LITRLET,

Interface state : E151 L X — 7 =2 AFEFREAN LV F—T =4 ADOWREEZRLET,

— Interface : HIEA L X —T =2 A AETZIIRIEAN VI —T =2 ADY A MIERINDEA
H—T A A4,

— State: 77t A U X FFE7IE Time to Live (TTL) L & UVMEIZ L DR 257008 9 miZ
LT, Ay X —T A A LTHE, F—= 7 XL DT OB R A o
XL CEfTENDnERLET,

(*,239.1.1.40) & (*,23922.1) : [PV LF XX AN L—F 47 F—T LD FY, =k

Ui, BETDOIPT RL AL, FHICELALTFFYr AR ZL—7TDIP 7 KL A TR S U

T3, BETOMBIZEINEZTAZ T RS (¥) X, T_XCOZETEERLET,

RP:RP D7 LA, FHHEE— FTEETAZL—FBLOT 7R =S, ZOT KL

AN HIT 224.0.0.0 T,

Incoming interface : EETTNODVNLT XX A N Xry "BRFRETIHITFEDSA LV F—T = A

Ao NI RINZDA VB —T oA ATEE LT 8BE, BEINLET,

RPF nbr : #ETLICRTEHT v TA NI —L —FDIPT KL A,

Outgoing interface list : /X7 v MEXERHEHINH AV F—T =1 X,

BEEaITUFR

avwyFk e

clear configure mroute mroute 2~ REZEITaL 7 4 X2 —arnHHlRLE
o

mroute ABT 4T L FFy AN NL— ERELET,

show mroute PV4 v LVF XY AN NA—FT 47 T—TNERRLET,

show running-config mroute BREINTWAYILFFXFY AN L—F2ERLET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show nameif

show nameif

nameif 7~ RZA L TRESNTWAE S VX —T = A A4 & FRT DL K EXEC £— K
C show nameif =~ > R&2FEH L E7,

show nameif [physical_interface[.subinterface] | mapped_name]

DOBR Y AOFHHA  mapped_name (F7Fvay) ~VvF ar7T¥FANE—RT, v 74%
allocate-interface =~ > RAZfEf L CHIV ¥ CThiE, TOLARIEHRE L
7,
physical_interface (AFvav) £ ¥ —7xAA1ID (gigabitethernet0/1 72 L) %IET L F
3, [ TE AEICOW T, interface =2~ REZBHL T 7Z& W,
subinterface (F 7 ay) Y7 A B—T oA A&aT 1 ~ 4294967293 DFES %
BELET,
TIAIE AVE=T 2 A RABHRELRVGE . EX2 VT 4 T IAT LV RZTRTOA o F—T = A A4,
ERALET,

avY R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

2747 924+—I)L E—F |[£FaUTF4 32TFRFb
ILF
avv Kk E—F L—Fv F |EB UL aAVTERE (VARTLA
¥¢HE EXEC . . . . —
avy FERE )1)—X EERNE
WEAF ZDawy RIFBEFEO LD TY,

FREDHLA FSLAY ~LF a5 F% Ak E— T, allocate-interface =~ RZFH L T/ Z—T=2AA A D &2~ v
LI LESE, Ty B T4y TR NNTORBETEEY, Z20oa<vr FOHNT
X, Interface I T AIE~ vy B TR DHRPREINET,

#i WIZ. show nameif =~ > RO AFlZR LET,
hostname# show nameif
Interface Name Security
GigabitEthernet0/0 outside 0
GigabitEthernet0/1 inside 100
GigabitEthernet0/2 test2 50
EEaTUF avvk B
allocate-interface X2 UT 4 aTFARMNAVE—T oA ABIOY T 1
H—T A AZED LB TET,
interface AE—T A REREL, AV F—TxzA R AT {Fal—
TaryE'E—RIZADET,
nameif AHE—T 2 A AL EHRELET,
show interface ip brief AV HE—T A ADIPT RL AL ZAF—X 22T R LET,
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| E27&

show isakmp ipsec-over-tcp stats 3<% > K~ show route A< F

show ntp associations W

show ntp associations

NTP 7V v =— 3 OIE#%EFRT 5I121E, =—V EXEC *&— F T show ntp associations =~ >~
NEEHLET,

show ntp associations [detail]

DB VY ADEBH

detail (AFay) 7V — g VOFEMBRIERETFZRLET,

TI24IE T 7 H ) F OBEREITH Y FH A,
= ROFKIEX, Z0Oavr FEANTELE—RERLTHNET,
T7A4724+4—ILE—F |[EFaT4 AVTHFRXEb
ILF
avY K E—F —Ty F Bl DU AVTERE |VATLA
. —# EXEC . . . — .
av Y FEE ))y—= ETENE
BEAT Zoawy REIBEFEO DO TY,
EREDHA FSAY FRENHHNTHONTIE, ) OHEEBRL TSN,
£l KIZ, show nip associations =~ > RO FlZRLET,
hostname> show ntp associations
address ref clock st when poll reach delay offset disp
~172.31.32.2 172.31.32.1 5 29 1024 377 4.2 -8.59 1.6
+~192.168.13.33 192.168.1.111 3 69 128 377 4.1 3.48 2.3
*~192.168.13.57 192.168.1.111 3 32 128 377 7.9 11.18 3.6
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

#2761, K7 4=V ROBMBEZEZRLET,

% 27-6  show ntp associations D 7 4 —JL F

J4—ILEK E L

FAATOATERICIE, ROLFN 1 DFEZIFERU ERRESNET,

P ZOETICRIL TWET,

e #: ZOETIZXLTUZIERH L CVET,

7 IEEM A RE e R E L CGERS L TWET,

D BT BRI T,

CETMAET 4 v ZJICREISRTOWETS, AL TWERTA,

(FRITOITEADLF)

o ¥

. +:
o

address NTP ET DT KL A,

ref clock ET7DY 77 LA Iy I DT RLA,

st 7 DOk,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show ntp associations

%2 27-6 show ntp associations D7« —JL K (#Z)

Z4—ILF Bl

when BT 0B iAE NTP X7 FEAE AU TH b DI,

poll K=V 7HkE ).

reach v OB DBy FIUTFA)),

delay E7ETOTUR MY w7 BIE (T V),

offset a—hray ZIZHTHET Zay s O (2 V),
disp 57 WU,

RIZ. show ntp associations detail =~ > KOl %77 L ET,

hostname> show ntp associations detail

172.23.56.249 configured, our master, sane, valid, stratum 4

ref ID 172.23.56.225, time c0212639.2ecfc9e0 (20:19:05.182 UTC Fri Feb 22 2002)
our mode client, peer mode server, our poll intvl 128, peer poll intvl 128
root delay 38.04 msec, root disp 9.55, reach 177, sync dist 156.021

delay 4.47 msec, offset -0.2403 msec, dispersion 125.21

precision 2**19,

version 3

org time c02128a9.731f127b (20:29:29.449 UTC Fri Feb 22 2002)

rcv time c02128a9.73¢cl1l954b (20:29:29.452 UTC Fri Feb 22 2002)

xmt time c02128a9.6b3f729e (20:29:29.418 UTC Fri Feb 22 2002)

filtdelay = 4.47 4.58 4.97 5.63 4.79 5.52 5.87 0.00
filtoffset = -0.24 -0.36 -0.37 0.30 -0.17 0.57 -0.74 0.00
filterror = 0.02 0.99 1.71 2.69 3.66 4.64 5.62 16000.0

#2772, 74—V ROHALZRLET,

& 27-7 show ntp associations detail D7 1+ —JL F

J4—IL KR FEA
IP-address configured | — X (v°7) OIP 7 KL A,
(AT —& )  our master: EX 2 UT 4 TTIAT U ANZOETIZR LTRBIL
TVET,
o selected : BT IR ARk G U CGEBRENTWVET,
e candidate : B 7 M@ IREEMR T,
(fEa ) o sane: BT NEABEMT v 7 ENSALE LT,
e insane : BT DA T = v 7 TRRLE LT,
(BZhTE) o valid: ET7RRITANTHD & RS TWET,
o invalid : E7RHITE TH D L RSN THET,
e leap add : T, 9D IMBMEINLZLET 7TV 7 LT
7
e leap-sub: BT, 95 I9MNHREEIND ZLEV T LT
E3u e
stratum vT Dk,

(V7712 ET)

unsynced : ET7IE, Lo Eo< T Al RIS T ER A,
refID : E7 OREIR G LD~ DT RV A,

time

BTN AL —=INEZE LTREREA DAL T,

our mode client

7T AR RE—F, I 7747 M) TT,

peer mode server

v O eE— K, WiZ H—] T,

our poll intvl

ETNCKRT DR — U o TR,

W CiscotFalT4 FF5347YRARVEYIFLUR
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show isakmp ipsec-over-tcp stats 3<% > K~ show route A< F

show ntp associations W

%2 27-7 show ntp associations detail D7 1 —)L F (# %)
Z4—ILF FRER
peer poll intvl ETNLDR—Y 7?'3 =N
root delay b= b ~DRRNIR S TCBIE (R EAE 1 D& A L YV —2R),
root disp Jb— R ~DIXADLEL,
reach T OREREE @ HEDOE Y FIFEF),
sync dist v o [,
delay BT ETOT TR N v BRI,
offset Iy KT HET sray s OF Ty b,
dispersion Y Jay 7 D5,
precision VT ray 7 OREE (~LvY),
version ET7BNERF O NTP N— 3 &5,
org time BRAEHE DX A DA K T,
rev time EZEFEORZ A LAR T,
xmt time EERD I A DAL T,
filtdelay Ko TNDOT 7 Ry TEBIE (V).
filtoffset YTy s A7y M (LIP),
filterror EW o TN DBEZEOEAE,
EZEa< K avvk A

ntp authenticate

NTP Aty PEE%/]) Z‘

T LET,

ntp authentication-key NTP H— L [+ 2 -0 DGRV — 2 R E L E T,

ntp server NTP #— %?&Hﬂbiﬁ'o
ntp trusted-key NTP =L DFEFET, Ty MNTHEMAT 28 X207 77
FAT v ADXF—ID #4EE L ET,

show ntp status

NIP 7 Vi T—3a v DAT— X A5kFERLET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W show ntp status

show ntp status

ENTP 7 Vv x—a L DAT—H A% E AT HI2IE, = —% EXEC £— KT show ntp status =
YU REMEALET,

show ntp status

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,
avy R E—F WOFZ, ZDa<vr ReANTELE—REZ2RLTWET,
72747 94—) E—F [£F%a2)F574 aVFTFXFb
TILF
avY Kk E—F =Ty F |ZER U aAVTEARABM (VAT LA
= —4 EXEC . . . — .
avy FBE Jyyy—=x EENE

BEfF Zoa<y RIEEFEO L O T,

FEHEOFSAFSM4Y FERINBZHITHONTIL, Tl OHEESBL T,

£l WIZ, show ntp status 2~ > RO NFIZRLE T,

hostname> show ntp status

Clock is synchronized, stratum 5, reference is 172.23.56.249

nominal freq is 99.9984 Hz, actual freqg is 100.0266 Hz, precision is 2**6
reference time is c02128a9.73cl954b (20:29:29.452 UTC Fri Feb 22 2002)
clock offset is -0.2403 msec, root delay is 42.51 msec

root dispersion is 135.01 msec, peer dispersion is 125.21 msec

#2781, K7 4 —/V ROMBEAEZRLET,

& 27-8 showntpstatus D7 s —JLF

J4—ILF AR

Clock  synchronized : EF¥ =2 V7 4 77T AT L AN NTP H— Nkt L CH
BMLTWET,

* unsynchronized : ¥x =2 U7 4 77T AT AR NTP —NTH LT

L TWEH A,

stratum Z DT AT LD NTP J&E,

reference X2 VT 4 TTFIAT L ADRPRIT/R D NTP — D7 KL%,

nominal freq VAT A N—RU =T Ja w7 ONHEBEER,

actual freq VAT A N—Ru=T 7 vy s ORIERKE,

precision ZDVATLADI vy I DREE (~VY),

reference time SWRFEOZ A LAZ T,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show ntp status W

%2 27-8 showntpstatus D74 —JL F (=)

Z4—ILF FRER
clock offset RSN ETICHTHV AT A Iy 7 OF 7y K,
root delay Jb— |k~ 7 vy 7 £ TO/RAIB - =B FHEIT,

root dispersion

JL— ~ X2 D5AE,

peer dispersion

R S N7- B F 0458,

PeEa<v KR

avv kR

A

ntp authenticate

NTP #BiE% A F—7 M LET,

ntp authentication-key

NTP — L FHIT A DO  — %2R ELET,

ntp server

NTP % — %I E Liﬁz

ntp trusted-key

NTP 'H-“_‘/\&@muu \ /\0/7‘7 ]\Wfﬁﬁﬁﬁj—étf\':’— 9'7*4 770
FAT LV ADXF—1ID ZHEELET,

show ntp associations

X2 VT4 TTITAT U ANRBEEMT LTS NTP —3%
FoRLET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

M show ospf

show ospf

OSPF L —F 4 > 7 Fat ACT 2 —fkiE® A2 T 51203, H#HE EXEC E— R T show ospf =
< REMRALET,

show ospf [pid [area_id]]

YUV IRADBRY  area_id (< 5 >) OSPE 7 F L AGHICHEAT B %= 70 ID,
pid (#7a) OSPF 7 rt 2D ID,
TI74ILE pid ZHEE L2 WAL, T X TO OSPF 7ab AN —ERRINET,

AR E—F WOFEIE, ZDa<vr FeANTELHE—FeRLTWET,

T7A4F724—)L E—F €FaVT4 a20TFXEb

TILF
avy K E—F =Ty F |&Ef# UL |aAVTFEXRE (VAT A
HrHE EXEC . — . — —
avy REE Juy—=x TEAR
BELE Zoawr REFBEFO LD TT,

EREDHLFSM4Y pid #HETDHE, FRELIA—T 4 7 T ADERIZTIPERENET,

il WIZ, show ospf =~ ROz RLET, ZOBNL, FFED OSPF V—7 4 7 Fr& AT
B4 5 —MIGMAE £ R"TDHEZRLTHET,

hostname# show ospf 5

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x 0

Number of opaque AS LSA 0. Checksum Sum 0x 0

Number of DCbitless external and opaque AS LSA 0

Number of DoNotAge external and opaque AS LSA 0

Number of areas in this router is 0. 0 normal 0 stub 0 nssa
External flood list length 0

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show ospf W

WD show ospf 1~ > FOHAHIIL, $XTD OSPF L—F 1 7 Tt AT 5 iz £
R L FEERLTOET,

hostname# show ospf

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs

Number of
Number of
Number of
Number of
Number of

external LSA 0. Checksum Sum 0x 0
opague AS LSA 0. Checksum Sum 0x 0
DCbitless external and opaque AS LSA 0
DoNotAge external and opaque AS LSA 0
areas in this router is 0. 0 normal 0 stub 0 nssa

External flood list length 0

Routing Process "ospf 12" with ID 172.23.59.232 and Domain ID 0.0.0.12
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs

Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs

Number of
Number of
Number of
Number of
Number of

external LSA 0. Checksum Sum 0x 0
opagque AS LSA 0. Checksum Sum 0x 0
DCbitless external and opaque AS LSA 0
DoNotAge external and opaque AS LSA 0
areas in this router is 0. 0 normal 0 stub 0 nssa

External flood list length 0

B Ea< R

avvk B
router ospf OSPFV—FT 4 T A X —T L, 72—V OSPFV—TF (v 7 X
FTA—HERELET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show ospf border-routers

show ospf border-routers

ABR 5 X O8N ASBR 2% 2 N OSPE b—F 1 > 7 F—F L T2 | U %353 5 12 1E. KiHE EXEC
“&— RC show ospf border-routers 2~ > R&fiH L £7,

show ospf border-routers

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

TI+IE T 74 s OEEREIZS D £H A,
avY R E—F ROKIX, ZOa~vy REANTELE—REZRLTVWET,
F74724+—I)L E—F |[#Fa2UT4 32TFRXFb
RILF

avv kK E—F L—Fv K |EB DUV | AVTERE (VAT L

¥HE EXEC . — . _ _
av Yy FEE J1y—=x EEAE

BEAE Zoawry REBEFOLDOTT,
£l KIZ, show ospf border-routers =~ > RO H &R LET,

hostname# show ospf border-routers

OSPF Process 109 internal Routing Table

Codes: i - Intra-area route, I - Inter-area route

i 192.168.97.53 [10] via 192.168.1.53, fifth, ABR, Area 0, SPF 20

i 192.168.103.51 [10] via 192.168.96.51, outside, ASBR, Area 192.168.12.0, SPF 14

i 192.168.103.52 [10] via 192.168.96.51, outside, ABR/ASBR, Area 192.168.12.0, SPF 14
BEEa<TF avwyk B

router ospf OSPF V—FT 4 T A X —T L, 7 a—/N)LOSPFV—T (v 7 X

TA—ZERELET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show ospf database W

show ospf database

X2 VT4 TTITAT A LD OSPF hRa Y F—4 _XR—=2A M EN TV D IERERRT D
IZ1%. R5HE EXEC £— K C show ospf database =~ > K& H L £,

show ospf [pid [area_id]]| database [router | network | summary | asbr-summary | external |
nssa-external) [Isid] [internal] [self-originate | adv-router addr)

show ospf [pid [area_id]] database database-summary

SVUBRYH ZADA  addr (AFvarv) »—2ZDOT KL A,
adv-router (AT ay) TERARAZALXEINTZV—H,
area_id (72 a) OSPF 7 N L ZHFICBEATT b TnWD =Y 7D 1D,
asbr-summary (A7 ar) ASBR VR MO EFRRLET,
database T R=2AFERERF L ET,
database-summary (ATFvay) T—FX—ABEKOEHY A N EFRLET,
external (A7vav) BELEAEY AT AONEHOL— 2R RLET,
internal (AFvar) MELEHBEY AT ANEOL— |,
Isid (7> 3 ) LSAID,
network (A7Fvav) xy bU—2IZBT 5 OSPF 7 — X X— A EFR L E
T
nssa-external (A7Fvayv) AHERAZT 2V T7OY A MNeFRRLET,
pid (A7 =a) OSPF 7t ZAD ID,
router (FFvav) v-—EZEFRLET,
self-originate (AFvay) BELEARVAT AMIETOERERRLET,
summary (AFvar) VANOENERRTLET,
TI+IE T 74 F OEEREIZSH D £H A,
ATV K E—F ROFFZ, ZOa~vy FEANTELHE-RERLTNET,
F74724+—I)L E—F |[#Fa2UT4 32TFRFb
RILF
avv kK E—F —TFv K |EB YUV | AVTERE (VAT L
¥ikE EXEC * - ¢ 7 _
av Y FEE J1y—=x EEHNR
BELF ZOawy REFBEFEO LD TY,

FEREDHS FS1Y

OSPF /L —F ¢ » 7B show =~ Fit, X2 U5 4 77547 v A L THEE— R CEH
T&$9, OSPF BH D show =~ > R&ZfHIT DT, OSPF 27 4 X2l —va s E—RTh
HRENIH Y FH A,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

M show ospf database

£l IZ, show ospf database =~ > KD/l Z R LET,

hostname# show ospf database
OSPF Router with ID(192.168.1.11) (Process ID 1)

Router Link States(Area 0)
Link ID ADV Router Age Seqg# Checksum Link count

192.168.1.8 192.168.1.8 1381 0x8000010D OxXEF60 2

192.168.1.11 192.168.1.11 1460 0x800002FE OxEB3D 4
192.168.1.12 192.168.1.12 2027 0x80000090 0x875D 3
192.168.1.27 192.168.1.27 1323 0x800001D6 0x12CC 3

Net Link States (Area 0)
Link ID ADV Router Age Seg# Checksum
172.16.1.27 192.168.1.27 1323 0x8000005B OxXA8EE
172.17.1.11 192.168.1.11 1461 0x8000005B 0x7AC

Type-10 Opaque Link Area Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum Opaque ID

10.0.0.0 192.168.1.11 1461 0x800002C8 0x8483 0
10.0.0.0 192.168.1.12 2027 0x80000080 0xF858 0
10.0.0.0 192.168.1.27 1323 0x800001BC 0x919B 0
10.0.0.1 192.168.1.11 1461 0x8000005E 0x5B43 1

&IZ. show ospf database asbr-summary =~ > RO #lZ R L E£7,

hostname# show ospf database asbr-summary

OSPF Router with ID(192.168.239.66) (Process ID 300)
Summary ASB Link States(Area 0.0.0.0)

Routing Bit Set on this LSA

LS age: 1463

Options: (No TOS-capability)

LS Type: Summary Links (AS Boundary Router)

Link State ID: 172.16.245.1 (AS Boundary Router address)
Advertising Router: 172.16.241.5

LS Seqg Number: 80000072

Checksum: 0x3548

Length: 28

Network Mask: 0.0.0.0

TOS: 0 Metric: 1

KIZ. show ospf database router =~ > NOH HHZ27R L E9,

hostname# show ospf database router

OSPF Router with i1d(192.168.239.66) (Process ID 300)
Router Link States(Area 0.0.0.0)

Routing Bit Set on this LSA

LS age: 1176

Options: (No TOS-capability)

LS Type: Router Links

Link State ID: 10.187.21.6

Advertising Router: 10.187.21.6

LS Seqg Number: 80002CF6

Checksum: 0x73B7

Length: 120

AS Boundary Router

Number of Links: 8

Link connected to: another Router (point-to-point)
(link ID) Neighboring Router ID: 10.187.21.5

(Link Data) Router Interface address: 10.187.21.6
Number of TOS metrics: 0

TOS 0 Metrics: 2

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

KIZ. show ospf database network =~ > KD A flZE R L E T,

hostname# show ospf database network

OSPF Router with 1d(192.168.239.66) (Process ID 300)
Displaying Net Link States(Area 0.0.0.0)

LS age: 1367

Options: (No TOS-capability)

LS Type: Network Links

Link State ID: 10.187.1.3 (address of Designated Router)
Advertising Router: 192.168.239.66

LS Seqg Number: 800000E7

Checksum: 0x1229

Length: 52

Network Mask: 255.255.255.0

Attached Router: 192.168.239.66

Attached Router: 10.187.241.5

Attached Router: 10.187.1.1

Attached Router: 10.187.54.5

Attached Router: 10.187.1.5

KIZ., show ospf database summary =~ > ROH Il ZRLET,

hostname# show ospf database summary

OSPF Router with i1d(192.168.239.66) (Process ID 300)
Displaying Summary Net Link States(Area 0.0.0.0)

LS age: 1401

Options: (No TOS-capability)

LS Type: Summary Links (Network)

Link State ID: 10.187.240.0 (summary Network Number)
Advertising Router: 10.187.241.5

LS Seg Number: 80000072

Checksum: O0x84FF

Length: 28

Network Mask: 255.255.255.0 TOS: 0 Metric: 1

IZ, show ospf database external =~ > RO 2R L ET,

hostname# show ospf database external
OSPF Router with 1d(192.168.239.66) (Autonomous system 300)

Displaying AS External Link States
LS age: 280
Options: (No TOS-capability)
LS Type: AS External Link
Link State ID: 172.16.0.0 (External Network Number)
Advertising Router: 10.187.70.6
LS Seqg Number: 80000AFD
Checksum: 0xC3A
Length: 36
Network Mask: 255.255.0.0

Metric Type: 2 (Larger than any link state path)
TOS: O
Metric: 1
Forward Address: 0.0.0.0
External Route Tag: 0

show ospf database

B Ea< R

avv Kk B
router ospf OSPF)V—FT 4 T A X —T L, 72—V OSPFLV—TF (v 7 X
FTA—HERELET,

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Ml show ospf flood-list

show ospf flood-list

AE—T A AN LTT Ty RENDIOEFHEL TS OSPF LSA ® U 2 h & FRT BT,
¥#HE EXEC & — KT show ospf flood-list =~ > N&EH L E9,

show ospf flood-list interface_name

OBy ADEBA  interface name AN NERE TR T DA LB —T = A ADXLL
T4 T 74V N OEBEHEIZH D EH A,
avy kR E—F WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,
7747 94—) E—F [£%a2)F74 aVFTFXFb
TILF

avv Rk E—F =Ty F |ZER U aAVTEARABM (VAT L

¥¢HE EXEC . — R _ —
avy FERE Jj1)—=x EENE

BEAFE Zoa<y RIEEFEO L O T,

FERLEDHAESAY OSPF/L—F ¢ ZBHED show 2~ Kit, %2 UF 4 77547 v A FClilET— KA
T&F9, OSPF BH D show =~ > RZfHIT D2, OSPF 27 X2l —v a3 E—RTh
HUNETH Y £H A,

1 WIZ. show ospf flood-list =~ > KD/l Z R L ET,

hostname# show ospf flood-list outside

Interface outside, Queue length 20
Link state flooding due in 12 msec

Type LS ID ADV RTR Seqg NO Age Checksum

5 10.2.195.0 192.168.0.163 0x80000009 0 0xFB61
5 10.1.192.0 192.168.0.163 0x80000009 0 0x2938
5 10.2.194.0 192.168.0.163 0x80000009 0 0x757

5 10.1.193.0 192.168.0.163 0x80000009 0 0x1E42
5 10.2.193.0 192.168.0.163 0x80000009 0 0x124D
5 10.1.194.0 192.168.0.163 0x80000009 0 0x134C

BEEaTUR avvk B
router ospf OSPF /V—F 4 v T A X —T ML, F2—s3)LOSPF V—T 4 7 X

TA—ZERELET,
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OL-10086-02-J |



| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show ospf interface W

show ospf interface

OSPF BH# DA > ¥ —7 = A ZEWEFK/RT HI21L, 5 EXEC & — KT show ospf interface =~
v REFERLET,

show ospf interface [interface_name)]

DAY RADEMBE  interface_name (A7 a) OSPF BHOEREZRRT DAV H—7 = A ADLHi,

T4 T 7 4V N OEERMEILZH D FHA,

avy kR E—F WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,

7747 94—) E—F [£%a2)F74 aVFTFXFb

TILF
avY kK E—F =Ty F |ZER U aAVTEARABM (VAT L
¥iHE EXEC . — R _ —
avy FERE Jj1)—=x EENE
BEAFE Zoawy RiEBEEFEDO S O T,

ERLEDHA FS4Y  interface name 515 fREETITHEH T2 & T XTHOA ¥ —7 =4 A0 OSPF fHFMN TR I E
‘j—o

£l IZ, show ospfinterface =~ > KO/l Z R LET,

hostname# show ospf interface inside
inside is up, line protocol is up
Internet Address 192.168.254.202, Mask 255.255.255.0, Area 0.0.0.0
AS 201, Router ID 192.77.99.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State OTHER, Priority 1
Designated Router id 192.168.254.10, Interface address 192.168.254.10
Backup Designated router id 192.168.254.28, Interface addr 192.168.254.28
Timer intervals configured, Hello 10, Dead 60, Wait 40, Retransmit 5
Hello due in 0:00:05
Neighbor Count is 8, Adjacent neighbor count is 2
Adjacent with neighbor 192.168.254.28 (Backup Designated Router)
Adjacent with neighbor 192.168.254.10 (Designated Router)

lE-IuII;

BEaTUR avo kR BR

interface Ao B —ToARAAL T 4 FXal—ary ET—RREEXET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$Eo7E

show isakmp ipsec-over-tcp stats I > K~ show route A< F |

W  show ospf neighbor

show ospf neighbor

A —=TxA AT LD OSPF XA N—1IF A KT DI, FitE EXEC E— KT show ospf
neighbor =~ RZEH L £,

show ospf neighbor [detail | interface_name [nbr_router_id]]

DB VY ADEBH

T4

T
H
I
™.

avy

detail

(A7vayv) BELELV—ZIZET MR ERERRLET,

interface_name

(AT ar) FAN—NERERRT DA X —T =4 AD4T,

nbr_router_id

(7> a ) BgEL—Zo)L—% 1D,

T 7 # ) F OBEREIZSH Y FH A,

WDORIT, ZDOa<vwr FEANTEALE—RE2RLTWET,

avy kR E—F

747 94—)IL E—F |[FaVT4 a2TFRF
TILF
L—7v K BB UL |AVTERRE (VAT LA

FiHE EXEC

avy FERE

]

)=

EERE

17

Zoawry REBEFOLDOTT,

RIZ, show ospf neighbor =~ > RO B EZ R LET, ZOFlIX, A ¥ —7 A AT LD OSPF
RAN—NFRERRT L HEZRLTOWET,

hostname# show ospf neighbor outside

Neighbor 192.168.5.2,

interface address 10.225.200.28

In the area 0 via interface outside
Neighbor priority is 1, State is FULL, 6 state changes
DR is 10.225.200.28 BDR is 10.225.200.30

Options is 0x42

Dead timer due in 00:00:36
Neighbor is up for 00:09:46
Index 1/1, retransmission queue length 0, number of retransmission 1
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 1, maximum is 1
Last retransmission scan time is 0 msec, maximum is 0 msec

PgEa<v KR

avwy kR

EA

neighbor

77— KXy A~ Xy MU= ITHARRT 5 OSPF L—F 3% E L
iﬁ_o

router ospf

OSPF V—F 4 VT %A X —T /I L, 72—V OSPF V—T 4 7 /X
FA—HERELET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| E27&

show isakmp ipsec-over-tcp stats 3<% > K~ show route A< F

show ospf request-list

show ospf request-list

N—ZZ Lo THERENTZTXTOLSA DY A MEF AT HI21X, FiHE EXEC £— KT show ospf
request-list =~ > RZEH L E 7,

show ospf request-list nbr_router_id interface_name

DB YY) RAOBBA  interface_name FANR—NEREFTRTHA LB —T = A ZADL4F, ZDA B —T = A R
MHN—FIZE S TERINTZTRXTOLSADY A hEFRRLET,
nbr_router_id ML — 2 O)—H% ID, TDOFRA N—=nBHL—H | Lo TERINT-T
RTHOLSADY A MERRLET,
TI2FIE T 7 4 FOEMERLEIZH D THA,

avURE—F

ROFIE, Zoa~r FeATELE—FERLTHET,

I774F79+x—ILE—F (X2 T4 22T
TILF

avyk E—F L—Tv F |&E# YU | AVTFERRLE (VAT LA
FrtE EXEC ¢ — ¢ —
avy FEE )1)—2x EERNE
BEAF oawry FEBHFOLOTY,
£l IZ, show ospf request-list =~ > KO B 2R L E T,
hostname# show ospf request-list 192.168.1.12 inside
OSPF Router with ID (192.168.1.11) (Process ID 1)
Neighbor 192.168.1.12, interface inside address 172.16.1.12
Type LS ID ADV RTR Seqg NO Age Checksum
1 192.168.1.12 192.168.1.12 0x8000020D 8 0x6572
EZEav UK = N SR
show ospf retransmission-list HEEINDIOEHHEL TWVWDHITXTOLSA DY X M

FoRLET,

[ oL-10086-02-J

Cisco¥Fa1)T4 7FS54F7VRARVEFEYI7PLYR R



$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show ospf retransmission-list

show ospf retransmission-list

HEESNDIDOEZMHEL THDTXTOLSA DU A b&FRFT 2I21E, 7 EXEC E— R T show
ospf retransmission-list =~ > R&fHH L £ 7,

show ospf retransmission-list nbr_router_id interface_name

DB VY ADEBH

FTIAILE

AR E—F

interface_name FAN—NFRERTT DA X —T = A ADLHI,
nbr_router_id M — & o)v—# 1D,

T 7 4 OBEREIZSH Y FE A,

WOFEIE, ZDa<vr FeANTELHE—FeRLTWET,

T7A4F724—)L E—F €FaVT4 a20TFXEb

TILF
avy K E—F =Ty F |&Ef# UL |aAVTFEXRE (VAT A
HrHE EXEC . — . — —
avy REE Juy—=x TEAR
BELE Zoawr REFBEFO LD TT,

EREDHS F31

OSPF L—F 4 7D show =2~ RiX, X2 UT 4 7794 T A L THMEE— R T A
T& ¥, OSPF Bi# D show =~ REEHT DX, OSPF 2> 7 4 Fab—v a3 = RKTh
HYENIH Y £ A,

nbr_router_id S ERET H L, ZOMBEAL—X D, BEEINDIOEFHHL D TXTOHD LSA
DY R RIBRERINET,

interface_name F|BEFRETHE, TOA L F—T oA AD, BEFEINDLIOEFHFEL TNDH TN
TOLSADY A MBRERINET,

il KIZ, show ospf retransmission-list =~ > NO WM N2~ UE S, FlTIX, nbr router id 51E%
192.168.1.11 T, if name 514513 outside T,
hostname# show ospf retransmission-list 192.168.1.11 outside
OSPF Router with ID (192.168.1.12) (Process ID 1)
Neighbor 192.168.1.11, interface outside address 172.16.1.11
Link state retransmission due in 3764 msec, Queue length 2
Type LS ID ADV RTR Seq NO Age Checksum
1 192.168.1.12 192.168.1.12 0x80000210 0 0xB196
BAEaI<TUF avvFk EL

show ospf request-list N—Z Lo TERENTZTXTDOLSA DY A ME2FRRLET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show ospf summary-address

OSPF 7’ m & RiZx% LT

DB VY ADEBH

L. ¥#HE EXEC E— R C show ospf summary-address =~ > RZ2HEH L £,

show ospf summary-address

Zoawy R, sEbF—UV—FbdH VY £ A,

show ospf summary-address W

BEINTZTRTOYV~Y — T FLAFRAMAEFEHRO Y X F &R RTHI

T4 T 74 s OEEREIZS D £H A,
OV EF E—F WOFEIT, ZOavwry REANTELE—RFE2RLTHET,
774704+ —I)L E—F |[Fa2UT4 32TFRXFb
RILF
avry kK E—F L—TFv K |EB YU | AVTERE (VAT L
¥EHE EXEC . — . _ _
avy FEE J1y—=x EEHNR
BEAE Zoawy RFEEFEOH D TY,
£l RIZ, show ospf summary-address =~ > FOHAWHIE R LET, ZOFIL, ID 235 THS OSPF
T2 LT — 7 RUABRREINDAENT, T XTOH~ U — 7 N AHEMAERD
YA MERTRTDHHFEEZRLTWVET,
hostname# show ospf 5 summary-address
OSPF Process 2, Summary-address
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag O
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag 10
(SEEEEA avvk B
summary-address OSPF KT FL Az L £7,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show ospf virtual-links

show ospf virtual-links

DB VY ADEBH

T4

T
H
I
™.

avy

OSPF (AR Y > 7 D/ T A — & LBUEOIREEA R 2 I12I1E, FbE EXEC E— KT show ospf
virtual-links =~ > F&2#FEH L £,

show ospf virtual-links

Zoawy R, sEbF—UV—FbdH VY £ A,

T 7 H ) F OBEREIZH Y FH A,

WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,

7747 94—) E—F [£%a2)F74 aVFTFXFb

RIVF

avY kK E—F L—Tvy F |&Ef& VTN aAVTEARABM (VAT L

¥iHE EXEC . — R _ —

avy FERE

]

y)—= EERE

BEfF Zoa<y RIEEFEO L O T,

WIZ., show ospf virtual-links =~ > KO B Z27R LE 9,

hostname# show ospf virtual-links

Virtual Link to router 192.168.101.2 is up

Transit area 0.0.0.1, via interface Ethernet0, Cost of using 10
Transmit Delay is 1 sec, State POINT TO_POINT

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 0:00:08

Adjacency State FULL

BEaTUR

avwv kR B

area virtual-link OSPF AR v 7 #EF L F T,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show perfmon

X2 VT TTITAT UV ADNRT —< 2 AT HIEW AR RZT 511, show perfmon =1~

VREMEHALET,

show perfmon M

show perfmon [detail]

DB VY ADEBH

detail

(X7 ay) BMOKFERERRLET, 20O OKEHEWRIT Cisco
Unified Firewall MIB @ 7' a — LG A7 =7 he7Fa harl o
ViAo Mo DINESINT-ERE L ET,

FTIAILE

avy Rk E—F

ZDawy RIZT 74V MREIEXH D FHA,

WOFEIE, ZDOa<vr FeANTELHE—FeRLTWVET,

F7A4F724—)L E—F €FaVT4 a20TFXEb

<ILF
avyv kK E—F =7y F |&EfA SN aAVvTEAREF (VAT LA
¥FHE EXEC . . . . _
av Yy REE J1)y—=x EERNR
7.0(1) X2 VT4 TTIAT UV ATIDa<y FRYR— S5 X2k
DE L7,
7.2(1) detail ¥— U — R BMENE L7z,

FEREDHS FS1Y

#l

Zoa<wry ROWHIE, Telnet By > a V2R RENERTA,

perfmon =~ NIHEE LR T/R7 4+ —~  AFFHER Z HEFHAIZHRK R L E T, show perfmon
axy REffT 5L, 7 <SIEREFRTEET,

KIZ, show perfmon =~ > RO /1%~ LET,

hostname (config) # show perfmon

Context: my_ context

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Reqg 0/s 0/s
WebSns Reqg 0/s 0/s
TCP Fixup 0/s 0/s
TCP Intercept 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show perfmon

&IZ, show perfmon detail =~ > FOHAHlZ R LET,

hostname (config) # show perfmon detail
PERFMON STATS:
Xlates
Connections

TCP
UDP
URL
URL
TCP

Conns
Conns
Access
Server Req
Fixup

HTTP Fixup

FTP

Fixup

AAA Authen
AAA Author
AAA Account

TCP

Intercept

SETUP RATES:

Current Average
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s
0/s 0/s

Connections for 1 minute = 0/s; 5 minutes = 0/s
TCP Conns for 1 minute = 0/s; 5 minutes = 0/s
UDP Conns for 1 minute = 0/s; 5 minutes = 0/s
EZEavrk avvk B
perfmon FBE LB CHEMR T 4 —~v R E=ZERERTLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show pimdf W

show pim df

T T—3HRA b RP) £HEFA LV F—T A AIZOWT, WM DF O THE| #F 77512
1%, = —¥ EXEC £ — R £ 7213554 EXEC £=— R Tshowpimdf =~ > FZEH L £,

show pim df [winner] [rp_address | if name]

DUBYYADBEA  rp_address WONWT NN DERETEET,

e RP D4R, RAAL Y x—2b AT L (DNS) @ hosts T— 7 /VICERHES
NTHWBEHLON, RAAL D ipvdhost 2= RTEHELZHDTT,

e RPOIPT RL A, ZHiE, 458 Fy M 10 ERTLO~/LT X ¥ X b IP

7 KL AT9,
if name A B —T A ZAOYHL F I T4,
winner (A7 a ) DFBIROME LA L X —T A AL RP ZEICFRLET,
TI2FIE T 7 x v FOEERLEIZH D THA,

av>Y R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

77479 4x—)ILE—F Xa)T4s aVTFRXF
TILF

avv K E—F L—TvF &k SV AVTFEXRE |[VATLA

o — EXEC F£7- 13454 EXEC | * — . — —
avy FEE J1)y—=x EEAR

7.0(1) Zoavwr RREAINE LT,

HRALDHSIFSAY o< it RRADHEEDA N v/ yFRLET,

#i WIZ, show pimdf =~ > RO NI ZRLET,
hostname# show df winner inside
RP Interface DF Winner Metrics
172.16.1.3 Loopback3 172.17.3.2 [110/2]
172.16.1.3 Loopback2 172.17.2.2 [110/2]
172.16.1.3 Loopbackl 172.17.1.2 [110/2]
172.16.1.3 inside 10.10.2.3 [0/0]
172.16.1.3 inside 10.10.1.2 [110/2]

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Ml show pim group-map

show pim group-map

TN—TinbTa hala0v vy TNV ERRFTHICIE, 22— EXEC E— RE 345
Hé EXEC “E— K C show pim group-map =~ > R& i L £,

show pim group-map [info-source] [group]

DB VY ADEBH

group (AFvary) OWTNUPLERETEET,
o WIAF Xy AL FNA—FDLHI, DNS @ hosts T — 7 /I ERZ SN T
WHHON, RAAL L Dipvdhost 2~ RTEZRELZHDTT,

o IAFHXXYAKNITNA—TDIPT FLA, ZhiE, 45% Ky b 10
KHIHOVNLF XY A NPT RLATY,

info-source (A7 ay) INA—T7fEEROERRER ST LET,
FTI24ILF TRTCOITN—TFZHONWT, ZAh—Tho7 e hart~Ovwy o7 aRzKRLET,
avy kK E—F WKOEIF, ZOa<wr REANTELE—RERLTWVET,

77479 4x—ILE—F £XaYF4 AVTFFX b
T ILF

avv K E—F =Ty F &k UL AVTFEXRRER (VATLA

2 —H EXEC % 7213454 EXEC | * — . — —
avy FEE Jy1y—x TEAR

7.0(1) Zoavy RREAINE L,

EREDHS F31>

Zoa<wy RiE, RPIZOWT, ZA—TF L7 harld7 FLA v BV 7 T _CERLE
T, vy NI, EF 2T T IAT VA ETCESESER I IAT U IS T—= T &N
gzj‘o

X2 VT4 TTIA T ADPIM EHIF, SEIERFFHR= U N 2wy BT T—T TR
FLTWET, Auto-RP 7 V—7HiFHIX, FEE—F 7 —7HEA»OWMEICELS SNET, SSM
TN—T#EH b FHHEET— FIZIZIADETA, Vo7 a—hilb <= LFxx X s 77— (224.0.0.0
~ 224.0.0.225, 224.0.0.0/24 & L CER) b, AT — R Z—THENOHESSNET, RxED
T2 h VX, FTED RP THEE— RIZA>TWEEDV T RTOIN—T 2R LET,

pim rp-address ==~ > R CHED RP #3% € L7=3A 1%, W72 7 L — 7 #PHA kG35 RP & 4k
FKRINET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show pim group-map W

1 WKIZ. show pim group-map =~ > RO Iz~ L E7,
hostname# show pim group-map
Group Range Proto Client Groups RP address Info
224.0.1.39/32%* DM static 1 0.0.0.0
224.0.1.40/32* DM static 1 0.0.0.0
224.0.0.0/24%* NO static 0 0.0.0.0
232.0.0.0/8% SSM config 0 0.0.0.0
224.0.0.0/4% SM autorp 1 10.10.2.2 RPF: P0S01/0/3,10.10.3.2

117H & 2417 H T, Auto-RP 7 /v — 7N AEEE— N 7 — 78BN SHMICHES ST ET,
3fTETIE., Vo7 a—hA <wLF Xy 2 N ZL—7F (224.0.0.0 ~ 224.0.0.225, 224.0.0.0/24 & L
TEFR) LAHT— N V7N —T7HENGHET I TWET,

44TH TIX, PIM EE T E~ LT X4 X b (PIM-SSM) 7 /L —7#iJH7AS 232.0.0.0/8 i~ > ' 7
SINTVWET,

HEOT FUIF, BV TRTOTNA—TBHEE— FIZA->T, RP10.1032 vy B 7 Sh
22 EBRLTVWET,

EEaIUF avyv kR Hl:
multicast-routing X2 VT 4 TTIAT VAL ATFHFY AN V—FT 4 T A
F—T I LET,
pim rp-address PIM 757 =KL b (RP) OF RLAZEHRELET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show pim interface

show pim interface

PIM IZBHT 5 A v ¥ —7 = A AEAOERERSRT HI2IEL, = —% EXEC £ — N FE 7213454 EXEC
£ — R C show pim interface =~ & H L 9,

show pim interface [if name | state-off'| state-on)

DAY HY ADIMBA  if name (X7vay) A2 —TxA ADLTH, ZOBEBERETD L, FRE
NOERITFBE LA v H—T = A AT D HDETIZR D £,
state-off (7> ay) PMWBTFT 4 EB—T NI TWAAL B —T 2 A AEFKR
sz‘j—o
state-on (A7 ay) PIMMWBAR—T NI RoTNWDA A —T oA AZERL
ij‘o
FTIAILE A B =T oA ZAEEELBRWVRSIT. TITOAL v Z—T7 =4 AT 5 PIM IERBFRENE
‘j‘o
av>Y KR E—F WOFRIE, ZOa~vr FEANTEDLE—FERLTWVET,
274F7724x—)ILE—F Xa)FT4s aVTFRF
TILF
avy K E—F =Ty F &k UL aAVFEXERE (VATLA
o —H EXEC 721345 EXEC | * — . — —
avy REE Jyy—=x ETEARE
7.0(1) Zoavy RREAINE L,

EREDHS FS1Y

X2 VT TTITATADPIMERT, X2V T4 TFI74T7 0 AHEE PIM %A "—L
R LET, LEERoT, Z0a~vy ROWMIITH DR A N—80 7 AT, A S—ERFEED
BEObH 1B RRENET,

i WOFITIE, WA 2 —7 = A ZZET 5 PIMIFHRAZR R L TOET,
hostname# show pim interface inside
Address Interface Ver/ Nbr Query DR DR
Mode Count Intvl Prior
172.16.1.4 inside v2/8 2 100 ms 1 172.16.1.4
FEaI<Y R avvFk B
multicast-routing X2 VT 4 TIIAT VA LD ATFHFY AN V—FT 4 T A

=T NI LET,
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OL-10086-02-J |



| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show pim join-prune statistic W

show pim join-prune statistic

PIM OIMA & 7 )v—= 2 ZIZBI 2 AR R bt @ 2 2R 9 51213, = —3 EXEC £— RE 7213
K54 EXEC & — K C show pim join-prune statistics =~ > & H L £,

show pim join-prune statistics [if name]

DB VY ADEBH

FI2+ILF

if name (F7vay) A2 —T7 A AD4HI, ZOFIRERETHE, BRI
NOHEBRITIBE LA v =T oA AT H L DETICR Y £77,

AE =T 2 A AEHELRWGEIL. TXTOA 2 F—T =2 AZONWT, AL T NV—= T
BT AHEHE R TR ENE T,

WOEZ, ZOavr FEANTELE—FERLTVET,

72747 94—) E—FK |[€Fa2)F4 aTFXF
<ILF

avY kK E—F =Ty F &Eh UGN aAVTERER (VAT LA

2—Y EXEC £ 721345 EXEC | * — . — —
avy FBE Jjy—= EENE

7.0(1) Zoawry FPREAINE LT,

FEREDAS FS1Y

PIM OIMA & PN —= 7T D FEEHEHR A 1HET 5 1Z1E, clear pim counters =~ > RA A L
i‘é—o

£l KIZ, show pim join-prune statistic =~ > ROl Z R L ET,
hostname# show pim join-prune statistic
PIM Average Join/Prune Aggregation for last (1K/10K/50K) packets
Interface Transmitted Received
inside o/ o/ 0 0o/ 0o/ 0
GigabitEthernetl o/ o/ 0 0o/ o/ 0
Ethernet0 o/ o/ 0 o/ o/ 0
Ethernet3 o/ 0o/ 0 o/ 0o/ 0
GigabitEthernet0 o/ o/ 0 o/ o/ 0
Ethernet2 o/ o/ 0 o/ o/ 0
EEa<UF avvFk A
clear pim counters PIM b7 74y 7 AU 2 EHELET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W show pim neighbor

show pim neighbor

PIM XA N— T =T MIEENTWDHZY MY 2RRT 511K, =—V EXEC & — NE 721355
EXEC “E— K C show pim neighbor =~ > N&fEf L £7°,

show pim neighbor [count | detail] [interface)

SR YY) ADHBA  interface (FTvary) A B =74 ADLART, ZOFRERETHE, £RS
NDBEHRITIRE LA v F—T = A AT DL OREFITR Y 5,
count (A7 ay) PIM FAN=DEFE, BLOHKA Z—T7 =4 ZAD PIM
RAN=DEEFRRLET,
detail (A7 =3 ) upstream-detection hello 7' a VB LTI —=> 7 LT,

FANR—DBIMNT RLAZERRLET,

FTIAILE T 7 A N OBEREILZH Y /A,

aAvU kR E—F WOFIE, TDa<vr FeANTELHE—FeRmLTWVWET,

774F724x—)ILE—F Xa)FT4 aVTFRF
<ILF

avy K E—F =Ty F &k UL aAVTFEXERER (VAT LA

2 —H EXEC £ 7213454 EXEC | * — . — —
avy FEE Jj1)y—= ETEARE

7.0(1) oavwy FBREAINE LT,

FREDHLRSAY Zoa~<~ R, 2OL—ZRPIMDhello A v E—CZ2BUTT—=2 7 L= PIM (A N—Z
ETHEOIHEHLES, £/, Z0a~vr N, f v F—T7 A4 ANEENV—F (DR) ThHD
Zl. BEXORANR—THGMBENTIRRICR D2 A I TR LET,

X2 VT4 T T IAT U ADPIM BT, ¥Xa2VT 4 7774 T AEEEZ PIM %A N— L
RZaLET, LT, BX=2 VT4 T7I9AT VA A F—T =2 ANZOa~vr ROWT
WCRREINET, EF2 VT4 TTIAT U ADIPT RLVAIL, 7T RLVADRIZT AZ Y A7 (*)

AT ORSH TV ET,
£l RIZ, show pim neighbor =~ > ROH %R L E9,
hostname# show pim neighbor inside
Neighbor Address Interface Uptime Expires DR pri Bidir
10.10.1.1 inside 03:40:36 00:01:41 1 B
10.10.1.2% inside 03:41:28 00:01:32 1 (DR) B
REaT R = i
multicast-routing X2 VT 4 TTIAT VA LD ATFHFY AN V—FT 4 T A

=T NI LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show pim range-list H

show pim range-list

PIM O U A kD% FR 9 5121%, = —V EXEC & — K £ 72 (3574 EXEC € — K T show pim
range-list =~ > 2 L £,

show pim range-list [rp_address]

DAY Y RADEMBE  rp_address TOWENN T DEEETEX £,

* RP O4HI, RAA Y F—2&h AT A (DNS) @ hosts 77— 7 /WTHE
BENTVDHEDN, FAAL v Dipvdhost 2~ RTEFRLZHDT
—a—‘o

* RPOIPT FLA, ZHIE, 408 Ky M 10ERLO~/LFF v A K
IP7 FL AT,

TI2FIE T 7 4 FOEMERLEIZH D THA,

av>Y R E—F WOFRIL, ZOa~v s FEANTELE—RERLTVET,

77479 4x—)ILE—F Xa)FT4s aVTFRXF
TILF

avvy K E—F L—TvF &k SV AVTFEXRE |[VATLA

o —4 EXEC F£7- 13454 EXEC | * — . — —
avy FEE J1)y—=x EEAR

7.0(1) Zoavwr RREAINE LT,

FREDHSIFSAY Zoa~vr R, vV FF Y A MEEE— RSN —T~DO~ v B T 2T TH-DICHH L
F9, B, ZO#FHADOT T T—FKA b RP) OF7 RLALRENET GEAUTH58),

£l KIZ, show pim range-list 2~ > RO A ZR LET,

hostname# show pim range-list

config SSM Exp: never Src: 0.0.0.0
230.0.0.0/8 Up: 03:47:09

config BD RP: 172.16.1.3 Exp: never Src: 0.0.0.0
239.0.0.0/8 Up: 03:47:16

config BD RP: 172.18.1.6 Exp: never Src: 0.0.0.0
239.100.0.0/16 Up: 03:47:10

config SM RP: 172.18.2.6 Exp: never Src: 0.0.0.0
235.0.0.0/8 Up: 03:47:09

BEa<T UK = B BA
show pim group-map TN—"T"n5 PIM E— R~D~v v 7, BEOWT VT 4772 RP D
HHRERRLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Ml show pim topology

show pim topology

PIM hAR B Y T—7 VDNl E R RT HITIE, = —% EXEC £— N E 72355k EXEC E— R T
show pim topology =~ > R&fEH L £,

show pim topology [group] [source]

DAY YRADEMBA  group (A7 av) WONVTHINEREETEET,
o ZAFXYXYRAN T NL—TDLHEI, DNS @ hosts T— 7 WIZEZRINT
WHHDOMN, RAAL L Dipvdhost 2~ RTEZRLZHDTT,

o ZAFHXXYAKNITNA—TDIPT FL A, ZhiE, 45% Ky b 10
KHHOVNLFX ¥ A MNIPT RLATY,

source FTvarv) OWTALERETEET,

e wNTFFx A MEFILOLHAT, DNS D hosts 7 — 7 /VZEFR I LTV
5H D7, domain ipvd host 2~ RTEHR LT H DT,

o YAFHRYARNKEILOIP 7 FLAZHUE, 4 0% Ky b 10 LG
D<NVF Xy AKNIPT RLATY,

T24ILE TRTOITN—TLRETD FAR e DERBERSNET,

avyv Rk E—F WOFRIL, ZOa~vr FEANTELE—FZRLTVWET,

F774F794—)L E—F [£FXa)Fs aVTFFX L

<IF

avU kK E—F =Ty F |EB YN AVTERE (VAT LA
2 —F EXEC & 72 13474 EXEC | * — —

4

av Yy FEE J)—Xx EEAT
7.0(1) Zoav s RBREASIE LT,

FEREDHL FS4Y PIM FRoY F—70F, TEDINA—TFDOEESERT MY, (5,6). (S,G). (S,GRPT Z*h
FNDA L Z—=T A A VAN ERZRRTHIDITHEHLET,

PIMIZ, 216D hUDOKNEZ MRIBZELETLYVEY LET, MRIB (X, PIM 2 ED~/LF
XY AN N—T g7 Turark ¥ —Fy s ZV—T7EFHTa hanr (IGMP) 72 ED
O—Hh A=y Fa hartoEFEIcB M TFETHY, VAT LOYLT Ty A
ME¥Ez= YU TY,

MRIB (%, FTED (S,G) =2 MV IZOWT, EDA v H—T =2 ATT—X X7y Nzt D %
ERHDLN, EDOA L H—T 2 A ATT—H X7y Nk 530 ER’H LN ERLET, Ei2,
BREIF T~ L TF F v A MREFRN—A (MFIB) T—7 V&R LT, 7y T L OERET
JvarERELET,

() HRE R 2 2”9 5 I121%,. show mfib route =~ > K& H L £9°,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

£l KIZ, show pim topology =~ > KD A #l R LE T,

hostname# show pim topology

IP PIM Multicast Topology Table
Entry state: (*/S,G) [RPT/SPT] Protocol Uptime Info

show pim topology

Entry flags: KAT - Keep Alive Timer, AA - Assume Alive, PA - Probe Alive,

RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR
(*,224.0.1.40) DM Up: 15:57:24 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags: LH DSS
outside 15:57:24 off LI LH

(*,224.0.1.24) SM Up: 15:57:20 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:20 fwd LI LH

(*,224.0.1.60) SM Up: 15:57:16 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH

outside 15:57:16 fwd LI LH
BEEEaT VK avyvk EL:
show mrib route MRIB 57— 7 Vv aF R LET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show pim topology reserved

show pim topology reserved

THRIFERITN—TICBET 5 PIM hRu Y 7—7 VO RE£RT 512X, =—V EXEC ®— F &
7213 45H EXEC € — KT show pim topology reserved =~ > RZ{H L £,

show pim topology reserved

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOFRIL, ZOa~vr ReAJJTELE—REZRLTWVET,
72747 94—) E—FK |[€Fa2)F4 aTFXF
TILF
avvy K E—F =Ty F &Eh UGN aAVTERER (VAT LA
o —H EXEC F 7213454 EXEC | * — . — —
avy REE Jyyy—=x EEAR
7.0(1) Zoavwr RREAINE LT,
i 2L,
BEEavTUK avwyv Rk EizLE
show pim topology PIM hRBY 77—V %2FRLET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show pim topology route-count Il

show pim topology route-count

PIM b B Y 7= NDx kY OFZERRT HICE, 2 —F EXEC £ — FE 7267 EXEC T —
K C show pim topology route-count =~ > FZ&fEfH L £,

show pim topology route-count [detail]

DAY Y ADEMBA  detail (FFay) FA—FTLi2, BCET A3EMRERERLTLET,
T4 T 7 4V N OEERMEILZH D FHA,
avy kR E—F WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,

72747 94—) E—FK |[€Fa)F4 aTFXF
TILF

avv Rk E—F =Ty F &Eh UGN aAVTERER (VAT LA

o —H EXEC F 7213454 EXEC | * — . — —
avy FBE Jjy—= EEAR

7.0(1) Zoavwr RREAINE LT,

ERLEDHS FS4Y Zoa~<r R, PIM hRuY F—7 ks sz M) oKa2ERLEd, = hJIC
BEJ 2 372 5 A2 "7 5 121%, show pim topology 2~ > N&fH L 7,

£l IZ. show pim topology route-count =~ > NOHAFl &2 ~r LE T,

hostname# show pim topology route-count

PIM Topology Table Summary

No. of group ranges 5
No. of (*,G) routes 0
No. of (S,G) routes 0

No. of (S,G)RPT routes = 0

[SEEESIAS avvFk EL
show pim topology PIM hARB Y T—7 NV aE R LET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$Eo7E

show isakmp ipsec-over-tcp stats I > K~ show route A< F |

Ml show pim traffic

show pim traffic

PIM FT 7 4 w7 DID L EEFRTHITIE, 22—V EXEC £— K E 72 13F# EXEC £ — K T show
pim traffic =~ F&ZHHL ET,

show pim traffic

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
72747 94—) E—FK |[€Fa2)F4 aTFXF
TILF
avY kK E—F L—FTyF & UGN aAVTERER (VAT LA
o —H EXEC F 7213454 EXEC | * — . — —
avy FBE Jjy—= EENE

7.0(1) Zoawy RREAINE L,

ERLDAS FS4Y PIM 77 47 Dh 7 X %HETHITIE, clear pim counters =~ > R&EHEH L E9,

£l KIZ, show pim traffic =~ > FOH OB EZRLET,

hostname# show pim traffic

PIM Traffic Counters

Elapsed time since counters cleared: 3d06h

Valid PIM Packets
Hello

Join-Prune
Register

Register Stop
Assert

Bidir DF Election

Errors:

Malformed Packets
Bad Checksums
Send Errors

Received Sent

O O O O O o o

Packet Sent on Loopback Errors
Packets Received on PIM-disabled Interface

Packets Received with Unknown

PIM Version

9485
9485

o O O

O O O O O O

BEaTUR avo kR B L

clear pim counters PIM 77 47 IO EEHEELET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show pim tunnel W

show pim tunnel

PIM b )b A H—T =24 AT HHEMRE R RT 2101E, = —W EXEC & — N E 72135
EXEC *&— K C show pim tunnels =~ > FZH L £,

show pim tunnels [if name]

YUBYYADEB  if name (AT var) AvF=T7xA 2040, ZO5BEHETLL, RS
NOERITIEE LA =T =2 A RZHTDHHDRTITRY £,

FI4ILF A B =Tz A AZHRELRVBERIT. TRTOAL L F—T = A ZAZHOWT PIM k& R HRAFE
NEINET,
avy K E—F WKOEIF, ZOa<wr REANTELE—RERLTWVET,

72747 94—) E—FK |[€Fa2)F4 aTFXF
<ILF
DN aAVvTFERRER (VATLA

4

avY kK E—F L—FTyF &
2 — EXEC £ 7213454 EXEC | ® —

avy FEE Jy—=x ETENE
7.0(1) Zoav s RPEASIE LT,

EREDHSL FSA4Y PIM LI AZ Sy ME, BB TR R T A VB —T = A Z5FEBA LT, BEITOR)
DBy 7 DR A—F1E RPICEFE SN ET, RP T, AL 7B AALMEER b xv 2 H LT,
PIM LY RAZ Ry NOZEA L Z—T A RERELET, ZOa~xy NI, WFOXA 7TDOA
V=T A ATOWT b RUIEREFRRLET,
LURAK by, PIM LY AY A ytw—YWNIZ) A7EMbs iz, EExXHD DO~ LVF
¥y AL ATy bTT, BERE EEYY —EZRA LT, BADOLEDICRPICEESET, B
R SN2 OIE, SMIZK L TOATY, SSM 36 LU M PIM IZIEEH S EE A,

il IZ, show pim tunnel =~ > FOHIfFlE R LET,
hostname# show pim tunnel

Interface RP Address Source Address

EncapstunnelO 10.1.1.1 10.1.1.1

DecapstunnelO 10.1.1.1 -

Cisco t¥a T4 FFSAFYRATVEYITPLUR
[ oL-10086-02-J



$Eo7E

show isakmp ipsec-over-tcp stats I > K~ show route A< F |

W  show power inline

show power inline

DB VY ADEBH

ASA 5505 W X2 VT 4 TTIAT LV AIREDPOE A VX —T = A A&BFFOET VDA,
A B—=T A A LTERDAT —F X% FRKmT 5L, show power inline =~ > A fEH L E 7,

show power inline

Zoawy R, sEbF—UV—FbdH VY £ A,

T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
72747 94—) E—FK |[€Fa)F4 aTFXF
TILF

avv Rk E—F =Ty F &Eh UGN aAVTERER (VAT LA

= — EXEC . . . — —
avy FEE Jjy—= EEAR

7.2(1) Zoavwr RREAINE LT,

FEREDHS FS1Y

]

PoE A v #—7 = A A%fHHA LT, IP Phone L7 I1TERT 7 B R RA L " EOBREZ VEST LT
NA R EHHRRE L ET,

IZ. show power inline =~ > RO FHZR L E9,

hostname> show power inline

Interface Power Device
Ethernet0/0 n/a n/a
Ethernet0/1 n/a n/a
Ethernet0/2 n/a n/a
Ethernet0/3 n/a n/a
Ethernet0/4 n/a n/a
Ethernet0/5 n/a n/a
Ethernet0/6 On Cisco
Ethernet0/7 Off n/a

W CiscotFalT4 FF5347YRARVEYIFLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show power inline W

#2791, K7 4—/V ROHAZRLET,

% 27-9 show power inline D7 4 —JL F

Z4—ILF HL:

Interface X2 T4 T T IAT LU ALODTRTCOA LV E—T oA A5 R R LE
T, POEXMEATEAANA v H—T = A AL EHRET,

Power BRNA DA T ERLET, T RZERPMLETRWEGES, A

B —T 2 A AT A ARG S FTd3A =T = A AT ¥ v b
2o LTWAEE BT A 72720 EF, £ ¥ —7 x4 A PoE &V
R—=FLTWARWEA, lidna GE47RL) 2720 ET,

Device BEENDT AL ADH A T 2FR LET, Cisco £ 7213 IEEE DL
TT, TA APREIN T RWEES, fidna E47%2L) T, 7
INA ADFEEIN Cisco DFA. T4 A7 LA 121X Cisco EFREINET,
IEEE (%, T /31 AD#5%E )Y [EEE 802 3af #ELTH D Z L 2R L E T,

EEa<U KR avwvk EiEA

clear configure interface AV B—=T2AADAL T 4 Fal—a 2T _RTEELE
7

clear interface show interface =~ FDOI 7 #ZHELET,

interface AVE—T 2 AAEREL A VI —TzA A AT 4 Fal—
vary E'—RIZAVET,

show interface AV B —T A ADT L HEA L AT —F A LEEHIHFREFRRL
7
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show priority-queue statistics

show priority-queue statistics

AE =T 2 A ADTTAF VT 4 Fa—IZHTOHEHERZFZRT DITIT, ### EXEC ©— K
C show priority-queue statistics =~ > &2 H L £,

show priority-queue statistics [interface-name)

B YY) ADFBE  interface-name (A7vary) AP T7 53— b Fa2a—BIOREBES = — D2 £R
THDALE—T =4 ADLRIERELET,

TI+IE A E =T 2 A% EEW LG EE. TRTOREFHLA VF—T 2 RZONWTTTAFY
T4 Fa—HEHERPRREINET,

OV R E—F WORIZ, ZOa~vr FEANTELE—RERLTVET,
274724 —)L E—F £F2U)FTs aVTFXb
T LF
avy kK E—F L—TyF |EB YU AVTERE [VARTL
¥5HE EXEC . . . . _
avy FEE )1)—=x EEAR
7.0(1) Zoawry FPREAINE LT,
i WOBNL, test £V H A ¥ —7 = A AITDT show priority-queue statistics =~ > N & L7z
Laoa<wy R ERLTWET, ZOHHT, BEEFRA =7+ — b F2—, LLQ IX{KELE
Fa—mRKLTNET,

hostname# show priority-queue statistics test

Priority-Queue Statistics interface test

Queue Type = BE

Packets Dropped =0
Packets Transmit = 0
Packets Enqueued = 0
Current Q Length = 0
Max Q Length =0
Queue Type = LLQ
Packets Dropped =0
Packets Transmit = 0
Packets Enqueued = 0
Current Q Length = 0
Max Q Length =0

hostname#
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show processes W

EEa<U KR avok EiiEA

clear configure priority-queue BELIEA VI —T 2 A ANLTITAFTYVT 4 Fa—
a 7 4 ¥al—a UEHIRLET,

clear priority-queue statistics FEDA LV E—T A A, FTITTRTOREFHA >
H—T 2 A AETHTTA AV T 4 Fa—fitERD
AR EHEELET,

priority-queue AVE =Tz ARITTAFTVT 4 Fa—A TEHIE
LET,

show running-config priority-queue BELIEAVE—T oA ADBEDODT 74 F VT 4

Xao— T4 Fal—arEERLET,

show processes

X2 VT4 TTIAT VA ETEEL TS T rEAD Y R N &FKRT 5ITI1E. FiiE EXEC £—
R -C show processes =~ > RZH L £,

show processes [cpu-hog | memory | internals]

FTIAILE FIFNAIFTIE,. Z0a<wry RideX2 T4 77 I9A T A LTEHEL TS a2 2 FRL
i@‘o

AR E—F WOFIE, ZDa<vr FeANTELHE—FeRLTWET,

TILTF

avv kK E—F L—TyF |EB UGNV AVTFXRE |[VATLA
¥EHE EXEC . . . . .

av Y FEE Jyy—=x EEAS
7.0(1) Zoavwry RV R—bFINDHEIITDE LT,
7.0(4) Runtime % 1 I UV HLAOREE TR RT 2 Lo ZifbahE Lz,
7.2(1) HOFRMEESN, CPUEEA L TWA 7 AICE LT, &5IC3E/M

RIGMPEREND L OITR/Y E LT

EREDHS FSA4Y  showprocesses 2~ REHEHT L, X2 VT4 T7IAT A LETEHEL TS BrEAD
VA MERRTEET,

Fo, AT a oD epu-hog SIEBERE L TEITTHE, CPUERBEHL TWL I rERE/RET D
DIZHENEHET, T rERAICIE, CPUEEHA L TWAHHIA 100 I VBEBELX TWLIEE, 777
DT H3UE T, show process cpu-hog =~ R FTTH L, IROB T ARRRINFET,

* MAXHOG : CPU 5 A ETOREHIN (I YV FHEALD)

« NUMHOG : CPU 5H ETDEHK

* LASTHOG : ff%? CPU HAHEITOHM (I U HANL)

e PC:CPU5HFatRXAOMERA ¥
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

M show processes

e Traceback : CPU 57 utADAX v/ FL—2R

Fuv L, BEOGEIETELELTIEEAL Yy KT, UARMNT, PCIZTua s T4 Y
VAL SPIZAHK v RA K, STATEIZAL v KR ¥ =2—0D7 KL A, Runtime [3 A L v R3ZEAT
SNTW5B (CPUZr YT DY A 7 WZHSL) B (L V), SBASEIZAZ v 7 ORX—ZX T K
LA, Stack I(ZTAZ v 7 OBMAEFEHEINTNENRAL " EBFHY A XTHY ., Process ITAL > KD
MreE R~ LET,

FUEANMEE 1 S UBUNOKE CERT LI )CHbah, 7avy 74y 27 EE10Y
) ORDOVIZCPU Zr vy T YA 70 (BKRKEE 105 /7 58) I2HS\W= CPUERRRO 7 vtk
ADT AT 4 T NIEMETREEIIRD E L,

Traceback IZIZH R T 14 DT RLAZRETE £ 7,

AP a—T LA&FHY~ U —1T T, show proccess =~ > F% 2 M CTHEITL, TOH D& LR L
TROZ EEHWTEET,

e CPU F[HAY & Z T 100% fi FH 4172722,

o HAL Y RMCPUZM % EHLTWDD, Ziud, ALy RDOT U Z A LESERR TV H

A LFESy & LA L £

A7 a @ memory BB ERET DL, F7 AL - THEHV Y TONZAT Y NFREINE
T, ZOEHRIL, T rERICLD ATV FEHRREBRT5DICENHLET,
F 7 a @ internals S| ARET D &, BB SN2 — VOB EXTT v TOBRERINE
9, Invoked X, ATV a—I R RALZEB Lz (FITLE) EETI, Giveups i, 'mEX
M CPU & A7 Y a—FIZiKIE LT [EE T,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show processes W

B WOFNE, EX 2V T 4 TTIAT LV ALETEHEL TS T v ADY R N2RRTDHHEEZRL
‘/Cl/\i‘a_o

hostname (config) # show processes

PC SP STATE Runtime SBASE Stack Process
Hsi 00102aa0 0a63f288 0089b068 117460 0a63e2d4 3600/4096 arp timer
Lsi 00102aa0 0a6423b4 0089b068 10 0a64140c 3824/4096 FragDBGC
Hwe 004257c8 Oa7cacd4 0082dfds 0 0a7c9dlc 3972/4096 udp_ timer
Lwe 0011751a 0a7cc438 008ea5do 20 0a7cb474 3560/4096 dbgtrace
<--- More --->
- - - - 638515 - - scheduler
- B B - 2625389 - . total

hostname (config) # show processes cpu

Process: ci/console, NUMHOG: 1, MAXHOG: 210, LASTHOG: 210 LASTHOG At: 01:08:24 UTC
Jul 24 2005

PC: 153412

Traceback: 1532de 15352a 14b66d 14ba6l 148c30 14930e 1125d1

Process: fover parse, NUMHOG: 2, MAXHOG: 200, LASTHOG: 200

LASTHOG At: 02:08:24 UTC Jul 24 2005
PC: 6ff434
Traceback: 6ff838 6fe3a7 6fe424 6feS5ab 7060b7 3bfa44 1125d1l

hostname (config) # show processes memory

Allocs Allocated Frees Freed Process
(bytes) (bytes)

23512 13471545 6 180 *System Main*

0 0 0 0 lu rx

2 8324 16 19488 vpnlb_ thread

(other lines deleted for brevity)

hostname# sho proc internals

Invoked Giveups Process
1 0 Dblock diag
19108445 19108445 Dispatch Unit
1 0 CF OIR
1 0 Reload Control Thread
1 0 aaa
2 0 CMGR Server Process
1 0 CMGR Timer Process
2 0 dbgtrace
69 0 557mcfix
19108019 19108018 557poll
2 0 557statspoll
1 0 Chunk Manager
135 0 PIX Garbage Collector
6 0 route_process
1 0 IP Address Assign
1 0 QoS Support Module
1 0 Client Update Task
8973 8968 Checkheaps
6 0 Session Manager
237 235 uauth

(other lines deleted for brevity)
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

W  show reload

show reload

DB VY ADEBH

X2 VT4 TTIAT L ADY 0 — RDORAT—HF A% FRnt 5121d., ¥ EXEC & — KT show
reload 2~ R&FEHALE9,

show reload

Zoawy R, sEbF—UV—FbdH VY £ A,

T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
72747 94—) E—FK |[€Fa2)F4 aTFXF
TILF

avY kK E—F =Ty F &Eh UG aAVTERER (VAT LA

¢§*§ EXEC . . . . .
avy FEE Jj1)—=x EENE

7.0(1) Zoavwr RREAINE LT,

FEREDHS FS1Y

Zoa<wy RIER EOLTA RTA4 0350 8 A,

Bl wOBNE, Ve— R34 H20H, HREAOFHTORE (KD 12KF) [CAFYVa—Yr7E8hTnD
ZEERLTVET,
hostname# show reload
Reload scheduled for 00:00:00 PDT Sat April 20 (in 12 hours and 12 minutes)
EEa<UF avvFk hEA
reload a7 4F¥al—rvaryEIJ7—rFBLRN)e—RFLET,

Ciscot¥aUF4 PFSAF7VRARVEYIPLUR
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show resource allocation W

show resource allocation

TRTCDITALET TR AUN—IZEER-TY Y —AZT LI V—REY Y TEERTDHITIL,
F#E EXEC <& — K C show resource allocation =~ RZfEH L ¥ 9,

show resource allocation [detail]

DAY Y ADEBA  detail BIFEHREZRRLET,
T4 T 74V N OEBEHEIZH D EH A,
avy kR E—F WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,
72747 94—) E—FK |[€Fa)F4 aTFXF
TILF

avY kK E—F =Ty F &Eh UGN aAVTERER (VAT LA

¥EHE EXEC . . — — y
avy FERE Jjy—= EENE

7.2(1) Zoavwr RREAINE LT,

FEREDHS FS1Y

]

Zoavwy MR VYRS TERRLETH, EEIEHSATWD Y Y =R TR R LEE
ho EBEDY Y — 2RI EFKRT SIZIE, show resource usage =~ > R&fHTH L £,

KIZ, show resource allocation =~ > KO NFlZRLET, T4 AT LAIZIEF, £V YV —ADE
FHEID Y TED, MEERB IO ATRER VAT A Y Y —AD =k T =V L LTERENE
j‘o

hostname# show resource allocation

Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%
Hosts 78842 N/A
SSH 35 35.00%
Telnet 35 35.00%
Xlates 91749 N/A
All unlimited

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show resource allocation

#27-1012, 74— /L ROFRAZRLET,

& 27-10 show resource allocation ® 7 4 —JL K

J4—ILF B
Resource HIREZFRT LD TED Y Y —RAD4THI,
Total FTRTOALTXANTEVYTOHEND Y Y —ADKRE, ZOHEIT, Rk

FEA AL AFET I BB DA AL ADMK T, 7T A
ERERTA—B T —VERELILSE, ¥X2 VT4 T7IAT VRO
FRDIEDIZ = T =V EHtBic B L £,

% of Avail EHATEDHEAIE, T _XCOaryTHFARTEDYRTOENDLVAT L U Y —
ZAREBEONN—t T —T, VY= AT LEERR VRS, ZOH T A
WIEN/A 47 L) EFRRENET,
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| E27&

show isakmp ipsec-over-tcp stats 3<% > K~ show route A< F

show resource allocation W

&IZ. show resource allocation detail =~ > RDH 1z~ L £,

hostname# show resource allocation detail
Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CA 17000 17000 N/A
bronze 0 CA 8500
All Contexts: 3 51000 N/A
Inspects [rate] default all CA unlimited
gold 1 DA unlimited
silver 1 CA 10000 10000 N/A
bronze 0 CA 5000
All Contexts: 3 10000 N/A
Syslogs [rate] default all CA unlimited
gold 1 C 6000 6000 N/A
silver 1 CA 3000 3000 N/A
bronze 0 CA 1500
All Contexts: 3 9000 N/A
Conns default all CA unlimited
gold 1 C 200000 200000 20.00%
silver 1 CA 100000 100000 10.00%
bronze 0 CA 50000
All Contexts: 3 300000 30.00%
Hosts default all CA unlimited
gold 1 DA unlimited
silver 1 CA 26214 26214 N/A
bronze 0 CA 13107
All Contexts: 3 26214 N/A
SSH default all c 5
gold 1 D 5 5 5.00%
silver 1 CA 10 10 10.00%
bronze 0 CA 5
All Contexts: 3 20 20.00%
Telnet default all c 5
gold 1 D 5 5 5.00%
silver 1 CA 10 10 10.00%
bronze 0 CA 5
All Contexts: 3 20 20.00%
Xlates default all CA unlimited
gold 1 DA unlimited
silver 1 CA 23040 23040 N/A
bronze 0 CA 11520
All Contexts: 3 23040 N/A
mac-addresses default all c 65535
gold 1 D 65535 65535 100.00%
silver 1 CcA 6553 6553 9.99%
bronze 0 CA 3276
All Contexts: 3 137623 209.99%

[ oL-10086-02-J
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show resource allocation

#2711, 74—V ROFRAZRLET,

& 27-11 show resource allocation detail ® 7 4 —JL K

J4—ILF EL)

Resource HIRZRT o EDOTE DY YV —ZADA4HI,

Class T AN T T REEL, &0 T ADAT,
TRTOALTHFAL 74 —)L RIZE, T_XTD7 I 22 ELAHMENRERE
nEa,

Mmbrs K ZAZEDYTOERD AT XA DR,

Origin U Y —AHIRDERIC, EIZRD EBY TT,

o A ZOHIREMEADY V—AL LTTIERL, TXRTOLAT v a2 /HH
LCHERELET,

o C: ZOHIRRIIA L NN— 7 TAMNBERINET,

o D: ZOHIRIZA LN — 7 TATHERINLZOTIE R, T 74V 7T
AMBERENE LI T 74V 7 TAZEV S THNTEarTHFARD
6. EiE D) TidZe< ey 2720 £,

X2 VT4 TTITAT AT, TA] % IC) $£721% D) EAEEDH &

NTEFET,

Limit aTRRANITEDOY YV —RHIR (Mt E LT, 7 TRAERT—k T —
VERELEGA, X2 VT4 T4 T U ALZORROIZDIT N A—F
TV IR L E T,

Total JITANDTRTOALTHARNMIDIESTEHIYBTLNATNDEY Y —RADE
FH¥L, ZOBEIT, FRRBEAS LV AZ U AERIT I BEHIZV DAL L AZ L AD
MoxtEcd, VY —AREHIROLGE, ZORRIT T TT,

% of Avail FHTXAEES. 7T ARNDTRTOIALTHA MIbES>TEYVYTENDE Y
AT 5 U —=2AOEHEDO R~ T —, U —ARNERIROLE, Z 0k
RIET T 7T, VY =RV AT AIRBIRWEA. 208 T AL N/A
X7 L) ERRINET,

EEaTUFR avv kR HL
class UY—RX 77 2A%ERLET,
context X2V T4 arTHFAMNEBEMLES,

limit-resource

7T A LT Y —AHIRERE L ET,

show resource types HIRERETEDY VY —RA XA TR RLET,

show resource usage YX2 VT4 TTFIAT L AD Y VY —AF R AEFRLE T,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show resource types W

show resource types

DB VY ADEBH

X2 VT T I7AT APMERRROBHXGIZ L TWDHY Y —R XA T EFERTDHITIE,
¥¢#E EXEC “E— R T show resource types =~ > F&EH L £7,

show resource types

Zoawy R, sEbF—UV—FbdH VY £ A,

TI24IE T 7 H ) F OBEREIZH Y FH A,
= ROFKIEX, ZOavr FEANTELE—RERLTHNET,
F74724—ILE—F [Fa T4 A0TFXFb
TILF
ATk E—F V—Ty F |Efl DU AVTERE |VATLA
FFHE EXEC . . . _ .
av Y FEE ))y—= ETENE
7.0(1)(1) Zoa~vy FREASNE L,
7.2(1) Zoavy NI, ary7R A NI EICEBRTELBMDY VY —R 4T %
RTRTHEOICEREINE L,
il WOHEITIE, VY —AFATERFLTVET,
hostname# show resource types
Rate limited resource types:
Conns Connections/sec
Inspects Inspects/sec
Syslogs Syslogs/sec
Absolute limit types:
Conns Connections
Hosts Hosts
Mac-addresses MAC Address table entries
ASDM ASDM Connections
SSH SSH Sessions
Telnet Telnet Sessions
Xlates XLATE Objects
All All Resources
EEa<UF avvFk BiEA
clear resource usage U Y — 2R OFEHERZEE L £,
context X2V T I TR MEBMLET,
show resource usage CXa T4 TTIAT L ADY Y — AR AR LET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

Bl show resource usage

show resource usage

X2 VT4 TTIATVAERFIYATE—ROEKE L THFA MDY Y — AR E FRT
5120, H#HE EXEC & — K C show resource usage =~ > K& H L £,

show resource usage [context context_name | top n | all | summary | system | detail] [resource {[rate]
resource_name | all}] [counter counter _name [count threshold]|

DR YY) ADFBA  context context name (< /LFE— FDRH) MEHEREFRTL AT X R FOLRIAZIEEL £
To TRTOALTHFRANEHRICTHITIEL, al ZHELET, EF =
VFrg T7I9AT AT K THEFA MDY Y —AERHKRNE —BFRR
LET,
count_threshold AR ZRELE T, ORI EICERASRTWE Y Y —AREKRD
KGRV ET, T 74V MI1 T, VY —AOMARNN Z Z TRE
T A0 E FEl>TWAEE, TDY VY —RAFFRENETA, T UF
£ all Z48E L7256 current _threshold VX ERAE DO FRIUC A X E
T

~
GE) T_XTOY Y—REFRT BT, count_threshold % 0 [ ZF%E L E
‘a‘o

counter counter name RKDOHATLH A TOKEFRLET,

e current: VY —ADT VT ¢ TIRREIREFREA VAL R F721XY
V—=ADBEDOL— N EFRLET,

o peak: E— VDY Y —ADRIFRAEAS AKX A, FloidE—2
DU Y —20 L — heRRLET, 2L HEHE®RD clear
resource usage =~ NE/ZIITNA ZADY 7 — M Ko TREZEIZH
EENEREAP LRSS ET,

* denied : Hl[RYV T MRS ND Y Y —ZHilREZBA T OES S

A AR L ADEEERLET,
e all: (T 74N F) TRCOMFEREZETRLET,
detail BHITERWY Y —RE2EHd_XTOY V—AD Y J— 2 F R %%

RLFET, 722X, TCPRITZEOHAEFERTEET,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

FTIAILE

.
H
I
-

avry

show resource usage M

resource [rate]

resource_name

BREDY Y —2AOMERARNERRLET, TXTDY V=R EHRITT S
WZiE all (F74VR) ZEEELET, VY —2AOMARE AR KT DI
I, rate ZHE L ET, ETHESIND Y YV —AIZiX, conns, inspects,
BLWsyslogs NdH Y £9, TNbDY Y —R XA TEEETIHHEEIL.
rate X — VU — REZEETHLENH Y F9, conns UV V— AL, [RIFFERE
CLTHHESNET, I BRIHZY OB 2R T 5121 rate F— 17U —
ROBEFEHLET,

VY —=21ZE, ROZATHRHY £F,

e asdm : ASDM EF¥t v 3

o conns: 1 DDRA N EBEOMDA A NEOEEE A ETe 2 DDFR A b
Mo TCP % 7213 UDP #5¢,

* inspects : 77U —3 3 VIR,
o hosts: EXaUT 4 TTTAT U A%E L CTHERLATRE/R AR A b,

e mac-addresses : BT 7 A T U4 —/)L E— KOEHE., MACT RL R
T —7 VTR &N MAC 7 KL 2AD¥K,

e ssh:SSHEvIv =z,

e syslogs: VAT L ul Avk—,
e telnet : Telnet v 3

e xlates : NAT 2544,

summary (FAVFE—ROHR) TRTOaALTXR MOEREMERAREELZRLET,

system (FAFE—FROR) TRTOaALTXF A NOSEMAREFRRTLET,
L, ary T XA NOAEFIBETIERLS AT ADY Y — A HIRE%
FoRLET,

top n (FAFE—FDL) FEELEV Y —Z2D Fin ADaZ—FD a5 F R

MeFRnrLET, ZDAT T a3 TlE, resource all TiER< Y Y —RA X
AT 51 ODOHEETDHHENRH D 7,

SNF AarFHEANE-RFTE 7740 a7 2 MIal T, $XTOarTHA DY
V= AERRMNRRINET, Y- ROYA, 2T XA MITER S, 11T
lcontext] (X [System| & L THERINET,

FIFN DY V=AML, all TT, T RCDV Y —R A TFRFRINFET,
TI7AIN DA EAE, all TY, TRTORFHERIPETRINET,
FIFN DA T P LEVEIL, 1T,

WOEF, Z0Oa<wr REANTEL2E—RE2RLTWVWET,

avwvFkE—F

274F7724x—)ILE—F Xa)FT4s aVTFRF
<ILF
=Ty F |&f VL AVTFERE [VARATFLA

\‘l

Fi#E EXEC
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |
Bl show resource usage
av Yy FEE Jiy—=R EEAS
7.0(1) Zoavy RPREASIE LT,
7.2(1) ATHFRARIEICY Y —AZHIRTE LRI Tholeicd, Zoavwy
RIZRETIIHES SN V=R E2FERLET,
£l RIZ, show resource usage context =~ > FOHHZ R L ET, ZOHITIEL, admin 227 F A K

DY Y —=AFERRREFR L TVET,

hostname# show resource usage context admin

Resource
Telnet
Conns
Hosts

Current

1
44
45

Peak
1

55
56

Limit
5

N/A
N/A

Denied Context

0 admin
0 admin
0 admin

IRIZ, show resource usage summary =~ > FOHHIZRLET, ZOHITIE, 3 XTHarTF
AREFTANTOY V=D Y V=2 HRAPFTRSNET,

ERFTRENTHET,

hostname# show resource usage summary

Resource
Syslogs [rate]
Conns

Xlates

Hosts

Conns [rate]
Inspects [ratel

Current

1743
584
8526
254
270
270

Peak
2132
763
8966
254
535
535

Limit
12000 (U)
100000(S)
93400
262144
42200
100000(S)

ZIZTIE, 6 =T XA MYOHIR

Denied Context
0 Summary

0 Summary

0 Summary

0 Summary

1704 Summary

0 Summary

U = Some contexts are unlimited and are not included in the total.
S = System: Combined context limits exceed the system limit; the system limit is

shown.

RIZ, show resource usage system =~ > FOWHAHIZRLET, ZOHITIE, $XTHOarTHR
FDU Y =2 RN F TR ENE TN, BEO T X A MHIRE TIER < & AT LHIBRME A %

RENTVET,

hostname# show resource usage system

Resource
Telnet
SSH
Conns
Hosts

Current

3
5
40
44

Peak

55
56

Limit
100
100
N/A
N/A

Denied Context

0 System
0 System
0 System
0 System
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show resource usage M

RIZ, show resource usage detail counter all 0 =~ > RO A EZRLET, ZOa~vr Rk, =—
PREHCTEL ) Y —RIZT TR, TXTOY V—RA%EFRKRLET,

hostname# show resource usage detail counter all 0

Resource Current Peak Limit Denied Context
memory 1012028 1538428 wunlimited 0 admin
chunk:aaa 0 0 unlimited 0 admin
chunk:aaa_queue 0 0 wunlimited 0 admin
chunk:acct 0 0 unlimited 0 admin
chunk:channels 25 39 unlimited 0 admin
chunk:CIFS 0 0 unlimited 0 admin
chunk: conn 0 0 unlimited 0 admin
chunk: crypto-conn 0 0 unlimited 0 admin
chunk :dbgtrace 1 2 unlimited 0 admin
chunk :dhcpd-radix 0 0 unlimited 0 admin
chunk:dhcp-relay-r 0 0 unlimited 0 admin
chunk:dhcp-lease-s 0 0 unlimited 0 admin
chunk:dnat 0 0 unlimited 0 admin
chunk:ether 0 0 unlimited 0 admin
chunk:est 0 0 unlimited 0 admin
Telnet 0 0 5 0 admin
SSH 1 1 5 0 admin
ASDM 0 1 5 0 admin
Syslogs [ratel 0 68 unlimited 0 admin
aaa rate 0 0 unlimited 0 admin
url filter rate 0 0 unlimited 0 admin
Conns 1 6 unlimited 0 admin
Xlates 0 0 unlimited 0 admin
tcp conns 0 0 unlimited 0 admin
Hosts 2 3 unlimited 0 admin
udp conns 0 0 unlimited 0 admin
smtp-fixups 0 0 unlimited 0 admin
Conns [rate] 0 7 unlimited 0 admin
establisheds 0 0 unlimited 0 admin
pps 0 0 unlimited 0 admin
syslog rate 0 0 unlimited 0 admin
bps 0 0 unlimited 0 admin
Fixups [rate] 0 0 unlimited 0 admin
non tcp/udp conns 0 0 unlimited 0 admin
tcp-intercepts 0 0 unlimited 0 admin
globals 0 0 unlimited 0 admin
np-statics 0 0 unlimited 0 admin
statics 0 0 unlimited 0 admin
nats 0 0 unlimited 0 admin
ace-rules 0 0 N/A 0 admin
aaa-user-aces 0 0 N/A 0 admin
filter-rules 0 0 N/A 0 admin
est-rules 0 0 N/A 0 admin
aaa-rules 0 0 N/A 0 admin
console-access-rul 0 0 N/A 0 admin
policy-nat-rules 0 0 N/A 0 admin
fixup-rules 0 0 N/A 0 admin
aaa-uxlates 0 0 unlimited 0 admin
CP-Traffic:IP 0 0 unlimited 0 admin
CP-Traffic:ARP 0 0 unlimited 0 admin
CP-Traffic:Fixup 0 0 unlimited 0 admin
CP-Traffic:NPCP 0 0 unlimited 0 admin
CP-Traffic:Unknown 0 0 unlimited 0 admin
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

M show rip database

BEaTR

avvk BT

class UY—R 7T AEERLET,

clear resource usage U —Z2ERRLOFEFHEREHEELET,
context X2 VT aryTXANEBMLET,
limit-resource 7 TAZHKLTY Y —RHRERELET,
show resource types VY —Z XA TFDY A MEFRLET,

show rip database

RIP hARBE Y T —F RXR—R BN STV D IEHRE T T 5121, $#4# EXEC € — KT show rip
database =~ > R&E{HH L F4,

show rip database [ip_addr [mask]]

SURYYADHBE  ip_addr (AT aNEBELERY NU—2 T RLAOFERL— MEHIBLET,
mask (AFTvar)F7oardDdxry NU—7 T RLVADX Y NT—7 < A7
FERELET,
FTI24ILEF T 7V N OEEREIZS Y EH A,
avy kK E—F WORIL, ZOavwr REANTEHE—RERLTVWET,
F774794x—ILE—F [£¥aYF4 AVTFFX b
<ILF
avv K E—F =Ty F &k UL AVTFEXRRER (VATLA
¥5HE EXEC . — . _ _
avy FEE Jy1y—x TEAR
7.2(1) Zoavwry RPREAINE LT,

EREDHS FS1>

RIP V—F 4 7 BA#ED show 2~ > Rid, EX2 VT4 7794 T A L THiEE— FTHEAT
&F9, RIP BH#H D show 2~ R&FEHT I, RIPa2> 74 Falb—rary E—RFRTHDHH
b EHA,

RIP 7 —# R—ZTFRIP AL CTT—= 7 SR — bRTRTEENET, 20T —FX—
AFRENDHNV— MIV—T 4 7 T—=TMEIMT L bR R SINE A, V=TT T—
TNIN—T 47 7a hal F—2X=ANLHEZIHAT 5 FIECDWTIX, [Cisco Security
Appliance Command Line Configuration Guidell %ML T 72& 0,
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show rip database H

£l IZ, show rip database =~ > RO FHZR L E 9,

hostname# show rip database

10.0.0.0/8 auto-summary

10.11.11.0/24 directly connected, GigabitEthernet0/2
10.1.0.0/8 auto-summary

10.11.0.0/16 int-summary

10.11.10.0/24 directly connected, GigabitEthernet0/3

192.168.1.1/24
[2] via 10.11.10.5, 00:00:14, GigabitEthernet0/3
WIZ, Xy NT—2 7 KL R LAY Z$57E LT, show rip database =~ > NOH 2R L ET,

Router# show rip database 172.19.86.0 255.255.255.0

172.19.86.0/24
[1] via 172.19.67.38, 00:00:25, GigabitEthernet0/2
[2] via 172.19.70.36, 00:00:14, GigabitEthernet0/3

BEa<T KR avwok B
router rip RIP V—F 4 v T A X —T NI L, Za— )L RIP V—F 4 7 X5
A—HERELET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

H showroute

show route

IN—T 4 T T —T N EERT DI, ¥i#E EXEC ©— R Tshowroute =~ R&HEH L E7,

show route [interface_name [ip_address [netmask [static]]]]

DAY Y ADEBE  static (FFvay) BrRABERAZT (v 7 — MIRELET,
interface_name (FTvay) BHrRABEIREDA 2 —T 2 AZfERTHL—F =
MUIZBRELET,
ip_address (AT v ayv) FRMBEREDORIEA~DNL— MNIRELET,
netmask (7> a ) ip_address \ZHHT Dy NU—7 A7,
T4k T 7 A N OBERHEITH D EH A,
avyv kK E—F WORIZ, ZOavwy REANJTELE—FRZRLTWVET,
F27A4F794—) E—FK |[€F%Fa2)F« a>TFXFb
TILF
avv kK E—F =7y F &k UGNV AVTFXRE |[VATLA
q‘%‘f% EXEC ° . . ° °
avy FEE Jy—=x TEAR
BELE Zoawr REBEFO LD TT,
i Iz, showroute 2~ RO O E R LET,

hostname# show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP,

EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - Is-IS,

L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0

QN0 NN

10.86.194.0 255.255.255.0 is directly connected, outside
10.40.10.0 255.255.255.0 is directly connected, inside
192.168.2.0 255.255.255.0 is directly connected, faillink
192.168.3.0 255.255.255.0 is directly connected, statelink
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| 8£27%& show isakmp ipsec-over-tcp stats 1< > K~ show route AT K

show route Wl

WIZ. ASASS05 Sl 2 U T 4 775 A4 T AD showroute 2~ > RO A ZEZ R LET, =
DOENZIE, Hx Da2—PHFAHIZ VPN N— R T =7 754 7 v FIMERTLZHEBL—T Ny 7 T
RUANERREINET,

hostname (config) # show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0
c 127.1.0.0 255.255.0.0 is directly connected, _internal loopback

C 10.86.194.0 255.255.254.0 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] wvia 10.86.194.1, outside

BEaTUR

avwyFk HLL

clear configure route connect ¥ — 7 — RZ &G A TWR\Wroute 2~ RE a7 ¢
Fal—ra ol LET,

route ABT 4P ETEIT 740 N v— R EERLET,

show running-config route FEfTar 74 Fa2lb—rarDroute 2~ REFRLET,
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$27E show isakmp ipsec-over-tcp stats I > K~ show route A<V F |

H showroute
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