CHAPTER 26

show ddns update interface A< > F
~ show ipv6 traffic A< > F

show ddns update interface

X2 VT4 TTIAT VA A =T =4 ATHRIE ST DDNS a2 FoR$ 21213, Frkk
EXEC “&— R C show ddns update interface =~ > R&FE R LET,

show ddns update interface [interface-name]

DAY Y AMEBE  interface-name (AFvay) 2y NI—7 AL F—T A ZADLHi,

TI2FIE interface-name LTI EWT D & KA X —T7 = A AZHEE &7z DDNS FRBFERINET,

av>Y R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

T77A4F79+r—)L E—F %2 FT4 aVTFFRF
<TILF
avv kK E—F L—TFTv F |&EB U AVTERAE (VAT LA
¥ikE EXEC . — . . —
avy FERE Jy1)—=x EEAR
7.2(1) Zoavy FREAINE L,
i WOHITIE, WA v ¥ —7 = A AHEI N DDNS FR&#F L LET,

hostname# show ddns update interface inside
Dynamic DNS Update on inside:

Update Method Name Update Destination
ddns-2 not available
hostname#
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |
M show ddns update interface
EEa<TVE avwy kR B
ddns (DDNS 7 v 75— h FRE— {EF#HD DDNS F=Uxt LT, DDNS 7 v 77— h 5=
R) DEATERELET,

ddns update (f > % —7 A X
av74¥al—av E—NF)

X2 VT A TTIAT AL HE—T A A% DDNS
7w 7T = FXEZILIDDNS 7 v 5T — k RA MIT
BEE AT £ 97,

ddns update method (7 &z —/3L
a7 4 F¥a2lb—T gy EF—NKR)

DNS DU YV —RA La— REBMNZT v 7T — 35720
DOFHFAEERR LET,

show ddns update method

FEFR LD DDNS FRIZHOWNWT, ¥4 7B L ORME %3
RLET, DDNS 7 v 75— k#5473 5 DHCP H—3,

show running-config ddns

EFTaLs 74X 2= g L IZEENTVD, REFLD
4 _TPD DDNS FRIZHO>WT, A4 7B LOMREFR R L
‘i‘j‘l)
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ddns update method W

show ddns update method

FITa LT 42— a UITEENTWS DDNS 7 v 75 — R & FRT 5I121%, KiHE EXEC
% — R C show ddns update method =~ > F&EH L E4,

show ddns update method [method-name]

DB VY ADEBH

T4

T
H
I

avy

.

method-name (A7vav) BESHTWSDDNS 7 v 75— b FOA4RTTY,

method-name XLFH AW T D L, RESINTZTXTHODDNS 7 v 75— hFRBREREINET,

WDOFRIT, ZDOa<wr FEANTEHLE—RE2RLTWVET,

7747 94—) E—F [£%a2)F74 aVFTFXFb

RIVF

avY kK E—F L—Tv F |&Ef& U aAVTEARABM (VAT L

¥¢HE EXEC . — . . _

avy FERE

]

y)—= EERE

7.2(1) Zoa<wy RREAINE LT,

WOFHITIE, ddns-2 & H 4HITO DDNS FXiaF R L ET,

hostname (config) # show ddns update method ddns-2

Dynamic DNS Update Method: ddns-2
IETF standardized Dynamic DNS 'A' and 'PTR' records update
Maximum update interval: 0 days 0 hours 10 minutes 0 seconds
hostname (config) #

PeEa<v KR

avvlk EL

ddns (DDNS 7 v 75— F FRE— ERHE 4O DDNS HRIUT% LT, DDNS 7 v 75— F =R
) DEATERELET,

ddns update (f > Z—T7 = A R YX2 VT4 TTIAT VAL E—T =2 A%, HA
a7 4F¥2l—ary E—F) F v 27 DDNS 7 v 75— r X E 7T DDNS 7 v
F— bk KA NAICEEM T £,

ddns update method (2 17—/ 3L DNS DY Y —A La— REz@8icT7 v 77— 570
ary74¥al—varyE—F) DI REEK L £,

show ddns update interface PREFE D4 DDNS HFRUCBEHEM T B TnWAE A v & —
T2 ARAERRTLET,

show running-config ddns FITar 7 4 Fal—ra L EGENTWE, REFHD
F_TD DDNS HRUZDOWT, A TBLOHREE RS L
*7,
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show debug

show debug
BEOT NNy T arv 74X alb— 3 &FRAT HICIE, showdebug 2~ REFHLET,

show debug [command [keywords]]

YUBYYADBH  command (AT aN)BIEDa Ly T 4 Xal—vara2RRTHT NNy avr R
FBE LET, command L&D > 22 > 7 A%, % command D EHiHE debug =~
VRTHR—FERTWHEY Xy 7 ALRELTY, =& %X, show debug
aaa IR CTHBN L 72D keywords 1%, debugaaa =~ R TH L 725 F%—U—
RKERUTY, 2F YD, show debug aaa D513 accounting % —7 — &
R—=FLTWET, ZOF—U—F2HTD5L. AAA Ty 7O L%
DTNy T av7 4 F¥al—vardRrT5IEEBETEET,

T4 Zoawry RIZT 74V FREERH Y EHE A,

™.

H
I

™.

avy ROKIZ, ZOaxr FEANTELE—RFZRLTWVET,

F74724+—I)L E—F |[Fa2UT4 32TFRFb
TILF
avv K E—F L—Fv K |EB YU AVTERE (VAT L
42‘1:*% EXEC ) . . ) .
avy FEE )1)y—x EERE
BEAF Zoavy FEBEFEO SO TT,

FREDHA FSL4Y F&hE D command I, (RO LBV T, command L THERYE 2D 2 v 7 ATHOWTIE,
%49 5 debug command DT~ U ESBHL T I,

GE) ZhEND command [EE ANIJTE L0089 0%, %475 debug 2~ KEFR—KLTnbH=
~ Y RE—RIZE-TERY 5,

* aaa

e appfw
e arp

* asdm

* context
* crypto
* ctigbe
e ctm

¢ dhepe

¢ dhcepd
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show debug W

¢ dhcprelay

* disk

* dns

* email

* entity

¢ fixup

e fover

* fsm

o ftp

* generic
° gtp

e h323

¢ http

¢ http-map
* icmp

* igmp

e ils

* imagemgr

* ipsec-over-tcp
* ipv6

* iua-proxy

e Kkerberos

* ldap
¢ mfib
* mgcp
* mrib

e ntdomain

* ntp

* ospf

* parser
e pim

* pix

* pptp

* radius
* rip

* rtsp

e sdi

¢ sequence

* sip

¢ skinny
* smtp

* sqlnet
* ssh
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show debug

e ssl
* sunrpc
* tacacs

* timestamps

* vpn-sessiondb

* webvpn
* xdmcp
i WDOaA~y FCE, Bk, 7T 407 BROT Ty va AEVIZOWTT ANy T A f—

TMZLTWET, showdebug 2~ K& 3 DOFETHAL T, T _XTHOT Ay T a7 4 ¥
L—3ay, BEOKHEDT Ny 7 a7 4 Xal—vay, BEOREOY 7Yy hOF Ny 7
A7 4 X al—rarEERTHHEERLTOHVET,

hostname# debug aaa authentication

debug aaa authentication enabled at level 1
hostname# debug aaa accounting

debug aaa accounting enabled at level 1
hostname# debug disk filesystem

debug disk filesystem enabled at level 1
hostname# show debug

debug aaa authentication enabled at level 1
debug aaa accounting enabled at level 1
debug disk filesystem enabled at level 1
hostname# show debug aaa

debug aaa authentication enabled at level 1
debug aaa authorization is disabled.

debug aaa accounting enabled at level 1
debug aaa internal is disabled.

debug aaa vpn is disabled.

hostname# show debug aaa accounting

debug aaa accounting enabled at level 1

hostname#
BEEavTUK avwyvFk EXEA
debug FTRTD debug 2~ RESRL T 7ZEWN,
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show dhcpd W

show dhcpd

DHCP D/3A U7 7 RAE, B R ORGEHE @A R~ 2121, FiME EXEC E— RE72id/ m—
S a7 4 ¥ alb— gy F— R Tshowdhepd =~ REHEHALET,

show dhepd {binding [IP_address] | state | statistics}

DB VY ADEBH

TI24IEb

avURE—F

binding 26Nz —_"OIP 7 RLALZNICEEMSTONTWDE Y T4 T >
=R =T7 7 RLAE Y =M 231 T ¢ U 7R ER
RLET,

IP_address FELEIPT RLADAAL T 4 o I EREFRLET,

state DHCP % — "DREEZ R R LET, & 2E, BIFEOa L TF A NTA

F=T MR TONBDE I D KA v H =T 2 f ATAF—T M5
TWANE H 8T,

statistics T RVR = N T g 7 FHIREIN DAL T 4 T B
PO TNDA Y=V, REFHA v E—V, BLOZREHERA v E—
ORI EDRFHEHRAEFR R LET,

T 7 4V N OMEREILZH D FH A,

ROFIE, Zoa~r FeANTELE—FERLTHET,

EREDHS F31>

]

2747 24+—)L E—F |[£FaUTF4 32TFR}
ILF
avvkE—F W—Fy F |&E& UL aAVTFERB |[VARTLA
¥¢HE EXEC . . . . —
)1)—X EERNE
WEAF Zoavy REBEfFO SO TY,

show dhepd binding =~ > RIZA 7> a v DIPT RLAEZEFEDLE EDIPT RLAD/NSA VT ¢
VI DIBPRRSINET,

show dhcpd binding | state | statistics =~ > NlX, Z7e— VL a7 4 F¥a2lb—rar E—RThH
EHTE LT,

%iZ. show dhepd binding =~ > FOH A &R LE T,

hostname# show dhcpd binding
IP Address Hardware Address Lease Expiration Type
10.0.1.100 0100.a0c9.868e.43 84985 seconds automatic

IZ, show dhepd state =~ > RO B E R LE9,

hostname# show dhcpd state

Context Not Configured for DHCP

Interface outside, Not Configured for DHCP
Interface inside, Not Configured for DHCP
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show dhcpd

IZ, show dhepd statistics =~ > KO B ZR L ET,

hostname# show dhcpd statistics

DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Address pools
Automatic bindings
Expired bindings
Malformed messages

orR KL R

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O O N B O

Message Sent
BOOTREPLY 0
DHCPOFFER 1
DHCPACK 1
DHCPNAK 1

BEaTUFR =V B
clear configure dhepd DHCP V— OB EETXTHIFRL £,
clear dhcpd DHCP ¥ — /"D A VT 4 v T BLOWMEHER I U v ¥ 2 EE
LET,
dhepd lease 7 74T v MZE A% DHCP fF#D U — AW 2 E#£ L £
show running-config dhcpd HWAEDDHCP Y — N a7 4 Xal—varz2FrLET,

%I‘:
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show dhcprelay state W

show dhcprelay state

DB VY ADEBH

DHCP UV L'— =— U = FOREBAEFR R T HI21E, FHE EXEC E— FEFrm— UL a7 4
¥ o L —3 3 ¥ E— KN T show dheprelay state =~ > R&ZEH L 9,

show dhcprelay state

Zoawy R, sEbF—UV—FbdH VY £ A,

T4 T 7 4V N OEERMEIEZH D FH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
7747 94—) E—F [£%a)FT4 aVFTFXFb
TILF

avY kK E—F =Ty F |ZER U aAVTEARABM (VAT L

¥ikE EXEC . — . . —
avy FEE Jj1)—=x EENE

BEfF Zoawy RiEBEEFEDO S O T,

FEREDHS FS1Y

ZhavwryRiE, BEOIVTFAINBIOES X —T 2 ADDHCP VL — 2 —V = b
REEFRER R LET,

£l &IZ, show dheprelay state =~ > NOHAH &R LE T,
hostname# show dhcprelay state
Context Configured as DHCP Relay
Interface outside, Not Configured for DHCP
Interface infrastructure, Configured for DHCP RELAY SERVER
Interface inside, Configured for DHCP RELAY
SIS =1 N BL
show dhcpd DHCP % — "\ Oifia i L REF R 2R~ LT,
show dhcprelay statistics DHCP V L —O#EHE#RAEFR TR L E T,
show running-config dhcprelay BADODHCP VL —=—Y b ary74Xalb—v3g
YEFRRLET,
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$£26E

show ddns update interface I > K~ show ipv6 traffic a< > F |

Bl show dhcprelay statistics

show dhcprelay statistics

DHCP U L — DO FHEHR 2 F£ 7 H121E, F##E EXEC £ — KT show dheprelay statistics =~ > K%
HEHALET,

show dhcprelay statistics

SUBRYHADBHA —oavr RiE, 5IELF—TU—FbLH D A,
T4 T 7 4V N OEERMEIEZH D FH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
7747 94—) E—F [£%a2)F74 aVFTFXFb
TIF

avY kK E—F =Ty F |ZER U aAVTEARABM (VAT L

¥ikE EXEC . — . . —
avy FEE Jj1)—=x EENE

BEfF Zoawy RiEBEEFEDO S O T,

FEREDHS FS1Y

]

show dhcprelay statistics =~ > KD /)1%, clear dheprelay satistics =~ > K& A )9 25 & Ti3# 5
L/ 35 ‘j—o

IZ, show dheprelay statistics =~ > FOH &R LE T,

hostname# show dhcprelay statistics

DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O O W J o

BOOTREPLY
DHCPOFFER
DHCPACK

DHCPNAK

FeralPix (config) #

o W g o
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show disk H
EEa<U KR avok EiEA
clear configure dhcprelay DHCPV L — = —V = FORELXTTHIRL £,
clear dhcprelay statistics DHCP V L— x=— = MREHERI Vo Z 2HELET,
debug dhcprelay DHCP VL — =—V x> MIET T Ny JiERERR L
E N
show dheprelay state DHCP VL — x=—V = FORREEZEFER L ET,
show running-config dhcprelay BAEDODDHCP Y L — 2 —Y b a7 4F¥al—v gy
ERIALET,

show disk

7T via AT DONEEFRTDIZIE. FME EXEC £ — F T show disk =~ > R&fHH L E7,
PIXtXa2VT 4 TTIATVADT T vy a AFY 2K T B2, show flash 2~ NE S
LTL7EEW,

show disk[0 | 1] [filesys | all]

SUAYHADEHE 01 N7 T v AEFY (0, 774/ 1K) ERIINET7T o2 AET (1)
ZHRELET,
filesys a7 7Ty va h— RCETAERAF R LET,
all T yva AEFYONFICMZT I 7 AN VAT MMEREF R LET,
FIA4ILF FIFNEFTIE, WEBETZ7 T vva AEYRFERENET,
avy kK E—F WKOEIF, ZOa<wr REANTELE—RERLTWVET,

F77A4F794—IL E—F €FXa)T4 a2TFREb
TILF
avU kK E—F —Tv F |EB DU AVTERE (VARTL
FtE EXEC . . . — .
av Y FEE )1)—X FEAE
7.0 Zoavwry RPREAINE LT,
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$£26E

show ddns update interface I > K~ show ipv6 traffic a< > F |

H  show disk
B WIZ, show disk =~ > RO Z R L ET,
hostname# show disk
-#- --length-- ----- date/time------ path
11 1301 Feb 21 2005 18:01:34 test.cfg
12 1949 Feb 21 2005 20:13:36 testl.cfg
13 2551 Jan 06 2005 10:07:36 test2.cfg
14 609223 Jan 21 2005 07:14:18 test3.cfg
15 1619 Jul 16 2004 16:06:48 test4.cfg
16 3184 Aug 03 2004 07:07:00 old_running.cfg
17 4787 Mar 04 2005 12:32:18 test5.cfg
20 1792 Jan 21 2005 07:29:24 test6.cfg
21 7765184 Mar 07 2005 19:38:30 test7.cfg
22 1674 Nov 11 2004 02:47:52 test8.cfg
23 1863 Jan 21 2005 07:29:18 test9.cfg
24 1197 Jan 19 2005 08:17:48 testl0.cfg
25 608554 Jan 13 2005 06:20:54 backupconfig.cfg
26 5124096 Feb 20 2005 08:49:28 cdiskl
27 5124096 Mar 01 2005 17:59:56 cdisk2
28 2074 Jan 13 2005 08:13:26 testll.cfg
29 5124096 Mar 07 2005 19:56:58 cdisk3
30 1276 Jan 28 2005 08:31:58 lead
31 7756788 Feb 24 2005 12:59:46 asdmfile.dbg
32 7579792 Mar 08 2005 11:06:56 asdmfilel.dbg
33 7764344 Mar 04 2005 12:17:46 asdmfile2.dbg
34 5124096 Feb 24 2005 11:50:50 cdisk4
35 15322 Mar 04 2005 12:30:24 hs_err.log
10170368 bytes available (52711424 bytes used)
WwIZ, show disk filesys =~ > ROl E R LET,
hostname# show disk filesys
xxkxx%x*x Flash Card Geometry/Format Info *x**xx*x
COMPACT FLASH CARD GEOMETRY
Number of Heads: 4
Number of Cylinders 978
Sectors per Cylinder 32
Sector Size 512
Total Sectors 125184
COMPACT FLASH CARD FORMAT
Number of FAT Sectors 61
Sectors Per Cluster 8
Number of Clusters 15352
Number of Data Sectors 122976
Base Root Sector 123
Base FAT Sector 1
Base Data Sector 155
EZEav K = N L]
dir T4L7 NIORNEFEEERRLET,

show flash

WgkZ 7 vy a AEYVONFEFRRLET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show dns-hosts W

show dns-hosts

DNS ¥ ¥ v ¥ =2 ZF£/R_RT HIT1E. BHE EXEC & — KT show dns-hosts =~ > R&{fH L £9, DNS
Xy v allit, DNS U — NS EICT —= 27 Lz b Y &381C, name 2~ RAFAL
TFEETANLELAFIBIOIP 7 FLAMEREENTWET,

show dns-hosts

OVAYHADHEHA Zoo<wr R BlELF—TU—FbLHD £HEA,

FTI24ILEF 77 4V NOEMERLEIXH D FH AL,

avyv kR E—F WOFRIL, ZOa~vr FEANTELE—FEZRLTVWET,

2747924+ —I)L E—F |[#Fa2UT4 32TFRFb
<ILF
aAvYFE—F L—TvyF &l YU AVTERE |VARTL
¥ EXEC . . . . _
avy FEE ))—2x EEAT
7.0(1) Zoawry FPREAINE LT,
FEREDHLESAY FREINHHATHOWTIE, )] OHEEZBRLTLIES W,
£l KIZ, show dns-hosts =~ > RO NI ZRLET,
hostname# show dns-hosts
Host Flags Age Type Address (es)
ns2.example.com (temp, OK) O IP 10.102.255.44
nsl.example.com (temp, OK) O IpP 192.168.241.185
snowmass .example.com (temp, OK) O IP 10.94.146.101
server.example.com (temp, OK) O IP 10.94.146.80
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W  show dns-hosts

#£26-112, 74—V ROHRAZRLET,

#& 26-1 show dns-hosts D74 —JL K

Z4—ILF HL:
Host A ML ERRILET,
Flags WDT7 5 T HMBEET, = NI DAT—ZAEFRLET,

e temp: ZOxT2 KU iX, DNS — "o BfSG L—RKHe b0 TT, &
X2 VT4 TTIAT VAT IET 7T 4 TREN R KB ZBESL L Z
O R EHIBRLET,

e perm: 2D R~V L, name =< R TEMENTZ KRR LD TT,
* OK: ZoO=r FUIFHAZTT,

o 7: 2O M IIEOH L ATREMEN H D | RS LI T,

o EX: ZOxr b Uid, ABIRSEINTOET,

Age oy MU BRBICERINIZRERN D ORERFZ R R LET,

Type DNS L a— ROX A T%#FRLET, ZOMEIE, ®IZIP TY,

Address(es) IP7 RL A,

BEEa<U R avvk EL

clear dns-hosts DNS ¥ v v aZiHELET,

dns domain-lookup X2 VT4 TTIATVANI—A N I T v P HEFTXDH L
2L ET,

dns name-server DNS #H— D7 RLAZBRELET,

dns retries X2 VT TTIAT O APIEEEZIE L L X2, —1# D DNS
= NA~ADT 7 A EF/RITTHREERELET,

dns timeout KO DNS H— &9 F TICHE M AT L £,
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show failover W

show failover

BEOT7 2 —VAd—N— A7 — X AZET HERERTT DI, F5HE EXEC £ — KT show
failover =~ F&{#HEH L £9,

show failover [group num | history | interface | state | statistics)

DB VY ADEBH

TI2FIE

avURE—F

group BELE7 2— A —_— J—T7OaiEREZF R L ET,

history Tz VA= NR—DEREEFRRLET, 7= ——DEREIZIL, BwFE
DT == F—"—DREE, BIOREBECOBBARRINET, 7
NAANRY T —had &, BEFRITHEESNET,

interface Tz VA —N— av RERTFT— TV U DERERALET,
num Tz — VA== T N—TDEF,
state WHFDT 2= —N—dEEDT — LA —R—REEER L E T, ERE

NDHERICIT, BEOT I A~ VREEFZIZED O FVIRIE, EED
Active/Standby A7 — & A BLUORFZICHE SN T = — A — —DHH
NEENET, BEOFKNMEE LGS TH,. HACITEERA N REFS

ET,
statistics Tx— )V —N—a<x R AL H =Tz ADEEN Ty b EZEN Ty
O EFRRLET,

T 7 4V N OMEREILZH D FH A,

ROFIE, Z0a~r FeANTELE—FERLTHET,

747 94+—)IL E—F |[#FaYT4 a2TFR}F
TILTF
avv K E—F L—Fv K |EB DU | AVTFERRL (VAT LA
ﬁ*@EXEC ) . . ) .
avy FERE Jy—= EERE
7.0(1) Coavy FREREINE L, HAREENLEREZEBIML TOET,

EREDAA K34

G¥)

show failover =~ R, ¥4 F I vV Tx2—NF—N—DER, /1 L FX—T =2 ADAT—H
A BLOAT— 70V 72— VA ——DfiE#R A KR L E T, Stateful Failover Logical Update
Statistics DH /JIE, AT — F TV T 2= VA —N=RNA RX=T IR > TV LGEEDHFIRSINE
T, Ixerr] fliE Trerr] fHIX, 7= — A — =D T =TI, X7y hOEEFEZT—F1X
ZEZT—DOHEERLET,

AF— R T To—AF—— (AF— TV T — LA — N—FEH ) 1%, ASA 5505 U —
R X 2 VT 4 TTIAT U ATITEATE ¥ A,
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show failover

show failover =~ > N®DH /7 C. Stateful Failover 7 4 —/L FIZEREINAEIZKRD LD TH,

o Stateful Obj 121, ROENREREINE T,

— xmit : ¥F LTy MRERLET,

— xerr: ¥EZT—OHEERLET,

— rev: ZE LNy MEERLET,

— rerr: ZETT—DEERLET,
o FATIE, WICRTHES T V2l NOAREZT v I NHTT,

— General : AT — "INV ATV 2T PEEOEHERLET,

— sysemd : G@ELY v 7T —F VAT A avw R & zIE, login 7213 stay alive A2

LET,
— uptime: 77747 ¥Fa VT4 TTIATVARRZ N, ¥X2 YT 4 TTI3A4T
VRZET X2V T4 T IAT VAT v T Z A LOfEERLET,

— RPCservices : VE— h 70— v a—//LEHGROGER,

— TCPconn : # A} I v TCP Bk DOIEM,

— UDPconn : ¥ A 7} 3 v UDP ¥ D,

— ARPtbl : A+ v ARP 7 —7 /L DIE#,

— Xlate Timeout : B2 4 L7 7 bOERETLET,

— VPNIKE upd : IKE 8 D1,

— VPN IPSEC upd : IPSec ##5E D1,

— VPN CTCP upd : cTCP bk > 3L DI,

— VPN SDIupd : SDI AAA B DIE .

— VPNDHCPupd : b3V 7 &7z DHCP 5 D 1.,
T2V F—"—=1P T L A% AL TWZ2FHUL, show failover =~ RIXIP 7 RL AIZxE L
TO0000%ERRL, A F—T A ADET=F Y 7L, Twaiting] IREDE FI2V EF, 72—
N —N—RNEWET HEDICE, 72— F—R_"— P 7 FLRAEZHBETAHLERNH Y 7,

VN F AT 4 Xal—vary T—FRTHE, EX=207 4 ar7FA NTHATE 5DIE show
failover 2~ FOL T, A7 arDF—T— RIIANTEXEEA,
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show failover W

1 WIZ, Active/Standby 7 = —/ /LA —/X—"T® show failover =~ FOHAFlEZRLET, X2V
T4 TTITAT AT ASASS00 ) —RWEHI X2V T 4 T4 TV ATE, SZBREN
TWAB LN, BEXa2 VT4 TTIAT L AD AT v b 1IZIFFNFI CSC SSM NE#H ST
b\i—aﬂo

hostname# show failover

Failover On
Cable status: N/A - LAN-based failover enabled
Failover unit Primary
Failover LAN Interface: fover Ethernet2 (up)
Unit Poll frequency 1 seconds, holdtime 3 seconds
Interface Poll frequency 15 seconds
Interface Policy 1
Monitored Interfaces 2 of 250 maximum
failover replication http
Last Failover at: 22:44:03 UTC Dec 8 2004
This host: Primary - Active
Active time: 13434 (sec)
slot 0: ASA5520 hw/sw rev (1.0/7.1(0)10) status (Up Sys)
Interface inside (10.130.9.3): Normal
Interface outside (10.132.9.3): Normal
slot 1: ASA-SSM-20 hw/sw rev (1.0/CSC-SSM 5.0 (Build#1176)) status

(Up/Up)
Logging port IP: 10.0.0.3/24
CSC-SSM, 5.0 (Build#1176)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: ASA5520 hw/sw rev (1.0/7.1(0)10) status (Up Sys)
Interface inside (10.130.9.4): Normal
Interface outside (10.132.9.4): Normal
slot 1: ASA-SSM-20 hw/sw rev (1.0/CSC-SSM 5.0 (Build#1176)) status
(Up/Up)

Logging port IP: 10.0.0.4/24
CSC-SSM, 5.0 (Build#1176)

Stateful Failover Logical Update Statistics
Link : fover Ethernet2 (up)

Stateful Obj xmit xerr rcv rerr
General 0 0 0 0
sys cmd 1733 0 1733 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 6 0 0 0
UDP conn 0 0 0 0
ARP tbl 106 0 0 0
Xlate_ Timeout 0 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 2 1733
Xmit Q: 0 2 15225
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show failover

WIZ. Active/Active 7 = — /LA —/3—"T® show failover =~ > RO 2R L £,

hostname# show failover

Failover On

Failover unit Primary

Failover LAN Interface: third GigabitEthernet0/2 (up)
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 4 seconds

Interface Policy 1

Monitored Interfaces 8 of 250 maximum

failover replication http

Group 1 last failover at: 13:40:18 UTC Dec 9 2004
Group 2 last failover at: 13:40:06 UTC Dec 9 2004

This host: Primary
Group 1 State: Active
Active time: 2896 (sec)
Group 2 State: Standby Ready
Active time: 0 (sec)

slot 0: ASA-5530 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

slot 1: SSM-IDS-20 hw/sw rev (1.0/5.0(0.11)S91(0.11)) status (Up)
admin Interface outside (10.132.8.5): Normal

admin Interface third (10.132.9.5): Normal

admin Interface inside (10.130.8.5): Normal

admin Interface fourth (10.130.9.5): Normal

ctxl Interface outside (10.1.1.1): Normal

ctxl Interface inside (10.2.2.1): Normal

ctx2 Interface outside (10.3.3.2): Normal

ctx2 Interface inside (10.4.4.2): Normal
Other host: Secondary
Group 1 State: Standby Ready

Active time: 190 (sec)
Group 2 State: Active

Active time: 3322 (sec)

slot 0: ASA-5530 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

slot 1: SSM-IDS-20 hw/sw rev (1.0/5.0(0.1)S91(0.1)) status (Up)
admin Interface outside (10.132.8.6): Normal

admin Interface third (10.132.9.6): Normal

admin Interface inside (10.130.8.6): Normal

admin Interface fourth (10.130.9.6): Normal

ctxl Interface outside (10.1.1.2): Normal

ctxl Interface inside (10.2.2.2): Normal

ctx2 Interface outside (10.3.3.1): Normal

ctx2 Interface inside (10.4.4.1): Normal

Stateful Failover Logical Update Statistics
Link : third GigabitEthernet0/2 (up)

Stateful Obj xmit xerr rcv rerr
General 0 0 0

sys cmd 380 0 380 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 1435 0 1450 0
UDP conn 0 0 0 0
ARP tbl 124 0 65 0
Xlate Timeout 0 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 1 1895
Xmit Q: 0 0 1940
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show failover W

WIZ. ASA 5505 et X2 VT 4 77T A4 7 o AT show failover =~ > RO /%2R~ L E
ﬁ—o

Failover On

Failover unit Primary

Failover LAN Interface: fover Vlanl50 (up)

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maximum

Version: Ours 7.2(0)55, Mate 7.2(0)55

Last Failover at: 19:59:58 PST Apr 6 2006

This host: Primary - Active

Active time: 34 (sec)

slot 0: ASAS5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.1): Normal
Interface outside (192.168.2.201): Normal
Interface dmz (172.16.0.1): Normal
Interface test (172.23.62.138): Normal

slot 1: empty

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: ASAS5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.2): Normal
Interface outside (192.168.2.211): Normal
Interface dmz (172.16.0.2): Normal
Interface test (172.23.62.137): Normal

slot 1: empty

&IZ. show failover state =~ > KD Sl 2R L £,

hostname# show failover state

===My State===
Primary | Active |
====0ther State===
Secondary | Standby |
===Configuration State===
Sync Done
====Communication State===

Mac set

My Fail Reason:
Other Fail Reason:
Service Card Failure

# 26-2 1 show failover state =~ > KOH AR L E 4,

& 26-2 show failover state {1 DA

Z4—ILK EREA

My State %518 @ Primary/Secondary A 7 — & A3 KL O Active/Standby A7 — X R &3
RLET,

Other State v 7 4 [ D Primary/Secondary A 7 — & A 5 JL N Active/Standby A 7 — & A
ZRRILET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show failover

%z 26-2 show failover state HH D5 (#E)

Za—ILF

FEA

Configuration State

Ay 7 4F¥al—raryoRboREEZFERLET,

WIZ, AZ U ARAIEEIZONWTRRSNDAREEDH D27 4 Fa b —
va s RKEBERLET,

* Config Syncing - STANDBY : =7 ¢ ¥ = L' — 3 > ORIHHLOFELT
FICRESNE T,

e Sync Done - STANDBY : A% U NAHEENT 77 4 TEHENS DT
74X 2lb—rvarORBEEZTET Lzl ITRESNET,

WIZ, T T 4 THEEIZOWTERREINDAREEOH a7 4 F 2 b—
vaREERLET,

e Config Syncing : 77 7 4 TEHEENAZ N IEFE~DI LT 4 K2
L—ya CORBMEZ EZTHIC, T/ T4 THEBEICRESNET,

e Sync Done : 727 T 4 TIEMNAL R HEEBE~DI LT 4 F 2 L —
Ta rORBUEZ EFICHR T LI L SICRESNET,

e Ready for Config Sync : A ¥ > N AHEER I 7 4 F a2l — 30D
A A2ZETL2EENTE L WIEFERELLLEIC, 77
T4 THEICHRESNET,

Communication State

MAC 7 RL 2O FRI{LDOREEZ R R L E T,

e Macset : MAC 7 RLANRETHEENL Z0HEEICFRHESNE LT,

* Updated Mac: MAC 7" R L AN Sd, lod2LE & [R5 B
OGRS NET, £/, ZOEENCTEENDRY S
H—7 /L MAC 7 L Az B L T A BITHIMPIc b S E
‘g_o

Failed Reason

BHRICRESNEZBEORKNAZF R LET, BEERENMERELIZEEST
b, ZOBERITEESNETEA, ZOFBRIT. T — N F—"—0NFEL
TG B ORERINET,

wIZ, EELZGISE T AEEOH 5 HKEZRLET,

e Ifc Failure : [EENRAE LA X —T =2 ADENT = —/V 4 —
IN—FEUER T Lo R, 72— A — =R AE LT,

e Comm Failure : 7 = — /LA —/"— U U 7 |ZREENFEAE L=, £
EETRHE T L TND,

* Service card Failure : SSM 71— RIZFEENRIAE L7 (ASA DH),
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show failover W

IZ, show failover history =~ > FOH AR LE T,
hostname# show failover history

From State To State Reason

Not Detected  Negotiation  No mrror
Negotiation Cold Standby Detected an Active mate
Cold Standby Sync Config Detected an Active mate
Sync Config Sync File System Detected an Active mate
Sync File System Bulk Sync Detected an Active mate
Bulk Sync Standby Ready Detected an Active mate
Standby Ready Just Active Set by the CI config cmd
Just Active Active Drain Set by the CI config cmd
Active Drain Active Applying Config Set by the CI config cmd
Active Applying Config Active Config Applied Set by the CI config cmd
Active Config Applied Active Set by the CI config cmd
Active Disabled Set by the CI config cmd

Frr UL, REEE(EFAE LI BRE, BAIOIREE, FAEORRE, 5 LOMREEZE(LOFIA 2R L
FT. O P VX, FTEHICERRESNET, = r P VIEEBICERINET, &K 60 O
T M) EFRRTEET, = MY DBRKREICET D L, b=y MU0 B 5 HIFR
S, Brivzmy YR TEIGEMSIVET,

F 263127 == A= A"—OREBAER LET, RIEBICIE, ZEIRE L @IRED 2 E DV £
o WERRIL, FFEREIZL > TREBEDEAET L £ TLRENHER T 2RE T, wHKE
(3, SEENLZEIRRICEET Dk EICH 2 RETY,

$£26-3 Jx—ILA—I—DHRKE

7N % EA

Initialization CO¥BEITT Ty N7 — ORI a7 Fab—va g
Frxy L, 7= NI —=N"—@EF ¥ XVOEfHZ L TWET, Zhix
WPEEARRE T,

Disabled T2 V=R I T 4 BT MR o T ET, ZIUXRERETT,

Negotiation COMBEFIET EORREM L, BT XTIV NLTCY T FY T
N— 3 O AR L O Active/Standby 2 — /L &R L E 5, r T
T—y g rE3NTNLe—UIR LT, ZOHEEIT Standby Unit States E
7213 Active Unit States (2173 52>, F /o XPEENIEAE LIZKREBICAD F
T, TAUTHIEREE T,

Failed ZOEEET, EENREAE LIRETT, ZAERERETT,

Standby Unit States

Cold Standby ZOHEIZ, BTN Active REEICR D2 D& FFo TWET, ET7HEEN
Active JRREIZ 725 & Z O¥E T Standby Config IREEICHEA F 97, Z i
EPERRE T,
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show failover

#£26-3 TJI—)A—I—DORE FE)

Kag EL:

Sync Config ZOET, BETHEBRICETa T 4 Fal—va rBERLTVET,
AT 4 Fab—va ORI T =038 LS Zo%kEIT
Initialization JKEEIC R Y 77, ZAUTEERETT,

Sync File System COMBIZ. ETHEBL T AN VAT AEZREBLTCWET, ZiTaEE
REETT,

Bulk Sync ZOEEEIZ, BT EENOREOHREZE L CTWET, ZOIRERFEE

TAHEDIIAT—F TV T 2= )L F—R—=NA X =TI 72> TV EEE
DHTT, ZIUTRIERETT,
Standby Ready ZOMEREIZX, T T 4 TEBICREENEE LILGAICE SN TE
TWET, ZIIEFETRETT,

Active Unit States
Just Active CODIEENT T 4 TEEIT o7 L X ORYOIREE, ZOIRED L X
AvE—URETIEEFEIN, TOEEBEBRT 7T 4 7RV IPT RLA
EMACT RUARA U H—T oA AICRESNTZZ ENETICEME
NET, ZrulBiERE T,

Active Drain E7DF 2— Ayb—VIFFEEINET, ZHAITRERETT,

Active Applying Config | = D¥EE T, VAT b a7 4 Fab—arZ@EALTHET, 2
IEPEARTE T,

Active Config Applied |Z D¥E@EIT, VAT A a7 4 X alb—varyOEHEKTLELE, 2
AU PEIRAE T,

Active ZO¥EBILT VT 47T, MT 74y 7 BB L TOWET, ZHUIRER
ETd,

FARREE DRI, REE(LORR A RSN ET, @, IREBECORKIL, 2EEEERE) D
LZEREBABITTDHK LR C T, KRIZ, REREE ST RO S 5N Z R L ET,
e TT—72L

e Clconfigemd IZ L > CTRESNTWVD

s Tx—NA—AN—REF=v

o Tx— A —N— A H—T A ADHEHNTE ]

e HELLO %A 7\

e MMOEBDOY T NT =T N—=Va UBRRR-TND

o MOIEERDOEEE— RNELR>TND

s MOIEEDT AL ANRKELSTND

o MOEED T ¥ —RENRER-TND

o DEEDHT — FRENELR>TND

o MOEEEN, ZOHEBICT VT 4 TREICRD X OBER L

o fHOIEEN, ZOHEEICAZ S REBIZRD L OER L

o MDIEN, ZOWEIEENBELLIEEBME L

o fLDEEEN, TOREEAMRICEENE L LEWE L

e VT AKX a2l —TalDIAT YT

o TUT a4 TEENRHNES N

o TUT 4 THEENRENNoT

o aVT 4 Fal—a OB T
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m. OL-10086-02-J |




| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show failover W

WEEENLEE L

MOIED VLAN 27 4 F 2 b—a URRR-STND
VLAN 2207 4 X2 b—3 g VEERTE 20

a7 4 X2 lb—a VORIBIERARAZETHD

ary 74X alb—ya ORI KIE Lz

A EBE—T A A F vl

COMEE THRBICHEENBE L

ACK N7 ==V —R— Ry —%ZE Lo Tz
oot EN, FEERICT —=> ZRIETEIMEL 2 < Ieo T2
v OBRP R SN R o7

T o)LA= N— =T LRI
HARREBOBATIZR L7

P—b R h— FEE BRE I

DEED T —E R A — NIZEEIBE LT
ZOEEDOY—ER = KRBT LRIKTHD

LAN A V' Z—7 = A ZANRBEIRREIC 2~ 72
ETHENY m— I

U TV =T 035 LAN X— R fover (ZH) V) #do o 7=
Ay 7 4 Xalb—va VORBEORREZHEETE 2

JE IR A~ B
EEaIUF avyk El ]
show running-config failover HEOa 7 X2 b—3 3 N failover 2~ K&

RLET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W showfile
show file
T 7 AN AT DT DA RRT DT, FiiE EXEC £ — T show file =~ > F & L
i ﬁ—o
show file descriptors | system | information filename
DB YY) XD descriptors BTV D 7 7 A VRt A2 TR TRRLET,
information FrED7 7 A WICHET DIEHRERTLET,
filename TrANGERELET,
system TARY T AN VAT AZOWT, AR, FIHATREZR N A ML, A
TATDEAT 777 BROT VT 4 v 7 AEREFRLET,
T4 77 4 OBEREIZSH D FE A,

AR E—F WOFEIE, ZDa<vr FeANTELHE—FeRLTWVET,

27A4F94+—ILE—F |[£X2YTF«1 a>TFX b
TILF
avy K E—F =Ty F |&Ef# SN aAVvTEAREF (VAT LA
q‘%‘f% EXEC . ° ° ° °
avy FEE J1)y—=x TEAR
7.0(1) Zoavy RREAINE L,
i ROFIL, 77 AN VAT KZET DB ERRT 2 HEZRLTOET,

hostname# show file descriptors
No open file descriptors
hostname# show file system

File Systems:

Size (b) Free (b) Type Flags Prefixes
* 60985344 60973056 disk rw disk:
EEa<UF avvFk EA
dir T4V NI ONEEFKRLET,
pwd BUEOIEET 4 L7 MY EFRRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show firewall W

show firewall

BEDTZ7 7 AT 74— T—K Ob—7T v RELITER) 2RI D120, ¥4 EXEC £— KT
show firewall =~ > F&{HH L £7,

show firewall

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

avy

T
H
I
™.

WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,

7747 94—) E—F [£%a)FT4 aVFTFXFb

TILF
avv K E—F =Ty F |ZER U aAVTEARABM (VAT L
¥HE EXEC g y * ° *
avy FEE Jjy—= EEAR
7.0(1) Zoavwr RREAINE LT,
Bl Iz, show firewall =< > RO 2R LET,

hostname# show firewall
Firewall mode: Router

BEEEa<TUK avw vk EL:
firewall transparent T AT TF—)LET— REHBELET,
show mode

BAEODa L THFANET—F (VU VERIT~YATF) Z2FERLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E

show flash

show flash

WHT T v a A ONEEFRRT DITIL, $HE EXEC & — K T show flash:
iﬁ—o

show flash:

show ddns update interface I > K~ show ipv6 traffic a< > F |

a~r REFEHL

(GE)  ASA 5500 U —XTlX, flash ¥ —U — Fid disk0 DA ) 7 A T¥,
SVUAYHADER o<y RAE. 3lELF—TU—FbLH Y A,
T4 T 7 A N OBEREITZH Y /A,
avY K E—F WOFRIZ, ZOa<vwr FEANTELE—FE2RLTHET,
274F72+x—I)ILE—F (X2 TFT4 a2TXXFb
TILF

avy K E—F =Ty F |&Ef# UL |aAvTFEXRER (VAT A

%%EXEC . ° ° ° °
avy REE Jj1)y—= ETEARE

BELE Zoawr REFBEFO LD TT,
Bl OB, W7 T v a AFVORFEERTDHEEZRLTHET,

hostname# show flash:

-#- --length-- ----- date/time------ path

11 1301 Feb 21 2005 18:01:34 test.cfg

12 1949 Feb 21 2005 20:13:36 pepsi.cfg

13 2551 Jan 06 2005 10:07:36 Leo.cfg

14 609223 Jan 21 2005 07:14:18 rr.cfg

15 1619 Jul 16 2004 16:06:48 hackers.cfg

16 3184 Aug 03 2004 07:07:00 old running.cfg

17 4787 Mar 04 2005 12:32:18 admin.cfg

20 1792 Jan 21 2005 07:29:24 Marketing.cfg

21 7765184 Mar 07 2005 19:38:30 asdmfile-RLK

22 1674 Nov 11 2004 02:47:52 potts.cfg

23 1863 Jan 21 2005 07:29:18 r.cfg

24 1197 Jan 19 2005 08:17:48 tst.cfg

25 608554 Jan 13 2005 06:20:54 500kconfig

26 5124096 Feb 20 2005 08:49:28 cdisk70102

27 5124096 Mar 01 2005 17:59:56 cdisk70104

28 2074 Jan 13 2005 08:13:26 negateACL

29 5124096 Mar 07 2005 19:56:58 cdisk70105

30 1276 Jan 28 2005 08:31:58 steel

31 7756788 Feb 24 2005 12:59:46 asdmfile.50074.dbg
32 7579792 Mar 08 2005 11:06:56 asdmfile.gusingh
33 7764344 Mar 04 2005 12:17:46 asdmfile.50075.dbg
34 5124096 Feb 24 2005 11:50:50 cdisk70103

35 15322 Mar 04 2005 12:30:24 hs err pid2240.log

10170368 bytes available

(52711424 bytes used)

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show flash W

BEa<T KR avwok B
dir T4V NIONEEERRLET,
show disk0 W7 T via AV ONEEFRLET,
show disk1 NBT7 T vva AFEY I—FONEFEEERLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E

show ddns update interface I > K~ show ipv6 traffic a< > F |

Bl show fragment

show fragment

IP 777 A NEERE Y 2 — VOB T — & 257 5 121E, FiHE EXEC & — R C show fragment
av FE AN LET,

show fragment [interface]

DoAY H DA

TI2FIE

avURE—F

interface

(A7 a)eXa 0Ty TFIAT LV ADA B —T oA ARFEELET,

interface WRTE STV WA,

ROFIE, ZOa~vr P2 ANTELE—FERLTHET,

Zoa<wy RITR_RTOA U E—T oA ACHEAENET,

TF7AT7 24—V E—F

tXa)T4 AVTERE

LT
avvkE—F W—Fy F |&E& UL AVTHERE (VARTLA
A F—7 )V EXEC £— R . . . . .
av Y FEE ))y—= EERNE
7.0(1) AT 4 FXalb—var T HEEMT OS50l a v
R 73 show fragment & show running-config fragment © 2 >0 2~ N|Z5;
HlsnhE L,
il WOENZ, IP 757 A FNEHERE Y 22— VOEHTF —Z 2R R7THHEEZRLTWET,
hostname# show fragment
Interface: inside
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: outsidel
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: testl
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: test2
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
BAEaTUF avrk B

clear configure fragment

P77 A MRy 7 4 Fal—a v 2HEL, 7
ZxN Mz Ey FLET,

clear fragment

IP7T7 A FNEHREY 2— VOERT—Z2HELET,

fragment

2o "r o b 75 74 MeDE 2R L T, NFS L0
At E2dE L ET,

show running-config fragment

P77 7 A My 74 X2 —varaRRmLET,

W CiscotFalT4 FF5347YRARVEYIFLUR

OL-10086-02-J |



| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

showgc H

show gc¢

H—=_yv avyvary 7at AT HaHERE £ RT DT, KM EXEC £— R T show ge
avr REEALET,

show gc

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,

T
H
I
™.

avy

274794 —I)L E—F |[FaUT4 a2TFRFb

TILTF

avy kK E—F L—Tv K |FE# YU | AVTERE (VAT L
¢§$§ E)(E(j ) . . ) .

av Y RBEE y—= ETEAR
BETE Zoawr RFBEEFEO LD TE,

#i RIZ, show ge =2~ RO NHIZRLET,
hostname# show gc

Garbage collection process stats:
Total tcp conn delete response

Total udp conn delete response

Total number of zombie cleaned

Total number of embryonic conn cleaned
Total error response

Total queries generated

Total queries with conn present response
Total number of sweeps

Total number of invalid vcid

Total number of zombie vcid

)
S
OO0 O OO OO0 O o

PEavTU R avv ik B L
clear gc H—_yvavray et A BT oMeEREHIBRLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W showh225

show h225

Y X2 VT4 T IAT V AZ2 THEM.ENTWS H225 By v a U OFEREFRRT 51203
¥ EXEC E— R Tshow h225 =i~ R&EH L E 7,

show h225

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FEANTELE—FZRLTVET,

F7A4724+—I)L E—F |[Fa2UT4 32TFRXFb
TILF
avY kK E—F —Fv K |EB YUV | AVTERE (VAT L
q’%‘*@ EXEC ) . . ) .
av Y FEE ))y—= EEAE
BEAE Zoawy RFEEFEOH D TY,

ERLEDHS FS4Y showh225 2~ KiE, %2074 7794 TV AZMZ THL SN TS H25 By a v
WA F£ /R LE 7, debug h323 h225 event, debug h323 h245 event, 5 1 O show local-host =2~ >~
RESIT, Zoa~y NI H32BBREC VU OMEDO N7 TV a—F 4 7R ESNET,

show h225, show h245, %7213 show h323-ras =~ > R HJ D HIIZ, pager 2~ RERET D
TEEHERLET, Z< DBy ar La— RBRHFLEL, pager 27 2 RBRE SN TWRWEE,
show =< RO AL E CRET 21T, LIESSBHA225 2 &R0 £3, BiEix
EEZL ODBRBFEET AHEIR. 774V OXA LT U MEETLIERE L @R ESW TR Y
VAVYBREALT T RLTWAENEIDHRLET, A L7 7 L TORITFIVUEEERH LD
T, HESMETT,

1 Wiz, showh225 =~ RO B R LET,

hostname# show h225
Total H.323 Calls: 1
1 Concurrent Call(s) for

| Local: | 10.130.56.3/1040 | Foreign: 172.30.254.203/1720

| 1. CRV 9861

| Local: | 10.130.56.3/1040 | Foreign: 172.30.254.203/1720
0 Concurrent Call(s) for

| Local: | 10.130.56.4/1050 | Foreign: 172.30.254.205/1720

COWNE, BEEX 2V T 4 TTIAT U RAEZBEBEBLTWDET 77 47 H323 a—/L3 1 D,
o—JL = RABRA 2 b 10.130.56.3 EAERD AR A b 172.30.254.203 ORICH S Z L 2R L TWE
T, Flo, INOLDOREDT Y RARA  FORIZ, FRFa—AR 1 2H 0, ZD=2—/Ld CRV (Call
Reference Value) 7239861 THDHZ & Z/RLTWET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
OL-10086-02-J |



| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

showh225 W

0—J L & RARA > b 10.130.56.4 &AM A b 172.30.254.205 (25 L C, IR —/L13 0 T,
SFEDVH2S By a v BNEEFELTWEEOD, 2O RiRA v MEIIZT 7T 47 a—b
MRNZEEZBWRLET, ZOWRBIE, show h225 2~ REETLI- & X2, a— 3T Tk
TLTWDR, H225 By v a U DNEFHBREN TORWEAICRET L AMEERHV T, £
X, 2 DO RKiRA >+, [maintainConnection] % TRUE IZF%E L TWA 7=, TCP #fi%a +
FRWEEFFIZLTWAZ EAEKRTIAREMELH D £, L7=23-> T, ImaintainConnection] %
TR FALSE ICRRETHE T, FHidar 74 Fab—3 9 L NOD H225 ¥4 L7 7 MEICHESL
Ty a DAL LT NRRIDET, By vaidflnieEEickn 9,

PEavT UK

avv ik EL

debug h323 H323 DTNy TIHEROETREA =T VI LET,

inspect h323 H323 77V r—va vtz A x—7 M LET,

show h245 AR —AL— AL TSI RRA Y "X VT4 777

AT AR TSI LI-H245 By > a vV DIEREFRLET,

show h323-ras

X2 VT4 TTIAT U AEMZ TSN H323RAS v v 3
VOB ER T LET,

timeout h225 | h323

H225 375V v 78 £ 7213 H323 Bl s T+ 5 ETOTA R
NEEMZRE L ET,

[ oL-10086-02-J
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$£26E

show ddns update interface I > K~ show ipv6 traffic a< > F |

W  showh245

show h245

VB YY) ADHHA

A — AX = EFEHLTWAZ U RRA LV PMZE-T, BFa2VT 4 T7I7AT7 0 A&2x T
L INTWD H245 By v a v DOIEFHREFRRT D121, FrE EXEC £— KT show h245 =2~ > |
ZHERALET,

show h245

Zoa=wry FE, 5IEbF—U—FbH Y EHA,

FTI24ILEF T 7V N OEEREIZSH Y EH AL
avy K E—F WKOEIF, ZOa<wr REANTELZE—RERLTWVET,
27479 4x—ILE—F X2 YF4 a2FFXFb
<ILF

avyrFE—F =Ty F |ZE& UL |aAvTFHFRAE (VRTFTLA

¥i¥E EXEC . . . R .
avy FEE Jy1y—x TEAR

BT Zoavy FEBEGFO LD TY,

FEREDHS FS1Y

]

show h245 2=~ > KX, Ar—AX = E2FHLTVWDIZ RRA U "B X2 VT 40 TTI73A47T
VAZRBMZTHESLLIZH245 By v a VOFERERTILET (Ar—XF— NI, 2—1D 220D
TV RARA Y MR H245 OO TCP 2> ba—b Fx 2 ERWESEATYT, 77 —A K &
H—hE, H245 A v E—U R H25 a2y hr—/L F¥ RV EOH225 A vE—Y0—HE LT
SN 7-35T3), debug h323 h245 event, debug h323 h225 event, I3 L (F show local-host =~
REST, Zoa~ > R, H323BREZ PV OMEO NI TV a—T 4 VIR EINET,

wIZ, show h245 =t~ ROz~ L E7,

hostname# show h245

Total: 1
| LOCAL | TPKT | FOREIGN | TPKT

1 | 10.130.56.3/1041 | 0 | 172.30.254.203/1245 | 0
| MEDIA: LCN 258 Foreign 172.30.254.203 RTP 49608 RTCP 49609
| Local | 10.130.56.3 RTP 49608 RTCP 49609
| MEDIA: LCN 259 Foreign 172.30.254.203 RTP 49606 RTCP 49607
| Local | 10.130.56.3 RTP 49606 RTCP 49607

X2 VT TTIAT UV ARZBZTWDT 7T 772 H245 2 va—/L &y a W, BE ]
OBV FET, B—N T2 RKRA 2 ML, 10.130.56.3 TH Y, TPKTEN 0 THDHZ B, ZD
TV RRA Y ENEDORD Ny MIIE TPKT ~v ¥ =035 5 & PRI LET (TKTP ~» ¥ —Iid,
£ H225/MH.245 A v E—VORNZELGIND 4 34 bO~Ny F—TF, ZONy X —T, TD 4,34
PO~y X —%ERAvE—VOEINZNVET) , ABORA MO RFEA 2 M,
172.30.254.203 TH Y, TPKTEN 0 THDHZ D, ZDOTY RIRA » D OWRD 37w Mk
TPKT ~y ¥ =065 & TR LET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

showh245 W

INLDOEY RFRA Y METHRI V= FENTZAT 4 TITIL, 258 L\ H LON GRELT v R L&
B) 03BV ANERIT 172.30.254.203/49608 £y H RTPIP 7 K LA / AR— k X7 & 172.30.254.203/49609
EWVWH RTCPIP 7 RLA/AR— K X7 %FH, B—7F/LIC 10.130.56.3/49608 & 9 RTPIP 7 KL
A JR—F T L& 49609 LD RTCP A— R &Fi> T\ ET,

259 £\ 9 2 & H O LCN T, AN IZ 172.30.254.203/49606 & x5 RTPIP 7 KL A / AR— k X7 &
172.30.254.203/49607 &9 RTCPIP 7 KL A / AR— h XT3 &H 0 1 —H /11T 10.130.56.3/49606 &
WH RTPIP 7 KLU AR /IR— K X7 L 49607 & V5 RTCP AR— F & o TW\WE4,

PEavT UK

avryk HL

debug h323 H323 DTNy TIEROFIREA X —T M LET,

inspect h323 H323 7 7V rr—ya Vx4 F—7 Wz LET,

show h245 A —AA—FEFEH LTS RRA LV IR X2V T 4 775

AT AT LT H245 By v a v OIERERRLET,

show h323-ras

X2 VT4 T T ITAT A% Z THES. SN H323RAS v v 3
VOEREFRRLET,

timeout h225 | h323

H225 7V o 78l & 7213 H323 B 8 T+ 5 ECToT A
ROV 238 L4

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show h323-ras

show h323-ras

VB YY) ADHHA

e F—RX—=LZDOH323 L FRA LV MO TER2 VT 4 7T T4 T 2 A% L THEN X
NTWD H323RAS B v v a U DOIFREFRRT HITIE, F#HE EXEC & — KT show h323-ras =1~
REFEHALET,

show h323-ras

Zoa=wry FE, 5IEbF—U—FbH Y EHA,

FTI24ILEF T 7V N OEEREIZSH Y EH AL
avy K E—F WKOEIF, ZOa<wr REANTELZE—RERLTWVET,
27479 4x—ILE—F (X2 YF4 a2FFRXFb
<ILF

avv K E—F =Ty F |&E& UL |aAvTFHFRAE (VARTFTLA

¥i#E EXEC . . . R R
avy FEE Jy1y—x TEAR

BT Zoavy FEBEGFO LD TY,

FEREDHS FS1Y

|

show h323-ras =~ Ni%, EX2 U7 4 7794 T A% M2 T —FF—/X—LZD H323 —
VRFA L NOMICHESL ENTWSD H323 RAS By v a v DfE# AR R L £7, debug h323 ras
event 33 08 show local-host =~ K& iz, Zoa~ Kk, H323 RAS A= P OED
NIV a—T 4 TIERHESNET,

show h323-ras =~ > it H323 AT DV OMBED N T TNy 2 —F 4 v I S b5k
A FRLET, ZEMICOVTiE, inspect protocol h323 {h225 |ras} 2~ FON—V 2B L
TLEE W,

Wiz, show h323-ras =~ > ROH 2R L ET,

hostname# show h323-ras
Total: 1

| GK | caller

| 172.30.254.214 10.130.56.14
hostname#

ZOHINE, = FF—r3—172.30254214 £ FD T T A4 T 2 b 10.130.56.14 ORNZT 7T 4 T 7%
BEEN 1 2OHDHZLERLTVET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show history W

BEaTR

avwyk SHER

debug h323 H323 OFT Ny T1IEROFEREA F—T M LET,

inspect h323 H323 7 7V r—va vz A x—7 VI LET,

show h245 A=A = EFH LTI RES Y MR EX2 )T 4 775
AT U AZMA TSI LIZH245 By v a v OFEHREFRRLET,

show h323-ras X2 VT4 TTITAT UV ARBZ TN S H323RAS v > =
VOERERTLET,

timeout h225 | h323 H225 ¥ 7 F U v ZHEG £ 7213 H323 Bl S TS 5 £ ToT A
RV 2 3E L E T,

show history

YRV ADEBH

PIEIC AT LTz a~ v REFRRT HI2iE, =—H% EXEC & — R C show history =~ > RZEH L F
‘j—o

show history

Zoazwy R, sEbF—UV—FbdH Y £ A,

T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOFRIT, ZOa<vr FEANTEAEE—RE2RLTWVET,
7747 94—) E—F [£F%a2)F74 aVFTFXFb
TILF

avv Rk E—F =Ty F |ZER U aAVTEARBM (VAT L

=.—+4 EXEC . . . . .
avy FERE Jj1)—=x EENE

BEAF Zoa<y REBEFOLDO T,

FEREDHS FS1Y

]

show history =~ > FZHEAT L L, LEHICAN Liza~vy REFRRTEET, ERAIF—L TR
FlF—ZH L7720, 2p ZANLTANELOITEZFRRLIED, ~n Z AJJL TIROITEZFR R LI
DLT, <Y Relalldis s tncxEd,

WOBNL., LR A I Lima~<wy Rea—H EXEC E— RIZA->TWA & X IZFRRTHHFELRL
Tb\ij—o

hostname> show history
show history
help
show history

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show history

WOFNE. LENZ A L3~y RaE K EXEC E— RIC A TWA & XITEFTHHEEZRLT
b\jz‘j—o

hostname# show history
show history
help
show history
enable
show history

wOBE, UBIIZAN LEa~y ReEZe— L ar 7 4 Xal—ay T—KRIZA->TWN5S &
FICERTDFEERLTVET,

hostname (config) # show history
show history
help
show history
enable
show history
config t
show history

BEEa<T VR avw vk S B
help BELFa~y RO~ T E2ERLUET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

showicmp W

show icmp

ICMP 27 4 ¥ a2 L—y 3 U &EFRRFT DT, Rk EXEC E— R C show iemp =2~ > R&ZfEH L
iﬁ—o

show icmp

TIAIE T 74V N OEBELHEIZH D EH A,
avY kK E—F WDOEF, ZOa~vr ReEANTELE—RERLTWET,
7747 94—) E—F [£%a2)F74 aVFTFXFb
TILF
avvy Rk E—F =Ty F |ZER DUV AVTFERE |[VRTL
¢§*§ EXEC . ° ° . °
avy FEE Jj1)—=x EEAR
BEfF Zoa<y NIEEFEO L O T,
FEHEDHS FS54Y showiemp 2~ K, ICMP 2> 7 4 Xal— a3 v EFERLET,
Bl WOHFTIZ, ICMP 22 7 4 X2l —3 a2 F L TWET,
hostname# show icmp
EEa< R clear configure icmp ICMP 27 4 F¥Fal— g ZHEELET,
debug icmp ICMP (2R T 57 Ny JHERORREA X —T M LET,
icmp X2 VT A TTIAT VAL U H—T = A ATHET 5 ICMP k7
T4y LT, T/ AHAERELET,
inspect icmp ICMP BT VoA F—TNEEEFT =7 VI LET,
timeout icmp ICMP D7 A RV ZA LT 7 hEeRELET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W showidb

show idb

AVE—T 2 A AR TT 0 v I ODRAT—F AT B ERRT HITIE, ¥ EXEC E— R T
showidb =~ R&fHLE7,

show idb

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FEANTELE—FZRLTVET,

27479 4x—ILE—F (X2 YFT4 a2TFRXFb

TILTF
avry kK E—F L—Tv K |&E# YU | AVTERE (VAT L
. —# EXEC . . . — .
av Y FEE )1)—x EEAE
7.0(1) Zoavwr RREAINE LT,

FRLEDHSFSM4Y DB, Ao X —T A ADY Y —AEEBTHEOONET — 2 fE T, £rRE&nsHhico
WTiE, Tl OEESR LT &N,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

showidb W
% WIZ, showidb =2~ RO AHIZ R L £,
hostname# show idb
Maximum number of Software IDBs 280. In use 23.
HWIDBs SWIDBs
Active 6 21
Inactive 1 2
Total IDBs 7 23
Size each (bytes) 116 212
Total bytes 812 4876
HWIDB# 1 Oxbbé68ebc Control0/0
HWIDB# 2 0xcd47d84 GigabitEthernet0/0
HWIDB# 3 Oxcd4cldc GigabitEthernet0/1
HWIDB# 4 0xcd5063c GigabitEthernet0/2
HWIDB# 5 Oxcd54a9c GigabitEthernet0/3
HWIDB# 6 0xcd58f04 Management0/0
SWIDB# 1 0x0bbé68f54 0x01010001 Control0/0
SWIDB# 2 0x0cd47elc Oxffffffff GigabitEthernet0/0
SWIDB# 3 0x0cd772b4 Oxffffffff GigabitEthernetO/O.l
PEER IDB# 1 0x0d44109c Oxffffffff 3 GigabitEthernet0/0.1
PEER IDB# 2 0x0d2c0674 0x00020002 2 GigabitEthernet0/0.1
PEER IDB# 3 0x0d05a084 0x00010001 1 GigabitEthernet0/0.1
SWIDB# 4 0x0bb7501c Oxffffffff GigabitEthernet0/0.2
SWIDB# 5 0x0cd4c274 Oxffffffff GigabitEthernet0/1
SWIDB# 6 0x0bb75704 Oxffffffff GigabitEthernetO/l.l
PEER IDB# 1 0x0cf8686c 0x00020003 2 GigabitEthernet0/1.1
SWIDB# 7 0xObb75dec Oxffffffff GigabitEthernet0/1.2
PEER IDB# 1 0x0d2c08ac Oxffffffff 2 GigabitEthernetO/l.2
SWIDB# 8 0x0bb764d4 Oxffffffff GigabitEthernet0/1.3
PEER IDB# 1 0x0d441294 0x00030001 3 GigabitEthernet0/1.3
SWIDB# 9 0x0cd506d4 0x01010002 GigabitEthernet0/2
SWIDB# 10 0x0cd54b34 Oxffffffff GigabitEthernet0/3
PEER IDB# 1 0x0d329lec 0x00030002 3 GigabitEthernet0/3
PEER IDB# 2 0x0d2c0aa4 0x00020001 2 GigabitEthernet0/3
PEER IDB# 3 0x0d05a474 0x00010002 1 GigabitEthernet0/3
SWIDB# 11 0x0cd58f9c Oxffffffff Management0/0
PEER IDB# 1 0x0d05a65c 0x00010003 1 Management0/0
26412, H7 AV EOBHEZRLET,
%+ 26-4 showidbstats D7 1—JL K
Z4—IL K B
HWIDBs T XTO HWIDB OffiatE#a £~ LET, HWIDB (X, v A7 AD/— R
T R—FTEIERENET,
SWIDBs FXT D SWIDB OffatEa £ R LET, SWIDB X, VAT LDAAL A

VHE—T 2 REVT A B =T 2 ATE, BEXORa U TF A MIEDY
THNTWABAS v Z—T =2 AT EIER SN E T,

HO—EHOWNEY 7 h 7 =7 £V a—/L b IDB #1EK LET,

HWIDB# N=FR 2T A B =T ADT N EZRLET,IDB v —47 v A&,
TRLA, BEOAS v E—T oA AL PBATICEREINET,

SWIDB# VIR 2T A B —Tx2AADTY ) ERLET,IDB v —7 v 2K E,
T RUVA, ®id2 vPIfID, BL A VX —T = A AL NEITICFRREINE
7T

PEER IDB# aVTFXFAMIEIVLETOENTWAEAS L EZ—T = A&~ LET, IDB > —

U AEE, T RVA, it A vPIfID, 2T F A MID, BXOA v & —
T oA AGNEATICEREINFE T,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W showidb
EEaITUFR avv kR HL]
interface A VHE =T 2 ALREL, AV F—Tx2Af A AT 4 X2l —T3g
F— FIZAY T,
show interface A VB—=T 2 A ADT LU EA L AT —RALHTEREF R LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show igmp groups

X2 VT4 TTIAT VACHEHEE R L, IGMP 1L > T —=v 7 Sz Ly —N"—n1bh b~
NTFFx AN INV—T%FKRT 52X, F#E EXEC € — R C show igmp groups =~ > R&fiH L

£

show igmp groups W

show igmp groups [[reserved | group] [if name] [detail]] | summary)

VR ADHA  detail (AT ay) EETOFEMRFHEERLET,
group (A7 a ) IGMP Z)v—7 D7 KL A, ZOF T a VBlERET 5
L FREANABBRITIEE L A—TFICET A L0 FIT 0 £,
if_name (FAFvay) MELEA VI =T =2 AD T NV—TIEREFRLET,
reserved (X7 ay) FRBERIN—FIZETAIEREFRLUET,
summary (AFvary) FIV—TMAOERNEREFT R LET,
TIAILE T 7 A N OBERHEITSH D EH A,
avY R E—F WOEIF, ZOavr FEANTELE—FEZRLTVET,
27A4F904+—ILE—F |[£X21YTF«1 a>TFX b
<ILF
avv kK E—F =7y F |&Ef# UM aAVvTEARAEF (VATLA
¥#E EXEC . — . — —
avy FEE J1)y—=x EERNR
7.0(1) Zoavwry RPREAINE LT,
FEREDHSFSAY F7va o5t x—U— FaE2T_XTEK L-%E. showigmp groups =~ > Fid, HEHEEE L

TWVWDETRTCOVNLNTFFY AN IN—TEITN—T T RLA, A F—T =R KA
A B =T oA AFFHNIERRLET,

7. BEW

il Iz, show igmp groups =~ > RO )l &R L E7,
hostnamef#fshow igmp groups
IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter
224.1.1.1 inside 00:00:53 00:03:26 192.168.1.6
EZEa<v K avvk AR
show igmp interface A —T 2 ADVAFFx A MERERRLET,

CiscotF¥aUT4 ZFISAF7VRARVF YITPLVAR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Bl show igmp interface

show igmp interface

AVE—=T 2 A ADS VT F ¥ X MEREFR T HITIL, Fi#E EXEC *£— R C show igmp interface
avy RefERLET,

show igmp interface [if name]

DB VY ADEBH

FI2+ILF

if_name (A7 ay) BIRLEA LA —T 24 AD IGMP 7 — 7R A £ L
7,

T 74N FOBIERHEIZH Y A,

WOEIZ, ZOavr FEANTELE—FERLTVET,

274794 —)L E—F |[FaUT4 a2TFRFb
TIVF
avU kK E—F —Tv F |EB DU AVTERE (VARTL
H#HE EXEC . — . — —
av Yy FEE Jy—=x EERE
7.0(1) ZOavwy RBNEESNE LIz, detail ¥—7— RBHIBRESNE Lz,

FEREDHS FS1Y

]

F7a O if name 51E8E B Liz854 . show igmp interface =~ > KX T _XCTHOA ¥ —T =
A ADEHRERRLET,

&IZ, show igmp interface =~ > NOH B ERL 9,

hostname# show igmp interface inside

inside is up, line protocol is up

Internet address is 192.168.37.6, subnet mask is 255.255.255.0
IGMP is enabled on interface

IGMP query interval is 60 seconds

Inbound IGMP access group is not set

Multicast routing is enabled on interface

Multicast TTL threshold is 0

Multicast designated router (DR) 1is 192.168.37.33

No multicast groups joined

BEaTR

avwvk B

show igmp groups X2 VT4 TTITAT AL lﬁ&‘@méh’m\é FE. BIO
IGMP i@ UL CT —=V 7 SNTZEHEEFFOYNLT Iy A~ 7
N—TRKRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show igmp traffic W

show igmp traffic

IGMP +7 7 4 v 7 IZBT DHaHERZ £R"T 5121, $5#E EXEC & — K C show igmp traffic =~
v REFERLET,

show igmp traffic

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

TI24IE T 7 H ) F OBEREIZH Y FH A,
= ROFKIEX, ZOavr FEANTELE—RERLTHNET,
T7A4724—ILE—F |[EFaT4 AVTHFREb
ILF
avY K E—F V—Ty F &l YU AVTERE |VATL
FiHE EXEC . — . _ _
av Yy FEE ))y—= ETENE
7.0(1) Zoa~vy FREASNE L,
£l WIZ, show igmp traffic =~ > KOHAFIEZRLET,
hostname# show igmp traffic
IGMP Traffic Counters
Elapsed time since counters cleared: 00:02:30
Received Sent
Valid IGMP Packets 3 6
Queries 6
Reports 1 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets
Martian source 0
Bad Checksums 0
EEa<UF avwvk BiEA
clear igmp counters T _T O IGMP FEHER D v o X 2 EELET,
clear igmp traffic IGMP h7 7 47 By BEEELET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show interface

show interface

A H—=T oA AT HFEHEHRE FERT HI121E. =2 —Y EXEC &— K T show interface =1~
REFERALET,

show interface [physical_interface[.subinterface] | mapped name | interface_name | vlan number]
[stats | detail]

DUBYYADBH  detail (ATvar) B —7 oA ZAOFEMRERE ZR LET, ZORHITIE,
AVHE—=T oA APBIMSNNEF, BEINTOVDHIREE, EBEORIEN
EEN. ERFRA—T 4 70 asr-group I~ RIZL - TA F—T /T
RoTWAHEAIE., TR —T 4 o T OFEHERbEENTWES, T
RTCDA LV E—T 2 A R %R AT HEE. SSM HORNEA v F—T7 =4 X
23 ASA 5500 > U — R X2 VT 4 TTITAT VAL A R—Jb
SNTWNDELEXL, ZNHDA L F—T oA AT HERNERINE
T, WEA v F =T oA AF, 2—FRRETHZ LI TEERFA, 20
HHRIT, T T OHREEHE LD TT,

interface_name (A7 a ) nameif 2~ RTCRELTA VX —T oA AAEHELE
o

mapped_name (AFvay) s VFarsTFANE—RT, v I74%
allocate-interface =~ > R&ZfEH L THID Y TIGA . £D4ARTEHEELE
o

physical_interface (A7varv) £ #—7 =41 AID (gigabitethernet0/1 72 Y) ZI5T L F
9, FEHTEZ AEIZOVTIL, interface =2~ REZRBL T ZE 0,

stats (F7HNWR) A0 F—T7 oA RHTHHEREMEHERER T LET, =
DF—TU—REIT7AN N ThHDHD, ANEEKTEET,

subinterface (FTvay) wHEYTA T —T = A% 1 ~ 4294967293 O &
RELET,

vlan number (X7 ayv) HBIABR AL »F ZHD ASAS5505 Bt x5 4 77

FGAT U AREDET MK LT, VLAN A V¥ —T = A A& ELET,

TI2FIEF F T a VERELRWEAIT., TNTOA v Z—7 = A AT L EAR R ERIEREN
i‘ﬁ—o
avy kR E—F WORIT, ZOa<wr FEANTEALE—RE2RLTWVET,

T7L4T7 24— E—F €XaUT4 aVTFRXEH
TILTF
avry kK E—F =Ty F |&E# YU AVTERE (VAT L
T —]j- EXEC . . . . 0
av Yy FEE Jy—= EERE
7.0(1)(1) ZOavw U KB LA U —T oA AFSTHRERD ANnD X9

BEESI., WRNRIEBETZ T H720D0 stats ¥—7— K, BIL O detail —
U—RKBRBMEhE L,

7.0(4) ZDa<wy RIZAGESSM A v Z— T = A ADHR— "B ENE LT,
7.2(1) ZDavwry RICAAL v F A F—T 24 ZADVPR—FBNBMENE LT,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 26 &

show ddns update interface 1< > F~ show ipv6 traffic a< > F

EREDAA K314

|

show interface M

AVE—T 2 A ANEEOa T XA FTHEINRTHDHEEIE., 2V THFAMITIODavw R
EANTHE X2V T4 TTIATVRAFBHEDO 2T X A MCBET HMEHERDO AL R L F
T, ZDOaAvwy REVAT AF[TAR—ATYH A 2 —T A AL TANTDE, X2V
T4 TTIAT L RTTRTOa L TX X NOREREHEREFRLET,

PTA B =T = RCH L CRR SN B RAHFRORIT, WHLA > ¥ —7 = 4 A L THRRS
NBHAHROBKDOY 72 v hTF,

AV HE—T 2 ALV AT DFITAR—ATHEAT S Z &I TEEHA, ZHUL, nameif =<2
RiZar 7% A MNTOARFEHATE 572D TT, [EEIC, allocate-interface =~ > K& L TA
VAT AARAID AV Y ELU TRy BT LESE, EOYy BT AT TR A RNT
DIEHTE F9, allocate-interface =~ KT visible ¥— 7 — RE&R T LIZHAE. X274
T 7Z A T > AL show interface 2~ FOHNIZA X —T A ZADID #FERLET,

FoRSNLHIZHONTIE, T OEHEZEZRLTIES N,

Iz, show interface =~ KOH B EZ R L E 4,

hostname> show interface
Interface GigabitEthernet0/0 "outside", is up,
Hardware 1s 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Full-duplex), Auto-Speed(100 Mbps)
MAC address 000b.fcf8.c44e, MTU 1500
IP address 10.86.194.60, subnet mask 255.255.254.0
1328522 packets input, 124426545 bytes, 0 no buffer

line protocol is up

Received 1215464 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
9 L2 decode drops

124606 packets output, 86803402 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

input queue (curr/max blocks): hardware (0/7) software (0/0)
output queue (curr/max blocks): hardware (0/13) software (0/0)

Traffic Statistics for "outside":
1328509 packets input, 99873203 bytes
124606 packets output, 84502975 bytes
524605 packets dropped
Interface GigabitEthernet0/1 "inside", is administratively down,
Hardware 1s 182546GB rev03, BW 1000 Mbps
Auto-Duplex, Auto-Speed
MAC address 000b.fcf8.c44f, MTU 1500
IP address 10.10.0.1, subnet mask 255.255.0.0
0 packets input, 0 bytes, 0 no buffer

line protocol is down

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/0) software (0/0)

Traffic Statistics for "inside":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
Interface GigabitEthernet0/2
down

"faillink", is administratively down, line protocol is

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show interface

Hardware 1s 1i82546GB rev03, BW 1000 Mbps
Auto-Duplex, Auto-Speed
Description: LAN/STATE Failover Interface
MAC address 000b.fcf8.c450, MTU 1500
IP address 192.168.1.1, subnet mask 255.255.255.0
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
L2 decode drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions
late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/0) software (0/0)
Traffic Statistics for "faillink":
0 packets input, 0 bytes
1 packets output, 28 bytes
0 packets dropped
Interface GigabitEthernet0/3 "", is administratively down, line protocol is down
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex, Auto-Speed
Available but not configured via nameif
MAC address 000b.fcf8.c451, MTU not set
IP address unassigned
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
L2 decode drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions
late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/0) software (0/0)
Interface Management0/0 "", is administratively down, line protocol is down
Hardware is 182557, BW 100 Mbps
Auto-Duplex, Auto-Speed
Available but not configured via nameif
MAC address 000b.fcf8.c44d, MTU not set
IP address unassigned
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
L2 decode drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
babbles, 0 late collisions, 0 deferred
lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (128/128) software (0/0)
output queue (curr/max blocks): hardware (0/0) software (0/0)

o O O O o

O O O O o

O O O O O o

#2652, 74—V ROHAZRLET,

%% 26-5 showinterface ® 71 —JL F

Ja4—ILE 8

Interface /D A B =T =4 RAID, 2T FARMHNTIL, allocate-interface =~ > T
visible ¥— 7 — REZRTELBRWRY X2V T 4 T IAT VAT~
VI% @BRESHTWDLER) 2FRLET,

“interface_name” nameif 2~ RCRELIEA LV F—T oA A%, VAT LANTI DAL
BRETDHZLIEITERNED, VAT LAFITAN—ATIE, 2O 41—/ K
IFZEA T, ARTERE L TR WSS I, Hardware TTOZICIRO A > & —
URERRINET,

Available but not configured via nameif

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show interface M

%% 26-5 showinterface D74 —JLF (#Z)

Za—ILF

g&

BR

is state

BEREE, ROWTHNTT,

s i AUF—T A AT T Yy P U UINTHERA,

e administratively down : A % —7 = A AL shutdown 2~ N T ¥ v
T SRTVWET,

Line protocol is state

EIFROREE, ROVT N TT,
« WpEALTWB S —TANRRy hT—2 A2 X —T = AR SN
TWET,

o down: F—TNARESTWNEND, A F—T A A aART ZITHERES
NTWEFA,

VLAN identifier

YTA L H—T A AP VLANID,

Hardware

AVE—T oA ADEA T, KERIF, 727y 7 2AHFK, BIOHE

E, VoI NA T LTWDREEE, Ta7 by 7 A EEITREMN

FRENFET, VI BEHMELTWAEA, 26D 7 4 —/L RIZITERED

WENDva () THENRTREE L LIZFRREINET, RIT, —&x67%

N—RUxT A TERLET,

o i82542:PIX 7T v F 74— THHIND Intel PCL 7 7 A N X HE »
N —F

* 82543 :PIX 7T v h 7+ —ALTHEHIND Intel PCI-X 7 7 A /N X
By bk A—FR

o i82546GB : ASA T v N7+ — A THA SIS Intel PCI-X #lHRFH
B b

e i82547Gl: ASA T v N7 F—AL TR I T L —r L THEHEND
Intel CSA R T E » b

e i82557 : ASA 7'T v N7 — AL THHAIND Intel PCI $ifg~7 7 — A b
A —=PF K

e i82559 :PIX 7T v hN 7 A —ALTHHAIND Intel PCI $ifR~7 7 — A b
A= x>y bk

VCS7380 : SSM-4GE T 415 Vitesse Four Port ¥ H > b A A v F

Media-type

(4GESSM A v H—T =2 A ADI) A Z—T = A AN RI-45 £7-1% SFP ®
WINE LTRESNTWDEINERTILET,

message area

FEDIRIT T, Avb—UREREND T ENHY T, ROPIZSHL
TLEEW,

o VAT LF[TAN—ATIR, RDOA v b —VREREND ZENBHY £
To

Available for allocation to a context

o AHIZRELTWRWERIE, ROA v E—UNRERINET,

Available but not configured via nameif

MAC address

A H—=T 2 A ADMACT KL A,

MTU

DA VHE—T oA ATHEIND N v bORKRFA X (A NHAL)
A B =T oA AL EZHREL TR WES, 207 4 —/L FIZiZ TMTU not
set] EFRRENFET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show interface

%% 26-5 showinterface D74 —JLF (#Z)

J4—IL K Bl

IP address ipaddress =~ > R&MHEHA L CHE L, £72IE DHCP — "\ H2E LT
AVHE—=T 2 APT KL A, VAT ANTIPT RLAZERETHZ LI
TERWED, VAT AFETAR—=ZATE, 2D 7 4 —/L KT TP address
unassigned] &R RINFET,

Subnet mask IP7 RLADY TRy h <RA7,
Packets input DA UE—T 2 AT ENT T v MK
Bytes DA E—T 2 ATZEINT A MK,
No buffer ALY VAT ADNY T 7 A= AN T2, BEEINT-ZER

By RO, T O%E . RSN B LT EEN, £ —F %y
%y hT—27 EOT7v— KXy 2~ A=A, <A, ARy
T ARy R BRNE L ICEERH 0 ET,

Received:

Broadcasts ZEINEZ7To— Ry 2 MO,

Runts B/NRD T > R A (6434 F) LD /NS W DIZFEIEIS N T
ro¥, T2 N ORKIE, WEIIEE T, REYRERSCER T EHS R
Lo THRETDHZELHD £,

Giants BRATy b A XEBZTVDEDICEESNE Yy NO¥, 2L 2
X, LSI8 A hEBADA— Ry b 2Ty NITRTOY AT R ER
mINET,

Input errors TR LA A THEDT, AT T—0kEk, ANZBEBRL TS Zof
DTT7—b, AT T —OEPEMT DIREIZ2 £5, £2, —HOT —
BTTNIEBEDT T — %205 L TWAHZEbHY ET, LER->T, 20
AFHEIE TR LA A IO WTEREINDI T T — D E B2 D550
HoFEF,

CRC KETLEBREZ T —0, AT —Yaid, 7L—2b%2%ETHLEICT
L—AKREIZCRC ML ET, ZDOCRCIE, 7L—AIZEENTWVD
T HZHEDNT, T Y XA TERSNET, EExEsmkod
MT7 L —ansEsniGat, EXaV 70 77747 A%, CRC A
—H LRI EERERMLET, CRC DIEAKE < 7 DKL, 181 H 2L
N RETF—HEEHELTWVWDLAT— 3 TY,

Frame TL—h =T =08, RE7L—AZE, RENR@Y 7y b E£7
X7 b= Fov 7P LAOELL Wy FREENTHET, Zo=x
T —NBAET HFERE, EEIIEES, WEL TS A —TFFxy b TS
AT,

Overrun ANV—= bR eFXa VT4 TTIAT LV ADT —ZWMBFES M2 7=1-%
W ZE LT =2 atXa ) T4 TTIATUANRN—RT =T Ny
TS I ENTE RS A,

Ignored AVE—T 2 AAXAN—FRT 2T ONHTNNy 77 BARE LD, 1
H—T 2 AL TEBEINTZZEAT Y O, oDy 7 7%,
Ny 77 OHHATHNZERRZV AT A RNy 77 LERIOLOTE, HBHES
NoHEIT, 77— & ¥ A b A h—L L= MNEF AR & 72> THIN

THHEAELHY ET,
Abort ZOT7 44— RIMERHINEEA, ZOMEITHFIZ0TT,
L2 decode drops £ i (nameif =<2 FT) FHEINTWRNWED, F72I1388)7: VLAN

ID #F27 L—L%EZE L7202, Fay7ZE&hi= 7y ok,

Cisco t¥aUF4 PF3A4F7YRATVEYIT7ZLIUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show interface M

% 26-5 showinterface W74 —IJLF (#Z)

TJa4—ILF BILL]
Packets output DA HE—T 2 A ATEREEINTZ T v MK
Bytes DA R =T A ATHEEENT- A ML
Underruns FIUVAI v XOEEERENEX 2T 4 T 74T 2 AOMNBEE Z |
[a] > 7= [B1%%,
Output Errors HENBFESNTWARKREBEBZ DI BESNR o177 L— 23,
TDOATURE, Fy hU—7 NTT 4y I BRREVEITEMLET,
Collisions A —Hxy MEZE (1 DEITEROEZR) BEKT, FEsnizA vy t—

¥, ThUT, @E. WELTERLLAN ((—%xRy b A—F A ERIEE
TN =T ANETEDL, AT a VR E—Z N3 DL ED
H.FEFIEI A — NG SN~ LT FE—F NS — RS TX5) T
FAELET, BRELEZA7ry MI M7y MeEoT—ERZTF Tk
ShET,

Interface resets AVE—=TzAANRY By FINTZE, A & —T = A A0 3 BHEMEET
ERWEAE, EX 2V T4 T IAT LV RFIA v Z—T =2 A% VY b
LT, mEZ2HEALET, ZOMBOM G, EkBIMREINNET, 1
2 —T A ADYE v M, 4V5 Tz ANN—T RNy 7 ST
FliEvyy MU EANTESEAEICLEID T,

Babbles %ﬁm(rmmbji\h7xz:y5#4/5w7:4ximmiofw
LIEMA, HREO 7 L —LADEERICET LR ABI - L2 E®RLE
T

Late collisions BENERINDIBEEDOY £ RTICERINRVEENFAE LD

BEINR o127 L— MR, B 22T, N7 > FOEBEETEL TR S
NAHHEETT, BEIL. Z0LH5R 2 LITB IRV E RS> TWET,
20D =Ry kAR NPRIFFIZEEZRATZSGE, Wil A RS R
ey FOBEERI LCH TR Ny 747950, 2FHDOEA N1 KB
DFEA NDOBEICKINTEELET,

BEIEEZE N RAE LI A . T3 ADREIVAATA —H 3y b ETR7 v b
DIEE 2RI, FIEE _’zﬂen VT4 TTIAT AWy bO%EEE—
HETLET, X207 0 T T7AT 2 RE, T v NORYIOE D
ATy 77T TIRBIL T LE S TWDRREMENRH D 72D, /37 v |
ZHEEFELER A, Xy NU—F0 7 Fa banit, Nry bEFEEET
%2 L TEEICRHLT 2 L OIZEF SN TWA T, 2K E RBETIX
bV EFA, LU, BIEEEIIR Y T — 7T Eiﬁﬁﬁrﬁ‘é: LERL
FT, < HOIMEL, VE—FEMELERLTIBELEX Y hT—7
B L OGN CEMEL T A A —Y Ry b *y hT—27 TT,

Deferred Vo2 b7 7T 4 €7 4 BRET, BERNIE Sz 7 L— 23,
Rate limit drops (4GE SSM 1 ‘/5 Tz A ADR) BEEHENRF AL Y FTERNA v H—
T a2 A A%EFREL T, 10Mbps B DHETIE L L D & LA, F
oy éﬂf_/\# v F@iﬁo
Lost carrier {RIEPUTHEE 52 H R L7z B
No carrier AAEH,
Input queue ANF2—IZA>TWNDH 3y bO (BITEE & HKE),
(curr/max blocks):
Hardware N—=FRT =T Fa2—HNDO/7r vy DL
Software VIR =2T Fa—HNORT v NOH,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show interface

%% 26-5 showinterface D74 —JLF (#Z)

Za—ILF

g&

BH

Output queue

(curr/max blocks):

HAF 2 —IC A2 TWBAT v % GRIEE & F&KE) .

Hardware

N=RT =T Fa—HNOY Y hOK,

Software

VT RT 2T X a—NDS DR

Traffic Statistics:

fg. B#E. IRy 7anzVry hokk,

%
Packets input ZEINT Ry OB LA FDSL,
5

Packets output

BENT 7y FOEE AL SO,

Packets dropped | Kz v 7" L7237 v F D%,

WIZ, ASA 5505 It X 2 VT ¢ 77547 A TO show interface =~ > RO Az~ L
$9, A vF R— IR EENET,

hostname# show interface
Interface Vlanl "inside", is up, line protocol is up
Hardware is EtherSVI
MAC address 00d0.2bff.449f, MTU 1500
IP address 1.1.1.1, subnet mask 255.0.0.0
Traffic Statistics for "inside":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Interface Ethernet0/0 "", is up, line protocol is up

Hardware is 88E6095, BW 100 Mbps

Auto-Duplex (Half-duplex), Auto-Speed (100 Mbps)
Available but not configured via nameif

MAC address 00d0.2bfd.6ec5, MTU not set

IP address unassigned

407 packets input, 53587 bytes, 0 no buffer
Received 103 broadcasts, 0 runts, 0 giants

0
0

input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort

L2 decode drops

43 switch ingress policy drops

0

O O O O o

packets output, 0 bytes, 0 underruns

output errors, 0 collisions, 0 interface resets
babbles, 0 late collisions, 0 deferred

lost carrier, 0 no carrier

rate limit drops

switch egress policy drops

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show interface M

#26-6 I ASASSOS WX 2 VT 4 TTITA TV RIREDAAL v F f v H—T A AT
% show interface 2~ > RDK 7 4 —/L KOFHI %R L'E T, show interface 2~ > R TERIND
T4 =L RIZOWTIL, £26-522BLTLZEN,

%266 RAYFAVA—T1ARIZET S showinterface D7 1 —IL F

Za—ILF

A

switch ingress policy
drops

O RNuy F3lEE, A= MR EFICRESN T RWERICE RS E
T ZONu Yy FFE T AN PELF2 =Y ERDOAL v F H— FEE
DFERE LT ATy BBRAA v F R— PN TIEFICEE SN RVEAIC
WA LET, ROLHRar 74 Xal—va NI Ry 7ORKE
BALNET,

e nameif 2~ RN VLANA V' F—T =2/ A TREINFEHATL,

~

GE) FIUVLANODA L Z—T A AL LT, nameif 7~ RBHRE S
NTWRho A5 TH, VLAN N TAL v F U I RIER Thil
X, Zoh o2 LER A,

e VLAN® Vv v M D LET,
s TIURAR—INBNRIQZITFE Ty haZELE LT,

o MI U R—IN, FAENTWRWE Y FI13 X V& ThuvoR
Ty hEZELELE,

switch egress policy
drops

BEFH S TOERA,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

W show interface

&IZ. show interface detail =~ > ROHNBIEZ R LET, ROFITIE, T XCTHOA L H—T = A A
BT 23R A ¥ —T oA AFEHERE RS L COET, ZOFRICIT, NS 2 —T7 A
AT T v N7+ —LIFET 256) BE L, IEFRL—T 1 77 asr-group =+ > RiZ K-
TA F—T Mo TWBHAIE, IV —T 1 V7 OFRERbEENTVET,

hostname> show interface detail
Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Full-duplex), Auto-Speed(100 Mbps)
MAC address 000b.fcf8.c44e, MTU 1500
IP address 10.86.194.60, subnet mask 255.255.254.0
1330214 packets input, 124580214 bytes, 0 no buffer
Received 1216917 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
9 L2 decode drops
124863 packets output, 86956597 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/7) software (0/0)
output queue (curr/max blocks): hardware (0/13) software (0/0)
Traffic Statistics for "outside":
1330201 packets input, 99995120 bytes
124863 packets output, 84651382 bytes
525233 packets dropped
Control Point Interface States:
Interface number is 1
Interface config status is active
Interface state is active
Interface Internal-Data0/0 "", is up, line protocol is up
Hardware is 182547GI rev00, BW 1000 Mbps
(Full-duplex), (1000 Mbps)
MAC address 0000.0001.0002, MTU not set
IP address unassigned
6 packets input, 1094 bytes, 0 no buffer
Received 6 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
L2 decode drops, 0 demux drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions

O O O o o

late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/2) software (0/0)
output queue (curr/max blocks): hardware (0/0) software (0/0)
Control Point Interface States:
Interface number is unassigned
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| 26 &

show ddns update interface 1< > F~ show ipv6 traffic a< > F

show interface M

% 26-7 12, show interface detail =~ > RO 7 4 — )L RO#HAZ R LE T, show interface =~ >
RTEREND T 4 — /L RIZOWTIE, £26-5 2L TLEE0,

52 26-7

show interface detail ® 27 1+ —JL F

14— F

AR

Demux drops

(W T —% A F—T A ADH)SSM A » H—T = A ANH DI
Ty heXa )T 4 TTIAT VUV ANHSENL TR0
W2, ey 7 &N ry hO#, SSM A v X —7 =4 AF, Ny
IV =V ERBALTCRAT AT AV F—T oA ALWBEL, ED
SSM A v 2 —T 2 A ANLDONRTy hb Ny 7 FL—r ETHEL
EhET,

Control Point Interface
States:

Interface number

ZDA B =T = A ZAPMERENNEF 2w d . 73y ZIER &
L%, 0 bl SNET,

Interface config status

BEIREE, ROWFRNTT,

o active: f A —T A ATy hETUENTWERA,

e notactive : f X —7 = A Al shutdown =~ R TV ¥ v &
7 ENTWET,

Interface state

AVHE—T oA ADEEDORIE, 1L A EDYA, ZOREZ ED
config status & —FH L TWET, ~"A TXA TV T 4 ZRE LTS
BE, ExX 2V T4 TTIAT VAIBBEIS LT, 4 —T =
AAFZREBEZIZ Yy N T UTH0, —BHLARWEERH Y F
R

Asymmetrical Routing
Statistics:

Received X1 packets

DAV H—T = A ATEZ[EEZ NI ASR N7 MR,

Transmitted X2 packets

DA UH—T oA ATER SN ASR 37 > &,

Dropped X3 packets DA VHE—T oA AT Ry FENT ASR N7y bk, 7w b
DRy TENDEOX, Ty hERELEY L Lt &I & —
T2 A ANE T LTWBIEAETT,
EEavTUF avok SiEA

allocate-interface

X2V T4 A THRANMNA UV HE—T oA RABIOYT A
H—T A A%EY Y TET,

clear interface

show interface =~ KO H v o ZZHiHELET,

interface AV HE =T 2 AR EL AV HF—T 2 A AT 4 Fal—
varyE—RICADET,
nameif B =T 2 AL EHRELET,

show interface ip brief

AV EBE—T A ADIPT RL AL AT —EZ 22T RTLET,
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$£26E

show ddns update interface I > K~ show ipv6 traffic a< > F |

MW show interface ip brief

show interface ip brief

AHE =Tz A ADIPT RLAELERT—H A% FKRT BHI21E, Fi#E EXEC “E— KT show interface
ip brief =~ FAEH L E7,

show interface [physical_interface[.subinterface] | mapped_name | interface_name | vlan number] ip
brief

YR YY) ADEBHA

(A7 ay) nameif 2~ R THRE LAV H—T = AL EHELE
T

(AFvav) ~LvF ary7FXFALN ET—RT, vy U I4%
allocate-interface =~ > R&H L TEH Y ¥ CIGE. TOLARIZEEL
7,

(A7vav) £ % —7 x4 AID (gigabitethernetd/1 72 K) ZI5E L E
I, EHTE AEIZDOWVWTIL, interface 2~ FEZSR L T 72XV,
(AT ay) WY T A F—T A A& T 1 ~ 4294967293 DK &
fRELET,

(A7 ay) MBIABRAA »TF EFFD ASA 5505 @IS X 2 VT 4 7
TIAT VAR EDET M LT, VLAN A VX —T = A AEIEELF

interface_name

mapped_name

physical_interface

subinterface

vlan number

—é—‘o
T24ILE A E =T 2 A AERELRVGE . EX2 )T 4 TTIA TV RAETRTOA =T =4 A%
FrLET,
avvkFE—F WOKIT, ZDaxr Fe ANTELHE—FaRLTWET,
T7A4724—ILE—F |[E¥aVT4 AVTHFRXb
TIF
avY K E—F L—Ty F |EE UL AVTFERE (VAT L
FeME EXEC . . . . _
1. Management0/0 f > % —7 = A AL IV T A &2 —T = A ZTKF LT OAfEHATHE,
av Yy FEE Jyy—= EERE
7.0(1) Zoa~vy FREASNE L,
7.2(1) ZOa~vy RIZ,VLAN A ¥ —7 = A ZADH R — k| B LT Management

EREDHS F31>

000 A B —T oA ZAFETNTYTA 2 —T oA ZADOYHR— K (FBEE—
R) 2B iE Lz,

~J)LF aT XAk F— KT, allocate-interface =2~ FZEHL A ¥ —T7 =2/ AID &~ v
U LEBRE, TOS v BV TR ERIIA A =T 2 ALIF T HF A FNTORIBETE £
ﬁ—o

FoRSNOHIZHONTIE, T OEHEZRLTIES N,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| 26 &

show ddns update interface 1< > F~ show ipv6 traffic a< > F

show interface ip brief Wl

£l WIZ., show interface ip brief =~ > NOHAFZ R LE T,

hostname# show interface ip brief
Interface IP-Address OK? Method Status

Protocol
Control0/0 127.0.1.1 YES CONFIG up up
GigabitEthernet0/0 209.165.200.226 YES CONFIG wup up
GigabitEthernet0/1 unassigned YES unset administratively down down
GigabitEthernet0/2 10.1.1.50 YES manual administratively down down
GigabitEthernet0/3 192.168.2.6 YES DHCP administratively down down
Management0/0 209.165.201.3 YES CONFIG up

# 26812, &7 4 —/V ROBAERLET,

% 26-8 show interface ip brief D7 1 —JL F

T4—ILE HL]

Interface A H—TxA XD, v/NF 3T F AL E— KT, allocate-interface =~ >~
REMALCY vy BV 7R ERE LTS AIE EO4RL, TXTOA v ¥ —T =
42%§TT5ﬁWAE%Mm@W$4/ﬁ 7 = A AN ASA B ¥ o
V754 TFIAT VAL VA R—LENTWVWSLEXE, ZbHDA X —
T ATETHEROEIRSNET, WA o F—T = 2F, 2P
ETDHIEFTEERA, ZOERIT, Ty 7DRERML LD TT,

IP-Address A B =T 24 ADIP T KL A,

OK? ZOHRT NI, BEIEASRLTOETA, ®IZ [Yes) BDERESNET,

Method A Z=T A ANIPT RLRAZXZAE LTz & & DGk EITE, ROHDRH
%9,

e unset: I[P 7 RLARREISNTNEREA,
e manual : FEITa 7 4 Fal—TalERELELE,
e CONFIG: AX— T v a7 4 FX¥al—varmba—RRLFELE,
e DHCP : DHCP #— 1\ bHEZfE L E Lz,
Status FHIREE, KOWTANTT,
s up i AU —T A RF VY Y RETUUENTHNERA,
* administratively down: { % —7 = A A% shutdown 2~ > RT¥ v v ¥
U INTNET,
Protocol EFROREE, KOWFT T,
s wpHEALTWAT—TNANRRy NT—7 L X —T x A ATEHLINT
L\iﬁ—o
o down: ZF—TNARRSTNEND, AV F—T oA A X7 ZIZERHIINT
WEHE A,
EEa<T UK avok BiEA

allocate-interface

X2V T4 A THFAMA VAT 2 ABLIOY T A U H—T =
A A&EID B TET,

interface AV H =T 2 ALREL, f vV H—T xR AT 4F¥a2lb—T g
E— FIZAY £7,

ip address AVE—=T A ADIPT FLAEZRELET, 72X ZWR7 747
UA—VOEEIP T RUAZRELET,

nameif AVE =Tz A AL ERELET,

show interface

AVE—T A ADT L EA L AT —FALFEFEREPERLET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Ml show inventory

show inventory

*yF7%7?ﬂ4XK4VXFEwéM\@&D(Hm NR—=T 31D (VID), ¥V T LES
(SN) ZHID HJTHNTNDLTRTOY AT HIERE R RT DT, =—P EXEC £—
Fitiﬁ%Enﬁ%~Ffﬂmwmmmy:V/b%ﬁﬁbi¢ YA T 4T 412 PID
MWETD B TOHENTWRWEE, O T 47 3B ST, ERINEEA,

show inventory [slot]

R YY) ADERHA

slot (A7Fvarv) SSMAuy hEBEEELET (VAT AIZARY HO),

FIA4ILF AR P ERRTEZAD Y FERELRVEAIE, KOXHITAFLENET,
o BFEEHT, T XTDSSM DA Xy MY ERNRFRENET,
avy kK E—F WORIL, TOavwr REANTEHE—RERLTVWET,
7747 94—) E—F [£%a2)F74 aVFTFXFb
<ILF
avv Rk E—F =Ty F |ZER U aAVTEARABM (VAT L
Ja—s)L a7 4 Xal— | * . — — .
va v
avy FBE Jjy—= TEAR
7.0(1) BT v T DINS RIS,

EREDHS F31>

show inventory =~ > N, £ AaflGioA X N % UDI BTG L, R LET,
UDI %, #ID (PID), S—Y 3 ID (VID)., U T7/FES (SN) L9 3 OOREDOFT — X B
FHERBE LD T,

PID I%, HfhZ ZHCWEE K BBOAFRT, ekl TG4 ) /203 TR E] LEEh v
HODOTT, T, S EREWR S THEXWEEL oA 55T,

VID 1%, 8D A=Y g T3, WEAKRE IS &, VID 2355 LE9, VID X, ®GEF @M
(PCN) IZOWTHELIZERTA KT A 2 Tdh 5 Telcordia GR-209-CORE 12 S\ 72, kg 72 7 1
TR TS SNFET,

SN 1, LR R 5N S — il H O 5T, B S h S AT, MERHCEI D 4T Hh
B BOY ) TAEBERIELTEY .~ ORBHRECIERCE FE A, COFHE, RAD
BEDA A5 L A a2 CHRIT D b DFETT,

UDI TlI. SN2 T 4T 4 LFERE T, v —3IRED—EOZ T 4T 1%, Ay "
EOFMZ T AT A4 52REBELTVWET, 20T 4T 41F. VA2 =T 4T 4 Rl EREE T
I XN R FRIEICE- T, 11T 1 T oFRrEhE T,

show inventory =~ > R&A 7 a VIR LCHEHT 2L Xy N —7 TRAL AL VA F—/L &
Ni-, PID ZED Y THNTVWAL AT T T 4T 4 DY A MRFRESNET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show inventory W

1 Wi, F—T— RESIEEIRE LRWEE O show inventory =~ > RO A ZRLET, ZOH
HBITIE, —=ZIZA A b= SN, PID ZE D B THNTNDHY AT 2T 4T 4 DY A |
MERRINLTNET,
ciscoasa# show inventory
Name:"Chassis", DESCR:"ASA 5540 Adaptive Security Appliance"

PID:ASA5540 , VID:V01l , SN:P3000000998

Name:"slot 1", DESCR:"ASA 5500 Series Security Services Module-20"

PID:ASA-SSM-20 , VID:V01l , SN:P0000000999

Name: "power supply", DESCR:"ASA 5500 Series 180W AC Power Supply"

PID:ASA-180W-PWR-AC , VID:V01 , SN:123456789AB

ciscoasa# show inventory 0

Name:"Chassis", DESCR:"ASA 5540 Adaptive Security Appliance"

PID:ASA5540 , VID:V0l1l , SN:P3000000998

ciscoasa# show inventory 1

Name:"slot 1", DESCR:"ASA 5500 Series Security Services Module-20"

PID:ASA-SSM-20 , VID:V0l1l , SN:P0000000999

#2693, ZOHNCERREND T 4=V FIZOWTHMALTVET,

52 26-9 show inventory M7 4 —JL FDERHA

Z4—ILF B

Name VAT 4T AIZED Y THATW AL (TF A FFS)), To&
T, TS ZAOYBL A R —F v MRS 2y 7 RTHES W, T
EDaryy —NFEHELIFEMEI R -3 FES (F— FEELE
Va—/V#%EH) TT, RFC 2737 @ entPhysicalName MIB Z %240 L 97,

DESCR FTV =l NORHEERT . VAT =T 4T 4 OYERRYRE, RFC 2737
@ entPhysicalDesc MIB UYL £ 7,

PID =T 4T 4 OB ID, RFC 2737 @ entPhysicalModeName MIB ZE40(Z AR L
i‘é—o

VID T2T 4T 4 D= 3 2 1D, RFC 2737 @ entPhysicalHardwareRev MIB 28 4%
WY LET,

SN D) 7 LFE S, RFC 2737 @ entPhysicalSerialNum MIB ZE42(2 48 L %
‘g_o

[SEEEIAS avvk EL]

show diag Fy hU—7 TNRALRZONWT, arba—J A F—Tx( A
Tatyth, K—h THETLOBWIERERRLET,

show tech-support N—ZBEZRE LI X, V—FICET - EERER L
iTo

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show ip address

show ip address

AH =Tz ADIP T RLAFITBBRET— FOFEIP 7 R L A2 R AT 5I21E, FHE EXEC
E— N T showip address =~ > RZFEHL 9,

show ip address [physical_interface[.subinterface] | mapped_name | interface_name | vlan number]

DUB YY) ADB  interface_name (A7 a ) nameif 2~ FCRIE LA W F—T = A ZAXEREL E
K
mapped_name (AFvay) sVvFarsyFAFE—FT, ~v U I4%
allocate-interface =~ > RAfH L THIV ¥ TlHZE, TOL4RIEZHEL E
7

physical_interface (A7vav) £ ¥ —7=ARXID (gigabitethernet0/1 72 ¥) ZI5T L F
T, HHTE BEIZOWVWTIL, interface =2~ REZZBBML T 7ZE VY,

subinterface (FF>ay) YT B —T oA R%RT 1 ~ 4294967293 DEH %
BELET,
vlan number (X7 ayv) HBIABRAAL v F ZHD ASAS5505 Bl X254 77

FGAT U AREDET MK LT, VLAN A v F —T = A A& ELET,

T4 AVE—T A AEBELRWGEE. X2 T 4 T I9AT L RTTRTOAL L E—T = AD
IP7 FLAZFRLET,

avTY R E—F WOEF, ZOa~vr ReEANTELZE—RERLTWVET,
7747 94—) E—F [£%a2)FT4 aVFTFXFb
TILF
avv Rk E—F =Ty F |ZE# U aAVTEARABM (VAT L
%*@EXEC ° . . ° R
avy FERE Jj1)—=x EEAR
7.2(1) ZDOa<wy RIZVLAN A VY H—T = A ZADPR— BN BIMENE LT,

FEREDASFSA4Y A T_A TV T4 2RELESEE, BEOIP T FLAR LT TIA~U IPT FL A (FoR
(ZIF TSystem| LoRSNET) NERSNET, WERT 7T 4 712> TWLHEHE, VAT AP
T RUVALBAEDIP 7T FLAIT—EHLET, BENAZ AL TODGE, BEOIP T R
VAIZIZAZ A T RLARFRENE T,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 26 &

show ddns update interface 1< > F~ show ipv6 traffic a< > F

show ip address W

1 WIZ, show ip address =~ > KOSl ZR L E T,
hostname# show ip address
System IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP
GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual
Current IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP
GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual
#26-1012, &7 4 —/V FOBAZRLET,
%% 26-10 show ip address D7 4 —JL F
TJ4—ILE BiEA
Interface A HF—TxAAID, ¥/VF 2T F A K FT— KT, allocate-interface =~
VREFERALTYy BT AERE LG, E D4,
Name nameif 2~ N CRE LAV FX—T = A A4,
IP address A BE—=T 2 ADIPT KL A,
Subnet mask IP7T RLAES TRy h~wRT,
Method AB—=T A RNIPT RLAZZFE LI EDHIE, BIZE, ROBOHR
&)Dg—tj‘o
e unset:IP7 FLANREEINTWVEEA,
e manual : EfTa L 7 4 X2l —va U ERELELE,
e CONFIG: AX— K T v a7 4Fal—var»bu—RKLELE,
e DHCP : DHCP h— b2 5 LE LTz,
BEEa<T UK avwyvFk B BA

allocate-interface

X2V T4 aTHFAMA VA =T 24 ABLIOYT A
H—Tx A A%EY Y TET,

interface A VHE =T 2 AEREL AV HF—T 2 A AT 4 Fal—
varE—RICADET,
nameif B =T 2 AL EHRELET,

show interface

AT A ADT A A b AT — R A LS E F R L
-a_‘O

show interface ip brief

AVHE—T2AADIPT RLARALATF—X ZA5EFRRFLET,
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show ip address dhcp

show ip address dhcp

A B —T x4 ADDHCP U — R £721% DHCP ¥ — NIZBT 3G A R4 5121k, Hike

EXEC *&— R~ T show ip

address dhep =~ R&2EHALET,

show ip address {physical_interface[.subinterface] | mapped_name | interface_name} dhcp {lease |

server}

VB YY ADIBA  interface_name

nameif 2~ RCRELIZA VEZ—T oA AL EIEELET,

lease

DHCP UV —R|ZEHT AR ERRLET,

mapped_name

< /TF 2T FAR E— KT, vv B 74 % allocate-interface =~
REFEHALTEID Y TRESGAE, T04RIERELET,

physical_interface

A B —T =A A ID (gigabitethernetd/1 72 &) #fELE9, HHTE?
fEIZ DUV T, interface =T~ FEZBRL T 7ZE W,

server

DHCP % — NZEHT A 1FHERRLET,

subinterface

BN T A B —T A AT R 1 ~ 4294967293 DM AEE L £ 1,

TI24IEb T 7 4 FOEMERLEIZH D THA,

.
H
I
-

avry

WOFIE, ZDa<vr FeANTELHE—FeRLTWVET,

274F72+x—I)ILE—F (X2 TFT4 a2TXXFb

TILF
avy Kk E—F L—Fv K |Ef' UL AVvTFERE ([VRTFLA
RitE EXEC . . . R -

1. Management 0/0 A > % —7 = A AL IV T A & —T = A 2Tk L TOIEH ATHE,

av Yy FEE Jy—= EEAS
7.0(1) ZDa=y RR, LW —SBEERIZHINT 5720 D lease ¥ — TV — RN &
server X — U — RE B L OICEFINE LT,
7.2(1) ZDa<wr FIZ,VLAN A ' #—7 = A ADH R — k| 8L Management

000 A B —T oA ZAFENIVTA v Z—T oA ZDOYR—F (FBEE—
R) MBEmEivE Lz,

ERLEDAS FS4Y FoRrEhsHAIzonTL, ) oHEEZSRLTIESN,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

]

show ip address dhcp l

IZ, show ip address dhep lease =~ > RO A Z R L E T,

hostname# show ip address outside dhcp lease
Temp IP Addr:209.165.201.57 for peer on interface:outside
Temp sub net mask:255.255.255.224

DHCP Lease server:209.165.200.225, state:3 Bound

DHCP Transaction i1d:0x4123

Lease:259200 secs,

Renewal:129600 secs, Rebind:226800 secs

Temp default-gateway addr:209.165.201.1
Temp ip static routeO: dest 10.9.0.0 router 10.7.12.255
Next timer fires after:111797 secs

Retry count:o0,

Client-ID:cisco-0000.0000.0000-outside

Proxy: TRUE Proxy Network: 10.1.1.1

Hostname: devicel

#26-1112, 74—V ROHRAZRLET,

%% 26-11 show ip address dhcp lease D7 1 —JL F

24— F

AR

Temp IP Addr

A H =T =2 AZHVETHNATHWDIPT FLA,

Temp sub net mask

AU HE =T oA RAZEDETHNLTWDLY TRy b vAT,

DHCP Lease server

DHCP #—/3D7 KL A,

state DHCP U —ZDIRFE, ROWTHNTT,
o Initial : FIHULIRRE, BEX 2V T 4 TTIA T U ANY —2HGT
Dt AZHBLET, ZORBIX, V—ARKTLIEEEL)—X
DRAYT =g URRIRLIZEEBRRINET,
o Selecting : EX¥ 2 VT 4 TTIAT U AF, 1 DEIFENL LD
DHCP #—/32>5 DHCPOFFER # vt — U %%{E LT, Winn
BB TEOREICRDDEFS>TNET,
e Requesting: EX = U7 4 77 I7A4T7 AL, BROEFIILE -
e —=InE OIRE &> TWET,
 Purging: EXaUT 4 TTIAT LRI, VIFAT L MRIPT R
VAEIRIE L TZ0y, EDMOM DT T —NHRAE LT DIT,
U—2ZHIBELTWET,
e Bound: EX =2 U714 7774 T RIANR) —RAERFFL, IE
FIZEMEL TWET,
e Renewing: EX=2UT 4 TFI7A4T AL, V—REHHLLELD
& LTCW% 9, DHCPREQUEST # v &— Y% HfE?D DHCP H—/3
WCEMMICEE LT, W& E2/RbET,
e Rebinding: EX=VUT 1 TFIF3A4T7 LV REFTLOY—EDHT
V—ZADOFEHITRKBMLTZ72D, WINDLO—NIDGIRERH 5
N, U — AN T 95 FE TDHCPREQUEST A vt —V & %ELE
‘?_o
e Holddown: ¥¥ =2 U7 4 77747 A%, V—A%ZHIbRT 57
o AEMGLE LT,
e Releasing: EF¥ =274 77747 AF, IP 7 RUABAREL
TolzZ L BRI A v e—V % —NICEFELET,
DHCP transaction id I IAT 2 RNER LT T & L7RBUE, SR A v — I BEA T 5
72D FA T e —"PBEHLET,
Lease DHCP #—AREE LT, A V=T = A ARZDIP 7 KL A&

VC\% é%ﬁf‘ﬁﬁo
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show ip address dhcp

%2 26-11 show ip address dhcp lease D7 4 —J)L F (# =)

Z4—ILF EEA

Renewal AVE—=T s AANIDOY) —AZBEMICEHFL LS L T5F TOH
filo

Rebind tX2UT 4 TFTA T AN DHCP y— NZHAAL  RLE D &9

L FETOHM, BAA Y RBRETLIOE, X2 VT4 777347
VANIED DHCP r— N E@ETERWVWEE, U — 2B D 87.5% 2
B@LESHAETY, ZOBA. X2V T 4 777 A7 AL DHCP
POREZ 7 — R¥y 2 F LT, EHFEERWT LD DHCP H— 3 &
WELEELET,

Temp default-gateway addr |DHCP %— P42 L7=F 74V N FA— R Y =Af 7 RL A,

Temp ip static route0 TITFNINDAET 47 Jb— b,
Next timer fires after W& A ~—D R8T 5 £ TORL
Retry count X2 VT4 TTITAT AN =AML LD ELTWAEA,

ZDT7 44—V RFtEX=2VT 0 TTITAT AN DHCP A v&—T0D
EEEZRITLEEEE R L TCWET, &2, EX207 9 777
A T A Selecting IRFEIZ /2 > TV DA, ZOEITEX=2VT 4 7
TIAT APBIHA v — VR E LB EZ R L THES, EFa
V7 4 T7TA4 7T AN Requesting IRFEIZ 72 > TV DHIEETE, B
V7 TTITATVAPRERA v —V %G LB EE2RLTNE

R

Client-ID =N DTRTOBETHEHENDZ F147 MDD,

Proxy DA E =Tz AANR, VPN I T4 T hDFrF L DHCP 7 71
T RNTHDINE I DERLET (True £7213 False)

Proxy Network FRENT=Ry hT—7,

Hostname T IAT 2 RDOFBEA N,

IZ, show ip address dhep server 2~ > RO NI ER L ET,

hostname# show ip address outside dhcp server

DHCP server: ANY (255.255.255.255)

Leases: 0
Offers: 0 Requests: 0 Acks: 0 Naks: O
Declines: 0 Releases: 0 Bad: O

DHCP server: 40.7.12.6

Leases: 1

Offers: 1 Requests: 17 Acks: 17 Naks: 0
Declines: 0 Releases: 0 Bad: O

DNSO: 171.69.161.23, DNS1: 171.69.161.24

WINSO: 172.69.161.23, WINS1: 172.69.161.23

Subnet: 255.255.0.0 DNS Domain: cisco.com

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 26 &

show ddns update interface 1< > F~ show ipv6 traffic a< > F

show ip address dhcp l

#26-1212, 74—V ROFRAZRLET,

%% 26-12 show ip address dhcp server ® 7 4 —JL F

J4—ILF

B

DHCP server

DA E =T A ANRY —REEFF L7 DHCP — D7 KL X, i)
DT Y (TANY)) 1ZF 7 40k =T, WICERINET,

Leases P — XN BRE LY —20, A v X2 —T 2 A ZADWE. V—2A0HIX
WHEITTTT VPN OT X L LTEEL TWDA v F—T = f AITH
LCH =BT RUAERME LT DEEE, V—AREHICRY 7,

Offers F—=INBDF T 7 —DH,

Requests P —NEE LT R0,

Acks P — N B ZAE LT RIS E DEK,

Naks Y=\ B RZAE LI B EISE DK,

Declines P — 0B ZAE LT EHR O,

Releases P—NIZEEFE LY U —2DE,

Bad P —R"PBZELERR Ny O,

DNSO0 DHCP ¥ — BB L7277 4~ U DNS H— 7 KL X,

DNSI DHCP — "0 LHG L'l & U DNS — 7 R L X,

WINSO DHCP — b HfG L7 T4 < U WINS — 7 RL X,

WINS1 DHCP % — "B HEG L' & U WINS — R 7 RLZ,

Subnet DHCP =\l Lz 72y b 7 RLA,

DNS Domain DHCP — 05 Hf5F L7z KA A

BEavU R avvk HL
interface A E—=T 2 ABHREL, AV F—T 2 A AT {Fal—
varE—RIZAYD ET,
ip address dhcp DHCP ="M H IP 7 RLAZTET DL F—T oA A
ERELET,
nameif Ao B —T oA AL EHEELET,

show interface ip brief

AHE—T2AADIPT RLVALATF—H A5EFRRFLET,

show ip address

AL B—=T A ZADIPT RLAZFERLET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show ip address pppoe

show ip address pppoe

PPPoE #f5¢ (2 B9~ 2 FEAIE # 4 2 ” 3 5 121, 7 EXEC “E— FC show ip address pppoe =~ > N

ZIATLET,

show ip address {physical_interface[.subinterface] | mapped_name | interface_name | vlan number}

pppoe

SR YY ADMIBA  interface_name

nameif 2~ RCRELIZA VEZ—T oA AL EIEELET,

mapped_name

< )NVF arTHF AN F— RNT, v v 74 % allocate-interface =1~ >/
REFERALTHY YRGS, Z040ERELET,

physical_interface

A ¥ —7 A A1D (gigabitethernet0/1 72 &) ZfRE L £3, FHTE 2
fEIZ DWW, interface =2~ REZB LTI E &N,

subinterface

BT A L H —T A A EIRT 1 ~ 4294967293 DI EFEE L E T,

vlan number

(AT ay) MBABAAL v F&E> ASA 5505 X2V T4 7
TIAT VAR EDET VI LT, VLAN A VX —T =4 AR ELE

kD

FTIAILE T 7 A N OBEREIEH Y /A,

aAvU kR E—F WOFIE, TDa<vr FeANTELHE—FeRmLTWET,

avwvFkE—F

27A4TF724+—)L E—F

tXa)T4 aAVTFREb

=79 F

Ei'

gL

RILF

aAVTFRE (VRTA

HE EXEC

1. Management 0/0 f > % —7 = A AL IV T A & —T = A 2Tk L TOHEHATHE,

avy FBE )=

EERE

7.2(1)

Zoa<wy RBREASNE L,

FEHEEOFAFSM4Y FERINBZHITHONTIL, Tl OHEESBLTIFEE,

£l IZ. show ip address pppoe =~ > RO &R LET,

hostname# show ip address outside pppoe

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ip address pppoe M

#26-1312, K7 4 — /L ROFHAZRLET,

%% 26-13 show ip address dhcp lease D7 4 —JL F

J4—ILF A
EEa< UK avwvk BiEA

interface AVE=—T A AHREL. AV F—T 2 RX AT fFal—
varyE'E—RICAD ET,

ip address ppoe PPPoE '— "B IP 7 RV AZRBTHL A X —T A A
ERELET,

nameif A B =T oA AL EHRELET,

show interface ip brief A HE—T A ADIPT RL AL AF—HZ 2T RTLET,

show ip address A B =T 2 A ADIPT FLAZFRRLET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Ml show ip audit count

show ip audit count

A E =Tz AEERY) —%2@HA L7258, By 7 =F vy ORERRFT DL, FF
¥é EXEC <& — K C show ip audit count =~ > R&fifH L F7,

show ip audit count [global | interface interface_name

DB YY) RADOHA  global (F74E) TRTDOAL U F—T = A ZZHONWT, —FH L%
TR LFET,
interface interface_name (FFvay) BELAEA LA —T A AZHOWT, —H L%
FRLET,
TI7AILE F—U—REHRELZ2VEAIE, TRXTOA X —T =2 ATONWT —EEENFRRENET
(global) ,

av> R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

T7A47 24—V E—F |[£Xa)T4 aVTFREb
RILF
avvkE—F W—Fy F |&E& UL aAVTFERB [VARTLA
CF%*% EXEC ) . . . N
av Yy FERE )1)—x EERE
BETE ZOa~vy FEEFOLOTY,

FREDHSA FSM4Y EEFRY —%2/EKT 220 ip audit name =~ > FE2HEH L, AU v —%2@#EH T 51203 ip audit
interface =~ > REfH L 7,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ip audit count W

£l IZ, show ip audit count =~ > RO B ZR L ET,

hostname# show ip audit count
IP AUDIT GLOBAL COUNTERS

1000 I Bad IP Options List 0
1001 I Record Packet Route 0
1002 I Timestamp 0
1003 I Provide s,c,h,tcc 0
1004 I Loose Source Route 0
1005 I SATNET ID 0
1006 I Strict Source Route 0
1100 A IP Fragment Attack 0
1102 A Impossible IP Packet 0
1103 A IP Teardrop 0
2000 I ICMP Echo Reply 0
2001 I ICMP Unreachable 0
2002 I ICMP Source Quench 0
2003 I ICMP Redirect 0
2004 I ICMP Echo Request 10
2005 I ICMP Time Exceed 0
2006 I ICMP Parameter Problem 0
2007 I ICMP Time Request 0
2008 I ICMP Time Reply 0
2009 I ICMP Info Request 0
2010 I ICMP Info Reply 0
2011 I ICMP Address Mask Request 0
2012 I ICMP Address Mask Reply 0
2150 A Fragmented ICMP 0
2151 A Large ICMP 0
2154 A Ping of Death 0
3040 A TCP No Flags 0
3041 A TCP SYN & FIN Flags Only 0
3042 A TCP FIN Flag Only 0
3153 A FTP Improper Address 0
3154 A FTP Improper Port 0
4050 A Bomb 0
4051 A Snork 0
4052 A Chargen 0
6050 A DNS Host Info 0
6051 A DNS Zone Xfer 0
6052 A DNS Zone Xfer High Port 0
6053 A DNS All Records 0
6100 I RPC Port Registration 0
6101 I RPC Port Unregistration 0
6102 I RPC Dump 0
6103 A Proxied RPC 0
6150 I ypserv Portmap Request 0
6151 I ypbind Portmap Request 0
6152 I yppasswdd Portmap Request O
6153 I ypupdated Portmap Request 0
6154 I ypxfrd Portmap Request 0
6155 I mountd Portmap Request 0
6175 I rexd Portmap Request 0
6180 I rexd Attempt 0
6190 A statd Buffer Overflow 0

IP AUDIT INTERFACE COUNTERS: inside

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Ml show ip audit count

EEa<UF avvFk St
clear ip audit count BERN)—Dv 7 =F vy —HHREHEELET,
ip audit interface A H =T = ATHEERY) —%2EH0 B4 TET,
ip audit name Ny NRBEES T =F v FRIRERS T =F v I—E

LEBBICETT AT /v a v mBET 5, ARl &8
HERY —H R L ET,

show running-config ip audit attack ip auditattack 2~ RO a7 4 X2 b—r 3 Y EERR
LET,

Ciscot¥aUF4 PFSAF7VRARVEYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ip verify statistics W

show ip verify statistics

Unicast RPF B¥REIC L > T Ry Fanic 7y FOERRT 51203, F7HE EXEC £ — R T show
ip verify statistics =~ > K Z{# f§ L 4, Unicast RPF % 1 & — 7 /L {2 5 213, ip verify reverse-path
avwy FeffLET,

show ip verify statistics [interface interface name]

VB YY) ADHHA

TIAILE

avy Rk E—F

interface (IFva)fBELIA v F—7 = RZHT LMEHEREF R LET,

interface_name

Zoax NI, TRTOA o F—T7 = A AT DHEHEREFZRLET,

WOFEIE, ZDOa<vr FeANTELHE—FeRLTWVET,

T7A4F7 24—V E—F €Fa)T4 a20TFRXEL
RILF
AT FE—F L—FvF |&E# UL AVTFERbE VAT LA
FiHE EXEC . — . . _
av Y FEE )1)—x EERNE
e Zoa<y RIFEEFEDOH D TY,
il IZ., show ip verify statistics =~ > RO/l Z R LET,
hostname# show ip verify statistics
interface outside: 2 unicast rpf drops
interface inside: 1 unicast rpf drops
interface intf2: 3 unicast rpf drops
BEEaI<TU R avvFk BieA
clear configure ip verify reverse-path ip verify reverse-path =7 4 X =2 L — 3 %Y
ELET,
clear ip verify statistics Unicast RPF O#EEHEHRATHE L E T,
ip verify reverse-path Unicast Reverse Path Forwarding $§RE% 1 % — 7 /L1Z

LTCIPAS—T 4 T &I L £,

show running-config ip verify reverse-path ip verify reverse-path =7 4 X2 L —3 3 V%K
~LET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Bl  showipsecsa

show ipsec sa

IPSec SA DY A hZFERTHITIE, Fu—rUL a7 4 Xz b—3 g — REZITEHE EXEC
E— RN Tshowipsecsa 2~ FEHLET, Z0a~vr FORDERTH S, show crypto ipsec
saxfFfd 2L TEES,

show ipsec sa [entry | identity | map map-name | peer peer-addr] [detail]

DBV YADHBA  detail (A7 ay) FrRIBICET LM 7 —IFRER T LET,
entry (7> av) IPSecSA%#ET 7 RLATY—FLTFERLET,
identity (A7 a2 ) IPSecSA % ID TY— M LT, ESP #BRW\WCHERLET, =

NITEME S BT,

map map-name (FFav) BELERS~ Y 70D IPSec SA A% LET,

peer peer-addr (FFvav) BELEETIPT RLADIPSec SA #Fm LET,
FTI24ILEF T 7V N OEEREIZS Y EH AL
av>Y R E—F WOEIF, ZOavr FEANTELE—FEZRLTVET,

27A4F904+—ILE—F |[£X21YTF«1 a>TFX b
<ILF

avv K E—F =Ty F |ZE& UL |aAvTFHFRAE (VARTLA

Ja—x)L a7 4 Fal— | . i — —

va v

HebE EXEC . . . — —
avy FEE Jj1)—=x EEAR

BT Zoavy FiEBEGFO LD TY,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

showipsecsa M

Bl Jua—/N)b ar7 4 Xalb— a3 ET— RTANLEROFITIL, IPSec SA #FK/x L TWET,

hostname (config) # show ipsec sa
interface: outside2
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.20.0.21/255.255.255.255/0/0)

current peer: 172.20.0.21
dynamic allocated peer ip: 10.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest:
#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify:

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: O,
#pre-frag successes: 2, #fpre-frag failures: 1,

#pkts decomp failed: 0
#fragments created:

10

#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.132.0.17, remote crypto endpt.:

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def

sa timing: remaining key lifetime (sec): 548

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def

sa timing: remaining key lifetime (sec): 548

IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

hostname (config) #

172.20.0.21

GE) WA bO#EHL. IPSec LFLRTICHT A (LA T AT D Z L &2 IPSec SA R Y & —NF0lk L TW A AT,
Wr A LT OREHZ /2 0 9, W B O#iEH T, IPSec MLERL ICWT LR RAETHZ L& SA R

R L TV BBICFERINET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E

show ddns update interface I > K~ show ipv6 traffic a< > F |

Bl  showipsecsa

Ja—/b ary 7 4FXalb—ray T— RRTCADLEROFITIE, def &V I EEHE~ v 7D IPSec

SA ZFRLTWET,

hostname (config) # show ipsec sa map def
cryptomap: def

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port) :
remote ident (addr/mask/prot/port) :

current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: O,

#pkts decaps: 1146, #pkts decrypt: 1146,
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed:
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17,

path mtu 1500,
current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port) :
remote ident (addr/mask/prot/port) :
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

remote crypto endpt.:

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

#pkts digest: 0
#pkts verify:

1146

0, #pkts decomp failed: 0

10.132.0.21

ipsec overhead 60, media mtu 1500

480

480

(0.0.0.0/0.0.0.0/0/0)
(192.168.132.0/255.255.255.0/0/0)

#pkts encaps: 73672, #pkts encrypt: 73672, #pkts digest: 73672

#pkts decaps: 78824, #pkts decrypt: 78824, #pkts verify: 78824

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500,
current outbound spi: 3B6F6A35
inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac

ipsec overhead 60, media mtu 1500

263

W CiscotFalT4 FF5347YRARVEYIFLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

showipsecsa M

in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 263
IV size: 8 bytes
replay detection support: Y
hostname (config) #

ra—sL ar 7 4F¥alb—vary E— RCTAHLEROFITIE, ¥—7— Fentry FHREL T
IPSec SA &R L CTWET,

hostname (config) # show ipsec sa entry
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: O0x1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 429
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 429
IV size: 8 bytes
replay detection support: Y

peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73723, #pkts encrypt: 73723, #pkts digest: 73723

#pkts decaps: 78878, #pkts decrypt: 78878, #pkts verify: 78878

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73723, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Bl  showipsecsa

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y
hostname (config) #

Ja—s\)y ar7 4 F¥al—ay ET— RTCANLEZROBITIE, ¥ —T— R entry detail %151E
L TIPSec SA #FK R L TWET,

hostname (config) # show ipsec sa entry detail
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1148, #pkts decrypt: 1148, #pkts verify: 1148

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0

#pkts invalid prot (rcv): 0, #pkts verify failed: 0

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#ipkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 26 &

show ddns update interface 1< > F~ show ipv6 traffic a< > F

peer address: 10.135.1.8

showipsecsa M

Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73831, #pkts encrypt: 73831, #pkts digest: 73831
#pkts decaps: 78989, #pkts decrypt: 78989, #pkts verify: 78989
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): 0O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O
#pkts invalid prot (rcv): 0, #pkts verify failed: 0
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (rcv): O
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500,
current outbound spi:

ipsec overhead 60,
3B6F6A35

inbound esp sas:
spi: O0xB32CFOBD
transform:

(3006066877)
esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes

replay detection support: Y
hostname (config) #

media mtu 1500

104

104
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Bl  showipsecsa

WOFITIX, F¥—T— Ridentity % $57E L T IPSec SA #F R L TWET,

hostname (config) # show ipsec sa identity
interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756

#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73756, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35
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show ddns update interface 1< > F~ show ipv6 traffic a< > F

showipsecsa M

WOFITIX, ¥—U— K identity & detail %87 L T IPSec SA ## /R LT\ E T,

hostname (config) # show ipsec sa identity detail

interface: outside2
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current_peer:

#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts

encaps: O,
decaps: 1147,
compressed: 0,

(send) :
encaps failed
invalid prot

no sa

replay failed
internal err
local crypto endpt.:

path mtu 1500,

#pkts encrypt: 0,
#pkts decrypt:
#pkts decompressed: 0
not compressed:

(send): 0,
(rev): 0,
invalid identity ) :
replay rollover )z

(rev): 0O
(send): 0

172.20.0.17,

ipsec overhead 60,

10.132.0.21
dynamic allocated peer ip:

90.135.1.5

#pkts digest: 0
1147, #pkts verify: 1147
0, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts invalid sa (rcv): O
#pkts decaps failed
#pkts verify failed: 0
0, #pkts invalid len (rcv): 0O
0, #pkts replay rollover (rcv): O

(rev): O

(rev
(send
, #pkts internal err (rcv): O
remote crypto endpt.: 10.132.0.21

media mtu 1500

current outbound spi: DC15BF68
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73771, #pkts encrypt: 73771, #pkts digest: 73771
#pkts decaps: 78926, #pkts decrypt: 78926, #pkts verify: 78926
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73771, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O
#pkts invalid prot (rcv): 0, #pkts verify failed: 0
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (rcv): O
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500,

current outbound spi:

ipsec overhead 60,

media mtu 1500
3B6F6A35

BEa<T R avvk

Bt

clear configure isakmp

FTRTOISAKMP 27 4 X2 Lb— g U EEELET,

clear configure isakmp policy

ISAKMP RV — a7 4 FXal—ya 2T _XTHELET,

clear isakmp sa

IKE 7 %A LSAT—F_X—AEHELET,

isakmp enable

IPSec 7 RNt X2 VT4 TTIAT LV AELBETHA X —
T A A FEDOISAKMP % 32— g & A F—7 M LET,

show running-config isakmp

TIT 4 TRISAKMP 22 7 4 F a2l — g BT R_RTHERL
i‘a‘o
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show ipsec sa summary

show ipsec sa summary

IPSec SA DEK &L AT DI, Zm— b a7 4 Fa b—va v E— FEZ TR EXEC £ —
RC show ipsec sa summary =~ > R& [ L £ 7,

show ipsec sa summary

DUBYYDARDBE Zoa~vr NI SIELERELH Y FH A

T4 T 74 s OEEREIZS D £H A,
OV EF E—F WOFEIT, ZOavwry REANTELE—RFE2RLTHET,
F7A4724+—IL E—F |[#Fa2UT4 32TFRXFb
RILF
avry kK E—F L—Fv K |EB YU AVTERE (VAT L
Jua—) ar7 4 Xalb— | . . — —
var
¥EHE EXEC . . . _ _
av Yy FEE J1y—=x EERE
7.0(1) Zoa~vy FREASNE L,
£l ra—sL ar 7 4F¥al—vay B— RTANLEROHITIE, ROBHES A 7 Z & 12 IPSec
SA DEHIZ R R L TNET,
e [PSec
e [PSec over UDP
e [PSec over NAT-T
e [PSec over TCP
* IPSec VPN B— KAZ o7
hostname (config)# show ipsec sa summary
Current IPSec SA's: Peak IPSec SA's:
IPSec : 2 Peak Concurrent SA : 14
IPSec over UDP 2 Peak Concurrent L2L : 0
IPSec over NAT-T : 4 Peak Concurrent RA : 14
IPSec over TCP 6
IPSec VPN LB 0
Total : 14
hostname (config) #
BEavU R avv kR HL]
clear ipsec sa IPSec SA EZHIFR L E3, Eoid, BE LT/ T A—ZIZESWTHIBR
LET,
show ipsec sa IPSec SA DU A b &F/RLE T,
show ipsec stats IPSec |27 5 —#HOFEHERER T LET,
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OL-10086-02-J |



| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ipsec stats W

show ipsec stats

—J# D [PSec Mt MAE R RT HITIEL, Fr— UL av 7 4 Xalb—var — RELITFHE
EXEC “E— KT show ipsec stats =~ > R&fE L £7,

show ipsec stats

SVUBYHADMEE —oavr R, F—U—RFLEELH D AL

T4 T 7 4V N OEERMEIEZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FEANTELE—FZRLTVET,

7747 94—) E—F [£F%a)F74 aVFTFXFb

TILF
avry kK E—F —Fv K |EB YU | AVTERE (VAT L
Ja—sN) a7 4FX¥al— | * ¢
var
FrtE EXEC . . y
av Yy FERE )1)—x EERE
7.0(1) Zoa~vy FREASNE L,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show ipsec stats

Bl Ja—s ) a7 4 X2 b— g F— FTAD) L7ZROFITIX, IPSec MatE#MAZF R L TWE

ERS

hostname (config) # show ipsec stats

IPsec Global Statistics
Active tunnels: 2
Previous tunnels: 9
Inbound
Bytes: 4933013
Decompressed bytes:
Packets: 80348
Dropped packets: 0
Replay failures: 0

4933013

Authentications: 80348
Authentication failures: 0

Decryptions: 80348

Decryption failures:

0

Decapsulated fragments needing reassembly: 0

Outbound
Bytes: 4441740
Uncompressed bytes:
Packets: 74029
Dropped packets: 0

4441740

Authentications: 74029
Authentication failures: 0

Encryptions: 74029

Encryption failures:

0

Fragmentation successes: 3
Pre-fragmentation successes:2

Post-fragmentation successes: 1

Fragmentation failures: 2
Pre-fragmentation failures:1

Post-fragmentation failures: 1

Fragments created:

PMTUs sent: 1

PMTUs recvd: 2
Protocol failures: 0
Missing SA failures: 0

10

System capacity failures: 0

hostname (config) #

BEa<T YR avwok

%I‘:

B4

clear ipsec sa

IPSec SA F£72ix v v 2%, FEELTZ/NT A—ZIZHINTH
ELFET,

crypto ipsec transform-set

N A7 —b Yy bEEERELET,

show ipsec sa

FHELIE AT A—2 2SN T IPSec SA #F R LET,

show ipsec sa summary

IPSec SA DEM =R LET,

Ciscot¥aUF4 PFSAF7VRARVEYIPLUR
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ipv6 access-list Il

show ipv6 access-list

IPv6 77 A U A N&EFRT DHIZIE, Fi#E EXEC E— KT show ipv6 access-list 2~ R&H L
FT,IPV6 T/ ERAVURNEL, EDIPV6 774 v WXl T4 T I7A4A7 L AZEBTE
LM EHETDHDTT,

show ipv6 access-list [id [source-ipv6-prefix/prefix-length | any | host source-ipv6-address]|

SUBRYYRAOHEH  any (AT vav) IPv6 7L 7 4 v 7 A /0 DEIEE T,
host source-ipv6-address (FFay) BEOFRANDIPVe T KL A, F5E LT-BE1L.
BELIEARA MIET 7 7 BEAHAIOARERRINET,
id (FATar) T7Tr78A VA M, FBELEGSIE BELLET

JRA VA NDHRPFRSNET,

source-ipv6-prefix [prefix-length (A7 a)IPv6 Xy hU—2 T RLARLET VLT 4 w7 A, R/
E LTS AIE IBELLIPVG *y NU—2IZT 57 7 8 AH
QOB BRI NET,

FTIAILE FTRTOIPV6 T VA YR RNEFFLET,

aAvU R E—F WOFEIE, ZDa<vr FeANTELHE—FeRLTWET,

2747 924+—)L E—F |[£FaUTF4 22TFRF
TILF
avv Kk E—F L—Fv F |EB VTN aAVTERE (VARTLA
FeHE EXEC . — . . —
av Y FERE )1)—X EERNE
7.0(1) Zoavy FREASNE L,

EREDHS FS42  show ipv6 access-list =~ > KL, IPV6 EAD LD TH D Z & &#FRIFIE, show ip access-list =~ > K
LRBRDO S 2 8RB L £,

il KIZ, show ipv6 access-list =~ > RO iz~ L £ 7, inbound, tcptraffic, 35 & T\ outbound & \»
ILBIDIPV6 T 7 A VA RNERENTNET,

hostname# show ipvé access-list
IPv6 access list inbound
permit tcp any any eq bgp reflect tcptraffic (8 matches) sequence 10
permit tcp any any eq telnet reflect tcptraffic (15 matches) sequence 20
permit udp any any reflect udptraffic sequence 30
IPv6 access list tcptraffic (reflexive) (per-user)
permit tcp host 2001:0DB8:1::1 eq bgp host 2001:0DB8:1::2 eqg 11000 timeout 300
(time
left 243) sequence 1
permit tcp host 2001:0DB8:1::1 eq telnet host 2001:0DB8:1::2 eqg 11001 timeout 300
(time left 296) sequence 2
IPv6 access list outbound
evaluate udptraffic
evaluate tcptraffic

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Bl show ipv6 interface

EEaTUF avwuk ;]
ipv6 access-list IPv6 77 A U A R&EERR L ET,

show ipv6 interface

IPv6 FHIICRREESNTWAA v X —T 2 A ADAT — X A% FRT 521, FikE EXEC £— R T
show ipv6 interface =~ > FZ{HEH L £,

show ipv6 interface [brief] [if name [prefix]]

SUBY)ADRE  brief B v B —T 2 A ADIPV6 AT —H AL a7 4 Xal—3 g 4I20
T, fHAENEFRRLET,
if_ name (7> ay) nameif 2~ RIZLo THEESNAINEA V Z—T = A A

B ETNIINA L =T = A AL RE LA v F =T = A ZZONTD
Iy, AT —HALa T 4 FXalb—a URERINET,

prefix (AFvay) a—hVIPve L7 4 v I A T—ILbAERINET L
T4 0T A,
T4 FTRTDIPV6 A v E—T = A ZAFr LET,

aAvU kR E—F WOFIE, ZDa<vr FeANTELHE—FeRLTWET,

2747 24+—)L E—F |[£FaUTF4 32TFR}
TILF
avv Kk E—F L—Fv F |EB UL aAVTHERE (VARTL
¥¢HE EXEC . — . . —
av Y FERE )1)—X EERNE
7.0(1) Zoavwry FPREAINE LT,

FEREEDHA K542  show ipv6 interface =~ Ri%, IPv6 HAD LD TH D Z & #FRIFIE. show interface =~ K&
FIEEOH N ZRBELET, A X —T 2 AN R =T BNEHTREREA. TOA ¥ —T = A
AlFup E~—7 EINFET, A X —T oA ARG HEEZREETEDHA, B2 b
up L~—27 INET,

AL B =T oA ALEIEELRWVESIE. T _XTDOIPVE £ ¥ — 7 =4 AT HIHERNFRE
NET, AV F—T A ALERETDIE, EE LA UV H —T = A AT HERNEREINE
‘j—o
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

]

show ipv6 interface W

IZ, show ipv6 interface =~ > KOSl Z R L E T,

hostname# show ipvé interface outside
interface ethernet0 “outside” is up, line protocol is up
IPv6 is enabled, link-local address is 2001:0DB8::/29 [TENTATIVE]
Global unicast address(es):
2000::2, subnet is 2000::/64
Joined group address (es):
FFO02::1
FF02::1:FF11:6770
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

WIZ, brief % —7 — R%Z4EE L CAJ) L7z show ipv6 interface =~ > ROHIFIZ R L ET,

hostname# show ipvé interface brief
outside [up/up]
unassigned
inside [up/up]
fe80::20d:29ff:feld:69f0
fec0::a:0:0:a0a:a70
vlanl01l [up/up]
fe80::20d:29ff:feld:69f0
fec0::65:0:0:a0a:6570
dmz-ca [up/up]
unassigned

KIZ, show ipv6 interface =~ > ROMAHIZRLET, T RLANL T VT 4 v 7 A%ARK L
{8 —T 2 A ADKHERFTR SN TVET,

hostname# show ipv6é interface inside prefix

IPv6 Prefix Advertisements inside

Codes: A - Address, P - Prefix-Advertisement, O - Pool
U - Per-user prefix, D - Default N - Not advertised, C - Calendar

AD fec0:0:0:a::/64 [LA] Valid lifetime 2592000, preferred lifetime 604800

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Bl show ipv6 neighbor

show ipv6 neighbor

IPv6 JTBEIRRF v v ¥ 2 AR T 5121%, %7 EXEC & — T show ipv6 neighbor =~ > N %
fEH L%,

show ipv6 neighbor [if name | address]

DAY RADMEMBE  address (A7 ay) BELEIPVG 7 RLADFKRIER S v v ¥ 2 BT 523
~LET,
if_name (AFvary) HBELIEA VX —T A A% (nameif 2~ RIZX > Ti%

) Oy vy a iy ERn LET,

TI2FIE T 7 4 FOEMERLEIZH D THA,

av>Y R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

T7A47 74— E—F €Fa)T4 aVTFREL
RILF
avvkE—F W—Fy F |&E& UL aAVTFERB [VARTLA
q'g’f*é EXEC ) R . ) R
avy FERE )1)—x EERE
7.0(1) Zoa~vy FREASNE L,

FREDHA FS4Y  &IZ. show ipv6 neighbor =~ > RiIZ L - TSN HRE R LE T,

e IPv6 Address : XA N—F7=lIA X —T = A ADIPV6 7 KL A,

o Age: 7 RLUANBFEFRE L HEER SN 5 OB (BHEAD) . N 7> () X, A
2T 47 =) THDHI L ERLET,

* Link-layer Addr : MAC 7 R L A, 7 RLVARRBZRGET, ~A 72 () BEREINET,
o State: THiFx ¥ v o2 = b DIRTE,

GE)  BlEFEEMEOREIT., PV THER X Y v 2 DAZT v/ = MUIITEH I E®
o LT85T, INCMP (R5E4) fRfE L REACH (BEFHE) WRAEEDFHIAIL, £ 4 F
v Xyl a T NI ERET 4T Fry v ia = NUTERRD ET,

WIZIPVE TBHRR vy v a DX A F I v 7 = PV ICOWTFREND WREMED B 2k ThE

ERLET,

— INCMP: (F524) Z0O=> Y D7 RLU AR EFATHTT, A N—FEFFR A v —
UNHE =y NOREER ) — R <A FXFr AT RLVRAIZEESINE LN X IRT 5
FANR=T KREALA XA F A=V FEEZELTHERA,

— REACH : (BIFEFE) R A N—~DHRENANEFITHEIE L TWD Z & 2RI HCHERD,
[EUT D ReachableTime X U HLINIZZIE S E L7-, REACH JREEIZZ2 > TW AL, X
v FEEEND L EICT AL RTBICHERERZ T L E Y A,
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ipv6 neighbor W

— STALE : 86 S AN TEFHICHEE L TWA Z LA R ITREOE EMREEZEL T b,
ReachableTime X U M &8 2 D25 L FE L7=, STALE JRAEIZ 72> TW D REIE,
7y MREEENDET, TAA RTREEZ —TIFITLERE A,

— DELAY : IRENANIEFICHEL TV I 2R T REOEEMREZEL T b,
ReachableTime X V Az AREEARELE LTz, 237y ME., HIEDO
DELAY_FIRST_PROBE_TIME #LINIZIA(E S % L7z, DELAY RREEICA - TH b
DELAY_FIRST _PROBE_TIME #LAPNIZ B3 rlREMERER 315 TE WAL, A N —ik
fFELR A v —U0NEE S, R1IED PROBE ICAE EINET,

— PROBE : Z|Z [ REMEMER N ZME S5 £ T, RetransTime I U Z &2 3 A N —E(FER
A v —U %G LT, BIEREMEMEE ER LT £,

— 2227 . REAZRIKEE,

WIZVIPVO ITRIRR X v v V2 DAZ T 4 v 7 = FUIZDOWTERIND AIHEMED & 5 IR HE

ERLET,

— INCMP : (R7%E®) ZOZ MDA U E—T 2 A AFHX T LTWVET,

— REACH : (BIEFERHE) 2o MDA U F—T oA AFEEL TWET,

¢ Interface

7 RUARIZBIFEMRETH 7oA VX —T = A A,

il WIZ, A ¥ —7 A A%&HE L TAJ LT show ipv6 neighbor =~ > RO 1l Z R L ET,
hostname# show ipv6 neighbor inside
IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141le REACH inside
FE80::203:A0FF:FED6:141E 0 0003.a0d6.141e REACH inside
3001:1::45a - 0002.7dla.9472 REACH inside
WIZ, IPv6 7 N L A& F57E L CAJI L7 show ipv6 neighbor =~ > NOH Al Z R LET,
hostname# show ipvé neighbor 2000:0:0:4::2
IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141le REACH inside
EEaTUF avvk B
clear ipv6 neighbors IPV6 FBEERRF v v v 2 DT R THOTU N &, AXT v =
YR U EBRWTHIBRL £9,
ipv6 neighbor IPV6 TR X ¥ v 2 NICAZ T v 7 = P ZRELET,
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

Bl show ipv6 route

show ipv6 route

IPv6 NV—T 4 > 7 T—TVDONEEFRT DL, F#HE EXEC & — K T show ipv6 route =~ > K
EHEALET,

show ipv6 route

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 74 N OEBELHEIZH D EH A,
avy kK E—F WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,
77479 4x—ILE—F |[¥aYFT4 a2TFRXFb
TILF

avY kK E—F =Ty F |ZER SN aAVTEARABM (VAT L

¥ikE EXEC . — . . —
avy FEE Jjy—= EENE

7.0(1) Zoavwr RREAINE LT,

FRALEDHA FS4>  showipvé route =~ X, [EWA IPV6 EHAD LD TH D Z & # BT, show route =~ N LA
ROttt UE T,
WIZ, IPV6 V—T 4 7 T—T IR RINDHERE R LET,
e Codes: V— a4 L7 v haviRrLET, ERINHMEITKRO LY TT,
C : HEfgeis 7»
L:r2—%)n
— S RET 4T
R
B

: RIP AERK
: BGP 4%
— I1:ISISLI : %8 IS-IS Level 1 Ak
— 12 :ISISL2 : #t& IS-IS Level 2 ZEfk
— TA:ISIS =V 7/ : $&A IS-IS = U 7 WAk
o fe80:/10 : VE—F X NU—TDIPV6 L7 4 v 7 AR LET,

o [0/0] : v ANOEADOEMEIL, EHRY —ADEIRT 4 AKX L ATE, 2 FKHHOHIEIZL— K
DA N v 7 TT,

e viaun: UE—F Xy NU—JIZBZETDHTZODRDONL—FDT KL AEZRLET,
o inside : RENTWVWARY NT—Z ~DEKDNVL—ZZRFETEDHA LB —T o4 AR LET,
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ipv6 route W

£l IZ, show ipv6 route =~ > RO AHIE R L ET,
hostname# show ipvé route
IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
L fe80::/10 [0/0]
via ::, inside
via ::, vlanloOl
L fec0::a:0:0:a0a:a70/128 [0/0]
via ::, inside
C fec0:0:0:a::/64 [0/0]
via ::, inside
L fec0::65:0:0:a0a:6570/128 [0/0]
via ::, vlanloOl
C fec0:0:0:65::/64 [0/0]
via ::, vlanloO1l
L £f£f00::/8 [0/0]
via ::, inside
via ::, vlanlo01l
S ::/0 [0/0]
via fec0::65:0:0:a0a:6575, vlanlOl
EEaTUR =1C S N L]
debug ipv6 route IPv6 DNV—T 4 7 T—T N T v 7T—hBLUNL—F Frvia
Ty 7T = MIET LT Ay TERERTSLET,
ipv6 route IPV6 V=T 4 T T =T MIAZT 4 v = MU EZBIMLET,

[ oL-10086-02-J
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$£26E show ddns update interface 1% >~ F~ show ipv6 traffic a< > K |

M show ipv6 routers

show ipv6 routers

F Vs =B BEE LI IPV6 h— 4 T RS A XA MiHAFRT 5I1E, HiiE EXEC
E&— KT show ipv6 routers =~ > NZEH L £,

show ipv6 routers [if name]

DB VY ADEBH

FI2+ILF

if_name (F7vay) BREFRT LR E RS, nameif 2~ I L - THEE
SNDENHEA v H—T oA ARG FETNIINERA o H—T = A A4,

T 74N FOBIERHEIZH Y A,

WOEIZ, ZOavr FEANTELE—FERLTVET,

avy FEE

FEREDHS FS1Y

|

T77A47 24—V E—F |[£Xa)T4 aVTFRb
TILF
avY K E—F —Tv F |EB DU AVTERE (VARTL
42‘1:*% EXEC . N . . N
y—= EEAE
7.0(1) Zoawry FPREAINE LT,

AV H =T 2 A AZEBELRWVIEEIE, T_XTDOIPVE A o F—T = A AT HIHERNFRE
NET, ALV F—Tx2A ALERETDIE, EE LAV H—T =24 AT HERRNERENE
To

WIZ, AV H—T =2 A AL ERERETITAT) LT show ipv6 routers =~ > ROH 1l Z R L ET,

hostname# show ipvé routers

Router FE80::83B3:60A4 on outside, last update 3 min
Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig

Valid lifetime -1, preferred lifetime -1

Router FE80::290:27FF:FE8C:B709 on inside, last update 0 min
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec

BEaTR

avwyv Rk HL:
ipv6 route IPV6 V=T 4 T T—TNZAZT v 7 = ) EBIMLET,
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| £26%& show ddns update interface 2 > F~ show ipv6 traffic A< F

show ipv6 traffic Wl

show ipv6 traffic

IPV6 b T 7 ¢ v ZIZBET D#EHE R &2 9 5 I12iE, F#HE EXEC £ — R C show ipv6 traffic =~ >
REFERALET,

show ipv6 traffic
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T4 T 7 4V N OEERMEIEZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FEANTELE—FZRLTVET,
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¥HE EXEC . — . y —
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FEREDASFSA4Y 77 4o 7 DU EHEETDHITIL, clearipv6 traffic =~ > REMHA L £,
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show ddns update interface I > K~ show ipv6 traffic a< > F |

MW show ipvé6 traffic

£l WIZ, show ipv6 traffic 2~ RO AHEZ R LET,

hostname# show ipvé traffic

IPv6 statistics:
Rcvd:

545 total, 545 local destination

0 source-routed, 0 truncated

0 format errors, 0 hop count exceeded

0 bad header, 0 unknown option, 0 bad source
0 unknown protocol, 0 not a router

218 fragments, 109 total reassembled

0 reassembly timeouts, 0 reassembly failures

Sent:

228 generated, 0 forwarded

1 fragmented into 2 fragments, 0 failed
0 encapsulation failed, 0 no route, 0 too big
Mcast: 168 received, 70 sent

ICMP statistics:
Rcvd: 116 input,
0 unknown

0 checksum errors, 0 too short
info type, 0 unknown error type

unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port

parameter:

0 error, 0 header, 0 option

0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply

0 group query, 0 group report, 0 group reduce

0 router solicit, 60 router advert, 0 redirects

31 neighbor solicit, 25 neighbor advert

Sent: 85 output,

0 rate-limited

unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port

parameter:

0 error, 0 header, 0 option

0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply

0 group query, 0 group report, 0 group reduce

0 router solicit, 18 router advert, 0 redirects

33 neighbor solicit, 34 neighbor advert

UDP statistics:
Rcvd: 109 input,
0 no port,
Sent: 37 output

TCP statistics:
Rcvd: 85 input,

0 checksum errors, 0 length errors
0 dropped

0 checksum errors

Sent: 103 output, 0 retransmitted

BiEa<w R avwvlk

A

clear ipv6 traffic
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