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M same-security-traffic
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sasl-mechanism
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W  sasl-mechanism
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T, SASLFBRED R TV =— MERZIE, X2 VT 4 7774 T U A X — R EICEREINL TN D
SASL AN =ALDY A NG L, X2 VT 4 TTIAT AL =DM TREINLTH
HELMERA D= AL E L TSASL SBFEA D= X L %2 % E L F9, Kerberos X 1 = X A%
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LIZT B, ROa~r REfGFEBANTOILERD Y £7°,

no sasl-mechanism digest-md5S

no sasl-mechanism kerberos <server-group-name>

Bl WOHNE, AAAV—REKFA R ar7 4 Xal—vary T—RICZAY, IP T FL AR 10.10.0.1 T
ldapsvrl &9 44T LDAP H—/ NIt 238GEE LT, SASL A=A L% A X —T /LT LT
F9, ZOHlE, SASL digest-md5 FFAEA = A L% A X —T I LTWVET,

hostname (config) # aaa-server ldapsvrl protocol ldap

hostname (config-aaa-server-group)# aaa-server ldapsvrl host 10.10.0.1
hostname (config-aaa-server-host)# sasl-mechanism digest-md5

hostname (config-aaa-server-host) #

W OHIL . SASL Kerberos Z2F A 1 = X Lz A 32— 7 /LI L Kerberos AAA ¥—/3& LT kerb-servrl
FHEELTWET,

hostname (config) # aaa-server ldapsvrl protocol ldap

hostname (config-aaa-server-group)# aaa-server ldapsvrl host 10.10.0.1
hostname (config-aaa-server-host)# sasl-mechanism kerberos kerbsvrl
hostname (config-aaa-server-host)#
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secondary
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LEEPERFTREIC /R o 72 & T OLEE L CHBRICT 7 7 4 71220 £97,

config)# failover group 1
config-fover-group)# primary
config-fover-group)# preempt 100
config-fover-group) # exit
config)# failover group 2
config-fover-group)# secondary

hostname
hostname
hostname
hostname
hostname
hostname

hostname (config-fover-group) # preempt 100

hostname (config-fover-group) # mac-address el 0000.a000.a011 0000.a000.a012
hostname (config-fover-group) # exit

hostname (config) #
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secure-unit-authentication W

secure-unit-authentication
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Secure Unit Authentication IZ, VPN N~ RO =7 7747 "N bRV EETH7-20N2, —
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secure-unit-authentication {enable | disable}
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M secure-unit-authentication

£l DA, Secure Unit Authentication % FirstGroup &9 Z/L—7 ARV o —Zxt L TA F—T T
LHEERLTHET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# secure-unit-authentication enable

EEaIUF avok L
ip-phone-bypass 2 —PREAEE T T IP EiF A T&E 5L 9 IZ LET, Secure Unit
Authentication XA E FITRY F7,
leap-bypass VPN N— R =T 7747 NOBHRICH DERT A ANDHO

LEAP /N7y R3S, 2—HWRFE (BT > TV D HE) il VPN k>
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KAV b TARARAEEHAST LT —27 A5 —3 3 T LEAP RFE% ST
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security-level W
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v a v F— KT security-level =~ FEZFEHALET, ¥FXF2UT 4 L-ULET 740 MCRET
L1, Zoavry Rone BREEHLET, EX=207 4 LV EE 2200y RT—7[H
WREFEZBMLT, X2V T 4 0EWRY NU—2Z2 X2 0T 4 DERWRy NT—2 05
Ri#ETHHLDOTT,

security-level number

no security-level

YRV ADEBH

T4

avY R E—F

number 0 (FIK) ~ 100 (Frs) O#EE#EL,

FIHNLINTIE, BEXa2UF 4 LULE 0 TY,

A B =T 2 A AT Tinside] EWILFTEMT T, BF =2 T 4 LoV EBFRIICERE LR
2%E. X2 T4 77947 ARV T 0 LoUbE 100 IR ELE T (nameif 2~
KEHK), ZOL~VEMEBIG U TERETE £9,

WOFEIE, ZDOa<xr FeANTELHE—FenRmLTWET,

2747924+ —)L E—F |[£FaUTF4 32TFR}b
T ILF
avv kK E—F L—Fv F |EB UL aAVTERE (VARTL
AVF—=T A A AT 4| . . . —
Fal—gv
avy FER )1)—x EERE
7.0(1) Zoa~y KA, nameif 2~ ROF—TU— b A o H—T (A 2

FEREDHS FS1Y

V74 X2l —varyE—Rpavr RIERINE L,

X2V T4 LULIZE» T, ROBENRHIEI S ET,

o Xy NU—U T RR:FIFNLEITIEH, BEX2 VT 4 DENA L Z—T oA A0nbEX2 ]
T A DIERNA o H—=T 2 A ANDT 7 ®A FEE) 1T ENET, X2V T 40D
WA H =T 2 A A LRIZHDRA NI, EX2 VT DENA, L F—T oA A RIZH DT
TORANMIT I EATEET, 772 EHBETAHIZIE. A X —T A AT 78R U X
FEEALET,

X2 VT g LM DE LA U H—T oA ABNERH LS. EX 2 VT 4 LUV AR
FRIFFNUTFTHIMDA v H—T 2 A~DT 7 AT, BEREOICHTINET,

e BB LVY  —HOBREBEZLV L, EX2 VT4 LVIIKELET, BEXF=2 0T 4 L
NN DFELNA VE—T oA ARERED D56, ATV UIENERO T 7 4 v 725 A
SNET,

NetBIOS #fr = > ¥V BEHEICOABEA SN E T,

— OraServ fi&ET P 12 DORA MET OraServ R— F ORI ENFET D56, &
X2 T4 TTIAT A CHAIET — 2 BERO BB SET,

[ oL-10086-02-J

Cisco¥Fa1)T4 7FS54F7VRARVEFEYI7PLYR R



$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

W security-level

o T4NEZYLZ HTTP (8) L FTP D7 4 NEZ U 7L, (B ULhBEL~L~D) F{E
BRicosmEBEsnET,
X2V T 4 LRLDOELWAS VX —T oA ABEEDL5E81L. NERMD NT7 7 4 v 7 %
TANEY T TEET,

. NATFﬁ'HﬁI] CNAT &l % A4 X—T N T BEE, EX a2 VT OEWNA v F—T x4 A (NER)

WCHDHRA NN EX2 T DI, v HZ—T 24 A O) FIZHBZEAMNIT 7 AT

5ﬁAi X2V T4 DENA L H—T 2 A A LIZHDEA NI LT NAT 2R ET D44
ERHD ET,
NAT HH 2 L2 WGEER, BEX 2 U7 4 LULOELWEEOA ¥ —7 = A AT
EEDA VZ—T = A AICNAT 2FEHTAH2 b, NATZFEAH LN T ET, %
WA A —T oA AR LT NAT 2R ETHHAITL. Bk —U— KRR b 2 &0
HYFEF,

e established 2~ F: Z0a<wr RN, Exa T4 LoULOEWERAR R HEWLER R MNIME
MY N T TICHEN. SN TWAERIC, X2 T 4 DEWERA R0 SEX2 YT 40 OEFEW
KA S~DY Z— e dral LET,

T2V T 4 LULDE WA U H—T 2 A ADEEDH DAL BUTANCK LT established
av RERETEET,

WHE, EF 20T 4 LULOE LA v F—T 2 A TIRBERETE EHA, X2V T 4 LA
NOELWA U H—T A A CTHEIET D2HENR D H5E 1. same-security-traffic =~ > F &5l
LTL7ZE W, 101 HZEB R DEEA 57— 7142%W&T5%9%\20@4/& Tz A A
MCTRAET D T 74 v 71Tk LCRFICRERELZEHTT 25513 2 201 2 —7 =1 A
FLEX=2UT 4 LALEZEY Y TT, BEEZHFATLHIERBYET, LT AEOEFX=
VT 4 2B ET 52 00BN LGERETT,

A H— 7:42@?%1)74V“W%WﬁTéﬁm\%ﬁ@%ﬁﬁ54A7ﬁF?é@%ﬁt
FTICH L WX 2 U T 1HFREZHE A9 5121, clear local-host =~ KA L Tl A2HELE
j‘o

1 WOFITIE, 22D X —T A ADEF2YT 4 LUL%E 100 & 0 IZERELCVET,
hostname (config)# interface gigabitethernet0/0
hostname (config-if)# nameif inside
hostname (config-if)# security-level 100
hostname (config-if)# ip address 10.1.1.1 255.255.255.0
hostname (config-if)# no shutdown
hostname (config-if)# interface gigabitethernet0/1
hostname (config-if)# nameif outside
hostname (config-if)# security-level 0
hostname (config-if)# ip address 10.1.2.1 255.255.255.0
hostname (config-if)# no shutdown
EZEav UK = N EiEA
clear local-host TRTCOBREEZ VY FLET,
interface A HE—=T 2 A AEREL,. AV FZ—TxAf A a7 4Fal—rav
:E_ F‘ — V)iﬁ—o
nameif AVE—T 2 A AL ERELET,
vlan Y TA B —T7 x4 AT VLANID ZEI0 ¥ TET,

Ciscotx¥aUT4 FFSA4AF7VRIARVYEYITPLUR
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send response M

send response

VB YY) ADHHA

RADIUS Accounting-Response Start 3 &2 U} Stop A - & — % RADIUS Accounting-Request Start 33 L O
Stop A v =Y DEEHITEET HITIZRADIUS T H I T 4 VT NRTGA—H a7 4 Falb—
T3y E— FNTsendresponse 2~ REfEHLET, Z?DF— RIZiL, inspect radius-accounting
av U REFEHLTCT 7 8ATEET,

ZOF T ait, TI7ANITIET 4 BE—T MR o TWET,
send response

no send response

Zoa=wry FE, 5IEbF—U—FbHY EHA,

TI24ILE T 74N FOBIERHEITH Y A,
avv kFE—F WOKIT, ZDOaxr Fe A TELHE—FaRLTWET,
T7A4724+4—ILE—F |[EFaT4 AVTHFRXEb
RILF
AU K E—F =Ty F |&E# UL | AVTERbE VAT L
RADIUS 7 h v T 47 /8| @ . . o _
FGA—HK a7 4 Fal—
va v
av Y FEE y—= EERNE
7.2(1) Zoavwry FPREAINE LT,
il WOFITIL, RADIUS T H U VT 4 v 7 HARE LTIREE R ET 5 EE R LET,
hostname (config) # policy-map type inspect radius-accounting ra
hostname (config-pmap) # send response
hostname (config-pmap-p)# send response
BEITUF avwvk e
inspect radius-accounting RADIUS TH U VT 4 VT DMREBEEHELET,
parameters BRERV =~y T ORI A—FERELET,

[ oL-10086-02-J
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W serial-number

serial-number

X2 VT TTITAT U ADYV Y TNESEHRGFRFICERAEICED D101, B3 CA R T A RR
A harT7 4 Fa2lb—3 3 F— RCserial-number =~ REZFEHALET, 7 7 4/ FREIC
RIIWE, 2oavr Fon BRXEFEHLET,

serial-number

no serial-number

DoAY H DA

Zoawy FZE, 5l F—T—Fbb D £ A,

FTIAILE

aAvU kR E—F

TNV TR, YU TAEFESEZOROREICR>THNET,

WOFIE, TDa<vr FeANTELHE—FeRmLTWVWET,

274F72+x—I)ILE—F (X2 TFT4 a2TXXFb

<ILF
avv kK E—F L—Tv kK |&f UL |aAvTFEXRE (VAT LA
Be2-CA RS ARFEAL L 2| o . . . .
V74X a2l — gy

]

))y—= EERE
7.0(1) Zoawry FPREAINE LT,

WOFITIX, central EWVVH N T A RKRA Y OB CA NFARNRA L hary74F¥alb—ay
EF—=RIZAST, ¥FXa VT4 TTIAT L ADV ) TIEZ%E NT A RKRA B central DXk
FORIZED TWET,

hostname (config) # crypto ca trustpoint central

hostname (ca-trustpoint)# serial-number
hostname (ca-trustpoint)#

BEaTUR

avwvFk L
crypto ca trustpoint FIAMKRA VN a7 4Fal—vary B—RIIADET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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server M

Server
TIANEDEBFA—NAT XY = RNERET LI, BYREFA— LT BFY £—-FT
server 2~ RZMHLET, 7RV bEa—br2ar 74Xz b—2a UNHHIBRTHIZIE, 20
av RO BREFHLET, EX2VT 40 7774 T A F, 2R —"EHEETTIC
FBrA—NT X NERTDHE, BRET 74V NEF AL P —NIZEEFELET, T 744 B
P—REREL2WGEAE, 2= L —NERELEoTe & F. X2 VT 0 7T ITAT A
Ty —%iKLET,
server {ipaddr or hostname}
no server
DB YY) ADOBA  hostname F T4 ) NEFA LT aF —D DNS 4,
ipaddr FIFINVINEFA—NATBXL —R_"DIPT FL X,
TI7AIE FI7 ANV ETIE, T4V RBETA—ATBXRY P—NIHY FHA,

av>Y R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

T77A4F79+r—)L E—F %2 FT4 aVTFRF
< ILF
av>v kK E—F L—Tv F |E#& UL |aAVTFEREM (VAT LA
Pop3s . . — — .
Imap4s o . — — .
Smtps . . — — .
avy FEE Jy—=x EENE
7.0(1) Zoawry FPREAINE LT,
i WwOBNE, T 7+ k POP3S BFA—/L F—"DIP 7 FL A% 10.1.1.7 IR ET D HiEERLT
WET,

hostname (config) # pop3s
hostname (config-pop3s)# server 10.1.1.7

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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M server-port

server-port

KA RO AAA — N K— R ERET HITIL, AAA — 3 KR A b &— KT server-port 2~ > K%
EHLET, fELZY =N HR—= b 2HIRT2I21E, Zoa<r FOne BAZMHLET,

server-port port-number

no server-port

SR YY) ADIRBE  port-number 0 ~ 65535 DAF— FFE,
TIHILE FI7F N FDOHF— R F— NIRD E B T,

¢ SDI : 5500

e LDAP : 389

e Kerberos : 88

e NT: 139

* TACACS+ : 49

av>Y R E—F WOFRIL, ZOa~v s FEANTELE—RERLTVET,

T7A47 74— E—F €Fa)T4 aVTFREL
TILF
avyk E—F L—Tv F |&E# UL AVTHERE (VARTLA
AAA H— JL—TF . . . . —
avy FEE )1)—2x EERNE
7.0(1) Zoawry FPREAINE LT,
1 WOFITIX, Tsrvgrpl] &9 ARTD SDI AAA — S TH— S K— FEF 8888 AT L 91
RELTWET,
hostname (config) # aaa-server srvgrpl protocol sdi
hostname (config-aaa-server-group)# aaa-server srvgrpl host 192.168.10.10
hostname (config-aaa-server-host)# server-port 8888
hostname (config-aaa-server-host) #
BEaTUF avwvk e
aaa-server host HRANEED AAA P — N RTA—FEHFELET,
clear configure aaa-server AAA P —RNDar 7 4 X2 —T a2 T TCHBRLE
ﬁ—o
show running-config aaa-server TR_RTDO AAA B— R BEOHY—N T )L—7F BEDS

I—THNORFEDY—/3 ERFFFED T v F /LD AAA
P—\EHERER R LET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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server-separator W

server-separator
BFA—N Y= F & VPN b= DT ) I X LR 5 LTFAIRET HI120E, #WEREFA—LT

-

1% E— KT server-separator 2~ FEHERALET, 7740 oany () IKETITE, Z
Da<y RFOno BREHEHLET,

server-separator {symbol}

no server-separator

VBV ADMEE  symbol BT A=/ P —Z L VPN — "L E XYL LT EHTE D, 7 >
f~—2 (@. 47 (), arnr (), Frisr B, 1o~ (0. B
o3I aer () T,

T4 FI7 NI Ty b~—7 (@) T,
avY R E—F WOFIL, ZOa~<vr FEANTELZE—REZRLTVET,
F77A4794—I E—F (X2 T4 a0TFXFb
< ILF
avy kK E—F IL—Fy F |&Eé DU AVTFERE |[VRTL
Pop3s i — i — —
Imap4s . — . — —
Smtps . — . — —
avy FERE Jyr)—=x TEAR
7.0(1) Zoawry RPREAINE LT,

FEREDHSA FSA4Y V=B —FE, 4TS —Z L EROXFICTELERH Y 9,

il WOWNL, /A7 () % IMAP4S DY — R B RL—F L LTHRET HHEEZRLTWET,

hostname (config) # imap4s
hostname (config-imap4s)# server-separator |

BEEavTYK avwyvFk B
name-separator BT A—NLBILORVPN O —HFL4 L R2ATU—REXUEZLTFEEEL
iﬁ—o

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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W servertype

server-type

LDAP H— R EF V& FETHET DT AAA Y — KA a7 4 Fal— gy E—RT
server-type 2~ REMHLET, BX=2 VT4 77 I7A4 7 AFROY—N EF V2P HR— b
LCWET,

* Microsoft Active Directory

 Sun Microsystems JAVA System Directory Server (LLFi7IX Sun ONE Directory Server & FE{EiL T
72)

Zoavry RET 4 =TT HIE, Zoavr Rone BEXREHEHLET,
server-type {auto-detect| microsoft | sun}

no server-type {auto-detect| microsoft | sun}

YR YY) ADEB  auto-detect X2 VT4 TTIAT U ARAIREIC L > TLDAP — 2 A 7%
RETHLIITHELET,
microsoft LDAP #— /373 Microsoft Active Directory TH 5 Z L ZfHEL T,
sun LDAP #—/37% Sun Microsystems JAVA System Directory Server T 25 Z &
EHRELET,
TIHIE T 74N NTE, BERIICE D =N E A TE2RETDHL IR THET,
avv K E—F KOKIE, ZDavr Fe AN TELHE—FaRLTHET,

7747 94—) E—F [£F%a)F574 aVFTFXFb

T ILF
avv Rk E—F L—Tv F |ZER DU AVTFERE |[VRTL
AAA — R KA KN 70| ° o . . —
Xl —v gy

avy FEE )= EEAT
7.1(1) Zoav s RPEASIE LT,

FEREDHSFSAY X2 UT 4 TFT7A4T AL LDAP X—Y 3 3 %7K — K L, Sun Microsystems JAVA System
Directory Server 33 & UY Microsoft Active Directory DA & HHMENRH Y £,

GE) o Sn:SunDF AL R B—RNIT IR TEHEDICEXR 2 VT 4 TTIA TV ATRES
N7=DN X, ZOY— DT 74/ F NAT—= K KV —ZT7 7 ATXRITNERY 4
Ao DN ELTT 4 L7 MUEBEN, T4 L7 M) EHEHREZ O 2 —VF2ERTHZ &
EHIELET, £, T 7408 RRU— KRR U~ ACLZEL 2 N TEET,
e Microsoft : Microsoft Active Directory Zffif]l L T/SA DU — REZFHTX 5 X 512, SSL T LDAP
ERETIOIVLERDHY 7,

W CiscotFalT4 FF5347YRARVEYIFLUR
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7l

server-type M

T7AN T, ¥F 2 VT 4 TTITAT AL HEfeSeDs Microsoft £7213 Sun @ LDAP 7 1 L

J M) =R THLINEIDZEERELET, 2720, BEREIZED LDAP —N Z 14 7D

PERL L 725A TH LDAP ¥— 323 Microsoft £721X Sun D EH 5 TH DR boro T 5

é\ﬂi\ server-type =~ > K& L C, ¥ —/3% Microsoft ¥ 721 Sun Microsystems > LDAP ¥—
WTPETHRETEET,

WOBITIE, A A AV — " KAR a7 4 F¥a2lb—raryET—RKIAD, =R EZA4TFEIPT K
L Z 10.10.0.1 ® LDAP H—/N Idapsvrl I[Zi%E L E 7, H&AIDOFITIL, Sun Microsystems LDAP H—
NEBRELTHET,

hostname (config) # aaa-server ldapsvrl protocol ldap

hostname (config-aaa-server-group)# aaa-server ldapsvrl host 10.10.0.1
hostname (config-aaa-server-host)# server-type sun

hostname (config-aaa-server-host) #

WOBITIE, X274 T IAT UV AREBREIZE ST =R A4 TERETH LI
ELTWET,

hostname (config) # aaa-server ldapsvrl protocol LDAP
hostname (config-aaa-server-group)# aaa-server ldapsvrl host 10.10.0.1
hostname (config-aaa-server-host)# server-type auto-detect

(

hostname (config-aaa-server-host) #

PlEavT UK

avwyv Rk H:

ldap-over-ssl SSL IZ& > TLDAP 7 AT ¥ b &V — Ok 2 RiET
é cl: j *El bi‘a‘o

sasl-mechanism LDAP 7 5 A7 v b &Y — 1D SASL FRFEE R E L ET,

ldap attribute-map (7 1@ —/ 3L 2—WERDT M B 2— hMi% Cisco LDAP 7 MU B =2 —
Ay I 4 F¥alb—T gy ET—NR) NI~ B 757D LDAP 7 FUEa—h vy
ZERR L., ARTETE7,

[ oL-10086-02-J
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W service

service

EREENTZTCPHEHRDO VY hEARX—TNIZTHIZE, Ze—L a7 4 Fal—ay
F— R Tservice A~ FEMEHLES, VEy a7 4 8—7/WTT5IE, ZDa~r RO no
TERXAHEHLET,

service {resetinbound [interface interface_name] | resetoutbound [interface interface _name] |
resetoutside}

no service {resetinbound [interface interface_name] | resetoutbound [interface interface name] |
resetoutside}

DUB YY) ADERBA  interface interface name FRE SN A LA —T 2 A ZAD Yy hEA F—TVERITT 4 E—

T LET,

resetinbound X2 VT4 TTIAT U AEBBLEIY E LIRS, 778X VXL
FRILAAAREBIZESNWTEX 2 VT 4 T T4 TV RIESR S
TRTCOEEFETCP Yy aDTCP Uy hEEELET, B2l
T4 VULNEICA VH—T 2 AD N T T 4 v 7ITHEELFET,
TDF T arnA =TI o TR W X2 T TSIA
TURIER SN Ny NEBRIMRLTCHEELET, A X —T A
ARFEEINTWRWGS, ZOREFTITOA ¥ —7 = A AITHH
HAEhEd,

resetoutbound X2 VT4 TTIAT L RAZHEBLES E LR, T78AXA VX
FRIFAAABRTEILESNWTEX 2 VT 40 T4 T U AZESE SN
TRTCOFETCP Yy aDTCP Uy hEEELET, Bl
T4 L ARFE LA EZ—T A ABD T T 4 v 7 ITHE L £,
TDF T a i =T NI o T\ WE X2 T TSIA
TURIER SNy NE@EMR L CHEELEYS, 204 T v a v
I, T 74N R TIEA F—T N o TnET, 2 2iE b T 71w
7 A R—AL72 8T CPU ODAREBRINT 572012, BEVEY M&T 1
=TT B ELTEET,

resetoutside X2 VT4 LNAREBENA S F—T oA ATHKTL, 77k&A
URPERIZAAAREICESNWTEXR 2T 4 T I3 7 2 RTHER
SNTTCP X7y hD YUY A X —T7 W LET, ZOF T3
UINAR—=T Mo CNRNE X2 VT 0 T TA T AR
ENF oy FEEMAR LU THRELET, A F—7 =1 X PAT T,
resetoutside ¥ —V — K2 EHT L2 L2 BHOLET, ZOF—U—
RZfEH+ 2 &, SMBD SMTP % —/ 3£ 7213 FTP % —/37>5 @ IDENT
EEXa VT 4 TTIAT UV ATHRIT D ENTCEET e T 7
T4y hTBHZEICED 30RO A 27 U NEENFERES
£,

T4 57 4 )Lk TlX. service resetoutbound (3T X TDA ¥ —T = A ATA X —T NI > TNET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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service M
avY R E—F WOFRIL, ZOa~vr REANTELE—RERLTVET,
I774F79+x—ILE—F (X2 T4 a2TXXFb
<TILF

avv kK E—F L—Tv F |E#& UL |aAVTFEREM (VAT LA

Ja—) a7 4 F¥al— | . . . —

va v
avy FERE Jy—=x ETENE

7.1(1) interface & — 7 — N1 X W resetoutbound =~ > KBNS FE Lz,

ERLEDAS FS54> FBIZER (IDENT) #fiz Uty hTA2LERH LA, ZENT 74 v 2700 vy NEFIRIIC
EETHZIEHTEET, TCPRST (TCP~v X —RND Uty b 777) #ESINIZHAR M
9% &, RSTIZCX WEIZIDENT 7Y ut A03ME1E L, IDENT 287 A L7 7 MI725 £ TREOMEE
N E9, IDENT DX A LT T r2fFoTWnBE, T T4 BB RDZZENRHD E
9, UL, IDENT 3% A A7 U NI 5 E THEFR A RS SYN OFEFEHtlT 5728 T, service
resetinbound =~ RZEHT 2 ENRNTr—<o2A0nMETAZZENH D £,

Bl WOBTIE, WA v H—T =2 AEBELSTRTCOAS X —T oA ATREV Yy b aT 0 &8—T
JZLTWET,

hostname (config) # no service resetoutbound
hostname (config) # service resetoutbound interface inside

WOBITIE, DMZ A v H—T =2 A AR T RTCDOA v A —T =2 A ATEREV Y ha A x—7
MZLTWET,

hostname (config) # service resetinbound
hostname (config) # no service resetinbound interface dmz

WOBITIX, MFA v X =T =2 A ALETHR T LIEEREDO Y By b2 A F—T ML TWET,

hostname (config) # service resetoutside

%II

fEa<T VR avvFk BA
show running-config service Pf—E R ary74¥Xal—agrEFERILET,

Cisco¥Fa1)T4 7FS54F7VRARVEFEYI7PLYR R

[ oL-10086-02-J



$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |
M  service password-recovery

service password-recovery

NRAY—ROEEEZA F—TMZTDHITE, Fe—0 a7 4 ¥ b—3 3 F£— FT service
password-recovery 2~ R&fH L ET, RAT—FOREEZT =7 TDITF, Zoaw
RO BAREMEHLET, NATV—ROEIEIZ, 77 4L FTEA R—T VTR >TWET, 12
2L, RER— %ﬁNXU~F@E@%ﬁ”XA%ﬂﬁLTt%:U?{77?477%@?
FalT 4 2RELRNEIICTLOIC, ZORBIIT A -T2 2BBIOLET,

service password-recovery

no service password-recovery

DUAYHADHE Zoa<wr RIZE, SIELF—U—FLH Y EHA,

FIA4IF NRAT— ROl T 74 FTIEA X—=T MR >TWET,

avy

™.

H
I

™.

WDOFRIT, ZDOa<vwr FEANTEAEE—RE2RLTWVET,

7747 94—) E—F [£%a)F574 aVFTFXFb

<IVF
avy kK E—F L—Tv K |FE# UM AVTERE (VRTL
Ja—;) a7 4 FXFal— | e * * ¢
va v

av Yy FEE Jyy—=x EEAS
7.0(1) Zoavwry RPREAINE LT,

EREDHAL FS54Y ASAS500 vV —XISHEF 2 VT 4 TT T4 T VAT, RATV— ReEnHA, BETIC
Tuar 7 Mo THiRF—AR— KD Ese ¥ — %2+ 22T, ¥X%=2VT7 4 TTF7A4 T AT
ROMMON {ZAD Z EMTEET, KRIZ, 2> 74 Fa2l—vary LYVRZEEELT, A¥—Fh
T arZ 4 Xal—varEERTALCEX 2T 0 TTIAT LV AEFRELET
(config-register =~ > REZM), 72 21X, a7 4 Fal—Tar LYVRART 740 hO 0xl
Th D% H 1%, confreg 0x41 =2~ REZ AT LT, fEZ x4l ICEBRLET, X2V T 4 7775
AT AV —RTDHLT 740 ar7 4 FXal—arPfa—REN5DT. T 741D
NRAT— REMH L CHiME EXEC E— FIZAD ZENTEET, RIZ, AF¥— T v ar7 g
Fal—varyzdfrary7 s Xal—ya jlatt— LT, A4— T v ar74Fal—
varkua—RL, SATU—=REVEy PLET, RERIZ, 2074 Falb—Ta s LYRAF I

DFRTEWCRELT, URTEREBICT = 25010 8x 2V T4 TTFI9A TV RAERTELET, 2L
X, Za— YL ar 7 4 Fa b— 3 F— KT config-register 0x1 =~ K& ASTLET,

PIX500 3V —X X 2T 4 TFIAT L ADEEIT, BEFIC S 2 o7 MIfE-> THiRx—
A—F® Ese ¥—%H LT, t%:)7477747/xf AR — NIZAD £9, ®IZ, PIX X
AT—=R Y=t Xa )T 4 TTIAT L AZF T ya—RLET, ZOY—LiE, T3TD
/XA U — K L aaa authentication =~ > RZHEL £7,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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7l

service password-recovery W

ASA 5500 >V — XA X = VT 4 7774 T 2 ATIL, no service password-recovery =~ >
REFATDE, 22—V EHATROMMON (ZAD Z & &1L TE 4, =—) ROMMON
WCADE, EX2 VT 4 TTIAT LV RTTR_RTCOT7 T v va 7740 VAT A EHEETDHLED
[Ca—PIZER L ET, 2—PIE, BN ZOEERIELFITLRVERY . ROMMON (CA S Z &
NTEEHA, 2—FNT7 T v o 7740 VAT LAEBEELRWES, ¥XF20F 4 7754
ToAFY e —RLEY, NRAU— RFOREETIE, ROMMON 24252 &, BLUOEFD =
T4 X2 b—ra VEMRET DI ENRNEIIR DD, TOMEBEEETT H LR Y — REHE
WTER< eV ET, EL, RRAT—FREEETERTHI LT, FERZ—FRa 7 g
Fal—varaRRLED, MORAT—=REHALTED T2 R0V ET, ZOHA,
VAT LEEEFRRRREBE CEIET I, BILWA A=V Ry Ty a7 4Fal—
vary 774N (AFTTEBYA) 22— FLET, service password-recovery 21~ > R 7 ¢
Fal—valr 77ANMIERIND DT, FHROBEOLZHHE L TWES, ZOa~v Fx
CLI 7m 7 FCTANT % L RETNVRAM ILRIFSNET, ZORELZL TS DME— D HIEIE,
Zoaxry FECUTry T P TANTLZZETY, 20a~vy RORONA—=T g 2 58
LhwaryZ4Falb—varze—RFLTH, BEBRELEINETA, (AU — FOEIEIZH A
) BEHCAZY - T v 7 a7 4 Xal—va 28B4 585 xa )T 77947
VAEBRELTOWDLHEAIE. ARV —ROEEEZT =TT DL, EXa VT TTITA4T
VAFREEFELELTCAY— Ty T a7 4 Fal—varEBEEBY T —MLET, 72—
NF=N—%EHL TGS AF— Ty a7 Falb—a 2B ET LI AZ
NAYEEZFRTT D L. no service password recovery =1~ > RN A KX LA BEEICEBIS N D L &
W2, MLEERa 74 Falb—vay LURZITRLTITObIVET,

PIX500 >V —X X =2 VT 4 777 A7 A LT no service password-recovery =~ > RZ&ff L
S EIE, PIX NAU— R Y=L &2F T3 5L, 2a—PFEIRTOT7 T va T7 A/ VAT L
EHETDHEOICERINET, ==L, B ZOMEEBRIEEZFEITLRVIRD | PIX SR T —
RY— V&R TEZ N TEERA, =R T T v 77 AV VAT A EHELRVEA,
X2 VT4 TTI7A4 T AEVu—RFLET, "AUV—FOREETIE, BFEOa 7 4 Fab—
Ta v EMRET A ERULEIC DD, ZOWEERIELZEITT L RRAT— RERECTE < 7
DET, 2L, XNATU—REEECTERTDHILET, AERA2—YFRar 7 Fal—T g
EFRRLTZO, BIONRAT—=REFALIZDTHZ L0020 ET, ZOHRE, VAT LAEEE
AREZe KB E CHIE T HITIE, LA A=V ERY I Ty T a7 Fal—vary 77rAV
(AFTE2455) 2u—FLET,

WO TiE, ASAS500 vV —REGH X2V T4 TTIA TV ATHRATY—RDORIELEZT 4
T —T N L TWET,

hostname (config) # no service password-recovery

WARNING: Executing "no service password-recovery" has disabled the password recovery
mechanism and disabled access to ROMMON. The only means of recovering from lost or
forgotten passwords will be for ROMMON to erase all file systems including
configuration files and images. You should make a backup of your configuration and
have a mechanism to restore images from the ROMMON command line.

WOHITIE, PIX500 =R tvX=2 T 4 TTIAT LV ATRAT—ROREIEEZT 4 E—7 L
LTWET,

hostname (config) # no service password-recovery

WARNING: Saving "no service password-recovery" in the startup-config will disable
password recovery via the npdisk application. The only means of recovering from lost
or forgotten passwords will be for npdisk to erase all file systems including
configuration files and images. You should make a backup of your configuration and
have a mechanism to restore images from the Monitor Mode command line.

[ oL-10086-02-J
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M  service password-recovery

WORFE, ASA 5500 >V — Rt X2 VT 0 77T A7 A ETREIFFIZ ROMMON IZA 5
BAI T L, NAU— ROBIEBEEZZET T2 HEE R L TVWET,

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

Use ? for help.
rommon #0> confreg

Current Configuration Register: 0x00000001
Configuration Summary:
boot default image from Flash

Do you wish to change this configuration? y/n [n]l: n
rommon #1> confreg 0x41
Update Config Register (0x41) in NVRAM...

rommon #2> boot
Launching BootLoader. ..
Boot configuration file contains 1 entry.

Loading disk0O:/ASA 7.0.bin... Booting...
HH#HHHHHH A HH AR

Ignoring startup configuration as instructed by configuration register.
Type help or '?' for a list of available commands.

hostname> enable

Password:

hostname# configure terminal

hostname (config) # copy startup-config running-config

Destination filename [running-config]?
Cryptochecksum (unchanged) : 7708b94c e0e3f0d5 c94dde05 594fbee9

892 bytes copied in 6.300 secs (148 bytes/sec)
hostname (config) # enable password NewPassword
hostname (config) # config-register 0x1

BEEaI<TU R = N B
config-register Vo — REFCAF— T v a7 4X¥al—a U 2EETA L9
WZEXa T4 TTIAT U AERELET,
enable password AR =TI IIRAT— RERELET,
password 0y A Ly NAT—REFRELET,
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service-policy W

service-policy

FTRTCDOA L F =T =2 A LTI a— YU ERERNERA L F—T A A ETR) V=<
BT VT 47T HIE, Fe—o0L ar T 4 Fab— gy T— KT service-policy 2~ N%&
FBHLEST, =N KU o—2F =T NICTHITE, ZDa~vr RO no BRZMHEH L £,
AB—=T A A LT—HDORY o —% A X =TI ﬁ’é X, service-policy 2~ > REMFHALE
R

service-policy policymap _name [ global | interface intf ]

no service-policy policymap _name [ global | interface intf']

YRV ADEBH

FTIAILE

avY Rk E—F

policymap_name policy-map 2~ RCHRELIZRY v — vy TAEEELET, LAY
34K V= =y TOHRIFETE AR V— vy FIIHRE TS £HA

(policy-map type inspect) ,

global RV — =TT _XCDOA v FZ—T oA AZ@WHALET,
interface intf RV o= =T BHEDA X —T =4 AZHEHALET,

T 7 4 OBEREIZH Y FE A,

WOFIE, ZDa<wr FeANTELHE—FeRmLTWVET,

274F72+x—I)ILE—F (X2 TFT4 a2TXXFb

TILF
avyv kK E—F L—TvF |&E# VTN aVTFERE [VRTL
y‘g__./§/1/ 3\/74%‘;1/,« ° . . . _
va v
avy FEE Jiy—=R EEARS
7.0(1) Zoavy FPREAINE L,

EREDHS F31Y

#l

A H—T 2 AP —ERRY o —iFFa— )L b—bERX R —Ly BRI NET,

FIZFNLEITIE, a7 4Fal—a il T_XTOF IV N TV r—va &S
Ta4v 7 E—HL, MEEZu— VI T T 4y ZICHEAT 7= R =N EENE
T, MHATEARA T u—UL R —iL 1 DOHLTT, 20D, Ja—s> )L R —0ONEEE
B2 80E,. T 74V NORY U—2RETDIN, TAE—T ML THLWLOEZEHT 24
ERH FT,

FITFI RO —E R RY —IZiF, ROa<wy FREENET,

service-policy global policy global

WO TIL, inbound_policy NV ¥ — ~ v T &AL F—T = A ATA X =T NV DI EER
l./\i—a’-‘o

hostname (config)# service-policy inbound policy interface outside
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M service-policy

Woa~wy Rt 7740V b7 a— L RY —%T &—7 /LI L., new_global policy &5
HLOWKRY V=2 DT RTOEXa VT4 TTIAT VA AT =T 2 f ATA X =T ML
\i‘é—o

hostname (config)# no service-policy global policy global
hostname (config)# service-policy new global policy global

BEaTUR avvk £ A
show service-policy Y=t AR —H2FRLET,

show running-config service-policy =Ef7a, 7 4 X2l —Y a THEEINTWVWHY—E X R
Vo—ZRKRLET,

clear service-policy =R R —DOREHEREZEELET,
clear configure service-policy H—EZ2RY—Dar 74Xzl —arEEELET,
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session

session M

AIP SSM F£721Z CSCSSM 72 EDA T V= b SSM ~® Telnet ¥ v ¥ a » ZfESL 4 51203 4
e EXEC ®£— R T session 2~ > RE2EHLET,

session slot [do | ip]

DB VY ADEBH

do slot BB THREENT-SSM L Ta~<r F&3EFT L E£9, Cisco TAC 7545
IRMBZEVERY | do F— U — RIZEA L7anTL7ZE0,

ip slot B THEENTZSSMDIP 7 FL 20X 7 &2%E LET, Cisco
TAC D BARRBRVRY | ip F—U— R L2 T 7Z&0,

slot SSM A2m v hEBZBELET, ik, i1 T7,

FTI24ILF T 7V N OEERHEIZS Y EH AL
avy kK E—F WKOEIF, ZOa<wr REANTELE—RERLTWVET,
I27A4F794+—ILE—F |[EF%aYF4 a>FFX b
TILF
avv K E—F =Ty F |ZE& UL |avTFHFRAE (VRTLA
q‘%‘f% EXEC . ° ° _ °
avy REE Jjy—= TEAR
7.0(1) Zoavy RREAINE L,
7.1(1) doX—U—KLipX—U—FPBEMENE L, ZRHDOF—T— RiX,

FEREDHS FS1Y

Cisco TAC IR EINTZHAICOMEH L E T,

Zoa<wy R, SSMMAT v RO & XICORMERATE E9, RIEEIZOWTIL, show module =
<~ RESHELTLEEN,

TovarERTT AT, exit & AT B0, Ctrl+Shift+6 F— %2 L T H X F—2 ML £,

| WOFITIE, Aay h 1 TSSM~DE v a rZHL L TOET,
hostname# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.
EEa<TUF avvFk B
debug session-command ol a Nl TATARAY S AyvE—UEFR R LET,
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Bl  set connection

set connection

NI T4 w7 JTRTHETHEFEERY O — vy TNTHRET HITIE. 77 A F— R T set
connection 2 v REMHLET, ZDa~ N, FRERORRKREZIBEET 272012, BLO
TCP v — Vv ABZEFZD T U EMUEA RT—TNCTHENEIDERETDHOIERALET, Zh
bOERHIR L TR ZERIRICT 51213, Zoa<wr Fone BERXEHHLET,

set connection {conn-max n | embryonic-conn-max n | per-client-embryonic-max n | per-client-max n |
random-sequence-number {enable | disable}}. . . . .

no set connection {conn-max n | embryonic-conn-max n | per-client-embryonic-max n | per-client-max
n | random-sequence-number {enable | disable}}. . . . .

DoAY H DB

T4

conn-max n (A7 a ) BRSNS TCP Bt £ 721X [RIRF UDP #£#5E D
KL

disable TCP > — Vv AR EDT X MMeae A 712 LET,

enable TCP v — 7 YV AF DT o 2MMea A AT LET,

embryonic-conn-max n (A7 v a ) FFF S D RN IBEE O e KA,

per-client-embryonic-maxn (473 3 V) FFE SN D RFFOIIEG O KK,

per-client-max n (FFvarv) 77470 I EICHR SN D RERERE DR KK,

random-sequence-number (X7 av) TCP v —4 L AFKZFDT A hMbE A 2 —TIVET-

74— M LET,

conn-max, embryonic-conn-max. per-client-embryonic-max. per-client-max D%/37 A —% D n DT

7 AV MEIZ 0 T, ST ERIRICR Y £,

V= AT GDT X MU, T 7 40 B TEA R =T o T ET,

WOEZ, ZOavr FEANTELE—FERLTVET,

F7A470x—IVE—F E£Fa2YT4 3VTFXEb
<ILF
avU K E—F =Ty F &l UM AVTRRE (VARTL
7 .‘? A ° . J— J— .
av Y REE )1)—=x EENE
7.0(1) Zoawry FPREAINE LT,
7.1(1) per-client-embryonic-max 33 X O per-client-max —7 — R BMSNE L
7o

EREDAA K312

conn-max. embryonic-conn-max. per-client-embryonic-max. per-client-max, random-sequence-number

F—U—=REWFhbA T a TR, 2<eb I DIBETLIHENRHY £,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
OL-10086-02-J |



| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

]

set connection WM

Zoa<vy RITEHDNRT A =2 % ANTTT 50, @ilOa~y RIZENTA—FEANTHZ LN
TEFET, BXa2 VT4 779470 RE, FEftar74F¥al—varyrcinboavyr Rae |l
TFICHALET, 2, 792 ary74Xalb—vary BE=RTRD2ODa~< L READ
L7z LET,

hostname (config-pmap-c)# set connection conn-max 600
hostname (config-pmap-c)# set connection embryonic-conn-max 50

show running-config policy-map =~ > RO NIZIE, 2 2D a2~y KB 1 2OfGIhiza~v K
WS ETRRIINET,

set connection conn-max 600 embryonic-conn-max 50

set connection 2~ > KD/ /XF A —4% (conn-max, embryonic-conn-max. per-client-embryonic-max.
per-client-max., random-sequence-number) ¥, {:E @ nat 2~ > NE7ZL static 2~ NEIHAFT
EFE9, OF V., B/ T A — ¥ T nat/static 2~ > KT max-conn, emb_limit, noramdomseq D%
NIA—=ZEMRALTHET DI L. MPC O set connection =~ > K C conn-max,
embryonic-conn-max, per-client-embryonic-max., per-client-max. random-sequence-number D737
A—Z AL TRETLHILHTEET, AT T4 Fab—Ta 3BEID LETAN, E
BRICHH L7258 OBEIXRO L 512720 £,

e MPC O set connection =~ > K & nat/static 2~ > RO EFTRNT 7 ¢ v 7 7T ADNEEGHIR
FE VG RIRZ R STV DA, Wi —FOfIREICE L & &2, ZOHIR
EREH I ET,

¢ MPC O set connection =~ > ¥ 72| nat/static 2~ > ROWTINT, V—F LV AFEEZDT
Z2buET 4 BE—TNMITDHEICTCP VT 74 w7 7 FARREESNTWDGE, v —7
VAFEHDOT X BMUIET =T TR0 £,

per-client-embryonic-max /~7 A — % 3 X O per-client-max /X7 A — 2%, 7747 MPRHSZ &
DTEDLRRKEHRBEEFIRLET HEDZ 7472 MBRLEL FIZEZLORy hT—7 )Y —2R
ZRIFFICERT %6, SNODNRIA—ZEFH LT, X2 VT 4 7T I7AT UV AREED Y
FGAT v MCHFRT 28 AHIRT 5 Z LA TEET, DoS BERIL, Al X Mk Uik o8z
BBEREVoTWMBIRAMENT A EIZLY, XYy VY= 2ELELIELET,
per-client-embryonic-max 737 * — % 1 X O\ per-client-max /X7 A — % %l L C, DoS K%k
THZENTEET, WBEZTDAMMEMEOHDIHRA NPV R—FTEDE, J 74T NI EDEK
KR EBRET DL, BROHDL 7 T4 T v MIk#ESNTZRry hT—2 EOFRA M ERETX
<720 ET,

R OBFITIX, set connection 2~ > N&H LT, RREEROR KA 256 12, TCP > —7 » AFK 5
DT EIMeET A= NCTDHEIICHEELTWVET,
config)# policy-map localpolicyl

config-pmap)# class local server
config-pmap-c)# set connection conn-max 256 random-sequence-number disable

hostname
hostname
hostname

hostname (config-pmap-c) #

WDHITIX, 7 7 4 v 7 % Cisco Content Security and Control (CSC) SSM ZH#Ei% T 5V —E A K

U 3 — T set connection =~ > FZ{HH L TV\WEJ, set connection =~ > RiX, CSC SSM (Z k7
TAVITEARY LV ENDE T TAT V OB RS DITHIB L £,

hostname (config)# policy-map csc_policy

hostname (config-pmap) # class local server

hostname (config-pmap-c)# set connection per-client-max 5
hostname (config-pmap-c)# csc fail-close

hostname (config-pmap-c) #
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Bl  set connection

EEa<U KR avok EiEA
class N7 4w 7 OHFEIERT 7 TR vy T2 B/ELET,
clear configure policy-map TRCDRY v — v T ar74Xab—arw#HKBL

F9, 727E L., RY ¥ — < 7D service-policy =T~ RN
THAINTHAEE. TOR) — <y 7IFHRS TR

Ao

policy-map RIV— (T T 47 VAN DERITEHOT 7 v a
YOT YT —vay) ERELET,

show running-config policy-map HREOT R TORI Y — vy a7 4Xal—ral %k
FRLET,

show service-policy YP—bEZX R —Dar 74 Xalb—a 28 RLET,

set connection =~ NZ &R Y o —%2FRTHITIE. set
connection % —7U — R&EH L F3,
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set connection advanced-options W

set connection advanced-options

NT 74w 7T AT DEER TCP #ifiA 7 v a v &R v— vy 7NTHRET 5I12E, 7
Z A £— KT set connection advanced-options =~ > R LET, bT7 71 v7 7T RIHET
D EE e TCP #if5iA 7> a v &R Y v— <y T bHIRT 512k, 77 A E— KT, Znavy
KD no JEXEZBEHL £,

set connection advanced-options tcp-mapname

no set connection advanced-options tcp-mapname

BV ADEA  tep-mapname FE 7R TCP BifiA 7 L a LV DORREXNG L 72D TCP ~ v 7 D4 i,

FTI24ILEF T 7 4V N OEMERLEIXZH D TR AL,

avyv Rk E—F WKOFRIL, ZOa~vr FEANTELE—FZRLTVWET,

I7A4F724—)L E—F €FaVT4 a20TFXE}

TILF
avv kK E—F =7y F |&Ef# UM aAVvTEARAEF (VATLA
7 ix ° . N - .
avy FEE Jyr)—=x EERNR
7.0(1) Zoavwry RPREAINE LT,

ERLEDASA FS4Y Zoa~y RERITTHI2E, TCP ~ v 74IZMA T, policy-map 2~ K& class 2~ K& dH
ONUORELTELMLERHY £9, FHMICOVTIE, tep-map 2~ FOFAELEML T 7
S,

{51 W OFHITIL, set connection advanced-options =~ > K& il L C, localmap &9 TCP ~ v 7 & ffi
HAT2ZLaBELTNET,

hostname (config) # access-list http-server permit tcp any host 10.1.1.1
hostname (config)# class-map http-server

hostname (config-cmap) # match access-1list http-server

hostname (config-cmap)# exit

hostname (config)# tcp-map localmap

hostname (config)# policy-map global policy global

hostname (config-pmap) # description This policy map defines a policy concerning
connection to http server.

hostname (config-pmap) # class http-server

hostname (config-pmap-c)# set connection advanced-options localmap
hostname (config-pmap-c)#
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Ml  set connection advanced-options

EEa<T YR avvFk §%EA
class N7 47 DOBMEIERTH7 7 A~y TRIBEELET,
class-map JIA =y E—RT, < &b 1 DO match 2~ K

(tunnel-group & default-inspection-traffic (XfR<) ZFITL, —
BRWELIRETHLICE 2T N T T4 v T 7T RAERE
LET,

clear configure policy-map TRTCORY Y — vy T ary7 4 FXxal—Tar2HIBL
9, 727 L, KU — < v 7D service-policy 2~< > RN
THEAIN TV DLEE. ZORY — vy FIFHIBRS N ES

Ao

policy-map RV~ (T T4 w0 7T7RE 1 OFREFEHOT 7 v a
YOT I vE—vay) ERELET,

show running-config policy-map HEOTRTORI Y — <y a7 4Xal—ra sk
FRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
OL-10086-02-J |



| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

set connection timeout W

set connection timeout

T A RVIREED TCP #m N UM SN D ETOX A LT U MR ZHRET HITIE, 7T A2 a7 4
¥ 2 L—3 3 F— KT set connection timeout =~ > RZEH L £, X1 L7 U MZHIBRT 51T
X, Zoa<wr RO no BEREHEHALET,

set connection timeout {tcp <value> [reset]] [half-close <value>] [embryonic <value>] [ded
[<retry-interval> [max-retries]]]}

no set connection timeout {tcp <value> [reset]] [half-close <value>] [embryonic <value>] [ded
[<retry-interval> [max-retries]]]}

Ry ADHA
T4
avY Rk E—F

ded TA RNV HEADLTY MNMIRDE, DCD u—7 28T N KA MIEE
LC, #EOFMMEE IR L ET, BEINTVWDHEO DCD 7' 17— 7 MR E
ENTVWAHEBTRRESNEZE, T2 R R FOWFTRNANISEIC KK LT
BB, OIS NET, WMHDOT Y R A MBI ATH S &
ISELTEHA, 77T A48T 4 A4 L7 7 MBABIEORKZIICER S, £h
WL TTA RV EAL AT MDA 2a— VHBEREINET,

embryonic TCP WIMIBEGE K T 5 £ COMKRER A2 E L £ 7, 1 ~255 (B) #&RE
LET, ZOfEZ 0ICREL T, H#EENFA LT U MNLARNEIICTHI &
HLTEET,

half-closed TCP N—7 7 u— ABHGE BN SN D ETOT A RAREEHELET,5~

255 (43) HRELET, ZOME 0ICREL T, Bt ¥ A AT Uk Lign
FoicTriebTEET,

max-retries Pefges THEZh) CESSNHE Tl L TRBRLEZY T A5 T, &b
EIE 1. HRfEIE 255 T

reset TCP 7 A RAHERAHIBR SN2, Wil S A7 AT TCPRST /37 v h &
EELET,

retry-interval FEINZE DCD 7' u — 7 B ORI <hhmmess> B TFR L £9, I/ IME
1R, ROKAENE 24 FER T,

tep NI A DR T T HETOT A R T,

value 0:0:5 7> 5 1192:59:59 F CTOBEM (hhimmzss TB), ZOEZE 0 IZHE L T, #

N ZA LT T FLRNEIICTHI LB TEET,

T 7 4V s @D embryonic fEI% 30 FVT9,

T 7 * v k@ half-closed fEI% 10 43 T,
7 7 4V b @O max-retries fE(X 5 T,

77 # /v k@ retry-interval fi{% 15 # T,

T 7 4V N D tep fEIE 1 K TT,

WOFEIE, ZDa<vr FeANTELHE—FeRLTWET,

T7A4F724—)L E—F €FaVT4 a20TFXEb

TILF
avv kK E—F =Ty F |ZE# UL |aAvTFHFRAE (VARTFTLA
JIR a7 4 Falb—g | . — — .
N
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M set connection timeout

avy FEE Jj1)—=x EENR
7.0(1) Zoavwry RPREAINE LT,
7.2(1) DCD ¥ R— hRNBEMENE LT,

EREDAA K312

ZDa~wy REFHITT B2, policy-map 2~ F& class I~ REH LN UDHEEL TEBL &
ERdH 0 ET,

(913 kel id. 3 U =A N Ry =A 7 DO5%T LT\ TCP 85t TJ . embryonic $:5: % A
AT MEIZIX, 0:0:0 #FERH L THERERZA LT VR LBEWI EEZHBELET, ZOLDIHEE
L7aWgEEIE, #4457 7 I %E SBHLULEICRET OLERH Y 7,

TCP ##5E23# TH (CLOSING) IRHED & XX, half-closed /X7 A —& 2/ L T, ke @I
LFTORMORSZHRELET, #HRAZA LT T FLARWVEIIIRET HITIE, 0:0:0 =1
LEd, EOZA L7 7 ML 545 TT,

tep T 7T 4 THERD X A AT U M, #ESLFEARIETT A R/ o T D TCP B H Bl
ENHZFETOMBEZHRELET, BN XA LT U PLARWVWE IITIRETHITIE, 0:0:0 ZEF L
T3, HEOXA LT U NMIE S 5T,

reset ¥ — U — NiX, 7 A RV TCP #Efim X A L7 v b Liz& WD AT A2 TCP RST /3
ry MEEETAORASICERALET, 77— a0z, 4 A7 U MEIZ TCP RST %
BEELZVWEBEUICEELZ2VWLONRH Y 97,

DCD A =7 NWIZF DL, TCP /=~ T A FIZBIT LT A RV ZA L7 U MLBLOEIERZ D
Y ¥£9°, Dead Connection Detection (DCD; 7 v R#fgitit) 7o —712Xk V. show conn =~ K
TERINDERDT A RV ZA LT U MRV Yy hSAET, timeout 2+ F‘Ta)rz“ﬁ?éﬂfb\
HEALT T MEEBZTH, DCD 7' v —7\Z L » CEHRAHERF SN 2 WM 2 1K+ 5729
show service-policy =~ > F|ZiX, DCD O T 77 4 BT 4 BERRTHEOOIT U ENREH U i
K
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set connection timeout W

] IR D set connection timeout =~ > FOBI T, MIMIEERO X A LT U hELT2H0%BELTHE
ﬁ—o

ASA Version 7.2(0)80
!
hostname ciscoasa
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Vlanl
nameif inside
security-level 100
ip address 192.168.0.1 255.255.0.0 standby 192.168.0.2
!
interface Vlan2
backup interface Vlan4
nameif outside
security-level 0
ip address 17.12.9.1 255.255.0.0 standby 17.12.9.2
!
interface Vlan4
nameif backifx
security-level 0
ip address 172.23.62.137 255.255.255.0 standby 172.23.62.136
|
interface V1anl50
description LAN Failover Interface
|
interface Vl1anlé0
nameif dmz
security-level 50
ip address 172.16.0.1 255.255.0.0 standby 172.16.0.2
!
interface Ethernet0/0
switchport access vlan 2
no nameif
no security-level
no ip address
!
interface Ethernet0/1
no nameif
no security-level
no ip address
|
interface Ethernet0/2
switchport access vlan 160
no nameif
no security-level
no ip address
|
interface Ethernet0/3
no nameif
no security-level
no ip address
|
interface Ethernet0/4
no nameif
no security-level
no ip address
!
interface Ethernet0/5
switchport access vlan 150
no nameif
no security-level
no ip address
!
interface Ethernet0/6
switchport access vlan 4
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M set connection timeout

no nameif
no security-level
no ip address
!
interface Ethernet0/7
switchport access vlan 4
no nameif
no security-level
no ip address
!
passwd 2KFQnbNIdI.2KYOU encrypted
boot system diskO:/cdisk.7.2.0.80
ftp mode passive
dns server-group DefaultDNS
domain-name default.domain.invalid
access-list outside-acl extended permit ip any any
access-list inside natO0_outbound extended permit ip any 192.168.0.128 255.255.25
5.192
access-list outside cryptomap extended permit ip any 192.168.0.128 255.255.255.1
92
pager lines 24
logging enable
logging buffered debugging
logging asdm informational
mtu inside 1500
mtu outside 1500
mtu backifx 1500
mtu dmz 1500
ip local pool vpnpool 192.168.0.150-192.168.0.160 mask 255.255.0.0
no failover
failover lan unit primary
failover lan interface fover Vl1anl50
failover interface ip fover 150.1.1.1 255.255.255.0 standby 150.1.1.2
asdm image diskO0:/asdm-5211.bin
no asdm history enable
arp timeout 14400
nat-control
global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
static (inside,outside) 17.12.9.51 192.168.0.3 netmask 255.255.255.255
static (inside,outside) 17.12.9.52 192.168.0.10 netmask 255.255.255.255
static (inside,outside) 17.12.9.54 192.168.0.4 netmask 255.255.255.255
static (inside,dmz) 172.16.0.13 192.168.0.3 netmask 255.255.255.255
static (inside,dmz) 172.16.0.14 192.168.0.100 netmask 255.255.255.255
static (dmz,outside) 17.12.9.53 172.16.0.20 netmask 255.255.255.255
access-group outside-acl in interface outside
access-group outside-acl in interface dmz
route outside 0.0.0.0 0.0.0.0 17.12.0.1 1 track 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 ------------ >
ramain same
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
group-policy vpngroup internal
group-policy vpngroup attributes
wins-server value 171.69.2.87
dns-server value 171.70.168.183
vpn-tunnel-protocol IPSec
default-domain value cisco.com
username snoopy password wQO7//ZyQYDXv5qg. encrypted privilege 15
aaa authentication telnet console LOCAL
http server enable
http 0.0.0.0 0.0.0.0 outside
http 0.0.0.0 0.0.0.0 inside
http 192.168.0.0 255.255.0.0 inside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

set connection timeout W

sla monitor 10

type echo protocol ipIcmpEcho 17.12.0.1 interface outside
frequency 5
sla monitor schedule 10 life forever start-time now

crypto
crypto

ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
dynamic-map outsideO 20 set transform-set ESP-3DES-SHA

crypto map outside 20 ipsec-isakmp dynamic outsideO
crypto map outside interface outside
crypto isakmp enable outside
crypto isakmp policy 10

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

!
track 1 rtr 10 reachability
tunnel-group vpngroup type ipsec-ra
tunnel-group vpngroup general-attributes
address-pool vpnpool
default-group-policy vpngroup
tunnel-group vpngroup ipsec-attributes
pre-shared-key *

telnet 0.0.0.0 0.0.0.0 inside

telnet 0.0.0.0 0.0.0.0 outside

telnet timeout 5

ssh timeout 5

console timeout 0

!
class-map dcd
match access-1list outside-acl
class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset dns map
parameters
message-length maximum 512
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sqglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect icmp
class dcd
set connection timeout ded
!
service-policy global_ policy global
tftp-server outside 17.12.9.152 testl.cfg
prompt hostname context
Cryptochecksum:dc412a5fe2003621d7d723420da6e8d5
end
ciscoasa(config)#

[ oL-10086-02-J
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

M set connection timeout

EEa<U KR avok EiEA
class N7 4w 7 OHFEIERT 7 TR vy T2 B/ELET,
clear configure policy-map TRCDRY v — v T ar74Xab—arw#HKBL

F9, 727E L., RY ¥ — < 7D service-policy =T~ RN
THAINTHAEE. TOR) — <y 7IFHRS TR

oo

policy-map RIV— (T T 47 VAN DERITEHOT 7 v a
YOT YT —vay) ERELET,

set connection a2 RELET,

show running-config policy-map HEOTRTORI Y — <y a7 4¥Xal—ra %
KRLET,

show service-policy DCD DH Y L A BEOREOMDY—E R T 25 4 EF 4 %
FoRLET,
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

set metric

set metric W

N—TFT 47 7a haA M) v/ EERETDHICNE, b— b~y ar7 4 ¥al—ray
£— R Tsetmetric 2~ FZEHALET, T 74V DA M) v 7{EIZETICIE. ZOa<w R
D no X EMHHLET,

set metric value

no set metric value

YR VY ADEBH

value AN v 7 1HE,

TIAIE T 74V N OEBEHEIZH D EH A,
avy kK E—F WOFRKIL, ZOa~vr ReEAJTEDLE—REZRLTWVET,
7747 94—) E—F [£%a2)FT4 aVFTFXFb
T ILF
avv Rk E—F L—Tv F |ZER U aAVTEARBM (VAT L
N—hr~wy T T T X | — . - —
L—a
avy FEE Jy—=x TEAR
BELE Zoawr RFBEFO LD TT,

EREDHS FS1

no set metric value 2~ R&EHHT5E T 74V DA M) v 7fEICRTZENTEET, 2D
WA D value 1%, 0 ~ 4294967295 DIEF T,

Bl WOBFNE, OSPF V—F 4 VI CHERTLL— v~y TERETDHHIEERLTNET,
hostname (config) # route-map maptagl permit 8
hostname (config-route-map)# set metric 5
hostname (config-route-map) # match metric 5
hostname (config-route-map)# show route-map
route-map maptagl permit 8
set metric 5
match metric 5
hostname (config-route-map)# exit
hostname (config) #
EZEav UK = N B
match interface R LIm T DA » 4 — 7 = A ADIERIC K2 A F ok v 7 &
D, TARTON— b aeHEALET,
match ip next-hop BELLEWTNDLOT 7R YA ML TESNIERT A MRy T
N—H T RUAZFD, TXTONL— MEFAiLET,
route-map boEN—T 4T Ta bhaLvhbRlor—TFT 4T Ta kanic

N— N EBEMAT OO0 EERLET,
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

W set metric-type

set metric-type

OSPF A U v N—b+DXATEFETDITNE, V—b~wy T a7 4 Falb—var T—F
T set metric-type =~ RAMHALET, 774V FREICRETIZIE, Z0a~<wy RO no Blz%
EALET,

set metric-type {type-1 | type-2}

no set metric-type

DUAYHY AMEFEBA  type-1 FEELEZERES AT LHEDOSPE A Y v 7 b— DX A FHRIEELET,
type-2 BELZEEVATANHOOSPF A N w7 — DX TE2IBELET,
TIHILE T 7 4V M type-2 TT,

AUk E—F WOFEIE, ZDa<vr FeANTELHE—FeRLTWVET,

2747924+ —)L E—F |[£FaUTF4 32TFR}b

TILF

avv Kk E—F L—TvF |&E# UL aAVTERE (VARTLA
N—hr~wy T AT 4 Fa | — y — —
L—a

vy FEE yy—2 EERE
BEA7 ZDa<y FEBHFO LD TY,

%l WOFNL, OSPF V—F 4 7 THHT DV — b~y T2 ET D72 RLTHET,

hostname (config) # route-map maptagl permit 8
hostname (config-route-map)# set metric 5
hostname (config-route-map)# match metric 5
hostname (config-route-map) # set metric-type type-2
hostname (config-route-map)# show route-map
route-map maptagl permit 8

set metric 5

set metric-type type-2

match metric 5
hostname (config-route-map) # exit
hostname (config) #

BEEaTUR avvFk SiBEA
match interface BELEWTNND A v H—T 2 A ZADIEBIZ R A MRy P HEo.
FTARTONL— M EFHEAMLET,
route-map BDEIN—T 47 T hapnbRlo—T 7 Ta bk aiii—
N EHEAMT D7 DO&MEERLET,
set metric JV— b~ TOmEN—T 47 TahaloXr ) v JEEZREL
E3x e
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

setup

VB YY) ADHHA

FTI24ILF

avv kK E—F

setup W

M7 a7 e LT kX2 VT4 77 IA TV ADRNROA 7 4 F2b—va
EHRETDHITE, Fe—b ar 7 4F¥a2b—v g F—RFCTsetup 2~ FEANLET, 20D
AT 4 Falb—aslioT, ASDM 2T 2 - ok NRitEsnE S, 7741 Fo=
V7 4 Fab—a VIZRETICIE, configure factory-default =~ > RH B L T 7230,

setup

Zoa=wry FE, 5IEbF—U—FbH Y EHA,

T 74N FOBIERHEIZH Y A,

WOEF, ZOa<vr FEANTELE—FERLTVET,

F7A4F724—)L E—F €FaVT4 a20TFXE}

< ILF
avv kK E—F L—TyF |BE# DUV AVTFERE |[VRTL
y‘g__./§/1/ 3\/74»%‘;1/,« . . . . .
va v
avy FEE J1)y—= EEARS
BEAT Zoa=wy RFEEEFEOL DT,

EREDHS FS1Y

7T a AFRVHNICALZ = T v a7 4FXalb—ra URNEELBWEE, 77— R
Ty NT v T AT S REERICERREINET,

setup 2~ RZEHTHIF, WA v F—T A R HONPLOREL THBLERH Y £,
PIX500 > U —ADT 74/ k a7 4 X alb—a 02E, WA > ¥ —7 = A A (Ethernet 1)
NEENTOETNIASASO VI —XDT 74k ar7 4 Falb—va iZdgEn Tt
o, setup 2~ REFEAT LA, WA v F—T 2 AT DA 0 F—T = A AZONT,
interface =~ > K% AJJ L. IZ nameif inside =2~ > R AN L TEBLLERH Y 7,

SNF ATHFARNE-RTE VAT LAETAN—ANT, BLOE a7 F 2 MIx LT setup
av s REHTEET,

setup I~ REANT DL, K241 ITRTHEROANZERINET, VAT LD setup 2~
RiZix, 2hoo7ar 7 bod 7y MREENTHET, BRINFZ T A—FIIxT o2
T4 X2l —va VRTTIHFELTWDSAIE, T0ar 7 Falb—rarn () THENT
FRENET, Z0ar 74 X2l —arvZ2T 73V ELTRITANDZEDL, L
T4 X2 —varEANLTCEEETLZ L TEET,

[ oL-10086-02-J
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%24

same-security-traffic 3<% > F~ show asdm sessions I< Y F |

setup

5 24-1

setup DAV Tk

JovJhk

B8

Pre-configure Firewall
now through interactive
prompts [yes]?

ves T72lZno E AN LET, ys EANTDHE, By N T v 7 & A
TRITPEATESNET, no E NJLT2SE, By b Ty 7 XA
B HEILLT, Fr—UL ar7 4 Xal—vary Yy b
(hostname(config)#) ﬁ*f%éﬂi'ﬂ_o

Firewall Mode [Routed]:

routed ¥ 7213 transparent = NJ) L 7,

Enable password:

A X =TI RAT—=REANLET, ZO/RT— RiX, 3 058U
HZTB0ERH D 9,

Allow password recovery
[yes]?

yes £l no A LET,

Clock (UTC): DT 4=V RIZIF—UANTEERA, T 74/ D UTC R
EH S ET,

Year: TEBEL 4T TADLET (728 20, 2005), FEOFPAIL 1993 ~
2035 T,

Month: AERTRHEFEORFAI XTFEHEM LT, AZANLET, & x
X, SeplX9 AZRLET,

Day: 1~31OHEEATILET,

Time: Wi, oy, BZ 24BN TAD LET, 72 2iF. F% 8HF54 4y

44 TS DIFENT 20:54:44 & A TT L E T,

Inside IP address:

WNEA v B —T 2 A ADIPT RLAZ A LET,

Inside network mask:

WNERIP 7 RLRAWC#EAT A%y b —27 =272 AN LET,
255.0.0.0 X° 255.255.0.0 72 &, ARy NU—2 AT ERET
BLENRH Y 9,

Host name:

avw U RIA L T NIRRT HAFANMEADLET,

Domain name:

CX 2 VT4 TTITATUVAREITENDIR Y NU—T D RAA
VA EANTILET,

IP address of host
running Device Manager:

ASDM (ZT7 7B AT HMEDHDHEARDIP 7 RLAEZ AN LE
‘a_o

Use this configuration
and write to flashv?

yes ET-lino #ANJILET, yes EANTHE, WA X —T7 <
A AMA F—=T N, BRLEZa V74 Fa2b—varRN7
Ty Ta =T 4 a lEZRAENET,

no EANTHE, By NT T FATa TR0 IRI, &KHIO
BRINB SN E T,

Pre-configure Firewall now through interactive prompts
[yes]?

no “ NJJL Ty N7 o F XA Tal w2 T3 50 yes AT L
Ty N7y 7 FATur 0k LET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

]

setup W

WOBNL, setup 2~ R 7 a7 F Ttk E CEEXETDHIHEEZRLTNVET,

hostname (config) # setup
Pre-configure Firewall now through interactive prompts [yes]? yes
Firewall Mode [Routed]: routed
Enable password [<use current passwords]: writer
Allow password recovery [yes]? yes
Clock (UTC):
Year: 2005
Month: Nowv
Day: 15
Time: 10:0:0
Inside IP address: 192.168.1.1
Inside network mask: 255.255.255.0
Host name: tech pubs
Domain name: your company.com
IP address of host running Device Manager: 10.1.1.1

The following configuration will be used:

Enable password: writer

Allow password recovery: yes

Clock (UTC): 20:54:44 Sep 17 2005

Firewall Mode: Routed

Inside IP address: 192.168.1.1

Inside network mask: 255.255.255.0

Host name: tech pubs

Domain name: your_ company.com

IP address of host running Device Manager: 10.1.1.1

Use this configuration and write to flash? yes

PEavTU R

avv ik EL
configure factory-default FIFNL RO T 4 F 2l —2 a3 IR LET,

[ oL-10086-02-J
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

W  show aaa local user

show aaa local user

HfEO v 7 SNTWA2—FL4D I A b, Foida—FRITET M EERT DT, Fr—nN
Va7 4 Falb—3 g F— KT showaaalocaluser =~ R&{#HEHL £9,

show aaa local user [locked]

DB VY ADEBH

locked (A7vay) Bfuy 7 &N TWHa—PL£0) 2 b &2F R LET,

TIAIE T 74V N OEBEHEIZH D EH A,
avy kR E—F WDOEF, ZOa~vr REANTELZE—RERLTWVET,
7747 94—) E—F [£%a2)F74 aVFTFXFb
T ILF
avv Rk E—F =Ty F |ZER U aAVTEARBM (VAT L
Ja—;) a7 4F¥al— | . . . —
va Y
avy FEE Jy—=x EEAR
7.0(1) Zoawry FPREAINE LT,

FEREDHS FS1Y

|

FFarDX—T— Rlocked ZEWTHE, X2 VT 4 777347 A%, TTD AAA
a—H ) =PI ONT, LR ITEn vy 77U N AT =X ZADFEMER R LET,

username 7 a VEMFHL Ca—VE2 1 N\OAREBETHZ LY, al A7V a v 2EHLTTAR
TOa—PEFEETHI L HTEET,
ZoawryRE, By T RERNTWAL—YFDOARAT —H APFIZEEEZRFLET,

FHEIL, 7 M Aoy 7T U FENEE A,

WOFHITrX, show aaalocal user =~ R&ZfHLC, I COa—FHDou v T7 U kN AT —X4
ArFR L TOVET,

ZOFITIE, FBEER O EfRE S [ENZERE L7 T. show aaalocal user =~ R&{HEH L T, T
RTO AAA =V 2 —PFIZOWTERIAEDKRMEE L vy 7 T U N A7 —F ZDFEMA RKR L

hostname (config) # aaa local authentication attempts max-fail 5
hostname (config) # show aaa local user

Lock-time Failed-attempts Locked User
- 6 Y test
- 2 N mona
- 1 N cisco
- 4 N newuser

hostname (config) #

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show aaa local user W

WOFI T, AR D EfR%E 5 FIUIFRE L721% T, show aaa local user 2~ > N% lockout % —
U—RMAETHEALT, By 270 FENTETRTO AAA B—F)L 2—FZDN T, FBIED R
Mkl 770 b AT =2 ADFMELRRLTOET,

hostname (config) # aaa local authentication attempts max-fail 5
hostname (config) # show aaa local user
Lock-time Failed-attempts Locked User
- 6 Y test
hostname (config) #

PEavT R

avwvk atBA
aaa local authentication attempts max-fail £ < 72\ 2T — RO A &2 FE THET D0
ERELET, ZORKEBEADL L, 2—Yidr v s

TURESNET,

clear aaa local user fail-attempts ITORMEEEZ 0V Yy b LET, v T U b
AT — R AIEFE LER A,

clear aaa local user lockout BEL-a—YEHEI_XTCoa—Foay 77y
b AT —=Z ZEHEEL BITREDO D T 2 % 0125
ELET,

[ oL-10086-02-J
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

W  show aaa-server

show aaa-server

AAA — N 2 FEEHEIR 2 B~ 2121k, FibE EXEC &£ — K T show aaa-server =~ R & {#
% Li‘g_o

show aaa-server [LOCAL | groupname [host hostname] | protocol protocol]

DBy AOFEA LOCAL (A7 av) LOCAL 2 —H F— X X—ZADMFHERER R LET,
groupname (ATvay) FA—TIZEENTVWD I — O IFREE R LET,
host hostname (AFvay) FIV—FIZEENTHBREDY — OMHIEREERL

9,
protocol protocol (FFvay) BELE g halodb—"okiHERsR < LET,
¢ http form
e Kkerberos
* ldap
* nt
¢ radius
o sdi
* tacacst
TIHI b F 7 H I R TIE, T_TO AAA V—R_OFEHE RN TR ENET,
avY kK E—F WROFIL, ZOa~wr FEANTELZE—RERLTVET,
F7A4F724+—IL E—F |[£X2)F1 aVTFX
TILF
avy kR E—F L—TFTv F |&EB U AVTFERAEM VAT LA
¥iE EXEC ° M — — ®
avy FEE Jj1)y—=x EEAR
BETF Zoa<wy NIIBEFEO LD TY,
7.1(1) http B D7 7 FasEmahE L,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| E24&

same-security-traffic 1< > K~ show asdm sessions AT >~ F

show aaa-server

1 WOHITiX, show aaa-server 2~ REMH LT, +—37 0 —7 groupl IZFHF EILTWVDEFED

RA N OFEHEREZFR L TOET,

hostname (config) # show aaa-server groupl host 192.68.125.60
Server Group: groupl
Server Protocol: RADIUS
Server Address: 192.68.125.60
Server port: 1645

Server status: ACTIVE/FAILED. Last transaction (success)
22

Number of pending requests 20
Average round trip time4ms

Number of authentication requests20
Number of authorization requests 0
Number of accounting requests 0
Number of retransmissionsl

Number of accepts 16

Number of rejects 4

Number of challenges 5

Number of malformed responsesO
Number of bad authenticatorso
Number of pending requestsoO

Number of timeouts 0

Number of unrecognized responsesO
hostname (config) #

at 11:10:08 UTC Fri Aug

W DOBITIX, show aaa-server =~ REfEHL T, FET /T 4 T/ AT AZEEFNLTND

TARTORA MOFEHMEREZ TR L TOES,

hostname (config) # show aaa-server
Server Group: LOCAL

Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at unknown
Number of pending requests 0
Average round trip time Ooms
Number of authentication requests 0
Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 0
Number of accepts 0
Number of rejects 0
Number of challenges 0
Number of malformed responses 0
Number of bad authenticators 0
Number of timeouts 0
Number of unrecognized responses 0
hostname (config) #

PEavTU R

show running-config aaa-server

BELEY =R N —TIZEENTNETRTOF— F
T IFRFE DY — N OfFHERE R R L E T,

clear aaa-server statistics

AAA Y — A DOfEEHEREZHE L E T,
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

W  show access-list

show access-list

TR VRANDOHD X EFRKAT DHIZIE, F5HE EXEC E— KT show access-list =~ > K& ffi [
L/ji‘j—o

show access-list id

DB VY ADEBH

id TR IVANEREELET,

T4

T 7 H ) F OBEREITH Y FH A,

WDOFRIT, ZOa<vwr FEANTEALE—RE2RLTWVET,

F274724+—ILE—F |[£XF2)TFT1s a2TFXEb
TILTF
avy kK E—F L—Fv K |EB YUV | AVTERE (VAT L
¢§$§ EXEC ) . . . N
Jyy—= EERE
BEAF oawy FEBHFOLOTY,

]

&Iz, show access-list =~ > RO HIZR L £,

hostname# show access-list

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-list 101; 10 elements

access-list 101 line 1 extended permit tcp any eq www any (hitcnt=0) 0xal4fc533

access-list 101 line 2 extended permit tcp any eq www any eq www (hitcnt=0) 0xaa73834e

access-1list 101 line 3 extended permit tcp any eq www any range telnet www (hitcnt=0)

0x49ac02e6

access-list 101 line 4 extended permit tcp any range telnet www any range telnet www

(hitcnt=0) 0xa0021l1a9f

access-list 101 line 5 extended permit udp any range biff www any (hitcnt=0)

0xf89a7328

access-list 101 line 6 extended permit udp any 1t ntp any (hitcnt=0) 0x8983c43

access-list 101 line 7 extended permit udp any any 1t ntp (hitcnt=0) 0xf361ffbé

access-list 101 line 8 extended permit udp any any range ntp biff (hitcnt=0) 0x219581

access-list 101 line 9 extended permit icmp any any (hitcnt=0) Oxe8fal8el

access-list 101 line 10 extended permit icmp any any echo (hitcnt=0) 0x2eb8deea

access-list 102; 1 elements access-list 102 line 1 extended permit icmp any any echo

(hitcnt=0) Ox59e2fea8

ZOHITIE, FITOEBICEAAOT 78R a3y fa—L = VIR 3B O 16 RO
FREENTWET,

Ciscotx¥aUT4 FFSA4AF7VRIARVYEYITPLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show access-list W

E=EdVAS avryk BT

access-list ethertype N2 7 4 v 7 % EtherType [ZHESWTHIET 72007 7 &
A VANERELET,

access-list extended TIRA VA Rz ar7 4 ¥alb—yva @B, 77 A
TUA—NEBBTDHIP T T4 v I HORY —ERE
LET,

clear access-list TI7ERAIVAN IR EHEELET,

clear configure access-list ETa s 74 X2l —arhbT7 78R VA MNEBEEL
7

show running-config access-list HEFITLTCWAT VA VAN a7 4Xal— gy
ERRALET,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

M show activation-key

show activation-key

TITA4R—vay F—IlLoTAR—T Mol BROa L 7 4 Falb—a VIZEENT
WhHawy RE, BFRENTWDHarT XA oz &0 CERT HICi1E, $5HE EXEC £— R T
show activation-key =~ > R&fif L £,

show activation-key

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

TI2FIEF ZDawry RIZT 74V FREEH Y £HE A,

™.

H
I

™.

avry ROFIZ, ZOaxr FEANTELE—FZRLTWVET,

F77A47 24—V E—F [£Xa)T4 aVTFRb
TIF
avv kK E—F L—TFv K |EB DUV | AVTERE (VAT L
qé‘f*% EXEC . . . . .
av Yy FEE )1)y—x EERE
PIX N\—2 =32 70 %®Xa2UT 4 TT7IATVATIOa~vwy RRYPR—randE 5%k
DE L,

EREDHAL FS54Y show activation-key 2~ > RO TRENDT /T 4 _X—ay F—DAT—H AL, kO LE
D‘C\\TO

s X2 UT 4 TTIATVADT T va Ty AN VAT AIHDET VT 4= a s F—
B, BEXa2VT 4 TTIATVATHBELTNDT 77 4= ay F—LHELLDOTHD
%A . show activation-key =~ > FOHAITKRD L H 12740 £,

The flash activation key is the SAME as the running key.

o BXalT U T IIATLUVADT T a FT7AN AT ANIHAT I T 4 _X— g F—
N, BXa2VT 4 TTIATVATHELTWAT V7T 4 _X—=2a F—LB2A3L0ThH
5354 . show activation-key =~ > ROHENTRD L 512720 £,

The flash activation key is DIFFERENT from the running key.
The flash activation key takes effect after the next reload.

o TIUT4NR—var =% FULTL—RTHEAIE BEL VDI — (Hnd—) 2, 7
T allBMENTWEE— (FHLWF—) LBL-TWHZENERENET, BEXF2Y
TATTIAT U AEFEHTLHE, L —PMEHAINET,

o FX—%T v 7L — RNLTBINOEELZ A F—7 VT DA, HrLWDF—33 ITHEEE LA
OFET, BEBHTLILEILIHY THA,

e PIXFirewall 77 > R 7+ — AT . HLOF— L HH—T7 = — /LA — —f#E (R/UR/FO)
WEWRH DA, FERTHIIICERENET, 2= R n 2 ANT DL, BEENFIIME
INFET, TOMOEERIF. 7T v a2 T7 AN VAT AEENTWAEF—RNT v I T —
FENET, EXa2 VT4 T 5AT U RAZHEBTLE, FrLnF—nEHENET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| 8524F same-security-traffic 1< > F~ show asdm sessions A< > K
show activation-key W
] RKOBNI. T 7T 4= ay F—IlLoTAR—T oI iED a7 1 Fab— g T
BENTWD A~y RERFTL2HIEEZRLTVET,
hostname (config) # show activation-key
Serial Number: P3000000134 Running Activation Key: Oxyadayada Oxyadayada Oxyadayada
Oxyadayada Oxyadayada
License Features for this Platform:
Maximum Physical Interfaces Unlimited
Maximum VLANs 50
Inside Hosts Unlimited
Failover Enabled
VPN-DES Enabled
VPN-3DES-AES Disabled
Cut-through Proxy Enabled
Guards Enabled
URL-filtering Enabled
Security Contexts 20
GTP/GPRS Disabled
VPN Peers 5000
The flash activation key is the SAME as the running key.
hostname (config) #
EEaTUF avwuk ;]

activation-key

T AR a Y F—hERLET.

[ oL-10086-02-J
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%24

same-security-traffic 3<% > F~ show asdm sessions I< Y F |

H  show admin-context

show admin-context

HHa T EA ML LTBER D M THN TS 2T ¥ 2 NOA4HIZERT 5121, HHE EXEC
“&— K C show admin-context =~ > K& L £,

show admin-context

T4k T 7 4V N OEWEREIZSH D EH AL
avY R E—F WROFIL, ZDa~vr FEANTELZE—REZRLTVET,
F27A4724—ILE—F |[£XF2)TFT1s a>TFXb
RILF
avry kK E—F L—Tv K |&E@ DU AVTERE (VRTL
¥¢HE EXEC . . — .
avy FERE Jj1)y—=x EEHNR
7.0(1) Zoavwr RREAINE LT,
i &IZ., show admin-context =~ > RO NHlZ R LET, ZOFITIL, flashdDL—k T4 L7 R
WM EN TS Tadmin) & WIHIEFLa L THF R MRERENRTVET,
hostname# show admin-context
Admin: admin flash:/admin.cfg
BEEa<T UK avwv kR B

admin-context B THFAMNEHRELET,

changeto AT XAMNAERITI U THANEV AT LAETAN—Z2DM
TUWREZZITWVET,

clear configure context TRCOILTHFAMEHIBRLET,

mode AVTFHFANET—REVINEREIYATICEELET,

show context ATFFXFARDY AL (AT AFEITANLN—R) FTBAEO =

THAMIETLEREFRLET,

W CiscotFalT4 FF5347YRARVEYIFLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show arp

showarp W

7 RU g7 m b (ARP) T —7 V&R AT HITIE, Kk EXEC &— R C show arp =<
REfHLEST, Zoavr NI, ¥4 F7Iy 27 ARP=V MU EFEETRELIZARP = Y
ERALETH, HF= 0 MU OERITITR L EE A,

show arp

OVAYHADHEHA Zoo<wr R BlELF—TU—FbLHD £HEA,

FTI24ILEF 77 4V NOEMERLEIXH D FH AL,

avyv kR E—F WOFRIL, ZOa~vr FEANTELE—FEZRLTVWET,

274794+ —ILE—F |[EF%aYF4 a>FFX b
<ILF
avYy K E—F =Ty F |ZE& SN aAVvTEARAEF VAT LA
¥i#E EXEC . . . R _
avy REE Juy—=x TEAR
BEAF Zoawy REBEFOLDO T,
Bl RIZ, show arp 2~ RO IHIZRLET,

hostname# show arp
inside 10.86.195.
inside 10.86.194.
inside 10.86.194.
inside 10.86.194.
inside 10.86.194
inside 10.86.194

205 0008.023b.9892
170 0001.023a.952d
172 0001.03cf.%e79
1 00b0.64ea.91a2

.146 000b.fcf8.c4ad
.168 000c.ce6f.9b7e

BEaTUR avv Kk

B

arp

AET 47 ARP= MU ZBIMLET,

arp-inspection

BB AT U F—L F— T, ARP X7 v F &P T ARP A
T4 T EPIELET,

clear arp statistics

ARP fFHEHMZTHE L £,

show arp statistics

ARP fFHERER ST LET,

show running-config arp

ARP XA LT U FOBED2 L 7 4 Fal—raEFzRLET,

[ oL-10086-02-J
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

M show arp-inspection

show arp-inspection

KA H—T 2 AD ARP REREZF/RT DHITI1X, 5 EXEC & — KT show arp-inspection =
v REMEALET,

show arp-inspection

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FEANTELE—FZRLTVET,

T7A4724—ILE—F |[EFaUT4 AVTHFRXEb
ILF

avY K E—F V—TvF |E# DU AVTERE |VATLA

FiHE EXEC — . . . _
av Y FEE )1)—x ETENE

7.0(1) Zoa~vy FREASNE L,
£l KIZ, show arp-inspection =~ > NOH %R L E 7,

hostname# show arp-inspection

interface arp-inspection miss

insidel enabled flood

outside disabled -

miss 77 7 L%, ARP BEN A R —T VIl > TWDHERIC, —FH LAvwW sy M L THEITT D
TN TV ay (flood £721% no-flood) Z/RLTWET,

BEa<V K avyFk L
arp ABRT 4y ARP =2 U ZBEMLET,
arp-inspection BERT AT 7 A —/L F— RT, ARP %% v %~ T ARP &
=T 4 7RI LET,
clear arp statistics ARP #EHEHREMEELET,
show arp statistics ARP faHE#MZ R LET,
show running-config arp ARP # A LT T FOBED L T 4 X2l —a B FRLET,

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
m. OL-10086-02-J |



| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show arp statistics W

show arp statistics

DoAY H DB

TI2FIE

avURE—F

ARP #EHEH &2 7T 5121%. F##E EXEC & — KT show arp statistics =~ > &M H L 3,

show arp statistics

Zoavy FZE 5lBbF—U—Fbd ) EHA,

T 7 4V N OEREILZH D TH A,

ROFIE, Z0a~r P2 ATELE—FERLTHET,

74794 —)IL E—F |[#FaUT4 a2TFRF
ILF
avvkE—F W—Fy F |&E& UL aAVTFERB |[VARTLA
¥¢HE EXEC . . . . _
av Yy FEE J1y—=x EERE
BEAT Zoawy NEBFO LD TT,
£l WIZ, show arp statistics =~ > RO I ZR LET,
hostname# show arp statistics
Number of ARP entries:
ASA : 6
Dropped blocks in ARP: 6
Maximum Queued blocks: 3
Queued blocks: 1
Interface collision ARPs Received: 5
ARP-defense Gratuitous ARPS sent: 4
Total ARP retries: 15
Unresolved hosts: 1
Maximum Unresolved hosts: 2
#2422, HT7 44—V ROFBHERLET,
%% 24-2 show arp statistics D7 1+ —JL K
TJ14—ILF e
Number of ARP entries ARP 7—7 )b = h Y DEFHL
Dropped blocks in ARP IP7 RLUADBKIET D= R =7 7 FL RSN T
WAHRIZ, Rry 7 EShie7my 7 0¥,
Maximum queued blocks IP7 RUANFERINDETHRHEL TWAHMIZ, ARP £
Va—DFa—Il AL T vy 7 ORI,
Queued blocks ARP EV a2 —/LDF 2 —|ZHIEA->TNDE T 1 v 7 D,
Interface collision ARPs received TRTCOEX2 VT4 T I9AT LA AL E—T A A
T, BEXa2 V7 TIIAT VAL E—T A ALRT
IP7 RLAMNDLEIE LT- ARP /X7 v RO,

[ oL-10086-02-J
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |
M show arp statistics
%2 24-2 show arp statistics D7+ —JL K (#E)
J4—IL K SR
ARP-defense gratuitous ARPs sent X2V T 4 TTIA4T AL >T, ARPIHIA =X
AD—ERE L THEIE ST gratuitous ARP D%,
Total ARP retries AID ARP BRTT KL AR SN2 o 725512 ARP
YV 2/ Ko TEE 472 ARP ZRO A FHE,
Unresolved hosts ARP £V 2 —/WZ X5 TE ARP ERDBEFE SN TN D,
ARFFRIR A N DR,
Maximum unresolved hosts KRR A SN BICIHESINTZE R, 23 x=2 70
TIIAT P ANT = T v P INTRENE, ARP £
Va2 — VN TRIER & 7o o TR A MO B KA,
BEEaTUR avvFk 7B

arp-inspection

BRI 7 AT U4 —)L E— T, ARP ¥ v N2 FHT

ARP A7 —7 4 > 7 %HIE L E T,

clear arp statistics

ARP FRHEM AWM EL, EEZ 02V Y FLET,

show arp

ARP 7 — 7 NV ERRLET,

show running-config arp

ARP XA LT 7 FOBEODZ L 7 4 X2 b —3 3 U EHRR
L/i‘a‘o

W CiscotFalT4 FF5347YRARVEYIFLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show asdm history W

show asdm history

ASDM JEIE/N w7 7 ODNF A F AT HIZIL, F5#E EXEC & — KT show asdm history =~ > R & ff
)EH L/i‘a_o

show asdm history [view timeframe) [snapshot| [feature feature] [asdmclient]

9)9 “J7ZO)§HHE asdmclient (j7°f/ 3 ‘/) ASDM 7 54 T Fﬂ%”:%ﬂ%éﬂfl ASDM )@@%_& 7&%
RLET,
Jeature feature (A7 v a) BEOEFRREEES-BEICRE LT, K,

Seature BIELTHNE R HEERLET,

o all: TRTOMRRDIEEAFRRLET (T 741 M),
e blocks : AT h Ny T 7 DEREEFRRLET,

e cpu: CPUMHRDOBRZFRLET,

o failover : 7 = — VA —N"—DEEEFRRLET,

o ids: IDS DBHEARRLET,

o interface if name : FEE LA F —T =2 A4 ADBEREEERLET,
if name 5%, nameif =~ RCHRELIEA VX —T7 = A A4 TT,

o memory : AEVHHBROBEELRSLET,

o perfmon : /X7 A+ —< U ADEREEFR R LET,
o sas: X2 VT AREDREEFRLET,

o tunnels : N RNVOREEFERLET,

o xlates : iAo v NOBEREEFRRLET,

snapshot (7> av) ASDM BROERHT —% ™A v b ETEFRRLET,
view timefiame (F7vay) BEORTHREREINZHMICEE LET, RIC,

timeframe G CTHE L 12 D E R L ET,

o all: JBEARY 7 7 OFT_XTONE (F 74/ 1F)
o 12h : 12 B

e 5d:5HM

s 60m : 60 53]

o 10m : 10 551

T4 L F—U— FOIRELRWERIE, T TOREDOT N TORBEREHRPZRSNET,

avY R E—F WOFRIL, ZOa~vr FEANTELE—RERLTVET,

F74F7 9= E—F £FaUT4 aVTFIF
<ILF
aAvvF E—F L—TvF Bl VUL |AVTERE VATLA
it EXEC . . . . .
av Y FEE Jy—=x EERNE
7.0(1) Z D=~ R, show pdm history =~ > R7>5 show asdm history =~

YRICEEShE L,

Cisco t¥a T4 FFSAFYRATVEYITPLUR
[ oL-10086-02-J




$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

M show asdm history

EREDHAL K542 show asdm history =2~ > FiX, ASDM JBIE N> 7 7 ODINEEE R L ET, ASDM JEEF# % H£R
9" %1Z1%, asdm history enable =~ > RZfHEH L T, ASDM BHED N7 v X T2 H o0 UHA
X—=T ML TELILERH Y 77,

il WIZ, show asdm history =~ FOHHlZ R LET, 22 Tix, HOT3RAFEINHA ¥ —
7oA RET D5 10 pCNE ST —FICBREL TWET,

hostname# show asdm history view 10m feature interface outside

Input KByte Count:

[ 10s:12:46:41 Mar 1 2005 ] 62640 62636 62633 62628 62622 62616 62609
Output KByte Count:

[ 10s:12:46:41 Mar 1 2005 ] 25178 25169 25165 25161 25157 25151 25147
Input KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 752 752 751 751 751 751 751
Output KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 55 55 55 55 55 55 55
Input Bit Rate:

[ 10s:12:46:41 Mar 1 2005 ] 3397 2843 3764 4515 4932 5728 4186
Output Bit Rate:

[ 10s:12:46:41 Mar 1 2005 ] 7316 3292 3349 3298 5212 3349 3301
Input Packet Rate:

[ 10s:12:46:41 Mar 1 2005 ] 5 4 6 7 6 8 6
Output Packet Rate:

[ 10s:12:46:41 Mar 1 2005 ] 1 0 0 0 0 0 0
Input Error Packet Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
No Buffer:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

Received Broadcasts:
[ 10s8:12:46:41 Mar 1 2005 ] 375974 375954 375935 375902 375863 375833 375794

Runts:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Giants:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
CRC:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Frames:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Overruns:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Underruns:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Output Error Packet Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Collisions:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
LCOLL:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Reset:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Deferred:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Lost Carrier:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

Hardware Input Queue:
[ 10s:12:46:41 Mar 1 2005 ] 128 128 128 128 128 128 128
Software Input Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Hardware Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Software Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Drop KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
hostname#

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show asdm history W

RIZ, show asdm history =~ > FOH B ZR LET, Lo LRI, BT HNEEINHRA
H—T A AT B 10 SFICIE ST — X ITRELTWET, 7L, 20Tl
J1% ASDM 7 A4 7 v NRIZEE L TV ET,

hostname# show asdm history view 10m feature interface outside asdmclient

MH|IBC|10|CURFACT|O0|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|62439|62445|62453|62457|624
646246962474 |62486|62489|62496|62501|62506|62511|62518|62522|62530|62534|62539|62542
|62547|62553|62556 62562 |62568|62574|62581|62585|62593|62598|62604|62609|62616|626226
2628|62633]62636|62640|62653|62657|62665|62672|62678|62681|62686|62691|62695|62700|627
04]62711|62718|62723|62728|62733|62738|62742|62747|62751|62761|62770|62775|

MH |OBC| 10 |CURFACT| 0 |CURVAL|0|TIME|1109703031|MAX|60|NUM|60|25023|25023|25025|25025|250
25]25026|25026|25032|25038|25044|25052|25056|25060|25064|25070|25076|25083|25087|25091
|25096]25102|25106]25110|25114|25118|25122|25128|25133|25137|25143|25147|25151|25157|2
5161|25165|25169|25178|25321|25327|25332|25336|25341|25345|25349|25355(25359|25363|253
67]25371]25375|25381|25386|25390]25395|25399|25403|25410]25414 2541825422
MH|IPC|10|CURFACT|O|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|749|749|749|749]|749|750]|750
|750|750|750|750|750|750|750|750|750|750|750|750|750|751|751|751|751|751|751|751|751|7
51|751]751|751|751|751|751|752|752|752|752|752|752|752|752|752|752|752|752|752|752|753
| 753|753 |753|753|753|753|753|753|753|753]|

MH |OPC| 10 |CURFACT| 0 |CURVAL|O|TIME|1109703031|MAX|60|NUM|60|55|55|55|55|55|55|55|55|55|
55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55|55
|55]|55]55|55|55|56|56|56|56|56|56|56|56|56|56|56|56|56|56|56|56|56]
MH|IBR|10|CURFACT|O0|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|7127|5155|6202|3545|5408]39
79|4381|9492(3033|4962|4571(4226[3760|5923|3265|6494|3441|3542|3162(4076|4744|2726|484
7|4292|5401|5166|3735|6659|3837|5260|4186|5728|4932|4515|3764|2843|3397|10768|3080|630
9]5969|4472|2780|4492|3540|3664|3800|3002|6258|5567|4044[4059|4548|3713|3265|4159|3630
|8235]|6934 (4298 |

MH |OBR |10 | CURFACT | 0 | CURVAL| 0 |TIME|1109703031|MAX|60|NUM|60|82791|57|1410|588|57|639]0]|
4698|5068(4992|6495]|3292(3292|3352|5061|4808|5205|3931|3298|3349|5064|3439|3356/3292]3
343|3349|5067|3883|3356[4500(3301[3349|5212(3298|3349(3292|7316|116896|5072|3881|3356
3931(3298|3349|5064|3292(3349(3292(3292|3349|5061|3883|3356|3931|3452|3356|5064(3292]3
3493292
MH|IPR|10|CURFACT|O|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|12|8|6|5|7|5|6]|14|5]|7]|7|5]6
lo|s|8l6|5|5|7|6|5]|6|5|6|7]6|8|6|6|6|8|6]|7|6]|4|5]|19|5]|8|7|6]|4|7|5]|6]6|5]|7|8|6]|6]7]5]|5]
716|9]7|6]

MH|OPR|10|CURFACT |0 |CURVAL|O0|TIME|1109703031|MAX|60|NUM|60|12|0|1|0|0|0|0|4]0]|2|2|0]0]
oloji|1]|o]o|o]o|ojo|o]o]o|o|o]o|1]|0o|0|0|0O|O]0O|1]|28|0|0|O]0|O|O|O|O]|O|O|O|O]O]O|O]O]O]O
lololo]o]
MH|IERR|10|CURFACT|O0|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|0|0o|0|0|o|0|0|0|O|0]|O|O]|O]
olojojo]ojo|o]o|ojo|o]o|o|o|o]ojo]o|ojojo|ojojo]o|ojo]jo|jojojo|ojojo]o|ojojo|ojojo]o]O]
ojojojo]

MH |NB |10 | CURFACT |0 | CURVAL|O|TIME|1109703031|MAX|60|NUM|60|0|0|0|0|0|0|O|O|0|O]0O]|O|O]|O]
olojojo]ojo|o]o|ojo|o]o|o|o|o]ojo]o|ojojo|ojojo]o|ojo]jo|jojojo|ojojo]o]ojojo|ojojo]o]O]
ojojo]

MH|RB|10 | CURFACT|O0|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|374874|374911|374943|374967|
375010375038 |375073|375113|375140|375160|375181|375211|375243|375289|375316|375350]37
5373|375395|375422|375446|375481|375498|375535|375561|375591|375622|375654|375701|3757
38]375761|375794|375833|375863|375902|375935|375954|375974|375999|376027|376075|376115
|376147|376168|376200|376224|376253|376289|376315|376365|376400|376436|376463|376508]3
76530|376553|376583|376614|376668|376714|376749]

MH |RNT |10 | CURFACT| 0 |CURVAL |0 |TIME|1109703031|MAX|60|NUM|60|0|0|0|0|0|O]0]|O|O|O|O]O]|O]O
|ojojo]ojolo|ojo|o]o]jojo|ojo]o]o]ojojojolo]o]ojojojojo|o]o]jojojojo|o]o]jojojojolo]o]a]oO
lojofo]

MH |GNT |10 | CURFACT| 0 |CURVAL|0|TIME|1109703031|MAX|60|NUM|60|0|0|0|0|0|O]0]|O|O|O|O]O]|O]O
|ojojo]ojolo|ojo|o]ojojo|ojo]o|o]ojojojolo]o]ojojo|ojo|o]o]jojojojo|o]o]jojojojolo]o]o]oO
lojofo]
MH|CRC|10|CURFACT|O0|CURVAL|0|TIME|1109703031|MAX|60|NUM|60|0|0|0|0|0|O]0]|O|O|O|O]O|O]O
|ojojo]ojolo|ojo|o]ojojo|ojolo]o]ojo|ojolo]o]ojojojojo|o]o]jojojojo]o]o]jojojojolo]o]o]oO
lojofo]

MH|FRM|10 |CURFACT|O0|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|0|0|0|0|0|0O]0]|O|O|O|O]O]|O]O
|ojojo]ojojo|ojo|o]ojojo|ojo]o]o]ojo|ojolo]o]ojojojojo|o]o]jojojojo]o]o]jojojojolo]o]o]oO
lolofo]

MH|OR|10 | CURFACT |0 |CURVAL|O0|TIME|1109703031|MAX|60|NUM|60|0|0|0|0|0|0|O|O|0|O]O]|O|O]|O]
olojojojojojolojojo]o]jojojojojo|o]ojojo|olo|o]ojojojojo]o]o]ojolojolo]o]ojojojojo]o]0]
ojojo]
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M show asdm history

MH|UR |10 | CURFACT |0 |CURVAL|0|TIME|1109703031|MAX|60|NUM|60|0|0|0|0|0|0|0|0]|O|O|O|O|O]O]
olofofofofofofofofofofofofofofofofofofofofofofofofojojojofofofojofofofofofojojojofo]o]
olofo]

MH | OERR | 10 | CURFACT | 0 | CURVAL| 0 | TIME| 1109703031 |MAX|60|NUM|60|0|0|0|0|0|0|0]|O|O|O|O|O]O]
olofofofofofofofofofofofofofofofofofofofofofofofofojojojofojofojofofofofolojojojofo]o]
ofofolo]

MH | COLL| 10 | CURFACT |0 | CURVAL| O |TIME|1109703031 |MAX|60|NUM|60|0|0|0|0]|0|0|0]|O|O|O|O|O]O]
olofofofofofofofofofofofofofofofofofofofofofofofofojofojojojofojofofofofofojojojofo]o]
ofofolo]

MH | LCOLL | 10 | CURFACT| 0 | CURVAL| 0 |TIME| 1109703031 |MAX|60|NUM|60|0|0|0]|0|0|0|0O]O|O|O]O]O]O
[oJofofofofofofofofofofofojojojojojojojojojojojojojojojojojojojojojojojojooo]o]o]0]0
[ofofo]o]

MH|RST|10 | CURFACT | 0|CURVAL|O0|TIME|1109703031|MAX|60|NUM|60|0|0|0|0]|0|0|0|0O]O|O|O]O]O]O
[oJoJofofofofofofofofofofojojojojojojojojojojojojojojojojojojojojojojojojo]o]o]o]o]0]0
[ofolo]

MH | DEF | 10 | CURFACT | 0 | CURVAL| 0 | TIME| 1109703031 |MAX |60 |NUM|60|0|0|0|0]|0|0|0|0]O|O|O]O]O]O
[oJoJofofofofofofofofofofojojojojojofojojojojojojojojojojojojojojojojojojo]o]o]o]o]0]0
[ofofo]

MH|LCR|10 | CURFACT|0|CURVAL|O0|TIME|1109703031|MAX|60|NUM|60|0|0|0|0]|0]O|0|0O]O|O|O]O]O]O
[oJoJofofofofofofofofofofojojojojojojojojojojojojojojojojojojojojojojojojoo]o]o]o]0]0
[ofolo]

MH |HIQ|10|CURFACT|O0|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|128|128|128|128|128|128|128
|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128]|1
28]128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128|128]128]|128
|128]128|128|128|128|128|128|128|128]|128]|
MH|SIQ|10|CURFACT|O|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|0|0|0|0]|0|0|0|0O]O|O|O]O]O]O
[ojojojofofofojojofofofojofofofofofojofofofofojofojofofofofojofofoofojofofofofojofofo
[ofofo]

MH |HOQ| 10 | CURFACT | 0| CURVAL| 0 |TIME|1109703031|MAX|60|NUM|60|0|0|0|0]|0|0|0|0O]O|O|O]|O]O]O
[ojojojofofofolojofofofojofofofofofojofofofofojofojofofofolojofofofofojofofofofojofofo
[ofofo]

MH | SOQ|10 | CURFACT |0 |CURVAL|O0|TIME|1109703031|MAX|60|NUM|60|0|0|0|0]|0|0|0|0O]O|O|O]|O]O]O
[ojojojofofofolojofofofojofofofofofojofofofofoofojofofofolojofofofofojofofofofojofofo
[ofofo]

MH |DPC|10 | CURFACT |0 | CURVAL| 0 |TIME|1109703031|MAX|60|NUM|60|0|0|0|0]|0|0|0|0O]O|O|O]|O]O]O
[ojojojofofofolojofofofojofofofofofojofofofofoofojofofofolojofofofofojofofofofojofofo
[ofofo]

hostname#
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show asdm history W

RIZ, snapshot % — 7 — K% ff] L7z show asdm history =~ > RO A Z/RLET,

hostname# show asdm history view 10m snapshot

Available 4 byte Blocks: [ 10s] : 100
Used 4 byte Blocks: [ 10s] : O
Available 80 byte Blocks: [ 10s] : 100
Used 80 byte Blocks: [ 10s] : O
Available 256 byte Blocks: [ 10s] : 2100
Used 256 byte Blocks: [ 10s] : 0
Available 1550 byte Blocks: [ 10s] : 7425
Used 1550 byte Blocks: [ 10s] : 1279
Available 2560 byte Blocks: [ 10s] : 40
Used 2560 byte Blocks: [ 10s] : O
Available 4096 byte Blocks: [ 10s] : 30
Used 4096 byte Blocks: [ 10s] : O
Available 8192 byte Blocks: [ 10s] : 60
Used 8192 byte Blocks: [ 10s] : O
Available 16384 byte Blocks: [ 10s] : 100
Used 16384 byte Blocks: [ 10s] : O
Available 65536 byte Blocks: [ 10s] : 10
Used 65536 byte Blocks: [ 10g] : O

CPU Utilization: [ 10s] : 31

Input KByte Count: [ 10s] : 62930
Output KByte Count: [ 10s] : 26620
Input KPacket Count: [ 10s] : 755
Output KPacket Count: [ 10s] : 58

Input Bit Rate: [ 10s] : 24561

Output Bit Rate: [ 10s] : 518897

Input Packet Rate: [ 10s] : 48

Output Packet Rate: [ 10s] : 114

Input Error Packet Count: [ 10s] : O

No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 377331
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O

Drop KPacket Count: [ 10s] : O

Input KByte Count: [ 10s] : 3672

Output KByte Count: [ 10s] : 4051

Input KPacket Count: [ 10s] : 19

Output KPacket Count: [ 10s] : 20

Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : 0

Output Packet Rate: [ 10s] : O

Input Error Packet Count: [ 10s] : O

No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 1458
Runts: [ 10s] : 1

Giants: [ 10s] : 0

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O

[ oL-10086-02-J
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M show asdm history

Collisions: [ 10s] : 63

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : 15

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : O
Output KByte Count: [ 10s] : O
Input KPacket Count: [ 10g] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
Input Error Packet Count: [ 10g] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : O
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10g] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : O
Output KByte Count: [ 10s] : O
Input KPacket Count: [ 10s] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : 0

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : 0
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 0
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : 0

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : 0
Available Memory: [ 10s] : 205149944
Used Memory: [ 10s] : 63285512
Xlate Count: [ 10s] : O

Cisco E¥a T4 FFSAFPYR ARV EYIPLUR
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show asdm history W

Connection Count: [ 10s] : O

TCP Connection Count: [ 10s] : O

UDP Connection Count: [ 10s] : O

URL Filtering Count: [ 10g] : O

URL Server Filtering Count: [ 10s] : O
TCP Fixup Count: [ 10s] : O

TCP Intercept Count: [ 10s] : O

HTTP Fixup Count: [ 10s] : O

FTP Fixup Count: [ 10s] : O

AAA Authentication Count: [ 10g] : O
AAA Authorzation Count: [ 10s] : O
AAA Accounting Count: [ 10s] : O
Current Xlates: [ 10s] : O

Max Xlates: [ 10s] : O

ISAKMP SAs: [ 10s] : O

IPSec SAs: [ 10s] : O

L2TP Sessions: [ 10s] : O

L2TP Tunnels: [ 10s] : O

hostname#

BEEaI<TU KR =1 ]
asdm history enable ASDM BED N T v T A X —7 M LET,

%I‘:
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

M  show asdm image

show asdm image

BAED ASDM V7 b =7 A A= T 7 A )V EF T HIT1%, $ME EXEC &= — K T show asdm
image =~ FZEH L £,

show asdm image

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

T
H
I
™.

avy ROFIZ, ZOaxr FEANTELE—FZRLTVET,

F74704+—I)L E—F |[Fa2UT4 32TFRXFb
ILF

avv kK E—F V—Ty F Bl UL | AVTERE VAT L

¥HE EXEC . . . _ .
av Yy FEE ))y—= EEAE

7.0(1) ZDa< K23, show pdm image =~ > R show asdm image =1~ >

RIZERINE LT,

£l IZ, show asdm image =~ > KO HFIEZ R L ET,

hostname# show asdm image

Device Manager image file, flash:/ASDM
BEaTUFR avwyFk HL]

asdm image HIEDASDM A A— 77 A LV ERELET,
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| $524% same-security-traffic 1< > F~ show asdm sessions a7~ K

show asdm log_sessions W

show asdm log_sessions

VB YY) ADHHA

TIT 477 ASDM X7 £y a DU AL, BIOERLOE Yy v a VZBEEMTHNT
Wh¥ v a D 2FERT A2, KM EXEC £ — R T show asdm log_sessions =~ > RZ& L
iﬁ—o

show asdm log_sessions

Zoa=wry FE, 5IEbF—U—FbH Y EHA,

FTI24ILEF T 7V N OEEREIZSH Y EH AL
avy K E—F WORIL, TOavwr REANTEHE—RERLTVWET,
27479 4x—ILE—F X2 YF4 a2FXFRXFb
<ILF

avy K E—F =Ty F |ZE& UL |aAvTFHFRAE (VRTLA

¥i#E EXEC . . . R -
avy FEE Jjy—= TEAR

7.0(1) Zoawr RREASRE L,

EREDHS FS1

G¥)

TIT 4774 ASDM v va R, 1 DFETITHEEO ASDM B Xy voa v L BEA T 5
NTWET, ASDM X, 20XV 2y a2 ALTEX 2T 4 T I7A TV ADD
syslog A v =Y ZBELET, FASDM 2 X227 ¥y g lid, —EOk® v g IDREY
BTHNTWET, TDE v 3 ID % asdm disconnect log_session =~ > N CHEMAT L L, fBE
Licky a2k 752 ENTEET,

HASDM v g E A< &b 1 DO ASDM B X7 Ty va U afrif L TWS 720, show
asdm sessions & show asdm log_sessions D[ J/JIZFRI CAAEIZRAZ b H D £,

il KRIZ. show asdm log_sessions 2~ > NOH 2R L ET,
hostname# show asdm log sessions
0 192.168.1.1
1 192.168.1.2
EEa<TUF avvFk SR
asdm disconnect log_session TIT4TRASDM uX S by a B KT LET,
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$24F same-security-traffic 1< > F~ show asdm sessions I< >V F |

WM  show asdm sessions

show asdm sessions

TIT 47 ASDM Yy a DU AR BIOENALICEEfTOATWSEY 3 D E2F
RT A2, KiE EXEC E— KT show asdm sessions =1~ > FZ2H L £,

show asdm sessions

DUBYYADHBE Zoavr NITE BIBLF—TU—RFbH Y EEA,

T4 T 7 4V N OEERMEIEZH D FH A,

WDOFRIT, ZOa<wr FEANTEHLE—RE2RLTWVET,

T
H
I
™.

avy

F7A470x—ILE—F £F2UT4 3VTFXEL
ILF
ATV F E—F V—Ty K &l YUUN |AVTERE VARTLA
FiHE EXEC . . . . —
av Yy FEE )1)y—x EFERARE
7.0(1) Z o z= 2 K23, show pdm sessions =~ > F7>5 show asdm sessions =<

YRICEEShE L,

FRLEDHLIESAY T7547RFEASDM By g illd, —BOEyary DAV S TOHRTVWET, 20k
3 v ID % asdm disconnect =~ R CEHIT AL FEELT-Ey v a v 2K TTHZLENTEE
—gﬁo

] YIZ. show asdm sessions =~ > RO %2R LE T,

hostname# show asdm sessions

0 192.168.1.1
1 192.168.1.2

BEavU R avwvFk B
asdm disconnect TIT 477 ASDM vy a v a2 R TLET,

lE-IuII;
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