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o [Active Directory ® Y| (P.14)

e [Cisco ISE / — R Active Directory TRRGES 41720 (P.15)

e [CiscoISE i
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. TRADIUS Y — RO T A8 (CiscoISE =T — A vtE—Y = U REFRINZWD
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—H RN KB L 1-

fER £ 1= X RRE

FAEL AR — b ORI OBEH ¢ [FEFEA LML E L7z 1 22040 /82 T — RABRIEMN,
F T WE N KL TT (Authentication failed: 22040 Wrong password or
invalid shared secret) |
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BAEOHRIREET A a2 7 Vw9258, WOX I —@#HOMHEMRA vB—UNE
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o 24216 N —H ID A b 7IZ2—Y R R 250 £ A (24216 The user is not
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o 22056 %49 HID A MTIZH T V= FBREOHY EHA (22056 Subject
not found in the applicable identity store(s))
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User in Internal Users IDStore - test-radius)

e 24212 W~ — IDStore T —# &M Lk L7z (24212 Found User in
Internal Users IDStore)

o 22040 /NAT— RBRED, FIXLAMENMESTT (22040 Wrong
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Active Directory Dtk

fER £ 1= X RRE

Cisco ISE & Active Directory ¥— SO OHEENA UM S, ZOFER L L Ta—
PRRAEDN R L F LT,

&

Z DOREIE, Cisco ISE 1282kt 45T T Active Directory KA A & bR m Y
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ZOVF IV AOEL—REEIL, VMware D NTP! 24 L CHRZIA R LT
WRWZ LI XB 7y OFTNTT,
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FERE - IXRE
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AvE—UNRERIND
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T. RADIUS @fE#AOMEICHT 2 -8 L3 (FiE S 472 RADIUS
I—PHZDA VARG U AFRFEL, =T — AykE—Y = MUICEEMITHNT
WHVAT A AvE—VEAXTY U LET),

Cisco ISECLIP icn 7/ A » LTIRD A<y RaE AN L, EOREDT Ny 712k
SORREMED & 5 RADIUS JE&PEH & Ak L 9,
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IDTAL avy FRES LGS, ROBHERRRINET,
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o P NADIP 7 FL &
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DME D IPIBERESNEE Ay

1. AAA =783,

R TAVT 4T
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PRIEEZ FITT AL DR ESINTVE VAT LA TRALET,

EALohSRE

RADIUS #— & DA R I BAEICEZ BNDFERIE, RO EEBY TT,
o Xy MNU—ZHERHICHTS 1 DU LoRME

o RIEH—/NIPT KL A

o REHYP—A"K—F

r Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K

0L-22934-01-J |



sy —x M

fRRE NAD 75 Policy Service ISE / — F#% ping TX 2V, KOWThaEik
TRTOMPFEFITL TS,

e NADIP 7 RL AAMERLET,

e Traceroute B L OZDOMDEY 72 [R=T77] XA TOY—VE2EHL, Gk
DOFRROREEZRAET (T Ny ZHBRIT@ET . FIH TR 72 #rikif & CPU %
KEICHBET D0, BHEOFRy NV —VEHEICERE 52 58808 H Y £
T, TORD, EWMRETIX, Ty FBEZREICHEALR2VE S ITEEL
TLFEEW),
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A= NMIFEEBDHDINEI PEMERELET.

Cisco Identity Services Engine Release 1.1.x ST a—F 424 H4A4 K
| oL-22934-01-J .._



W 5547 o 700R, BE, 8&UHT

75’(7? I‘ 77tZ~ nn‘.\n.l—t j:DJ:-UtntF_I

o [FurrA VI EN-EY RRA LV MTRIEEZFEITTELR Y] (P18)
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o [802.1X FBFEDIHL) (P.23)
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o [FFRIARY —3BERE L T (P.24)
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o [Z—V =V FPRAF v MO KT 5] (P.30)
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s BEEICK LT, 122056 #2475 ID A FTICH T V=7 MBRROHY A
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H Liﬁ‘ KD MAB_Protocols X E% A X — 7 NMIZLET,

- RAN N 7T v T EMNET S (Process Host Lookup)
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j—o

ES i

Endpoint Profiler/Endpoint Profiler Summary V7R — &8 L, Y277 A 1 &
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&t RRFEL A — b ORIOBH - TRAEAKIK L E LIz 22056 %24 T2 ID A F 7 icH
TV R EOMY F4 A (Authentication failed: 22056 Subject not found in the
applicable identity store(s)) |
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o 24210 W= —¥ IDStore T —F Ak - ACSXP-SUPP2\Administrator
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AL CHIRSE T A 2 %227 V) v 35 L, BiELAR— MIROH IR FERENET,
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Access-Reject)
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(Resolution for the Authentication) | FCRIOBEHRHDOY 27 %7 U v 7 LET,
KBMOBEANERENET,

fRRE

o [BEZONDHERE] ICHESNIZKBOBEANR LSS ZLITEELET,

s EEOT I T 4T By arOFMT A arEs Y v LT[AAA 7a baj
(AAA Protocol) ]>[RADIUS #BFED#FH#A (RADIUS Authentication Details)
JUAR—=NMIBEIL, TIICFRINTWD [BIEDOEK (Authentication
Summary) ] > [Radius A7 —# X (Radius Status) | 7 4 —/L N T, Av&—
T a—RONANR—=Y 7 L EBITRRMOBER AR TEET,

GE) (F=Z VLIl BIORF T TN a—TF 4 IRELSBEL TS LAELT) RANLK L. Bk
THRAT I U BIEHELRVHAIIE, KOFIREETLET,

1. AA v F E® RADIUS %— 3% EN Cisco ISE # L TW5D Z L 2R+ 5,
2. AA vTF & CiscoISE D * v b U — 7 i & iR 3 5,
3. Cisco ISE T Policy Service ISE / — FA#EI{EL TH Y . RADIUS ERAZETE 52 & AR

T 5,
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A—YhoFHLEVRY FO—9 7O ADREEIRBRESN D

FERE - IXRE

COMETIE. KOL I BN ONDIERDRH Y £,

2—YR, FHIL V2 A DODZ—T 2 b EEA TR —RT B LD
WCERENTWS,

SERRAX Y NU—7 T IR AMEEFE S 2—PR, #IRshi-ry hU—2 7
T ADHRIFRISND,

ZI—FNRAF Y EZE L THAIZH b b9, @R L ~Ld %y b
T— T RERAETE R,

Ltk (727 RA) VLANICADZ LEHFTENTWE—Y R, RIEH
ZEVLAN ISR TV 5,

o
&

ES i

—

PIRELSFEIESNTOVETRE, Xy FT—=JZT7 7 EATEEE A,

EZbhBREA

BHEN, ELWHFAI 707 7 A VEEELTORWATREERSH Y £,
BEEN, 2—FOT /LA VST BRY v EERLTOEE
»

TR BT 7 AR, WO L= 2 7 STV RO AR B Y %
+.

fRRE

BT A —Y SN ICMERFA T T A NV EYTR—= B X5, ID Y
N—TREREICERZSIN TS Z L 2R LET,

1.

Eall

[#:/F (Operations) ]>[#%iF (Authentication) | ZBR L F 7,
2—YRET D ID S N—TERFELET,
FDOID I N—TRICRIRENTZFRI T 7 7 A VERK L ET,

[RY>— (Policy) ]1>[# 7 (Authorization) | Zi®IRL, T» ID F'NL—7
WX LTCELWV L= AR —FH L TWDH I xR LET,

—H L TWARWEAIIE, ELWHFAIRY =N —H L TWRWEEZT Ny
ybij‘o

BRI S —AVEE L T LML

FERE - IXRE

BHEICL > THREENEHFARY P—IFIELWWS DO TTN, =2 RaRA 2 M,
RE ST VLANIP 23217 Hl> CWEH A,

&

ZOREE, ARBFEOFEEL—VFF Y v a Y LET,

EALhBREA

FHHFFTACL2ADHCP o7 4 v 27 %270y 7 LTWHHEREMENRHD £7°,

r Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K
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fRRE e AA v F L0 Cisco10S U U — 273, Cisco I0S Release 12.2.(53)SE & [fl U7,
EEEH LW ) —ATHEZ EEHRLET,

o ID ZN—TSMNEUNCEREINTWD Z 2B LET,

o T A AL v F ETshowvlan #ffHL T, 7747 b~ FA—F
VLAN BH 0 E 2 nEHRLET, A— MIIELWHFA7a 7741
VLAN BRFERENTWRWEE, DHCP —NIZBET 5729121 VLAN —
VI AR MNRMEYITHDZ L AR L E T, VLAN BIE LWGEITIE,
R ACL2ADHCP o7 7 4 v 27 %278y LTWHAREERH Y 77,
FRIFF A DACL DROEBY THDHZ 2R LET,

remark Allow DHCP

permit udp any eq bootpc any eqg bootps

remark Allow DNS

permit udp any any eqg domain

remark ping

permit icmp any any

permit tcp any host 80.0.80.2 eq 443 --> This is for URL redirect
permit tcp any host 80.0.80.2 eg www

permit tcp any host 80.0.80.2 eqg 8443 --> This is for guest portal
port

permit tcp any host 80.0.80.2 eqg 8905 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

permit udp any host 80.0.80.2 eq 8905 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

permit udp any host 80.0.80.2 eqg 8906 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

deny ip any any

e & w3 =X, show epm session summary # AJJT 52 LIk ->T, A1 >
FEICER SN D Z L 2B LET, RShictya D IP T FLAR
MERTE RV BEIE, A v FICROBREITHRTIND L AR LE
‘d—o

ip dhcp snooping vlan 30-100
ip device tracking

ARAYFBRTIOT4 T AAAEY 3V EFAYTLTWLS

R EFRE [802.1X BLOMAB RAEL FAIIMA LIS, A v FRT /T 47 Hyvay
Ry 7L TED, epmsession summary 2~ RCTTP 77 47 By a R
BrREINFEHA,

&4 “hiE, EFECu AL LR, AL v FIlko TR TENDE2—F By a i

wWHINET,

FZDNBRE | « NAD Lo ACL (35 X Ot Cisco ISE 705 D ##0 DACL = 7 4 — %
AVR) B, ZOEYy Y a VTR L TELSEESN TWRWAREEERH D £
ERS

o HRHIFAE ACL 233 & &4, DACL 7 Cisco ISE 2B 4w rn— RS T E
TN, 24 v FNREy T a B2 T SEET,

e CiscoISE 28 (IELVY) RA MR AF ¥ VLAN Tid7e<, 7V ARAF v VLAN
BOYTEEHLTWDRBEENDH Y, 200y a BN FZ 7 LTS
FREMENH D F 9,

Cisco Identity Services Engine Release 1.1.x ST a—F 424 H4A4 K
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IR e A v F LD CiscoI0S U U — %A, Cisco I0S Release 12.2.(53)SE & [l U2»,
FEH LY Y —RThHH L 2R LET,

e Cisco ISE ® DACL £&1228 (NA 7 T-] OFEBOBENRL ) BREENT
WEMNEIDEMRLET, DACL A4IZ1X, AXR—Z2EEDRNLEHITTDHL
ERHYFT, KIZ, DACLEXNELL . RYRAN—ANREGEENL TR
e EMRLET,

* DACL Z#EUNTIRT 2720, A v FITROBREPFIET 2 Z L 2R L E
T (BEPADTIEROVGEEE, A v TRty a2 & T35 REND
v ET),

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server vsa send accounting

radius-server vsa send authentication

DS5ATURIRIOEDQOURL YA LY avhkBT 3

ERELFBE /5470 F~ D7 I FNOURL Y XA L2y gy ~—UT, oy R a—
PA5EY) 2 URL ICELL A RENEHA,

B CORBEIE, URL YA A L7 a s 20ELT5802.1X Riftyvar, BLO
4 Z I Centralized Web Authentication (CWA) m 74> By a v Tird K< HE
AELET,

EZADNBRE | (ZofEICIE, BROFRAH Y 4, FMconTi, [RRE oz R
LTLFEEW)

Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K
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fRRE

HA 7T 77 A )L THREENTWVD 2 DD Cisco AV <7 1%, ROF| & EME
—HLTWAMENRHD 9 (E : TP 2FEED CiscoISEIP 7 KL 2 Tl
Hal 220 TLIEEW),

— url-redirect=https://ip:8443/guestportal/gateway?...lue&action=cpp

— url-redirect-acl=ACL-WEBAUTH-REDIRECT (Z® ACL "7 7 & & &
A vFTHEBEBINTWNAE I EEHERL T EEW)

A A v F 1T show epm session ip <session IP> a2~ REANTHZ LTk
D, ACLOURL VXA L7 arviimntyyaid@Efantnsies
HRLET (ZZTEYyva v IPIE, DHCP y—RZL-oTorZ 74T b =
VCEEND P T RLATY),

Admission feature : DOTI1X

AAA Policies : #ACSACL#-IP-Limitedaccess-4cb2976e

URL Redirect ACL : ACL-WEBAUTH-REDIRECT

URL Redirect :
https://node250.cisco.com:8443/guestportal/gateway?sessionId=0A000A72
0000A45A2444BFC2&action=cpp

Cisco ISE # A 7' 7 7 A A/ bl & 415 7Y R AF v ¥l DACL 1%, kD
AU RIAVEGATVWDL L EaBLET,

remark Allow DHCP

permit udp any eq bootpc any eqg bootps

remark Allow DNS

permit udp any any eq domain

remark ping

permit icmp any any

permit tcp any host 80.0.80.2 eqg 443 --> This is for URL redirect
permit tcp any host 80.0.80.2 eqg www --> Provides access to internet
permit tcp any host 80.0.80.2 eqg 8443 --> This is for guest portal
port

permit tcp any host 80.0.80.2 eqg 8905 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

permit udp any host 80.0.80.2 eg 8905 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

permit udp any host 80.0.80.2 eq 8906 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

deny ip any any

3o URL U & A L2 K257 Cisco ISE FQDN M F(ET 5 = & % iR
LET,

| oL-22934-01-J
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RRE (\E)

« [ACL-WEBAUTH_REDIRECT| &9 40 ACL 28, KD AA v FITIFE
THZLEMERLET,
ip access-list extended ACL-WEBAUTH-REDIRECT
deny ip any host 80.80.80.2
permit tcp any any eq www
permit tcp any any eq 443
permit tcp any any eqg 8443

o AA vF ETHTTP Y —_"BLOHTTPS Y —"BEMEL TWAH Z & 2R L
*7,

ip http server
ip http secure-server

o UTIAT U RN RYVUNINR=I TN T AT U5 —REANINTWBEA,
NI TNDZ EEMBLET,

o UIGAT UMY TITURN, XM THLIICHRESH TV
WZ xR LET,

o VI A4T bk~ b CiscolSEIP 7 F L A O 2 MR L £,

e Cisco ISE BrBEREICE SN TWAEAIEL, 7747 > b =22 Policy
Service ISE / — K FQDN AT 5L 75:6% L LET,

e Cisco ISE FQDN ik &, 774 T b = o bEEAETHL I L &
HEH‘LA L\i—a’_‘o

954FU IV UEDI—C v bOF Y O— FORE

fER F = XRRE

L — -H_O)umpﬂzkuq:j‘@ﬁé 7747k 7//77'7'9‘7 rj‘) /_ﬁ‘éﬁzbi
A (no policy matched) ] D=7 — A v E—UNRRRINET,

&

’UDF"ﬂ%_E X, DI IA T FuetPa=ry Jo2—AFoa—HF vy
VIZHEY LET,

EAohSREA

TIAT o Taela=mr s VY =R RY | CHBERFRENRE L TNDLA
REMERH Y 9,

fRRE

e UIAT U FurYa=rF R Y —M Cisco ISE [THFET S Z &’EEEE L
F9., FETLHEHEE. AV —RIERINTWDERY > — 1D L —7
GBI =V NOXA TEMBLET (e, TXCTT 740 Mﬁd)
Tua7rAbED, [RYv— (Policy) 1> [HY > —%EFH (Policy
Elements) ]>[#5% (Results) |>[27 747> h 7mbeva=r7 (Client
Provisioning) ]>[V Y —* (Resources) ]>[iE/ (Add) ]1>[ISE FAF ¥
T —Yx k7 r7 57 A (ISE Posture Agent Profile) | TRE I N/-x=—
TVl b TR T ANPFIET DN E I DT OV THRERLET),

o TIURA AL vFDR—=FENRXRULRATEHZLIZEY, JF9A4T 0 F w2
DOFERIEERITLET,

r Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K
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~

(i) IJIAT s FaeVa=m S o= N AV A N—=TDF T — N2, ROBEMEEZTE-T %
ENHD I LICERELTLLEES N,
o T—VUxUIEHDTITIAT U T UNCA VA=A TIHEHEAE, 2—F X770 By
VT ActiveX f VA =T EHATIVNENDBVETST (VIFIA T N Tneva=r 7 X
2— K RX—=U Tk, ZOFROBELEZROLNET),
o UTIAT U Al AV HF—Fy N T RBARNKIETT,

I—vxzob0dq4r F47an8RRTEIAEG

ERELFZEE 75070 F FoeYa=r 70 ca—HFIcH LT, =—Vxr hul (&
ATl Ry 7 ARERINEEA,

ES s COMBEITEY. 2—FRAEYy g v DORAF il T = — X TCHRAELET,
BEZDNBRAE | -ox 4 F7OMBEICH L ClE, BEOFRAEZ LRET, MOV TIL, kO
MERE ] OBRHEZBR LTSN,

fRIRE e TVl IRITIATU N LY ECEEL TS L AR LET,

o AA vF D Cisco I0S U U —x7%3 Cisco I0S Release 12.2.(53)SE & [F] U 7>,
FITHLNI Y —RATHDLZ LR LET,

e Cisco NAC Agent ¥ 721% Mac OS X Agent @ Discovery Host 7 K L 273
Cisco ISE FQDN Z/ R L TW5 Z & g LET (NAC Agent 71 = & 457
Uw 27 L. [Fwsx7 1 (Properties) ] Z1EIR L T Discovery Host Z 78 L £
EDR

e TU®AAALvF T, CiscolSE &= F 7747 F w3 Mo SWISS i@
BRHFAENTWAHZ 2R LET, Ty varic@AINIHRENET
7t A ACL Tlx, SWISS BR— " DFFA SN TWVWAIXLERH Y 9,

remark Allow DHCP

permit udp any eq bootpc any eqg bootps

remark Allow DNS

permit udp any any eq domain

remark ping

permit icmp any any

permit tcp any host 80.0.80.2 eqg 443 --> This is for URL redirect
permit tcp any host 80.0.80.2 eq www —--> Provides access to internet
permit tcp any host 80.0.80.2 eqg 8443 --> This is for guest portal
port

permit tcp any host 80.0.80.2 eq 8905 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

permit udp any host 80.0.80.2 eg 8905 --> This is for posture
communication between NAC agent and ISE (Swiss ports)

deny ip any any

o TNThbT—V=xrh al Ay ZA4AT7alRNERENROIEEIT., FFREIC
RIER S D AREMNH D £+, = R 727470+ SWISS @EICHA s
DHAEBZEN, Cisco ISE OFEHEREIV A MIH DL Z L 2R LET,

s UIATUR =Y NLT AN F— MU TICBEARETHD I L A
BLET,

Cisco Identity Services Engine Release 1.1.x ST a—F 424 H4A4 K
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I—Vxy bARRAF v EHEDRKICKERT 5

FERE - IXRE

—HPIZ% LT lClean Access Server 23 T& £+ A (Clean access server not
available) ]| EW IO A v —UNERINET,

&

OB, CiscoISE b0 RTCHO=—V =y MRiFEy V3 VICERENE
‘d—o

EALhBHREA

oI5 —F, By varMETLTWAZ L, ¥y hU—2 T Cisco
ISE MBFEARFREL o2 EOWVWT NN EBERTIEARH D 7,

fRRE

o —WiX, TIFNE F—FTx=ARADIUS +— 1P 7 KL A, F7zid
Xy N — 7 EHEEIC X o TR S FQDN @ ping 2345 2 &N T &
‘é‘o

o Z—WF, Fy NT—ZICHER A L ERRDL ZENTEET,

o BHEIL, 22—V Oy NU—2 TR RAENE (B4 TH57- VLAN,
ACL, =T 4> 7, 7747 NTO nslookup 2~ > ROFET, 75747
Vb w3 DNS ##i72 &) R TEET,

I—ox M T-RHET IR BRRSND

fER F = XRRE

FHELD—FIITIN Xy NT—7 TIOBAZHELTCWETN, ar (L3R
FEDRIZT TAT v b =l TR 7 7 2] BPYESRET,

4

COMER, ==Y b EFERHLTERT DIV I T~y rouard (v
tovalrTRALET,

EAohSREA

2T AT FTNAC Agent NEIEL T 5 & &2, RORRECTRIENREAET S
REMER DV £T,

o UIFIAT U R R DAVE—T oA ARX T LTS
o Bl aUBKRTLIEES

fRREK

2—=PE Ry P e R L CTHERr 7 A e 1T L (E7AR AT v

I L), HEHROHERLALLLENH Y T,

FREEM#£IZ Cisco ISE % CoA ZH1TL ALY

fER £ 1= X RRE

TIAT s wvrdou s Ay EFRIEORIT,. CoA RRITSNER A,

&

CORBEOREIL, RALETTAHEDICTTIA Tk w2 T CoA NLERA
MBI CORRELET,

EZAhBSRE

TITAT N = D CoA BV AR— NTDDITMBEREBREN, TI7EA AL vF
WCIFE L2 WAREMEN H 0 97,

r Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K
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fRRE

AA »F D Cisco IOS U U —A75 Cisco IOS Release 12.2.(53)SE & [F] L 2>,
FLITHLNWI Y =2 THDZ L Z2MHERELET,

CoA ZHAMTT HDITHERIRD A< R, AL v FREIEFH SN TND
TEERLET,

aaa server radius dynamic-author

client 80.0.80.2 server-key cisco456 --> ISE ip.
server-key cisco456

| oL-22934-01-J
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Io— rAvyt—2

IS— rye—

o~

ACTIVE_DIRECTORY USER_INVALID CREDENTIALS| (P.32)
TACTIVE_DIRECTORY USER_AUTH_FAILED] (P.32)

TACTIVE DIRECTORY USER PASSWORD EXPIRED| (P.33)
TACTIVE DIRECTORY USER WRONG PASSWORD) (P.33)
ACTIVE_DIRECTORY USER_ACCOUNT DISABLED] (P.33)
TACTIVE_DIRECTORY USER_RESTRICTED LOGON_HOURS| (P.33)
TACTIVE_DIRECTORY USER_NON_COMPLIANT PASSWORD (P.33)
TACTIVE DIRECTORY USER UNKNOWN DOMAIN]| (P.34)

TACTIVE DIRECTORY USER ACCOUNT EXPIRED] (P.34)
TACTIVE_DIRECTORY USER_ACCOUNT LOCKED OUT/ (P.34)
TACTIVE_DIRECTORY GROUP RETRIEVAL FAILED] (P.34)
TACTIVE_DIRECTORY MACHINE AUTHENTICATION DISABLED) (P.34)
TACTIVE_DIRECTORY ATTRIBUTE RETRIEVAL FAILED| (P.35)
TACTIVE DIRECTORY PASSWORD CHANGE DISABLED] (P.35)
TACTIVE_DIRECTORY USER_UNKNOWN] (P.35)
TACTIVE_DIRECTORY CONNECTION_FAILED| (P.35)
TACTIVE_DIRECTORY BAD PARAMETER] (P.35)
TACTIVE_DIRECTORY TIMEOUT] (P.36)

ACTIVE_DIRECTORY_USER_INVALID_CREDENTIALS

Bt ZOWIERMA v E—VE, 2—FOI LT Uy ARES THD Z L AR LT
7,

fRRE Active Directory R A A L ~OHEHEICHEH 415 Active Directory = —H% 7 o v
FBIOZ LTy ARELWHHERLET,

ACTIVE_DIRECTORY_USER_AUTH_FAILED

r Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K

EXL COFRAERM A v — Vi, 2 —PREENKBLIZZ 2R LTVET, 2O Ay
& — Ui, Active Directory T —HFE/iT~v v NAT— FRAOBLRWVGEE
CRRENET,

FRRE Active Directory R A A » ~OHFEIMH S 415 Active Directory = —H% 7 v

FBEIORZ LT v NIEL WD HER L £9,
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ACTIVE_DIRECTORY_USER_PASSWORD_EXPIRED

B8 ZORFERMA v —D1F, =P D27 — ROMREAEN TV EHAITE RS
WETS,
fRRE Active Directory D —% 7 H U > b BRFEReBEIL. Active Directory WD T

TRV Yy FLET, 22— T H U FOHBENIN TWAEEAE T, ZDOTH
VYRR ERELETHLGEE, 2= TV FEEHLET, 2=V TAhY
Y FOHIRBTINTEY . T TITAHDTIERWEEIR, RITOBBZH~ET,

ACTIVE_DIRECTORY_USER_WRONG_PASSWORD

EieA ORI A v E— Vi, a—ERRERSRAT— REAN LB ICERS
9,

fRRE Active Directory R A A ~DHEHREIEH 415 Active Directory =+ —# 7 o
FBEORZ LF oy LBRIELWERLET,

ACTIVE_DIRECTORY_USER_ACCOUNT_DISABLED

B A% Z OFRFAERI A v — 1, Active Directory T —% 7 7 > b BRI/ o 72
BEICER R SNET,
fRRER Active Directory D= —H% 7 U 7 > " B3FEeEG1E. Active Directory WO 7

v hEVEy hLET, =¥ THV L FOBRBEN TV EHAET, 20T H
U RREELETHIBAR., 2= F T AT M EEHLES, 2—HF THY
Y FOHIRATIATEY . TTICASTIIRVE A, RITOEBEZH~ET,

ACTIVE_DIRECTORY_USER_RESTRICTED_LOGON_HOURS

EL: ORI A v —T1F, FIROH HERNIC2—Y R a 7o v LB EICHER
ShET,

FRIRE a—H 772 ANFRRGE . Active Directory N2 —H 7T 7R KU v —%F
BLES, 2= 7720884 (ERATHIREATWD) e, ITORH
EIANET,

ACTIVE_DIRECTORY_USER_NON_COMPLIANT _PASSWORD

HL ZORFERMA v —VE, 2—FDONRAT = KPR RAT— R KUY —{ZHEHLL T
WRWERICERRSNET,

fRRE Active Directory ®/3A2 T — R AR U > —|ZH#EPLF 2 L 512, Active Directory N D
INA T — F\%ﬁgﬁﬁ Lij‘o
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ACTIVE_DIRECTORY_USER_UNKNOWN_DOMAIN

L] Z DORIERIA v — 1%, Active Directory 2MEE S L7z KA A V&2 RO b
RWGERICRRINET,

fRIRR Administration ISE / — K =—% A > % —7 = 1 A® Active Directory DX E., I
JL X Cisco ISE CLI @ DNS! @& ez L £,

I. DNS= RAA Y X—A P —E R

ACTIVE_DIRECTORY_USER_ACCOUNT_EXPIRED

B L Z DA =L, Active Directory D —H T h v 2 N OHIENGIN TV DA
WCFRRENET,
fRIRR 2—F FHY L FOMRANTVWEHET, ZOTH Ty MR ELERSES

W, 2=V TH U NEEHLET, 22— T FOHIENENTEY, T
TIZHEDTIEZWEGEEIL, RITOBRBEZRET,

ACTIVE_DIRECTORY_USER_ACCOUNT_LOCKED_OUT

Bt COWIRRA vE— D, 2—F T AT RRB I T Y KSR TVAEBAICHE
RENET,

fRRER Z—HFRELWI LF oY LTI A v ERITT 256, 2—FD 27— K%
Uty NLET, ZRUSNOHEAIL, vy s Ty hORERERLRTERE LS
7+,

ACTIVE_DIRECTORY_GROUP_RETRIEVAL_FAILED

B L% ZDFIAKMA v — UL, Active Directory 787 /b—7 & B T & ARV B A
RENET,

FRRE Administration ISE / — K =—4 A ' % —7 = 4 AND Active Directory D% E D
ELWE S DERERLET,

ACTIVE_DIRECTORY_MACHINE_AUTHENTICATION_DISABLED

EieA Z ORI A v — VL, Active Directory T~ ¥ L EIEME I 8o TR0
TEICRRINET,
R VEBZIG U T, Active Directory O~ & UiBiEE AR L £ T,

Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K
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ACTIVE_DIRECTORY_ATTRIBUTE_RETRIEVAL_FAILED

L] Z ORBFERI A ~7— 1, Active Directory 23MEE S BIEEZ BUG T 20
BlICRRSNET,

fRRE Administration ISE / — K = —% 1 % —7 = f AN D Active Directory D% &N
ELWREI LR LET,

ACTIVE_DIRECTORY_PASSWORD_CHANGE_DISABLED

EieA Z DORBFERM A v E— X, Active Directory T/XAU— REEAF T v g VR ER)
22> TV DH/AICERRENET,
fRRE VBT LT, Active Directory D /82U — REFE 2 H 2 LET,

ACTIVE_DIRECTORY_USER_UNKNOWN

B Z O —Y A vE=—U, Active Directory T —HIFHMR RO LRV E
WCERRSINET,

FRIRR WHRRITORGETEMRLET, BELHADRL—FOBHEIL, Active
Directory T2 —% 7 A7V PR ELKEESNTND I L 2R LET,

ACTIVE_DIRECTORY_CONNECTION_FAILED

EieA ZONEE T — A vtE—U1F, Cisco ISE 2% Active Directory & OFEfi # 4L T X
MG RICRRENET,

fRRE Administration ISE / — K = —#% 1 % —7 = £ AND Active Directory D&% E M
ELWHE S DEHERLET,

ACTIVE_DIRECTORY_BAD_PARAMETER

BieA O T — Ay =ik BHRADNEIT oL AR RINET,
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https://{hostname}/ise/mnt/api/Version
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FHMIZOLTIE, RESEBLTESL,
o ZDVY—ATOLIT TNV a—T 127 AP1 DFEHOFEMIZ S\ TIE, [Cisco Identity Services
Engine API Reference Guide, Release 1.1.x) %#ZH L T IZ&0,

Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K
“. 0L-22934-01-J |


http://www.cisco.com/en/US/docs/security/ise/1.0/api_ref_guide/ise10_api_ref_guide.html
http://www.cisco.com/en/US/docs/security/ise/1.0/api_ref_guide/ise10_api_ref_guide.html

Cisco Technical Assistance Center ~\OE L \&hHe N

~

(G¥)  F£7=. [Cisco Identity Services Engine API Reference Guide, Release 1.1.x] T#%, #HR— k&
NTWLE v a CFHE L0 CoA APLICBI T oAt L 9,

Cisco Technical Assistance Center ~Df L aHtE

LROBECTHBEORRE & OMPEN RO B RWIEEIE, BEE R T D720 D% D% O KEO LI
WCOWTHRGZHEA SN A a0 REIEICBRWEDEL 72 &V, Cisco Technical Assistance
Center (TAC) 2L TiX., 7774 7 v RIAHET % [Cisco Information Packet] % ST % H>,
FITKD Web 4 b EZIRL T ZEW,

http://www.cisco.com/tac/

Cisco TAC IZHE#ET DM, L FOBERZAE L TEBWVTLE SV,

o TITIATVADY Y —¥ BATBLIOVY T AES,

o PRSFEIE 713 RFEE (TCisco Information Packet) %2 /8),

s VI NUZTDARIESAT, N=VarEiFV ) —20FS GEYTHHA).
e HLWT T IAT v AR AT LA

o MIEEITRUAFAE L L S OMBRHH, BELZYY 5 £3mRT 2200 FIHE, MEE
RS 2 722 FAT T 2 FIMEORMA,

GE) IRZ~— P—EREYFIIL, 47 CiscoISE 3300 >V —X T 7 T4 7 L ZAOPMA A b —)L14
AT 12T v 77— FERIIMRTFOERE T THREASTES Y, A b v 7 ERIZOWTIEL
[ Cisco Identity Services Engine Hardware Installation Guide, Release 1.1.1] @ TCreating a Site Log]
DEHZEZR LTI TZEN,

T a7 IILD=FTEHR

=1 [Cisco Identity Services Engine Release 1.1.x b3 T a—TF 1 0¥ 14 F] OBHIEHR
At B
2012 47 A 10 |Cisco Identity Services Engine, Release 1.1.1
H
2012 43 A 19 |Cisco Identity Services Engine, Release 1.1
H

Cisco Identity Services Engine Release 1.1.x ST a—F 424 H4A4 K
| oL-22934-01-J .“


http://www.cisco.com/en/US/products/ps11640/prod_command_reference_list.html
http://www.cisco.com/tac/
http://www.cisco.com/en/US/docs/security/ise/1.1/installation_guide/ise_install_guide.html

T

BEEEH

)1) —RBEEDI=aTFIL

# 212, Cisco ISE Release THIM W REZ2 i~ == 7 L Z 7~ L £ ¥, Cisco ISE O—fH) 72 B i F I
DUWTIE, http://www.cisco.com/go/ise PO AFTEET, = Fa—HFHif~v==7T VL,
http://www.cisco.com/en/US/products/ps11640/tsd_products_support series_home.html @ Cisco.com
MOAFTEET,

* 2 Cisco Identity Services Engine D&~ =217)L

X=aT7IA

&

» [Release Notes for the Cisco Identity Services
Engine, Release 1.1]

* [Release Notes for the Cisco Identity Services
Engine, Release 1.1.1]

http://www.cisco.com/en/US/products/ps11640/pr
od_release notes_list.html

» [Cisco Identity Services Engine Network
Component Compatibility, Release 1.1]

» [ Cisco Identity Services Engine Network
Component Compatibility, Release 1.1.1]

http://www.cisco.com/en/US/products/ps11640/pr
oducts_device_support_tables_list.html

» [Cisco Identity Services Engine User Guide,
Release 1.1]

» [Cisco Identity Services Engine User Guide,
Release 1.1.1]

http://www.cisco.com/en/US/products/ps11640/pr
oducts_user_ guide_list.html

» [Cisco Identity Services Engine Hardware
Installation Guide, Release 1.1]

» [Cisco Identity Services Engine Hardware
Installation Guide, Release 1.1.1]

http://www.cisco.com/en/US/products/ps11640/pr
od_installation guides_list.html

[ Cisco Identity Services Engine Upgrade Guide,
Release 1.1.1]

http://www.cisco.com/en/US/products/ps11640/pr
od_installation guides_list.html

[Cisco Identity Services Engine Migration Guide
for Cisco Secure ACS 5.1 and 5.2, Release 1.1.x]

http://www.cisco.com/en/US/products/ps11640/pr
od installation guides_list.html

[ Cisco Identity Services Engine Sponsor Portal
User Guide, Release 1.1.x]

http://www.cisco.com/en/US/products/ps11640/pr
oducts_user guide list.html

[ Cisco Identity Services Engine CLI Reference
Guide, Release 1.1.x]

http://www.cisco.com/en/US/products/ps11640/pr
od command reference list.html

[ Cisco Identity Services Engine API Reference
Guide, Release 1.1.x]

http://www.cisco.com/en/US/products/ps11640/pr
od_command_reference list.html

[Cisco Identity Services Engine Troubleshooting
Guide, Release 1.1.x]

http://www.cisco.com/en/US/products/ps11640/pr
od_troubleshooting guides_list.html

r Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K

0L-22934-01-J |


http://www.cisco.com/en/US/products/ps11640/prod_release_notes_list.html
http://www.cisco.com/en/US/products/ps11640/products_device_support_tables_list.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps11640/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps11640/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps11640/prod_troubleshooting_guides_list.html
http://www.cisco.com/go/ise
http://www.cisco.com/en/US/products/ps11640/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps11640/tsd_products_support_series_home.html

R AT LOAFEESLUTFI=AL yH—+ M

2 Cisco Identity Services Engine ODE {2 =a7)L (HZ)

I=a7I4& T

[Regulatory Compliance and Safety Information http://www.cisco.com/en/US/products/ps11640/pr
for Cisco Identity Services Engine, Cisco 1121 od_installation_guides_list.html

Secure Access Control System, Cisco NAC
Appliance, Cisco NAC Guest Server, and Cisco
NAC Profiler]

[ Cisco Identity Services Engine In-Box http://www.cisco.com/en/US/products/ps11640/pr
Documentation and China RoHS Pointer Card] |oducts_documentation_roadmaps_list.html

759 72— LEEDIY =TI

Policy Management Business Unit ¥~ == 7 /L ~D U 713, LLFOH A b D www.cisco.com ZZ [ L
TLZENY,
e Cisco ISE
http://www.cisco.com/en/US/products/ps11640/prod_installation _guides_list.html

e Cisco Secure ACS
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

e CiscoNACT 7 IA4T A
http://www.cisco.com/en/US/products/ps6128/tsd_products support series home.html

e Cisco NAC Profiler
http://www.cisco.com/en/US/products/ps8464/tsd_products support_series_home.html

e CiscoNAC 7" A k #—n
http://www.cisco.com/en/US/products/ps10160/tsd_products_support_series_home.html

RZATFZILVDAFREBSLUVTIZHIL HR— bk

222 T VDOANFHE, T2V FR—b, TOMOFRRERIZOWT, & URL T, 8 H FH
N3 [What's New in Cisco Product Documentation] ZZMR L T2 &\, YA aDHRB L OUET
ROFEMfi~==2T7 LO—EERENTWET,

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

[What's New in Cisco Product Documentationll 1Z RSS 7 4 — R & L ClEgica£4, £/, V—F—
TV r—yavZBRLTCarT YR T A7 My FICEHEEGE SN LIICRETHI L HTEE
9, RSS 7 4 — NIZEROY—E 2 TY, Y AIFIHIE, RSSNA—V 3 20%&FF—FLTWVET,

Zo~=a 7w, TBEEE OHICE#HESA TV D ~=a T A e TIHAL &,

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a
list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)

ZOv=a2aT7 VTHEHLTWS IP 7 RLABLOEREES X, EEOT FLABLOEHESE R THOTIEHY A, v=a2T v
WoRl, a~> K, Xy hU—2 hARRr YK, BLOZOMORIL, $HOLEZBNE L TER S TOES, SHORICERD
7 RUABLOEFEEMEHINTNZE LTH, TRIFEMAZR LD TR, BRO—-BZLdb0TT,

© 2012 Cisco Systems, Inc.
All rights reserved.

| oL-22934-01-J

Cisco Identity Services Engine Release 1.1.x F3 T a—TF4 VY H4F 1


http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/products_documentation_roadmaps_list.html
www.cisco.com
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps8464/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps10160/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
http://www.cisco.com/go/trademarks

WM <-27LOAFHEESEUTI AL HR—F

Copyright © 2012, ¥ A 22 27 A AL [FE4 .
All rights reserved.

Cisco Identity Services Engine Release 1.1.x 3T a—F4 24 H4 K
“. 0L-22934-01-J |



	Cisco Identity Services Engine Release 1.1.x トラブルシューティング ガイド
	内容
	インストールとネットワーク接続の問題
	未知のネットワーク デバイス
	CoA がクライアント マシンで開始しない
	ネットワーク アクセス セッション中にユーザが不正な VLAN に割り当てら れる
	クライアント マシンの URL リダイレクション機能が動作していない
	Cisco ISE Profiler がエンドポイントのデータを収集できない
	RADIUS アカウンティング パケット（属性）がスイッチから着信しない
	Policy Service ISE ノードがトラフィックを渡していない
	スタンドアロンの再インストールに続いて Cisco ISE 管理対象リストに ノードを登録　
	プライマリとセカンダリの Inline Posture ノードのハートビート リンクが 機能しない

	ライセンスと管理者アクセス
	証明書の失効

	設定と操作（ハイアベイラビリティを含む）
	クライアント マシンが認証を実行できない
	ユーザが URL に正しくリダイレクトされない
	リモート クライアントのプロビジョニング リソースをダウンロードできな い
	Policy Service ISE ノードを Administration ISE ノードに登録した後に モニタリングおよびトラブルシューティング データを消失
	Cisco ISE のモニタリング ダッシュレットが Internet Explorer 8 で表示 されない
	データがプライマリ ISE ノードとセカンダリ ISE ノード間で同期しない

	外部認証ソース
	ユーザ認証が失敗した
	Cisco ISE ID に RADIUS サーバ テスト ユーザ名のユーザが欠落
	ネットワーク アクセス デバイス（スイッチ）と Cisco ISE の接続の問題
	Active Directory の切断
	Cisco ISE ノードが Active Directory で認証されない
	Cisco ISE に RADIUS サーバのエラー メッセージ エントリが表示される
	RADIUS サーバの接続性に関する問題（Cisco ISE にエラー メッセージ エントリが表示されない場合）

	クライアント アクセス、認証、および許可
	プロファイリングされたエンドポイントで認証を実行できない
	隔離済みエンドポイントがポリシー変更の後に認証を更新しない
	エンドポイントが予期されたプロファイルに整合していない
	ユーザがローカル Cisco ISE ID ストアに対して認証を実行できない
	サプリカントを介した証明書ベースのユーザ認証が失敗
	802.1X 認証の失敗
	ユーザから予期しないネットワーク アクセスの問題が報告される
	許可ポリシーが機能していない
	スイッチがアクティブ AAA セッションをドロップしている
	クライアント マシン上の URL リダイレクションが失敗する
	クライアント マシン上のエージェントのダウンロードの問題
	エージェント ログイン ダイアログが表示されない
	エージェントがポスチャ評価の開始に失敗する
	エージェントに「一時的なアクセス」が表示される
	認証の後に Cisco ISE が CoA を発行しない

	エラー メッセージ
	ACTIVE_DIRECTORY_USER_INVALID_CREDENTIALS
	ACTIVE_DIRECTORY_USER_AUTH_FAILED
	ACTIVE_DIRECTORY_USER_PASSWORD_EXPIRED
	ACTIVE_DIRECTORY_USER_WRONG_PASSWORD
	ACTIVE_DIRECTORY_USER_ACCOUNT_DISABLED
	ACTIVE_DIRECTORY_USER_RESTRICTED_LOGON_HOURS
	ACTIVE_DIRECTORY_USER_NON_COMPLIANT_PASSWORD
	ACTIVE_DIRECTORY_USER_UNKNOWN_DOMAIN
	ACTIVE_DIRECTORY_USER_ACCOUNT_EXPIRED
	ACTIVE_DIRECTORY_USER_ACCOUNT_LOCKED_OUT
	ACTIVE_DIRECTORY_GROUP_RETRIEVAL_FAILED
	ACTIVE_DIRECTORY_MACHINE_AUTHENTICATION_DISABLED
	ACTIVE_DIRECTORY_ATTRIBUTE_RETRIEVAL_FAILED
	ACTIVE_DIRECTORY_PASSWORD_CHANGE_DISABLED
	ACTIVE_DIRECTORY_USER_UNKNOWN
	ACTIVE_DIRECTORY_CONNECTION_FAILED
	ACTIVE_DIRECTORY_BAD_PARAMETER
	ACTIVE_DIRECTORY_TIMEOUT

	API のトラブルシューティング
	Cisco Technical Assistance Center への問い合わせ
	マニュアルの最新情報
	関連資料
	リリース固有のマニュアル
	プラットフォーム固有のマニュアル

	マニュアルの入手方法およびテクニカル サポート


