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o HN®D ID X UUR X FBHEITRIT SRV,
* RSA sdopts.rec 7 7 A VB LB A F UV IERIIBITS N,
e RADIUS ID #—\g#: (B CiscoSecure-Group-Id D AHBITEIN D),
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o enum BOJEM: (RADIUS, VSA, ID, BELUHEA N X, BEHATRRELFSEHRLE LTBEITS
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o (BMEOT—=ZAIZRMR ) TXTOTY FaRA > FEMEE String 7— 2 & LTRBITS LD,
o ISE mZiZiBfnEi1% RADIUS BB LN VSAEZ 7 4 2§25 Z LITTE R,

BITRY) o—
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7, Policy Gap Analysis LA — b DOFEAZOWTIE, TLAR— K] (P1-5) 22RLTIZEN,
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o FTHERANBMHESHEL TCWAEES, ATk L £4,
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o WRER Y v —N O HERESRMIT Cisco ISE ~BITSNEE A, FERELT, L—AbBTENEYE
/Uo

o UTOFNT NI, FENTIEIYR—- S TWEEA,
— String : start with, end with, contains, not contains
— Date and time : not in
— Identity group : not in
FMNTINODOART Y FEAL T — L bBITENER A,

e allblc|..¥a&&b&&c&& .. USOFGmIMA ((a| b) && ¢ 72 E) ZFROBEEGRUENEGENT
WHRBRER Y 3B TSN EH A, a && b && ¢ && DS O — VR EFFOEE RN G £
TWAFFAIARY =3, L—AGEO—HE LTBITSNERAL, RDVIT, W ODDOEE LR
BAH L TIA 7T VEERM2FEHTERNT L &N TEET,

o Xy M=V RMEDOHNEENTNDL—NMFBITSINER L, FHECRY PT—7 &M BID
PR—= PHIROMOFENEEN TV DL HE, Ry P =7 R EH S, V—A RO —F &
LTEBITSNEREA,

e CiscoISE IZ TACACS #¥9 AR —FLTWEHA, ZD7=D, TACACS BMHEEHEH L TWDHT T
D ACS —/VIBITESNEHA,
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LUToORIZ, BTSNV R—FHLROBME, BLOZOF =7y b 77— MATHRL TVET,

= A1 Cisco Secure ACS 5.1/5.2 i % Cisco ISE 1.1 ~ABITShba1—FEH
Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1
String String
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IPv4 KU AR— b
Boolean FHhR—
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Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1
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Date _

= A-3 Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~8iTEch bR FEHE
Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

String String

UI32 UI32

1Pv4 1Pv4
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Boolean FAR— |~ (T String (ZE#EIND)
Date PR — (T String (2SN D)
Enum PAR— b (fEiL String IZEHIND)
£ A5 Cisco Secure ACS 5.1/5.2 i, 5 Cisco ISE 1.1 ~#1T&h 5 RADIUS EtE
Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1
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1Pv4 1Pv4
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= A-6 RADIUS &' : RADIUS y—/S L DEEE (%)

Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

Hex String AR — b (Hex string (% Octet String |22 #2 I
%)

String PAR— b

Enum AR — b (Enum 130 ATRE 72 B D)

F— SRy ELY

IOk TvarTiE, 2 AR— My BT ENST —ZHERP T I TW DS —d# DR & Rk
LET, 2NHDOFRITIZ, £F 7V =7 MZHOWWT Cisco Secure ACS 5.1/5.2 o F5 a2V . BIW
CiscoOISE 1.1 IZBITFAENL EREOHITIINFENTVET, ZOEBIVarDTFr—F v v
TR, BIT7e®ADOZ I AKR— N AT —VHOT =BTy TINDIT—F A7V b
DAT—H A (B ETITES) NI h QnET,

e £ AT (PA-7) (Fy hU— TFARALRTanRT 4 =)
o #£ A-8 (P.A-7) (Active Directory 7B /37 1 ~ v ¥ )
o # A9 (PA-8) (UMH RADIUS —/ X 7 X7 4 = v 7))
# A-10 (PA-8) (RARN/ =Y RARA VK TaRTF s v D)
e £ A-11 (PA-9) (IDF 42 vaFV Funsy wv7)
e £ A-12 (PA-9) (ID ZN—F FuT4 vy )
e % A-13 (P.A-9) (LDAP u X7 4 v B 7)
e & A-14 (PA-11) (NDG # A7 ~v )
e & A-15 (PA-11) (NDGHE~ v E )
e & A-16 (PA-11) (RADIUS T4 27 v at VU X ¥ — <o)
e £ A-17 (P.A-12) RADIUS T 17 v aF VEME~y D)
e #£ A-18 (PA-12) (=—¥ ~vwvEL7)
o K A-19 (PA-12) GEHEFERFET 07 71 )1)
o £ A-20 (PA-13) (FFAl7mury AL vy EL)
o &£ A-21 (P.A-13) (DACL~vv ¥V 7)
o £ A-22 (P.A-13) (UM RADIUS H— N < v B )
)
)
)

# A-23 (PA-13) ID BT 17> a TV vv L)
e & A-24 (P.A-14) (RADIUS b—2 v =v L)
# A-25 (PA-15) (RSA~vvE7)
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o £ A-26 (P.A-15) (RSA 77 })
e # A-27 (P.A-15) (ID % FTIIE)
e £ A-28 (PA-16) (T 74k Xy NU—T FT/NA R)

(i¥) T AR—F LER—=FBIOA AR —bF LER— M, FR, B, =29 — Ao b—UREENTE
D, AVR—F 7ot REc 7 AR—F o 2ORIEE L THREL £,

® A7 Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 AD*y bT—H FIRLARA I VEVYT

Cisco Secure ACS ®7O0/8F « Cisco ISE ® 7O/ F 4

Name ZDOEEBIT

Description FOEERIT

Network device group TOFEEBIT

Single IP address EDOFEEBIT

Single IP and subnet address EDOEERAT

Collection of IP and subnet addresses FDOEFERBT

TACACS information TACACS 1% Cisco ISE 1.1 THR— Fit&sh o=
OBITINER A,

RADIUS shared secret DO FEERBAT

CTS FOFEFBAT

SNMP SNMP 5 — # % Cisco ISE TOAREHTE 5 7=
O, BITSNTT A ZHD SNMP [5H1TH 0
FH A,

Model name Z X Cisco ISE TOREF 27 a7 4 TF
(ff1x5 7 # /v b lunknownl),

Software version Z X Cisco ISE TORFRh 2T a7 ¢ T
(f1Z7 7 4/ T lunknownl)),

GE) TACACS L LTOHFREEINTWVDEI Ry hU—7 FTNAL RFIBITICH LT R— SR THETA,
INGDTFAL RFIBITENRNT AL R LTEREHINET,

% A-8 Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~® Active Directory ¥ v E> 4
Cisco Secure ACS D FR/F ¢ Cisco ISE ® 7R/ T 4

Domain name EDOEEBAT

User name TOFEEBIT

Password FDOEERT

Allow password change EDEERBAT

Allow machine access restrictions FOEERAT

Aging time FDOEFEBAT
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& A-8 Cisco Secure ACS 5.1/5.2 /5 Cisco ISE 1.1 ~® Active Directory T v E>Y (#xE)
Cisco Secure ACS O 7A/8T « Cisco ISE ® 7R/ F 4

User attributes FOFEFEBIT

Groups ZDFEERAT

(3¥)  Cisco Secure ACS-Cisco ISE Migration Tool I, Active Directory 7 — & 2N 1T S N7 T join 2~
FEEITLET, RAASL 4, 2—V4, BEOARRAY— FRREREAE, 20 loinl EfEIXLKS
HZENBHYET, £/, CiscoISE T 7T A4 T VAN AD OV — K & ERECRIG L T D Z &R
FEHETT, FAHLTWRWESIE, Tjoin) BIfEFICRKTHZEBH Y 7,

= A9 Cisco Secure ACS 5.1/5.2 5 5 Cisco ISE 1.1 ~®4& RADIUS —/S T v EY )

Cisco Secure ACS ® 7O/NT 4 Cisco ISE ® 7 O/T «

Name TOFEERAT

Description EDOEERAT

Server IP address FOFEFEBAIT

Shared secret EDOFEERBAT

Authentication port EDOEEBAT

Accounting port FDOEEBAT

Server timeout EDEERAT

Connection attempts TOFEEBIT

=& A-10 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 ~ADRR b (TV FRA VL) =wELT

Cisco Secure ACS ® 7O/NT 4 Cisco ISE ® 7O/ T «

MAC address EDFEERBAT

Status BTN Wn

Description ZTDOEERAT

Identity group TURRA U b TN—T L OE#EERITLET,

Attribute T RRA Y NEMWERBITSNET,

Authentication state ZAUX Cisco ISE THZIZR 7 v /X7 1 T3 (fHIX
& & M6 [ Authenticated]) .

Class name Z#Z Cisco ISE TORER 27 a7 4 TF
(fEVXE EfE [TBDJ),

Endpoint policy Z U Cisco ISE TORE IR T a/NT 4 TY
(fEIXE &8 TUnknown)),

Matched policy ZAUX Cisco ISE TOHRER T a/"T 4 TT
(fE1 X EME [Unknown)),

Matched value ZiX Cisco ISE TORHF R T a7 4 T
(EVEEEE 10)),

NAS IP address Z X Cisco ISE TORFE R T m /8T 4 TH
(fErXEEfE 70.0.0.00),

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {741 F
m. OL-25542-01-J |



| 48 A  Cisco Secure ACS 5.1/5.2 & U Cisco ISE1.1 OF—4#ETvEVY

GE)
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£ A10 Cisco Secure ACS 5.1/5.2 5% Cisco ISE1.1 ADFRRA r (T FRA VP =y ELYT (HBE)

Cisco Secure ACS ® 7 A/3F 4«

Cisco ISE ® 7 O/8F «

OUI

Z Ui Cisco ISE TOREFM 727 aXF 4 TF
(fEIXEEfE T'TBDY),

Posture status

Z X Cisco ISE TOHRHFNR T a7 4 TF
(X EEME TUnknownl),

Static assignment

Z i Cisco ISE TOHRE 727 a T 1 TF
(fEIXE &M Falsel),

* A-1 Cisco Secure ACS 5.1/5.2 5 Cisco ISE11~ADID T4 493+ vbELY

Cisco Secure ACS ® 7 A/8F 4«

Cisco ISE ® 7 O/8F«

Attribute

Attribute name

Description

Description

Internal name

Internal name

Attribute type Data type

Maximum length BiTEhen
Default value BAT SN2
Mandatory fields BITSHARWN

User FarvaFy FuTF 1320l (Tuser))
AR LET,
= A-12 Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 ADID FIL—F vy EVS

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 7 0/8F «

Name Name
Description Description
Parent ZoTaNT X, BEOFEMO—HE LTH

SR

Cisco ISE IZIZ= v FARA » b Z A —7BIOID ZAr—723gEN T\ E 9, Cisco Secure ACS
5152 D 1ID 7 v—71% Cisco ISE ~, =T RAIRA > F JA—TBIWNID FA—7L LTRBITEINLE
T, ZhiE, 2—FE2ID I A—FIZEY YT, = RERA v 2y RBAL Y b T A—TF 128 Y 4T

LHRERHDTHTT,

# A-13 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 ~® LDAP ® vy >4

Cisco Secure ACS ® 7 O/F 4«

Cisco ISE ® 7 0/8F «

Name

Name

Description

Description

Server connection information

TOFEEBIT ([V— &kt (Server
Connection) | ¥ 7', A-1 (P.A-10) #5M),
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—SiESReyEVS

= A-13 Cisco Secure ACS 5.1/5.2 ™% Cisco ISE 1.1 ~® LDAP v v EV 45 (#&xZE)

Cisco Secure ACS ® 7 A/F 4«

Directory organization information

Cisco ISE ® 7 0/8F «

FOEERIT ([T 4 V7 M UM (Directory
Organization) | # 7', A-2 (P.A-10) &)
Directory groups TOFEEBIT

Directory attributes

#171% (Cisco Secure ACS-Cisco ISE Migration
Tool ZfEM L T) FETITOIET,

B A1 [Y—/3#8k (Server Connection) 1 %7

General | Server Connection

Directory Organization | Directory Groups | Directory Attributes
Server Connection

[ Enable

Aways A First
FallbackTo Primary Server Aler: [ Minutes
Primary Server ‘Secondary Server
% Hostname: sufsdfedl Hostname: —
“ Port 389 Port | T
@ mnomyrmous Actass AnDNYMOUS Attess
© muthenticated Avcess Autherticated Access
o Adin ON: — Admin DN: —
 Password: | Password: | T
Use Secure Authentication Use Sacure Authentication
Root CA: Root C&
 Semer Timeout 10 seconds Server Timeout 7 secones
 Max Admin Connections 2 Max Admin Connections ==

282131

A-2 [T« L%2 MUEHEL (Directory Organization) ] 4 7

General | Server Connection | Directory Organization | Directory Grougs | Diractory Atirbutes:
Schema

# Subject Objectclass:  |Person  Group Objectclass: | GroupOfuniguelames
£ Subject Mame Atribute: |uid © Group Map Attribute: | UniqueMernber

Cerificale Afribule: |usercertificate
() Subjec! Objects Contain Reference To Groups
() Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Atribute As: | distinguished name v
Directory Structure
% Subject Search Base: | sdfsdl

+ Group Search Base: |sdfsdf

Tesl Configuration
Username PrefixSuffix Stripping

[) Strip start of subject name up to the last occumence of the separator (e.0. if separalor setta ¥, sublect name ‘acmetsmil'becomes ‘smith)

[ Strip end of subject name from the first occurmence of the separator. (e.g. ifseparalor set1o '@, subject name ‘smilh@acme.com’ becomes 'smith)
MAC Address Format

Search for MAC Address In FOMmat | e oe %

282132
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= A-14 Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 ~AD NDG #14 F vy EYVY
Cisco Secure ACS 5.1/5.2 ® FO/3F5 4 Cisco ISE1.1 »FO/85 «

Name Name

Description Description

Cisco Secure ACS 5.1/5.2 1%, RICAHIOEEDO XY VT —2 TNAL R 7 )v—7 (NDG) OFTH %=V
A= T25ZENTEET, CiscoISE 1L, ZomAHAEZFFR— ML TWERA, LEBR-T, EFE
SINTWALRTORPIDO NDG A 7OHRNBBITESNET,

=& A-15 Cisco Secure ACS 5.1/5.2 i % Cisco ISE 1.1 ~® NDG EER<vE> S

Cisco Secure ACS ® 7 O/8F « Cisco ISE ® 7O/ F 4

Name Name

Description Description

Parent ZOT I NT IR 72 7 e X T o 1T B A
FenERA, ZOfEIE. NDG BEEL O &
LTOHRADNEND 2D TT (NDG # 1 F1E 2
DATV 2l VEDT VT 47 ZATT),

any () BFOL—MMRNEENRLTWAS NDG I8 TENFETA, Zhi, CiscolSE1.1 T, @i
VEANRLTE L CREBELRWEZHTT,

& A-16 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 ~® RADIUS 71 LY b (RUHF—) T v
(=274

Cisco Secure ACS @ 7R/87 ¢ Cisco ISE @ 7a/3T 4

Name Name

Description Description

Vendor ID Vendor ID

Attribute prefix ZOTanNT L IBITTOMNESY £ A,

Vendor length field size Vendor attribute type field length.

Vendor type field size Vendor attribute size field length.

Cisco Secure ACS 5.1/5.2 £ VA h—LO—ETlI72v, 25O RADIUS R X —D BT D
ERHDET (T2 —PERXUF—ICOBREELET),
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® A17 Cisco Secure ACS 5.1/5.2 /5 Cisco ISE 1.1 ~® RADIUS F« 4o <3+ (B vy
2
Cisco Secure ACS O 7A/8T« Cisco ISE ® 7R/ F 4
Name Name
Description Description

GE)

Attribute ID

ZOMEICIIEED T r 8T ¢ A EEMT S E

A, ZOEIE, NDG B4 O— & L TOH
ADhEnNs7=HTd, NDG #1474 7
Vxl NEDT VT 47 ATY),

Direction

Cisco ISE Tl ¥ — b xf44h

Multiple allowed

Cisco ISE TlI¥ AR — hxf&54t

Attribute type

FDOFEERBAT

Add policy condition

Cisco ISE Tld¥ R — hxf54t

Policy condition display name

Cisco ISE TlI¥ A — hxt54t

Cisco Secure ACS 5.1/5.2 4 > A Fh— /L DO—ETIE ARV, 215 O RADIUS BMEDHBITT D LEN
HVFET (—VEXEBLEOLBITTIVNENRLY £7),

# A-18 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 ADaA—H¥ <y LY

Cisco Secure ACS ® 7O/ F 4«

Cisco ISE ® 7 0/8F «

Name Name

Description Description

Status ZOTaRT A EIBITTOLEDHY FHA, (T
D7 3F 1% Cisco ISE IZIFTFEE L EHA),

Identity group Cisco ISE @ ID 7/ v—7 ~BITL £7,

Password Password

Enable password

COTuaNNT AIIBITTOMNEDLY FHA, (2
D7 187 4 1% Cisco ISE IZIIfEEELEHA),

Change password on next login

ZOTua T LIIBITTONEDH Y FH A,

User attributes list

a—Y@MIT Cisco ISE B A U R— k&4,
o—PCBEA T S E T,

£ A-19 Cisco Secure ACS 5.1/5.2 i Cisco ISE 1.1 ~DIIARZEXE IO T 7ML v ELY

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 7 0/8F«

Name

Name

Description

Description

Principle user name (X.509 J&%)

Principle user name (X.509 &%)
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Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~DEAEBIA IO 77 M v EVS (#5EZE)

Cisco Secure ACS ® 7 A/3F 4«

Cisco ISE ® 7 O/8F «

Binary certificate comparison with certificate
from LDAP or AD

Binary certificate comparison with certificate
from LDAP or AD

AD - LDAP name for certificate fetching

AD - LDAP name for certificate fetching

&* A-20

Cisco Secure ACS 5.1/5.2 /% Cisco ISE1.1 ~ADFRFAT 7SI v EVY

Cisco Secure ACS ® 7O/ F 4«

Cisco ISE ® 7 0/8F «

Name Name
Description Description
DACLID (¥ v > ra— K#HE ACL ID) T DEEBT

Attribute type (#)3s L O'EhY)

o WHBMOLOIXETDOEERITINET,

o BHEMEDEE X, Dynamic VLAN 13BR X |
FOEEBITSNET,

Attributes (FH9X A ZITH L TDOHRT 4 NV H &
ns)

RADIUS attributes

& A-21

Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 A& O—FagE ACLYvEVYS

Cisco Secure ACS ® 7O/85 «

Cisco ISE ®d 7O/3F 4

Name

Name

Description

Description

DACL content

DACL content

& A-22

Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~M4 & RADIUS —/nN T v EV S

Cisco Secure ACS ® 7O/85 «

Cisco ISE ®d 7O/3F «

Name Name
Description Description
Server IP address Hostname

Shared secret

Shared secret

Authentication port

Authentication port

Accounting port

Accounting port

Server timeout

Server timeout

Connection attempts

Connection attempts

& A-23

Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 ~D ID BT« a+) vvEVY

Cisco Secure ACS ®» 7 O/8F «

Cisco ISE ® 7O/ F 4

Attribute

Attribute name

Description

Internal name
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& A-23

Cisco Secure ACS 5.1/5.2 55 Cisco ISE1.1 ~D ID BiET 1o a+) v EYY (#E)

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 7 0/8F «

Name

FDOFEERBAT

Attribute type

Data type

WM T aRT oL

Dictionary (=— ID JBMEDHFE IMHE
lnternalUser] THE L., HA N ID @BHEOHA
i% [nternalEndpoint] Ti/E L £7),

Cisco Secure ACS o FE-=7 AR — MEIX
& Ty

fifi F w7218 = display name

Cisco Secure ACS o F-= 7 AR —MFE72IT
hH & Tnzen

fifi F "] RE 72 i = internal name

Cisco Secure ACS b F7-= 7 AR — MFE72IE
STy

AT REZR BT 7 41 BT,

Maximum length L
Default value L
Mandatory field L
Add policy condition L
Policy condition display name L

= A-24

Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 RADIUS AD F—5 v vy EVY

Cisco Secure ACS ® 7 O/385F 4«

Cisco ISE ®d 7O/3F «

Name

Name

Description

Description

Safeword server

Safeword server

Enable secondary appliance

Enable secondary appliance

Always access primary appliance first

Always access primary appliance first

Fallback to primary appliance in minutes

Fallback to primary appliance in minutes

Primary appliance IP address

Primary appliance IP address

Primary shared secret

Primary shared secret

Primary authentication port

Primary authentication port

Primary appliance TO (timeout)

Primary appliance TO

Primary connection attempts

Primary connection attempts

Secondary appliance IP address

Secondary appliance IP address

Secondary shared secret

Secondary shared secret

Secondary authentication port

Secondary authentication port

Secondary appliance TO

Secondary appliance TO

Secondary connection attempts

Secondary connection attempts

Advanced > treat reject as authentication flag fail

Advanced > treat reject as authentication flag fail

Advanced > treat rejects as user not found flag

Advanced > treat rejects as user not found flag

Advanced > enable identity caching and aging
value

Advanced > enable identity caching and aging
value

Il _Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F
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* A-24 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 RADIUS ~AD F—% > Ry EVY (&)

Cisco Secure ACS ® 7 A/3F 4«

Cisco ISE ® 7 O/8F «

Shell > prompt

Authentication > prompt

Directory attributes

Authorization > attribute name (Cisco Secure
ACS DT 47 v aF V@MY X MIEM
[CiscoSecure-Group-Id) & ENL TV LA
L. ZoORMEIZBITINET, FNLSOGEAE
X7 7 4V MiIL [CiscoSecure-Group-Id| &
RV ET),

# A-25 Cisco Secure ACS 5.1/5.2 % Cisco ISE1.1 ~AMD RSA X v EVY

Cisco Secure ACS ® 7 O/8F «

Cisco ISE ® 7O/8F 4

Name Name /372 RSA

Description BAT SN2

Realm configuration file Realm configuration file

Server TO Server TO

Reauthenticate on change to PIN Reauthenticate on change to PIN
RSA instance file BATS L7z

Treat rejects as authentication fail

Treat rejects as authentication fail

Treat rejects as user not found

Treat rejects as user not found

Enable identity caching

Enable identity caching

Identity caching aging time

Identity caching aging time

# A-26 Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~®M RSA 7A> 7+

Cisco Secure ACS ® 7 O/8F «

Cisco ISE » 7O/ 57«

Passcode prompt

Passcode prompt

Next Token prompt

Next Token prompt

PIN Type prompt

PIN Type prompt

Accept System PIN prompt

Accept System PIN prompt

Alphanumeric PIN prompt

Alphanumeric PIN prompt

Numeric PIN prompt

Numeric PIN prompt

=& A-27 Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 ~®D ID X +F7IEF

Cisco Secure ACS ® 7 O/F «

Cisco ISE ® 7 0/8F «

Name

Name

Description

Description

Certificate based, certificate authentication
profile

Certificate based, certificate authentication
profile

Password based

Authentication search list
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= A-27

Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 ~MD ID X F7IEF #&%Z)

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 70/8F «

Advanced options > if access on current IDStore
fails than break sequence

Do not access other stores in the sequence and set
the "AuthenticationStatus" attribute to
"ProcessError."

Advanced options > if access on current IDStore
fails then continue to next

Treated as "User Not Found" and proceed to the
next store in the sequence.

Attribute retrieval only > exit sequence and treat
as "User Not Found"

KIR—F (EHIND)

& A-28

Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 ADFI#AILF 2y FT—H FIN4 R

Cisco Secure ACS 7 A/F 4«

Cisco ISE ® 70/8F «

Default network device status

Default network device status

Network device group BTSN Wn
Authentication Options - Tacacs+ BiTEnzwn
RADIUS - shared secret Shared Secret
RADIUS - CoA port BiTES 7w

RADIUS - Enable keywrap

Enable keyWrap

RADIUS - Key encryption key

Key encryption key

RADIUS - Message authenticator code key

Message authenticator code key

RADIUS - Key input format

Key input format

Il _Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F
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