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OpenSSL/Open SSL Project

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
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This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).
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License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit.See below for the actual license texts.Actually both licenses
are BSD-style Open Source licenses.In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: "This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)".

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote
products derived from this software without prior written permission.For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)".

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com).All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.
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This library is free for commercial and non-commercial use as long as the following conditions are
adhered to.The following conditions apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code.The SSL documentation included with this distribution is
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.If
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used.This can be in the form of a textual message at program startup or in documentation (online
or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)".

The word 'cryptographic' can be left out if the routines from the library being used are not
cryptography-related.

4. Ifyou include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: "This product includes software written
by Tim Hudson (tjh@cryptsoft.com)".

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed.i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License].
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1. AD i Microsoft Windows Active Directory M¥E LT T3 (Glossary ® Active Directory # & L T 72& W),
2. LDAP /I Lightweight Directory Access Protocol @EALF T3 (Glossary ® LDAP # & L T 72& W),
3. DACLIZ¥#vyrr—FRAafg7 7 tRA arv ha— A MOEELFTYT (Glossary D DACLZSR L TL 72

W),
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CiscoISE 1.1 (. ZOH LWL R—FZHEALTWET, ZOLR— MIZZ AR—-FRZETL
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nET,
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A=Y ONFIZOWTHILE,
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Cisco Secure ACS 5.1/5.2-Cisco ISE Migration Tool ® L7/R— +  (§Z)

LR—k 247

Ayt—rALT Ayt —SDEHH

£ A= R

T
RIS R SNET,

EEICAR— SN T—4 A7V =

7 FD%

T—=MNREnET,

=7 F—g AT V= ST CICHE (B T57
WIEA P H— FTERVF—F AT V=2 | =

BImOIA VIR— FTERWVT —
TT—PNIRENET,

A FTD R &A% Cisco ISE O STFEHIIE 28 %2 T
HF Tk

FTV =l N 2T =PIRENET,

Cisco ISE T'H‘ﬂ‘\o*—‘ K LTb\fﬁb\fr#&}fij(?j)% ﬁﬁ(:
EFNTWAEDIZ, f AR —FTERWNWTF—X

2ol A VAR— R TERNT —
=T RENET,

Cisco ISE THEM T& A2\, £23¥R—FESNT
WRWF —ZCFENRA TV 7 MIEEN TS
A R AE /A

2010-09-28
2010-09-28
2010-09-28
10-09-20
2010-08-20
10-09-20
10-0%-20
10-08-28
10-08-20
10-09-28
10-09-28
10-09-28
10-09-28

I RR—F LR— LD

[ THFa)
[ mra)

7 [INFO)

LINFO)

3 [INFO]
3 [INFO)

[INFO)
[INFO)
[INFO)
[INFO)
[INFO]

5 [TNFO]

(LT ]

3 [IHFO)

500

9 [INFO)

LInFo)
LINFO)
LINFO)
[INFO)

2 [INFO)

[INFO)
[INFO)
[INFO)
[INFO]
[THFO]
[THFO)

121,875 [INFO] main WigeationApplicationDeiver.main:d2: Starting Application, in the main method......

main Refeeshing org.speingfeamevork, conteaxt . support . ClassPathnl kpplicat ionContextidldes: startup date [Tus Sej
mai g XN 1 s xmi]

main Pre-instantiating singletons in org.springlramevork.beans,Iaclory.support.Defaultlistablebeanfactorylases:
main Stert parsing query KL file ...

main STAKE pArsing procedurs XML Tile .....es
maln NigrationApplicationDriver.mainidd: STArting APPliCARion, in the nainh method......

maln Refreshing org.springframevork. Context.support.ClassPathifmlipplicationContext)iBiszes: starcup date [Tue &
main Loading XML bean definitions from class pach resource [cont/NETA-INF/beans.xml]

main Pre-inscantiating i in org.spr -beans. factory.support. befaulclistablebeanfactoryl 1hibe
main Starc parsing gquery XML file ...
main Starc parsing procedure XML file .
Thread-5 Start conneceing to ACSS PT
Thread-5 Usable to find cequire

aea [favax.activation.BataBandler and javax.mail. internet . NimeRultipare] .

Theead-5 to ACES PI sugpeed
Theead-4 St EEing
Themad-4 Start Exporting Predefined Befersnce Data Batch.

Thread-4 Stact Exporting Generic Attributes
Thread-4 STart getting Generic Attributes PSOs from PI

Thresd-4 # of Gensric Attributes PSOs returned from PI is: 454

Thread-4 Start validating and Vrapping Ceneric Attributes cbjects.

pacl-1-thread-5 [ExportRepartlistenerImpl.addCurrentobjectin?o!18l) - Predefined Reference Data-Generic Attribi
poal-i-thread-5 (ExporcReportliscenerImpl.addCurcentibjectInfo:181) - Predefined Reference Data-Gemeric Attriby
pool-i-thread-5 [(ExporcReportliscenerImpl.addturcentibiectinto:18l) - Predefined Reference Data-Gemeric Attziby

Fredefined Reference Data-Cemeriz Avvriby
Fredefined Reference Data-Gemeriz Attriby
Feedefined Reference Data-Gemeriz Atoriby

pool-l-theead-§ [ExpoecReportliscenerlmpl.addCurrentobiecs Infor181)
pool-l-thread-5 [ExpoetReportliscenerlmpl.addCurentobiecs Ingo:181)
paol-l-cheead-5 [ExporcReportliscencelmpl.addcureentobiece Tnfo:181)

paal-1-theead-5 [ExportReportlistence Impl.addfuccentObieceTnfo: 181} - Predefined Refecence Data-Genecic Atteiby
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Migration Report

Migration Phase: Import into ISE
Date: Tue Sep 28 17:05:59 IST 2010
Machine: 10.5%6.13.1%90

==========================0hJ8CT GroUp=============================

object Group: Predefined reference Data

==========================0hJ8CT GroUps============================

object Group: Dictionaries

nfo Type

2010.09.28 17:06:07'055 @ added configuration: Cisco wPNM 5000
2010.09.28 17:06:07'945 @ added configuration: us rRobotics
2010.09.28 17:06:08'633 @ added configuration: ascend
2010.09.28 17:06:09'367 @ added configuration: Mortel  Bay )
2010.09.28 17:06:10'117 : added configuration: redcreesk
2010.09.28 17:06:10'867 @ added configuration: Juniper
2010.09.28 17:06:11' 586 @ added configuration: Cisco aironet
2010.09.28 17:06:12'320 @ added configuration: Cisdo airespace

WOWOW W W W Y

object Type: RADIUS VSAS

Info Type: INFO

> 20010.09.28 17:06:13'523 : Added configuration: Cisco
> 2010.09.28 17:06:14'148 : Added configuration: Cisco
> 2010.09.28 17:06:14'774 : Added configuration: Cisco
> 2010.09.28 17:06:15'477 : Added configuration: Cisco
> 2010.09.28 17:06:16'086 : Added configuration: Cisco
> 2010.09.28 17:06:16'680 : Added configuration: Cisco
> 2010.09.28 17:06:17'430 : Added configuration: Cisco
> 20010.09.28 17:06:18'242 : Added configuration: Cisco
> 2010.09.28 17:06:18'867 : Added configuration: Cisco
> 2010.09.28 17:06:19'477 : Added configuration: Cisco
> 2010.09.28 17:06:20'070 : Added configuration: Cisco
> 2010.09.28 17:06:20'664 : Added configuration: Cisco
> 2010.09.28 17:06:21'305 : Added configuration: Cisco
> 2010.09.28 17:06:21'914 : Added configuration: Cisco
> 2010.09.28 17:06:22'539 : Added configuration: Cisco
> 20010.09.28 17:06:23'180 : Added configuration: Cisco
> 20010.09.28 17:06:23'774 : Added configuration: Cisco
> 2010.09.28 17:06:24'383 : Added configuration: Cisco
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I policy_gap, report. txt - Notepad

File Edit Format Wiew Help
ISE 1.1 Policy Gap Aanalysis Report

Date: 2012.01.11:

The Policy Gap analysis Report s meant to summarize all existing policy
related functionality diffarences between ACS 5.1 / 5.2 and ISEL.1.

sSource:
ACS 5.2
10.56.13.106

service: Default Metwork access
Policy Type: Authentication Policy

Rule: Rule-1

pescription: This rule cannot be migrated hecause Compound conditions
which have different logical expressing is currently not supported by
ISE policy engine.

service: Default Metwork access
rolicy Type: Authorization Policy

SLMMAary :

“seryice selection policy : Supported
“authentication Policy » Unsupported
*authorization Policy : Supported

Mot all policies are compatible with IsE 1.1. out of security_concerns,
the migration application will not migrate any of wyour ACs policies.

end of report

UTF-8 Y KR—k

Cisco ISE 1.1 1%, W< 2 OEF B EIZ%F L T Universal Character Set Transformation Format 8 £
r (UTF-8) #¥F—FLTWET, UTOXREHEBIZ, UTF-8 = a—7F 4> 7Ty AKR—E
O v R—= b ENET,

o Xy NU—2 T RAD—YRE
- —¥4
- NAT—=RBILONNRT— ROFAT)
- 4
- I
- EX—n
* RSA:RSA 77 hBIOAyE—VIF, YTV H L MR- Ty F a—WFIRENET,
- Ayvtk—v

- a7 b

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {TH 1 F
m. 0L-25542-01-J |



| 1% Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~DOBTHE

e W

e RADIUS +—2 > :RADIUS h—7 > a7 M, = K a2a—¥F0H+ 7Y hr MIRERE
T
— [#FE (Authentication) | # 7 >[7'm > 7 (Prompts) ]
— HHEHRE
- BHEO2—PFLABIORIRT—F
— UTF-8 #fEf] L& #HE ORE
e RYT—:
— [#8FE (Authentication) ]>[AV XDfE (Value for AV expression) ]
— [#F7] (Authorization) ]>[% Dfthd 54 (Other Conditions) ]>[AV DfE (Value for AV

expression) ]

— BYE-ED &AM

— [#GE (Authentication) ]> [ H#iZf: /B A 4AF (Simple Condition/compound Condition) ]
> [AV XDfE (Value for AV expression) ]

— [# 7 (Authorization) ]> [ H#ligefl/#HE& %A+ (Simple Condition/compound Condition) ]>
[AV XDfE (Value for AV expression) ]

w

ISE 802.1X H+—E XIZx9 % FIPS H#7/R— b

BT AE (FIPS) 2 ¥R — 9 5729IZ, Cisco Secure ACS-Cisco ISE Migration Tool 137 7 #+
NEDRy NI =0 TRAAX—=F 9T T2 u2BITLET,

)

G¥) BT utvRE5ETTBHENC, Cisco ISE FIPS & — FIZAZNC LARWTL ZE W,

FIPS LB L O AR—hshTnWas 7 han .
* Process Host Lookup
» Extensible Authentication Protocol-Translation Layer Security (EAP-TLS)
e Protected Extensible Authentication Protocol (PEAP)
e EAP-Flexible Authentication via Secure Tunneling (FAST)
FIPS FE#EHLIS L O R — bxtgsto 7' m k= .
e EAP-AvE—Y ¥AVxA K5 (MD5)
¢ Password Authentication Protocol 33 & T ASCII
* Challenge Handshake Authentication Protocol (CHAP)
* Microsoft Challenge Handshake Authentication Protocol version 1 (MS-CHAPv1)
* Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAPv2)
» Lightweight Extensible Authentication Protocol (LEAP)
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Cisco Secure ACS-Cisco ISE Migration Tool D1 > X
F—ILE K UL

N

GE) BATY—iE. CiscoISE D7 Ly a2 A A h—)L#%, E72i% application reset-config =~ F%
BEHLTCiscolSET7 7V r—varvoifEx Uty L, CiscolSET7T—4_X—2% 7 U7 L=#%T
FATTLDRERHY £, 20D, BIT7m v AD5% THiE, Cisco ISE FIPS £— FEZHHIZT D2
LiFTEEEA,

Cisco ISE = —¥ £ ¥ —7 = 4 2% LT Cisco Secure ACS-Cisco ISE Migration Tool 7 7 1 /L
A= RTHZENRTEET,

Cisco Secure ACS-Cisco ISE Migration Tool V7 bz 7%4 o >A— KL TRITTBHICIE. L
TOFIEZEETLET,

AFwFT 1 CiscoSecure ACS V7 F 7 =78 LW CiscolSE VY7 N =T WNEBDOT TSI AT 2 ZIZA A h—
NENTWDEHEAIFE. CiscoISE 2—% f v X —T =2 ADT RLVA NRXR—=TLUTFTDOav REANLT
BITY—NEXyu—RLET,

https://<hostname-or-hostipaddress>/admin/migTool.zip

~

GE) BITY— N T7ANDOF T — RTHREYFR— SN TW5 7 7 UL, Mozilla Firefox
N—=T=323.6, 6,7, 8,9, BELW10 AT, Microsoft Windows Internet Explorer (IE8
BIWIE?) 770, 20OV Y —ATEHBESR— RSN TWERA,

AFw 7 2 CiscoSecure ACS V7 b =T B L CiscolSE V7 b =T NEUCT 7T T 2 AIZA VA h—)b
SNTWDLEHE, F723H LW CiscoISENN—FRU =7 77734 TV AZMEH L TWDEEIL. BT
Y=L 77 A ® migTool.zip # L FOB/FINH XU ra— RFLET,

http://www.cisco.com/cisco/software/release.html?mdfid=283801620&flowid=26081&softwareid=283
802505&release=1.1&relind=AVAILABLE&rellifecycle=&reltype=latest

ATF9FT 3 zZip 7 ANVEMRELET, 3-11%. Cisco Secure ACS-Cisco ISE Migration Tool ¥ 7 b7 =7 @
T4V FUEEERLTVWET,

X 3-1 Cisco ACS 5.1/5.2-Cisco ISE 1.1 Migration Tool ®F « L2 + U#E
Mame Size | Type Date Modified
[Cbin File Falder 1{z4{2011 4:00 PM
Sk File Folder 1242011 4:00 PM
[F]corfig.bat 1KB  MS-DOS Batch File 1/23{2011 5:09 PM
= migration bat 1KE MS-DOSBatchFile  1j23i2011 8:09 PM
migStart.sh 1KE  5H File 1/23i2011 8:09 PM
8
&

ATv7 4 configbat 7 7 A VEFREL T, BIT7nE 2D Java & —7 A Xk LTAE Y OFMEEZE D
LTET (M 325 TLLIEIN), AFVIE, TENEN64 AH A b, 512 AHA MZLE
kR

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {TH 1 F
m. 0L-25542-01-J |


http://www.cisco.com/cisco/software/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=1.1&relind=AVAILABLE&rellifecycle=&reltype=latest

| 3% Cisco Secure ACS-Cisco ISE Migration Tool ®1 >R F—JL
Cisco Secure ACS-Cisco ISE Migration Tool 4/ > X F—L &£ UMHE W

3-2 Java E—7 ¥4 XDERE

Ffecho off
Eem e o o i ol o i e e i e o i e o
rem Copyright (o) 2010 Cisco 3ystems, Inc.

rem L1l rights reserwved.
fig =3 A S e e R e e

rem Setting jawva Heap Sizes

rem To set the initial amount of mewory allocated for.
set Hms=64H

set Hmx=512M |

W m -1 o W

[
o

282109

ATF9FT 5 [{RfF (Save) 1227 Vv 7 LCbe—7 h A XOFREERFLET,
ATwv7 6 migrationbat #7 VU v/ LTRITV e AZEHLET,
I E AL R ENET (K 3-3 23U TIZIWN),

3-3 S EE
| ﬂﬂ Pi

INFO [main] MigrationApplicationDriver._.main:42: Starting Application, in the nau FM
in method...... -
N PM

Cisco Systems Inc.

ACS5 - [dentity Services Engine 1.0 (ISE)
Migration Tool

lllll'lll
s CISCO

o0s5tub

Copyright @ 2010 Cisco Systems Inc

Initializing

282110

BATY — AW ENTZHTH, AR — KSR TV Cisco Secure ACS 7V =7 &g &g
BITTHLERBD ET, LTOAv—URFERENET (X 3-4 2L T EEWN),

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x #1744 F
| oL-25542-01-J .m



% 3&® Cisco Secure ACS-Cisco ISE Migration Tool @ Y X k—JL |

ATy 7T

V& D]

W Cisco Secure ACS-Cisco ISE Migration Tool D4 » R F—JL& & UHIHH1E

3-4

HR— FERTVENE TSz ) FCRRERSA vE—S

i Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help

Logged in as: on ACSS: "1 I sl I i
Logged in as: on ISE: Cl S CO

Migration | Settings |

Export From ACS & —
Important! (%]

Migrated Objects BMings Errors
E"l::‘ Predefined Re \‘5) Mot all ACS objects are supported For migration, YWould you like to view themz | O 0
[+ Dickionaries 1} 0
EH[:‘) Users and Ide L e ] [ _— J 1] 0
[H-h Devices o i}
[ RADIUS Serve 0 0
(-7 Policy Elements [ | o (1] 1] [1]
(-7 Access policies [ | o i} i} i}

[ Import To ISE J [ Import Report(s) J [ Policy Gap Analysis Report J

‘Wiew Log Console

284583

[ (Yes) 122U v 27 LT, $H8— FSRTOWANFT V=2 b, BER—HBLAYE—FShT
WRWAT V= RO U A R ERRELET (M 3-5 2BRL TS,

B 3-5 K H— b BEV—BYHR— FDA TSz H FDYR b
B Cisco Secure ACS to Cisco ISE Migration Tool =3
Exit Help
—————— Unsupported Objects Details r_ I —
Logged in as: - |.Il.|||
Logged in as: Unsupported Objects List: c 1 s c o
Migration | Setkin Marne Description
Adrinistrators Mok Available A
Expott Fram Roles Mok Available =
Deployment data Mot Available
Migrated Obje Repositaries Mok Available gs Errors
B0 Predefin Certificates Mok Available o 0
L]
Fartially Supported Objects List: ]
L]
Mame Description 0
RSA Configuration files, RS54 Prompts and deployment information o
-7 Access g Date and Time Condition in case o
User attributes User attributes of string data kvpe
Compound conditions  [Compound conditions that contain mixed operators are not sup...
— e
Import To — - - - Log Console %
=t
&

[FAC S (Close) 1227V v 27 LET,

[~V7 (Help) 1>[KIAR—bt A7 V=2 FoFEM (Unsupported Object Details) ] Z3R L T,
R—=hFENTWRNWAT P27 OV A NEERRTHZIELTEET,

Il Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F

OL-25542-01-J |



| 3% Cisco Secure ACS-Cisco ISE Migration Tool ®1 >R F—JL
Cisco Secure ACS-Cisco ISE Migration Tool 4/ > X F—L &£ UMHE W

BATY =V EFEITT HI2IE, % 4 % [Cisco Secure ACS-Cisco ISE Migration Tool O] Z& ML T
<TEEW,

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x #1744 F
| oL-25542-01-J .m



% 3&® Cisco Secure ACS-Cisco ISE Migration Tool @ Y X k—JL |
W Cisco Secure ACS-Cisco ISE Migration Tool D4 » R F—JL& & UHIHH1E

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {TH 1 F
m. 0L-25542-01-J |



CHAPTER

Cisco Secure ACS-Cisco ISE Migration

Tool OfEF

Z OE T, Cisco Secure Access Control System (ACS) -Cisco Identity Sevices Engine (ISE)
Migration Tool Zf#f LT, Cisco Secure ACS 5.1/5.2 DT —# ~_X—A)5 CiscoISE 1.1 77747
VANT =B EBATTDHECOWTHBLES, UTO My Z1I2E, BT ek A2 FTT 2 FIE

NEEFNLTOET,

o TBITAUVBLORBITY —LOMiH)

(P.4-1)

o (A BR—F FatxofBiE (P.4-9)
o [LR—K 77410t (P.4-10)

074 ELUBITY—ILOEA

BITY —VEBRBLIEET, T—Z D7 AKR— Lt ThD Cisco Secure ACS 5.1/5.2 VAT b~u J
A LET, BITY —VOMEHEZRET SICE, UTOFIEELZET LET,

AFw7F 1 Cisco Secure ACS-Cisco ISE Migration Tool D A A > 7 4 > R T
T, BITT27—% A7/ OV A E2RRFELET,

Logged in as:

Logged in as:

Migration | Settings |

M Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help

on ACSS:
on ISE:

i (Settings) 1427 Vw2 L

Dependency Handling |

Identity Attribute Dictionary
RADIUS Y54 Dickionary

User

[ Hast

Active Direckary

LDaP

Certificate Authentication Profile
I MO Rt

Select the Objects that will be exported in case their dependency data is missed

Save

=&
1
€IsCo

[ oL-25542-01-J

Cisco Secure ACS 5.1/5.2 fi Cisco Identity Services Engine Release 1.1.x #1754 F i



¥ 4E Cisco Secure ACS-Cisco ISE Migration Tool ®fEMA |

Il Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F

AJ4 B UBTY—ILOGER

BT — 2 NRWFEIT, T/ AR TIT—F AT vOF =27 Ry I A&7 )7 LT
R L, [fR1F (Save) 1227V v 7 LET,

Cisco Secure ACS-Cisco ISE Migration Tool ® A A > 7 ¢ > KT [#4T (Migration) ], BX W
[ACS b= 7 AR — 1+ (Export from ACS) | %7 U v 7 LET,

Cisco Secure ACS 5.1/5.2 v A7 D [ v A4 (Login) | V4 v RUNEREINET,

i ) Secure ACS to Cisco ISE Migration Tool
Exit Help

Logged in as: ACS5 Credentials ol | iol l |
Logged in as: c | s c o
—— ACSS IPfhostname | |
Migration | Settings |
ACSS Username |acsadmin |
Expork From ACS Process: Exporkin |
scspamord | f; porting
Migrated Objects ount Success Warnings Errors
E!@ Predefined Refer 0 o i} o
[+ Dickionaries T ™ 0 1} o o
B+ Users and Idsntity Stores [ | o 0 1] i]
) Devices [ | o i} o i}
{7 RADIUS Server [ ] o 0 0 0
B+ Policy Elements [ | o 1] 1] 1]
[+ Access palicies [ ] o 1] 1] 1]
[ Import To ISE ] [ Import Reporkis) ] [ Policy Gap Analysis Report ] Wiew Log Console

284582

[ACS 7 L7 > % /L (ACS Credential) | 7 1 > R {Z Cisco Secure ACS 5.1/5.2 Y AT LD IP 7 R
LR (FERR M) L8R T— FEAN LT [#6 (Connect) | %7V v/ LET,

F—ZOBITTav ANEBEINET,

T8 Cisco Secure ACS to

SCO § ISE Migration Tool
Exit Help__

Unsupported Objects Details I —
Logged in as: ||Il.|||
Logged in as: Unsupported Objects List: c I m
Migration | Sektin Marne Description
Adrministrakors Mok Available A
Expart Fram Roles Mot Available |
Deployment data Mok Available
Migrated Obje Repositories Mot Available s Errors
-3 Predefin Certificates Mok Available v 0
4= Dictiona 0
- Users arf| | Partially Supported Objects List: o
() Dewvices 0
E:I RADIUS Mame Description 0
{E:l Palicy El RSA& Configuration Files,RSA Prompts and deployment infarmation o
{E:I fccess o Date and Time Condition in case o
User attributes User attributes of string data type
Compound conditions  (Compound conditions that conkain mixed operators are not sup...
-Close
Import To - Log Consale 3
T T T | in
=
&

OL-25542-01-J |



| 4% Cisco Secure ACS-Cisco ISE Migration Tool D/

ngq vssvBary—roEn N

ATwF 5 Cisco Secure ACS-Cisco ISE Migration Tool ® A1 > & ¢ > K7 &&HH L T, Cisco Secure ACS
5152 07— 2 BATOES 2R LET,

m Cisco Secure ACS to Cisco ISE Migration Tool

Exit Help
Logged in as:  acsadmin on ACSS: il I el I (]
Logged in as: on ISE: Cl s CO

Migration | Settings|

Export From ACS Expork Report(s) | Current Running Process: Exporting |

Migrated Objects Progress Count Success ‘Warnings Errars
[-IC5) Predefined Reference Data 806 806 1] 1] e
-0 Dictionaries 392 7 5 0o

- @ Y54 Vendors 12 7 5 o
-4 RADIUS ¥S&s 380 u] 1] i}
- # RADIUS Attributes Mok Starked a a a a
- @ Identity Attributes Mok Started i} 0 i} 0
[#-{) Users and Identity Stores [ | o i} i} i}
-0 Devices [ ] o 1} 0 o
(-7 RADIUS Server [ | o i} i} i}
i) Policy Elements ( ] o 0 0 o
[*-|7) Access palicies [ | o 0 0 0 bt
Import To ISE Import Repark(s) ] [ Policy Gap Analysis Report ] [ Wiew Log Consale

2845892

isco Secure ACS to Cisco ISE Migration Tool

Exit Help
Logged in as: acsadmin on ACS5: il I lel I (]
Logged in as: on ISE: c | S C o

Migration | Settings |

Export From &C5 Export Repork(s) Current Running Process: Exporting |

Migrated Ohbjects Progress Counk SuCcess ‘Warnings Errors
[*-|-7) Predefined Reference Data 806 806 ] o [~
EI{EJ Dictionaries 1287 1011 276 o 9

- 4 WS4 Vendors 12 7 5 0

- 4 RADIUS ¥SAs 1019 828 191 u]

- @ RADIUS Attributes 254 176 Fii=} u]

- @ Identity Attributes 2 i} 2 i} =
[=+{C7) Users and Identity Stares 10 10 1 i}

- 4 User Password Complexity 1 1 a i}

- @ Identity Groups z z i} ]

- Users 0 0 0 ]

- 4 Hosts 0 0 1} 0 [V

Import To ISE Import Repork(s) ] [ Policy Gap Analysis Report ] [ Views Log Consale

284593

Cisco Secure ACS-Cisco ISE Migration Tool D A A > 7 ¢ > RDIZ, EFHIZT 7 AR— h SN-BLHE
DTVl NI, BEOEESZ T —DFRERSTEAT V=l EBRRRINET,

ATYT 6 T AR—F TR ATRALZESEZLIETT 2OV TEE LWERZBET 2 I12iE, RICHE S
NTn5d [#%E (Warnings) | £721X [=F— (Brrors) 1227V v 7 LEd, UTOFIL, £REahb
T —ERRLUCEINAIERERLTNET,

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x #1744 F
| oL-25542-01-J .I!‘-



¥ 4E Cisco Secure ACS-Cisco ISE Migration Tool ®fEMA |

W o0/ o BsUBTY—LOER

[AT7 Yz b =T —LEEDFEM (Object Errors and Warnings Details) | 7« > KRBT RE L, =
T—IRELT ATl N TN—T ZAT BLXOHRRARINET,

E]x]

B Cisco Secure ACS to Cisco ISE Migration Tool

_ Exit Help

e Objects Errors and Warnings Details [] l i1al I i :l
Logged in a Object Group: Dictionaries Object: Al Info: WARN _cl_s_c_'o_|
IMigration |_§E Dietails:
Object Type: ViS4 Vendors i — —
Export F P — o == e == d... |
+ 2O11.10.18 12:24:37'Z23% : 'Cisco': is a predefined wendor, and 2 o
Migrated & = z0l1l.10.18 12:24:37'23% : 'Cisco-VENZOOO0': is a predefined wend Errors
--u-:lpred = E011.10.18 1Z:24:37'E38 : 'Cisco-EBSM': i= a predefined wendor, 1] ~
BL—} Dicti = 2011.10.18 1Z2:E24:37'E38 : 'Adrespace': is a predefined wendor, (1] ¥
o = EZ011.10.1%8 1E:F4:37'238 : 'Microsoft': is a predefined wendor, a
- e =i == == == = o
..... . z D
R < | > i}
- .
Y- L e — o @
~
[ Import To ISE ] [ Import Report(s) ] [ Policy Gap Analysis Report ] Wiew Log Console @
Z
&l

AFYFT T MR TRTRRENDETH~AZ—LL, [ALD (Close) 127 V7 LTy 4> RUEHL
e

Cisco Secure ACS 5.1/5.2 VAT AL DT—4 7 AR—h 7B ARZETTE (=7 AKR— 52
T (Exporting finished...) 1) &. Cisco Secure ACS-Cisco ISE Migration Tool D A A > 7 1 KUIC
CDART—HAPRERINET,

AFyT 8 [=Z/AFR—bh LFR—1I (ExportReport(s)) %7 U v 7 LTLAR— NONFEEZFRLET, Ziud,
UTOFNZRT L HIZT 7 AR— MLEEZEH L CTWVET,

Fx g AR—hF LR— M, ~vF—FR, BIOWRHEDO X A7, B, BIOVATLDIP T R
VAERIIARAMBEENTVET, 4T V=7 M IV—T10F, ZOITN—T DT V=7 b

DEAT, BLOBEEROGEMATER INET, SR — FORZITIK, BBEKTOHRE, BEIW
WHFEDOWMZ F LDV R — MBRAEL TWET,

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {TH 1 F
m. 0L-25542-01-J |



| 4% Cisco Secure ACS-Cisco ISE Migration Tool D/

ndqvssvBay—LoER B

ACS - Identity Services Engine 1.0 Migration Tool

Report Type: Exporting from ACS repart

Report File:  C:\positron-migrationireportstexport_report, bxt

Migration Report
Migration Phase: Export from ACS

Date: Tue Sep-28 16:50:22 IST zZ010
Machine: 10.56.13.112

Chiect Group: Predefined Reference Data

CObject Type: Generic Attributes

Info Type: INFO
> 2010.09.28 16:52:31'716 : 'ConfigChangelata': exported sucessfully.

£ L | >

|

l Previous Page J [ MNext Page ]

282120

AFYT 9 CiscolSET FITAT VAN, ZDF—ZDA R — s & BIET 5121%, Cisco Secure ACS-Cisco ISE
Migration Tool D A A > 7 ¢ > K7 C[ISE ~®DA »7R— b (ImporttoISE) | %27 U v LET,

7 —# % Cisco ISE ~+ AR — FJ 52, LDAPID A M TICBMELZEINT S L5 7 v 7 FRER

ShET,
Ext Help
- Instructions | . 1,
Logged in as !.ll'.'ll,!
Logged in as ] ing di i i i
| gg 1 Uze the.Follow?ng dialog ko add atkributes For identity stores (LDAP) |_C!_5_C_°_‘|
——— befaore imparting them.
Migration |_SE Added attributes will be imparted with the identity stares into I5E.
]
ssi Importing |
Migrated Chiects Progress Count Success ‘Warnings Errors
=3 7 Predefined Reference Data [ | a o o 1} ~
(=) Dictionaries [ ] o 0 0 0
— @ W54 Vendors Mok Started a a 0 a
- @ RADIUS YSAs Mot Started u] u] o u]
- @ RADIUS Attributes Mok Started ] i] 0 ] L
- @ Identity Attributes Mok Started u] ] 1] o
=47 Users and Identity Stares [ | i} o 1] o
- @ User Password Complexity Tat Skarted i} i} a i}
- @ Identity Groups Mot Started il ] i} ]
- Users Mok Started ] 1] 0 ]
- @ Hosts Mok Starked 0 0 a 1} v
Import Repork(s) ] [ Policy Gap Analysis Report ] [ Wiew Log Consale %
&
&l

ZF9F 10 [OK] %2V v 2 LT, LDAPID % F7 ~OBMENT 0¥ 2 % Bih L £+,

AF7v7 11 [LDAPID 2 17 (LDAP Identity Store) | Ky 7% v U X h T, BHEZBEMT S ID 2 b7 %%
WLET,

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x #1744 F
| oL-25542-01-J .IE



¥ 4E Cisco Secure ACS-Cisco ISE Migration Tool ®fEMA |

W o0/ o BsUBTY—LOER

T8 Cisco Secure ACS to Ciseo ISE Migration Tool

| Exit Help

Logged in as: Identity Stores Attributes Dictionary

Logged in as:
o || LDAP Ideniity Store: |NAC Frofiler B heoezeah ok tdentty store from
Migration |_Sett|n —  the list and define its attributes in the
table,
[ Add Attribute ] [ Delete Selected Rowis) ] 7|
EXpart
Migrated Objeq] Attribute Mame aktribute Type Diefault Yalue Errors
u:l Predefin String o o ~
(=) Dictiona 0
T Unsigned Integer 32 0
- @ RAD| IPv4 Address i}
- i RADY o L
----- # Iderg 1]
[=-{C3) Users ar} 0
i Used u]
- 4 Idery a
o i se [ Save & Exit ] [ Cancel ] 0
- 4 Hosiy 0 X!

Impork To ISE [ Import Repork{s) ] [ Palicy Gap Analysis Report ] View Log Console

284580

ATv7 12 [JEM4 (Attribute Name) ] 7 4 —/L RiZ&uiz AL, [BYEZ 17 (Attribute Type) ] Kr v 74
Ty UANPLREES A TEERLET, [T 740 ME (Default Value) ] 7 « —/L RIZfEZ AT L
T[RTFLTHT (Save & Exit) 127 V27 LET,

AT T 13 BEOEMAET LS, [ISE ~DA A —F (ImporttoISE) | #27 U7 LTA Vv F—F Tak=x
Z#fT L, [ISE 7 L7 ¥ v /L (ISE Credentials) | 7«4 > RO %#H LT Cisco ISE ~n 7 A > LF

‘é—O

m Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help
Logged in as: acsadmin on ACS5: E ol I fel I i
Logged in as: on ISE: - c | s C 0

_Migration | Settings |

[ Export From ACS J [ 25 ISE Credentials rg Inmporting |

Migrated Chjects uccess Warnings Errors
- ISE IP{hostname || T |

#-{7) Predefined Reference Data 1] 1] 1]
..@ Dictionaries ISE Username | | 0 0 o
{5 Users and Identity Stares o 1] o
-] Devices I3E Password | | o o o
--u:':| External RADIUS Server o L1} o

{2 Policy Elements 1] 1] 1]
{7 Access policies 1] 1] 1] 0

Import To ISE ] [ Import Repark(s) ] Wiew Log Consale

284588

ATFvFT 14 VEIZSEUTISEDOIP 7 KL A (F/2013AA M), ISE Da2—%4  BEIOISE ORAT— K& AN
L. [##t (Connect) 1 %22V v 27 LT, CiscolSET 7T A TV ANT—ZDA iR— hEBBLE
‘g—o

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {TH 1 F
m. 0L-25542-01-J |



| 4% Cisco Secure ACS-Cisco ISE Migration Tool D/

ndqvssvBay—LoER B

gco Secure ACS to Cisco ISE Migration Tool

Exit Help
Logged in as: acsadmin on ACSS: el l el l (]
Logged in as:  admin on ISE: c | s C 0

Migration | Settings|

Export From AC5 Export Repart(s) | Current Running Process: Importing |

Migrated Objects Progress Counk Success “Warnings Errors
[#-{7) Predefined Reference Data 1] 1] 0 1] ~
El--ﬁ Dictionaries 1011 444 1} 1 |

- 4 WSA Vendors 7 7 a a

- i RADIUS ¥5As gz8 437 1] 1

- 4 RADIJS Attributes Mot Started 176 1] u] 1]

- 4 Identity Attributes Mot Started 1] 1] u} ] 0
[=l+{L5) Users and Identity Stores [ | 0 o i} o

- 4 User Password Complexity Mot Started 1] ] u} ]

- 4 Identity Groups Mot Started a a i} a

- 4 Users Mot Started 0 ] a 0

- ¢ Hosts Mot Started 1] 1] 0 a hd

Import To ISE Import Report(s) ] [ Palicy Gap Analysis Report: ] [ View Log Consale

284586

AFYT 15 A VA= EEEFTI AR— b OT B ZADEBEOIAI T T[uS a2/ —LOFE R (View Log
Console) | %#7 Vv o 325L, AR NELEFZIAR— NMUBROBEDOAT —HX AB YT NEA

LTERRTEET,
sco Secure ACS to Cisco ISE Migration Tool g|_,®
Exit Help
Logged in as: acsadmin on ACSS: ' ] I 1al l (]
Logged in as: admin on ISE: c I S c o
Migration | Settings|
[ Export From ACS ] [ Export Report(s) ] Current Running Process: Imiporting finished... |
Migrated Objects Progress Counk Success Warnings Errors
#-{5) Predefined Reference Data 1] 1] 1] 1] ~
=5 Dictionaries 1011 1010 1} 1
- 4 WSA Vendors 7 7 a a
- 4 RADIUS VS4s 828 527 i} 1
- % RADIJS Attributes 176 176 u] 1] L
- 4 Identity Attributes i} i} i]
=75 Users and Identity Stares 11 10 1] 1
- 4 Jser Password Complexity 1 1 i} i]
- 4 Identity Groups 2 z i} a
- 4 Users ] i} a a
- 4 Hosts a 0 ] 0 hd
Import To ISE ] [ Import Report(s) ] [ Policy Gap Analysis Report ] | Hide Log Console |
Log Console:
INFO Thread-6 I1SE finis completed: <?xml version="1 0" encoding="UTF-8" e
standalone="yes"?><reguest-rezult=<hitp-code=200=hitp-code==cpm-code=52001 =icpm-code==description=Changed n
configuration=idescription=<modulz-name=higration Toolimodule -names<internal-error-infos 2irternal-error-infos requested-oper
ation=Cperation: Migration Tool
finizhing=irequested-operation==resource-id==/resource-id==resource-name=migration_tool=fresource-names=<resource-type=hig
rationToolREST Service=iresource-types<status=SUCCESSFUL=status==request-result=
INF& Thread-6 Finished importing Access policies Batch
INF O Thresd-6 Finizhed importing Authorization Exception Policies procedure
DA, Tl & S fovacbiene 4 Hmior i, vvrmbiem Pl oo s
¥
&
Clear Log Consale 2
&

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x #1744 F
| oL-25542-01-J .m



¥ 4E Cisco Secure ACS-Cisco ISE Migration Tool ®fEMA |

W o0/ o BsUBTY—LOER

ATFYT 16 AV AR—F 7oA TRALEEEFZEIC T —IZOVWTEHELWEREZEGT 5121, (FIH6 25
LTC) RIZFEHEIN TS [ZE (Warnings) | £721E [T — (Brrors) | 227 U v 7 U CHEHIE £R
LET,

T =X DA R — MUBERE T % &, Cisco Secure ACS-Cisco ISE Migration Tool DA A ' ¥ 1
RO ZDAT—=ZARKRINET,

ATFYFT 17T CiscoISE 1.1 7T T7A TV ANA VAR— N ENTET —FDREERLVR— N EFERT DL, [ F—
b LA — bk (Import Report(s)) 1%7 U > 7 LET, LAR— MREREINET,

B acs - Identity Services Engine 1.0 Migration Tool

Repork Type: Importing to ISE report
Report File:  C:\positron-migrationlreportsiimpaort_report.txt
Tovoo TrTeroer s o I WO S LU LY >
> 2010.09.28 17:16:42'907 : Added configuration: Radius =
> 2010.09.28 17:16:43'500 : Added configurstion: Radius
> 2010.09.28 17:16:44'110 : Added configuration: Radius
> 2010.09.28 17:16:44'719 : ALdded configuration: Radius
> 2010.09.28 17:16:45'344 : Added configuration: Radius
» 2010.09.28 17:16:45'953 : Added configuration: Radius
> 2010.09.28 17:16:46'578 :IAdded configuration: Radius
> 2010.09.28 17:16:47'203 : Added configurstion: Radius
> 2010.09.28 17:16:47'513 : Added configuration: Radius
> 2010.09.28 17:16:45'422 : Added configuration: Radius
> 2010.09.28 17:16:49'032 : Added configuration: Radius
> 2010.09.28 17:16:49'625 : Added configuration: Radius
» 2010.09.258 17:16:50'235 : Added configuration: Radius
> 2010.09.28 17:16:50'875 : Added configuration: Radius
> 2010.09.28 17:16:51'500 : Added configurstion: Radius
v
o
I Previous Page ] [ Mext Page ] g
o

AT w7 18 Cisco Secure ACS & Cisco ISE DR 2 — X v 72 5T 5I1iE, [RY¥— Fv v 7oL
AR— I (Policy Gap Analysis Report) ] #7 U v 7 LET, LAR—FRERENET,

ACS - Identity Services Engine 1.0 Migration, Tool |= ||I:|||
Report Type: Policy Gap Analysis Report
Report File:  C:ipositron-migrationireportsipolicy_oap_reportt
======================================================================= ~
I3E 1.1 Policy Gap Analysis Report
Date: Z011.10.1%2:
The Policy Gap Analysis Beport is meant to summarize all existing policy
related functionality diffarences between ACS E.1 f E.E and ISELl.1.
Source:
ACE E.1
10.10.10.10
Summary:
*EBerwice Selection Policy : Bupported
*huthentication Policy : Bupported a
753
- @
[ Previous Page ] [ Mext Page ﬁ
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| 4% Cisco Secure ACS-Cisco ISE Migration Tool D/

Aoti—F Fowzorax A

A4 oiR— kb Ot XOREE

A= T ARFET LI LE2RFET DI21E, LFOFIEEZZET LET,

AFYFT 1 CiscolSELl 7FIA4 T A2~ l A LET,
o FlLWa—HLL2TU—RKEAHLET,
e [mZ A4 (Login) 127 Uv27 LET,

. Identity Services Engine

A & @
' I Usernarme | adrnir |
| i Password | sensnns |
&

Remember username
Problem logging in?

£ 2012 Cisco Swsterns,Ine, Cisco, Cisco Swsterns and Cisca Swsterns logo are registered tradernarks of Cisco Swstems,Inc, wt]ean]ne
andfor its affiliates in the LS and certain other countries., CISCO

284621

AFyFT 2 Il ziE, CiscolSEDAA Y U 42 FuT[EH (Administration) ]> [ID &B (Identity
Management) ]> [4M ID Y — A (External Identity Source) ]>[LDAP] #34R L. [LDAPID YV —
Z (LDAP Identity source) ]V 4> RUEZRRLT, (MHHND ACS X—AD LDAPID Y —AMNA »
W= ENTZNE I P EHRLET,

A=, FLFLOMOIBIEITH L TRBROMIEZ EIT L, A VA= FRIEFITITDIIZN E ) R
FHILBTEET,

afualn
CISCO Identity Services Engine

 Home Operations * Policy ¥ Administration
—eee
‘;';- Syskem J}? Identity Management 7] Metwork Resources [£8 Guest Management
—_—
Identities Groups External Identity Sources Identity Source Sequences Settings

f = LDAP Identity Sources
External Identity Sources

= = L + . X
Edit Add Duplicate Drelete

= Certificate Authentication Praofile » L‘:I

2 z | name & | Description
= Active Directary
T O maC Profiler Migrated Fram ACSS,
[ »
— O Idapt Migrated from ACS5.
| RADIUS Token »
| RSA SecurID »

284598
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¥ 4E Cisco Secure ACS-Cisco ISE Migration Tool ®fEMA |

WM LE—F 771 LDRE

Z# T, Cisco Secure ACS-Cisco ISE Migration Tool DEHIZ LB A VAR — ~/ =27 AR — MMLELITHK
TTY,

LiR— bk 7714 LD

VAR— N 77 ANV EMO2—F L WHT L6, ERITMOGMRET 2561, BITY—10
F 4 L7 FU®D Reports 7 A NAFIZUTFDOLR—K 77 A L3 0 £,

e import_report.txt
* export report.txt

e policy gap report.txt
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CHAPTER

Cisco Secure ACS3.xB LU 4.xh 5 ACS
5.1/5.2 ~DT—3 1T

ZOETIX, LLAT® Cisco Secure Access Control System (ACS) 3.x release ¥ 7213 4.x release 75
Cisco Secure ACS 5.0 release D AT — h~T — X 2 BITT 5 HFENFEH SN TV D Cisco D~v==7
N~D V) v &ML £9, Cisco Secure ACS 5.0 X, Cisco Secure ACS OLHIDOV U —2DF —X
% Cisco Secure ACS 5.1/5.2 ~BATT 12 DITMBEIR AT v I T,

LETDO Y U —2AD5 Cisco Secure ACS 5.1/5.2 DAT—T~, T—HOBITHNIEFICK T LD,
Cisco Identity Services Engine (ISE) Releasel.1 777 A 7V AT — X BT TCEET, LLFO b
By 7 TR, ZOERICOVTHH L TWETS,

o IHEZE] (P.5-1)
e [Cisco Secure ACS OLIFTDO Y U —Z6DBIT) (P.5-2)

T —4%% CiscoISE 1.1 77T A 7 U A~BATT 272D O] O3 AT 2 Blst 3 2 A1, 55 3 % ICisco
Secure ACS-Cisco ISE Migration Tool DA & A b —/L| IZFEHIINLTNDLTXTDOEY T v 7,
Ry T7 v 7 BEOA A R—LDERICONVWTHAT, L THBL LERH Y £T,
CiscoISE 1.1 777 A4 7 > A~¥479 5 Cisco Secure ACS & —# ODBATRIDO U U — & |Z X - Tid,
Cisco Secure ACS-Cisco ISE Migration Tool Z M3 2 H1IZ, W< DNDBAT AT — VRN LERGE D
HYEF, WiZ, FlezrLET,
o BATHIO AT — U Cisco Secure ACS 3.x £721% 4.x DHEIX. &HIZT —F % Cisco Secure
ACS 5.0 ~BITTHXLELRZH Y £,
e Cisco Secure ACS 5.0 ~DF —FBATHE T LTV BEA. £7213&MIC Cisco Secure ACS 5.0 7>
LBITT DAL, 5 —# % Cisco Secure ACS Release 5.1/5.2 ~BATT 24X H VY £,

» Cisco Secure ACS Release 5.1/5.2 ~D7 —ZBATHRHE T LTV DHEE. ERIEIRIICT —% %
Cisco Secure ACS Release 5.1/5.2 268173 288 1%. Cisco Secure ACS-Cisco ISE Migration
Tool ZEH L CF—4%% CiscoISE 1.1 777 A4 T vV A~BITTEET,
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#$5% CiscoSecure ACS3.x 8&U 4.x A5 ACS 5.1/5.2 ~DT—428BT |

Bl Cisco Secure ACS QLIFID Y J—ZH 5 DRBT

Cisco Secure ACS D LIRID ') 1) —A o DFAT

Z Dt va i, Cisco Secure ACS V7 b =T OLFIOY U —RA5 CiscoISE 1.1 77747
VA, (BATHFRIEERARA Vb ~D) T—EBITERET I®H 59 2 THMZ Cisco D=2 7 /L~D
Voo mEERTWET,

Cisco Secure ACS Release 3.x £1=I1% 4.x ®T—% % Cisco Secure ACS 5.0 ~#179 %
Cisco Secure ACS Release 3.x £7-1% 4.x 7*5 Cisco Secure ACS Release 5.0 ~DF — Z B{TIZDW\T
IE, LT Y 7 2B LT IZE0,

http://www.cisco.com/en/US/docs/net_ mgmt/cisco_secure access control system/5.0/migration/guide/
migrationguide.html

Cisco Secure ACS Release 5.0 i % Cisco Secure ACS 5.1/5.2 ~T—42 %8795
Cisco Secure ACS Release 5.0 2> 5 Cisco Secure ACS Release 5.1/5.2 ~DF — X BATIZOWTIL, LA
ToV 7 E2ZRLTIEIN,

http://www.cisco.com/en/US/docs/net_ mgmt/cisco_secure access_control_system/5.1/migration/guide/
Migration_Book.html
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APPENDIX A

Cisco Secure ACS 5.1/5.2 & U Cisco
ISE1.1 D T—42tg&E<wvE>YT

ZOMERTIE, UTOBATEED by ZIZOWTHALET,

BiTsnNs7—4% 4727 | (PA-1)
Birsnisnr—4% 47Y=x7 | (P.A-2)
[—ERBITSINDT—H A7 V=2 b (P.A-3)
[—#xE 72817 — ) (P.A-3)

BATHRY >—] (P.A-3)

AR — MRREES LT — 2 (P.A-4)
[F— 2 E#~ 7] (P.A-6)

BITShET—3 ATV b

UTFoF—4% 7= M, Cisco Secure Access Control System (ACS) 5.1/5.2 7% Cisco
Identity Services Engine (ISE) 1.1 ~BATENE T,

X v b T =2 FRAL R T —F (NDG) #A 7L EE
Fw NT—27 FRA R

TT7AND Ry T =T TR

515 RADIUS #— /%

ID 7 v—"7

WER L — 4

W= FARA > b (RA W)

Lightweight Directory Access Protocol (LDAP)
Microsoft Windows Active Directory (AD)

RSA (—##A— 1k, £ A-25 25K

RADIUS h—7 > (3 A-24 #&M)

FEAERRGE T 2 7 7 A v

HfFERRIOEME (5 R— k. BITARY > — %22
RADIUS Bitds J O Z—EHFEME (VSA) Off (& A5 BLO & A-6 25 M)

[ oL-25542-01-J
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ftgk A Cisco Secure ACS 5.1/5.2 & U Cisco ISE1.1 DT—2 T v ELY |

B BashonF—42+7Szsk

e RADIUS Ry & —F 427 va)l (R ASBLTE A-6 DENESR)
o Nz—FREM (F A1 BLUOE A2 #2H)

o W=y FARA v MEtE (ki BiTLr—) (PA-3) 22H)
e FE[SuT 7 AN

o ¥ u—RARETZ/EX arbkr—n UL (DACL)

e ID GGRFR) &V —

e Xy hNU—7 T RADHARY —

o Ry hNU—Z T RADFAFIEY —

o Xy hU—2 T RADH—ERBIRKRY o —

e RADIUS Yo #—E 2

o —H AT — ROBHEE

e IDIAFIB LV RSA Fr 7 |

e UTF-8 ¥—# ([UTF-8 ¥ R— 1] (P.1-8) ZZHMH)

BIIShGWT—42 470z F

UToF—4% F7x7 M, Cisco Secure ACS 5.1/5.2 726 Cisco ISE 1.1 ~BATINEH A,
o E=XVYLT LFR—F

o A TVa— NNy I T v

e UKRTHNY

o HHE, v, BLOEHEOBRE

o WARE=— TNy alEE

o EBAEH (BAHFV J—1)

o GEE GRAFRB L On— Vi E)

» Security Group Access Control List (SGACL)

» Security Group (SG)

o PR — kI T3 Security Group Access (SGA) T /34 2D AAA H—N
e SGwy BT

» Network Device Admission Control (NDAC) KU v —

e SGA /)~ U 7 2 (SGA)

e Xy hU—2 FNALAZAAND SGA 7 —#

o SGA ARV =XV T4 F—F %2 (SGT)

e Xy MNU—IEM (v R AT—ay TA4NE . TRARA T ANAHE, TALAF—K 740
4)

o TS REEBAES L OFEAA Y o
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—trBTEh3dTF—42 475+ M

S L — S
—HBIBITEINET—E2 T2+
LFoOF—% 7 =7 ME, Cisco Secure ACS 5.1/5.2 75 Cisco ISE 1.1 ~— BN BATSI N E T,
o HAHHID ID B LU R FEMIZBIT SN0,
* RSA sdopts.rec 7 7 A VB LB A F U IERIIBITS NN,
e RADIUS ID #—\g#: (B CiscoSecure-Group-Id D AHBITEIN D),

1 ~ %= —_—
B ITIL—IL
Cisco Secure ACS 5.1/5.2 705 Cisco ISE 1.1 ~F — X #8179 55512, U TFTOBITLV—LEEEL
i‘j—o
o EEBRTRIIBATSINARV,

o enum MOJEM (RADIUS, VSA, ID, BXUHRZ K I, EHATRERELZFSEHRLE LTHITS
no,

o (BT —HANIBfR/RL) T _TOZY RARA > MET String 7— 48 L L TBITEIN D,
e ISE v ZIZiBM&EN 5 RADIUS BRI VSAEEZ 7 4 V&5 2 LIxTE 220,

BITRY) o—

FREER L OFFRIAR Y o —i%. Cisco Secure ACS 725 Cisco ISE ~BiT3E 3, ACS & ISE i[Zi3fii 5
FRRERB L OV — N _R—=ZADFRFEDTHF D/XT XA L3 0 £33, ACS & ISEFRIORY v— EF L
WZEESWTWET, ACS L ISEDRY — EFARRRL =0, T_XTHO ACS RY —BLW
N—NEBITTHZ LI TEETA, ERBEHEFUTOELBY TF,

e RYT—THAINTWDIEENFFR—FIL TN

o WENYAR—bFINTWARWN, FRFHRMEFETHS (RPEE. DRNCBEMERSENFEESINLTWY
%)

o HAETLFVNYFR— LI T (Tbegin with] 72 Y)

N—NVEBATTERWERIE, RN =2 K3 Tah . ZoHb &5/ Policy Gap Analysis L
A— M INET, VLA—FERRLT, MEOHLINV— NV EZHIBREIZIEET 22 LR TEE
7, Policy Gap Analysis L' AR— hOFEAZ DWW T, TVAR— k) (P1-5) 2R LTSN,

GE) YHR—-FARIONL—NZEEFZITHIRLRWES, AU 2 —1% Cisco ISE ~BITIILEE A,

Cisco Secure ACS 5.1/5.2 7°5 Cisco ISE 1.1 ~OBATRY > —DHA KT A4 NILUTDOEBY T,
o T —HHIMN Tstring] DS DOa—FEMEEETLREMEV—IFBITSNEEA,
o KMHTHERANBMZZRL CWAEES, RBIRITEKRL £,
e KRN (Y RFA P BYEEZROFUEREENTVBFFAIAY > —1%, Cisco ISE #FrIA Y
V—~BITENERA,
o NEWZREREREZFFOFFRIA Y & —WND HIRESRMFIE, Cisco ISE ~BITSNER A, R E LT,
=L EBAT S IVE R A

Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x {7441 F
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ftgk A Cisco Secure ACS 5.1/5.2 & U Cisco ISE1.1 DT—2 T v ELY |

B 5 rRREESLUT—4R

o WRER Y —WO ARSI Cisco ISE ~BITSNER A, fMRE LT, L= bBITShEE
VR

o UTOART LV FiE, FHEATIEYR— I THEREA,
— String : start with, end with, contains. not contains
— Date and time : not in
— Identity group : not in
FHENTINLDART  FEFEH LTI L= b BTSN ERE A,

e allbflc|l..¥a&&b &&c && .. UHDOFHHA ((a||b) && ¢ 72 &) H#FOEEGFMUNEENT
WHRBRER Y U —IIBITSNEH A, a && b && ¢ && DS O v — VR EFFOEE RN G N
TWHIHFAIARY —E, V—AFEO—HE LTBITSNEEA, ROV, W DNDOEE R
BRI LTI 77 VEARMELZFETHENT L2 LB TEET,
o Xy NI RUDHENEENTVDOL—NVEIBITSNEEA, FRIFICEY PU—7 &, BIO
PR—= PHIROMOFMENEEN TV DL HA, Ry P =7 R EH S, V— A RO —F &
LTEITSNEEA,

e CiscoISE I TACACS #¥ R —F L TWEHA, ZD7=D, TACACS BMHEEFEHL TWHT T
D ACS V—ViFBITSNER A,

(F) =27 AFR—bF 72— |2, Cisco ACS 5.1/5.2-ISE 1.1 Migration Tool 28, (Z D& 7 ¥ a VIS
NWTWDBATHA RIA L DONTHNERELT) BIAERY & — L3P R Y —HOEREZTZH L7125
#1&. Policy Gap Analysis L AR— MIFE#E SN E T, ZEPBESNTHE. BITOE”METRE I,
BREAF > CL— VOBIEETIZHIREZIT O RERH Y £, ZO KD R — A PEEEITHIBRS U
WA, AU 2 —IF Cisco ISE ~BATENEH A,

HiR— FARBEES LU T—42F

UTORIZ, BITShD P AR— MROBE, BXOE0Z =5y b F—=2RAETH L TWET,

= A1 Cisco Secure ACS 5.1/5.2 i % Cisco ISE 1.1 ~BITShba1—FEH
Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1
String String

UI32 R RE—
IPv4 KU AR— b
Boolean FHhR—
Date KU AR— b
Enum FHAR— b

= A-2 aA—HEMY  a—PLDBEE

Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1
String P HR— k

UI32 _

1Pv4 _

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {751 F
m. 0L-25542-01-J |



| 48 A Cisco Secure ACS 5.1/5.2 & U Cisco ISE1.1 DT—4#ETvELY

$R— rRBEsLUTF—422 A

£ A-2 A—HEME . —YEDEE (HE)

Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

Boolean —

Date _

= A-3 Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~B1T&h bR FEME
Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

String String

UI32 UI32

1Pv4 1Pv4

Boolean Boolean

Date KPP AR—k

Enum i F T RE 7o B DB %K

=& A4 KRR FEY : KX FEDREE

Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

String HR—h

U132 PR —~ (fEiT String (2 END)
1Pv4 FAR— (X String (ZE#-EIND)
Boolean FAR— b (T String (ZE#EIND)
Date FAR— 1+ (X String (Z£#-END)
Enum FAR— b~ (T String ([ZE#EIND)
= A5 Cisco Secure ACS 5.1/5.2 , 5 Cisco ISE 1.1 ~#1T&h 5 RADIUS EtE
Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

UI32 UI32

Ul64 Ul64

1Pv4 1Pv4

Hex String Octect String

String String

Enum i AT RE 70 B O FE %%

*& A-6 RADIUS &% : RADIUS H—/8 & DREE

Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

UI32 HR— k

Ul64 HAR— k

1Pv4 P R— K

[ oL-25542-01-J
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B Fsamgeyesy

# A-6 RADIUS &Ef : RADIUS —/\L DEE (fEE)

Cisco Secure ACS 5.1/5.2 Cisco ISE 1.1

Hex String AR — b (Hex string i Octet String (ZZ5# S i
%)

String PR — b

Enum HA— b (Enum |36 H FTRE 728 D45

F— SRy ELY

ok varyTiE, T AR My BT ENDT — X IERPEH I TV D —EHOREZ R
LET, 2NHDFRITIF, 4727 MTOWT Cisco Secure ACS 5.1/52 oA 3Y . B
CiscOISE 1.1 IZBIFAENH EREOHI T IINFENTVET, ZOBIVa DT —F v v
TR, BIT7e®ADOZ I AKR— N AT —VHOT =BT Ty TINDIT—F 7V b
DAT—H A (FREITES) NifkshTnEd,

# A-7 (P.A-7)

(Fy FU—7 FARAL R TFanTF 4 v L))

# A-8 (P.A-7) (Active Directory ' u/ X7 1 = v 7))

# A-9 (PA-8)

# A-10
# A-11
# A-12
# A-13
#* A-14
#* A-15
#* A-16
# A-17
# A-18
# A-19
#* A-20
#* A-21
# A-22
# A-23
#* A-24
#* A-25

(48 RADIUS H— a5 ¢ = v B )

(PA-8) (RA N/ RBRA Y h TRNAT 4 vy E D)

(P.A-9)

(ID7 4 7¥aFl) Funsy vy r7)

(P.A-9) (ID ZN—7 7TaxXs 4 wv )
(P.A-9) (LDAP a5 ¢ =yt 7)

(P.A-11)
(P.A-11)
(P.A-11)
(P.A-12)
(P.A-12)
(P.A-12)
(P.A-13)
(P.A-13)
(P.A-13)
(P.A-13)
(P.A-14)
(P.A-15)

(NDG #A 7 =)

(NDG g~ v v )

(RADIUS 7«4 7> aF ) RuF— <y L)
(RADIUS 7 4 7 v a7 Vgt~ v &> )
(=P <~ )
GERAEFERET 1 7 7 1 L)
FFr7ar7rA L <o)
(DACL ~ v v %)

(458 RADIUS H—" v v B2 )
(IDEBWT 4273 aFl ~vE )
(RADIUS h—7 v =v BV )
(RSA ~ v B> 7)

Il Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F
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F—aiggwvery A

o £ A-26 (P.A-15) (RSA a7 })
o F A-27 (P.A-15) (ID % FT7IEF)
e £ A28 (PA-16) (T 74k Xy NU—T FT/RA R)

)

GE) T AR—F LAR—=FBIOA VR —bF LER— M, FR, B, 29— Ao b—UREENTE
D, AR —F oAz AR—F o ADOMIEE L THEREL 5,

& A-7 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 ~AD*Ry FT—4 FIRA R I VEVY

Cisco Secure ACS ®7O0/8F « Cisco ISE ® 7O/ F 4

Name FOFEERBAT

Description EDOEEBAT

Network device group TOEEBIT

Single IP address FEDEERIT

Single IP and subnet address D E EBT

Collection of IP and subnet addresses FDFEFERBIT

TACACS information TACACS 1% Cisco ISE 1.1 THR— hxt&4t 7=
OBATINE R A,

RADIUS shared secret DO FEERBAT

CTS FOFEERBAT

SNMP SNMP 5 — # % Cisco ISE TORFEHTE 5 7=
W, BITENET AL 2D SNMP B#IZH 0
¥ A,

Model name Z X Cisco ISE TOREF R 27 a7 4 TF
(fE1X7 7 /v T Tunknown)),

Software version Z 1 Cisco ISE TOHRER T 037 4 T
(f1X7 7 4/ F T Tunknownl),

GE) TACACS L LTOHFREEINTWVDEI Ry MU =7 FTNAL RFIBITICH LT R— SR THEEA,
INGDTFAAL RFIBITENRNT AL R LTEREHINET,

#* A-8 Cisco Secure ACS 5.1/5.2 /5 Cisco ISE 1.1 ~® Active Directory Y v E> 45
Cisco Secure ACS @ 7R/87 ¢ Cisco ISE @ 7a/3T 4

Domain name EDOEEBAT

User name EOEERAT

Password FDEERIT

Allow password change EDEERAT

Allow machine access restrictions FOEEBIT

Aging time FDEFEBIT

Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x {7441 F
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# A-8 Cisco Secure ACS 5.1/5.2 » 5 Cisco ISE 1.1 ~® Active Directory ¥ v E> 4 (§F)
Cisco Secure ACS O 7A/8T« Cisco ISE ® 7R/ F 4

User attributes FOFEFEBIT

Groups Z0F EBAT

(3¥)  Cisco Secure ACS-Cisco ISE Migration Tool i, Active Directory 7 — & AT S 1721 T join 2 v >
FERITLET, RAAS A, 2—F4, BIORRTU— IR RIERGAE, 20 (join] EifEXEKT
52N HYET, £/, CiscoISE 77T A 72 AN AD OH— W & EREICFI L T D 2 &2
EETT, AL THARWIEEIE, Toin) BEFICRKRT 22 EnH Y £,

& A9 Cisco Secure ACS 5.1/5.2 » 5 Cisco ISE 1.1 ~® 4588 RADIUS —/R Ty EV Y

Cisco Secure ACS O 70/XT7 ¢ Cisco ISE ®» FO/NRT 4

Name EDFEEBIT

Description FOEEBIT

Server IP address ZTDOFEERAT

Shared secret FOEEBIT

Authentication port EDOEERAT

Accounting port EOEERAT

Server timeout EDOEERAT

Connection attempts ZTDOFEERAT

=& A-10 Cisco Secure ACS 5.1/5.2 15 Cisco ISE 1.1 ~DHKRA + (TVFRA VL) TwEVY

Cisco Secure ACS @ 7O/NT 4 Cisco ISE ® 7FO/87 «

MAC address FDFEFERBIT

Status BATI W0

Description FDOEERIT

Identity group TURRA U b A= L OE#EERBRITLET,

Attribute TV RARA Y NEWERBITSNET,

Authentication state ZAUX Cisco ISE THZIZR 7 m 7 1 T3 (fEIX
& & M8 [ Authenticated ).

Class name Z AU Cisco ISE TOHRER 7 v T 4 TT
(fEIXEEE 'TBD).,

Endpoint policy Z U Cisco ISE TORKF 2T w37 4 T
(fEIXE & TUnknown)),

Matched policy Z X Cisco ISE TORER T m /8T 4 TH
(fEV X EME [Unknown)),

Matched value Z AU Cisco ISE TOHRFER T w37 4 TY
(iEXREE®M To1),

NAS IP address Z U Cisco ISE TORER IR T a0 /NT 4 TH
(fE VX E E1E 10.0.0.01),

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {751 F
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£ A10 Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE1.1 ADFER F (TV FRAVE) Ry EBVY (&E)

Cisco Secure ACS ® 7 A/8F 4«

Cisco ISE ® 7 0/8F «

OUI

Z 3 Cisco ISE TOREF 727 a X7 4 TF
(B EfE TTBDY),

Posture status

Z X Cisco ISE TOAREM2 T v X7 4 TT
(X E EfE TUnknownl),

Static assignment

Z 3 Cisco ISE TOHE /27 a T 1 TF
(fEIXE EfE Falsel),

= A-11 Cisco Secure ACS 5.1/5.2 5 Cisco ISE11ADID T4 43+ xvEVY

Cisco Secure ACS ® 7 A/8F 4«

Cisco ISE ® 7 O/8F«

Attribute

Attribute name

Description

Description

Internal name

Internal name

Attribute type Data type

Maximum length BTSN W

Default value BiTSn7ewn

Mandatory fields BTS20

User FuraF) FaTF 132 0fE (Tuser))
AR LET,

& A-12 Cisco Secure ACS 5.1/5.2 /5 Cisco ISE1.1 AD ID F)L—F v vEVT

Cisco Secure ACS ® 7 0/85 «

Cisco ISE dFo/85F 1

Name Name
Description Description
Parent ZoTanNT 1%, BEoFEMo—#E LTE

TEhEd,

Cisco ISE IZIZ= > FARA b ZA—7BIONID ZAr—723&gEN T\ EJ, Cisco Secure ACS
5.1/52 D ID 7 —71E Cisco ISE ~, =2 KRR A > b ZA—TBIWID Fr—7¢ L TBITESNE
T, ZiuE, 2—FEZID IFA—TIZEV YT, = KRS b2 RiRA > b ZA—TI128 0 4T

LDRUERHDTHTT,

# A-13 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 ~® LDAP ® vy >4

Cisco Secure ACS ® 7 A/8F 4«

Cisco ISE ® 7 0/8F «

Name

Name

Description

Description

Server connection information

FOEEBAT ([V— ikt (Server
Connection) | % 7, A-1 (P.A-10) &),

[ oL-25542-01-J
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|
N

—S Ry ELY

£ A13 Cisco Secure ACS 5.1/5.2 » 5 Cisco ISE 1.1 A LDAP ¥y V4 (#Z)

Cisco Secure ACS ® 7 A/F 4«

Directory organization information

Cisco ISE ® 7 0/8F«

FOEERIT ([T 4 L7 UK (Directory
Organization) | # 7, A-2 (P.A-10) &)
EDOFEERBAT

B171X (Cisco Secure ACS-Cisco ISE Migration
Tool ZfEH L C) FETITOIET,

Directory groups

Directory attributes

A1 [—/\##$ (Server Connection) ] %7

General | Server Connection Directary Organization | Directory Groups | Directory Aftributes

Server Connection

[] Enahble Secondary Server Always Access Primary Server First

Failhack To Primary Server After.

Minutes

Primary Server

Secondary Server
% Hosthame, sdfsdfsdf Hostname: li
“ Port 380 Part [
& Anonymous Access Anonymous Access
O Authenticated Access Authenticated Access
£ Admin ON — Adrmin DN —
& Password ’7 Password li
Use Secure Authentication \Use Secure Authentication
Root CA; Root CA;
“ Server Timeout: 10 Seconds Server Timeaut: l_ Seconds
# Max. Admin Connections 20 Mz Admin Connections: li o
&
(3]
A-2 [T+ LY bU#R (Directory Organization) 1 4 J
General | Server Connection | Directory Organization | Directory Groups | Directory Attributes
Schema
“ Suhject Ohjectclass: Person = Group Ohjectelass:  GroupOfUnigueNames
“ Buhject Mame Aftribute: | uid £ Group Map Attribute: UnigueMember
Certificate Attribute: usercertificate
(O Subject Objects Contain Reference To Groups
(® Group Objects Contain Reference To Subjects
Subjects In Groups Are Stared In Member Atribute As: | distinguished name v
Directory Structure
% Subject Search Base: |sdfsdf
“ Group Search Base: |sdfsdf
Username Prefix'Suffix Stripping
[ Strip start of subject name up to the last occurrence of the separator li (e.g. if separator set ta ', subject name 'acmelsmith’ becomes ‘smith)
[ strip end of subject name from the first occurrence of the separator: ,_ (e.0. if separator set to '@, subject name 'smith@acme.com’ becomes ‘smith)
MAC Address Format o
Search for MAC Address in Format: | soeecececns v é
o

Il Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F
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= A-14 Cisco Secure ACS 5.1/5.2 /5 Cisco ISE 1.1 ~®D NDG #14 F v vEVS
Cisco Secure ACS 5.1/5.2 D F0/857« Cisco ISE1.1 »7O/85 «

Name Name

Description Description

(3¥)  Cisco Secure ACS 5.1/5.2 1%, FILARIOEERDO XY NV —2 TA4 R JL—F (NDG) DA %4
R—hrT22ENTEET, CiscolISE &, ZomAHMEYFR—FLTWEFA, LTEB-T, EFE
SN TWABLHTOERFIID NDG 4 A T OHRBPBITIINET,

=& A-15 Cisco Secure ACS 5.1/5.2 i % Cisco ISE 1.1 ~® NDG EER<vE> S

Cisco Secure ACS ®FO/NRF« Cisco ISE ® 7R/ F 4

Name Name

Description Description

Parent ZOTaNT IR T v X T g B AT
FonERA, ZOfEix, NDG BEREL O &
LTORANENDT=DTT (NDG ¥ 1 7132
DFT 7 NEDT VT 47 ATT),

GE) apy () ZFONL— MPIEENTWD NDG IFBITSEE A, UL, CiscoISE 1.1 T, =m
CEERLTE LTR# LW T,

& A-16 Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ~® RADIUS T1 LY b (RyH—) T v
(=274

Cisco Secure ACS O 7O/XF ¢ Cisco ISE ®» FO/NT 4

Name Name

Description Description

Vendor ID Vendor ID

Attribute prefix ZOTanNT L IBITTOMNELY £ A,

Vendor length field size Vendor attribute type field length.

Vendor type field size Vendor attribute size field length.

(3¥)  Cisco Secure ACS 5.1/5.2 4 > X b —/LD—HTIERW, 2 bH D RADIUS N —DHBATT 54
BRHVET (ZHITa—PEBNF—ICOREELET),

Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x {7441 F
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Cisco Secure ACS 5.1/5.2 £ & U Cisco ISE1.1 OT—2#EIvELY |

B Fsamgeyesy

£ A7 Cisco Secure ACS 5.1/5.2 , % Cisco ISE 1.1 ~® RADIUS F«1 4L a3+ (B <wvE

v

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 7 0/8F«

Name

Name

Description

Description

Attribute ID

ZOMEICIIEED T r 8T ¢ A EEMT S E

A, ZOfEIF, NDG B4 O— & L TOH
AhEns7=Hcd, NDG ¥ A 71047
VI VDT VT 4T ATY),

Direction

Cisco ISE TlI¥ R — hxf54t

Multiple allowed

Cisco ISE TlI¥ AR — hxf&4t

Attribute type

FDOFEERBAT

Add policy condition

Cisco ISE TlI¥ AR — hxf&4t

Policy condition display name

Cisco ISE TlI¥ AR — hxf54t

(G¥)  Cisco Secure ACS 5.1/5.2 4 > A b —/LDO—FTiL7zvy, 2 b O RADIUS BIEDOABITT D MEN
HVFET (—VEXEBEOLBITTIVNENRLY £7),

# A-18 Cisco Secure ACS 5.1/5.2 5 Cisco ISE 1.1 ADaA—H¥ <y LY

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 7 0/8F «

Name Name
Description Description
Status ZOTaNRT A IBITTOILELHY EEA, (2

DF 37 4% Cisco ISE IZIIFEE L EHA),

Identity group

Cisco ISE @ ID /L —F~BITLE 7,

Password

Password

Enable password

ZOTaNT 4 3BT TALELY FH A, (2
D71 3F 1% Cisco ISE ITIFEELERA),

Change password on next login

ZOTu T LIIBITTONEDH Y FH A,

User attributes list

2 —HFEMIX Cisco ISE 2261 ih— &,
o — BT T B E T,

= A19 Cisco Secure ACS 5.1/5.2 i & Cisco ISE 1.1 ~DIIFARE 7O 7AIL vy EVY

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 7 O/8F«

Name

Name

Description

Description

Principle user name (X.509 J&%)

Principle user name (X.509 &%)

Il Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F
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Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 ADEAERZL IO I 7ML vy EVS (#HE)

Cisco Secure ACS ® 7 A/8F 4«

Cisco ISE ® 7 0/8F «

Binary certificate comparison with certificate
from LDAP or AD

Binary certificate comparison with certificate
from LDAP or AD

AD - LDAP name for certificate fetching

AD - LDAP name for certificate fetching

& A-20

Cisco Secure ACS 5.1/5.2 /% Cisco ISE1.1 ~ADFRFAT 7SI v ELY

Cisco Secure ACS ® 7 O/F 4«

Cisco ISE ® 7 0/8F «

Name Name
Description Description
DACLID (¥ v u— Ka[gE ACL ID) FDOEEBT

Attribute type (##Y3s L O\EIHY)

o HHBMOLBITZOEERITSNE T,

o BHEMEDEE X, Dynamic VLAN 3R |
FOEEBITINET,

Attributes (FH9X A ZITH L TDOHRT 4 NV H &
ns)

RADIUS attributes

& A-21

Cisco Secure ACS 5.1/5.2 /% Cisco ISE1.1 A& O—Fagt ACLIYvEVY

Cisco Secure ACS ®» 7 O/8F «

Cisco ISE ® 7O/ F 4

Name

Name

Description

Description

DACL content

DACL content

& A-22

Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 A4 & RADIUS —/nN Ty EV Y

Cisco Secure ACS ®» 7 O/8F «

Cisco ISE ® 7O/ F 4

Name Name
Description Description
Server IP address Hostname

Shared secret

Shared secret

Authentication port

Authentication port

Accounting port

Accounting port

Server timeout

Server timeout

Connection attempts

Connection attempts

* A-23

Cisco Secure ACS 5.1/5.2 ih5 Cisco ISE1.1 ~D ID BiET1+ o3+ v ELY

Cisco Secure ACS ® 7 O/8F «

Cisco ISE ® 7O/3F 4

Attribute

Attribute name

Description

Internal name

[ oL-25542-01-J
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Cisco Secure ACS 5.1/5.2 £ & U Cisco ISE1.1 OT—2#EIvELY |

TaWmETvEYY

& A-23

Cisco Secure ACS 5.1/5.2 55 Cisco ISE1.1 ~AD ID BiET 1> a+) v EVY (#E)

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 7 0/8F«

Name

FDOFEERBAT

Attribute type

Data type

ME T RRT 4 7L

Dictionary (= —¥ ID BEMEDOGEILHE
lnternalUser] Ti&E L. &AA b ID EIEDEHE
i% [nternalEndpoint] TiE L E 7).,

Cisco Secure ACS o FH- =/ AR — MEIX
& Tnzen

i I ATRE 72 fE = display name

Cisco Secure ACS o FF-=7 AR —MFE72IE
hH & Tonzen

f# FH "] RE 728 = internal name

Cisco Secure ACS "o F72x 7 AR — ME72IX
HH STy

fEHAIRE 72l 1LT 7 L b TT,

Maximum length L
Default value L
Mandatory field L
Add policy condition 2L
Policy condition display name L

& A-24

Cisco Secure ACS 5.1/5.2 i 5 Cisco ISE 1.1 RADIUS ~AD +—H v v EVY

Cisco Secure ACS ® 7 O/85F 4«

Cisco ISE ®d 7O/3F «

Name

Name

Description

Description

Safeword server

Safeword server

Enable secondary appliance

Enable secondary appliance

Always access primary appliance first

Always access primary appliance first

Fallback to primary appliance in minutes

Fallback to primary appliance in minutes

Primary appliance IP address

Primary appliance IP address

Primary shared secret

Primary shared secret

Primary authentication port

Primary authentication port

Primary appliance TO (timeout)

Primary appliance TO

Primary connection attempts

Primary connection attempts

Secondary appliance IP address

Secondary appliance IP address

Secondary shared secret

Secondary shared secret

Secondary authentication port

Secondary authentication port

Secondary appliance TO

Secondary appliance TO

Secondary connection attempts

Secondary connection attempts

Advanced > treat reject as authentication flag fail

Advanced > treat reject as authentication flag fail

Advanced > treat rejects as user not found flag

Advanced > treat rejects as user not found flag

Advanced > enable identity caching and aging
value

Advanced > enable identity caching and aging
value

Il Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F
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£ A-24 Cisco Secure ACS 5.1/5.2 /5 Cisco ISE 1.1 RADIUS AD F—5 > vy EVY ($HF)

Cisco Secure ACS ® 7 A/8F 4«

Cisco ISE ® 7 0/8F «

Shell > prompt

Authentication > prompt

Directory attributes

Authorization > attribute name (Cisco Secure
ACS DT 4 7 v at URMHEY A M@
[CiscoSecure-Group-Id) BEENTNLEHE
X, ZOREIZBITINET, FLSOGSE
I$7 7 4V MiIL [CiscoSecure-Group-Id| &
R0 ET),

& A-25 Cisco Secure ACS 5.1/5.2 /% Cisco ISE1.1 ~MD RSA Xy EVY

Cisco Secure ACS ® 7O/ F 4«

Cisco ISE ® 7 0/8F «

Name Name (3712 RSA

Description BAT SN2

Realm configuration file Realm configuration file

Server TO Server TO

Reauthenticate on change to PIN Reauthenticate on change to PIN
RSA instance file BTSN

Treat rejects as authentication fail

Treat rejects as authentication fail

Treat rejects as user not found

Treat rejects as user not found

Enable identity caching

Enable identity caching

Identity caching aging time

Identity caching aging time

= A-26 Cisco Secure ACS 5.1/5.2 i % Cisco ISE 1.1 ~® RSA 7a> 7+

Cisco Secure ACS O 7O/F «

Cisco ISE ® 70/8F «

Passcode prompt

Passcode prompt

Next Token prompt

Next Token prompt

PIN Type prompt

PIN Type prompt

Accept System PIN prompt

Accept System PIN prompt

Alphanumeric PIN prompt

Alphanumeric PIN prompt

Numeric PIN prompt

Numeric PIN prompt

=& A-27 Cisco Secure ACS 5.1/5.2 5 Cisco ISE1.1 ~®D ID X +F7IEF

Cisco Secure ACS ® 7 A/8F 4«

Cisco ISE ® 70/8F «

Name

Name

Description

Description

Certificate based, certificate authentication
profile

Certificate based, certificate authentication
profile

Password based

Authentication search list

[ oL-25542-01-J
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Cisco Secure ACS 5.1/5.2 £ & U Cisco ISE1.1 OT—2#EIvELY |

TaWmETvEYY

= A-27

Cisco Secure ACS 5.1/5.2 /5 Cisco ISE1.1 ~AD ID X F7IEF (#iZ)

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 70/8F «

Advanced options > if access on current IDStore
fails than break sequence

Do not access other stores in the sequence and set
the "AuthenticationStatus" attribute to
"ProcessError."

Advanced options > if access on current IDStore
fails then continue to next

Treated as "User Not Found" and proceed to the
next store in the sequence.

Attribute retrieval only > exit sequence and treat
as "User Not Found"

KIPR—F (EHIND)

& A-28

Cisco Secure ACS 5.1/5.2 /5 Cisco ISE1.1 ADFI4IL bk 2y b T—H FIN4 R

Cisco Secure ACS ® 7 A/F 4«

Cisco ISE ® 70/8F «

Default network device status

Default network device status

Network device group BTSN
Authentication Options - Tacacs+ BITS N2
RADIUS - shared secret Shared Secret
RADIUS - CoA port BITI e

RADIUS - Enable keywrap

Enable keyWrap

RADIUS - Key encryption key

Key encryption key

RADIUS - Message authenticator code key

Message authenticator code key

RADIUS - Key input format

Key input format

Il Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x 7441 F
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Cisco Secure ACS-Cisco ISE Migration
Tool D ST a—TFa2T

Z O TIX. Cisco Secure Access Control System (ACS) -Cisco Identity Services Engine (ISE)
Migration Tool DM THRAET DA EEMED H 2 — KA Z2E, £7IRBUT OV THBA L 7,

ATy — &R cE 20 (PB-1)

(BT — Avk—U0nFransd) (PB-1)

[F74NV b DT AN Ty AN, BLOLVFR— FB3ERSLZ20 (P.B-3)
BATOT 7 AR— b 72— ZANRIEFITEV] (P.B-3)

[Cisco TAC ~O D #HE | (P.B-3)

BATY—ILZRIm TS0

Rin

BITY =V ERITE EE A,

Tovay
JavaJRE X—2 a3 1.6 UBERBIT UV IZA VA =L ENTEYD, VAT A ARNRABLRY 7 A
ATELLHFERESNTWSZ L 2R LET,

AJIZIS— AvE—UhRRTRENDS

Rin
=874

WCUTDOTT— Ay E—UBRRRINET,

“Hosts: Connection to https://hostname-or-ip refused: null”

Cisco ISE ~BATTH L&A TV =7 B LAR—FINET,

[ oL-25542-01-J
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f1$% B Cisco Secure ACS-Cisco ISE Migration Tool ® F5 LS a—F1 245 |

B oJ/icIS— Ave—UhERRShB

Toay

o BATOT SV r—vary v iRy NI —=JIZ#HENTEBY, ELLFTEENRTWEZ L%
R LET,

o CiscOISET7T 7IAT UV ANRRy h—ZIZHEREINTEBY, ELLBREENTNWA Z L &2fER
9,

e CiscOISET 7IAT UV ABLIUOBITYYUN, Xy I —27 2N L CTHAEICHEFEIRETHD Z &
R L E 7,

o BATY —/LM Cisco ISE IC#H:E L CW A AT, CiscoISE 794~V /J—RFRTHEASHLTWA R
A MM (L LHIIE), DNS THRRAIEETH D Z L MR LT,

e CiscOISET7 T IA TV ANT V7T 47T, BT THDHZ 2R LET,
e CiscoISET7 7 U —2avy =R —EANRNT 7T 47T, BETTHDLZ L 2R LET,

Rin
TWZUTFTOZT— A vb—URERINET,

“I/0 exception (org.apache.http.NoHttpResponseException) caught when processing
request: The target server failed to respond”.

FToay
e CiscoISET7 7V r—ay =Ry —ERANT 7T 47T, BilihThdZ & 2MRLET,

e CiscoISE ® Web — "D L EVMEABIE L TWRWZ L, FITAEY OBIANRWNT & 2R
LET,

e CiscoISET7 7T A7 AT CPUMEN 100% THRWZ L. BIXOCPURT VT 47 THHZ L
R LET,

KR
TWUTFTOZT— A v b—URFRINET,

“OutofMemory”
FTovay

[Cisco Secure ACS-Cisco ISE Migration Tool O > A b —/L 8B L O] (P.3-4) IZR#EES T
HEBYVIT, Java bt —7 A X% 1 GB LLEIZHL L £,

Rk
TWZUTDOTT— Ay —URRRINET,

Caused by: java.sqgl.SQLException: [Sybase] [ODBC Driver] [SQL Anywhere]Temporary
space limit exceeded

Tovay
BNy F ACS5.1.0444 %A A =N LET, ZONRyFITE, —BNRT —F X— 2K O]
[RIZBE T 2 RBEOEBEENG ENTWET,

Cisco Secure ACS 5.1/5.2 i Cisco Identity Services Engine Release 1.1.x {751 F
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| 48 B  Cisco Secure ACS-Cisco ISE Migration Tool ® k3L a—F1 ¥
FIFNEDTHNE, T740, BEULE— iR EhEy B

TI2AILEDIAILE, D741, BELULER—FHMERLSE
y (A A

KR
BITY—NLT, TTIANINDOT AL, vl 77 A0, LE—Fr, BXOKENLRT—X% 7741V %
TETEEH A,

Tovay
=N, TrAN VAT LADOEZADLEREZFH S TWEZ L, BXOMSRT A AZ7EEND S 2
LR LET,

BITOIHOAR—F 72 —XHIEEITEL

KR
BT B EAOTZ I AR — K 72— X TUBNREFICELS o TWET,

FToay
BAT 0 2 & T 51T, Cisco Secure ACS 77T A4 7 o A& B LT A Y fE 2k LE
‘a_o

Cisco TAC ~DEBEDHE

Hif e Mk LT, BIRB LB 2 o ARG IEE o b ngaid, Cisco I A~ —
P— B RO Y FITHEHE LT, IR BB ORI E R ICEKR T 57200 AE AT LET, Cisco
Technical Assistance Center (TAC) IZBIF 2 HRICOWTIEX, 77T A4 7 L AIfTEL T\ 5 [Cisco
Information Packet] OE&F\ SR D0, EIFLLTFD Web 4 MIT Z7EALTLEEN,

http://www.cisco.com/tac/

Cisco TAC (ZE##E T HHIIC, UTFOFHREZMEL TN TIZEW,

s TIIAT UV ADY ¥ =V A TEBIVY Y 7%,

o RSFEMFEIIIRFEE ([ Cisco Information Packet)] %% W),

o VYT RNUZTDARIEZAT, N—=UarEFTY ) —RA0EK S (4T HHE).
s HMLWTFIAT v A% AFLIZHLL,

o MEEITRWAREAE L L S OMBERHN, MEEZEY 20 £E3HRT L7200 FIE, MEz
RIS 2 T2 DS FAT T 2 FIEO B,

» Cisco Secure ACS4.x T—%X—2A (dmp 77 AN) DRy 7T v
e BiTOwv s 7 7 AL (..migration/bin/migration.log)

e config 74NV EDFTXTHLAHR— bk (..migration/config)

e Cisco Secure ACS 5.2 DRV 7 7 A )L

e Cisco Secure ACS 5.2 D /L N& 5

» Cisco Secure ACS 4.x D E /L RFE =

Cisco Secure ACS 5.1/5.2 F Cisco Identity Services Engine Release 1.1.x {7441 F
| oL-25542-01-J .m


http://www.cisco.com/tac/

f1$% B Cisco Secure ACS-Cisco ISE Migration Tool ® F5 LS a—F1 245 |

W Cisco TAC ~OEEOHE

N

GE) HAHR<w— P —EZHEYEFITIL, %47 CiscoISE3300 >V —X T 7 I7A4 T 2 ADHHIA A b —L#
AT 217 v 77 b= REFIIRSTFOERZ T X TEBEBEALIZIN,
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GLOSSARY

A

ACL T Aarytur—L UR N, TVl MZEDVETOENTWDET 7V EAMEDY A N, ZOU R b
2k, Foa—HPFEIZ7Teexan, FOoF 70l ML TT 7B AMEZA5 I TS D,
FTEBEDOLTT V2l MZOWTED L) RBENF I ENTWELRNEESNTVWET, ACLDO=
Y RUME, 22—, #BE, R—b, FRIEFRA MK L CHEREZEE TS £9,

ACS TIRA ayhrm— VAT L, BIKHEILOFREE, FFR. T U T 47 (AAA) —E R %

Py =TI IR o —_R—=2D X2V T 4 =TI, ACS #HEHTI L, v 2ap
TR aPSNDOT AL 2T TV r— g U EMBICEE T ET,

Active Directory  Microsoft Windows Active Directory, Microsoft TIER SN 727 4 L7 b Y $—E R T, FRDOT —
A N—= 2B D RADIERB L ORERT XTI N TWET, BFHEIL Active Directory % i
MLTRY »—2HI0 ST DR OarBa—y, a—% BIOTY o2 eio/MilRx v b
T—=0 A A=A D, BED RAA B IOEEOEIC RS KB R Y U — 7 B~ Y
T T EERABLIOEHR TN TEET,

D

DACL Fyra—RAafg7 78X arbr— JR L, CiscolSEIX, A7 x27 MZHEHIVYTHATND
Fyra—RaRRT 7 EAHEDY A e R—FLTWET, ZOYRAMILY, E0a—HFFi
F7rEAR, EOF TV MIHLTT 7B AR NG SNT WD), £BEDAET V=7 b
ZOWVWTED L) RBERFHF A SN TV D DBIESNTVET, DACL 0= FYid, 2—4, #
B, A—=h, FLEFFA I L THREZEETE ET,
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