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I S
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Bl CiscoISE3300 ¥ U—X 7 7S A 7 v RERET B8l

o a—H4% (CLIEH2—VD2—H4F)
e NAY—FR (CLIFHa—HF D/ 27— )
o Fo HNR—RBEEDNRAT— RBLORTF—F_R—2 2—HPDONAT—FK (U H A5 TRl
DIr)
CLI H#la—H% L Web X— R FH 2 —FOMERDOFEVOFEMIZ O TIiE, [CLI F#—3 L Web
N— 2P 2 —H O admin HEFRDOEVY] (P.3-2) 2L TL7Z& W,

CLI EEa—H ¢ Web R—XEEI—H D admin #EEDE LY

CiscoISE v N7 v 7 7u /7 2% AL TRELIZ2—FAB LU/ 2T — KX, Cisco ISE CLI B
L CiscoISEWeb £ v Z—T7 = A ATOEBRT 7 A TOFEHZEX L TWES, Cisco ISE CLIICT
I ATEHERE LY CLIBE2—Y LW ES, T 740 Tk, CLIFHE2—FO2—F41%
admin, ATV — Rty h T v 7 bt A TCa—FRNERZ LA T —RFTT, T4/ FD/X
U—RNiEIbvEHA,

CLI Mo —HFDa—H4, B0ty N7 v FrEvRATER LAY — R LT, Cisco
ISEWeb A V¥ — T = A RIHWNZT 7 8ATEET, Web X—R admin OF 7 + /L D2 —F 4B
FORRT—RNIZHY /A,

CLI # o —¥1%, Cisco ISE ® Web R—Z2DE a2 —% F—FX—R |2 2 E°—SNET, YD
CLI Bl —HF DL Web R— 2D —HF L LTat—ENnNEd, MFOEMHa — L TR Lz —
PLENZAT— REFEHTEXAL91C, CLI & Web R—20& o —% 2 N7 IXEM AR+ 508
N"HY E4,

BIMO Web R—=2ADEFHa—F | Ta—F S X =T oA ANLBIMTEET, SHIZFHEMIZONT
%, [Cisco Identity Services Engine User Guide, Release 1.1] @ [Configuring Cisco ISE
Administrators] ZZH L TSV,

Cisco ISE CLI & ¥ — %, Cisco ISE Web N — 2 D& Mo — L (3R HHER L MSREZFR D . BIND
HAY wFITTEET,

CLIEEA—HELU Web R—REBI1—H(CLK>TRITEhBERY
CLI HHl 2 — B L Web X—REH 2 — T, kD Cisco ISE v A7 AB# X X 7 2 FITTEET,

o CiscolSET7 7V r—vay T—F& v I 7 w745,

e CiscOISET7 7 IA TV ALETUVAT A, TV r—var, FriEF@kin /2R r7T5,

e CiscoISEY 7 by =7 RuF AvTFFrAVI—A BIWT v 77— KzEMAT5,
e NTPH—Rarv7 4 Fal—ral2R%ETD,

CLIBEA—HIZL > THAERITEINBERY
CLI HFla—H> D BN, KD Cisco ISE > AT LAEHEX 27 2 BITTEET,

e CiscOISET7 U r—ay V7 =T EBEBLIMMELRT S,

e CiscolSET7 7747 v A%V u—FREEFvyy N T5,

e Nyl T U RLEEA., Web XR—=RDEFla—F %Yty bt 5, SOV TIE, [EHED
2y 77U MNMIKDEZANRT— ROESL] (P.6-15) 2R LTIV,

Cisco ISECLI IZ7 7 B A4 B2 —F DL RINICIER L, CLI B —VOEKRIEREEH#ET S
LaHELE L 9,
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(G¥) CiscoISE 2—H¥ S v ¥ —T oA ZA%&HEH L TERINTZ Web X—REH = —4 3, Cisco ISE CLI {2
BB 74 v TEER AL, INHOHEREZRS X 5 ICHRMWICER SN CLI BHEa— VDL,
CiscoISECLI T 7 A TxFE9,

FEHNZ DWW TIE, TWeb 77 U a2 L7z Cisco ISE ~D7 7 & 2] (P.6-7) 2L T IFEW,

fbd> CLI BE1—YEEMRT HICIE, £F CLIEE1L—H L LT CiscolSECLIITRT AL, R
DERAIERFTLEY,

AFvT 1 LBy b7y TuobATHERLE CLIEHa—YPZ L AU —RE2FALTr s LET,
RARFwFT 2 arv74Xal—yary ET— REEBLET,
ATFw7 3 username 2~ REFETLFT,

GE)  FEMICSWTIE, [Cisco Identity Services Engine CLI Reference Guide, Release 1.0.4)] #ZM LT 72
I\,

Yy b7y T TATSLDINSGA—Z([ZDULNT

CiscoISEv > "7 v 7 v s I 5%FEITFLTCCiscolSE V7 b =T 2RETDHHA. Mo
CLIBREEL, VAT LDOREICHKLERNRTA—FDODANERDDL a7 IRFERENET (E 3-1
BB, YR—FENDBINN—RT =T T I5AT AN EHSL LTy N T v a2 o 0%
FITT B HEL, W ondbv £9,

o N—RUZT TTIATUVANDF Y NT =7 _X—=2AD 2 — Va2 EHT 5,
o TFIAT UADIEENFA~DO =T )T A=) =TGR TS,
o TTIATVA~DE =N F—R— RBLOETA (VGA) #ERizHAT 5,

INLDHFIEZXY, 7T AT o AEHEOERERORNOE v S EELT 20y bV —2 %
WRETEET, ¥y N7y 7 Iu s T AOEMT—ERETIETT OREFEETT,

(E) ORI, HELREFIEIES T, $FR—FSNTWDET I T4 T U AZHUNIA A b—/b, B, B
FOERBAL TS Z E&EFHEE LTWET, VMware — RO EIZOWTIL, [Cisco Identity
Services Engine ISE ¥ 7 b 7 =7 DVD #fli[l L7z VMware ¥ A7 A D% E| (P4-12) &MWL TL
TEEWN,
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Cisco ISE 3300 L) —X 7 FS54 7V ADRE |

W o r7y7 FOTSLDRSA—EITD1T

& 341 v b7 v TR Identity Services Engine Ry 7 —S BRE/INT A —4
A=l L] i
RA N 19 XFLAFICTH2RHENH Y £, A7 CFIT, 8T (A~ | isebetal
(Hostname) Z.a~z, 0~9) g7y (i) T, BUIOXLFIZIT VT 7y
NLF TR /A,
(eth0) £ —¥ Xy |FHEY b A—DFv 0 (eth0) A ¥ —7 = A ZADKEFL 1Pv4 |10.12.13.14

A FE—=TxA
((eth0) Ethernet
interface address)

7 RLATRITUTIZRY FH A,

Fv hwR7
(Netmask)

72 IPvA R b~ 7 ThRITERY 8 A,

255.255.255.0

F7ANE F—h
7 x4 (Default

FIAN b F— b= OBHR IPvE 7 FLATRIFERY &
o

10.12.13.1

gateway)

DNS RAA 4 IP7 FLAI AN TE A, B2 FIE, ASCI 305, #fi, |mycompany.com
(DNS domain ATy (), BXOE®UA R () T,

name)

TIA4=) F—h |TTA~Y FZ—L P —_"OFHR IPvd 7 L ATRIINEZRY £ |10.15.20.25

H—,3 (Primary
name server)

T,

BID AR — 2 H—

BINDOFR—I F—ROFER IPvA T FLATRITNIER Y ¥ A,

(X7 ay) BEHox—L

DB/ ¥wE P—RERETEET, IN%E
(Add/Edit another 1912i%, y # AN LTREATL
name server) £7,

774 <Y NTP NTP = _"DAEZ72 IPv4 T R LA ET72IdR A M4 TRIFUEA Y £ |clock.nist.gov

P —,3 (Primary
NTP server)

A,

B D NTP % —3D

H#7e NTP FAA TRITIERY 8 A,

(A7 a) B NTP ¥ —

BN/ MRE NERETEET, ZNEITH
(Add/Edit another Wik, y AL THHUT L E
NTP server) R
VAT LR BB TR IER Y 8 A, BRI OWTIE, [Cisco UTC (F7 1 )
(System Time Identity Services Engine CLI Reference Guide, Release 1.0.4] 250
Zone) #HENTWD Cisco ISE N YR — T HHMHEOY 2 2B LT
KTEEW, 7o 2iE, RFEFEESER (PST) %A 1E. PSTSPDT
(F721x UTC-8 FEf) T,
GE) oA RX=V 7 TERRINDREMEIT, KOEBICHE
HAINDHEFME TT, TR — SN TSR OF T
DY A NMIDWTIL, Cisco ISE CLI 7> 5 show timezones
av s REFTTEET,
a—H4 Cisco ISE v A7 L~®D CLI 77 B R IZEA S5 EHE = —F 4 |admin (T 7 4V 1)

PEELET, T 740 (admin) ZEH LA2WEAIT. HTL
2=V EERTDIVERNHY T, 2—FHEF I3 ~8XLFET, H
T (A~Z, a~z, 0~9) THEENTWILERHY
i‘é_o
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% 3-1 v b7 v 7R Identity Services Engine ®*vy FT—URE/NTA—4 ()

Jar7Jk 7L i

SRRT— K Cisco ISE ¥ 27 L~?® CLI 7 7 & AT Sh 5 EHE 2 U — |MylseYP@@ss
FERHFELET, ZONRAY— RIMERTINERHY T (T
THMEIHY EFEA), AT — RITKIEK 6 XFET, /ILE (a~
z). KXFE (A~Z). 7 (0~9) »nE*ENTh 1o EEENT
WHMENRSH Y FT,

— B N—2BE (Cisco ISE 7 —F R—ZAD L AT L LD AT — REgE LE  |ISE4adbp_ss

HEDNAT— R T, TONRRT— REFERTILERSHY T (T 741 MEHY

(Database FHA), NAU— RNIHKKE 1l XFET, NhILFE (a~z), KILF

Administrator (A~2), 5 (0~9) B"ENEFN1OUEEEFNTVDHLEN

Password) b FEI, EHFERZXFOV A MNIL, TyF¥—2a7 () B

FORSF #) F—bBENLET,

GE) HEBREOTRTO/—RZEURATY—=RFBMNETHD
72, BTRLCLZ M) ZEHLTTIRTO ) — RERE
LTLK7ZEN, ZORRT— RO ER%. CiscoISE iz h
 TNEIc) ERHLES, 2FE0, YAT7500 74
BRI ZDONRRAT—REANTLHSLETIH Y R A,

T—HF_N—R 22—
PFD/INRAT— R
(Database User
Password)

CisCOISE F—Z R—2ADT 7 EA LLD/SAT — REEELF
Ty TONRRAT— RIFERTOILERDHD ET (T 744 MNEdH Y
FHA), NAU— RIHK 1l XFT, ILF (a~z). RILF
(A~Z), 7 (0~9) BERZEN 1 DUEEENTNDHLERN
b FEI, FHFERZXFOV A MNIL, TyF¥—2a7 () B
FORCF ) F—bEENET,

GE) SDEEEOTRTO/—RZRICRAT— RBKETHD
72, TR NV EFEHLTTIRTO /) — FREHRE
LTL7ZE N, ZORRT— RO ER%. CiscoISE iz h
 TNEIc) ERHLES, 2F0D, YAT7500 74
FFIZZDANRAT— REANTAHILELIHY £HA,

ISESudbptss

(E)

Cisco ISE 3300 /1)

TE

Web XR—ZDEHEDL—F LB LU RT — FOFEHIZ OV T,
OfEFR] (P.6-10) ZBBLTLLEEW,

'Web 77 7 ¥ &M L 72 E

VMware %— 2 Cisco ISE V7 b7 =7 &% A A h—/L L TWA AL, Cisco ISE 18 v~ b
7w HIZ VMware Y —/Lh A VA = LB IO E L FE T, Cisco ISE (X VMware Y — /L /\v—“/a
v 832% A A=/ LET, VMware V—ANRIELL A VA =L ENT-Z L ETERT HIC
[VMware Y — /DA A h—/LDOffER] (P.6-12) ZZH LTI EIV,

—AXN—F9xT7 7ITSATRADEE

COETIEH, YAR—=F N TWABN—FRKUx=T 77747 AT Cisco ISE 3300 >~ —X V7 b
VT HRETHZOHD CiscolSE Yy N7 v F a5 ADFETITONTHAL ET,
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M CiscolSE3300 v V—ZX N—F9x7 PISA 7 VRADRE

ty b7y T TR S5 LEFEHLT CiscolSE3300 2 —X 7ISA4A 7V REHRET BICTIT.RD
FIEERTLES .

ATF9FT 1 F—FKR—F& VGAE=%% CiscoISE3300 >V —X 77 T4 7 v AHEKELET,

AFwF 2 B a— A Cisco ISE 3300 v V) —RIZHERINTEY, TTIAT UV ART L ThHhDH I & EMERBL
ibio

(GE) CiscoISEY 7 bV =TT TIRT 7 IA TV AZH LN DA VA R— L ENTWET, Cisco
Identity Services Engine ISE VM Appliance (ISE Software Version 1.1.0.xxx) DVD Z$A L2\ TL 72
SV, DVD I, 77 I7A T v ADA A—=VHEMOFIT, £721E CLIANAT— RO U A3Y O HBIZ
DHFBELENTNET,

20T, WOT T ERFRINET, THET—F =T U ARET LI LZBRLET,

sk sk sk sk sk s ok sk sk sk s sk s sk sk sk sk s sk sk sk sk sk sk s sk sk sk sk sk sk sk skeosk sk sk sk skok skeosk skoskok sk

Please type 'setup' to configure the appliance
s s o s sk sk s sk ot ok sk sk s ot ot sk sk ke s ot ot s sk sk s st ot sk sk s s ok o ok sk ke s sk st skok sk sk ok ok ok

ATF9FT 3 TulrFRTsetup EANL, By b v TualIhBRBLET, Ry NU—F T T A—
ZBIOBVOBEROANN ZRD DT 7 IREREINET, KIZ, By N T v 7 TurJ L
ETFT7xNV N TrrT OBl ERLET,

~

() CiscoISET7 774 7 A%, UTC KffHr 2 H L TR 21808 U E 9, RFE ORER]
BN R DOEEIEL, Cisco ISE 7754 7 A0 b 8. Mk, £7-13EICESWTAAL
T3, WO O NTIEL, £ 3-2, £ 3-3, BLUVE 34 0REZBRLTIEIN, 1V
AR=nNHFIZ, By P T v ALY ZOREEZRODH T a7 MRRRINTZREZ, HETDH
KA (7 7 4V M UTC) 2% ETH I L2 BEIO LET,

EE O A APF—AEICCiscoISE T T4 7 o A LCR#E L LT+ 5L, 20/ — F_LT Cisco ISE
TV r—vareATERS LY ET, R OLETIC K DZEOREMIC OV TR, [Cisco
Identity Services Engine CLI Reference Guide, Release 1.0.4] D18k A @ Tclock time zone] %%
LT IZE,

Enter hostname[]: ise-server-1

Enter IP address[]: 10.1.1.10

Enter Netmask([]: 255.255.255.0

Enter IP default gateway[]: 172.10.10.10
Enter default DNS domain[]: cisco.com
Enter Primary nameserver[]: 200.150.200.150

Add/Edit another nameserver? Y/N: n
Enter primary NTP domain[]: clock.cisco.com
Add/Edit another NTP domain? Y/N: n
Enter system time zone[]: UTC

Enter username [admin]: admin

Enter password:

Enter password again:

Bringing up the network interface...
Pinging the gateway...

Pinging the primary nameserver...

Do not use "Ctrl-C' from this point on...
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Virtual machine detected, configuring VMware tools...
Appliance is configured

Installing applications...

Installing ISE...

Application bundle (ise) installed successfully

===Initial Setup for Application: ise===

Welcome to the ISE initial setup. The purpose of this setup is to provision the
internal ISE database. This setup requires you to create database administrator
password and also create a database user password.

Please follow the prompts below to create the database administrator password.

Enter new database admin password:
Confirm new database admin password:
Successfully created database administrator password.

Please follow the prompts below to create the database user password.

Enter new database user password:

Confirm new database user password:
Successfully created database user password.
Running database cloning script...

Generating configuration...
Rebooting...

Welcome to the ISE initial setup. The purpose of this setup is to provision the
internal database. This setup is non-interactive and will take roughly 15
minutes to complete. Please be patient.

Running database cloning script...

Running database network config assistant tool...
Extracting ISE database contents...

Starting ISE database processes...

['Virtual machine detected, configuring VMware tools...] A »E2—I1%, Cisco ISE MMEAE~ & 12 A
VAR ERNTWALHEDOLFRRENET, DAy E—U1E, Cisco ISE L~ & T A A
F=AENTWLHEEFFRRINEEA,

Cisco ISE ¥ 7 7 = 7 D& EH%. Cisco ISE ¥ 27 AIBEAICY 7 — F LE9, Cisco ISE CLI T =
TAVLETICNE, By b7 v 7RIICRE L CLI B —VOBKRIGRE AT THLERNL D £3,

CiscoISEDV 7 — &, HLWT —F_X—2AFHEBLPT —FX—2 2—HF D/ RAT— KDOAE
JOMERZ RO T T IRERREINET, (DBREOTXTO/ — NIZEU/RAT— RBRUET
HHD, LTERLZ M) ZHEALTTRTO /) —FEZRELTLEEW), 2077 MRER
SNET,

Welcome to the ISE initial setup. The purpose of this setup is to
provision the internal database. This setup requires you to create
a database administrator password and also create a database user password.

Please follow the prompts below to create the database administrator password.
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Enter new database admin password:
Confirm new database admin password:
Successfully created database administrator password.

Please follow the prompts below to create the database user password.

Enter new database user password:
Confirm new database user password:
Successfully created database user password.

Running database cloning script...

Running database network config assistant tool...
Extracting ISE database contents...

Starting ISE database processes...

AFw7T 5 CiscolSECLI v =ricu A4 LELES, RO CLI 2~ FE2E{TL T, CiscolISE 77V »r—
vay TavADAT—H AEMRTHIENTEET,

ise-server/admin# show application status ise

ISE Database listener is running, PID: 4845

ISE Database is running, number of processes: 27
ISE Application Server is running, PID: 6344

ISE M&T Session Database is running, PID: 4502
ISE M&T Log Collector is running, PID: 6652

ISE M&T Log Processor is running, PID: 6738

ISE M&T Alert Process 1is running, PID: 6542

ise-server/admin#

AFYFT 6 CiscolSET 7V r—var $—"RNETHTHD I L EMB LG, KOV FR—FIN TS Web
TIIFDONTNNEERA LT CiscoISE 2—H f v F—T = AlZa A T&EET ((Web 757 ¥
P& L7 Cisco ISE ~D7 7 Z] (P.6-7) 2B,

Web 7T UHAHHALTCiscoISE 2—H S v ¥ —T oA A2l A3 HI0%, TRLVA 7 4—)L
Rz L5 A LET,

https://<your-ise-hostname or IP address>/admin/

Z Z T, lyour-ise-hostname or IP address| it >~ b7 > FWFIZ Cisco ISE 3300 vV —X 77 I A7
YA LU TRELIEHRA M ELIFIP 7 FL A 2R LET,

AFwT 7 CiscolSEDu 7 A 74 RUT, CiscolSE 22— f v F—T = A AT 7 AT 572D Web
R— 2 admin 7 7 A VEKIER (2—PFLBLUORRAT—R) 2Rk 70r 7 IRRRINET,
CLIEHa—Hoa—WE4 BIOEy N7 v B EATCERLE/NATY— R&2#H L T, Cisco
ISEWeb £ v Z—7 = A ATHRWNZT 7 BATEET,

CiscOISEax—H S v —T oA A2l AL Lizh, HWT, TR A, 22— 27, R —,
BLOFEOMOa v R—2 NERETEET,

CiscOISE2—H f v Z—T 2 f ZA~D Web R—ZADT 7 EAMFHTE22—PL L AT — DG
B #IZ, CiscoISECLI A > X —T =2 A A~DT 78 A1k y b7 v 7HH/ER L7 CLI B Bla—
FOBBRBFEHRERCTIEDHY FHEAL, TS50 2 EEOEFHI—YFOEVOFBIZ >V TIL, ICLIE
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Ho—4 L Web X— 2 FH 2 —W @ admin HEEOEV | (P3-2) 2L T 7Z&E0,

HYR— b Sh TSN
ZOHETE, BN, RKERBLOHFF, A—Z2 T V7, 7TYT7OHED UTC BEMHEOFEMEZ 3 >0

RTRLTOET,

R oL, POSIX F 721 System V T3, POSIX REMH A O STIL America/Los_Angeles, —
7. System V FEfH O#ECIL PSTSPDT O L 512720 £97,

o WUN, KEB LN FHORFHHICOWNTIEL, £ 3-2 2L TIEIN,
o F—ALZUTORMHFIZOVTIL, £ 3-32SHRLTIEZIN,
o TVTORMMHIZONTIE, £ 34 2L TSIV,

® 3-2

FHBOFEH

BEEAHE

(SdiE Ak

B

GMT. GMTO,
GMT-0, GMT+0,
UTC. Greenwich,
Universal, Zulu

7)) =y VR (UTC)

GB

e [E]

GB-Eire. Eire

TANT R

WET

I —u v KR (UTC)

CET e s —o oy SEYER (UTC + 1 FRE)
EET W —n v ]EEl] (UTC + 2 HEiE)
KEBLUHFH

EST. ESTSEDT

FEBEEUERF . UTC - 5 FEfH]

CST. CST6CDT

R AR HERE . UTC - 6 A

MST. MST7MDT

IR FBEEHERE . UTC - 7 ffH]

PST. PST8PDT

KRR HERE, UTC - 8 IR¢fH]

HST

ND A FERERE . UTC - 10 e

& 3-3 F—R 37 OEEE

F—REF5Y 7!

ACT? Adelaide Brisbane Broken Hill
Canberra Currie Darwin Hobart
Lord Howe Lindeman LHI® Melbourne
North NSw* Perth Queensland
South Sydney Tasmania Victoria
West Yancowinna
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(E)

1. EE#EHEAT v a (/) TRES>TAHLET (B : Australia/Currie) ,

2. ACT = Australian Capital Territory (A —Z ~ 7 U 7 #4751 Hi5k)

3. LHI=Lord Howe Island (72— K « /NTG3E )

4. NSW = New South Wales (==— % T 2A 7 x—/LX)

® 34 7 U7 DEREE

77"

Aden? Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Kolkata
Choibalsan Chongqing Columbo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk
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