APPENDIX A

CiscoISE av>F UYUD7PLUR

Z OfFEkIZIX, Cisco Identity Services Engine (Cisco ISE) ICEAD a~ 2 KR 7T A7 7 X MEIZY
ARENTHET,

Ay FZiE, RDE—FBRHY £,
+ EXEC
- VAT AL~YL
- FR
e TVT4Xal—Tz
- ar74F¥al—varFITE-F
N

(G¥) EXECE— FDOYRT A LUl config £7213 configure =~ > REMHLT, 207 1F=
L—vary E-RIZT77E8ALET,

ZOMERTIZ, avr R e, ZOEHFEOHERBN, 2~ FOREX, EHEOT A RF 4
V. BXOEREIZRLET, DR T, Cisco ISE #— 3%, Cisco ISE H— "D AHR A R4 D
RbViZise EVH&BTEFEHLET,

(i) a<v REFEAL T =28 ELESAI., debug 2~ REHFEHA LT, =7 —0OJIKEHE LT
<TEEW,

ZOfERTIE. ROBFHBIZOWTHIALET,

o [EXEC =~> F] (P.A-2)

o [show =2~ K] (P.A-59)

o [y 7 4Xal—ary avwr R (PA9T)
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EXEC o<k

S ZI2lE. & EXEC o~ Raz@#sh, . a~r FoEst, R Lol A RS040, BEOH
NBIOFEZFHAN G ENTWET,

£ A-11Z, ZOMNETHAT L EXEC 2~V FO—FE2RLET,

& A-1 EXEC a<R Y FDOYR k

application configure
application install
application remove
application reset-config
application reset-passwd
application start
application stop
application upgrade
backup

backup-logs

clock

configure

copy
debug

delete

dir

exit
forceout
halt

help

mkdir
nslookup
patch install
patch remove
pep

ping

ping6

reload

restore
rmdir

show (show 2~ K&%
)

ssh

tech

telnet

terminal length

terminal session-timeout
terminal session-welcome
terminal terminal-type
traceroute

undebug

write

application configure

Cisco ISE T Microsoft Windows Active Directory D& 41T 9 121X, EXEC “E— RT application
configure =~ > RZHEHA L7,

application configure application-name

XX DA application TV = a DA A M= ABIOEROLZOOT ) r— 3 =
~ K,
configure BEOT 7V r—varaERELET,
application-name TFV = a ORI K255 XTF0OXEBTEYR—MLET,
Parameter Name dns.servers ZfEH L £7°,
Parameter Value BEDR—L B—"DIPvd 7 RLAZIEBELET,
TIAILE T 7V N OBERMEITH Y EH A,
avy kR E—F EXEC
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HEREDHA K51

3l

EXECav>F M

Cisco ISE / — RCRE S NTZEED IP 12— b F— SRIFETET DIHE T HEZ Active Directory &% &
EROBEDOF—L = ROLE T LI CHETEET,

Cisco ISE T, application configure =~ > % {HH L T Active Directory DR EZTx 9, I
ICRY, ROBEA y =V HERBHICRRENET,

Active Directory internal setting modification should only be performed if approved by ISE
support. Please confirm this change has been approved y/n [n]:

ise/admin# application configure ise

Selection ISE configuration option

[1]Reset Active Directory settings to defaults

[2]Display Active Directory settings

[3]Configure Active Directory settings

[4]Restart/Apply Active Directory settings

[5]Clear Active Directory Trusts Cache and restart/apply Active Directory settings
[6]Exit

3 (option 3 from the menu)

You are about to configure Active Directory settings.

Are you sure you want to proceed? y/n [n]: y

Parameter Name: dns.servers

Parameter Value: 10.77.122.135

Active Directory internal setting modification should only be performed if approved by ISE
support. Please confirm this change has been approved y/n [n]: y

Active Directory settings were modified.

Settings will take effect after choosing apply option from menu.

Selection ISE configuration option

[1]Reset Active Directory settings to defaults

[2]Display Active Directory settings

[3]Configure Active Directory settings

[4]Restart/Apply Active Directory settings

[5]Clear Active Directory Trusts Cache and restart/apply Active Directory settings
[6]Exit

4 (option 4 from the menu)
You are about to Reset/Apply Active Directory settings.

Are you sure you want to proceed? y/n [n]: y
You are about to apply recent settings changes. This will require AD client to be
restarted which may take several minutes. Continue y/n [n]: y

Active Directory settings were applied

Selection ISE configuration option

[1]Reset Active Directory settings to defaults

[2]Display Active Directory settings

[3]Configure Active Directory settings

[4]Restart/Apply Active Directory settings

[5]Clear Active Directory Trusts Cache and restart/apply Active Directory settings
[6]Exit

2 (option 2 from the menu)
Parameter Name: dns.servers
dns.servers: 10.77.122.135

Selection ISE configuration option

[1]Reset Active Directory settings to defaults

[2]Display Active Directory settings

[3]Configure Active Directory settings

[4]Restart/Apply Active Directory settings

[5]Clear Active Directory Trusts Cache and restart/apply Active Directory settings
[6]Exit
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5 (option from the menu)

You are about to clear the Active Directory Trusts Cache and reset/apply Active Directory
settings.

Are you sure you want to proceed? y/n [n]: y

log4j:WARN No appenders could be found for logger
(com.cisco.cpm.acs.nsf.config.handlers.ad.cli.ADAgentRestart) .

log4j:WARN Please initialize the log4j system properly.

You are about to apply recent settings changes. This will require AD client to be
restarted which may take several minutes. Continue y/n [n]: y

Active Directory settings were applied

Selection ISE configuration option

[l1]Reset Active Directory settings to defaults

[2]Display Active Directory settings

[3]Configure Active Directory settings

[4]Restart/Apply Active Directory settings

[5]Clear Active Directory Trusts Cache and restart/apply Active Directory settings
[6]Exit

6 (option from the menu)

ise/admin#
EEEEAS avy kR B

application install TTVr—vary N RVEAL VA M=V LET,

application remove TV r—va rEHIBRELIET A A ML LET,

application reset-config TV r—vary ar7 s Xab—va ok TGHAEOT 7 41k
BREIZVEY PLET,

application reset-passwd BELEFa—YFo7 ) r—ray RATU—FR2 Uty LET,

application start TV = a v EEBELIEAA XTI LET,

application stop TV r—va v EEIEELET =TI LET,

application upgrade TIVr—vary RURAVET 77 L —FRLET,

show application VAT AL VARV ENTWBET TN =gy Rylr—Y07
TV r—va UERERRLET,

application install
~

(GF) CiscoISET7 7V r—vaid, T X TOVR—bR{ROT 7T 47 > A8 LU VMware (2 Cisco 10S
AA—TELBEHLENUDA VANV ENDTD, BE OESETIL CLI 25 application install
awy REFEITTEERA,

Cisco ISE LIS DFREDT 7'V r—a V& A A b—F 5121L, EXEC *E— RT application
install 2~ > FEEHLET, ZOBELHIFRT 5121, application remove =~ FAH L £,

application install application-bundle remote-repository-name

BT DR application TFVr—varDA A M—ABIOEHOLDOT ) r— 3 a
<R,
install BEOT7T ) r—rvarEf A= LET,
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application-bundle TTVr—vay N RVDT 7 ANV, K 255 LFOHRMT % R—
FLET,

remote-repository-name | ) &— h URY VA, K255 XFORE T2 Y AR—FLET,

FI4I+ T 7 4V OEERLEIESH D T A,

avwv kR E—F EXEC

EREDHA KS1Y BELET SV r—ary RURLVET PIAT VAL VA=A LET, TV r—g0 RN
KV Z7A0%, FFELLEVARY MY LEGESNET,

TV r—varvikA A M VERITHIBRL TWARIZ, application install =<2 KX
application remove =~ RZJIRETTH L, WOEEA v -V RRFINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

i i 1
ise/admin# application install ise-appbundle-1.1.0.362.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? y
Please enter yes or no
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully
Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

Application successfully installed

ise/admin#

il 2

ise/admin# application install ise-appbundle-1.1.0.362.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? no

Initiating Application installation...
Extracting ISE database content...
Starting ISE database processes...
Restarting ISE database processes...
Creating ISE M&T session directory...
Performing ISE database priming...

Application successfully installed

ise/admin#
BEaTUF avwUF BREA
application configure TV r—varERELET,
application remove TV = a VERBIRERLET A A =L LET,
application reset-config TV r—vay arZ4Xalb—a i LGHAROT 7 4L K
BREIZIEY FLET,
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avwy kR

A

application reset-passwd

BELEIa—HYoTr Y r— a3y R2U—FRx )ty FLET,

application start

TN r—varEiREELIIA =T LET,

application stop

TV = a rEBELERET =T M LET,

application upgrade

TIVr—ay RURLET v 7 L—FRLET,

show application

VAT LA VAR =NLENTWAET IV r—vay Xy r—U07
TV r—va UEREERLET,

application remove

S

GE)
EX DA
FI4IE
avv K E—F

HEREDHA K51

il

BEgEa<w K

T w77 L— RICET BRI ZRIETRDRWRY | Cisco ISE 77U r—v a Y EHIBRT 272912,
CLI »*5 application remove =1~ > R&FETTE £HA,

Cisco ISE UISNDFFED T 7YV r— a & HIERT 521X, EXEC £ — R T application remeve =~ >

FEMHEHRLET, Zod

EXHIRT DIE, 2oa~vwr Ko no BRAHEH L1,

application remove application-name

application TIVr—varDf VA = LBLOEHOLOOT SV r— gy 2
< K,
remove TV = a EBIRERIET A A M= LET,

application-name

T =g DL, KK 255 LFEOEBFEZYR—FLET,

77 4 P OBEREITDH D EE A

EXEC

TV = a rEEIRERET A A =L LET,

ise/admin# application remove ise
Continue with application removal? [y/n] y

Application successfully uninstalled

ise/admin#

avwy kR

A

application configure

TV — g ERELET,

application install

TV — g N RLVEAL VA R—LLET,

application reset-config

TV =gy aryZ 4 Xalb—g rELEHEEOT 7 40 b
REZYEY FLET,

application reset-passwd

BELIa2—VFo7r 7V r—vay "AU—KxUt&y hLET,
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avvFk L

application start TV r—va e x—T I LET,

application stop TV r—va v EEILEELET =TI LET,

application upgrade TV r—ary N RVET v —RLET,

show application VAT AIA VAR A ENTWDLT TV r—vary Ny r—v07
TV r—va UERERRLET,

application reset-config

EX DA
T4+
avv K E—F
EREDHA KS1Y
11

CiscolSE7 7 U r—vary ar74Xalb—yark Uty LT, CiscolSETF—4_X—2%7 1
73 512X, EXEC *£— RC application reset-config =~ FZfEH L ET, (ZD=~w> RiE, IP
TRLVRA, Ry hvA7 BHEL—F A L F =T 2 A RAT =R EDOFEH DY ¥ — DRER
Uty NLEREA), 2DV &y MERRDOHS TIZ, #H LW Cisco ISE 7 — ¥ X—2EFHEL LV
2= RRAT— FOASIBLETT,

application reset-config application-name

application T7V = a DA AN NVBLOEROLOOT ) r—v a2
<~ K,

reset-config CiscolISE7 7V —varyary7s¥alb—raryzty hL, Cisco
ISE 7 —4X—2%27 V7 LET,

application-name Ve 57 FVr—ary a7 eXal—3a OO0, &K 255
XFOEBFE2YFR— N LET,

77 4 FOBEREIEH D EH A

EXEC

application reset-config =~ RZfEH L T CiscoISE=2> 7 s F¥al—va & Ut&y kL, Cisco
ISE7 747 AFE i VMware DA A — T ZFAERETIZ Cisco ISE 7 —# X—2% 7 V7 LT,
Cisco ISE 77— X—AEHENRAT — R a—HF R2AT—R &Yy N TEET,

~

()  application reset-config =~ &35 &, CiscoISE =7 1 F = L—3 3 TR
OPHPREIZY Yy PSETH, v —TFT 17 A7 A (Cisco ADE-OS) =27 ¢
Fal—vaEIEOEFEREINFEYA, Cisco ADE-OS 227 ¢ F = b—3 3 T,
Ty MU —=2&E, CLINAY—=F RY>— BIONy 77 v TREER EOHEANG ENT
WET,

Bl 1

ise/admin# application reset-config ise

Initialize your identity policy database to factory defaults? (y/n): y
Reinitializing local policy database to factory default state...
Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...
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Stopping ISE Monitoring & Troubleshooting Alert Process...

Stopping ISE Application Server...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Please follow the prompts below to create the database administrator password.

Enter new database admin password:
Confirm new database admin password:
Successfully created database administrator password.

Please follow the prompts below to create the database user password.

Enter new database user password:

Confirm new database user password:
Successfully created database user password.
Extracting ISE database content...

Starting ISE database processes...
Restarting ISE database processes...
Creating ISE M&T session directory...
Performing ISE database priming...

Application successfully reset configuration
ise/admin#

Bl 2

ise/admin# application reset-config ise
Initialize your identity policy database to factory defaults? (y/n): n
Existing policy database will be retained.

Application successfully reset configuration

ise/admin#
BEavU K avw vk EReA
application configure TV r—varERELET,
application install TV =y ary R RVEAL ANV LET,
application remove TV = a VEAIBREIET VA A R— L LET,
application reset-passwd BELa—Yo7r 7Y r—vary RAU—FK&U &y hLET,
application start TV r—varEREELIFAR—T M LET,
application stop TV r—va B EREERET =7 M LET,
application upgrade TV r—vary R RAET v 77 L—FRKLET,
show application VAT AIA VAR =LA ENTWDLT TNV r—va s Ny r—v07
TN =y a NERERTLET,
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application reset-passwd

~
¢:3)

WX DA

T4+

avwv kR E—F

ZDa<w RiZCiscolSE AT 2 VU —21.04 THASH, WHED Cisco ISE (V V—= 1.0)
IR SN ETA, BHELD—-VT A X —T 2 A A NRRAT—=FZ2 Uy bT2I2F, 20w K
FHERHLET, T BESNTZEFHEIDOa~ L RIA v A X —T 2 A RAT—RIEHEIN
FHA,

ARIE/R/RAT— KN AN SN2 DIEBET 0 SN/~ 7%, Cisco ISE THREINT-
2—H THU N GBFIIMGOEEET IV N OFHEL—F S X —Txf A BT AL XX
J—K#&U¥vy b+ 2I2iE, EXEC € — KT application reset-passwd =~ > F&fH L £+, £/,
Zoavr REHEALT, CiscolSE T —# R—RAFHEENAT—Rba—F R2ATU—-F &V &y bT
HZlbTEET,

application reset-passwd application-name administrator-ID | internal-database-admin |
internal-database-user

application TV = a DA AN VBLOEBROLOOT 7Y r—ay a
<~ K,

reset-passwd BHET TP AT —=REV Yy PLET,

application-name TV = a Y DLR, K 255 XFOFEBTEYR— N LET,

administrator-1D MR E SN2, RAT—R&2Y ¥y NI 2MEORHET v
~ D4 il

internal-database-admin |Cisco ISE & — % X—AD T AF A LLDONRAT— REHEELET, =
DINAT — RIFMERT DM ERH Y T (T 74V MIHY EHA), 20O
NRAT =R 11 XFUEORSIZTILERHD, Dbl b 1 DD/
T (a-z), < EB 1 DOKRIT (A-Z2), BLUOD < EH 1 20T
(0-9) Z ANBHLERHY 7,

internal-database-user CiscOISE F—# RX—ZDT 7 A L-YLDONRAT— REEELET, =
DINRAT — RIIMERT DML ERH Y T (T 74V MIHY EHA), 2O
NRAT—= R 11 XFUEORSIZTILERHD, Dbl b 1 DD/
T (a-z), < EB 1 DOKRIT (A-Z), BLUOD <L 1 S0
(0-9) ZANDZMENRHY T,

GE) WHT—Z_X—2ADa2—% RATU—F& ¥y h+5L, Cisco
ISEICL-TT 7Y r—va v al/EHSTHALICROLNET,
N T — 2 XR—Z2 D2 —H 27— L CiscoISE 7 7V r— 9
VEREH L% EYy PEhET,

77 4V P OBEREIZH D EH A

EXEC
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EREDHA KS1Y FHEOZ—YFID I LT, BEINZEEHEZB L CEESTZ/SAU—RKE2ANHT 5L, Cisco ISE
TEDOEBRET BT MIEHZ2) 22— A X =T af AL TV AT LA br Yy 7T U b
S ET, CiscoISE 1%, ZOEHE ID IZBEFITF SN A T—RR vy hENDE T, BHE
ID D7 VF oy A —EIcEIE LE 4, Administration ISE / — FTiX, XA T — KX CLI 2° 5
DHVEY NENET,
&, Cisco ISE 77— X R—2FHE L 2 —PDORRAT— RNL, YIREEHIET7T v 77 L— Ffic—
ELMEETAXLNEIZHY EHA, ZNLDONRZAT— ROWTANER TEFTLLEND DAL,
application reset-passwd =~ > R T4 VHREZ A L CEITCTEE T,
UTF-8 E#HE = — WL, Cisco ISEEFHEL—HF LA L F—T 2 A ANLDOHNAY— RELEFTXE
‘j‘o

] #l 1

ise/admin# application reset-passwd ise admin
Enter new password: **x**xx*
Confirm new password: *****xx*

Password reset successfully.
ise/admin#

Bl 2

ise/admin# application reset-passwd ise internal-database-admin
Enter new database admin password: **x*#xkdxkdx
Confirm new database admin password: **xx*kkkxxx

Password reset successfully.

ise/admin#
EEaTUF avyk i

application configure TV r—varERELET,

application install TIVr—vary N RVEAL VA M=V LET,

application remove TV =y a v EHIRELIET A A=AV LET,

application reset-config TV r—vary arZ o Xalb—rary LiGHaKEOT 7 31 b
RECVEY FLET,

application start TV r—va w8 E A XTI LET,

application stop TV = arEEEERET =TI LET,

application upgrade TV r—=vary N RNVET T T L— NLET,

show application VAT AL VARV ENTWBET TN =gy Rylr—Y07
TV r—varifRe R LET,

application start

WEDT 7V r—va kA 32—7MIT 52X, EXEC £— NT application start =~ > N & ff H
LET, ZOHEZHIRTSICIE, Zoa~r Fone BEXE2#HALET,

application start application-name

application start application-name safe
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m. OL-25541-01-J |



| #4188 A CiscoISEavw> F JI7L>YR

DA
FI4I+
avv kK E—F

HEREDHA K51

]

O R

EXECav>F M

application TV = arDA AN BIOEROLOOT SV r—ay a
~ R,
start TV r—vay N RVEAL =TI LET,

application-name

AFR—=TNCT D, FRNCERINET U r—3 a3 v O4EI, Kk 255
WFEOFEHFEFR—F LET,

safe

=7 E—RTT 7TV r—varEiihLET,

77 4 P OBEREILDH D EH A

EXEC

TV =g 2= I LET,

Zoavr REEHALT,

CiscoISE7 7V r—va a8 T2 LIXTEEdAL, ZOa~vr M

FHLCT Y r—varzdhd s e, CiscolSERNTTIRBHIL CWDZ EARENET,
application start =~ > F&Z{#H L T, CiscoISE 2 —7 £=— FCEEHTExE T, ZOET— FTIL,
BHa—Y A =T oA RAZKTHT /A ary ba— &R LT, REREH %
fTolthic, 77V r—var2HEHTE LT,

ise/admin# application start ise

ISE Database processes

ISE M&T Session Database is already running,
ISE Application Server process is already running,
ISE M&T Log Collector is already running,
ISE M&T Log Processor is already running,
ISE M&T Alert Processor is already running,

ise/admin#

7585
7851

PID:
PID:

is already running,

PID: 7935
PID: 7955
PID: 8005
PID: 8046

ise/admin# application start ise safe

Starting ISE
Starting

Database processes...
ISE Monitoring & Troubleshooting Session Database...

Starting ISE Application Server...
Starting ISE Monitoring & Troubleshooting Alert Process...

Starting

ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin#

avwy kR L]

application configure

TV = arERELET,

application install

TTVr—vay RURVEL VA RN—LLET,

application remove

TV = a v EEIRERIZT A A R—= L LET,

application reset-config

TV —y gy aryZ 4 X alb—g rELEHEAEOT 7 40 b
REZY Y FLET,

application reset-passwd

ELEra—YoT7T Y r—ary R2AU—FRx Uty FLET,

application stop

TV = a rwBELERET =T M LET,
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avwy kR

A

application upgrade

TV r—var N RLVET v 7L —FRKLET,

show application

VAT AIA VAR ENTWET AV r—vay Ny r—Y07
TV r—va UEREERLET,

application stop

L3 e
TIHILE
avrFk E—F

BERLEDAA K1Y

3l

O R

REDOT 7Y r—yarmT 4 8—7MIld 5I2i%, EXEC £ — KT application stop =~ > F&fifi
LET, ZOMREZHIBRTAICIE, Z0oa~vr Fone BRXEERLET,

application stop application-name

application TV = arDA VAN BIOEROLLOOT SV r—ay a
~ Y RTT,
stop TV =y arET 4 =7 LET,

application-name

FTA4E—=TNCT B, FRICEESNET 7Y r—a CO4RETL, K 255
WFORBTEYR—FLET,

T 7 0 FOBEREITH Y A,

EXEC

TV r—varET =T LET,

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Alert Process...
Stopping ISE Application Server...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

ise/admin#

avy kR

BREA

application configure

TV r—varERELET,

application install

TV — g R RLVEAL VA= LET,

application remove

TV = arEEIRERET A A =L LET,

application reset-config

TV —ary arZ 4 Xalb—v g B THEHAEOT 7 40 K
REIZ) Y FLET,

application reset-passwd

ELEra—YoT Y r—ary RAU— 2ty FLET,

application start

TV r—vareRBE I R—T T LET,
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avvFk L

application upgrade TV Ir—vary N RVET v 7 L—RLET,

show application VAT ARZA VAR =AENTWET I =gy Ry r—Y07
TV r—aUiREFRRLET,

application upgrade

L3 e
T4+
avY R E—F

BEREDHL FF1

RsEOT SV r—rvay Ny RVET v 77 L— K9 5121%, EXEC “E— KT application upgrade
avy e LET,

application upgrade application-bundle remote-repository-name

application TV = aryDA AN AVBIOEROTLDOT Y r—a s a
< RTY,

upgrade VE—KF VRS NINOBEDT IV r—ary Ry RLVET v 77 L—
FLET,

application-bundle TV = a DAL, K 255 XFORBTEAR— M LET,

remote-repository-name | JE— |k VRY MV 4, FK255 LFOEHTFEHFHR—FLET,

77 4V b OBEREIZSH D EH A

EXEC

TIV = ay R NVET v TS L—=RL, TV r—vary ar7 Rab—vary 74 %
BRELET,

TV = arERIRERT v 7 L— KL TWAMIZ, application upgrade =2~ > R&579 5 &
WL X o — O NFRENET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

]

7 w77 L— KL, backup 721X restore 2~ REFETLARNTLL LI, ZOT 7 vark
FETTHE, THR—APRWETDAEEND D T,

Z @ application upgrade =~ > FZFERALTHLWI J—RZT7 v 77 L— KT LRI, TOF L
VYV —=ZATHREINATVWEI =R )= DT v 77 b — FFRIRZERT HLERHVET, U U —
Z = MZiE, T OB EOH L EERFERPEENTEY ., ZhALIFHLWI UV —ZA~D7T v
JL— RIS CCEHFESNET,

i 1
ise/admin# application upgrade ise-appbundle-1.1.0.362.i386.tar.gz http
Save the current ADE-OS running configuration? (yes/no) [yes]? yes

Generating configuration...
Saved the ADE-0S running configuration to startup successfully
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Initiating Application Upgrade...

Stopping ISE application before upgrade...

Running ISE Database upgrade...

Upgrading ISE Database schema...

ISE Database schema upgrade completed.

Running ISE Global data upgrade as this node is a STANDALONE...
Running ISE data upgrade for node specific data...

Application upgrade successful

ise/admin#

fil 2

ise/admin# application upgrade ise-appbundle-1.1.0.362.i386.tar.gz http
Save the current ADE-OS running configuration? (yes/no) [yes]? no

Initiating Application Upgrade...

Stopping ISE application before upgrade...

Running ISE Database upgrade...

Upgrading ISE Database schema...

ISE Database schema upgrade completed.

Running ISE Global data upgrade as this node is a STANDALONE...
Running ISE data upgrade for node specific data...

Application upgrade successful

ise/admin#
EEavUFR avv kR B

application configure TV r—varERELET,

application install TV Ir—vary N RLVEAL A=V LET,

application remove TV = a VEHIBRERIZT VA A M=V LET,

application reset-config TV r—varyar7 s Xalb—g i TBHAEDOT 7 40 b
RECVEY FPLET,

application reset-passwd BELEZa—YOT7 ) r—ray RAU—FR2 ks hLET,

application start TV = a v EREBELITA =T M LET,

application stop TV =y arEEREERET =TI LET,

show application VAT AIZA VAN =LA ENTWET I =gy Ry r—Y07
TV r—va EREERLET,

backup

w277 w7 (Cisco ISE & Cisco ADEOS 7 —# %2 5ip) #RITL T, TORY I T v 7 & VKT K
V7T 5 121%,. EXEC *E— FC backup =~ > RZfEf L%, Cisco ADEOS ¥—# 7 LT
CiscoISE 77V r—vay F—2E T %y 77 v 735214, application =2~ > FEHEH L 9,

(3¥) EXECE— RNTZ®backup 2~ REHEHT IR, R*y NU—7 =72 & BERGINICHET
a7 4Falb—varear—950, CiscolSEh—_"ORFX— R T v a7 4X¥alb— 3
CLLTHRIFELES, Rod T v 7 ua Ry AT A 8l M5 CiscolSE 77V r—varOlExEiix
NI TNY a—T 4V TEITOIGR, TOARAF— T v avr7 o Xal—varzfcEsd,
ETary 7 4 Xa2lb—va B AX— Ty 7 ary7 4 Xal—y g s labt—1 5 FEOFEMCD
W, Teopy) (P.A-20) BT &N,
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EXECav>F M

backup backup-name repository repository-name application application-name encryption-key
hash |plain encryption-key name

backup

Cisco ISE B L ¥ Cisco ADEOS 1IN\ 7 7T v FH2FITL, No I T v 7%
UARY NVIRET D a~v 2 K,

backup-name

RNy 2T 7T 77 ANDAHT, &K 100 XFOEKF 2 R—FLET,

repository

VRV R a< b,

repository-name

TrANENy T T T HE, K 80 XFDO R FEYAR— ML E
R

application

77V r—var a<w R (CiscoODEOS VAT L F—H &R, 77
Vor—abOBDNy T v,

application-name

TV = a O, R 255 XFORBTEYR— N LET,

encryption-key

A—PEROHEEFXF—EHEL T, Ny 7T v 72 R#ELET,

L3 e
T4+
avv R E—F

BEREDAL T4

]

hash

Ry I T v Tl T D200y ¥ a2 S-S %—, encrypted (/~v
TaktB) BE b —ZZ kT CTRELE T, &K 40 XFETYR—
FLET,

plain

Ry 7T v TeB#ETHIDDT L —r TF A MESF—, unencrypted 7
L—r 7% A MESXT—2ZNHT THRELET, KK 15 XFEETY
ek LET,

encryption-key name

hash | plain DX Ty 77 v TRHICKE S — %2 ELE T,

77 4V P OBEREIZSH D EH A

EXEC

Cisco ISE B XU Cisco ADEOS T — 2 DR 77 v 7 HFITL, ek Oy &ntz) £721339E
b7 —r XA NDNRRAT =R TR I 7y 72U RY FVICRFELET,

Cisco ADEOS 7—#7: LT CiscoISE 77V r—ya v T—XE0 &y 77 v 73251213,
application =~ > N&2H L £7,

A—PEROESF—2HL Ty 77 v 72l LB L OESETE DL 9ITRY £ L,

#1 1

ise/admin# backup

% Creating backup
ise/admin#

Bl 2

ise/admin# backup
Labl12345

% Creating backup
ise/admin#

mybackup repository myrepository encryption-key plain Labl2345
with timestamped filename: backup-111125-1252.tar.gpg

mybackup repository myrepository application ise encryption-key plain

with timestamped filename: backup-111125-1235.tar.gpg
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BEa<T YR avUFk BREA

backup-logs VAT AT ENRNy T v LUET,

delete Cisco ISE =67 7 A LV &HIBRL £7,

dir Cisco ISE =" ED7 7 A VE—EFKRLET,

reload VAT AEYT—RMLET,

repository N Ty TEBRETHEDICYVRY R 77— RICAD 7,

restore B EDVRY FUIZONWT, Z7ANVNEDONRNY 7T v 7 HEILLE
D

show backup history VATLEDONy T v TR ER R LUET,

show repository BEOY RS NIChAFREREESNY I T v 77 AN ERELE
ED

backup-logs

VAT L Tk T v T 5I12i%, EXEC £— KT backup-logs =~ > FEHEMALET, Z 0k
REA BT 210X, Zoa~r Fone BRAHEHLET,

S

(G¥) EXEC E— RTZ® backup-logs =~ > FEMEMT LA, Fy hT—27 =L BERRLGHTIC
FITary7 4 F¥a2b—varazat —325M, CiscolSE—"ORAZX— T v 7 a7 4Falb—
varbltLTRELET, Xo T v ulRv AT A vl CiscolSE 7 7Y r—va DiE T
FRR N T TN =T A T ETOIHRE, ZOARZ— T v a7 4 FXalb—a U EHATE
FI, ETar 74 Xa2lb—rar 2 AX— T v a7 4 F¥ab—vailabt —7325HEDF
HMUZOWTIE, Teopyl (P.A-20) Z2ZHL T ZE0Y,

backup-logs backup-name repository repository-name encryption-key hash | plain encryption-key

name
B DA backup-logs VR PV AT LABLOT Y r—=varouZ ey Ty 745
aw K,
backup-name Ny T v 7T 1 OFRIFERO T 7 A VOL4ETL, kK 100 XFO 3%
FEYR—-FNLET,
repository URIRNY a<w K,
repository-name TrANENY T v T T HEH. &K 80 XTOFELTEY R— P LE
T
encryption-key BEX—%2fTE LT, Nv 7 v 7 usaEgi#ELET,
hash Ry T o7 alet#T 5200y v a SNT-HS%—, encrypted
Ny v axB) Bl F—2 2R TRELE T, KR40 XFET
FAR— b LET,
plain Ry I T o7 aleR#ETL2DDOT L —0 TF X MEEF—,
unencrypted 7L — 2 T XA MESF—EF T NICHIT THEELE T, &KX
15 XFFETHR—MLET,
encryption-key name  |hash | plain JER OB 5 % —,

T2+ T 7 v N OBEREIZH Y FHA,
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EXECav>F M

avwv kR E—F EXEC

$ERLEDHS ESAY Wikl Ny vadhi), $RIEKSLESN T RN T L —r TF A MORAT—REHAL
T, VAT L0l % w7 v 7 LET,

i ise/admin# backup-logs mybackup repository myrepository encryption-key plain Labl2345
% Creating log backup with timestamped filename: mybackup-111125-1117.tar.gpg
ise/admin#
EEEEAS avwy kR B
backup /Xv 27 »7 (Cisco ISE & Cisco ADE OS) Z##{TL T, 2Dy
2Ty T EYRY P VITRELET,
restore RBEOURY FVIZONWT, Z7ANVNEONRNY 7T v 7 E2ETLE
R
repository NI Ty TERETDHEDIZYVRY R 77— RICAD 7,
show backup history SATFADNRYy T v L IBREAEE LR LET,
show repository BEDYRY N IChAEAARER Ny /T v 7 77 A V&R LE
R
clock

VAT LEFHEZHET HI21E, EXEC E— FTelock a2~ REFEALET, ZOHELZHIRT 51T
X, Z0a<r RO ne BRAHEHL £,

clock set [month day hh:min:ss yyyy]

B DEREA clock set VAT A IOy ERETHaTR,
month BIEOH O4TR, 3 XFETORFEYR—MLET, =& 21X, January
(X Jan EHFEELET,
day HAEOR (BF), A&h7EIX 0~ 31 O#FPHATY, K2 OB EE I R—
FLET,
hh:mm:ss HAEORR., 4. BLOH (24 B,
yyyy BITEOF (BHs72 L)
T4+ T 7 4 OBEREIZH Y FHA,
avw Rk E—F EXEC

ERALEDAHS RS54y VAT A Iy ERELET, BEEECT AL, 7y 7% Uy FEIZ Cisco ISE +— 1%
HERE T2 0N H D F9,
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>

EE  CiscoISE7 FSA 7 VANV RATLRAEEET S L. CiscolSE 7 T r— a v 2BRETHER
TELELBYET,
VAT ARG EEE TS LICL o TRIFEND I EEEAR CiscoISE / — K XA T ORI E~DFE
L. ENLOEEBNLEET LD OFIROFEMIT, TAZ Y KT arEkid 774~V ISE / — 1)
(P.A-18) BEO TeH ¥ VU ISE /— K| (PA-18) &ML TS EIW,
ARBVR7RAVERIETSA4RVISE/—F
A VA N=INDEDY AT ML OEF L, AX 2 RT7urE£72d774~Y ISE /— RTHAR—F
SNTWVWEEA,
Mo TU AT ARG ZEE LI2HE1E, ROFIEEZFETLET,
o LDV AT AR (BEINDATORZ]) ICRLET,
e Z®/—FK® CLI 2»% application reset-config ise =~ > K& EITLET,
s TO/— FNTHRANEESNDHEIO, IEHRBERMORKE Ny 77T v 7 hbIETTLET,
HhVFYISE /—F
A FY )= RTUAT LA ZEE T L L, BREICEHNTE 2R 7,
TIA=Y J—=REeHUHFY )= ROTVAT ARG EZRHT 51203, ROFIEZEITLET,
o WL HFY ) — FOBEEMRL ET,
o TIA=Y J—FRERMITHUAT AR EZEIEL 7,
e Z®»/— FK® CLI 2> & application reset-config ise =~ > RE T LET,
o IIA~=Y J—RIZEHIVHY J—RELT/—FEERELET,

N

GE) AVAPARHIRESNEELWY AT ARLNCHEEICREEND LI, By N7 v 7 ¥ —
FIZES>TNTP = NicF e o 7 E 3 &N, ZREFET LRI RO ONET, o, EBFROMR
L CMOS Ny 7 U —OREEICL - T BIOS FEZIZMEHE L, Thiz kL ->TY 7 — iz ADE-OS v &
T AT D X0 RENRRIICIENTIE, By b7y FHICERE S 72 NTP Y — S35 (2 EF]
BRTHY., VAT LARZANFICERSZROLIICTILNERHY £9, By M7 v 7HIC NTP ¥ —
NEFE LT UL, [Cisco Identity Services Engine Hardware Installation Guide, Release 1.1.1] 1Z
FBHENTWAE LT, UTC LEEEL T, AT 4D BIOS FFAINERESNTWS Z L 2R D4
ERH Y ET,

11 ise/admin# clock set May 5 18:07:20 2010
ise/admin# show clock
Thu May 5 18:07:26 UTC 2010

ise/admin#
BEgEa<w K avwyk L]
show clock VAT A YT N =T ORFHIRESIN TS AfF &L 2R R L E
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configure

BX DA

T2+

avwv kR E—F

HHEDHA K51V

3l

pgga<w R

EXECav>F M

ar74¥al—var T—KNIADIZIE, EXEC £— N T configure =2~ > FEHHLET, 20
A< FTreplace 7 a 2T 556, BFOa 74 Falb—varz EEITLHUVAT L
WCVE—h arvr7 4 Fal—varzat—LET,

configure terminal

configure a7 4 Fal—YaryE—RIANDEIICTHavr R,
terminal Oy 7 4Xalb—vary avy RERNbFEITLET,

T 7 4V N OBERLEIRDH U /A,

EXEC

IoavryRiE, ar7 4 Xal—vary T—RFCABRBACHEALEY, 2oF—Foa<wr i,
(Enter ¥— %L T) ANTALTCIL, EfTar 74Xzl —Tay 774 NA~DEXALEITN
iﬁ‘o

a7 4FXal—rar ET— REKTLTEXEC E— FIZEAICIE, end 721 exit & A 1T 57,
Ctrl+z ¥—%2# L 7,

AT 4 X2 b—a VMR TEERENEZR AT HI2iE. EXEC *£— R T show running-config =
v REfERLET,

Bl 1

ise/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #

#l 2

ise/admin# configure terminal
Enter configuration commands, one per lineAug.nd with CNTL/Z.
ise/admin (config) #

avwyv Rk §HBA

show running-config BIEOFETFary 74 X¥alb—vary 7y AERFary 7 4 ¥a L —
VarONEERFLET,

show startup-config AR —= KT S a7 4 F¥Xalb—ray ZJ7ANVERTa T4
XFal—varyONEERRLET,
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copy

TrANE A= at—RICa =3 25I12id, EXEC E— RTeopy 2~ FEFHALET,
Cisco ISE Tceopy 2~ F&EEITTHLE, av 7 Fal—vary (Efrar7sFal—varE
FEAE— R T vy T arza4Xal—vay) Rav—SnET,

RfTarvIq«¥alrL—3y

CiscoOISEDT7 7T 47 a7 4 X2l —g0TiE, Z0Oar7 ¥z b—3 3 HIENR Cisco
ISERAM [ZIREENFET, AT HTRTOar74¥al—vay avwr RNE, #20oa~vr FEEK
NEfTay 74 Fab—va VBREFEENET, CiscolSEh—R"%2 ) 7 — | 325L FEfrarrg
Xal—rvarPRbiET, MATERELRTTIHAIL. EfTar7 s ¥alb—varzxry b
T —7 =N EORERBFFCa L —F 250, Cisco ISEVh—"DRF— T v a7 4 F¥al—
varvE L TRETALENHY £,

RE—Fr7y T avI740F¥2L—>ay

AF—R T w7 ar7 o Xalb—ra M IHERECEETA, ANTIHITXTOa~ RiE, FEIT
a7 4 Fal—va R EFEIN, FETar 74 XFal—va v ERAX—NT vy a7 ¥
L—yalabt—45Z tMTEET,

DFY, CiscolSEV—n_"%2 T —hd5L, AF—hrT v T ar7 4 Xalb—ra ryRDRPIOFETa
T4 Xal—ardihVES, a7 4 Fal—varELEETARE, FEffar g4 Xal—3 g
TEFINFTHAZ— T v a7 4 Fal—aryFERERINRNWED, 25037 4 Xa
L—ya VICERPATET, BFEE2REMNRLOICT DI, Efrar 74 Fal—v a2 AN —
K7y a7 4 Fal—raiiat—3A5ERHY F3,

WKDa<r RT4 0%, EHAFEER copy 2~ K U F U AO—#ERLTWET,

copy running-config startup-config : 7274 X2l —ar &, RAF4— Ty a7y
Falb—varilav—L%xd,

copyrunstart : A¥ —r7 v ar 74 F¥alb—vark, FTar7 4 XFa—Ta VIlEESH
AET,

~

GF) FETar7aF¥alb—varzRFELARVEE, KRIE Cisco ISE +— & U 77— F L7z & EIT,
AT 4 X2 =g VIIMATEEERTRTRbRET, BIEOa 74 X2 b— g R
ELWZ EZ2HFR LD, copyrunstart 2~ > REFEHALT, a7 4 Fal—Ta &R
=K T v ar7 s Falb—varvicat—LET,

copy startup-config running-config : A% — F7 v/ a7 s F¥al—TarE, Frarrg
Fal—varitav—LET,

copy startrun : A¥ — 7 v ar T 4 Fal—vark, FEfTarzs¥al—vailv—
YLET,

copy [protocol:llhostnamellocation] startup-config : VE—F 77 A NV EZAX— T v a
T4 F¥al—railabt—LETR, v—VIFLEEA,

copy [protocol:llhostnamellocation] running-config : V E—F 77 A V&5 FfTa 7 1 Fa L —
varilavr—LTvy—YLET,

copy startup-config [protocol://hostnamellocation] : AZ — N7 v 7 a7 4Fal—a %
VE—h VAT AIZ2E—LET,

copy running-config [protocol://hostnamellocation] : FE{T=2> 7 4 Fab—TaxVE—F ¥
AF ANt —LET,
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GE)

WX DA

T2+

avwv kR E—F

HHEDHA K51V

EXECav>F M

copy logs [protocol:/lhostnamellocation] : ¥ AT LDv 7 77 A VEROGHICa Y —LET,

copy 2~ NiZ, v—H T4 A7 LTCREFYR—FENTEY, URY MV LTI R—
FENTWERA,

copy HHZav—+5a~vr kR,

running-config WEOFEITary 7 4 Falb—ay 774 VEFLET,

startup-config Mt (A4 — 7 v 7) B shizar7 4 Fal—var 774
NERLET,

protocol Fuha) F—U—ROA T g o TiE, # A2 2#BRLTLES
AN

hostname QB —EDERA N,

location o B — S DT,

logs VAT LDOBRT Ty A,

all FT_XTD CiscoISE v Y 77 A NVE VAT ADLBOLGFTICaE—LET,

FTRToORrJIL, iselogs.targz & LTy r—IfkEit, UE— bk FA |
DIEEINTZT 4 L7 MV ICEBEINET,

filename H—@ CiscolSEn” 77 A VEabt—L, 077 A&V E— |k KA
MZBBIEEINTZT 4 L7 PV, SEOLRITHERETEET,

log_filename show logs =~ > RIZ X > TR 5D Cisco ISE v 7 7 7 A L DA i
(255 CFLN) .

mgmt Cisco ISE BT Ny 7 n /L Tomcat 1 7%V AT Lhipnba b —1L,

mgmtlogs.tar.gz & LT KAV L9 X T, UE—F FARX b EOEESH
T4 v MUICERRELET,

runtime CiscOISE Z 2 A L TNy al ey AT hinbakt—1L,
runtimelogs.tar.gz & LT RV L7292 T, UE—F FA M LEORES
N7 4 L7 MUICEELET,

T 7 4V N OBEERLEIRDH U /A,

EXEC

copy 2~ ROIERMARMEL LT, 1 DOBPHILLRIOBFATIC, 77 A4V (VAT L A A=V
V74X 2l —vary ITrANRE) Ear—T&ET, BELL VA0 at—kLlNar—
JElZiE, CiscoISE 7 7 AV VAT AEFEH LT, ¥R —bhENTWHe—INLERFVE—F 774
NOBFEEETEXET, FHINTVAETZ 7 AL VAT A (B—H) AFY V—RF- 1Y E— |
=) IZEoT, a~vr FTCHEHINIEIDRRESINET,

BT _RTCoav—xeat—LoEFH, BIOEHT2a2—FHL AT —-FKea~vr K 74
WANTEET, 720, copy 2~ FEAN LT, REERBRHILGEICI— T T M ek
REEDHZENRTEETS,

DURA VR T ERAR

TA VT AEEHTDH L ANEEIMETEET, 72L& 2L, copy run start (copy running-config
startup-config =~ > FOEWE) EANTL LN TEET,
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O — Tt ANRNERIZE T TAETITNE, BOMINAZ ERXHVET, Zhid, FHLTWAS Y
0 halexry hU—2710koTHRARY £,

T 7 ANMBRITIE, T4 L7 P VISKT MR T s A VA EER L E T,
ZD%E, FYED FTP $72i3 SCP =7 — A vt —UNRAET LI LBH Y £,

& A-2 AR TLI4VIRDF—T—F

*—0—F RETELTEESL

ftp FTP v NU—7 H—NOFIEILEITEEHLO URL, DAY T ADREL
ftp:[[[//username [:password]@]location]/directory]/filename

scp SCP v U —7 $—RORIEILETNTIEETLD URL, 2O A YT ADOHE :
scp:[[[//username [:password|@]location]/directory]/filename

sftp SFTP x> hU—2 B —R"OFEELEIFHEEHLD URL, Z0O=A Y 7 2Dk
X
sftp:[[//location]/directory]/filename

tftp TFTP R hU—7 =" av—rElda v —%dD URL, ZOxA U7 2D
L
tftp:[[//location]/directoryllfilename

il Bl 1

ise/admin# copy run start
Generating configuration...
ise/admin#

%l 2

ise/admin# copy running-config startup-config
Generating configuration...

ise/admin#

%l 3

ise/admin# copy start run
ise/admin#

Bl 4

ise/admin# copy startup-config running-config
ise/admin#

)

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

%l 6

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#
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debug

WX DA

EXECav>F M

avrv kR

L

application install

Cisco ISE A v A X » A& E 21345 1L U £,

backup Ny 277 v 7 (Cisco ISE & Cisco ADE OS) #%E4TL T, ZD Ry
IT7 T EVRY NVITREFELET,

delete Cisco ISE h— 067 7 A L EHIRLET,

dir Cisco ISE h—NED7 7 A N —ERK R LET,

reload VAT AEVT—FLET,

restore BREDVRY FVIZONT, Z7ANVHNED Ny I T v 7T EEILLE

B

show application

TNV r— gy AT —HRAER=Ug UEREFRLET,

show version

CATFLADY TR T N—=T g N OoONWTOERERERLET,

Ay ROWRRIZKHT DT —F7013A4 N hEERRT 510X, EXEC E— KT, debug =~ R%&

AL ET,

debug {all | application | backup-restore | cdp | config | icmp | copy | locks | logging | snmp |
system | transfer | user | utils}

debug Cisco ISE — "D I F SEREELMITDHa~ 0 |,
all FTRTCOT Ny T F—=T VI LET,
application TV —vary TrA,

all : T R_RTCOT 7YV r—ra DTNy T hEA X —7 M LET,
0~7DOMTLULERELET, OFEKR, 71 XTI XTERLET,

install : 77V r—>a DA VA —=LDF Ny T 1% A4 X2 —T )L
WLET, 0~7TDOBTLNAVERELET, 0IFEKR, 7139~ T%
RLET,

operation : 77V r— a VEEOT Ny S B A F—T I L E
T, 0~TOMTL~LEFRELET, 0IFEKR, 7139 _XTE2RLE
7

uninstall : 77V r—a DT VAV A N—)LDF Ny TH 1% A
F—=T M LET, 0~TOETL_NLERELET, OIXEKR, 7%
TRTERLET,
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EXEC a<w > F

backup-restore

TrANEN T o T BIOMITLLET,

e all: RNy I Ty TBIOERT, TXTOTFT NNy T A F—7 )L
WLET, 0~7TOHTLNVERELET, 0IXTEKR, 713+~ T%
RLET,

o backup : Ny VT v TBLIOETLT, Ny I T T OT Ny T %
ARX—=TMZLET, 0~ T OB TLLEFELET, 0IFEHEK, 7
T _XTERLET,

e backup-logs : Ny 7T v TRBIOEILT, Nv I T v 7 arloO7F Ny
THNEA X =T NI LET, 0~TOMTLLERELET, 01X
wBR, TEFT_RCTERLET,

o history : Nv 7T v TEBIOMENLT, BEOT ANy N EA X —T
MILET, 0~TOMTLAAEZRELET, 01TEKR, 7139 T
ERLET,

o restore : Ny 7T v T BIMET, BT Ny FHNEA X —T
MCLET, 0~7T DR TL L ERELEY, 0FHK, 7139 T
ERLET,

cdp

Cisco Discovery Protocol (CDP) =7 4 F¥alb—Tay 774/,

e all : ¥To Cisco Discovery Protocol 2> 7 4 ¥ a2 b —v 3 D7
Ny ZWMANEARX=TMZLET, 0~ T O TL NV ERELET,
0FER, 7TIET_XTERLET,

» config : Cisco Discovery Protocol D> 7 4 ¥ a b — 3 DT Ny
T A X —TMZLET, 0~T7T OB TLLEFRELET, 010X
BHR, 7TIET_XTERLET,

e infra : Cisco Discovery Protocol DA > 77 A KT 7 F ¥ DT N 7 H
NeA X—TMILET, 0~T7TOMTL~VEFRELET, 01FHE
K. TIET_XTERLET,
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config

WRET 714,

e qll: T RTDaAL T 4 Fal—2arDTF Ny TH A x—TIZ
LET, 0~7OMTLUVEZRELET, 0IFEK, 7T XTER
LET,

. backup'/*‘/77/7“:I‘/74"%“11/—“/a‘/@?‘/*‘/7°u”j7]€’4
F—TMZLET, 0~TOMTL L ERELET, 0IFEKR, 71X
FTANTERLET,

. clock ruavwl ar7Z4Xal—ia ‘/0)?/*\/7‘&77724’7\%7“/1/
ILET, 0~T7TOMTLNUVERELET, 0IFEKR, 71T XT%
Tbiﬁo

s infra: AT A X 2L —Lar AT TANTI I FXDOT Ny T
EAR—=TMILET, 0~T7 DM TLNAEZRELET, 0 TEK,
7T _XTERLET,

e kron: awL R AT Va—F a4 Xal—arDFNRNy H
A FX—=TNMZLET, 0~7T OTLLEFRELET, 0FEK,
7T+ _RCERLET,

e network: Xy FU—27 a7 4 X2l —alOF N\ ITHNEA
F—=TNZLET, 0~T OB TLVERELET, OIXTEKR, 71X
TRTERLET,

o repository : VARV MY a7 4 X alb—v a7 NNy THEA
F—=T M LET, 0~T OB TL L EFELET, 0 1XEKR, 71%
FTNTERLET,

. service Y—bER a7 4 X2l —a DTNy THANE A x—
ILET, 0~T7 D TLAEZRELET, 0FEK, 7133 ~T
rbiﬁo

icmp

Ao X —F%y Ml A vtE— Y1 fani (ICMP) =a— &z
TJA4F¥alb—Ta
all | ICMP ma— |8 Da 7 4 FXFal—rarOT_XTOT Ay ZHh

EAFX—TMILET, 0 ~TORTL IV EZRELET, 0FEKR, 7%
FTRTERLET,

copy

ar— avr R, 0~7 OB TL_LERELET, 0IFFELR, 713+ C
R LET,

locks

Uyy—2uay¥rs,

e gll . TRTOIVY—2avFLTOFNNy THIEAR—TNMIZLE
T, 0~7TDOETL_NVEBHRELET, OITEKR, 7FIXCERLE
\?AO

o file: 774»m/%yﬁwfﬂ/7mﬁ%4* TMZLET, 0~
TOMTLAVEFRELET, 0IFEK, 7ETXTERLET,

logging

X s ary7 4 Xal—yary 7y A,

W FTRCORX T avr7 4 Xal—varOTF Ry THDhEA F—
ILET, 0~T7 DO TL_AERELET, 0IXEKR, 71ET_XTER
L?;Eé”o

snmp

SNMP =27 4 X2l — gy 774/,

(W FTRTOSNMP 2o 7 4 Fal—2a v DF RNy TH x4 2—T 1
ILET, 0~7TOMTLVZRELET, 0IFEK, 7T XTERL
i%
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WM ExeEca<>F

system VAT L T 7 A,

o all: ﬁ&f@yx%A7y4W@%A/ﬁmﬁ%4* Tz LE
T, 0~T7TOMTL~LEFRELET, 0IFEKR, 7139 _XTE2RLE
R

o id: VATAIDOT NNy ITH N EAF—TNMIZLET, 0~T7 DT
LARLVEBRELET, OXEKR, 713+ TCaRrLET,

. info:/XTATﬁiﬁ@T/\/7Hj7]724’Z TMZLET, 0~ 7 O
TLLERELET, 0IXER, 7IFIXTERLET,

o init: ‘/X?Ad)%)]ﬂ;ﬁﬂ:@?ﬂ/7“&7‘7%4’4"<~7°/1/L:L§w“0 0~7
DOETLEFRELET, 0IFEKR, 7139 _XTE2RLET,

transfer TrANEEE, 0~T ORI TL_AERELET, 01FEK, 713+~ T%
RLET,
user S

e all: a‘«“f@nwﬁmfj!i@?ﬂ/ﬁ‘tﬂﬁ%%z TMZLET, 0~7
O TLNLERELET, 0IFEKR, 7IFTXTERLET,

e password-policy : /XA T — RAKRY o—Da—HFEBROT Ny TH 1%
AX—=TNVIZLET, 0~T DO TL_LERELET, 0 IXEHEKR, 7
ET_XTERLET,

utils a—FT 4 VT4 a7 4FXalb—ary TrAI,

all : TRCO2—T 4 V74 a7 4FXalb—varOoFr Xy THEA
F—T N LET, 0~T ORI TL_AEZHRELET, 0 IFEK, 713+
TxaRLET,

T4k T 7 4 OBEREIZD Y FHA,

T
H
I
™.

avy EXEC

BRLEDHS ES1Y Ty My T —Rar T 4 Fal—ary 25— CiscoISE 4 —"\NOEESxhoT—%
BT DX, debug 2~ REHFEMALET,

5l ise/admin# debug all
ise/admin# mkdir disk:/1
ise/admin# 6 [15347]: utils: vsh _root stubs.c[2742] [admin]: mkdir operation success

ise/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all
ise/admin#

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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EEaTUF avwv kR A
undebug EESERavry FORE T, debug 2~ FOHN (=T —%71F
ARV NDOER) BT 4 =T M LET,

delete
Cisco ISE — 035 7 7 A L ZHIRT 5121%. EXEC £— R T delete =~ RZHHLE T, Z Dk
Her bRt 2100, 2oa<y Fo ne BRAFEHLET,
delete filename [disk:/path]
EXDHNA delete CiscO ISE H— )6 7 v A L EHIRT Ha~<r K,
filename T AN, K80 LFEOHEKT AV R— N LET,
disk:/path AT
TI+IE T 7 4 FOERIZH D /A,
avyo kR E—F EXEC

EREDHA KS1Y T 4K alb—vay TrANEEIFIAA—VEEHIRLE Y ET5 L, HIREHRTA72D0 7 1
VT IRERENET, . BEORREBEOVAT LA A—TVEEIBRLLY L LA, HIRE
BEBZOOTe S IRERENET,

11 ise/admin# delete disk:/hs_err pidl9962.log
ise/admin#
BEaTUF avwv kR A
dir Cisco ISE 4 — R EDF_RTHOT7 7 A L& —EFRRLET,

dir

Cisco ISE —\m67 7 AL % U A M4 5121%. EXEC E— RTdir 2~ REEHLET, Zo%
REZHIBRTAICE. 2oa<r Rone BREFHLET,

dir [word] [recursive]

XX DA dir =) VAT LT ANE VA NTDav R,
word T4 V7 U4, K80 XFORKFEYAR—MLET, T4 L7 M4
DOENZIX disk:/ ZHRET ILERH D 7,
recursive O—HA)VF 4V 7 M) ERITT s ANE BRI EERRLET,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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WM ExeEca<>F

TI4NE T 70 FOBEREITH Y A,

avY Rk ®E—F EXEC

HHEDHA K51V 7L,

] #l1

ise/admin# dir
Directory of disk:/

2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
4096 Jun 10 2010 02:34:03 activemg-data/
4096 Aug 04 2010 23:14:53 logs/
16384 Jun 09 2010 02:59:34 lost+found/
2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz
4096 Aug 04 2010 23:15:20 target/
4096 Aug 05 2010 12:25:55 temp/

Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
ise/admin#

#l 2

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log

Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
ise/admin#

il 3
ise/admin# dir recursive
Directory of disk:/
2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz
4096 Aug 04 2010 23:14:53 logs/
4096 Aug 05 2010 12:25:55 temp/
4096 Jun 10 2010 02:34:03 activemg-data/
4096 Aug 04 2010 23:15:20 target/
16384 Jun 09 2010 02:59:34 lost+found/
Directory of disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log

Directory of disk:/temp

281 Aug 05 2010 19:12:45 RoleBundles.xml

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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6631 Aug 05 2010 19:12:34 PipDetails.xml
69 Aug 05 2010 19:12:45 GroupRoles.xml
231 Aug 05 2010 19:12:34 ApplicationGroupTypes.xml
544145 Aug 05 2010 19:12:35 ResourceTypes.xml
45231 Aug 05 2010 19:12:45 UserTypes.xml
715 Aug 05 2010 19:12:34 ApplicationGroups.xml
261 Aug 05 2010 19:12:34 ApplicationTypes.xml
1010 Aug 05 2010 19:12:34 Pdps.xml
1043657 Aug 05 2010 19:12:44 Groups.xml
281003 Aug 05 2010 19:12:38 Resources.xml
69 Aug 05 2010 19:12:45 GroupUsers.xml
2662 Aug 05 2010 19:12:44 RoleTypes.xml
79 Aug 05 2010 19:12:34 UserStores.xml
4032 Aug 05 2010 19:12:38 GroupTypes.xml
1043 Aug 05 2010 19:12:34 Organization.xml
58377 Aug 05 2010 19:12:46 UserRoles.xml
300 Aug 05 2010 19:12:45 Contexts.xml
958 Aug 05 2010 19:12:34 Applications.xml
28010 Aug 05 2010 19:12:45 Roles.xml
122761 Aug 05 2010 19:12:45 Users.xml

Directory of disk:/activemg-data
4096 Jun 10 2010 02:34:03 localhost/
Directory of disk:/activemg-data/localhost
0 Jun 10 2010 02:34:03 lock
4096 Jun 10 2010 02:34:03 journal/
4096 Jun 10 2010 02:34:03 kr-store/
4096 Jun 10 2010 02:34:03 tmp_storage/

Directory of disk:/activemg-data/localhost/journal

33030144 Aug 06 2010 03:40:26 data-1
2088 Aug 06 2010 03:40:26 data-control

Directory of disk:/activemg-data/localhost/kr-store

4096 Aug 06 2010 03:40:27 data/
4096 Aug 06 2010 03:40:26 state/

Directory of disk:/activemg-data/localhost/kr-store/data

102 Aug 06 2010 03:40:27 index-container-roots
0 Aug 06 2010 03:40:27 lock

Directory of disk:/activemg-data/localhost/kr-store/state
3073 Aug 06 2010 03:40:26 hash-index-store-state state
51 Jul 20 2010 21:33:33 index-transactions-state
204 Aug 06 2010 03:40:26 index-store-state
306 Jun 10 2010 02:34:03 index-kaha
290 Jun 10 2010 02:34:03 data-kaha-1
71673 Aug 06 2010 03:40:26 data-store-state-1
0 Jun 10 2010 02:34:03 lock
Directory of disk:/activemg-data/localhost/tmp storage
No files in directory

Directory of disk:/target

4096 Aug 04 2010 23:15:20 logs/

EXECav>F M
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WM ExeEca<>F

BEEavw> R
exit
XD A
TIHILE
avrFk E—F

BERLEDAA FF1 Y

]

pggEa<w R

Directory of disk:/target/logs

0 Aug 04 2010 23:15:20 ProfilerPDP.log
2208 Aug 05 2010 11:54:26 ProfilerSensor.log

Directory of disk:/lost+found
No files in directory
Usage for disk: filesystem
8076189696 bytes total used

6371618816 bytes free
15234142208 bytes available

ise/admin#
avwyvk EA
delete Cisco ISE — b7 7 A L EHIBRL £,

CiscoKISE =\ bu 77 7 hE®DHET, 77747 Rk Ey a2 T2, a7 4
Fal—var E—FFnb 1 D2LEOE—F LULIZBITT 212iE, EXEC £— R T exit 2~ F&A{f

MLET,

exit

FIERLF—U—FEHY THA,

T 7 4V N OBERLEIZH U EH A,

EXEC

EXECE— RFTexit 2~ FEHMH LT, (CiscolSEV—R%E0 /7o F252LT) 777477
ol g ERTTAEN, a7 4 Fal— gy BT— RS EOE—RIIBITLET,

ise/admin# exit

ise/admin#

avwU R L]

end AT 4 X2l —Yary E—REKTLET,

exit a7 4Fal—vary B—RFREZIFEXECE—FEKRTLET,
Ctrl+z I T 4 FXal—aryE—REKTLET,

l_ Cisco Identity Services Engine Release 1.1.xCLI Y 27 LY R K4 F
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forceout

BX DA

T2+

avy kR E—F

HHEDHA K51V

i

halt

BX DA

T2+

avwv kR E—F

HHEDHA K51V

EXECav>F M

2—FEISEF—"non 7 U NSEDHI LT, 7774 7Rt vy v a UEBKIMICKT &+
5121, EXEC ®&— KT forceout =~ > FAHEH L £,

forceout username

forceout BEDY AT A a—H DT TDEry gy 2@EMNCe 77 hEE5
a<v R,
username a—YP 0L, &K 31 LFOERTFTEYR—FLET,

T 7 4V N OBEEREIRDH U /A,

EXEC

EXEC &— KT forceout 2~ REHEHA LT, 2—FDOT7 77 477ty a U EZEHOICKTSE
ij‘o

ise/admin# forceout userl
ise/admin#

VAT LETVY Y UL TUAT AOEREY ST, EXECE—RThalt 2~ REfHLE
ﬁ—o

halt

FHERF—TU—FiIdH Y THA.

T 7 4V N OBMEREIRDH U /A,

EXEC

halt =2~ FZFETT5H0IZ, CiscolSEN, Ry 7 v 7, Hx,. AV A=), T 7T L—F,
FITHIBREBMEDFEITR TIE AN E 2R LE T, Cisco ISE RIS DOWNTNNDEMEEZIT-> T
HEIC halt 3~ REEITT DL, ROWVWTRNLDOESE A vt —INFRENET,

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?
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WM ExeEca<>F

THHEDOWTNOOEENERENTZES., VAT LAEZREIKRTT 5121 Yes &AL, @il T %2
Fr B TAHIZIEINO EASNLET,

halt =~ FOFEHBI Y 02 2ANETINTWARWES, FREERRINDIEERX o —DIT50
TYes EANTDHE, CiscolSEIZL ST, ROAT v aizxtt axaticzmnbhEd,

Do you want to save the current configuration?

Yes P AJJL T, BEFED CiscoISE v 7 4 F a2 L— 3 U ERFELET, Cisco ISE (1%, RD A v
B—-UNRERINET,

Saved the running configuration to startup successfully

] ise/admin# halt
ise/admin#
BEavU K avw vk E
reload VAT AEYVT—FLET,

help

Cisco ISE — DR D~V T 2 27 JMZHOWTOFMEZFRRT 5121E, EXEC £— FT help =
~ v REHEHALES,

help
BX DA IR FxF—T— FiEIdH Y ¥ A,
TI+IE T 7 F v F OEEREIEH Y EH A
av R E—F EXEC

TRCHay 7 4 X2l —yar EF—FRK

ERLOHAFF4Y  help =~ FE2ETT DL RIUKE~LVT VAT LOMEARGANREKRSNET,

o BEDaTU R B— N THAFAERIRTCOa~vy RE—EF T2, VAT LH Far 7k
TEEMA () ZADLET,

o BEDONFIITHESL A~ K URAMNEEST AL, BEOa~ F =2 M) OERIZ, &
B (2) 2AILET, 2O~V TORERIT., A ESNTEBETHELF—U— REzl %I%’éﬁz
PIF—ERRTEHDT, V=K~ L7 LI ET,

o o<y NIZBEEMITFOENTVDEF—U—REBLUG|$HE2 - EFK T DHITE, =2~ FI7A4 T,
F—U— NEIIBIEOMRDVIZERMFTF () ZANLET, ZOo~VTORRIL, T TICASL
Tmavwy RRedF—U—F, BXUOBIHICESWTHEHEIN X -V — FE351HE - BEErTD
DT, XA~V T EMEENE T,
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3l

mkdir

B DEE

T2+

avwv kR E—F

HHEDHA K51V

il

EXECav>F M

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#

Cisco ISE — Nz LW 4 L7 MY BT 51212, EXEC ©— R CTmkdir 2~ R L E
\?AO

mkdir directory-name [disk:/path]

mkdir TAVZ MY EERTDa~vr R,
directory-name BT 57 4 L7 MY O&HET, K 80 XFDOHRE T A2 VR —FLET,
disk:/path F 4 V7 MR disk/path DX &R L,

T 7 4/ N OBEPEIIRDH U /A,

EXEC

T4 L2 N U diskipath OFRXEEN LET, O XS LRTnIE, diski/path D5 E D L E
ThdIearnTTI—RNERENET,

ise/admin# mkdir disk:/test
ise/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

4096 May 07 2010 12:26:04 test/

Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
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WM ExeEca<>F
EEavwY R avwy kR HL
dir ISEV—NREDT7 7 AV E—BEFRRLET,
rmdir BfEoT v Y ZHIBRLET,

nslookup
BX DA
TI4NE
avv Kk E—F

HEREDHA K51

il

Cisco ISE H—NZH DU E— bk AT LDRA M EHET 5121, EXEC E— FT nslookup =~

VREHEALET,

nslookup word

nslookup VE—h VATLDIP 7 RLVAERIFIFRRA MNERRET D~ Lk,
word VE—h VAT LD IPVE 7 RUAETIEIA R MM, K 64 SUFOIHT

Y R—FLET,

77 4 P OBEREILH D EE A

EXEC

L,

Bl 1

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 171.70.168.183#53 in 1 ms

ise/admin#

Bl 2

ise/admin# nslookup 209.165.200.225
Trying "225.200.165.209.in-addr.arpa"

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id:
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY:
;7 QUESTION SECTION:

;225.200.165.209.in-addr.arpa. IN PTR

;7 ANSWER SECTION:
225.200.165.209.in-addr.arpa. 86400 IN PTR
;7 AUTHORITY SECTION:

200.165.209.in-addr.arpa.
200.165.209.in-addr.arpa.

86400 IN NS
86400 IN NS

Received 119 bytes from 171.70.168.183#53 in 28 ms

65283
2, ADDITIONAL: O

209-165-200-225.got.net.

nsl.got.net.
ns2.got.net.
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EXECav>F M

ise/admin#

patch install

~

GE)
EX DA
TIHILE
avvy Rk E—F

BERLEDAA K1Y

~

(E)

3l

patch install =~ > Ri%, CLI 2°% patch install =~ > REFETTHRED /) — RIZFZT 7Y r—
DOy F RN RNV EAL VA R—LLET,

Cisco ISE S BUBRBIBREETIE, /{o F Ny RARTRTOE D H Y ) — FTHEMICA A b= &
N5 X 91T, Cisco ISE B —H (¥ —T = AT TA~VEHISE / — FinbT7 7Y r—v 3
VDR F N RLEA A RN—LLET,

TV r—va oy F R RVEA VA R—LT 5HICiE, EXEC £— KT patch =~ > R& i
LET,

patch install patch-bundle repository

patch VATART TV = a DRy FEALA AN TBHIZDDOaA TR,
install TV = a yORED/Ny T N RVEAL VA ML Eav s R,
patch-bundle WRyF N RVDT 7 A NV4, K255 LFORBTEVR— N LET,
repository URY b4, K255 XFORBFEFR—FLET,

T 7 FOBIEREITH Y A,

EXEC

TV —2a VORED/NyF N RVEA A=V LET,

BHEONy FORENAR—=a 0 THLIRyFEA A=V LEIETHE, ROZT— Ay —V
BRRENET,

% Patch to be installed is an older version than currently installed version.

Z® patchinstall 2~ > REFEHA L TNy FE A VA M= VTDHHIC, ZOyFTRELINATNHD Y
V=R )= DNy F A AN VICHT D FIEZM#ERT D2LENSH Y £F, VI —2 /— NI,
WPT L2V BEOH L EERFERPEENTEY . Ny FOA A P =R U THEF S NE T, FEMIC
ONWTIE, Ny TFDA A b=l m =y 72T 5 [ Cisco Identity Services Engine User Guide,
Release 1.1.1]] ® [Managing ISE Backup and Restore Operations] OHAZSH L T 723V,

Bl 1
ise/admin# patch install ise-patchbundle-1.1.0.362-3.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...
Saved the running configuration to startup successfully
Initiating Application Patch installation...

Patch successfully installed
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WM ExeEca<>F

ise/admin#

i 2

ise/admin# patch install ise-patchbundle-1.1.0.362-3.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? no

Initiating Application Patch installation...

Patch successfully installed

ise/admin#

%l 3

ise/admin# patch install ise-patchbundle-1.1.0.362-2.i386.tar.gz disk
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...
Saved the running configuration to startup successfully
Initiating Application Patch installation...

[

% Patch to be installed is an older version than currently installed version.

ise/admin#
EEaTUF avwUF A
patch remove TV =2 a LV DBED/NyF N RADONR—=T g U EHIRT S o
<R,
show version HED—RERNTWEY 7 b7 =T OA—Y g ST E#RE L b
W2, "= Ro =7, BEXOT A RERERFLET,
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EXECav>F M

patch remove

~
¢:3)

B DEE

T2+

avwv kR E—F

HHEDHA FS51Y

~

GE)

3l

Cisco ISE BB CTIX, Ny F NURARTRTOEI XY /= RBLHBNIZT VA R
F—n &2 L 912, CiscoISE FHA—Y A H—T = ATT T A~ RY o —FHAFA b
(ISE) /= FRpbT7 7V r—v a0y F Ny RVEHIBRLET, SElicOWTE, Ny FoA
A R—=n&a—ny 7IZB3 % [Cisco Identity Services Engine User Guide, Release 1.1.1] @
[Managing ISE Backup and Restore Operations| DIHZZM L T E &0,

TV =2 a YORFED /Ny F N RADA—Y g CEEIRY 5I12i%, EXEC £— T patch =~
VREHERLET,

patch remove word word

patch VATFART SV = a DR TFEA VA RN— LT AREDDOav R,

remove TV = a Y ORFED/NyF N RAVON=V a VERIBRT S aw v
R

word Ry FREIRENDT 7Y r— a v O4RL, K 255 LFORET %%
R—hLET,

word HIBRS B /Sy F N—V 3 & E, K255 XLFORKETEYR—bLE
ﬁ-o

T 7 4/ N OBMERCEIRDH U /A,

EXEC

TV = a Y DRFED /Ny F N Bz HIERL £,
AVAF=AEINTORWNWASRyFZHIBRLEI LT2E ROZT— Ayt —VURERINET,

)

% Patch is not installed

Z @ patchremove =< > REMHL TRy FEa— ANy 7T HEIC, 2Oy FTREINTND
VU= ) —=bt+Or—A Ny Z7IZETDLFIRZHRTLO2LERNHY £, VI —2 7 — Mk, %
TOREDHLEBRFRNEENTEY , URNZA YA =V SNy FOr =Ny ZITE LT
BEHSnET,

Bl 1

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

Bl 2

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] vy

[

% Patch is not installed

| oL-25541-01-J
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EEEESTY

pep

ise/admin#

avwyk HL]

patch install TV r—va v OBEDRyF RURLVEL VA N—LTHavy
}\\\O

show version

BER— RENTWAY 7RI =27 ONR—T g BT AERE LD
W2, N"—Kou=T7, BEOT S AEREERLET,

pep =~ K% certificate, set, 33 L U switch =2~ K 473 &L (I EXECE— RCHEMAL

T, UF&EFATLET,

« pep certificate : Inline Posture / — KD CA & — NGEHEZ LB L E 9
e pep set : Cisco ISE Inline Posture / — R{E#H%Z 1 JIZitdk LE T
» pep switch into-pep : Cisco ISE /3#t/&Bf C Cisco ISE Inline Posture / — KiZEh &V /— K

ERELET

» pep switch outof-pep : Cisco ISE Inline Posture / — K% Cisco ISE A% KT mry J — FIZRET

XolTRELET

WKDa<wr RT4 0%, HEHAAGER pep 2~ K U F VA ZRLTHWET,

pep certificate {certauthority|server}—manipulates CA and server certificates for an Inline Posture

node.

pep set loglevel {0|/|2|3}—sets the Inline Posture node log information.

pep switch {into-pep| outof-pep}—configures the Cisco ISE node into Inline Posture node or Inline
Posture role to a Cisco ISE standalone node.

WX DA

pep Inline Posture = —/L~D BT, B XY /— K2R ETHa~v
K,
certificate CA BLOW— NZFHEDM 2 UET 5 a< 2 R,
certauthority CA FEEZ BT 5 a~ 2 K,
add Inline Posture / — R CA DA N 7IZEFAELZEBML £,
delete Inline Posture / — K® CA DA N7 HREBAEZHIBRL £,
server P FEHE L LIRS D a~ |,
add B Xx—LiEHEEZFEHL T, FTLWY— NFEAEEL Y — R X N TITB
mLET,
delete P—=NDARNT DY — NFEHFEHIBR L £,
set Inline Posture @ loglevel =7 4 Fa L —va VERETHIAYUF,
loglevel Inline Posture ® 1 7 L LR ETHa~< 2 K,
0-3 015 : RO HZ 7Tk LET,
1 i ARREE T,
2T RNy T TNy T Ay —UTY,
3hL—R: I TAVa—T 4 THOERE R 7R LET,
switch Inline Posture / — KO~V Y FOEFEEHRETDHa~ K,

l_ Cisco Identity Services Engine Release 1.1.xCLI Y 27 LY R K4 F
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FI4I+

T
H
I
™.

avy

HEREDHA K51

3l

EXECav>F M

into-pep Inline Posture 2 — W iZ& b v &Y /—REHRELET,
outof-pep B, E=X Y s BEORY v — HF—E RO — L THEITR 5T

HAZ v K7 ar@a—uZ Inline Posture 2 — /L AR E L £,

T 7 4 P OBEREIEH D EH A

EXEC

Z O pep 2~ NiX VMware Dt v N7 v 7 TIHEHTE A,

pep certificate =~ N 472 3 &M LT, Inline Posture / — KD CA & ¥ — SFEAE A LR L
FT. BHEHANTNTIEHEEZLEE T2 &, Inline Posture 77U 7r—v 3 A HREI S ET, G
A R THNOFEHEY 2 h&FRT HI21E, show pep certificate certauthority =~ > F&fH L 9,

Inline Posture / — RIE#H%Z 7 778k T 5121%, pepset 2~ R A7 v a v R LET,

pep switch =~ > K 47> 2 &AL TJISE 44U /— K% ISE Inline Posture / — FIZF%E
3% 7>, ISE Inline Posture /— K% ISE A& > K7y /J—RIZHEELET, Zhix, B, T=%
Vo7, BIXORY O — =2 o — L THHZRV EF, 72721, pep switch into-pep =~ N %
B LT 8EFEHLD ISE RY — —E R /— K% ISE Inline Posture / — RIZEE 45 Z L i3BE
LE®A, CiscoISEEH ) — KD —H A X —T = A A5 Inline Posture / — R & L TEH v
Z2Y ) — RERET 2 HENTICHER S ET, EHIZEEMICITDIVET, pep switch outof-pep
o~ Rz LT, ISE Inline Posture / — R& ISE X ¥ > K7 vy J— RICERT I LITBEO LE
Hh, HIZISE DB ) — ROa2—W f 2 —7 = A A5 Inline Posture / — R & Bk fiikrd4 5 Z &
BEIHLET,

#i 1

WD a~< > Rk, Inline Posture / — ROEEA R 712 CAFEBEZEBMLET, FEAEY 7 A4 LT
Inline Posture / — Koo —Hhv 54 27 LEOVRY N VIZFEETHIHLERDH Y £, iEHEO a2 —
Hoa—an 74227 ViRY N LY —_OMEx— 7 7 A /L% Inline Posture / — FIZ{ERL L T,
add =~ FTCINHDT7 7 ANVEFERATEDLXIICLET, v— AV T4 A7 LEOVKRY FVICE
HEBLOX— 774 a7 ra— RT3 5HI12E, copy 2~ REHFERALET,

EFEA N7 OFEHE Y A M &£ 521, show pep certificate certauthority =~ > FZ2FH L %
T TA VT ALEHEH L TEEA FTIZ CAFEHERENENTNWE Z LR TEET,

~

GE) CAGEHERT CTIGEEA NTICHEET 20 E 2 0 EHZET 512X, show pep certificate
certauthority =~ > RZEHA L EJ, T CTIEEHA MTICHFEET A CitAEZ A >R — K
T5L (add 2~ REMEH) ., 7r o7 b TEORERFICNOTA VT A4 2/ LicHa.
FEAEZ A CE R R D ATREMED H Y . FEEI%IC Inline Posture / — RIZT7 7 A T& 7
K RHEANRHY ET, FMUEHEZA CAR— 2L IRV T AZHATE L1
T A, BEA N7 OLIEHEZHIBRLTILL, TOMHERICINOA Y T AL 52 A VR —
o2&zl ET,

ise/admin# pep certificate certauthority add

CA Certificate change will result in application restart. Proceed? (y/n):
y

Enter the name of the certificate to be added (.pem/.crt):
ise70ciscocom4f061e00d0afb.pem

Enter an alias name for the certificate to be added:
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ca-1
IPEP Application Restarting
ise/admin#

WDz~ Ri, Inline Posture / — ROEHEA R 7526 CA GEHAZZHIBR L 7, BHEA N7 OFEH
EY X M EF/RTDITIE, show pep certificate certauthority =~ > N&fiH L £3, CA FEHENE
HA N7 DOHIBRENTWAS Z L 2B TEEY,

ise/admin# pep certificate certauthority delete
CA Certificate change will result in application restart. Proceed? (y/n):

y

Enter the alias name of the certificate to be removed:
ca-1

IPEP Application Restarting

ise/admin#

il 2

WD <2 Rk, Inline Posture / — KO F— X kTN — O ¥ — 1 L OV — \GEHAE (Tomcat
2E) BEMLET, FEANTOFEHEY 2 M2 RRT 51T, show pep certificate certauthority
a<vy REEHALET, tomeat BEFEA M TIZEMENTNWD Z L2 ERTEET, P— NGEHED
ML, show pep certificate server =~ > N&fiH L CHERTE £,

ise/admin# pep certificate server add

Server Certificate change will result in application restart. Proceed? (y/n):
y

Enter the server key file name:

mykey.pem

Enter the server certificate file name:

mycert.pem

Enter server key pass phrase:

IPEP Application Restarting

ise/admin#

WD =< Rix, Inline Posture / — RO F— 2 b 75— ~GEHE (Tomcat) ZHIFRL 3. FFH
EY R NERRT AT, show pep certificate certauthority =~ > RZfH L EF, tomcat 2MEHH
A RTHOHIBREN TS Z L 2R TE 7,

ise/admin# pep certificate server delete

Server Certificate change will result in application restart. Proceed? (y/n):
y

IPEP Application Restarting

ise/admin#

%l 3

ise/admin# pep set loglevel 0O
ise/admin#

show pep loglevel =+ > N loglevel #F& R~ L £,

ise/admin# show pep loglevel
INFO
ise/admin#

Bl 4

ise/admin# pep switch into-pep

Do you really want to switch into Inline PEP persona? (y/n): y
Switch into IPEP needs restart. Proceed? (y/n): y

Broadcast message from root (pts/2) (Thu Jan 19 09:20:57 2012):
ise/admin#

OL-25541-01-J |



| #4188 A CiscoISEavw> F JI7L>YR

B DEE

EXECav>F M

V7= ot o2 ) — RORELZMRT 2I21L. show application status ise =~ > FZETL
F9, BHFY J— RixY 7 — bEIZ Inline Posture —E A& FATT D L 91270 £7,

ise/admin# show application status ise

Inline PEP click kernel module is loaded.

Inline PEP runtime java application is running,PID=25364.
ise/admin#

)

ise/admin# pep switch outof-pep

Broadcast message from root (pts/0) (Wed Oct 13 09:03:10 2010) :
The system is going down for reboot NOW!

ise/admin#

Y 7 — % @ Inline Posture / — RO E % 783 5121, show application status ise =~ > N4 3
TLET, /— NIV 7—hRIZER, T=% V7, BRI v—H—E R B— L EAX KT
ny J—=RELTETTLLIICARY £,

ise/admin# show application status ise

ISE Database listener is running, PID: 3057

ISE Database is running, number of processes: 27
ISE Application Server is running, PID: 3357

ISE M&T Session Database is running, PID: 2858
ISE M&T Log Collector is running, PID: 3378

ISE M&T Log Processor is running, PID: 3422

ISE M&T Alert Process is running, PID: 3467

ise/admin#
= B
show pep Inline Posture / — ROE@RAERRFLET,

VE—F VAT L DR IPvE X v b T — 27 #2513, EXEC £— R T ping 2~ >
REEALET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

ping UE—hIP 7 KL RIZping F/TT D~ R,

ip-address PING 2 F/TTH VAT LD IP 7 RL A, ik 32 LFOHEKT %P H— b
LET,

hostname PING #FEITT HV AT LADKRA MM, K32 XFORKF 2 FR— L
E

df Ny b 73707 —a T AT,

af Ry b TITAT =y a v ERIETAEAE., e LICHEEL, v—
ANy N T T 7 A M 586152, DF #RELZRWEEIT3 I
fBELET,

packetsize PING /%4 v hDW A X,

packetsize PING X% v h®DH A X% 0 ~ 65507 OFFHTHEL T,
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pingcount PING = =2 —ZRDHL,

pingcount PING = a—ZRDOH% 1 ~ 10 OFHETHELET,
TI+INE T 7 AN S OBEREITH Y ER AL
avwv kR E—F EXEC

BAEDAA F54Y  ping 2~ KiE, =a—8R 7y 27 RLRICKE LT, &2 HE9. PING H1EX, &2
F D RZAOEHENE, NAOBIE, FA MIEGERGENE ) NEFHIT 5 DICENLHE T,

11 ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.
18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms

--- 172.16.0.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2

ise/admin#
BEa<o R avyk HIL:]
ping6 UE—k IPv6 7 L AIC ping /T LET,

ping6
IPv4 ping L [A#i12, EXEC &— FCIPv6 pingé =~ > F&fH L £1,

ping6 {ip-address | hostname} [GigabitEthernet 0-3][packetsize packetsize] [pingcount

pingcount]
O ;] ping UE— K IPv6 7 RL AIZ ping & F{7F 22~ K,

ip-address PING #E1T9T 5L AT LD IP 7 FL A, K 64 LFOEE T %I HR— b
LET,

hostname PING #FEITTHV AT LDKRA MM, kK 64 XFOIREF %2 FR—FL
ESr RN

GigabitEthernet f—YV Ry N A FZ—T (A,

0-3 A —H %y b Ao H—T = A RN ET

packetsize PING /7 v FDH A X,

packetsize PING "7 v O A X% 0 ~ 65507 OFFETHE L 7,

pingcount PING = = —ZRDHL,

pingcount PING == —ZRD¥H% 1 ~ 10 O THEELET.
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ARURTIENE T 7 0 FOBEREITH Y FE A,

avY kR ®E—F EXEC

BRLEDHA FS1Y IPv6 ping6 =~ > NiX, 7 FLRIZ=a—BR ATy hEXE L, ISELRFHET, PING HAik, &
A DSOS ZAOEEM, NADBRIE, AR MIBEFEATRENE O D a2 T 2 D& H £ T,

IPv6 ping6 =~ > NIZBEF D IPv4 ping =~ > FEFABIL TWE T, ping6 =~ FiX, IPv4 ping ®
T AT —=vay (IPvadf) A7 v a2 HR—FLTWEEAR, A I =T = ZADFT
TarvOREIITAET, AVE—T A A FTTvaviE, B E—T oA ABRFOY 7 m—
T KRR LU EERIZESL S £, packetsize 3 L O pingcount 47> = L [Pv4 2= K &[]
FRICHERE L £ 7

il Bl 1

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:da05 eth0: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=3 ttl=64 time=0.065 ms

--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3118ms
rtt min/avg/max/mdev = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#

#l 2

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10
pingcount 2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:da05 eth0: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=0 ttl=64 time=0.073 ms
18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.073 ms

--— 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1040ms
rtt min/avg/max/mdev = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#
P i=iedN S avwyvk L]
ping UE—hIP 7 KL AT ping ZFEITLET,
reload
CiscOISEANL—FT 4 7 A7 5% Y r— RFT2521%, EXEC E— RNTreload 2~ FEEHL
ij‘o
reload

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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DA
T4+
avy Rk E—F

BERLEDHA I

i

BEgEa<w K

G F—U—NIdH Y A,

77 # v b OBEREIEDH D EE A

EXEC

reload =~ KiZv AT 6%V uo—KLET, a7 4Xal—ra U FERE 77 A VITAN LT,
CLI TR AZ—RT vy a7 4 X2 b —g AlEfTFar 74 ¥ab—va U REL,
Web BHla—H f L F—T x4 A2A vy a VITHEERTFLIZE T, reload 2~ FEFERLET,
reload =2~ FEZ AT DHNZ, CiscoISE N, Ny 77 v 7 Hix, {1 VA=), Tv7TL—
. F7I3HIBREBREEZEZITL W RN Z & 2R LEd, Cisco ISE NN DWW NNDOEMEETT-
TWaHIZ reload 2~ RE2FTTHE, ROVWTANDEEA v —UNRRINET,

WARNING: A backup or restore is currently in progress! Continue with reload?

WARNING: An install/upgrade/remove is currently in progress! Continue with reload?
INHEDONTNNOEENRTINTZSGE, VAT LAEWERE T 2121% Yes & AL, TR T %
Fy AT HITIE N EATNLET,

reload =~ > FOMARKIZC 0 ANRET SN TOVRWES, FHIEFRRINLELE A v —J128
CLTYes EANTHE, CiscolSEIZL ST, ROAT v a  ixtd o5z bivET,

Do you want to save the current configuration?
Yes E AL T, BEfFD CiscoISE 2> 7 4 X a b— a3 VEREFELE T, Cisco ISE 1ZiE, KD A v
T—UNERRINET,

Saved the running configuration to startup successfully

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#
avwyk EL
halt CAFLAET =TI LET,

l_ Cisco Identity Services Engine Release 1.1.xCLI Y 27 LY R K4 F
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restore

B DEE

T2+

avwv kR E—F

HHEDHA K51y

3l

EXECav>F M

HiElO ARy 77 v FHETT HI21E, EXEC £— R Trestore =~ R&fif Lx4, EoifEx
Cisco ISE 7215 T72 <, Cisco ADE OS IZB§9 2557 —# HEm L E 7, CiscoISE DHDT 7'V ir— =
VT —=FOURIDONY 7T v BT H12iE, EXEC £— KT application =~ > K% restore =~
VRICEBMUET, ZOBELXHIRT ICIE, Zoa~vr Rono BUEFERALET,

Cisco ISE 77U r—3 3 & Cisco ADEOS IZ T 27— % 2t Hi12i%, koa<wr REMiHL

ij‘o

restore filename repository repository-name encryption-key hash | plain encryption-key name

CiscoISE 77V r—v a3 VORI T 57T —Z 2E LT 21203, ROa~vr FeEHLET,

restore filename repository repository-name application application-name encryption-key hash |
plain encryption-key name

restore AT AEFEITTT A av R,
filename VR NVICHEET DRI T T T7ANDT 7 A VH, ik 120 XF
DOFHFEYR—MLET,
GE) 77ANLDR%IT, targpg L W OILRT 2T 2 0ENRH Y £
(myfile.tar.gpg 72 &),
repository repository 2> K,

repository-name

Ny 7Ty TPBETT DU AT b OAH,

application

application =¥ K,

application name

BT 2T 7V r—yay T=2 0401, K255 XTFORM T2 T R—
FLETS

encryption-key

B, "y /T v 72ERTH—VEROHSF—2HEELET,

hash

Ny 2T T HELTDHEODO NNy v 2 SNTREEX—, encrypted (/v
TaxtR) Bl —E2FNICkRITTHRELET, KK 40 XFETHR—
FLET,

plain

Ry T v FERTHEZDOTL—r T A MO E%—, unencrypted
TL—r TXRRAMESFF—EENICHETTRELET, KK 15 XFETY
A—rLZET,

encryption-key name

hash | plain P TS F—ZHEELE T,

T 7 4V N OBEMEREIRDH U /A,

EXEC

Cisco ISE Trestore =2~ F&#HHT 5 &, Cisco ISE H— A HENEJICFEEN L £,
T—F OB T, BEX—13 A7 a v TT, BEXF—2HELRDSTURIONy 7T v 7T D

JTLEYR— T D7D,

5 b —72 L C restore =~ > R&EfEHATx £7,

ise/admin# restore mybackup-100818-1502.tar.gpg repository myrepository application ise
encryption-key plain Labl2345
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Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes

Initiating restore. Please wait...

ISE application restore is in progress.

This process could take several minutes. Please wait...

Stopping ISE Application Server...

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Alert Process...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Alert Process...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin#
BREav VR avwrk B

backup Ny 77 v 7 (Cisco ISE & Cisco ADE OS) #F(TL T, £D v
ToTEIVRY NVITRTFELET,

backup-logs VAT AT BNy I T v T LET,

repository Ry T o T EBRETHEOICVARY MY H7E—KRIZAYET,

show repository BEDYRY N IChLEH TR Sy 7T v T T AL ERRLE
‘d—o

show backup history VAT LDONy 7Ty TEREEERRLET,

rmdir

WEDOT 4 L7 MU ZHIBRT 5I2i%, EXEC E— FTrmdir =~ > R&H L £,

rmdir word

EXDHNA rmdir BFEOTF 4 L7 U RHIBRT a2~ R,

word F4L s ML, K80 LFEDOWERFEEYR—FLET,
T4+ T 7 4V h OEHERLEIESH D T A,
avv R E—F EXEC

BEREDAL T4 2L,

| ise/admin# mkdir disk:/test
ise/admin# dir

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

4096 May 07 2010 12:26:04 test/

Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#

ise/admin# rmdir disk:/test
ise/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available

ise/admin#
EEa<TUF avwv kR A
dir Cisco I[SEh—NED7 7 A VE—BRRLET,
mkdir FHLWT 4 L7 MY EERLET,
show
FAT VAT AOEHRERRT H121E, EXEC E— R Tshow 2~ REMHEH L E3, show 2~ Rif,
Cisco ISE REDERIMHEATH, KbERLa~vr Ko 1 2T,
#* A30a~wr REFERTIEAEIL. 72 & 213 show application status @ X 912, show =~ KD
BIZXF—T— REBETILENDY £9, —#D show =~ K TIL, show application version ®
Lo, ¥F—U—ROBRIBIHMETLIEHERET HLERH Y £7,
F TP Cisco ISE show =~ ROFEHMMT OV TIE, lshow 2~ F] (P.A-59) BB T &
AN
show keyword
BX DA # A-3 TiE, show 2~ > FOEKEZRLET,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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A-48

EXEC a<w > F

& A-3 show a7 > FOEH
avy k! iR
application AVAR—=LENTWET AU r—3 g ST HER (A7 —F X HFHP

(F—1U — RpH)?2

RNeva AR E) #FRLET

backup
(F—U— R L)

Ny 7T v ZICET DI mER R LET,

cdp
(F—U— RPE)

A F—7 V72 Cisco Discovery Protocol (CDP) A > ¥ —7 = A AZBET 51
WaRRLET,

clock

AT LRFEHORE R, BAT BRI B, BEXOFEZ RN LET,

cpu CPU fF#E £ R LET,

disks FURI DT 7 AN AT AEREERLET,

interface Cisco ADE OS TRESNZT R TOA v ¥ —7 = A ADHFatHEREF R L
E3 N

logging VAT AOuX U TIERER R LET,

(10— RS LE)

logins

(10— RS LE)

VAT LADOuTA VIEREFRLET,

memory

FITTDFT_RTOF AL AEVEHELE R LET,

ntp Fv b= Z AL Fuhalk (NTP) ODAT—=F A e&RrLET,
ports TIT 4T IRAR— b eZETLHT_RTOTrEAZRRLET,
process Cisco ISE V=7 77 4 77 uw ACET L ERELRRLET,
repository BEDUR NIOT77ANVONEERRLET,

(F—T— R

restore

(F— 10— R LE)

Cisco ISE — Ot s £ R LET,

running-config

Cisco ISE ' —NOBREDETa Ly 74X alb—vay 77 A IVONKTEE
RLET,

startup-config

CiscoISEV—_"DAX— T v a7 4 X2l —2a  VONFEFERL
7,

tech-support

FEZ#E T2 & &2, TAC ICREAER I AT AMERB L2 7 4 F 2
L—ya UERERRLET,

terminal BIEOWMERERROME L 7 4 ¥al—ay RFTA—FOREICHET AE
WERTLET,

timezone Cisco ISE — OB #i 2R LE T,

timezones Cisco ISE — N CHEHATREZe T R CTORFHEIH 2 R R L E T,

udi Cisco ISE @ Unique Device Identifier (UDI) (23 A FEHMEERRLET,

uptime B A LTV AT ABNREL THDOB@RMEFRRLET,

users BWEe 74 LTnbda—HFol#RER R LET,

version A VA= LENTWET I r—a O —2 g BT3B REER

l_/\i‘j‘()
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TIHILE

™.

H
I

™.

avy

BERLEDAL FF1Y

5
ssh
~
GE)
B\ DA
TI7AIEb

avwv kR E—F

EXECav>F M

. ZoRCHDLa~y FEERATHAE. 72 & 2 1E show application @ X 5 (2, show =~ FOFZICF—T— ]
ERETHILERD D T,

2. —#® show =2~ K Ti, show application version ® X 52, F—V— FOBRICHEE 3L E2EET 24
EWRHYET, ZDshow 2~ Rk, VAT AZA VA R— AL ERTWETFY r—arOnR— 3 U ERR
L¥7 ([show application] (P.A-60) &%),

T 7 0 FOBEREITH Y A,

EXEC

TRTO show 2~ Ri%, HRET A0 < Eb 1 DOF—TU— RAKLETT,

ise/admin# show application

<name> <Description>
ise Cisco Identity Services Engine
ise/admin#

VE—hK VAT AERBlbESNTZEy v a v 2T 51213, EXECE— R Tssh a~> RaffL
iﬁ‘o

ZM=v R, Admin TH Operator (—%) THHEATEET (£ 1-1 23H),

ssh [ip-address | hostname] username port [number] version [1 | 2] delete hostkey word

ssh JE—F YATF AT LENTEY Yy v a v 2 RBIT 57200 a~ 2 |,

ip-address VE—hF YATLDIP 7 LR, K64 XFORETFEYR—FLET,

hostname UE—F VAT ADKRA M, K 64 XTO¥MTEIR—FLET,

username SSH#A#MNMLTus A LTnWba—HFoa—H4,

port [number] EE) VE—F AR FOHFLTHR— FEZEZRLET, 0~ 65535 Ofi
FCTHELET, T 74/ ME22 TF,

version [1 | 2] (ER) N—Yar&EaerLET, 7741 ME2 TT,

delete hostkey BEEDFRARND SSH 7 4 H—7V v NEHIBRLE T,

word UE—hK VAT LD IPvE 7 RLAETIIARA MM, K 64 SUTFOHET
EYHR—FLET,

T4E—T N,

EXEC (Admin %72/ Operator)

| oL-25541-01-J
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WM ExeEca<>F

HEREDHA K51

3l

tech

WX DA

T2+

avwv kR E—F

HHEDHA K51V

i

ssh 2~ R, VAT 20580 ) F—h VAT LAFERIEV =N, BEBK L ST Bki & i
LET, ZoBEkL. HERAEELEND SAE2RNT Telnet ©7 W ~ 3w L R & FRE DR % 12
LFEF, SSHZ 747 ME, SBAEB IO BLICEY, FEXFa TRy b= ETEX 2T
REBENTEET,

Bl 1

ise/admin# ssh isel admin
admin@isel's password:
Last login: Wed Jul 11 05:53:20 2008 from ise.cisco.com

isel/admin#

#l 2

ise/admin# ssh delete host ise
ise/admin#

BRIy NV =27 A B =T 2 A ATIIT T4 v 72X 7T 51213, EXEC £— FTtech =+
Y REHEALET,

tech dumptcp <0-3> count <package count>

tech TAC 2~ K

dumptcp A= VIZTCP Ny =% X7 45a~vr R,

0-3 EHEY hA—H Ry b A F—T A ZDFE (0~3),

count BRRAN T —VHERELET, 7740 MIEENTT @R L),
package count 1~10000 Z#HRK—FLET,

TA4E—T N,

EXEC

tech dumptcp @ Hi71C bad udp cksum OEERNR R INZHAIL. BEORK TIERWEARH Y £
7, tech dumptep =~ > RiZ, A —¥ Ry b w1707 vy d 2N L TRTTDHHEIC, BE Ty
FERRET, BHOA—V Ry b FyTIRESAT Y NOF =y 7 HLEFHRELETH, A3 —
TAT VATAE YT I 2T DAZ y ZITFETLEEA, LIcdo T, BE/N7 > 2 bad udp
cksum & LTEEEND I LIXEF TEH Y HA,

ise-201/admin# tech dumptcp 0 count 30

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on eth0O, link-type EN1OMB (Ethernet), capture size 96 bytes
10:27:32.923319 IP (tos 0x10, ttl 64, id 1377, offset 0, flags [DF], proto: TCP (6),
length: 92) 10.77.122.201.22 > 10.77.204.132.3142: P 165

l_ Cisco Identity Services Engine Release 1.1.xCLI Y 27 LY R K4 F
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EXECav>F M

9025089:1659025141 (52) ack 793752673 win 12144

10:27:32.923613 IP (tos 0x10, ttl 64, id 1378, offset 0, flags [DF], proto: TCP (6),
length: 156) 10.77.122.201.22 > 10.77.204.132.3142: P 52

:168(116) ack 1 win 12144

10:27:32.940203 IP (tos 0x0, ttl 55, id 12075, offset 0, flags [nonel], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.43876:

13150 NXDomain* g: AAAA? ise-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:32.952693 IP (tos 0x0, ttl 119, id 52324, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.204.132.3142 > 10.77.122.201.22: ., ck
sum 0x4ed3 (correct), 1:1(0) ack 168 win 64192
10:27:33.201646 IP (tos 0x0, ttl 64, id 39209, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.50340 > 72.163.128.140.53: [b
ad udp cksum b8a2!] 49140+ AAAA? ise-201.cisco.com. (35)
10:27:33.226571 IP (tos 0x0, ttl 55, id 26568, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.50340:

49140 NXDomain* g: AAAA? ise-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:33.415173 IP (tos 0x0, ttl 64, id 39423, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.56578 > 72.163.128.140.53: [b
ad udp cksum 8854!] 62918+ AAAA? ise-201.cisco.com. (35)
10:27:33.453429 IP (tos 0x0, ttl 55, id 12076, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.56578:

62918 NXDomain* g: AAAA? ise-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:33.579551 arp who-has 10.77.122.120 tell 10.77.122.250
10:27:33.741303 IP (tos O0x0, ttl 128, id 21433, offset 0, flags [DF], proto: UDP (17),
length: 306) 0.0.0.0.68 > 255.255.255.255.67: BOOTP/DHC
P, Request from e4:1£:13:77:13:34, length: 278, xid:0x1377f72b, flags: [Broadcast]
(0x8000)

Client Ethernet Address: e4:1f:13:77:13:34 [|bootp]
10:27:33.788119 IP (tos 0x0, ttl 64, id 39796, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.43779 > 72.163.128.140.53: [b
ad udp cksum 2ffc!] 32798+ AAAA? ise-201.cisco.com. (35)
10:27:33.812961 IP (tos 0x0, ttl 55, id 26569, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.43779:

32798 NXDomain* g: AAAA? ise-20l1.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:34.003769 IP (tos 0x0, ttl 64, id 40011, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.23267 > 72.163.128.140.53: [b
ad udp cksum 2e85!] 18240+ AAAA? ise-201.cisco.com. (35)
10:27:34.038636 IP (tos 0x0, ttl 55, id 26570, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.23267:

18240 NXDomain* g: AAAA? ise-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:34.579054 arp who-has 10.77.122.120 tell 10.77.122.250
10:27:34.927369 arp who-has 10.77.122.42 tell 10.77.122.40
10:27:35.727151 IP (tos 0x0, ttl 255, id 64860, offset 0, flags [none], proto: UDP (17),
length: 317) 0.0.0.0.68 > 255.255.255.255.67: BOOTP/D
HCP, Request from 3c:df:1e:58:0f:c0, length: 289, xid:0x161504, flags: [Broadcast]
(0x8000)

Client Ethernet Address: 3c:df:1e:58:0f:c0 [|bootp]
10:27:36.190658 CDPv2, ttl: 180s, checksum: 692 (unverified), length 384
Device-ID (0x01), length: 12 bytes: 'hydO4-lab-SW'([|cdp]

30 packets captured

30 packets received by filter
0 packets dropped by kernel
ise-201/admin#

telnet

Telnet Z# ¥R — b L TCWNHHRA MZa 7 A 3 5I21%, Operator (=—) F7=1X EXEC £— KT
telnet =~ > REMHEHALE T,

telnet [ip-address | hostname] port number

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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WM ExeEca<>F

BX DA telnet Telnet # 4R — b+ DK A Mca s/ A +5avr R,
ip-address UE—K YATLDIP 7 FL A, K 64 XFORBFEYR—FLET,
hostname VE—h VAT LADKRA MM, K64 XFOFHFEYR—FLET,
port number L) VE—F RRX NOFLETHR—FHKSE2FLET, 0~ 65,535 O

PCHELET,

T4k T 74 b OBEREITH Y EE A,

avv Kk E—F Operator
EXEC

BEREDAL T4 2L,

11 ise/admin# telnet 172.16.0.11 port 23
ise.cisco.com login: admin
password:
Last login: Mon Jul 2 08:45:24 on ttySO
ise/admin#

terminal length

BHED Y v v a o TOBAED KRB OITHZ R ET 5121%. EXEC £— FT terminal length =1~ >~
REFHEHALET,

terminal length integer

BX iR terminal WRERRONRT A= ERETDHa< N,
length BEOE Y Y a v OBAOHKE I OITRERET 22~ K,
integer WO TE, 0~ SIL{TOHMPETHELET, 0 2I5ET5 &, HAUBETREM
TO—WHEIERT 4 BE—T V27 £7,

FI+IEF 24 1T

T
H
I
™.

avry EXEC

ERLDHA F54 A7 L3 length OEZ N L <, EE@EHEOH AR —FHEIE$ 57 4 I 72 RELET,

11 ise/admin# terminal length 0
ise/admin#

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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EXECav>F M

terminal session-timeout

TRCOE® Yy a NIRTHEFE S A LT 7 FERET H121E. EXEC £— R T terminal
session-timeout =~ > NZfEH L £9,

terminal session-timeout minutes

B DA terminal IAREBRODNRT A =2 ERET DA~ R,
session-timeout TRTOB Y arnbIET 7T 4 THMEZRETDLa~ R,
minutes EEN X A LT 0 MO ERERELET, AL, 0~ 525,600 T
T, Br (0) ZHETDEXALT T INBT 4 B—=TNMITHRD ET,

T4+ 30 %

T
H
I
™.

avr EXEC

ERALEDAHS RS54y terminal session-timeout =~ > REZ P o ZRETDHE, ¥4 LTV MBRREINERA,

W] ise/admin# terminal session-timeout 40
ise/admin#
BEa<U R avwy kR HTL:)]

terminal session-welcome VAT TA T EHETRTOZ—WITRREINDHPHIA v E—
ZZ“/X%AcunXﬁELij—

terminal session-welcome

VAT AR TA T HTRTOZ—FIZERRINDIV AN A=V % VAT AMIFRET DI
1Z. EXEC & — KT terminal session-welcome =~ R&{#HEH L E 5,

terminal session-welcome string

EBX DA terminal WREFRONRT A =R EFRET DA~ R,
session-welcome AT AN TA T HTRTOL—PICERIND T =)V A
A=V EVATAIERET DR,
string VI A v —, KK 2,048 LFOWEHTEYR—FLET,
T+ T 7 4 FOERHIZH D /A,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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WM ExeEca<>F

avwv kR E—F EXEC

BEREDASA FS4Y 2,048 LFRIBOA vy B =TV EIFELET,

ﬂm ise/admin# terminal session-welcome Welcome
ise/admin#
BEa<w ok avwyk HTL:)]
terminal session-timeout FTRTCOEy g LT, EIEEHXY A LT T F2RELET,

terminal terminal-type

BIEOE Y Y g COBIEDOERICHESE SN DMED Z A4 FE2IEET 512iL, EXEC &— R T terminal
terminal-type =~ > K& L E T,

terminal terminal-type type

X DA terminal UWRERRDONT A =X R ETDHa~v R,
terminal-type PR SNTOWBIMERD I A TEAEET D~ R, 7 4/L hOHER
XA 71X VT100 T1,
type WARDARIE XA T EER L, TOY—ERAOX A T HEMETHHE R
MZEpmRkraro—a U EFALET, KK 80 LFDIHF
EYHAR—FLET,

FI+IEF VT100

T
H
I
™.

avy EXEC

FRALEDAHS RS54y F 7/ FDVTLI00 & RARDBE, RLA TERLET,

11 ise/admin# terminal terminal-type vt220
ise/admin#

traceroute

Ry RDBSEFEDOT RLRICEFE SN D & ZICEBEICED V— M EBRET 5121, EXEC £— KT
traceroute =~ RZ&2ffH L £7,

traceroute [ip-address | hostname]
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DA
T4+
avv Rk E—F

BEREDHL FF1

3l

undebug

BX DA

EXECav>F M

traceroute ST RUASNDONRT Y FO)— M EKRHETHa~w R,
ip-address UE—F VATADIP 7 RV R, K32 XFOEKFEIR—MLET,
hostname VE—F VAT ADKA M, K32 XFOFEHRTEFR—FLET,

T 7 a0 bOBEREIZH Y EH A,

EXEC

L,

ise/admin# traceroute 172.16.0.11
traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#

TRy TR T 4 E— 7T B I2iE. EXEC T— FTundebug =~ &AL £,

undebug {all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp |
system | transfer | user | utils}

undebug Cisco ISE W=D S £ X ERWEOMMNAEZT 4+ E—7NMICTDa~v R,
all FTRCOT A T %T 4 —T M LET,
application TV = ary Ty A,

o qll: TRTOT N ITHNET =T N LET,

e install : TV r—ar DA VA N—ADTFRNy THIE2TF 12—
M LET,

o operation : 77V r—va VEMEDT Ny SN ET 4 E—T L
ij‘o

o uninstall : 77V r—2a DT A LVAN=NLDT RNy THNET 4
=7z LET,

| oL-25541-01-J
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EXEC a<w > F

backup-restore

TrANEN T o T BIOMITLLET,

e all: RNy I Ty TBIOMMERT, IXTCOT NNy ITHNET 1 2—7
MZLET,

o backup : Ny IV T v TBLIOETLT, Ny I T T OT Ny T %
T4 =T LET,

e backup-logs : Ny 7T v TRBIOEILT, Nv I T v 7 arloO7F Ry
THNET 4 8—T I LET,

o history : Ny 7T v TBIMERLT, BREOT ANy FHIhET 4+ —
T LET,

e restore: Ny I T v T BIOEILT, BT Ny SN ET 4 —7

CLET,

cdp Cisco Discovery Protocol (CDP) =27 4 F¥alb—Tay 774/,
e all : ¥T® Cisco Discovery Protocol 2> 7 4 ¥ a2 b —va D7
Ny TWHhET 4 E—7 I LET,
» config : Cisco Discovery Protocol D> 7 4 Fal— a DT/ \y
THNET 4 8—T VI LET,
e infra : Cisco Discovery Protocol DA > 7 T A N7 7 F v DT Ny I H
HhuET 14—z LET,
config HET 7 A,
e aqll : T RTCHOaLy 7 4Fal—2arOFRNy I HITET 1+ &8—7 L
W LET,
o backup : NI T v T AT 4 FXalb—a DTNy TN ET 4
t—7 i LET,
e clock: 7a vy a7 4 Xal—va Oy ISHhET & —7
LIZLET,
e infra: AT AKX 2L —ar AV TITARNTIFXYOT NNy THT)
AT 4e—T M LET,
o fkron: avwr KA Va—F arg4Xal—varoFy M
AT 4 =T N LET,
o network: Fv NU—2 a7 4 Xal—a DTNy ITHNET 4
t—7 i LET,
e repository : YARTY M) a7 4 X al—varOT A Ay ITHAET 4
-7 LET,
e service: W—ER a7 4 X2l —arOF R ITHIET 4 E—
T LET,
copy aE— av K,
icmp ICMP a2 —jp&Dar 7 4 Falb—al,
all .| ICMP =a— |54 Dar 7 4 X2l —val DT _XTOT Ny 7 HT
ET 4= NI LET, 0~ TOMTLLEZRELET, 0 FEK, 7
ET_XTERLET,
locks Vy—2uayFxJ,

o qll . TRTODY Y —Z2ByXLTOF Ny THHET 42— 11T L
iﬁ‘o

o file: 77 AN v yX L TOT Ny TN ET 4 =T VT LET,
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EXECav>F M

logging a¥Xy s ary74Xalb—vary JrA,
all : axXo 7 a7 4 Xa L —2a DT XRCOTARN ITHITET 4 &—
T LET,

snmp SNMP =27 4 FXalb— gy 77 A,
all : SNMP 2227 4 X2l —3a O3 _XRTOT Ay I HhET 4 &®8—7
Mz LET,

system VAT LT 7 A,
o all : TRTDODVAT L TZ7ANVDT NNy THN%ET 4 E—7 M LE

S

o id: VAT AID OT Ny ITHI%ET 4 2—TMIZLET,

o info: VAT AEROT AR THNET =T NI LET,

o init: VAT LAOPIULDOT Ny TN ET 4 E—T NI LET,

transfer 7 7 A VERIE,

user o—EE,

o qll: TRTO2—YWEHOT Ny FHNWET 4 =T N LET,

e password-policy : /XA T — KKV o—Da—HFEBROT Ny T 1%
Fa4v—T NI LET,

utils a—FT 4 VT4 a7 4FXal—ary TrAI,

all : T_XTO2—T 4 VT 4 a7 4 X2 l—varO7F Xy I7HN%

Fav—T NI LET,

FI4I+ T 7 4V OEELEIESH D THA,

T
H
I
™.

avry EXEC

HEREDHA K51 2L,

11 ise/admin# undebug all

ise/admin#
BEaT YR avwyk BREA

debug vy RRBOT T — 72134 Ry b2 FRLET,
write

CiscOISE—RN arv 74 Xalb—varrat’— FoR, FHEMEETIICE. @R ERETEL
T EXEC &— RT write =<2 FZFEHALET,

write {erase | memory | terminal}

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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WM ExeEca<>F

B niRHA write FITFOV AT AOFEREEZX ALK,
erase AR =K Ty a7 4 Fal—ary2ELET, 2047 3 Ui,
Cisco ISE TlET 4 —7 L Td,
memory FiTar7 4 FXal—rarid AX—KNT v a7 ¥al—r gy
iZabe—LFE9,
terminal FEfFary 74 Fal—varrkaryy—rar—_LrFE T,
TIAILE T 7 N OBEREITH Y EH A,
avv kR E—F EXEC

EREDHA KS1Y erase A7 a b 2D write A~y REHIZFEHT 52 £13, CiscolSE TF 4 B—7 NMIZ72> T E
ERS
erase 47> a & write a2 REHHEHT D L. CiscoISEIZRODTT — A vt —TU52FKRLE
ERS

% Warning: 'write erase' functionality has been disabled by application: ise

i Bl 1

ise/admin# write memory
Generating configuration...
ise/admin#

Bl 2

ise/admin# write terminal

Generating configuration...
|

hostname ise

!

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 10.201.2.121 255.255.255.0
ipv6é address autoconfig

|

interface GigabitEthernet 1
shutdown

|

interface GigabitEthernet 2
shutdown

|

interface GigabitEthernet 3
shutdown

ip name-server 171.68.226.120
!

ip default-gateway 10.201.2.1
|

clock timezone UTC
|

ntp server clock.cisco.com

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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| #4188 A CiscoISEavw> F JI7L>YR

showav>rF W

username admin password hash $1$6yQQaFXM$UBgbp79ggDlbG3kpExywwZ0 role admin

|

service sshd

!

repository myrepository
url disk:

user admin password hash 2b50ca94445£240£491e077b5£49fa0375942£38

|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0
|

icmp echo on
|

ise/admin#

show a<> K

ZZi2lE. % show o~ RRERESN, A, o~ FoEx, FHEOTA FIA4 2. BIOHAH

BIOMHRBMANZTENLTVET,

F A4, ZOfETEET S EXEC E— RO Show 2> FO—E AR LET,

& A4 EXEC Show a7 > FO—&

* show application

e show backup history
e show cdp

e show clock

e show cpu

* show disks

¢ show icmp-status

¢ show interface

show logins
show memory
show ntp

show pep

show ports
show process
show repository

show restore

show inventory

show logging

¢ show running-config

¢ show startup-config

show tech-support
show terminal
show timezone
show timezones
show udi

show uptime
show users

show version

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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fi8% A CiscoISEa=wvF UI7LrR |

| showa<w o K

show application

VAT LHIIA VARV ENTWET TV r—vay Ror—yo7 ) r—va UiEREFRRTS
(21, EXEC % — KT show application =~ > N&#H L £,

show application [status | version [app name]]

EXX DR show application

CiscoISE 77U r—va v EHRea R+ oa~ 2 K,

status

A UVAR=NLENRTWET TV r— g DAT—H AR RLET,

version

A VAP=NLENTWET TV r— a3 (CiscolSE) o7 7V r—v 3
UR—=Ta UBREREINET,

app_name

ALAF=LENTWET F U r—3 9 DLHI,

HE 7255
o begin: —ET D N\F—r, BR80 LFOFHFEIR—bFLET,

o count: BT E v M LET, HEE count DRI T ZBML
7,

| - BRI 5 (R A-5 220,

o end: ECTBITTHT LET, Bk 80 XFORMFE A L
\?AO

o exclude : —BT HITHERNA LT, &K 80 XFDHRETEIFR— L
9,

o include : =T 21T EHET, K80 LFORKTEVFR—FLE
7,

o last: WO OEBOEITEFR R LT, HiE last OBRICETEBMLE
9, 801TETERTEET, T 74/ M 10 TT,

| A ERIF 25 (R A-5 220,

& A5 Count F =1 Last O H HEMHFER

H i fifi 128 4%
o begin: —HTH/H—r, K80 XFOFHFEYR—FLET,
o count: BIDOITEE I D N LET, HIE count DEIZHTEBML

*7,
|« HOHESR T 258K,
o end: —BTHITTHRTLET, MK XLFORKTFEYR—FLE
‘j_o

o exclude : —BT HITHERANLE T, &K 80 XFDHRKTEFFR—FL
i‘j‘o

o include : —E T T2 EHET, K80 LFDRPFEYARN—FLE
‘j‘o

o last : WO OBRBEOEITA2F R LET, HiE last ORICETEZEBEML F
T, 80ITETHRTEET, T 74/ MF 10 TT,

| - HE T 255K
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| #4188 A CiscoISEavw> F JI7L>YR

showav>rF W

TIHILE T 7 4V h OBHERLEIEH D FHA,

avYkF ®E—F EXEC

HHEDHA K51V 7L,

Bl I 1
ise/admin# show application
<name> <Description>
ise Cisco Identity Services Engine
RootPatch Cisco ADE Root Patch
ise/admin#
i 2

ise/admin# show application version ise

Cisco Identity Services Engine
Version : 1.0.2.051

Build Date : Mon Aug 2 00:34:25 2010
Install Date : Thu Aug 5 17:48:49 2010

ise/admin#

%l 3

ise/admin# show application status ise

ISE Database listener is running, PID: 21096

ISE Database is running, number of processes: 27
ISE Application Server is running, PID: 21432
ISE M&T Session Database is running, PID: 21365
ISE M&T Log Collector is running, PID: 21468

ISE M&T Log Processor is running, PID: 21494

ISE M&T Alert Process is running, PID: 21524

ise/admin#
EEaTUF avwyF A
application configure TV r—varERELET,
application install TIVr—vary N RVEAL VA M=V LET,
application reset-config TTVr—vary ar7 s Xab—ya rE TGHAEOT 7 41 b
RECVEY PLET,
application reset-passwd BELEZa—YoOT7 )V r—ray RAU—FR2 ks hLET,
application remove TV = a VEAIBREIET VA A R— L LET,
application start TV = a v EEBELIEAA XTI LET,
application stop TV = a v EEIEERET =T VI LET,
application upgrade TV r—ary N RVET v —FRLET,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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fi8% A CiscoISEa=wvF UI7LrR |

| showa<w o K

show backup history

VAT LDN Y 7Ty TR EFTT 5121%, EXEC £ — F T show backup history =~ > F & fl
LET,

show backup history

B DA show backup Cisco ISE Ny 7 7 v FERELRTRTHa~v R,

history VAT AEDTRTONRY 7T v AT I BBEEREERLET,
T4 77 4V N OBERLEIZSH D FHA,
avY Rk E—F EXEC

HHEDHA K51V 7L,

Bl Bl 1
ise/admin# show backup history
Wed Aug 18 12:55:21 UTC 2010: backup logs logs-0718.tar.gz to repository fileserver007:
success
Wed Aug 18 12:55:53 UTC 2010: backup full-0718.tar.gpg to repository fileserver007:
success
ise/admin#

Bl 2

ise/admin# show backup history
backup history is empty

ise/admin#
BEgEa<w K avwy R EL

backup N 77 w7 (Cisco ISE & Cisco ADE OS) #E{FL T, DNy
I7 o TEIVRY FUICHRELET,

restore BEDVRY MVIZoWT, Z7ANVNEDONNy 7T v T HETTLE
‘é_o

repository Ry T o T EBRETHEOICVARY MY H7E—KRIZAD ET,

show repository BEDOVRY P VICHLMHARER NNy 77 v 77 A N EFRLE
7,

show cdp

A X —T W75 T 5 Cisco Discovery Protocol £ % —7 = A4 AZHT 21ERE R ART HITIL,
EXEC €®— K Cshowedp 2~ RZHFEHLET,

show cdp {all | neighbors}

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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| #4188 A CiscoISEavw> F JI7L>YR

showav>rF W

BX DA show cdp Cisco Discovery Protocol ® show =~ F&FRT5a<w2 R,
all A F—T N7 > T BT TD Cisco Discovery Protocol 1 v % —7 = A
A RALET,
neighbors Cisco Discovery Protocol - /S—% /R L E7,
TI+IE 77 40 F OBECEIESH Y A,
avv kK E—F EXEC
HERALDHL RS54 2L,
] %l 1

ise/admin# show cdp all

CDP protocol is enabled..

broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.

CDP is enabled on port GigabitEthernetO.

ise/admin#

Bl 2

ise/admin# show cdp neighbors

CDP Neighbor:
Local Interface
Device Type
Port
Address

CDP Neighbor: isexp-eswb

000c297840e5

GigabitEthernetO
ISE-1141VM-K9
ethO
172.23.90.114

Local Interface GigabitEthernetO
Device Type cisco WS-C3560E-24TD
Port GigabitEthernet0/5
Address 172.23.90.45

CDP Neighbor: 000c29e29926
Local Interface GigabitEthernetO
Device Type ISE-1141VM-K9
Port ethO
Address 172.23.90.115

CDP Neighbor:
Local Interface
Device Type
Port
Address

ise/admin#

000c290fba98

GigabitEthernetO
ISE-1141VM-K9
ethO
172.23.90.111

| oL-25541-01-J
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fi8% A CiscoISEa=wvF UI7LrR |

| showa<w o K

BEaT YR avwvFk

A

cdp holdtime

ZET NA ADRN—H BT ELo 72 Cisco Discovery Protocol /%
Ty NERETLETICENERE T ORMERELET,

cdp run

Cisco Discovery Protocol % A X —7/LIZ L E T,

cdp timer

Cisco ISE —/32% Cisco Discovery Protocol (CDP) &% 4155
LHEEFRELET,
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| #4188 A CiscoISEavw> F JI7L>YR

showav>rF W

show clock

VATFA YT MU T OFREIOER . AL BfF, FEHEL R, B R OEERRT D121 EXEC
F— N T showclock =~ > RAZFEHAL £,

show clock
BXDHH FIESLF—U— FiEb v £HA,
T4 77 4 b OBEREIESH D EE A
avv K E—F EXEC

HHEDHA FS51Y 7L,

i ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#

~

()  Loflo show clock D iz, e (UTC) £7213 7V = UEHRE (GMT), 5%
EHR, X— L —BEfNEEFNTWET (o L OREMEIZ OV T, A-84 B L A-85
R—=T D A-14. A-15. A-16 DEFRESR),

BEgEa< K avwy kR L]
clock FRHO VAT MEHERELET,

show cpu

CPU @A £ "7 5121, EXEC £— KT show cpu =~ > REHHALET,

show cpu [statistics] [|] [|]

BT show cpu CPU F#a &R Ha~v K,
statistics CPU #MEHEHMEZ R R LET,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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fi8% A CiscoISEa=wvF UI7LrR |

| showa<w o K

TIHILE

T
H
I
™.

avy

HHEDHA K51V

]

O E 7255
o begin: —HT O\ F—r, K80 LFOFHTFTEYR—FLET,

o count: BT E v M LET, HEE count D%ITET ZBML
7,

| - A EMIF 25 (R A-6 220,

o end: BT OITTRTLET, &A80 XFOHMTEYR— L%
\?AO

e exclude : —ET HITEBRA L ET, K 80 XFOHRETEFFR—FL
9,

o include : —ET 1T EHET, MK XFEDHEHMFEIFR—FLZE
7T

o last: HOOEBOEITEFE R LT, HiE last OBRICETEBMLE
9, 801TETERTEET, T 74/ M 10 TT,

| - AERIF 25 (& A-6 25 H),

% A6

Count £7=I1% Last DHHIEHFES

e 2%
o begin: —HTHF—1, HKBO XFOFEKEFEYAR—MLET,

e count: BI1DITEE I 7 P LET, HEE count DHRITETEIBML
9,

|« i Efn 724K,
o end: —ETHITTHRTLET, K80 LFORKFEYR—MLE

ﬁ—o

o exclude : —ETHITEBERAN L ET, K 80 LFOHRKTEIFR—FL
iﬁ‘o

e include : —ET T2 EDET, K80 LFORKTEVFR—FLE
7,

o last : W OEEOHATEZR R LET, B last DRIZEFZBEML
o 80TETERTE LT, 774/ I 10 TT,

|« HER T 25K

T 7 4V N OBERLEIZH U FH A,

EXEC

2L,

#l 1

ise/admin# show cpu
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| #4188 A CiscoISEavw> F JI7L>YR

BEgEa<w K

show disks

WX DA

processor: 0
model :
speed (MHz) :

Intel (R)
1861.914
cache size: 4096 KB

Xeon (R)

showav>rF W

CpPU E5320 @ 1.86GHz

ise/admin#

fil 2

ise/admin# show cpu statistics
user time: 265175
kernel time: 166835
idle time: 5356204
i/o wait time: 162676
irg time: 4055
ise/admin#

avwyk HIL:]
show disks TRTCOF A AT DV AT AEREFR T LET,

show memory

FERENTWAL AT A AEYDOEY AT A Fatk ABIcEzE R L
*7,

T AART DT 7 ANV AT LMEREFRRT HI121E, EXEC £— F T show disks =~ > F&EH L F 7,

show disks [|] [|]

show disks

FUATBIRNT AN AT AEREERT LIV

H E B2 %
o begin: —¥T D F—, R 80 LFOREKTFEYR—FLET,

count : BIIDITHE I T N LET, HEE count DRITETEEBML
i‘j—o

| O ER 2 (R AT 25 H),

end : —BT AT TR T LET, HK80 XFDOHEBFEFRN—FLF
R

exclude : =83 2172 LET, &K 80 XFOEKTEYFR— L
7,

include : =8+ 21T EHET, K80 LFOFHTFTEIR—FLZF
‘j‘o

last : WA OBRBEOEITEFR R L ET, HEE last ORI TEZBMLE
T, 801TETERTEET, T 74/ M 10 TT,

| O ER 22 (R AT 22 H),

| oL-25541-01-J
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fi8% A CiscoISEa=wvF UI7LrR |

| showa<w o K

= A7 Count £7Id Last DHABHFER

T4+

T
H
I
™.

avy

BEREDHL FF1

3l

| HI AT 2845
o begin: —HITHNNF—r, KRB0 XFOFEKEFEYR—FLET,
o count: BAIOIT¥AE v b LET, HEE count DRITET %280 L

E7,
|+ EHT 2R

e end: T HITTHRTLET, BHK80 XFOFEHFEYAR—FLE
R

o exclude : —E T HITHMANLE T, K 80 XFOEHFLYR— L
e

o include : BT HT2EZHET, KK 80 LFORMFEYRN—FLE
T

o ast: MOOEBEOEITEZERLET, HiE last DBRICHEFTZEBMLE
T, 80ITETCRARTEET, T 74/ ML 10 TH,

|« HER T 25K

T 7 a0 FOBEREIZH Y EHA,

EXEC

show disks =~ Rid, T4 A7 77 AN VAT LEGATZTT7 v 74— L TORYR—FENE
7,

ise/admin# show disks

temp. space 2% used (17828 of 988116)
disk: 3% used (143280 of 5944440)

Internal filesystems:
all internal filesystems have sufficient free space

ise/admin#

avw vk HTL:)]

show cpu CPU tE#aRRLET,

show memory FEHEINTWDEVAT A AFR)DEEZ VAT A Tk ABICERL
i‘?‘o
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| #4188 A CiscoISEavw> F JI7L>YR

showav>rF W

show icmp-status

AV E—Fy bHHIA vy E—Y Fa ha) (ICMP) =a— 8D ary 7 4 ¥ b—ya UEREERR
3 5121%, EXEC £— KT show icmp_status =~ > R&#HL £7,

show icmp_status {> file | |}

B DEREA show icmp_status Internet Control Message Protocol Echo & DR E/FME R RTH a2~
R,
> o5,
file ) (stdout) % U FA Lo T 57 7 A D4,

| B2~ K
o begin: —BTHNNF =, KRB0 XFOFEHFEYR—FLET,

o count: BT AE I b LET, HEE count DI T A BN L
i‘j_o

— | Al a~ R (R A8 Z5H),
o end: BV OITTRTLES, BK80 XTFOXRKTEY R—FLE

7,

o exclude : —ET DTN L ET, K 80 LFDOHET % VR — K
LET,

o include : =BT H1TH2EZOET, HK 80 LFDOHEHTAHAR—FLFE
7

o last: HAOEKOEKITEZE R L £, HiEE last DBICHTEBML £
T, 80ITETERTEET, T 74T 10 TT,

— | HAfEfiTa~>r R (F A8 22),

& A-8 Count E£7=I1% Last DHHIEMHFEH

| H & fifi T 284K
o begin: —ETHN\F—r, K80 LFOFKFEIKR—MLET,
o count: BT E DV M LET, HEE count DBIZETEBML

£7.
|« HIMER T 23,
. ;’fd D ET TR T LET, K80 TR T AT AR — M LE
o exclude : —ET DTSN L £, K 80 XFDOHREFT A AR — L
£7.
o include : =T 21T EZHET, KK LFOHEMFLYR—FLZE
¥

o Jast: HODOBEBOEITZFRLET, BHEE last ODBICHTA2BML £
T, 80fTETERTEET, T 74/ MMT 10 TT,

| o 285K
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fi8% A CiscoISEa=wvF UI7LrR |

| showa<w o K

TIFIE T 7 4V F OEHERLEITH D FHA,

avY Rk ®E—F EXEC

HHEDHA K51V 7L,

] #l1

ise/admin# show icmp_status
icmp echo response is turned on
ise/admin#

Bl 2

ise/admin# show icmp_status
icmp echo response is turned off

ise/admin#
BIEOTVF avwyv Rk §RBA
icmp echo A B —Fy M A v E—Y Fa han (ICMP) o= a—3sk%
BELET,

show interface

IPICRESNTWDA v F—T =2 ADAZ—PF LY T 4 AT —H A %KRT 51T EXEC £— T
show interface =~ FZfEH L £7,

show interface [GigabitEthernet] |

BX DA show interface o H—T o f AMERE BT D A F.
GigabitEthernet EHEw h f—HBFw b f o F—T 2 A A<0-3>% AN LET,
| HI A 7255

o begin: —ETDHN\F—r, FR80 LFOFHFEIR—FLET,
e count: BI1DIT8E I 7 b LET, HEE count DRITE T EBML

7,

o end: —ETHITTHRTLET, K80 LFORKFEYFR—MLE
‘j—o

o exclude : —ET DTN LET, K 80 LFORKTEIFR—FL
ij‘o

o include : —ET DT EEFHOET, HK 80 LFDORKEFEYR—FLE
\?AO

o last : W OEEOBATEZRR LET, Bk last DBRITHFZEML E
T, 80TETERTE LT, 774/ ME 10 TT,
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| #4188 A CiscoISEavw> F JI7L>YR

TIHILE

HHEDHA K51V

]

showav>rF W

T 7 A0 FOBIEREITH Y A,

EXEC

show interface GigabitEthernet 0 /1 TiX, 3 DD IPv6 7 RV A& FfFOA X —T = A AZMHKT
EET, RHOIOA L Z—Fy b 7 FLA (Bffe LIE) 13, A7 — ML 2AHERELEH LHERTT,
BT DITE, TOV TRy B TIPV6 b—h 7 RAZ AL XA "PA R =T T2 5 T D LT
HVFET, KOT FLA (fe80 LK) X, AA MDOAMFICAT—TPHFEELRNY > 7 a—hL TR
L ATCY, IPv6 HEIFRE F 7213 DHCPVO s EICBRARL Y v 7 a—v 7 RLARFICEREINE
T, BHEOT LA (2001 BLE) 1. IPv6 DHCP HF— /37 5 BfE L 7=k T,

%11
ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#
Bl 2
ise/admin# show interface GigabitEthernet 0
ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000
ise/admin#
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fi8% A CiscoISEa=wvF UI7LrR |

| showa<w o K

avy kR

L

interface

AVHE =T 2 A A BZATEHRELT, {2 F—T xR AT 4
Xal—rary B TE—FRIADFET,

ipv6 address autoconfig

A H—=T 2 ATIPV6 AT — MLV AHERTEEA F—7 ML E
7

ipv6 address dhep

A B —TxAATIPv6 7 KL A DHCP A4 32— MIZLET,

show inventory

EX DA
FI4I+
avyv kR E—F

HEREDHA K51

il

ISET77I7AT7 VA ETARVI) TAEFGZRE, "—=FU =7 X AT LHERERTT D
(21, EXEC % — KT show inventory =~ > RZ&fH L £,

show inventory |

show inventory N=RT =7 ARy b IEREFRT Hav R,
| H M i 725 8

begin : =BT 537 —2, K80 XFOREKFEYR—MLET,

count : HI1OIT¥%E o v b LET, HEE count DRIZET%#BIML
\i\?‘o

end : —ETHATTHRTLET, K80 XTFORMTEYHR—FLE
R

exclude : =83 5172 LET, &K 80 XFOELETEYFR— ML
7,

include : —ET 1T EHET, HK 80 XFOELTEVFR—FLE
‘j‘o

last : B OFREOEITE R R LET, HFE last DRI T BN L E
T, 80TETCRARTEET, T 74/ ML 10 TH,

77 4 P OBEREIEH D EE A

EXEC

L,

ise/admin# show inventory

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: VOl , SN: HB8JESGOFHGG
Total RAM Memory: 1035164 kB

CPU Core Count: 1

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5320 @ 1.86GHz

Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 64.40 GB
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| #4188 A CiscoISEavw> F JI7L>YR

Disk 0: Geometry:

NIC Count: 1

NIC O: Device Name:
NIC O0: HW Address:
NIC O: Driver Descr:

showav>rF W

255 heads 63 sectors/track 7832 cylinders

eth0
00:0C:29:6A:88:C4
eth0: registered as PCnet/PCI II 79C970A

(*) Hard Disk Count may be Logical.

ise/admin#

show logging

VAT A uX S (syslog) OREBIOEHEO AT A aXr 7 Ny 77 ONREERTDITIE,
EXEC £ — KT show logging =~ > REHEH L E 7,

show logging {application [application-name]} {internal} {system} |

BXDHH show logging VAT A a s fEREFRTHa v R,
application TV =gy n SRR RELET,
application-name : 77"V r—3 3 U4, K 255 LFOFRLTF-2 R — K
LET,
— tail : Tail ¥ A7 L@ syslog A vE—,
— count : Tail DI 7 b A vE—I%8, 0~ 4,294,967,295 O
FHCcHEELET,
| - A+ £% (FidzsR),
internal syslog D7 4 Fal—va v z®RLET,
system VAT LD syslog #FERLET,
| H E B2 %
o begin: —ET HNF =, KRB0 LFDOEBTFAEYAR—FLET,
e count: MWADITHAE I U N LET, HEE count DZRICHFZEBEIML
iﬁ‘o
e end: T HITTHRTLET, K80 XFORKFEYAR—MLE
7T
o exclude : =BT DTN LET, BKR 80 XFOHEHFAHFAR—LL
7
o include : —E T H{T2EZHET, KK 80 LFORYFEYRN—FLZE
T
o last: BHOKRBOBITEERR LET, HIE last ORICETEBMLE
T 80ATE TR RCTEET, 774/ MI 10 TT,
T7XIE T 7 FOBEREITH Y FEA,
YU FE—F  EXEC

| oL-25541-01-J
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| showa<w o K

EREDHA KS1Y ZDavy R, syslog =7 —BIOA R eX o JoRELZERRLET, ZOREBIZIE, FX b
T RLVA, aX U 0N, R —T NI RoTWbaXr rogds (avyy—i, =4, Ny 77, £~
IARAR) BREENFET,

3l Bl 1

ise/admin# show logging system
ADEOS Platform log:

Aug 5 10:44:32 localhost debugd[1943]: [16618]: config:network: main.c[252] [setup]: Setup
is complete
Aug 5 10:45:02 localhost debugd[1943]: [17291]: application:install cars_install.c[242]

[setup]: Install initiated with bundle - ise.tar.gz,
repo - SystemDefaultPkgRepos

Aug 5 10:45:02 localhost debugd[1943]: [17291]: application:install cars_install.c[256]
[setup]: Stage area - /storeddata/Installing/.1281030

302

Aug 5 10:45:02 localhost debugd[1943]: [17291]: application:install cars_install.c[260]
[setup]: Getting bundle to local machine

Aug 5 10:45:03 localhost debugd[1943]: [17291]: transfer: cars xfer.c[58] [setup]: local
copy in of ise.tar.gz requested

Aug 5 10:45:46 localhost debugd([1943]: [17291]: application:install cars_ install.c[269]

[setup]: Got bundle at - /storeddata/Installing/.1281
030302/ise.tar.gz

Aug 5 10:45:46 localhost debugd([1943]: [17291]: application:install cars install.c[279]
[setup]: Unbundling package ise.tar.gz
Aug 5 10:47:06 localhost debugd[1943]: [17291]: application:install cars_install.c[291]

[setup]: Unbundling done. Verifying input parameters.

Aug 5 10:47:06 localhost debugd[1943]: [17291]: application:install cars_install.c[313]
[setup]: Manifest file is at - /storeddata/Installing
/.1281030302/manifest.xml

Aug 5 10:47:07 localhost debugd[1943]: [17291]: application:install cars_install.c[323]
[setup]: Manifest file appname - ise

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[386]
[setup]: Manifest file pkgtype - CARS

Aug 5 10:47:09 localhost debugd([1943]: [17291]: application:install cars install.c[398]
[setup]: Verify dependency list -

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars_install.c[410]
[setup]: Verify app license -

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[420]
[setup]: Verify app RPM's

Aug 5 10:47:09 localhost debugd([1943]: [17291]: application:install cars install.c[428]
[setup]: No of RPM's - 9

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars_install.c[439]
[setup]: Disk - 50

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[325]
[setup]: Disk requested = 51200 KB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[345]
[setup]: More disk found Free = 40550400, req disk = 51200

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars_install.c[450]
[setup]: Mem requested by app - 100

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[369]
[setup]: Mem requested = 102400

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[384]
[setup]: Found MemFree = MemFree: 13028 kB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[390]
[setup]: Found MemFree value = 13028

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[393]
[setup]: Found Inactive = Inactive: 948148 kB

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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[setup]:

[setup]:

[setup]:

showav>rF W

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[399]
Found Inactive MemFree value = 948148

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[409]
Sufficient mem found

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[415]
Done checking memory...

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[461]

[setup]:
--More--
(press Spacebar
ise/admin#

%l 2

ise/admin# show

log server:

Global loglevel:

Status:
ise/admin#

%l 3

ise/admin# show

log server:

Global loglevel:

Status:
ise/admin#

show logins

Verifying RPM's...

to continue)

logging internal

localhost
6
Enabled

logging internal

localhost
6
Disabled

VAT A I A OREEFERT SICIE, EXEC £ — KT show logins =~ > F&HEH L 7,

show logins cli

BX DA

show logins

VAT A ulA VEBERRT D a R,

cli

cims 4 VEREE —ERRLET,

FI4I+

HEREDHA K51

il

77 4 P OBEREIEH D EH A

EXEC

i ¥ —U—RERETIVLERLDET, HELRWEE, =7 —2%ELET,

ise/admin# show logins cli

admin pts/0 10.77.137.60 Fri Aug 6 09:45 still logged in
admin pts/0 10.77.137.60 Fri Aug 6 08:56 - 09:30 (00:33)
admin pts/0 10.77.137.60 Fri Aug 6 07:17 - 08:43 (01:26)
reboot system boot 2.6.18-164.el5PA Thu Aug 5 18:17 (17:49)
admin ttyl Thu Aug 5 18:15 - down (00:00)

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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| showa<w o K

reboot system boot 2.6.18-164.el5PA Thu Aug 5 18:09 (00:00)
setup ttyl Thu Aug 5 17:43 - 18:07 (00:24)
reboot system boot 2.6.18-164.el5PA Thu Aug 5 16:05 (02:02)

wtmp begins Thu Aug 5 16:05:36 2010

ise/admin#

show memory

DA
T4
avyk E—F

BERLEDAA K1Y

3l

show ntp

BX DA

T2+

avv K E—F

TARTOIATTrERAD AT Y EHELRRT 521X, EXEC £ — FT show memory =~ > F&fifi
LET,

show memory

GIERF—U— NEH Y FHEA,

T 7 4V N OBERLEIZDH U FH A,

EXEC

2L,

ise/admin# show memory

total memory: 1035164 kB
free memory: 27128 kB
cached: 358888 kB
swap-cached: 142164 kB
ise/admin#

NTP BH#fFIF D AT —H A% FKRT 5i121%, EXEC £— K Tshowntp 2~ FEFEHLET,

show ntp

FHERRF—U—Fi3dH Y THA.

T 7 4/ N OBERLEIRDH U /A,

EXEC
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showav>rF W

HEREDHA K51 2L,

i il : 1
ise/admin# show ntp
Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80

synchronised to local net at stratum 11
time correct to within 11 ms
polling server every 128 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 9 64 377 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 11 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 11 64 0 0.000 0.000 0.000
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
il : 2

ise/admin# show ntp

o

% no NTP servers configured

ise/admin#
EEa<TUF avwv kR A
ntp BARIBDONTP H— N2, NTP 2 7 4 Falb—va VERETE
ES RN
ntp server VAT ADNTP —_"ZHEHLTY 7 by =T ORFEHZ R L E
D
show pep
Inline Posture / — FO{F#H & F/x325121E, EXEC €— K Cshowpep D2~ REHEHLET,
show pep [certificate {certauthority} {server}] [deploymentmode] [log] [Loglevel] [status]
[summary] [table {accesslist(normal | raw)} {arp} {ipfilters} {macfilters}
{managedsubnets} {radius} {route} {session} {vlan}]
BX DA show pep Inline Posture / — FE#REFRT D5 a~v K,
certificate SFER ML — Y FARAL 2R EFERLET,
certauthority {Z4H A b7 T Inline Posture / — F® CA FEBHEA U X FFERRLE T,
server BB DY — SFEHE T Inline Posture / — K& FR R L E T,
deploymentmode |Inline Posture / — KO ET— K2 F R L £7°,
log Inline Posture / — Kowu 2/ 77 A V& FRLET,
logLevel Inline Posture / — Ko w7 L~-UL&FKR L ET,
status Inline Posture / — KO AT —HX A% F R LET,
highavailability  |Inline Posture / — KD ANA TR_RA S E YT 4 AT —H R EFRLET,
summary Inline Posture / — ROEK 2 KR L ET,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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showa<w o K

table Inline Posture / — ROTF—7 L& FKrLE7,
accesslist Inline Posture / — RO X v m— Ra[g7 7R a2 br—L J R L
(dACLs) ##&/RLE7,
normal E# 72 Inline Posture / — KO X 7o — NaJgE ACL 2#F R LE£9,
raw AN T I T Inline Posture / — RO & o — RA[gE ACL 2#F R~ LET,
arp Inline Posture / — K® ARP 7 —7 V& F L E T,
ipfilters Inline Posture / — R IP O 7 4 Vv Z ZFK - LET,
macfilters Inline Posture / — K MAC O 7 4 V2 & F R LET,
managedsubnets |Inline Posture / — ROEBS SV 7%y bEE R LET,
radius Inline Posture / — K RADIUS ZExF R L E7,
route Inline Posture / — KDON—F 4 V7 T—T VERRLET,
session Inline Posture / — K By a v T—7ANRNERINET,
vlan Inline Posture / — K® VLAN # %R L £,
> H A oI5,
file RS (stdout) 2V XA L7 b5 774 VD4R,
| Hi e 72585
o begin: —HT O\ F—r, K80 LFOFKETEIR—FLET,

e count: HWI1DIT¥ %= P LET, HEE count DRI T ZBIMLE T,
| : B T+EE (£ A9 25H),
o end: KT HITTHRTLET, HK 0 LFOHEETEVKR—FLET,

e exclude : —ET 21T LET, K 80 XFOHKTHEVHFA—FLE
7

* include : T DT EEOET, KK B0 XFORMTFEYFR—FLET,

o last: WHORBOBATZ R R LET, Wik last ORI F 2B L £,
BOATETHRRTEET, 774/ ME 10 TY,

| OB 5 (& A9 25 H),

CiscoISEa=RYF UI77L YR |

OL-25541-01-J |



| #4188 A CiscoISEavw> F JI7L>YR

showav>rF W

= A9 Count £7-I1% Last DHHIEHFES

| H &t 128 4%
o begin: —¥KT D12 —, K80 XFORKFEYR—MLET,
o count: MW OITHAE U N LET, HEE count D%RIZET%BM L

F7
|« HMERTE4K,

o end: —ETDITTHRTLET, K80 XFDORKFEZYR—FLE
R

o exclude : —ET HITHRALET, K 80 XFDOWEKFE Y R— b
LET,

o include : —ET 21T EHOET, K80 XFOHEKFEYR—FLE
7

o Jast: HIIOBBOEATZF R LET, ik last OBICEFEZEML £
T, 80ITETHLRTEET, T 74/ M 10 TT,

| HIMERG 1L,
TIAIE T 74 FOBEREIEH Y EH A,
avrk E—F EXEC
BALOHA RS> A
5 il 1
ise/admin# show pep certificate certauthority
Certificate Nickname Trust Attributes
SSL, S/MIME, JAR/XPI
cise.cisco.com.pem cT,C,C
ca-2 cr,c,cC
www.Cclsco.com.pem cT,C,C
www.perfigo.com.pem cT,C,C
tomcat u,u,u
ise/admin#
Bl 2
ise/admin# show pep certificate server
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
00:8f:fd:cf:8f:£fd:b7:55:c7
Signature Algorithm: PKCS #1 SHA-1 With RSA Encryption
Issuer: "E=192.30.30.71Q@email.com,CN=192.30.30.71,0U=snsbu,O=cisco, L=
san jose,ST=ca,C=us"
Validity:
Not Before: Thu Jan 19 01:35:53 2012
Not After : Fri Jan 18 01:35:53 2013

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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CiscoISEa=RYF UI77L YR |

| showa<w o K

Subject: "E=192.30.30.71@email.com,CN=192.30.30.71,0U=snsbu,O=cisco,L

=san jose,ST=ca,C=us"
Subject Public Key Info:
Public Key Algorithm: PKCS #1 RSA Encryption
RSA Public Key:
Modulus:

dd:£f1:79:06:2b:2£:66:92:e9:0d:9a:06:1e:
:d8:
:al:
8c:
93:
ca:
Y
:28:

38:e0:08:4d:28:83:24:26:98:99:39:cb:28
30:7c:90:a6:ac:e0:e6:d2:75:78:5b:a0:10

68:73:04:1d:a6:9e:31:5c:25:d4:bf:bl:8e:
b4:1e:8e:67:07:8d:5d:2a:e7:72:4d:08:88:
35:4f:df:97:6c:8e:f2:2c:d5:a1:84:b5:5b:

1d:cd:09:8a:18:14:09:21:df:£6:15:1a:05
20:b8:c3:cl:ca:bc:a8:33:03:2¢c:55:70:41
Exponent: 65537 (0x10001)
Signed Extensions:
Name: Certificate Subject Key ID
Data:

53

rad:
9c:
fb:

ao

6c:

00

tea:
3d:

50:75:2b:4c:72:54:0c:03:ee:ed:e7:e0:44:£0:71:28:

10:ab:3f:ef

Name: Certificate Authority Key Identifier
Key ID:

50:75:2b:4c:72:54:0c:03:ee:ed:e7:e0:44:£0:71:28:

10:ab:3f:ef
Issuer:

6d

19:
el:
dd:
:79:
ag:
red:
fc:

Directory Name: "E=192.30.30.71@email.com,CN=192.30.30.71,0U=

snsbu,O=cisco,L=san jose,ST=ca,C=us"
Serial Number:
00:8f:fd:cf:8f:£fd:b7:55:c7

Name: Certificate Basic Constraints
Data: Is a CA with no maximum path length.

Signature Algorithm: PKCS #1 SHA-1 With RSA Encryption
Signature:
2a:c9:c1:50:fb:2a:9a:ff:65:42:1a:bb:%:fl:6b:6f:
92:e4:bb:1f:64:4c:1c:£8:e9:75:3c:de:le:9b:0a:df:
76:96:d2:33:90:06:cd:88:9b:£7:£3:e7:06:e5:cc:94:
21:8e:70:9f:bl:5a:cf:19:35:2d:a0:9b:a7:ba:bc:ee:
c0:34:4d:ee:£7:2f:4e€:96:d3:39:c9:0d:48:26:ed:1a:
63:51:fa:31:1a:c4:12:76:46:2d:57:28:8e:72:ff:e7:
c2:7c:85:87:5d:c6:68:e4:d0:e9:b6:ad:e0:d1:0d:a2:
23:88:9a2:73:39:59:20:ce:7c:fb:61:8d:96:e2:bd:87
Fingerprint (MD5) :
05:19:7D:45:3F:A7:42:9A:69:B5:F0:5A:A6:60:39:6C
Fingerprint (SHAL):

A0:91:6E:57:81:BA:29:AF:55:DE:58:64:A2:BD:6A:00:2A:56:33:D5

Certificate Trust Flags:

SSL Flags:
User
Email Flags:
User
Object Signing Flags:
User
ise/admin#
%3
ise/admin# show pep deploymentmode
Bridge

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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ise/admin#

Bl 4

showav>rF W

ise/admin# show pep log

IPEP Logs:
Fri Oct 8 13:24:50 UTC 2010
ipep setloglevel O

Mon Oct 11 12:40:00 UTC 2010
ipep setloglevel 0

Mon Oct 11 12:41:24 UTC 2010
ipep switch-into-ipep

Mon Oct 11 12:44:20 UTC 2010
ipep start

ipep runtime start: Mon Oct 11 12:44:33 UTC 2010

Flushing firewall rules: [ OK ]

Setting chains to policy ACCEPT: filter [ OK ]

Unloading iptables modules: [ OK ]

12:44:39 main INFO Controller - Starting services...
12:44:39 main INFO Controller - Starting System Service...

Mon Oct 11 12:44:40 UTC 2010
ipepconfig ha-config standalone

Mon Oct 11 12:44:40 UTC 2010

ipep sysrestart

12:44:56 main INFO Controller - System Service started
12:44:56 main INFO Controller - Starting Radius Service...
rpm: /opt/CSCOcpm/prrt/lib/libnss3.so: version 'NSS 3.10' not found (required by
/usr/lib/librpmio-4.4.s0)

Adding
Adding
Adding
Adding
Adding
Adding

URL:
URL:
URL:
URL:
URL:
URL:

file:/opt/CSCOcpm/prrt//lib/rtpolicy.jar
file:/opt/CSCOcpm/prrt//lib/prrt-flowapi.jar
file:/opt/CSCOcpm/prrt//lib/rteventhandlers.jar
file:/opt/CSCOcpm/prrt//lib/rtidstores.jar
file:/opt/CSCOcpm/prrt//lib/prrt-interface.jar
file:/opt/CSCOcpm/prrt//lib/

Loading com.cisco.cpm.prrt.policy.PolicyEngine

IllegalAccessException: The class 'com.cisco.cpm.prrt.policy.PolicyEngine' wasn't loaded
by the EventHandlerClassLoader but by sun.misc.Launc

--More--
ise/admin#

)

ise/admin#

INFO

ise/admin#

%l 6

ise/admin#

Inline
Inline

PEP
PEP

ise/admin#

o7

show pep loglevel

show pep status
click kernel module is loaded.
runtime java application is running,PID=3208.

ise/admin# show pep status highavailability
HA Status:
System configured for standalone operation.
ise/admin#

| oL-25541-01-J
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| showa<w o K

O R

#l 8:

ise/admin# show pep table accesslist ?

normal Display PEP Downloadable ACL (dACLs)
raw Display PEP Downloadable ACL (dACLs)

ise/admin# show pep table accesslist normal
#ACSACL#-IP-PERMIT ALL TRAFFIC-4£f0d890d:
permit ip any any

#ACSACL#-IP-PRE-POSTURE-1PEP-4f0£f75e5:
deny tcp any any eqg 80

deny tcp any any eq 443

permit ip any host 10.35.48.241
permit ip any host 10.35.48.242
permit udp any any eq 53

ise/admin#

%19

ise/admin# show pep table accesslist raw
Current Downloaded ACLs

3

0

0 all

1

0 tcp and (dst port 80)

0 tcp and (dst port 443)
1 (dst host 10.35.48.241)
1 (dst host 10.35.48.242)
1 udp and (dst port 53)

0 all

2

1 all

0 all

ACLs in Queue
3

0

empty

1

empty

2

empty

ise/admin#

%19

ise/admin# show pep table arp
Untrusted Side ARP Table:

in normal format
in raw format

svtag

ip ok mac

svtci subnet mask idle (secs)
10.203.108.37 1 00:25:9C:A3:7D:4F

0 0.0.0.0 0.0.0.0 0
ise/admin#

avwyr HL:)]

pep Inline Posture D% E,
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show ports

EX DA
FI4I b+
avyv kR E—F

HEREDHA K51

showav>rF W

TIT AT RAR—NeZETHTXATOT o ACETLEHRERRT HI121E, EXEC £— KT show
ports =~ &AL ET,

show ports [|] [|]

show ports

CiscoISE DA —7 > R— F CREFETHITXRCOT e RERKRTHIV R,

H I ER 255K

begin : —¥ T 532 — 1, K 80 XF ORI FEEYFA— M LET,

count : BHDITEEI D N LET, HEE count DHRIZEFEEMLUET,
| - HAEM 2% (R A-10 #5H),

end : —EHTHITTHRTLET, K80 XFOXEKFEYFR—MLET,

exclude : —E T 21T AL ET, K 80 LFDHMF AV R—FLET,

include : —8BT 21752 GO ET, &K 80 XTDRETE I AR—FLET,

last : WA OEBZEDORATE FR LET, HEE last ORICETZBMLET, 80 1T%
TRETEET, T 740 ME10 T,

| - 2% (& A-10 22 H),

& A-10

Count E7=[& Last DH HEHTFEHK

HE R+ 255K

begin : =T B 38—, K80 XFOEHKFEL YA —MLET,

count : W HOTHAE I D N LET, HEE count DBRITETZEMUET,
|« HIMER 1255,

end : —BT HATTHRT LET, ik 80 XFDHMFAEIAR—FLET,

exclude : —BT 21T LE T, KK 80 XFDOHEHKFEZYR—FLET,

include : =BT 21752 GO ET, K80 LFOFKFEIR—FLET,

last : MWD OEBEOBITER R LET, BE last DRIZHTFEZEMLET, 801TE
TEETEET, F7 A0 ML 10 T,

| - HER T2 EL

77 4 P OBEREITH D EH A

EXEC

show ports 2~ REFETTHHE, R— BT 277 4 Tty v a VICBEEMT ST D R%ERN

HYEF,
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8% A CiscolSEavw>F UI7L YR |
| show <> K
11 ise/admin# show ports
Process timestensubd (21372)
tcp: 127.0.0.1:11298
Process timestenorad (21609)
tcp: 127.0.0.1:51715
udp: ::1:28314, ::1:59055, ::1:45113, ::1:49082, ::1:64737, ::1:62570, ::1:19577,
::1:29821
Process ttcserver (21382)
tcp: 127.0.0.1:16612, 0.0.0.0:53385
Process timestenrepd (21579)
tcp: 127.0.0.1:62504, 0.0.0.0:18047
udp: ::1:51436
Process timestend (21365)
tcp: 0.0.0.0:53384
Process rpc.statd (2387)
tcp: 0.0.0.0:873
udp: 0.0.0.0:867, 0.0.0.0:870
Process timestensubd (21373)
tcp: 127.0.0.1:43407
Process portmap (2350)
tcp: 0.0.0.0:111
udp: 0.0.0.0:111
Process Decap main (21468)
tcp: 0.0.0.0:2000
udp: 0.0.0.0:9993
Process timestensubd (21369)
tcp: 127.0.0.1:37648
Process timestensubd (21374)
tcp: 127.0.0.1:64211
Process sshd (2734)
tcp: 172.23.90.113:22
Process java (21432)
tcp: 127.0.0.1:8888, :::2080, :::2020, ::ffff:127.0.0.1:8005, :::8009, :::8905,
:::8010, :::2090, :::1099, :::9999, :::616l1l6, :::8080,
:80, :::60628, :::8443, :::443
udp: 0.0.0.0:1812, 0.0.0.0:1813, 0.0.0.0:1700, 0.0.0.0:10414, 0.0.0.0:3799,
0.0.0.0:1645, 0.0.0.0:1646, :::8905, :::8906
Process monit (21531)
tcp: 127.0.0.1:2812
Process java (21524)
tcp: :::62627
Process Java (21494)
tep: ::f£f££:127.0.0.1:20515
udp: 0.0.0.0:20514
Process tnslsnr (21096)
tep: :::1521
Process ora_d000_isel (21222)
tcp: :::26456
udp: ::1:63198
Process ntpd (2715)
udp: 172.23.90.113:123, 127.0.0.1:123, 0.0.0.0:123, ::1:123, fe80::20c:29ff:fe6a:123,
:::123
Process ora_pmon_isel (21190)
udp: ::1:51994
Process ora_mmon_isel (21218)
udp: :::38941
Process ora_s000_isel (21224)
udp: ::1:49864
ise/admin#
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show process

EX DA
FI4I+
avv Kk E—F

HERHEDHA K51

il

showav>rF W

TIT 477 u AIETERERRTHI21E. EXEC £— FC show process =~ &AL

iﬁ—o

show process |

show process

VAT A TukvRAEERTHaA SR,

(ER) Mt &%
BT AR =, K80 WFORBTEYR—FLET,
count : HI1OITE%E o v b LET, HEE count DHRIZET#BINL

end : —H I HATTHRT LET, K80 X FORKTEZYHR—hLE

exclude : =83 5172 LET, &K 80 XFOEKTEYFR— L

include : —E T 2172 D ET, kK80 XFDHIFEIAR— ML E

last : B OFRLEOEITE R R LET, HFE last D®RICET BN L E
T, 80ITETCRARTEET, T 74/ ML 10 TH,

77 4 P OBEREIEH D EH A

EXEC

L,

74—V ROFE, £ A-11 2L T7Z 30,

ise/admin# show process
TIME

USER PID

root 1 00:
root 2 00:
root 3 00:
root 4 00:
root 5 00:
root 6 00:
root 7 00:
root 10 00:
root 11 00:
root 170 00:
root 173 00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

02
00
00
00
00
00
00
01
00
00
00

TT

COMMAND
init
migration/0
ksoftirgd/0
watchdog/0
events/0
khelper
kthread
kblockd/0
kacpid
cqueue/0

khubd

| oL-25541-01-J

Cisco Identity Services Engine Release 1.1.xCLI Y27 LYX i1 F



6 A

CiscoISEa=RYF UI77L YR |

| showa<w o K

root 175 00:00:00 ? kseriod
root 239 00:00:32 ? kswapd0
root 240 00:00:00 2 aio/0

root 458 00:00:00 ? kpsmoused
root 488 00:00:00 ? mpt_poll 0
root 489 00:00:00 ? scsi_eh 0
root 492 00:00:00 2 ata/0

root 493 00:00:00 2 ata_aux
root 500 00:00:00 2 kstriped
root 509 00:00:07 2 kjournald
root 536 00:00:00 ? kauditd
root 569 00:00:00 2 udevd

root 1663 00:00:00 2 kmpathd/0
root 1664 00:00:00 2 kmpath_handlerd
root 1691 00:00:00 ? kjournald
root 1693 00:00:00 ? kjournald
root 1695 00:00:00 2 kjournald
root 1697 00:00:00 2 kjournald
root 2284 00:00:00 ? auditd
root 2286 00:00:00 7 audispd
root 2318 00:00:10 » debugd

rpc 2350 00:00:00 2 portmap
root 2381 00:00:00 ? rpciod/0
--More--

ise/admin#

= A-11 show process O 7 1« —JL FDEHEA
Z4—ILF B

USER gy Ay Liza—W

PID Process 1D

TIME S PRI & L I
TT 7 vt A & I B
COMMAND |fifianfz7rerEizida~vr Koy A7

show repository

VR RV D7 7 A NVONKEFERT 521X, EXEC £— KT show repository =~ > RZ{EH L E

B

show repository repository-name

WX DA

show repository

URY M) ORNEFERRZTLHav R,

repository-name

WEZZTRT 2V RY ) O4HT, &K 30 XT08EM T2 R—FLET,
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TIHILE

HHEDHA K51V

]

BEa< R

showav>rF W

T 7 4V N OEBERLEIZDH U FH A,

EXEC

2L,

ise/admin# show repository myrepository
backl.tar.gpg
back2.tar.gpg

ise/admin#

avwv kR 7L

backup Ny 277 w7 (Cisco ISE & Cisco ADE OS) #F/TL T, £D Ry
T T VRY NVICRTFELET,

restore B EDVRY FVIZONWT, Z7ANVNEDNRNY 7T v 7 HEILLE
7

repository NPT T EBETHEZOICYARY MY B T7E—FRIAD ET,

show backup history VAT LEONy T v T IEEER R LET,

show restore

WX DA

TIHILE

HHEDHA K51V

]

BB Z £ 71 5121%. EXEC & — KT show restore =~ > FZ2HH L £,

show restore {history}

show restore BIERErFRRTHa~v L R,
history B E R~ LUET,

T 7 4V N OBERLEIZDH U FH A,

EXEC

2L,

#l 1

ise/admin# show restore history

ise/admin#
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O R

#l 2

ise/admin# show restore history
restore history is empty

ise/admin#

avwyk BieA

backup Ry 77 w7 (Cisco ISE & Cisco ADE OS) #FE(TL T, £DON\y
27 T HE YR NUIRIFELET,

restore B EDVRY FUIZONWT, Z7ANVNEDONRNY 7T v 7 HEILLE
D

repository NPT T EBETHEZHOICY AR Y B 7E—FRIAD ET,

show backup history VAT EONy T v T EEER R LET,

show running-config

WX DA

TIHILE

HHEDHA K51V

]

BEOERTa Ly 74 Xal—vary 774 0ERIEFary 740 F 2L —va VORNEERTT DI,

EXEC *&— K C show running-config =~ > R&ZHH L £ 7,

show running-config

FIERLF—U—FEHY THA,

show running-configuration =~ > FiX, ¥ X THOa 74 F¥Fal—va VIFRERFLET,

EXEC

2L,

ise/admin# show running-config

Generating configuration...

|

hostname ise

!

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
I

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
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username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin

|
service sshd
I
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|
cdp timer 60
cdp holdtime 180
cdp run GigabitEthernet 0
|

icmp echo on
|

showav>rF W

ise/admin#
BEavV K avwyv Rk §HBA
configure a7 4F¥alb—v gy E®—RIADFET,
show startup-config AR —=KT S a7 4 FXalb—ray Z7AVERITas 74
Fal—varyONEERIFLET,

show startup-config

AZ— KT S a7 4 Xal—yay Z77AVFEREFasy 7 4 X2 —2a  ORNRERRTAHIC
¥, EXEC ®&— KT show startup-config =~ > FZfH L 7,

B DEE

T4+

BEREDHL T4

3l

show startup-config

FIERLF—U—FiEdH Y EHA,

show startup-config =~ > NI, T _XTCOARAFX— T v 7 ar7 4 ¥alb—va  EFREERLE

ﬁ—o

EXEC

L,

ise/admin# show startup-config
|

hostname ise
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|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

ip name-server 171.70.168.183
!

ip default-gateway 172.23.90.1
|

clock timezone UTC

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0
|

icmp echo on

|

ise/admin#

EEEESAY avwyk BA
configure a7 4 F¥alb—vary E—KRIAVET,
show running-config WEOFETa Ly 7 4 FXalb—ray 77 A VFERFIa sy 7 4 X2 —
varOREERRTLET,
show tech-support

WA A—NIREDT 7 =TV YR — MEREFRTT 2HI121E, EXEC £— R T show tech-support =~
Y REFERLET,

show tech-support file [word]

WX DA show tech-support F U= HN YR MEBREFERT S I .
file FIEANYR— b F—SETr AN ELTO—TL T 4 AV IR L E
R
word BAFT D7 74 V4, ek 80 LT 0T &P R— K LET,
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showav>rF W

TIFIE NRAT— RRZOMOEx 27 4 1FRIZ, HAOKIEFRRERERA,

avYkF ®E—F EXEC

HALDHSL ES4Y  show tech-support =~ > RiZ, FF 7N =2—F 4 7 DHMT, Cisco ISE ¥ — NTHT 5 KED
HHRENET DO LET, MEZHRET DL EIC, 77 =0/ R — FOHYSFITH ) 21t
LET,

i ise/admin# show tech-support
FHEHF SRS
Application Deployment Engine (ADE) - 2.0.0.568
Technical Support Debug Info follows...
FHEFF AR

LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEE R RS DS S S S

Checking dmidecode Serial Number (s)
khkhkkhkhkhkhkhkkhkhkhkhhkkhkhkhkhkhkhkhkkhhkhkhhkhkhkhkhkkhkhkkhkhkhkkhhrkkhhkkhx

None
VMware-56 4d 14 cb 54 3d 44 5d-49 ee c4 ad a5 6a 88 c4

KAk Kk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkhkxk

Displaying System Uptime...

Kk ok k ok ok kK ok ok ok ok ok sk ok ok ok ok ok ok sk ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok

12:54:34 up 18:37, 1 user, load average: 0.14, 0.13, 0.12

Kk ok Kk ok k kK ok ok ok ok ok sk ok ok ok ok ok ok sk ok ok ok ok ok ok k ok ok ok ok ok ok ok ok ok ok ok ok ok

Display Memory Usage (KB)

KAk KAk A KA Ak hhhhkhhkhkhkhhkhhkhkhkhhkhhhkhkhkhkhkhkhkhkkhkkhkkhkkkk*k

total used free shared buffers cached
Mem: 1035164 1006180 28984 0 10784 345464
-/+ buffers/cache: 649932 385232
Swap: 2040244 572700 1467544

KAk KAk KAk Ak A A hkhhhhhkhkhkhkhhkhkhhhkhkhkhhhkhkhkhhhkhkhkhkkhkkhkkkk*k

Displaying Processes(ax --forest)...
Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhk

PID TTY STAT TIME COMMAND
12 Ss 0:02 init [3]
2 2 S< 0:00 [migration/0]
372 SN 0:00 [ksoftirgd/0]
4 2 S< 0:00 [watchdog/0]
5 2 S< 0:00 [events/0]
--More--

(press Spacebar to continue)

ise/admin#
BEavUF av vk HTL:)]
show interface A HE—=T 2 AD2—PEN T 4 AT —H AEFERLET,
show process TIT 477t AT OERERSLET,
show running-config WEODFEITa Ly 74X a2b—ary ORNEEFR I LET,
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| showa<w o K

show terminal

BX DA

T2+

avv K E—F

HHEDHA FS51Y

]

KRR E/ T A — X OREICET SR E2 ST 51213, EXEC € — KT show terminal =2~ > R & fif

MLET,

show terminal

FHERLF—U—FEH Y FHA,

T 7 4V N OBMEREIRDH U /A,

EXEC

2L,

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns

Session Timeout: 30 minutes

ise/admin#

#*& A-12 TiL. show terminal D) D 7 4 —/L RIZHOWTHEBH L ET,

= A12 show terminal ® 7 1 —JL FOHRHA
Z4—ILF B
TTY: /dev/pts/0 SRR D Z A TNKRET DIEHED I & RR L ET,

Type:"vt100"

BEFH I TWARDZ A 7,

Length: 24 lines

MRT 4 AT AL DR X,

Width: 80 columns

R T 4 AT LA DLFHN T DI,

Session Timeout: 30 minutes

Ty va T, BREKTT5ETORRM (HBAL

&
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showav>rF W

show timezone

BX DA

T2+

avwv kR E—F

HHEDHA FS51Y

]

AT AMIBRESN TV AR #E AT 5121L,. EXEC £— KT show timezone =~ > R&{#HH L
i‘a_o

show timezone

FHERLF—U—FiEdH Y FHA,

T 7 4V N OBEREIRDH U /A,

EXEC

2L,

ise/admin# show timezone

uTC

ise/admin#

avv kR L]

clock timezone VAT LD AR E L ET,

show timezones VAT A TCTHEMATRE M 2 ER L ET,

show timezones

BX DA

T2+

avwv kR E—F

HHEDHA FS51Y

]

HIRATRERBERIH O Y 2 M ZBUS T 5 12i%, EXEC = — F T show timezones =~ > F&HEHA L £,

show timezones

FIHERF—U—FiEdH Y FHA,

T 7 4V N OBEEREIRDH U /A,

EXEC

ISE H— ¢ AT RE A2 e D BN >\ Tid, Telock timezonel (P.A-102) &L T 72 &0,

ise/admin# show timezones
Africa/Blantyre
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Africa/Dar_es_Salaam
Africa/Dakar
Africa/Asmara
Africa/Timbuktu
Africa/Maputo
Africa/Accra
Africa/Kigali
Africa/Tunis
Africa/Nouakchott
Africa/Ouagadougou
Africa/Windhoek
Africa/Douala
Africa/Johannesburg
Africa/Luanda
Africa/Lagos
Africa/Djibouti
Africa/Khartoum
Africa/Monrovia
Africa/Bujumbura
Africa/Porto-Novo
Africa/Malabo
Africa/Ceuta
Africa/Banjul
Africa/Cairo
Africa/Mogadishu
Africa/Brazzaville
Africa/Kampala
Africa/Sao_Tome
Africa/Algiers
Africa/Addis Ababa
Africa/Ndjamena
Africa/Gaborone
Africa/Bamako
Africa/Freetown
—--More--

(press Spacebar to continue)

ise/admin#

BiEav R avyk B
show timezone VAT AIBREIN TV HREEZE R LET,
clock timezone VAT AORFHH AR E L ET,

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
m. OL-25541-01-J |



| #4188 A CiscoISEavw> F JI7L>YR

show udi

BX DA

T2+

avv K E—F

HHEDHA FS51Y

]

showav>rF W

CiscOISE 7747 2D UDI ICET A E#RAEFE T 5I121%, EXEC E— FTshowudi =~ %
EHLET,

show udi

FHERLF—U—FiEdH Y FHA,

T 7 4V N OBEREIRDH U /A,

EXEC

2L,

#1 1

ise/admin$ show udi
SPID: ISE-3315-K9
VPID: V01

Serial: LAB12345678

ise/admin#

WOHSIE., VMware — 3T showudi =2~ FZEITL7Z & X ICFERENET,

il 2

ise/admin# show udi
SPID: ISE-VM-K9
VPID: VOl

Serial: 5C79C84ML9H

ise/admin#

show uptime

Cisco ISE r— NZm 74 v L THh Bkl L 72K 2 R 2 121E, EXEC £ — R T show uptime =+
YREMEALET,

show uptime |
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| showa<w o K

WX DA

T2+

avwv kR E—F

HHEDHA K51V

]

show users

BX DA

T2+

avv K E—F

HHEDHA K51V

show uptime Cisco ISE — (it s a8z R R+~ K,

| H e+ 2 5%

e count: MNOITHEID L FLET, H
i‘j—o

j‘o

£,

B

o begin: —HITHNF—r, BRKBO XFOFEHFEYR—MLET,
78 count DRI T ZBIML

o end: BT OHITTRTLET, &R 80 XFOHMTEYR— L%

e exclude : —ET HITEBRALET, K80 XFORETEFFR—FL

o include : —ET 2{TE2EZHET, KK 80 LFORHFE Y A—FLZE

o last : W OEEOBATZFR R LET, B last DRIZEFZBEML
o 80ATETERTEET, 774/ MI 10 TT,

T 7 4V N OBERLEIRDH U /A,

EXEC

2L,

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#

CiscoISEh— a4 L Tnbda—HFo—~EEFRT 5HI12iL, EXEC E— KT show users 2~

Y REHEHLET,

show users

FHERRF—U—Fi3dH Y THA.

T 7 4V N OBEEREIRDH U EH A,

EXEC

2L,
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3l

avI74F¥aL—ssvawrr

ise/admin# show users

USERNAME ROLE HOST TTY LOGIN DATETIME
admin Admin 10.77.137.60 pts/0 Fri Aug 6 09:45:47 2010
ise/admin#

show version

WX DA

T4+

BEREDAL T4

3l

VAT LADY T b =T N—a T HEREFR AT 512X, EXEC £— KT show version =~
Y REHFALET,

show version

G F—U— NEdb Y A,

T 7 a0 bOBEREIZH Y EH A,

EXEC

ZPa~< KL, Cisco ISE — _XTEIMEL T3 Cisco ADE-OS V7 F U =TT B =T 3 U1IF
MAaEFRL, CiscoISE DX—V g U &2F R LET,

ise/admin# show version

Cisco Application Deployment Engine OS Release: 2.0
ADE-0OS Build Version: 2.0.0.568

ADE-0OS System Architecture: 1386

Copyright (c) 2005-2010 by Cisco Systems, Inc.

All rights reserved.
Hostname: pmbudev-vm3

Version information of installed applications

Version : 1.0.2.051

Build Date : Mon Aug 2 00:34:25 2010
Install Date : Thu Aug 5 17:48:49 2010
ise/admin#

a4 ¥alb—varyavyFR

I FarT4Falb—vary avy FRERSN, Bl a2 FoX, R EoTA R
A4 v BLOHABIOMELBTAN G ENR TOET,

AT 4Falb—ar avy FIZE, interface X repository 2D a~ 2 F3bh Y £,
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aAvI4FalL—arvavrr

~

GE)

—Hoar7 4 Xal—raryavy RTE, avryRarysXalb—a 28715001,
a7 4 ¥ alb—vary 3 T7E—RERBTILEND D £7,

AT 4F¥alb—vary E—RIT7EATSI2iE, EXEC £— KT acs-config =2~ > R&fEfHT 2

VERHY T,

#A-13Z, ZoffETHadT s ar7 s Xalb—vary avr FO—HERLET,

& A-13

aAVI74Fal—varvavrFo—%

e backup-staging-url
e cdp holdtime

e cdp run

e cdp timer

e clock timezone

e do
e end
e exit

* hostname

e icmp echo

e interface

e ipv6 address autoconfig
e ipv6 address dhcp

e ip address

e ip default-gateway

¢ ip domain-name

* ip name-server

e iproute

kron occurrence

kron policy-list
logging

ntp

ntp authenticate

ntp authentication-key
ntp server

ntp trusted-key
password-policy
repository

service

shutdown
snmp-server community
snmp-server contact
snmp-server host
snmp-server location

username
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avI74F¥aL—ssvawrr

backup-staging-url

RNy 7T v TEEB L OETEIER, Sy 7T v 7 77 ANERy F—IHEB LT v X8y r—Ufk
TLRODAT =V E LTHERT 2Ry hU—2 77 4L X7 A (NFS) OBT&#&ET
59T DITE, 27 4 F2b— 3 F— FT backup-staging-url =~ > FEEH L 7,

backup-staging-url word

BX DA backup-staging-url Ny 77 v 7BIOEILEBETHEMNT 2 A7 — Y 7 & LT Network
File System (NFS) OfiEZFRET D22~ K,
word AT — Y O NFS URL, K 2048 XFO XK F-2HHA— b LET,
nfs://serverpath’ &\ 5 B2/ H L ET,

1. server |¥%— 34 T, path & /subdir/subsubdir Z 5 L £ 7, server DZicamy () BUETT,

T4k T 7 v N OBEREIZH Y FHA,

T
H
I
™.

avy a7 4 FXal—g v

BEREDHS K54

1N

URL I NFS © 4T3, =2+ FOERXiX, backup-staging-url nfs://server:path T,

>

lig
of

HEALTLS NFS —/3DtFx2) T4 EZHREL T, CiscoISEH—/\D IP 7 FLANLDHT «
L2 FIISZ7OERATESESIICLTLESLY,

] ise/admin (config) # backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
ise/admin (config) #

cdp holdtime

Z{5F /34 A Cisco ISE H— 3715 @ Cisco Discovery Protocol /37 v~ N & BT 5 £ TlTENE 4
B2 A ETDICIE, 27 4 F21b—3 32 F— KT cdp holdtime =2~ > RZFEHL £,
FITHNIRECETICE, Zoavr Fone BXEHEHALET,

cdp holdtime seconds

EXX DR cdp Cisco Discovery Protocol /85 A —Z #&iETH a2 K,
holdtime f87E S 117 Cisco Discovery Protocol O IERH,
seconds R—V R HALERETHELET, HIX 10 ~ 255 TT,
TIHIE 180 7
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| avI4¥alL—>arvavrFk

avwv kR E—F

HHEDHA K51y

3l

cdp run

BX DA

T2+

avy kR E—F

HHEDHA FS51Y

2y 74 Fal—g

Cisco Discovery Protocol /3% v k& f#fie rlRERFFH . D F W REFRFHIOME L & BICKE LT, ZET
NA VL, RFERF O R %12, Cisco Discovery Protocol /¥4 > k@ Cisco Discovery Protocol 1% %
EHEELET,

cdp holdtime =~ > RIZHRETE 25183 1 o720 T, BEIEE LS AIE. =7 —08AELET,

ise/admin (config)# cdp holdtime 60
ise/admin (config) #

= EL

cdp timer Cisco ISE #—~3738 Cisco Discovery Protocol (CDP) DR ¥ % iX{5
LHMPEZHRE L £,

cdp run Cisco Discovery Protocol %+ 3x—7/LiZ LE T,

Cisco Discovery Protocol # 1 X —7 /LT HIZIE, 207 4 Falb—vary E—RTedprun 2 v
K& LE9, Cisco Discovery Protocol #7 4 E—7 WMIZTBI121E, 2D a2~ RO no B4 fE
)ﬂ L/ij‘o

cdp run [GigabitEthernet]

cdp Cisco Discovery Protocol /X7 A —X R ET Ha~v K,

run Cisco Discovery Protocol # 4 X —7 VEIFT 4 E—T VT DHav
R,

GigabitEthernet Cisco Discovery Protocol % F— 7 /L1294 % GigabitEthernet 1 > % —
TxA AEHELET,

T 7 4V N OBMEREIRDH U EH A,

2y 74 Fal—g

ZDavwryRTHE, 12047y a o8l (f vV F—T=ARARL) ZHELET, A7 a o
B —T 2 AL ER/ELRWEESG, Z0avy Rk, 7XTOA ¥ —7 x4 A T Cisco Discovery
Protocol A X—7 NMZLET,

~

GE) T 740 bTE CDPAETINTNDLA VX —T = f ATHELET, /1 F—T A AD
ECENFIZ, H AT Cisco Discovery Protocol 151 L £ 4, #&kiZ. Cisco Discovery Protocol %
EEh L ET,
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ise/admin (config)# cdp run GigabitEthernet 0
ise/admin (configqg) #

]

BgEavw R
cdp timer
ExX DA
FI4I b+
avyv kR E—F

HEREDHA K51

3l

O R

=1 SR

cdp holdtime ZIGT A AI5/30 o | EBEFET RIS Cisco ISE % —/3726 Cisco
Discovery Protocol /3% > b &R RFT HMEZHEE L E T,

Cisco ISE #—~378 Cisco Discovery Protocol (CDP) D HE & 457
LMEZREL £,

cdp timer

Cisco ISE #— 3% Cisco Discovery Protocol & £ ET 2 HEZIEET HICIE, =207 4 Fal—
va v EF—RTedptimer 2~ FZEHLET, 7740 FREICETIZIE, ZDa<x 2 KO no 7
KEFEHLET,

cdp timer seconds

cdp Cisco Discovery Protocol /X7 A —X %R ET Ha~v 2 R,

timer Cisco Discovery Protocol DfifFZ Y 7 Ly adba~v kN,

seconds Cisco ISE #— /373 Cisco Discovery Protocol W #7 % {53 2 4 /& % Fb Bifir
THELEZT, HIX5 ~254BTT,

60

a7 4 F¥Falb—g

Cisco Discovery Protocol /37 v b & fefit rlRgiRefEl, D F D REFFEMOE L & bICHEELET, ZET
N A, RFFREE ORI 2, Cisco Discovery Protocol /%4 k@ Cisco Discovery Protocol 1
EHEFELE T,

cdp timer 2~ > NIZHEETE L5180T 1 2720 T, EHEBEELELGHIE. =7 —BBELET,

ise/admin (config)# cdp timer 60
ise/admin (configqg) #

avwUFk EL

cdp holdtime ZAET NA ANy N BFEIET DRI Cisco ISE H—/ 35 Cisco
Discovery Protocol /3% > b & RFT M ZHEE L E T,

Cisco Discovery Protocol % A r—7/WIZ LE T,

cdp run
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clock timezone

EX DA
TIHILE
avykF E—F

BERLEDAA K1Y

AR ET AT, =274 F a2 —3 3> F— FTclock timezone =~ REZFETLET, =

OHREERT 4B —7 N T 51T, ZDa<wr RO ne JBREHEH LET,

clock timezone timezone

clock R ERETHa v K,

timezone VAT LAORME ERET DAV R,

timezone TEYERF IZ R T DB O 4R, K 64 XFOFEHMT Y R—FLET,
UTC

a7 4F¥alb—Tar

VAT AONEIIZIE, UTC TORZINREFEINE T, BAROZIEFHE DN L RWEGE, Hillk, E.
BXOEHEANTEET (AT AIZANT DIV T ILOREMEICOWTIE, A-14, A-15, A-16 ®

wERKEZM),

* A-14 FE DEEH

MEERE (XA

ek

B

GMT. GMTO.
GMT-0, GMT+O0,
UTC. Greenwich,
Universal, Zulu

7 =y VEERER; (UTC)

GB

J[E

GB-Eire, Eire

TANT R

WET

i3 —u v K (UTC)

CET e s —n o EUERE (UTC + 1 B3R
EET W —uo oy SR (UTC + 2 BERE)
REBLUHTH

EST. ESTSEDT

FHEEYER, UTC - 5 IefH

CST. CST6CDT

hRERYERF, UTC - 6 FEfH]

MST. MST7MDT

HHE AR HERE . UTC - 7 BR§fH]

PST. PST8PDT

KRR ERE, UTC - 8 FFfH

HST

NT A FERERE . UTC - 10 RefE
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& A-15 F—X LU TFOREE

Australia’

ACT? Adelaide Brisbane Broken_Hill
Canberra Currie Darwin Hobart
Lord Howe Lindeman LHI? Melbourne
North NSwW* Perth Queensland
South Sydney Tasmania Victoria
West Yancowinna

. HEHHERAT vy a (/) TRESTAHLET (B : Australia/Currie) ,

2. ACT = Australian Capital Territory (A —Z b Z U 7 E#E 455 Hiig%)

3. LHI=Lord Howe Island (= — K - /N7 3E )

4. NSW = New South Wales (==— % T RA 7 x—/LX)

& A-16 7 U7 DEEE

Asia’

Aden? Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Columbo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk

1. Z7YVTORBEICE, RT7V7. M7Y7 KET7VT, B7 V7, BLOFRT T RHY £7,
2. MR EIIEE AT v a2 (/) TRUI->TAALET, =& 21X, Asia/Aden,

RPN b ATRE AR BRI AW o W £ 97, Cisco ISE ¥—/3T, show timezones = A/ L
F9, Cisco ISE — " TEAFRERT X CTOREMED U 2 FBRRREINFE T, 7%Y4 MR o BRI
B LRI 2RI L E T,

CiSCOISE 7 TSA 7V ANDKMHEE2ERETSE. FDO/—FED CiscoISE7 TS —>av%E
FERATELRRYET, L, YHREYV4F— FCHBEDOREZRODZ IO T AR RSHh
=5, BETHERS (T4 MUTC) 24 VR F—ILBIZHRETEET,

MR EEETAZLICL 2 TRIFEND I FEFZFER CiscoISE / — K XA 7O E~DOEEL 1
LOZENGRET DO FIAOFEMIE, TAX L KT ar £ 77 4~V ISE / — K]

(P.A-104) BEO T2H ¥ VU ISE /—F] (PA-104) ZZHL T 7ZIW,
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3l

pggEa<w R

do

ARV E7RAVERIETS4TJISE/—F
A VAR NVDOBROERTEOEFIT, AZ L FT v E£i37 74~ Y ISE / —FTHR—FShT
WEEA,

Mo TR 2L E L2HE 1T, ROFIEEZETLET,
o KFHWIZRY £9, (EEINDATORFFAT),
e Z®/— K® CLI 7»5 application reset-config ise =~ > N&EITLE T,
e Z®/— RTHEHENELEINDAO, EFHREEMOEME NSy 7T v 7oL ET,

tHVF)ISE/—F
vh XY - FCHHEHBEZEAETL L, BRECHEHATERIRD ET,
TT7A<Y J—RORBHERICIZRD L8 FY /J— RORBEEEFE T 556, ROTFIE
EEITLET,
o B HY J— FOREEMEELET,
o TIA=Y J—FRERICIZRD L DICHMFEELEELET,
e Z®/— FK® CLI 2> 5 application reset-config ise =~ > RE T LET,
o FIA4=) J—FRiZEAFY J—FRELT/ —REEEELET,

ise/admin(config)# clock timezone EST
ise/admin (config)# exit
ise/admin# show timezone

EST

ise/admin#

avwyvk L]

show timezones AT AT AR A —ERE R LET,
show timezone VAT LIZHERESN TWAIFM#ELFERLET,

a7 4F¥al—Yary EF—FRERFar7 40Xzl —v gy 7 E— RS EXEC LD a~w
REFETTHICIE, 207 4 Fal—rary T—RTdoa~vr REFEHALET,

do arguments

WX DA

do ary 74 Xal—vary EF—RFEEEFay 74 X2 b—v gy $TE-F
5 EXEC Vv a<wy K& FETT 5 EXEC 2w R

arguments EXEC L )va~<y R&3FEITT 5 EXEC 2w F (R A-1725H),

x® A17 Doavwy KpavwyRF#4ATF7vay

avwvFk HL

application configure BEOT 7V r—a v ERELET,
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avwy kR

55

application install

BeEwDT ) r—a kA A RN—L LET,

application remove

BEOT 7V r— g U EHIRLET,

application start

YEOT I r—varEEEERRA 2= LET,

application stop

BEOT ) r—yarEEbERE T =T iz LET,

application upgrade

BeoT )V r—varw®7 v 77 —RLET,

backup

R 77 w7 (Cisco ISE & Cisco ADE OS) #FEITL T, TDNy 7
Ty EYRY M VIRFLET,

backup-logs

Cisco ISE —RZREFINTWNDETXToORr 7% U E— FDOLGATIC /N Y
7 v 7T LET,

clock CiscOISE =D AT A /v 7 2R ELET,

configure 27 4 Fal—vary ET—RIAYET,

copy A= L A E—RIEED T AV — L ET,

debug IFEIFhavr PR (ZExiE, Ny s Ty FEEx, av7 g
Fal—vary, at— VY—R0Ory7 77 AMEEk 2—VE
HARY) T, =27 —Fh3A XV EERLET,

delete Cisco ISE h—R_ED7 7 A L EHIBRLE T,

dir CiscOISEh— N EDT7 7 A VE2—BRRLET,

forceout F#iED Cisco ISE / — K 2—=HF DX TOE v v a w2/l 77
7 hLET,

halt Cisco ISE V=T 4 v —TWZT D0, Yvyy hEFU U LET,

mkdir FHLWT 4L MU EERLET,

nslookup VE—K SAFLDIPVEA T FLAFIIARA MRS LET,

patch VAT ARLT SV = a Oy Fhe AL A =L LET,

pep Inline Posture / — RZEREL £,

ping VE—F VATLDIPVA XY NT—2 T2 74T 4 24T LET,

ping6 IPv6 UE—h Y AT LDIPV6 Ry bV —2 T 27T 4T 1 ¥l L%
T

reload Cisco ISE —~"ZFHi# L £,

restore BIEEITLTC, VR RO R 7T 7RG LET,

rmdir MFEOT 4 V7 Y ZHIBRL £,

show Cisco ISE #— NPT 2 1R a2t L E 3,

ssh UE— b VAT L LD FlhEnTzty v a V2RI LET,

tech Technical Assistance Center (TAC) =2~ FZH#EHEL EF,

telnet UE—h AT L~O Telnet 5t &ML LET,

terminal length

IEAREBIBEDRT A —Z EBRELET,

terminal session-timeout

FTARTOZ—=I TNty va X LT, BEHZ A L7 7 baREL
£7,

terminal session-welcome

TRTOFZ—IF Nty a r TRRINDUA v E—VE2 AT A
WCRELET,
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terminal terminal-type

HIEOE Yy v a v OBIEDORBICHER I N TWDMARD X A TEHEL
9,

traceroute VE—RFIPT7 RLADAL— % FL—ALET,

undebug SFEIFEhavr FRW ez, N7y B, 27y
Xal—ay, at— UY—AOryr, 77 AL E%, 22—
72 ) T, debug 2~ ROHS (=T —F£713A4 X FORR) %
F 4=V LET,

write BRIy Ty =T 4 VT 4 BFETL XY NT—F a7

Fal—rarveE/ary P NTHRE— T v a7 F¥alb—Tg
VEMEL, FETar 74 FXal—arEAA— Ty arry
Fal—ragilatt—L, aryY—IFEfTar 74 ¥alL—v g
FFRRLET,

aAYVEFIALE T 7 4 v h OEHERCEILH Y

E VR

avy Rk E—F a7 4FXal—YaryE—FKEhFar74Xal—vary $r7E—F

BRLDHS 31> TDawy R, — D

EHiz, EXEC =< K (show, clear, debug 2 D=~ K) 2%

TT55E A LET, EXEC 2~ FOETE, VAT AIEHL Wy 7 4 Falb— 3

v E—FRIZED £4,

%l ise/admin (config)# do show run

Generating configuration.
|

hostname ise
|

ip domain-name cisco.com
!

interface GigabitEthernet

0

ip address 172.23.90.113 255.255.255.0

ipv6 address autoconfig
|

ip name-server 171.70.168
I

ip default-gateway 172.23
|

clock timezone EST
|

ntp server time.nist.gov
I

.183

.90.1

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin

service sshd
|

backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
|

password-policy
lower-case-required
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upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

!

logging localhost

logging loglevel 6

!

--More--—

ise/admin (configqg) #

end
BHEOa 7 4Xa2lb—varytyvalraz&TLTEXEC E— RIIEDIZE, a7 4FXalb—
YaryE—FKTend 2~ F&EHLET,
end
B DA BIERLX—U—FiEIb £ A,
T4+ T 7 4V N OBMIECEIZSH Y EHA,
avy kR E—F a7 4 F¥al—vay

EREDHA KS1Y Zoa<wry RNiE, BEOa 7 4 FXal—y gy T— RO T7E— Nzahrb b3, EXEC £— FIiZ

BITLET,
Zoavwry RE, VATLAREEKT L, EXEC E— FIZRE-> T, MIEFIEEZETT 5581 L
£7,
ﬂm ise/admin (config) # end
ise/admin#
BIEOTVF avwyv Rk §HBA
exit Oy 7 4Fal—ary BE—REgRTLET,
exit (EXEC) CiscoISEV— "\ ou /70 52 8T, 779747 RE—IF
Ny rarEHALET,

exit

a7 4 Fal—i gy BT—Re&T LT, CLI £— FEB TRICEWE— RIZBITT DI2iE, v
TA4Xal—vary E—FRTexita~vr FaHLET,

exit

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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DA
T4+
avyk E—F

BERLEDHA I

G F—U—NIdH Y A,

77 # v b OBEREIEDH D EE A

a7 4F¥alb—Tar

exit =~ RiX, Cisco ISE +— T, BlEEO 2~ K E— K&#& 7 LC, CLI E— FHE T®RIZE W
av RN E—RNIBITTA25AICHEHLET,

7-& 21E. EXEC E— RICEAIZIE, 207 4Fa2l—Y a3y F—RTexit 2~ REMHFHLET,
a7 4Xal—vary B TE—FRTexit a~ L REEHTDHE, a7 4Falb—valr T—FIC
RYET, MO EXEC E— RTexit a~v> REHEHAT 5L, EXEC E— K& T LT, Cisco ISE
P— SRR S E T (exit (EXEC) =~ ROFBIZ>WTIE, Texit) (P.A-30) #ZHL
TLEZEW),

ise/admin (confiqg) # exit

ise/admin#
avyk B
end a7 4 Fal—vary BE—REKRTLET,

exit (EXEC) CiscoISEV—"\nou 7y 52 8T, 79747 RE—IF

Ny arEHUET,

VAFADRA N ERETAHIZIE, 207 4 X2l —32 3 F— RThostname =~ > FEERHL
FT, VAT AMLERR MM EHIRTAICIE., Zoavr Fone BREFEHALES, 2T, VAT
LDHRA M localhost 1IZV &y I FET,

hostname word

hostname KA NG ERET DA R,

word RA DA, 2~ 64 LFOFEFL TR () THELES, SX M

AR= LN DL FTUHO D LENH Y FF,

i

BAEa<w> R
hostname
BXOEH
FI+IEF
avrFk E—F

BERLEDAA FF1 Y

T 7 4V N OEBERLEIZDH U FH A,

a7 4F¥alb—Tar

VTN AVARZ LA BALTDaw L RTHD hostname 1E, AT LAORERFIC—EZITETLE
9, KA MRZITIE 1 DOF8E2EDOLLENHY £, 5IENRVGEE, =7 —0NEBAELET,

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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] ise/admin (config) # hostname ise-1
Changing the hostname or IP may result in undesired side effects,
such as installed application(s) being restarted.
Are you sure you want to proceed? [y/n] y
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Alert Process...
Stopping ISE Application Server...
Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...
Starting ISE Database processes...
Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Application Server...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Alert Process...
Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

ise-1/admin (confiqg) #

ise-1/admin# show application status ise

ISE Database listener is running, PID: 11142

ISE Database is running, number of processes: 29
ISE Application Server is still initializing.
ISE M&T Session Database is running, PID: 11410
ISE M&T Log Collector is running, PID: 11532

ISE M&T Log Processor is running, PID: 11555

ISE M&T Alert Process is running, PID: 11623

ise-1/admin#

icmp echo

A F—Fy MillfIA v E— 7r b2 (ICMP) O a—|GEE2RET DL, 207 4 F=2b—
3 E— R TCicmp echo 2~ FEHEMALET,

icmp echo {off'| on}

XN icmp A F—Fy MIEIA v E— 7 ks (ICMP) O a—BREZHTE
THrav K,
echo ICMP = a— & 2R ELET,
off ICMP = a— 5% %7 4t —7VIC LET,
on ICMP = a—5& %A x—7 M LET,
FI+IEk VAT LZICMP T a—BE N Ay (A 3—T ) OEA ERRICEIEL T,
avy kR E—F a7 4 F¥al—vay

HEREDHA K51 2L,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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BEa< R

interface

(E)

B DEE

FI4I b+

l_ Cisco Identity Services Engine Release 1.1.xCLI Y 27 LY R K4 F

ise/admin (config)# icmp echo off

ise/admin (configqg) #

avwy R

A

show icmp-status

ICMP =2 —5&pary 7 4 Xal—a  EREFRILET,

AR =T 2 A ADEATEREL A E—T A A AL T 4 Fal— 3 F— RIALITIT,
a7 4 Fal—3 ) F— RFNTCinterface 2~ FEfEHLET, 2oz~ Nk, no B dh

D EHEA,

VMware (A8~ > THHRIRE/R A VX — T = A 20T, A~ ZBmaEnsd xy hv—7 A
VH—=T x4 A (NIC) OIZE-TERZZENHY FET,

interface GigabitEthernet [0 | /| 2 | 3]

interface AH =T 2 A ABRETDLa~v R,
GigabitEthernet FHEY P A=Y Ry b A X —T 24 AERELET,
0~3 RETDHXHAE Y b A —P x>y F R—FDH,

interface 2~ RCX AU E Y b A ¥ —F%y b FA— MOEEANTIT 5 &, config-GigabitEthernet =
V74 Falb—vary BTE-RIAVET (20 HEXOHHE] 22H),

do EXEC =2~v> R, Z®F—RFTEXEC 2~ F&FETTZET ([doJ
(P.A-104) &),

end config-GigabitEthernet %7€ — F&#& T L., EXEC E— NIZREY £7°,

exit config-GigabitEthernet =27 4 ¥ 2 L —Y 2 v 7 E—R&KRTLET,

ip A—HFy N A F =T ZH LT, IPT L RE Xy b~ 27 &7
ELET (lp address) (P.A-114) &),

ipv6 DHCPv6 #—/3/26 IPv6 7 RL A HEIER KOV IPV6 7 KL A &R E L
F£9, (lipv6 address autoconfig) (P.A-111) F L Tipv6 address dhep)
(PA-113) ZZHLTLIEE W),

no IOFE—ROavy RERELET, 2 20F—TI—REHTEET,
e p:AVHF—T A ADIPT KL AL FRy bR EFHELET,
o shutdown: A > ¥ —7 A A% vy FE T LET,

shutdown

A B —T A A%y F& 7 LET ([shutdown] (P.A-133) 2%
B,

77 4 P OBEREIEH D EE A
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2 74 Fal—g

interface =~ > Nid, SEIEREMHZ2 YR~ T2V TA X —T oA AERETDHEOIHEHT
xF9,

ise/admin (config) # interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

avwyFk HIL:]

show interface VAT A AE—T oA AT AHAEREERLET
ipaddress (f v & —T=A |[AVHF—Tx2AADIPT RL AL Ry h~RA7 ZHELET,
A a7 4FXal—gv
EF—F)

shutdown (f v % —7xA | A2 —=T=xA A%y y F¥ U LET ([shutdown) (P.A-133)
A aryZ4Xal—ary BB,

E—F)

ipv6 address autoconfig

EX DA
TIHILE
avy Rk E—F
ERLDHS RSAY

IPv6 AT — F L AHBIREE2 A X — 7T DHI2iE, 27 4 F 2 L—3 3 £— KT interface
GigabitEthernet 0 =~ > RAHLET, Zoa<2 NiZiX, no BRiTH Y XA,

IPv6 7 KL 2 HEFREIX, Linux TiX7 7 4 /v h TA *x—7/T9, Cisco ADE 2.0 iX, 4 x—7/V{Z
BRoOTWDIIEBEDOA L F—T A ADFE[TAL 7 4 F=2b—aTIPv6 7 FLAHBIREEZ R LE
ﬁ—o

interface GigabitEthernet 0

interface AU B —T 2 A ABRETHa~v K,
GigabitEthernet FHEY P APV Ry M AV X —T A AEHFRELET,
<0-3> RETHFHE Y b A —F %y~ B— b,

T 7 4V N OBERLEIZH U FH A,

a7 4F¥alb—Tar

IPv6 27— F L ZBEEIREICIE, THIFARER IP 7 RLAZFHSLWI X2 U T A HOWELE LANH
DNET, ZOEELNIE, T4 —DIEICL > THEENET, show a2~ FEEHAL T, 7
FTA N —HEREVEIRIN A X —T N> TWA Z L 2R TE £,

#l 1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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ise/admin (config)# interface GigabitEthernet 0

ise/admin(config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

B
i

IPv6 BB ENA X —TNVDEHE, FITar 74 Fab—a VFROXIBRA L F—T =4 A
ERFILET,

1

interface GigabitEthernet 0

ip address 172.23.90.116 255.255.255.0

ipv6 address autoconfig
I

AU H—T 24 AREEFRT DI, show interface GigabitEthernet 0 =~ > F&HEH T £ 4,
F 2 TlE, A v Z—7=A XIC i31IEI®IPv67’I~1/7\75> RESNTWNWDLZ ENbNY£T, RPIOT
RFL & (3ffe DIE) (2, A7 — MUV AHBRELFERA L CESEINET, 27— b L 2AA#RESIHKEE
T2, TDOF TRy FTIPV6 b— K T RARZ AL XA M X =T N> TWDHMENRH Y F
T IROT RUA (fe80 LIBE) X, AA MDAICAa—TFBIFELRZN) I a—hL T F‘vxf‘
7, IPv6 HE)EE $ 7213 DHCPv6 % EIZBfRe< Y v 7 —h A 7 RLARFIZERENET,

OT KL A (2001 LUK 1%, IPv6 DHCP — "\ b HG S ET,

Bl 2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

WO RFC T, IPVv6 A7 — MV AHERED T 7 A N —fuiRp Rt S E T,
http://www.ietf.org/rfc/rfc3041.txt

T IGA N —DILRERENA X —T N Th D Z L 2 ZE T 512iL, show interface GigabitEthernet 0
av REHEATEET, 2 D0BERET N I/Xﬁxiéméhi% 1 207 KL AT T A 2 —¥K
E2LT, I 1207 F7ANRN—HESH Y TH,

WDH] 3 TiX MAC 1% 3ffe:302:11:2:20¢:29ff:feaf:da05/64 T RFC3041 7 R L AIZiX MAC & £
NTWET, TTANT—EET F L A1E302:11:2:9d65:¢608:59a9:d4b9/64 T,

AR LSRRI NET,

#l 3
ise/admin# show interface GigabitEthernet 0
ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05

inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:e608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:60606 errors:0 dropped:0 overruns:0 frame:0

TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
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Interrupt:59 Base address:0x2000

ise/admin#
avwv kR 7L
show interface VAT A AUE—T oA AZETHEREEF R LET

ipaddress (f v ¥ —T=A AU HZ =Tz ADIPT KL ALy h~RA7ERELET,
A a7 4FXal—av
T—F)

shutdown (£ > % —7 = A A B =T A A%V ¥y FE 7 LEd ([shutdown] (P.A-133)
2 ary7Z4Xal—ary (2B,

£— k)
ipv6 address dhcp A B =T A ATIPv6 7 KL A DHCP A4 F—7 ML ET,
show running-config BEOFETay 74 FXal—Yary Z7AVERITIa sy 7 X2 b —

varONRERRLET,

ipv6 address dhcp

LS e
T4+
avykF E—F

BERLEDAL FF1Y

3l

IPv6 7 KL 2 DHCP % A X—7 WIZF BT, 27 4 F =2 b—3 3 F— FT interface
GigabitEthernet 0 =~ > REEHLET, Zoa<r N2, no BRiTH Y XA,

interface GigabitEthernet 0

interface AU H =T 2 AERETHa~v K,
GigabitEthernet XAEY h A=V Ry h A F—T oA AEFELET,
0 RETHXH By b A=y b R— FEH,

77 4V b OBEREIZSH D EH A

a7 4F¥alb—Tar

2L,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config-GigabitEthernet) # ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

DHCPV6 IPv6 B34 2 —T NV DGHE, FATar 7 4 Falb—a VTRO XS oA V¥ —T = A ARE
ERFLET,

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0
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GE)

BEgEa<w K

ip address

GE)

WX DA

ipv6 address dhcp
|

IPv6 27— F L ZHEREB LR IPv6 7 KL 2 DHCP (3 AIZHEMA TIEH 0 8 A, RUA
B —T A AIZIPv6 AT — ML ZAHBREBLOIPV6 7 FL 2 DHCP Ol f#igET&E %4, &D
IPv6 7 RV ADREFEDA v X —T =2 A THEHEIN TWAENEFE/RT 5I121%. show interface % 1#
TEET,

IPv6 27— N L ZHEREB LONIPV6 7 R &2 DHCP Oli 5N A X — 7 VD4, Eiffar 74
X2l —vailIROEI A v E—T 2 ARTELEFERLET,

!

interface GigabitEthernet 0

ip address 172.23.90.116 255.255.255.0

ipv6 address dhcp
!

avyk B

show interface VAT A A UE =T oA ACETAEREERSLET
ipaddress (f > F—T =A |AVEZ—Tz2AADIP T RLALXy h=A7 ZHRELET,
A arv 74 F¥al— a3y
T—F)

shutdown (f % —7 x4 |fF—TxAf A% %y bF U2 LET ([shutdown) (P.A-133)
A ar7Z4¥al—ar |[EBR),

T—F)

ipv6 address autoconfig A B =T 2 A ATIPV6 AT — h L ABHBRELZA X — 7 LE
7T

show running-config BEOFTary 74 Fal—vary 7y vERFar7 4 Fal—

varORNRERRLET,

A—H Ry N Ao Z—TxA R L, IPT RLRE Ry N R EBRETAHICIE, A F—TxA
A aryZ4F¥al—vary E—RFTipaddress 2~ REFEHALET, [P 7 RLAZHIBRT S5, IP
Tavy oSBT 4 =TT HIE, Z0a<vwr RO ne BEREFHL T,

ip address ip-address network mask

HEHDOA L Z—T A AT, BILIPT RLAERETEET, TOREIZLD, 22504 4 —T =
A AMOYIY FEZICHERa Ly 7 4 Fab—a VU FIEZHIRCTXx 4,

ip address GigabitEthernet £ > % —7 = A AD P 7 KL AL Xy NV AT ZRET D
a<w R,

ip-address IPv4 "= a D IP 7 KL A,

network mask BT N2 IP Y TRy bOV R,
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A F =T,

Ao HE—T 2 A AT 4 Fal— 3

TEWZT RLAERY b~A 7 %2 1 ODOTORETHIHLERS D T, BELARWVWEA., =7 —0RELE
\?‘O

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

'show application status ise' command.

ise/admin (config-GigabitEthernet) #

avw vk HTL:]

shutdown (A > #—7 A |f 2 F—Tx2A 2 %FT 41— NI LET ([shutdown] (P.A-133)

2 ary74¥al—ar |EBR),

E— )

ip default-gateway AHE—T 2 A ADT 74NV KN F—F U2 DIPT RLAEZFEEL
9

show interface VATLADIP A E—T 2 AT HEREFRLET,

interface AVE—T oA A BZATERELTA L F—T = A E—FIZAD
£7,

ip default-gateway

LS e
TIHILE
avrkF E—F

IPT FLREZRELTCT 74NV N F— b U oA ZERELIIRET DT, 274 Fab—va v
£ — N T ip default-gateway =~ > R&ffiH LET, ZOWELT +E—7 T 2HIF,. Zoa~v
RO no BREHEHLET,

ip default-gateway ip-address

ip default-gateway IP7 RLAZBELTCT 74V N = bz 2 EHTHaA~v R,
ip-address FIFIV N = T2 DIP T FL &,
T4 R—T N,

a7 4F¥alb—Tar
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HEREDHA K51

il

BEROGIBERE LSS, FLE0BEHEL TV RVWEREIT I =03 ELE T,

ise/admin(config)# ip default-gateway 209.165.202.129
ise/admin (config) #

avwyFk H L

ipaddress (f > % — |[A—F Xy N AV H—T 2L ADIPT RL AL Xy h~AZEZRELFE
TxARX A7 4F%= |T,
L—ay T—FR)

ip domain-name

EX DA
FI4I+
avv kK E—F

HEREDHA K51

3l

Cisco ISE h— "N HEA M EFERIELLEDIHERT LT 74V FO RAL AR EHET DI, =
Y74 X2l —T 3y T— FTipdomain-name =~ FZHEHLET, ZOWEEZT -7 11
THIE, Zoavry ROone BXAEHLET,

ip domain-name word

ip domain-name TITFNV D RAAL VA EERT DI~ R,

word RAMEFTRSEDLEDIMENT DT 7NV FDO RAL 4, 2~ 64X
FOFREFTHELET,

A R—=T ),

a7 4 Falb—g

AN LTBIBR LT EDERIIARR LTV DHRE, =7 —BHRELET,

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #

avwUF Bl
ip name-server DNS 7 =V —IpIZff 9% DNS — &% E L ET,

ip name-server

DNS 7 =V —FRATHREM 5 R A A > F—L H—% (DNS) O —_"ZRETDHITIE, 27«
¥ ol —v a3 E— NTipname-server 2~ REFEHALET, 1 ~3 HD DNS —"ZHETE
FT, ZOMEEZT =TT AT, Zoa~vr RO no BREHEHLET.
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~

GE)
XD
T4+
avv R E—F

BEREDAL T4

i

EEEESTY

ip route

ZOa=wrROon BREFEHTLIE, BRENLTRTOR—L F—PHIREINET, Z0a<w R
DOnoBREIPLHD 1 DEFEHTDHE, ZOIP 2—2 =TI RNHIRESNET,

ip name-server ip-address [ip-address*]

ip name-server ERTLHR—L P —DIPT FLRAEZERETHa~vU R,
ip-address F— A P—DOT FL A,
ip-address* (3 Bhox—-H H—1R_"DIP 7 KL X,

G =2 —NF KER3IEBETRETEET,

77 4V FOBEREIZH D EH A

a7 4Falb—g v

ip name-server =~ > & L TBIMESNTR YOI — 2 F— NI OMEICRESNE S, &
AT DFEOY—NEHRYNFEH LT, IP 7 FURAZERLET,

F—h P—NF, R B F) ICETLHET, —EIC1BELTTARTEZENTEET, VAT AL
FTTIE3EDR—L P—ARREEINTWDHHE, el 1 BZ2HIRTLIETER—L F— %8
mcEEHA,

1 BEDOFR—b F—NRERPOMBEIZREL T, ¥ 7 AT ARNETEOY—R"2MHT 5 L5251
i, Zoavwry RO ne BREFEHL TTRXTOR—LH F—"ZHIRL TOrLAHEEEDDIVLERNH Y
iﬁ‘o

ise/admin (config)# ip name-server 209.165.201.1

To verify that ISE processes are running, use the
'show application status ise' command.
ise/admin (config) #

Cisco ISE =" ZHEH L R2ANVE S ITBIR TS ETH, TN THETITAEDICRY £5,

avwyvk EA
ip domain-name P— PR A M LRSI EDICHERTEIT 7+ FD R AL
HEEZRLET,

ABT 47 —FERETDHITE, 207 4Fab—Yar E—RFRTiproute 2~ FEEHLE
T, AXT 4 v — hEHIBRTHIZIE, Zoavr Ko ne BRXEHHLET,

| oL-25541-01-J

Cisco Identity Services Engine Release 1.1.xCLI Y27 LYX i1 F



fi8% A CiscoISEa=wvF UI7LrR |

| avI4¥alL—>arvavrFk

ABT 47— MIFEBTHESNET, ZNICE-> T, FHENMELS 2V ET (Ry bU—2 |
Au VOERIZENICHEETEEEA) B, BEEREIHEFICEL 2V ET, A¥T 4 v 7 L— FTI,
MERFT DI —T 4 VT ORF 2 EE SNDLEN W), RS ARN Rt Ez+, £
Too =T 4T RV —%FET D5 ENFHIT0 £7,

ip route prefix mask gateway ip-address

no ip route prefix mask

WSTDH TR ip route IPLV—hERETDHa~vR,
prefix SO P NV— K TVT v A,
mask DTV T 4y T ATARY
ip-address FOXRy T =V IZBET HIDIERTEARXI AN KRy TOIP 7 KL
Ao
T4+ T 7 AN N OBERMHEITH Y EH AL
avy kR E—F a7 4F¥al—vgr

1 ise/admin(config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #

kron occurrence

1 oFERFEROa~ L R A7 Va—TF a<w s R, BEORRRIC, 230 RLTHEITEND &
SNAT D a— Y v 7T AL, 274X 2L —3 3> F— FT Kron occurrence =~ > N % {fi
LET, 20RFZ Y a—AEHIBRTHI2E. 2oavry Fone BXE2HERHLET,

kron {occurrence} occurrence-name

BX DA kron vy RATVa—T avr RERAFVa—LT5avr K,
occurrence OV R AFVa—F avr ReEAy P a—Y L ET,
occurrence-name FH v ADLH, &K 80 XFOTEFEYAR—FLET, (kD THE] &
OB #58),

(3¥)  kron occurrence =¥ > KT occurrence-name X —7 — K& AJ19 % &, config-occurrence = > 7 «
Fal—ar ¥7E—RICAYET (20 HEXOBRN] 25H8),

at HBELEHRECA DV ANRIATEND LD ICHELET, AL at
[hh:mm] [day-of-week | day-of-month | month day-of-month)

do EXEC 2a~v> F, ZOF—RFTEXEC a~v> FxEfTCc&£7 ([doJ
(P.A-104) &),

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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end kron-occurrence =7 4 ¥ a2 b —3 g 7 E— K&K T L, EXEC £—
RIZRY £7,

exit kron-occurrence =7 f ¥ a2l —i g E— REKRTLET,

no IOE—FRDavr REBELET,

3Oo0F—U—RFafHTEET,

o at: EM B ¢ at [hh:mm)] [day-of-week | day-of-month | month
day-of-month)

e policy-list: AH L AL TIEATENDIRN I v — VR MERRELE
To K 80 XFDEM T Y R—FLET,

e recurring: RV ¥ — UANDOFETEMSRVKLET,

policy-list FHL AL > TEITEND A~ R AP a—F RUv— U Mais
ELET,
recurring BOIRLTCHEITTHET LU AEIRELET,

A

GE) kron AW LU ARBOBEENBWEE, ATV a—L RNy T T v
7D kron B LU ADBRENFATRICHIBRES N ET,

T4k T 7 v N OBEREIZH Y FHA,

T
H
I
™.

avy a7 4 FXal—g v

BRLEDHA FSMY R R E 23R CEITT 5 1 DU EOFRY v— VR N2 AT a—Y 795121, kron
occurrence 2~ > K& policy-list 2~ > REEH L ET,

EXECCLI a~v > Fagiea~xy N Arva—7 RY —2ER LT, fiE L7k Cisco ISE
Y= RTEITEND LA P a—Y 74 25I21%, kron policy-list =~ > Kt biZeli 2~ 8
A LE 7, Tkron policy-list] (P.A-120) ZZML T 7ZE W,

S

i (GE) kron 2~ REFETITDHLE, —BOLRT (XA L AZCTOBEBMIEY) TRy 7T w7 A
VRABMEREND =D, T ANNHEWNI EEXINDZEIEEHD EEAL

Bl1: BRANYOTYT

ise/admin (config) # kron occurrence WeeklyBackup

ise/admin (config-Occurrence)# at 14:35 Monday

ise/admin (config-Occurrence) # policy-list SchedBackupPolicy
ise/admin (config-Occurrence) # recurring

ise/admin (config-Occurrence) # exit

ise/admin (config) #

Bl2: BRNYHITYT

ise/admin (config) # kron occurrence DailyBackup
ise/admin (config-Occurrence)# at 02:00
ise/admin (config-Occurrence) # exit

ise/admin (config) #

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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Bl 3: BRI T7YT

ise/admin (config) # kron occurrence WeeklyBackup

ise/admin (config-Occurrence)# at 14:35 Monday

ise/admin (config-Occurrence) # policy-list SchedBackupPolicy

)
ise/admin (config-Occurrence)# no recurring
ise/admin (config-Occurrence) # exit
ise/admin(config) #
BEa<wY R avwyk BieA
kron policy-list Av N Ay Va—T R U—DLARTEREELET,

kron policy-list

avw KN RATYa—7 KU —O4FTEE L, kron-Policy List 2> 7 f Fa L —va v B 7E— R
WCADIZIE, 27 4 ¥ 2 b—3 3 F— KT kron policy-list =~ FEFHLET, a~vr F 247
Va—7 R —FHIKRTHIE, Zoavr Rone ERXEHEHRLET,

kron {policy-list} /ist-name

XX DA kron Av Y R ATV a—T avr FeEArVa—Lt5avr i,
policy-list aAv U R AT Va—7 R U—DARTERELET,
list-name RYv— U R NDOLET, ®&K 80 XFDHMFEYHR—FLET,

@ policy-list =~ > KT list-name % ANJ13 % & | config-Policy List 2> 7 4 ¥a b —va v $7E— R
A EY (20 EXOBH 22H),

cli Al 2= ko TEITEND A~ B, Bk 80 LFOELKTF 4 R —
FLET,

do EXEC =2~ K, Z®O%F— K TEXEC =2v>» RpnEfTTcxET ([doy
(P.A-104) #ZM),

end config-Policy List 2> 7 4 ¥ 2 L —v 3> +7%E— F&#&T L, EXEC
T—NIZEY £,

exit IOV TE—REKRTLET,

no IOE—RDavry FEaRELET, KD 1 20F—U—REfEfHTEE
R
e cli: AT Va—JIZLoTHEITFSNDLav R,

T2+ T 7 4V N OBEERCEIRDH U EH A,

AT R E—F AT 4 FXalb—vay

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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EXECCLI a2~ FEghra~v F A7 Pa—7 RU U—%{ER LT, & L7-RZNZ ISE $—3T
FITEND XAV a—1 7§ 5IZiF, kron policy-list =~ > Rt bliZelia~vr REFHL
£9, UK EZIZMRTHEITT S 1 DU EORY o— VR NERF YV a—U 79 5I121F, Kron
occurrence =¥ K& policy list 2~ FEEH L ET, liproute] (PA-117) ZZRL T ZIVY,

ise/admin (config)# kron policy-list SchedBackupMonday

ise/admin (config-Policy List)# cli backup SchedBackupMonday repository SchedBackupRepo
ise/admin (config-Policy List)# exit

ise/admin (config) #

avvk A
ip route AR R AT a—F FH VU ADRAT Y a2 —)b NT A —H EIEE
L . config-Occurrence 2> 7 4 ¥ =2 L —y 2 ¥ T— KIZAY £7,

VATLAZEDVE—F VAT AANDOBRTDEEER, BT LN DAST 4 F 2 b—va A
TMZTBIE, a7 4 Fal—v a3y T—RTlogging 2~ REFEHLET, ZoHEEET «
=TT BT, Zoavwr RO no BRAFEHALET,

logging {ip-address | hostname} {loglevel level}

| oL-25541-01-J
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BX DA logging VAT A RX T ERET LAV,
ip-address BT HEETHIE—R VAT LADIP 7 KL A, K32 XFOHEET%
PR—FLET,
hostname OV EEETAYE— R VAT ADKRR MMy, K 32 XFOTEEE 5
A—hrLFET,
loglevel logging =2~ > KOu s/ L_AVERETHa~v R,
level 0y Av—VERETDIHLEDOTITAXFVT 4 LAV DEFE, TITAF

U7 4 LXVEHBTFO LB T (F—U— ROESEZ AN,
e 0-emerg : AT ADMEHAH,

o l-alert: 7272 GITALE B LI,

o 2-crit: 7 U T 4 HILIRIRTE,

o 3-err: =7 —IRHAE,

e 4-warn : EHEIREE,

e S-notif : IEHW THH A, EERIKE,

o G-inform: (F7 4/ K) @A v E—,

o T-debug: TNv T AvE—,

TIFIE T 7 4V F OBHERLEIZH D FHA,

™.

H
I

™.

avy AT 4 Falb—vay

BRALDSHA F31Y ZDa<wy KT, IPT7 RLR, KRR M, £7213 loglevel ¥—U — FOWTFNNEIRET D HLEN
YV ET, INOOFIBEEEIEET DL T —NREELET,

5 i 1
ise/admin (config)# logging 209.165.200.225
ise/admin (config) #

#l 2

ise/admin (config) # logging loglevel 0
ise/admin (config) #

E#EaT Y F avwyF A
show logging YAFLDOuY YR NEFRRLET,

NTP 2> 7 4 Xalb—ya v EaHETHICE, 207 4Fa2l—2ary T—RTntp 2~ FE
authenticate, authentication-key. server, 35 XU\ trusted-key =~ > & & bR LET,

ntp authenticate

Cisco Identity Services Engine Release 1.1.xCLI V27 L >R A4 F
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ntp authentication-key <key id> md5 hash | plain <key value>
ntp server {ip-address | hostname} key <peer key number>

ntp trusted-key <key>

B DA ntp NTP 2> 7 4 Xal—YarafEETsavy K,
T4+ L,
avY R E—F a7 4 Fal— g

BALOALRSAY NTP = 7 4Xal—2a & ETHIE, ntp 2~ FEERLET,

NTP #— b A% 7 A A TEIET 5HIZ1E, nontp =~ K% ¥ —7U— FE 71T authenticate,
authentlcatlon -key. server. I XU trusted-key 72 E DB L & BITANT HULERHY T, =&
Z X, LARIIZ ntp server =<2 RAFEIT LA, nontp 2~ R4 server & & HITBEHLET,

NTP H— %% ET 5 HIEOFEMIZ OV T, Intp server] (P.A-126) #5M L T 7Z X,

il ise/admin (config)# ntp ?

authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources

ise/admin (config) #

ise/admin (config) # no ntp server

ise/admin (config)# do show ntp

% no NTP servers configured

ise/admin (configqg) #

EEavTUF avwv kR A
ntp authenticate TR TORZNROFRFEE A X —T /W LET,
ntp authentication-key BETE AR ORIEF—Z2REL X7,
ntp server VAT ADNTP —_"Z2HEHLTY 7 by =T ORFH 2R L E
D
ntp trusted-key BHETX HMLFICF —FSEEELET, Z1uL, NTP @BiEf— &
TERTIOILENRD D ET,
show ntp NTP B#AHFICBT 2 AT —# AF@RERK R LET,

ntp authenticate

TR COMRLIRORFEE A *— 7 /VIZ T 5I2iZ. ntp authenticate =~ > RZ2EFH L £ 7, NTP &3
F—ORVEREZIFIXFH SN EE A,

COMEET A B—T7 NI TAITE, Zoa<wr Fone BRXEFALET,

ntp authenticate

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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B DR ntp NTP 2> 7 4 Fal—arvidBETsravy R,
authenticate TRTOMIEDORIEE A F—T M LET,

TIFIE 2L,

avy kR E—F a7 4 Fal—ay

BRALDSHA FS1Y a“mf(f)ﬂj%*ﬂ(ﬁ@mm%/rz T T BHIZi%, ntp authenticate =~ > FEHEALET, ZHoa~<r
i'fi,_\fg?)v) \_@:17/]\%11: Lf£< /Czé)wuu j:’f}zig% Liﬁ—

#J‘B@'H—“—/\@J?‘Z))mu uE%M%&#é(ﬁbE%“— ]‘Twu%ﬁﬂ‘éia/\\ Oi n 445@%_/\@%%” NJ:E)EH
EINTWNAEF—DBNERIEAIL., Z0a<wr REETLTUIRY A,

£l ise/admin (config)# ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources
ise/admin (config) #

ise/admin (config)# ntp authenticate
ise/admin (config) #

BREaTYK avwrk B
ntp NTP 27 4 X2l —3arizBETsa~vr i,
ntp authentication-key BHTE LR ORIEF — 2R ELET,
ntp server VAT LADONTP —R"EHHLTCY 7 by =7 ORGFHZRISUL L E
R
ntp trusted-key EETE MR —F S 2B E LET, 2L, NTPBiEx— &
TERTOHLENDD 7,
show ntp NTP B I+ 2 AT — 4 ZERE R R LET,

ntp authentication-key

REZIIRICRRAE Y — 248 E T 212X, BAMRA 1B L % —fEZ$5E L T, ntp authentication-key =~
YREaryIZ 4 Fal—varavry RCEALET,

COMREEET A =TT AL, Zoa<wr RO ne JBRAHEH L ET,

ntp authentication-key <key id> md5 hash | plain <key value>

B DA ntp NTP 2 7 4 X¥alb—a %8 ET5a~vr kN,
authentication-key BT éﬂ#*ﬂ/ﬁ DORFEF—ERELET,
key id IOF—ZED Y TS ID, 155 65535 L TOKMEMAYR— &S E
D
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T2+

avwv kR E—F

HHEDHA K51V

i

EEa< R

avI74F¥aL—ssvawrr

md5 REEX —DORF L A 7,

hash <word> AED NNy v a S X—, R bZ A Ik T, encrypted (/>
Yadiln) ¥F—EEELET, K40 XFETHR—-FLET,

plain <word> BIEHO T L—2 TX 2 OX—, S F A 7 1THT T, unencrypted
TU—=UTXANF—EBELET, HK 15 LFETHR—FLET,

<key value> 5™ matching either md5 plain | hash 7 &+ —~ v O % —f#,

2L,

2y 74 Fal—g

ntp authentication-key =~ > NZfEH L T, NTP FBFEDOFEFEF — & & HITHFAIJRAZFHRE L, AU
BET 2% —ID, ¥—KE5{b¥ A7, BLOF—HREXFHELET, ZDF—% ntp server 2~
RIZBMT 2EC, ZoF—2EFHY X MaemL £9,

fEHE Y A2 MBS TS NTP FBREF — O 2 WEEZIJRIZFEI S E v A,

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
ise/admin(config)# ntp authentication-key 2 md5 plain SharedWithServ
ise/admin (config) # ntp authentication-key 3 md5 plain SharedWithSer

.

(3¥)  show running-config =~ > XX 2 U7 4 D7Dy v 2 BRICTEH S LD Message
Digest 5 (MD5) Plain %3 U2 AT éﬂf:%*—%ﬁﬁ’ﬂiﬂ“ LET, =& 2. ntp
authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351adl18bc9celef3 T,

ise/admin(config) # no ntp authentication-key 3

(FRFES— 3 234! I%J‘)éﬂi—;*)

ise/admin (config)# no ntp authentication-key

(TR TORFEF—DHIFRSNET),

avwy kR HTL:)]

ntp NTP 2 7 4 Xal—ariiEEdsavr K,

ntp authenticate TR TORZRORIEE A X — T /T LET,

ntp server VAT ADNTP —_"Z2HEHLTY 7 by =T ORFHZ R L E
D

ntp trusted-key BHETE AMRAJFICF—F S 2 ELET, Zhid, NTP #Es—&

TERTLOILERDD 7,
show ntp NTP B#AHFICBT 2 AT —# AF@RERK R LET,

| oL-25541-01-J
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ntp server
BXO5H
TI4NE
avv Kk E—F

HERHEDHA K51

NTP 4 — NIC LDV AT LAOY 7 vy =T 7uay 7 ORMEHFAITHI12E, a7 4F=2b—Tav
E— FTntp server =2~ REHLES, ZRENINEOITIZH —42HELILHRKR I B0 —1"%
HFAILET, ¥—3A4 T ar T A—FTTHR, NTP FBIECIEF—BHMETT, Cisco ISE 121,
WA TRERE/ NTP ¥ — "R UE T,

X IA T a s NTA—EZTTN, NTP 4 —RE85ET M ERHHGEIE. ¥— 2R ETHLE
NHH FET,

NTP —ZHIFRL, B0 1 B&2EBMTIEH/ICOHR, Z0a~vr RO ne EXNEHEH LT, ZO#E
T 4= NI LET,

ntp server {ip-address | hostname} key <peer key number>

ntp NTP = 7 4 X2l — g &igET5a~<r R,

server VAT AL T, BESINEZY—ANERBIEINET,

ip-address | hostname |+ ORI 22T 2 — "D IP 7 FL A E2idH 2 M, 51303 255 X
FETORKEFTHRELET,

key (EE) E70xF—%F5, HK65535HETHE—-FLET, ZOF—,

ntp authentication-key =~ > FZEH L TF—fHfaE L TERT D LEN
HV ¥4, £/, ntp trusted-key =2~ > FEFH L CEES—& L CEMN
SNHZMELHYET, RALZETTIHDIT, F— L F—DEITERED
NTP = NZERINTNDLF— LRI CEICT D2 XERH Y £7,

FIFNLRNTHREISNTWAEF—NEIHY 5 A,

a7 4 Falb—g

VAT AL THREENTEY—ANLFEAMTE S L5127 511X, 2O ntp server =~ F&{51H
F—LEbIHALET,

F—IA T a TR, NTP REREICIZLETY, ZOF—% KT ntp authentication-key =~ >
RIZEFRZ LT, 2D F—% ntp trusted-key =~ > RIZIBIIT 2 & £ % ntp server =< > RIZIBH
TED LIV ET,

show ntp =2~ > FIZRIHHEDO AT —X A% R R LET, FEINTZWTILO NTP — L BZEA[ET
272 <, BBREES N TV WS (NTPRRERRESNTWDHEHE), Z0a~vy RIZX > TR/DA
FH Lo — N ~ORBNPFRENET, NTP — SNBEARETIXR W\, BWYNCERIESH
TWARWEE, Zoa<y FREHCOWTORIEEIIE oo 9,

CiscoOISEBH -V A L X —T 2 AINTP YV — N a7 4 Xal—a v @Bl TEHT DI,

[ Cisco Identity Services Engine User Guide, Release 1.1.1] ® [System Time and NTP Server Settings |
DEZZM LTSSV,

Zoaxy RE, A7 ARICFE LIE#REFRLET, A7 et 203, 587 £ TI2HRK 20
PPN DHZEWNHY £,

l_ Cisco Identity Services Engine Release 1.1.xCLI Y 27 LY R K4 F
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Bl 1

ise/admin (config) # ntp
% WARNING: Key 1 needs
ise/admin (config) #
ise/admin (config) # ntp
% WARNING: Key 1 needs
ise/admin (config) #
ise/admin (config) # ntp
ise/admin (configqg) #

ise/admin (config) # ntp
ise/admin (config) # ntp
ise/admin (config) # ntp
ise/admin (config) #

avI74F¥aL—ssvawrr

server ntp.esl.cisco.com key 1
to be defined as a ntp trusted-key.

trusted-key 1
to be defined as a ntp authentication-key.

authentication-key 1 md5 plain SharedWithServe
server ntp.esl.cisco.com 1

server 171.68.10.80 2
server 171.68.10.150 3

ise/admin (config)# do show running-config
Generating configuration...

hostname ise
|

ip domain-name cisco.com

interface GigabitEthernet 0

ip address 172.21.79.

246 255.255.255.0

ipv6 address autoconfig

ip name-server 171.70.168.183
I

ip default-gateway 172.
|

clock timezone UTC

|

ntp authentication-key
ntp authentication-key
ntp authentication-key
ntp trusted-key 1

ntp trusted-key 2

ntp trusted-key 3

ntp authenticate

21.79.1

1 md5 hash eel8afc7608ac7ecdbeefcb5351adll8bc9celef3
2 md5 hash f1ef7b05c0dlcd4cl8c8b70e8c76£37£33c33b59
3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dcel07da37

ntp server ntp.esl.cisco.com key 1
ntp server 171.68.10.80 key 2
ntp server 171.68.10.150 key 3

|
—--More—--—
ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.

10.80

Tertiary NTP : 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms

polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.

ise/admin#
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pggEa<w R

Bl 2
ise/admin# show ntp
Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80

synchronised to NTP server (171.68.10.150) at stratum 3
time correct to within 16 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095

*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198

Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

avwyk HL]

ntp NTP 2> 7 4 X2l —YaryaRETHa~v R,

ntp authenticate TNTOBLIEORIE A X — T M LET,

ntp authentication-key EHETE AFAROBIAEF—2H T LE T,

ntp trusted-key BHETE HRLFIC X —FSEEELET. Z1Ud. NTP @BiEx— &
TERTLOIMLENHY 7,

show ntp NTP B#AF IS 5 AT — % AERE R R LET,

ntp trusted-key

EX DA
T4
avy Rk E—F

BERLEDAL FF1Y

B A MR 258

ME 2, BA#NT & L HIC ntp trusted-key 2~ > REFEHALET, =
DHREER T 4 BE—T7 MICT DI

Zoa<wr RO ne BRXEFEHLET,

ntp trusted-key <key>

ntp NTP 2o 7 4 Falb—varZigETHa~v KN,

trusted-key ZOF—IZEN KBTS ID,

key BETX LRI —FBEHELET, Zhid, NTPRiExr—& L
TERTHLENRSD 9, K 65535 HETHAR—FLET,

L,

a7 4F¥alb—Tar

DX —% NTP Y — NEBMT BEIZ, ZOF—% NTP ZiEF—¢ LTCERL, BV X MZZ
X—%BEMLET, BEHY A MIBMENZF—1E, VAT ALATNIP V—N Lo TCR#ITEDHD
ODHFHTEET,
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11 ise/admin# configure

ise/admin (configqg) #

ise/admin (config)# ntp trusted-key 1

ise/admin (config) # ntp trusted-key 2

ise/admin (config) # ntp trusted-key 3

ise/admin (config)# no ntp trusted-key 2

(Y A E 2 HH—2 BHiBREET),

ise/admin (config) # no ntp trusted-key

B A " DT RTOF—NHIBRESNET),
BEa<w R avwyk HL]

ntp NTP 2> 7 4 FXal—varaiEEdda~vr R,

ntp authenticate T RTCOFZFEOREEZ A X —T W LET,

ntp authentication-key EHECTE ZMLFEORIEF — 2% ELET,

ntp server VAT ADNTIP H—R_EZHERALTY 7 hy =T O ZFEBE L E

‘é_o

show ntp NTP B IS 2 AT — 4 AEWRERRLET,
password-policy

VAT AIHKT HNRRAT = REA X =T AL EZITHRETDHITIE, 2T 4 ﬂe; L—y3ay E—FRT

password-policy =~ > REMHALET, ZOEEELZT 1 E—7 T 5I21E, ZOa<w Ko no B

REHLET,

password-policy option
~
(GE)  password-policy =~ NiZiZ, RV > — A7 a U ABETT (HEXOHHA] 253H),

password-expiration-enabled /%, ffi® password-expiration 2~ > ROFNZAITTHLERH D £5,

EXXDERA password-policy NRAT— R R —%BETHa~vL KN,

A
(G¥)  password-policy =~ F& AJ)9 5% & config-password-policy =7 4 Fa L — 3 >
7E—RICAY £,

digit-required NRAT— RILIFERERGEN TV DILERH Y £,

disable-repeat-characters FIUXENS DL EEEFNTWVWANRRY—REF E—7 M LE
7

disable-cisco-password NAT— Rz, TCiscol X [Ciscol #HLFEEFHTERNE I
LET,

do EXEC =2~ N,

end a7 4 Xal—vary E—REKTLET,

exit OV TE—REKTLET,
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lower-case-required

INAYT — RIZ/INLFENREENTWDOIMLERHD 7,

min-password-length

BN RATU— KON THERELET, 0~ 4,294,967,295 O
BHTRHRELET,

no

av s REMENIZT DM, EET 74V MEZRELET,

no-previous-password

HIEDNAT — RO~ 2 FERTE RIS LET,

no-username

NAT— RiZa—VL4 =GO e LET,

password-expiration-days

NAT—ROFNEH, 0~ 80 DEHTHRELET,

password-expiration-enabled

NAT— ROFHMREZ A r—T W LET,
GE)

password-expiration-enabled (X, 10> password-expiration
2wy FORNZATTHBLERDH Y £,

password-expiration-warning

PRAT— ROARNE > TNWD Z L ZRmT 2% E 2T 5 ETO
H¥, 0~ 4,294,967,295 D THE L £,

password-lock-enabled

HBELEZEEOBRITNEKLIEZS, XA TU—FR2oy 7 LET,

password-lock-retry-count

AATEIEZE L3, ZOREOMITRERS D LAY — IR
0y 7 INFET, 0~ 4,294,967,295 D THEL £,

upper-case-required

NAT = RICRILFPZEN TV DORERDH Y 7,

special-required

NAT = RIZBRLFREEN TV LIRERH Y 7,

T4+

T
H
|

avy

™.

BEREDHL FF1

3l

repository

WX DA

GE)

77 4V b OBEREIZH D EE A

a7 4Falb—g v

L,

ise/admin (config) # password-policy
ise/admin (config-password-policy)# password-expiration-days 30
ise/admin (config-password-policy)# exit

ise/admin (config) #

Ny T v TR ETDHZDIT

VRS R 72— RIZABIZIZ, 207 4 F=2b—Yay EF—RT

repository =~ > F&HHLET,

repository repository-name

repository

URY M) ZREST DA~ R,

repository-name

UARY bY D4R &K 80 XFDOFREFEYHR—FLET,

repository =~ N TURY U OARTEATIT 5 L. config-Repository 227 f Fab—3 g F
7E—RIZAY ET (20 HEXOFH) 22H8),
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do EXEC =2~v v K, ZOF—RTTTOEXEC 2+ R&FITTEET
(Tdos (P.A-104) ZZH),

end config-Repository # 7 & — R&# T LT EXEC E— FIZREY £7°

exit ZOE—FEKTLET,

no IOE—RDavr RERELET,

200F—TI— RNEFEHATEET,
e url: UARY MY ® URL,
e user: VARV MNIICT 7 BARATAEZDDZ—YL ERAT— K,

url UARY RU @D URL, &K 80 XFOHEHFTEHAR—FLET (£ A-18%2%
),
user T RATEEDDZ—YFLZLERAT— REHRELET, HK 30 TFOE

Brad R —FLET,

= A-18 URL Dx—7—F

x—7J—F RETFELILEEL

word F—A"BLORREREEGT, VAT MY O URL ZANLET, K 80 LFD
T rEYR—bNLET,

cdrom: 7 —#/1® CD-ROM K74 7 (FAHEYEH),

disk: o—Ah) AL —,

a—) YR MY DTXTDT 7 A VEFRRT HIZIL, show repository
repository name % FI1T L £ 7,

GF) TXTov—An YKRY MUIE, /localdisk /X—7 ¢ ¥ a3 VIER SNV E
T, UARY MY ® URL Tdisk:// ZFET D &, AT A1, /localdisk
WX DR NATT o U7 MY ZERLET, L 2,
disk://backup L$5ET 5 &, 7+ L2 b Ui /localdisk/backup (2 1ERL S

nET,

ftp: FTP % v hU—27 H— "D abt—igE-ld= v —%d URL, ftp:/server/path' &
W95 URL ZfEH L £,

nfs: NFS % v hU—2 $— O35 50 % 721251550 URL, nfs://server:path' &>
9 URL #fEH LET,

sftp: SFTP % v U —2 H—_"OHIE L E -I3%ES D URL, sftp://server/path' &\
9 URL ZfEM L E7

tftp: TFTP % v hU—2 H—R_Oat —irE/-id= v —%o URL, tftp:/server/path
LWy URL #EMHLET,

~

() CiscoISE 7 v 77 L — FOZELTIZ, TFTP VAV MU I TE £ A,

1. server (I¥#— 34 T, path I3 /subdir/subsubdir Zf§ L £7, NES Ry F U —2 F—_"DH— L DH%ITIE, =
a7y () BRETT,

TIHILE T 7 4V F OEERLEIZH D FHA,

Cisco Identity Services Engine Release 1.1.xCLI Y27 LR A F
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avwv kR E—F

HHEDHA K51y

service

2y 74 Fal—g

url sftp: 207 E— R TRETHHA, CLIZNLTIYRY M) ar 74 X¥alb—2arOTFIIKEA
M % —Z2ELT.RSA 7 4> =7V bR SSHEEHAA MOV A MZEBMEND X HICTHHLE
NHY E9,

COBEEET 4 B—T T BT, Y7 E— FT host-key host =~ > KD no R EZHEH L £,

Cisco ISE 1%, [%2E (Administration) | > [ A7 A (System) ]>[ A7 J A (Maintenance) | >
[UART RY (Repository) ]>[ VAT FYU DB (Add Repository) | & @)L TEBE=—H 1
=T 2 A ATEX2T 72 FTP URTY MY ERET D LEHICROEE LR R LET,

ZOVRY M) EFEHTEDLH127512i%, SFTP V—"XOFKRA K F—%2KA N F— 4T arx
fEH LT CLI /L CGEINT 2 HERZH Y £,

AARN F—ZHRETTIC, EX2T7RFITP IR NNy 7Ty LE2ETHE, T sT
Z—M Cisco ADE oua iz zaa— X7,

#1 1

ise/admin# configure termainal

ise/admin (config)# repository myrepository

ise/admin (config-Repository)# url sftp://ise-pap

ise/admin (config-Repository)# host-key host ise-pap

host key fingerprint added

# Host ise-pap found: line 1 type RSA

2048 £2:e0:95:d7:58:£2:02:ba:d0:b8:cf:d5:42:76:1f:c6 ise-pap (RSA)

ise/admin(config-Repository)# exit
ise/admin (config)# exit
ise/admin#

Bl 2

ise/admin# configure termainal

ise/admin (config)# repository myrepository

ise/admin (config-Repository)# url sftp://ise-pap
ise/admin (config-Repository) # no host-key host ise-pap
ise/admin (config-Repository)# exit

ise/admin (config) # exit

ise/admin#

avwvk BREA

backup N 77 w7 (Cisco ISE & Cisco ADE OS) #FE{TL T, DOy
IT v T VR NVICRELET,

restore BrREFETLTC, VAT NIy I 7y TERELET,

show backup history VAT EDONy T v TR ER R LET,

show repository REOVRY NIZHAMEHFIRRRNY I T v 7 Ty ANVERRLE
R

BEHT A —EREFEET AT, 274 X2 — 32 F— RTservice 2~ FEHERALET,
COMEEEZT 4 =TT DL, Zoawr Ko ne JEXREFHLET,
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EX DA
T4+
avv Kk E—F

HEREDHA K51

3l

shutdown

BXDEH

T+

avwv kR E—F

HHEDHA K51V

]

avI74F¥aL—ssvawrr

service sshd

service
sshd

BT LY —ERERET DR,
Secure Shell Daemon, SSH 5 —%. Y1/ 7 AT,

77 4 P OBEREIEH D EH A

a7 4Falb—Tay

L,

ise/admin (config) # service sshd
ise/admin (config) #

AVE—T A ATy N OUTHITNE, AV F—Tx2A A AT 4 Fal—a E—RT
shutdown =~ > FEHERLET, ZOMEELT 4 Z—7 1T 512X, ZDa<2 RO no B & fE
)EHL/E\@‘O

FIHERF—TU—FiIdH Y THA.

T 7 4V N OBEREIRDH U /A,

Ay B =T o f A AT Fal—a

Zoav U REFERALTA UV E —T oA AT Yy MUY THE, ZDOA L F—T oA AZFEH LT
CiscOISE 7 7T A 7 v ZA~DEfEN KRbNVET, T, 77 I7A4T V ADOERERPEAINLTNT
bEDLOERA, 2720, 77 I9AT U ALIZHOIP ZFEHLTC2EZEHDOA  H—T =4 AR EL.
FDOALUE—T 2 A ARV Yy NEDUVIRTWRITIIE, TO2FEBOA o F—T oA ARBHTT 7
TAT VAICERTEET,

A B =T 2 A Ry vy MU LHONEL LT, ONBOOT T A= 2 LT,
/Jetc/sysconfig/network-scripts \Z& % ifcfg-eth[0,1] 7 7 A VEEBFTHI L HTEET,

o AUH—TxAR%ET =TT HIZIE, ONBOOT="no" L& EL £,
o AU BT A RAEARX—TNITT HIZIX, ONBOOT="yes" LRE L ET,
no shutdown =2~ > FZHHL T, A VX —T 2 ABA F—TNMITDHZLHLTEET,

ise/admin (config) # interface GigabitEthernet 0
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BEa< R

ise/admin (config-GigabitEthernet) # shutdown

avwy R B
interface A VH =T 2 A ABATERELTA VH—T =2 A E—KIZAD FET,
ipaddress (f > % — A=V Ry b AL F =Tz ADIPT RLALXY h~A 7 ZHRELE

TzAA a7 ¥ |7,
L—ya v E—F)
show interface VATADIP A H—T 2 A AT HHERER R LET,

ip default-gateway AE=T A ADTTH N F—=FT A DIP T FLAZRELET,

snmp-server community

B DEE

T4+

avwrykFE—F

HEREDHA K51

x>y =27 a ha) (SNMP) ~O7 VA& §T5aIa2=74 T778A AR
TEBETDHITE, a7 4 Fab— 3 F— KT snmp-server community =~ > RE#F L &
T, ZOBEEZT -7 MCT AT, Z0avr RO no JEREEALET,

snmp-server community word ro

snmp-server community [SNMP H— % RET DA~ K,

word NAT—= RO XS IHIET D7 7 B AXLFF], X ->TSNMP ~D
T REANTRSNET, EHIIHEATE E A, KK 255 LTORET
EYPR—FLET,

ro AWMV FERT 722 BELET,

77 4 FOBEREIEH D EE A

a7 4 Falb—g

snmp-server community =~ R T{X, 232=7 4 A r) 7 L5 ¥ ro ZIHETHLENRH Y £
T MELRWEAE, =7 =2 RELET,

Cisco ISE @ SNMP = — = > ME, #EAEY HH O SNMP vl 77 A L SNMP v2¢ 77 & A %R
» MIB (22 L £ 7,

e SNMPv2-MIB

e RFCI1213-MIB

e [F-MIB

e [P-MIB

e [P-FORWARD-MIB

e TCP-MIB

« UDP-MIB

e HOST-RESOURCES-MIB

e ENTITY-MIB : 3 2® MIB 2D %4 7 ENTITY-MIB THAR— FZVET,
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avI74F¥aL—ssvawrr

— H4 ID: entPhysicalModelName
— /X— 3 » ID: entPhysicalHardwareRev
— ¥ VU 7L¥E % entPhysicalSerialNumber
¢ DISMAN-EVENT-MIB
e NOTIFICATION-LOG-MIB
* CISCO-CDP-MIB

1 ise/admin(config)# snmp-server community new ro
ise/admin (confiqg) #

BEavUF avwy Rk HTL:)]
snmp-server host Fo YT ERYE—F VAT AIEELET,
snmp-server location AT LT, SNMP s — 30 MIBEZRELET,
snmp-server contact VAT LT SNMP B> MIB HAZRE L E 7,

snmp-server contact

SNMP ##: D FHIEHR—2 (MIB) iz v AT LMCEETHICIE, 27 4 Fal—var T—F
T snmp-server contact =2~ FZfEHLET, VA7 AEFHERLHIRST 212, ZOoa~v 2 Fo
no WAL ET,

snmp-server contact word

B DEREA snmp-server contact COEERE ) — FOMEEFEERET D~ K, K255 LFO5RET
ZYR—bMLET,
word J— ROV AT AEFIERE R T UTH, &K 255 LFOFEKT &V R—
FLET,
FI4I+ T 7 4V N OBMIEEIZH Y FHA,
avyv R E—F a7 4 X2l — gy

HERHEDHA K51 2L,

w] ise/admin (config)# snmp-server contact Luke
ise/admin (config) #
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EEaT Uk avwUF A
snmp-server host NI w7 HVE—F VAT AZEELET,
snmp-server community SNMP ~D7 7 A% HFA[TAAI 254 TR AN VT %
RELET,
snmp-server location VAT AT, SNMP usr—3 a0 MIBEZ#HELET,

snmp-server host

SNMP 7 v 7% U E— b 2—FICEETDITE, 207 4 F2L—3 3 F— FT snmp-server
host =~ FEMALET., F7 v 7TEWEZHIKRT SIZIF, Zoa<r RO no BEAZEHLET,

snmp-server host {ip-address | hostname} version {I | 2c} community

BX DN snmp-server host SNMP iM% %5+ DR A MERETDHa~ K,
ip-address SNMP @A A RDIP 7 KL A, &K 32 XFOEKTEYR—FLET,
hostname SNMP i#E%AR A F D& R, BK 32 LFOFEHKT = R—FLET,
version {1 | 2c} UEE) b7y 7 OREBEIEMT S SNMP ON—2 5 o TH, 774/ NI
1 ¢,
version ¥ —V— REHHTI2H5E81F. KOF—T—FOWTINEHEEL
ESC
e 1 :SNMPvl
e 2¢: SNMPv2C
community BELBECIRE SN AT — RiIZEUO 2 I 2= ¢+ ARV 7,
T4 TA4E—T N,
avy kR E—F a7 4F¥al— gy
BRLOHA KS1Y —EOICRREN TV DB BEEEELET, HELRWVEA., =5 —2A%AELET, SNMP F5 v

FYR—FESnEzEA,

w] ise/admin (config) # snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

EEaTUF avwUF A
snmp-server community SNMP ~D7 72 A%§AT5ala=74 T7A AN VI %
RELET,
snmp-server location AT LT, SNMP s — 30 MIBEZRELET,
snmp-server contact AT LT SNMP 86t MIB lEA R E L7,
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snmp-server location

B DA
T4+
avyv R E—F

HERHEDHA K51

il

username

SNMP 27— 5 D MIB % v AT ATERET DI, :/74%;waa/% LT
snmp-server location =~ > REEALET, AT A vnr—va UFERZHIRTDICE, Zoav
Y RO no BAREMEHLET,

snmp-server location word

snmp-server location ZOEH%SR ) — FOWEM AR ARET A2~ N, K 255 LFD
W TFEYR—FLET,

word VAT AOYEa r— g VIERER T, K 255 LFOTERTE
YR—FLET,

T 7 4/ N OBEEREIRDH U /A,

a7 4 F¥Falb—g

word DILFHITIE, HEEOMIZT & 2a7 () Flidng 7y (1) 2HT2Z L2080 L E
o word IFHINTHFEORICZAZEN T 256, X702 “HEHI A/ (") THOSERH Y F
R

Bl 1

ise/admin (config)# snmp-server location Building_3/Room_214
ise/admin (config) #

Bl 2

ise/admin (config)# snmp-server location “Building 3/Room 214"
ise/admin (config) #

avrFk BIL:

snmp-server host N TEVE—bF PATACEELET,

snmp-server community SNMP ~D7 7V ¥ A& A+ 5aIa=F4 T/ ERA AN L7 %
RELET,

snmp-server contact YATLT, SNMP v —3 5O MIBIEZHELET,

SSH i LT CiscoISEIZT 7 ¥ AT& 52—V EBMT I, 274 XFa2b—rary E—F
Tusername 2~ FEFERALET, =2—FRNT TIZHEETIHEIE. Z0a~vr REEHLT/RA
U— R, LV, EREEFEEELET, f/XT-L\ﬁ‘E:L““ﬁ'%ﬁ'“@{Eﬁ—éﬁ: L IDawr RO
no HXEMHEHA L ET,

username username password {hash | plain} password role {admin | user] [disabled [email
email-address]] [email email-address]
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Mo —PFIzxt LTiE, koavwry RS> ar2EHLET,

username username password role {admin | user} password

WX DB username SSH %/l L C Cisco ISE 7 7 T4 7 v AT 7 £ AT H 1= D2 —H 4 {F
KT Aavr R,
username 514 username |21 1 DOHFEOHL ZIBETE E T, ZERIIHK () I
FERHCTEERA, K31 XFOFEMTFTEYR—FLET,
password ERTHavy NE, XAV FRBILR=2—F o— L2 EELET,
password NAT—R, 40 LFETCORBFTHELET, XAV — KL, $3TD
e —FIHRETDMLERH Y £75,
hash | plain NAT—=RDBA T, Bk 34 LFOWEHFEFR— R LET,
role admin | user 2—HFOEBRBL L ERELET,
disabled 2=V DOEF A= T RLVAILHES> T, 2—F&T 4 —T M LET,
email email-address I—PFDOETA—N T KL R, & zxiX, userl@mydomain.com ® X 512
BELET,
TIHIEb REFR O~ —F T,
avvFkF E—F a7 4F¥al—vay

BRALDSHA F31Y username =~ > KT, username 35 & O password ¥— 7 — KD IZ, hash | plain 3 £ O admin |
user A7V g VEBETOLERDHY £7,

] #1 1

ise/admin (config) # username admin password hash ###### role admin
ise/admin (confiqg) #

#l 2

ise/admin (config) # username admin password plain Secr3tp@swd role admin
ise/admin (config) #

#l 3

ise/admin (config)# username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
ise/admin (config) #

EEaTUF avy kR A
password-policy NRAT—=R RV —% A RX—=T ML TRELET,
show users =P LENENOHEIRLNVO—FE2FRLET, THhITTERL,
nrAy a—Fo-EHLERRINET,
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