S CHAPTER

BEFA—IERETH-HD5—F
x4 DERE

GUI @ System Setup Wizard (F721% CLI ® systemsetup a<v2R) =ML
T IronPort 777 A4 7 ADIEARNRFHEZITH Z &1LV | TronPort 1 A —
NEeXa2 T4 TTITAT UV ATETA—NES 1:.3“67’_ _mi“@ﬁ*k%ﬁﬁ
BT AN TEE L, 22T, ZEETA—NAEZUET 0T T4
TYAETY AT —OFRELZRIBT D & X1 ﬁﬁf%é#&f®%%mowfﬁ
LS<FEBALET,

Host Access Table (HAT; 5A b 727t 2 7—7 L) OEEEIZHOWTHEIALT
WEJ, X7 Y v 7 U AF—d Host Access Table (HAT; 5A b 727 A 77—
TN) b, ZFOEREOREEIN—TBIOA— L Tr— RY v—F, A=
Tu— B AR EWRICT SO OREML 2T L —L T =TT (A=
7B — = ZERROFEMIZ DWW TIL, [Cisco IronPort AsyncOS for Email Daily
Management Guide] @ [Using Email Security Monitor] #ZMB L T 72 &),

ZDOEIX, RONETHERENTWET,
o [URF—IZLDEFA—NDZIF] (P.5-108)

o [RARNTZ7EAT—7) (HAT) : HEEIN—TEA— 7 — R
v—] (P.5-115)

- (A= Tu—RY— TR =N LNRT A=K (P5-117)
- [EEHI7AV—7 (P5-131)

o [GUIIZX %Y Z2F—o HAT OZEH | (P.5-158)

o [XEFZMEE] (P.5-161)

e STV s URF— (RAT) ETOB—HL KA EI RO
DEFA—NDZIF AN (P.5-177)
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e IGUILICL DU AF—0D RAT DZEF] (P.5-182)

JRF—I2k ZBFA—ILOBE

IronPort AsyncOS AV —F 1 7 VAT LA%&ERT 5 &, IronPort 777 A
TUABA NG REFA—ADT— T =4 & LTHEREET 2 X5 ITEH L,
A Z =Xy Frb®D SMTP B M rEIC L, A v =T O #2R
VAT LANDA =V OPREIT) LR TEET,

OB T, IO OEREEFHARICT 2720 VX F—% A4 F—T L
F9, VRAFT—E, HEDIP A v H—T =1 ATK ﬁéﬂéa%%~w@
P REFTIBLET, VRATFT—IE, Xy hT—FJHNICHLINH AT LETIT
A H—Fy b5 IronPort 7 7574 7V AZADBTA—/VIZTICEA I
%9, IronPort AsyncOS %, A v E—V%EZ T ANTR 1.:%‘@‘1‘1]\ UL—
THEDIC, VAFT—ZFHALTA v —U NI HEOH AR IR EL £
T, VAT =1, BEL7EAKIP 7 FL A (systemsetup 2~ R TCTRE L7-F]
M7 FLRAE2EHLET) RICKHEOR— N ETEETS BT AL A0V
2] 1713 ISMTP F—% | £EZDHZENTEET,

A=APHE—DIP T RV A EOEBOR— MIBESND L5 A —lvﬁﬂ{éfﬁ’

Vo —DRTEILITEEEA (715:71 L. BEEEHICAR— k25 2% E
IronPort ® A X AREEAIZAR— b 6025 2% ET 5 723:) KhfEA4 7 /a /é’ﬂﬁ]
}”a'J@ IP7 FLAET iT—]\LT%ﬁ‘fé LEHELES, X5, BRO

B A—AREREBEREMIZIIFACRR M e TE A,

System Setup Wizard F 721X systemsetup 2~ K (CLI) (X, ¥ IronPort
TTIAT A LOMERTAIRRR 7 — VR b 75— T =4 ITEIMET D IP 7
=T R RELET, IronPort C150 77T A4 7 AL C160 77T A
TUATIE, T —Y Ry b 4 ¥ —7 A A Datal XL Data2 &
WO TANURHEIILTWET, ZOMT T IronPort 777 A 7 2 A TiF,
Datal, Data2, X" Management &) 7L EEINTWET, Zhb
DA B —T x A AFIH% T [Network] A = = —® [IP Interfaces] ~—7)»
interfaceconfig 2 ¥ RZMH L CHIETEZ £9, GUI ® System Setup
Wizard (E72ldsystemsetup I~¥ > F) % T L, BEENREHE LI=HE.
TTIEAREB 1 ODY A F—RT 774 T VA ECTHERENTWEST ([F
JI& 3 : [Network]] (P.3-57) TANLEREEZSZRLTIEIWN), A—L&%
BT o007 FLAIX, ZOKRE ., &PIO SMTP /L— kb ([Network] >
[SMTP Routes] F721% smtproutes) DAJIEFIZATILET,
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System Setup Wizard 2 H L CH LW Y AF—%EK T2 & &, AsyncOS 1§57
THNMETY AF—ZAER LET, LoL, FEITY 2 F—%ElT 556,
AsyncOS 12N HDF 7 4V @ SBRS & EH L A,

IronPort 7 /5 A4 7 ADMEHTHER IP A 4 —T7 =A AL TEMETH U R
F—%FET D21, [Listeners] ~*— ([Network] > [Listeners]) F721%
listenerconfig 2 <Y RZFEHLET, VAT —DIERKEREDFEMIIONT
%, [Cisco IronPort AsyncOS for Email Advanced Configuration Guidel] ®
Customizing Listeners] DA ZM L T 72, [Cisco IronPort AsyncOS
for Email Advanced Configuration Guide] @ TUsing Virtual GatewayTM
Technology| TiX. IronPort Virtual Gateway 77 / 1 & —|{ZDOWTHEHBH L T
£, 2077/ uv—%FEHTLELE 12U EOIP T FLRX IPT LR 7
N—T) K LTIPA VA =T oA A SHIZER LTI A= TEET,

B 51 YRF— P AVE—TTAR MBL—H%y b AVE—TTAR
DR
YRF— R—

B PAY8—T14R | IP7KLZ

| MEA—gAYEAU8—TzAR | MEBAVH—Tz4R

S IronPort 7 X
X1V T4 TTSATUR

IVE—TSA4XF— bz (18R

OB TIE, T2 —TFTARXF—= T oA ERIFA VX —Fy "L OE
%%—/I/%E?TL F—hro A $—s3 POP/IMAP H— X, F=iZZ 0o
MTA ICEFA—NVERRLETST, 2o F—TTFTA X F— T =A1T, ZTNER
BEIZ, IN—T 027 —R"BIORZEOMOET A —/L HF—3005 0D SMTP
A=V EZIFMT, A 2 —F > b EOZEFIZTHL ET,
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5-2 IVA—TSAXHF—,9z14ELTD IronPort 77547V ADER

kiﬂﬁfa IJ\iEE& ISP

IronPort BF 4 —JL 77»{7@71-—», ;, SMTP
!

Xa)T4 FTSAF7UR

' / / .
R T ey é:;,

(Exchange™,

Groupwise™)
™

Domino

[
TN—T9x7 547>+ POPIIMAP 9S54 7>k
ZORRTIZ. PR EBRD2HODY ZAF—NUBETT,
o AUHE—Fy NDPEDA—NEZT T DTOICHEHICHRESNTLY A —

o WHDINL—T WITkJ:U\ G- A —/L B —s% (POP/IMAP) 726D A —
NS T DI ERICRESNTY AT —

TN—Foz7 —n [ POP/IMAP H—/\

NIy YRF—ETS5A4R—F JRF—

RNDY AT —% [TV v YRAF—] 2FDOY ZF—% [FF7 4=}
U AF—] &&xFT, IronPort AsyncOS (X, T 74/ hTA ¥ —F v bh
DETA—NVEZETIFREEZRESNT ) v 7 VA F—L N (Fr—7

77, POP/IMAP 72 ED A v —TARK) VAT ANLETOEFA—LD
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ZANEERE L7774 _—F VUAF—2KBILET, XT VT JR
+ ETTANR=F JRF—=1TI, T 74T, AATE AEEST 7 40

BENEL->THET, BRERTV I Xy hT—7 LT T34 X—K Xy
I\U @B ONRTY v o VRAF—ETTA X~ URF—%ERT D2
LT, B2 U T4, R =5, VR—TFT 7, BHAICETFA—NLEZKX
Blc&xEd, 22X, XTV w7 VRAF—TREFELEETA—NIE, T 7%
RN TIEBRESNTZT VFARL LD ET UV FIANA ZAF Yy 2P
TAX YV ENETH, TI7AX—F UAFT—TZFELEETA—VITAF v
VENERHA, VAFT—2HBRECKEX 3-3 1~ LET,

5-3 IVA—TFS5AXF— bz AAONRTY Y IBEUVTSAR—F YRF—

KiFEL INEE
% % ISP

IronPort EF A —JL I SMTP
X254 7ISA4TFUR 7747’771-—)}',’

75 .
E* swre S

7)'/— 27 Y—Nn
(Exchange ™

Domino™

n GroupW|seTM)
=

TN—T2x7 V547> POPIIMAP V547>t

POP/IMAP H—/X
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33C, 12027 Yy 7 URF— (A) L1 2DT T4 _X—}F JRF—
B) B, 2O B —TFTAX T = NI 2 AROT 7747 A L THES
naTnEd,

IO 3-40F, NT Vw7 VRF—LTTAR—K URF—DFT 7 4 /b Fi%
EDEWVWERLTWET, X7V v URF—iE, A F—Fv bDDHDE
A—=NEZRETHZEERBRLTWET, N7V vy URAF—[IZHDORA b
DHOWREZE L, ROEAZBOZEEICA v —VZELET, Zh &L
W2, T79A4_X—F URF—iL, WEBRy hT—IDOLDETA—IVEZETD
ZLEEERLTWEY, T4 _X—F URF—FROENTZ EEMD) HDKA
FS DR EZIE L, A vt —V R EHOZIEZITELET,

C150/160 # 2 %~ — : System Setup Wizard Tix, T 74 /V h T, A ¥ —
Y EMOEDETA—NVDOZEERNBRY NT =T NEOET A —/LOFfEOMH
FEATHIEDD, 1 O0ORT Y v VAF—%EE2BoTHRELET, DFEV,
1 50U X F =057 OMEEE EITTEET,

THNENOEEDY AF—D, RANT IR T—TNEZIEET 7R T—
T TOFEVICTHOWTITER LET,

B 5-4 RIY Y YRF—ETSLR—b YRF—
;fWJP“h
P - 1v8—%y b
kf99—$vk? HR b B
N BIEE: REM

RIYyy YRF—

IronPort EFXA—)L
wXayFq4 775
ATFTIR

‘754&—FUXT—‘

REARY F7—9:
KRR ~: BRER

2EE: 2%
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5-51Z, IronPort X1000/1050/1060, C60/600/650/660, I3 X
C30/300/350/360 77" A4 7 > A |-C System Setup Wizard (¥ 721% CLI ®
systemsetup 2% F) ICX o TEREN D fRIBREFA—NV T— U =A
Wz RLET, 200U AF=RNERENET, HDMF—T =1 X ETA
VRY v N R B ATEEIC T B0 D T ) v URF—L BIOIP A
Z =Tz A ALTT U MUV N HERFRICT 570D T 74 X—F
AF =TT,

5-6 1Z . IronPort C150/160 7 7" Z A 7 > A [T System Setup Wizard (F 72 1%
CLI ® systemsetup 2~ R) 2L o TEREIND —HRE T A —/L F— |k
VAR ERLET, | DDIPA v F—T 2 A A LD 1 2DONT Y v s YR
F=, AR N E T U M T o NERE O G A R RRIC T D 7201
TERL EAVE T,
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2 5-5 X1000/1050/1060. C60/600/650/660. C30/300/350/360 7 TS5 A4 7R ED/IATY w5
JRF—ETSLR—F JRF—
j,«f‘“x""“\ﬁ
"/f ’ " )<—
WA PE—F YR GF) —ORTY9s U AF—iE, A
"\——‘Q j._,z_J" X b A HF—7 A A Data2 O
—— IP £ > % —7 = A % PublicNet ®
%smw HK— k25 FCSMTP 71 h 2%
Ty s JRF—: ML, A Z =Ry DDA Y
inboundMail E;tii1ibitop blicNet /%
— - UDIICINC
PLAUA—JIAR; . :
: S B —%y b EDsESER A R
PublicNet (%1:192.168.2.1) vk
R y—VEEELET.

1—9Rry b A 28—T A X:Data 2

IronPort EF 4 —JL
X2 T4 FTSAF7UR

. IP A % —7 = A A PrivateNet IZ. NEED
1—H¥Rry b3 —T x4 X:Data1 e
A= RAPIA v E—=VZEEFLET,
PAYRA—T(4R:
PrivateNet({1:192.168.1.1)

GE) Zo7I7A4—hF UAF—F,
Datal 1 —% Ry b A X —T <A

T34 "=k UX?__: A @ PrivateNetIP £ ' % —7 = A
F'OutboundMail | ADAKR— bk 25 LT SMTP 71 b=
¢ JVEER L. .example.com KA A
WNOWNEL AT AMPB Ay E—U%
ZELET,

IN—Tox7 = A ve—SERVRT L
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5-6 C150 FFSAFUREDITY v 1) ZH—
P S
O s S o S
< o
Y SMTP
NITYwH ) RF—:
Y IMaillnterface
<—>{|P ® ‘/9—7141:MailNet(ﬁ']:192.168.2.1)‘
Hl—F9 17 $—i\] "f—*f*‘yhff‘/’;l—?::»fZ:DataZ ‘
A yb—CEBRORT L - ° -

IronPort C150 &F A —JL
tXaUFqa PTSAT7VR

GE) ZongVy 7 VRF—iE, A —HY Ry A ¥—T AR Data2 ED
IP A >4 —7 = A A PublicNet ®7"— k 25 ECSMTP 71 k =)L & {#
L. AVH =Xy "bBDRA Y-V %Z(5 L, .example.com FAA
ORI AT LD A v —% kLT,
IP A % —7 x4 A MailNet 1X, 4> % —Fv b EOFEIFANENE
DA—IVHRARNMIAvE—VEEELET,

KA+ 72X T—TIIL (HAT) :
EEETN—TEA—L 7O— KRy I—

TTIAT VALETREINTWNDEK Y R F—I21F. TR ZETIAvE—D
DENEELER T H-DICRERRER T u AT 4 RNH 0 £9, HE BT A—L
NAT T4 (P4-91) THHALELSIC, VAT —DEEICEEL 52 55

WIDORERKL FTREZRHEBED 1 -o2% Host Access Table (HAT; "A b 727 &R 5 —7
V) TY,
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HAT iZ, VE—F RA MDD OEEEREZHET IV A F—Hor—1 &y b
ZHRFLTWET, MERT 5T _TDY 27— (2B O HAT 285 9 £+, HAT
X, X7V w7 VRF—=LT T4 R_R=F URF =D HIZH L TEESINET,
HAT N> MY IR OEARE LI L > TERESNET,

* 5-1 HAT QOEXRBZHEX

YUE—b KRR FEE L=

VE—pF FXPEFL, VAT —ICERELLIETDIE—F AAFE (L
ZIFHE—DIP 7 RLAT) EHT 5 HETT,

=3, BELIYE—F RAMRY A F—ITERTELNE I DEREL
ESUaN

AsyncOS @ HAT TiX, EARLEZIE L, HHD U E— KRR MNEZITAH
BT bOEERTEET, INEFEFEFI A —7LOET, BHoT /&
ANV bRT A =L 2y FEMAGDE AT bR, X =
2= Y=L ET, ORISR ER 52 1R LET,

& 5-2 HAT OREL#EX

BEBETIL—TF A—JL 20— R S—:
JE—F KR FIOER L= +1854—4
JE—F KRR+

JE—F KX F

=V HAT IZBINDNEFFIZEE T, VAT —IZ#ERL LD L THK& KA
IZOWT, HAT 2 E2 5 FlZMpo TitdA TN E T, it A Mo —b
N—ETI2HE. TOERHRICHLTTSIIT 7y a vy nETanEd,

HAT 2R T D ERFE LT P W RE L = MY IT, BREORA S =2 |
V<dhHad TALL] @ BT AT LET,
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TI#ILEHAT TV MY

(E)

YERLT 2T _RTONRT Y w7 URF—IZTHONWT, T7H+/ T, 7XNTOR
ARDOEDEBFA—NEFAT 3L HAT RRESNE T, fEkT59T T
DT TARX—1K YRAF—=IZONT, T74/NFTH, FEELEFRARA I LOE
F A= EHHEL, TOM T RTORRA N EHEST D L5 HAT "R ESNE
7

BELEFRA MNIANDOTRCOFRAR M ZFELT DI LT, listenerconfig I+
v K& systemsetup ¥ RTIE, BRET VAT LE [A—F JL—] &
LCRETDIZENMEanNET, =72 Vb— (IExXa7Thnl b—)

FRIF =K X=F 4] VL —EbIEORET) 1T, FEEFHICLDE AL

A=YV L —%FFT SMTP BB A— =TT, =72 VL —0dH
L. m—Ha—PrFTbar—h 2—FNETHLRVET A —/LE L
THZEIZEY, FERLDWBREFEER ST — MV oA ZHB U TRKEOANNLEZEE
T5HZ ENHERIC/R D £,

A=) 2O0—RY—: FTOERX IL—=ILEINT A—4

AFvFT A1

ATFyvF 2

HAT DA — 7a— R v—2FHTHE, VAFT—BYE—F FRARID0D
A=V EZIETHHRELZFHIEE - IHIRTEET, o, SMTP h 2 3E—
TarOfTRN LN END SMTP a— RESE L LEETEX T,

HAT 121, VE— bk KA DO OBEFGICERT RO 4 DOFEKRKRT 7 & A
= E£9,

ACCEPT
BT &N, B ANV OHFAREBIIZEET 7 A T—7 L
(RNTY 7 UAF—DEER) REDY A F—OREIZL>THIRENE
ﬁ—o

REJECT
B3NSR SN ETH, #LE 2L LT0E 7 747 MMT 4XX
FRESXX DTV =T 4 Y INEESNET, EFA VTSN EE
VR
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(G¥)  SMTP o \t—va VOBMIFCIERLS, AvE—VREL~L
(RCPTTO) TZDOHEH/EFITT DL OIT AsyncOS 2R ETHZ &b
TEET, TOFETAYE—VEELRTHI LT, AvE—VOER
DEIESNRA yE—U BT RF 5720, AsyncOS 1THEE SN2 A >
T-VICHET D L AR e IRG TE £, ZomElE, CLI O
listenerconfig --> setup 2~y RTHRELFEFT, FFEMITOWTIL,
[ Cisco IronPort AsyncOS for Email Advanced Configuration Guide] @
[Customizing Listeners] #ZM LT 7230,

TCPREFUSE
B lZ TCP LRV CHES ENET,
RELAY

BRI BRET. TRCOREFIOVCRESIFTS N, ZHE#
T IR T TR S E A,

¢ CONTINUE

HAT WO~ v B2 7 MR S 4L, HAT ORGSR SIVE S, BIEHR:
723, CONTINUE TZaWEfid =y MV IZ—HT 256, Rbiczox s
MU AMEH SN E T, CONTINUE /—/vi, Graphical User Interface
(GUL, /'S 74N a—Y f v F—T x4 ) THAT KB IRETES
T HEDIEALET, MO VT, THRLWEEEZ L—T7 D
EBAN (P5-149) 22 LT IEEW,

INDDOERWZRT 7EA a ba—b RXTZ A= 2%, (BT 2V AF—
TIRDONT A =R EFRTEEY, 77X L— (ACCEPT £721%
REJECT) tMAARDLENTZRTA—HT, X—b Ta— Y —LEhnE
T, A= 77— RKY =i HAT X A—=F DI NV—T (778 A L—/LD
BT, BT A—H2 L— MHIIRST XA =% B AHZ L SMTP 22— R LIS,
BEORTUFARA, TUoFUA LR, Kb, BRERT A —Z ET=b D)
ERETHEHO 1 DD FETT,
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FOHA—N T — R —iL, VAFT—OHAT NOZ> ") & L TEEES
=~y FENET,

® 5-3

HAT A—J)L 28— Ry L— S5 A—4

N A=A

EZ:

[Connections]

[Maximum message
size]

OV AF—=THAIND A vE—VDEKRIA X,
WK A v E—Y 1 ADK/MEZ 1 KB T,

[Maximum concurrent
connections from a
single IP]

HM—DIPT7 RLANDLIDY A F—|ZHFETHZ &N
FrAl & B e K R R,

[Maximum messages
per connection]

UE— N FRAIDLOHERIZK LT, ZOU R F—%
WU TEFETEIRRA vE—T%,

[Maximum recipients
per message]

TDORAIDPEDA =R L THAINEHRK
ZIEEE,

[SMTP Banner]

[Custom SMTP
Banner Code]

ZD) AT =L OFRNHESLS NIz E SRS D
SMTP =— R,

[Custom SMTP
Banner Text]

DY A= OERENHEL SN L TIZREND
SMTP N F— T F 2 b,

[Custom SMTP Reject
Banner Code]

ZOVAFT—IZEVEERBES SR EXITREIND
SMTP ==— F,

[Custom SMTP Reject
Banner Text]

COVAF=IZEVERDMER SN EXITREND
SMTP "> — FF 2 I,

[Override SMTP
Banner Host Name]

F 7 4L Tl SMTP N J—% U E— h KA ME
RTDHEEIZ, VAF—DA U FZ—T = A AT
FOENTVDEERA MEREDLNET (72 & 2,

220- hostname ESMTP), Z ZIZHRAKRA NGE AT
THZET, ZONRNF—2EETXET, /-, KR
N7 4=V REZEADEEICTDHI LT, FA M

NP —IZER LN EHLTEET,
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® 5-3

HAT A—J)L 28— R >— kS A—4 (HE)

NT A=A

EX:

[Rate Limiting]

[Rate Limiting:
Maximum Recipients
per Hour]

TOVAZAF—N1EDYVE—F RRAIDNOZET S,
R o720 ORRZEER, FEHFIP 7 FLAHD
DZEHEOEIX, Vo — VLB ShET, U R
F—ZlIZMBDO L — MR L X WMEN B S ET
B, TRTOU R F—=N1HOH T ZITx L THREE
ZITH5720, U IP 7 R R (EEH) BEHDO Y R
F—ICHRE L TV ASA, L— MHIBRA B % 5 "lRENE
NEL 720 EF,

[Rate Limiting:
Max.recipient per
Hour Exceeded Error
Code]

AARR, 20U AF—IZx L TEZEI LTV AR
BTV DRRZIEEREBZ 55K EI N5 SMTP

=k,

[Rate Limiting:
Max.Recipients Per
Hour Exceeded Error
Text]

AARR, 20U 2 F—ZxF L TERI LTV B R
B2 DERRZEEREBAT-HEICEEI NS SMTP
NF—F%2 b,

[Flow Control]

[Use SenderBase for
Flow Control]

Z ® Y AF—d IronPort SenderBase FEfi— & 2 ~D
W27 7| A FX—TNMZLET,

[Group by Similarity
of IP Addresses:] (A
Zhe y h#EiH 0 ~ 32)

) Z2—@ Host Access Table (HAT; ;x A b 77 & &
T—=7N) Noxr Yz K CIDR 70 v 7 T
BELLOD, IP 7 RLAZ LICERBA— LV ZEHEB X
CL— FHRT DD LET, L— RO
DICHERLD IP 7 KL A& 7 NV—T T 5720 DHE %)
vy FO#H (0~32) ZEFLDD, TOHFEAND
IP7 RLRZEI@BBIDOA D & % mFFLET, [Use
SenderBase] %7 4 £ —7 M T HHLERH Y £,
HAT OFBE v R OFERIZ OV TCIX, [Cisco IronPort
AsyncOS for Email Advanced Configuration Guidel @
Configuring Routing and Delivery Features| D &FE®
THAT Significant Bits Feature] # &ML T 7Z&\,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F

0L-23078-01-J |



| $5%

BEFA—IWVERETHOHDT— o1 DHRE

® 5-3

HAT A—J)L 28— R >— kS A—4 (HE)

NT A=A

B8

[Directory Harvest Attack Prevention (DHAP)]

[Directory Harvest
Attack Prevention:
Maximum Invalid
Recipients Per Hour]

ZOVAFT=B1HEDYE—K KA MPLEZET D,
Kl 72 ) DR RO I ZAEEF R, O L EVVEIT,
RAT fE 5Ot L, SMTP o n"t—varTRuey
FENTE, T—2 Fa—TAT L ZASNEYR
LDAP ZEHZ~DA vt —P OB AR LIZb D%
#LET (BHEMSTONTWSD Y 2F—0D LDAP #F#J
HETHRELET), LDAP #Fral2 =V —d DHAP ®
R E DFEMIZ DWW TIX, [Cisco IronPort AsyncOS for
Email Advanced Configuration Guidel] @ TLDAP
Queries] #ZL T 7230y,

[Directory Harvest
Attack Prevention:
Drop Connection if
DHAP threshold is
Reached within an
SMTP Conversation]

IronPort 775 A4 7 v A1k, W% fGH O L EVWE
WCETHEFRA M~OERE ey 7 LET,

[Max.Invalid
Recipients Per Hour
Code:]

Wik Fony 795 L&+ —Ne2BELE
T, T+ hDa— KT 550 T,

[Max.Invalid
Recipients Per Hour
Text:]

Roy 7 Uictftioxst LCTERT 27 %X P&fEL
F9., 774V DT F A ML [Too many invalid
recipients] T,

[Drop Connection if
DHAP threshold is
reached within an
SMTP Conversation]

SMTP 4 v /38— 3 »f1Z DHAP L& WMEIZEL -
BAOERDO Ru v T2 A4 F—T NI LET,

[Max.Invalid
Recipients Per Hour
Code]

SMTP 7 > "t —3 3 D DHAP I X Y #5sa B
ay T EEIERATIa - ERELET, T
7 x )b kO a— Rt 550 ¢,

[Max.Invalid
Recipients Per Hour
Text:]

SMTP 1 /8t —3 3 1D DHAP IZ LV #kix R
Oy 7 THEEMHTATIANERELET,

[ oL-23078-01-J
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® 5-3

HAT A—J)L 28— R >— kS A—4 (HE)

NT A=A

EX:

[Spam Detection]

[Anti-spam scanning]

TOYVAF—FETTVFARA AX YA X—T )L

2 LET,

[Virus Detection]

[Anti-virus scanning]

CDVAF—LETT U FIANA ARy U EA FT—
Lz LET,

[Encryption and Authentication]

[Allow TLS ZDOYAF—0 SMTP B 3t —3 3 2T, Transport

Connections] Layer Security (TLS) ZfE#&, #S5, £33 BMT
LET,

[SMTP UARAF—IZ8FTDHYE—F KRR ]\75>60) SMTP &

Authentication] EFFA, BRIL. FEHBMATET, SMTP BIEIC VT,

[ Cisco IronPort AsyncOS for Email Advanced
Configuration Guidel] ® TLDAP Queries| OFE %%
LTS ZEN,

[If Both TLS and
SMTP Authentication
are enabled:]

TLS {2 SMTP §8FE& #2435 X 2 #HE T £,

[Domain Key Signing]

[Domain Key/ DKIM
Signing]

Z®»Y A} —7T DomainKeys 7213 DKIM &4 % 1
F—7 Mz LET (ACCEPT L RELAY OA),

[DKIM Verification]

DKIM MifE%E A F—7 iz LET,

[SPF/SIDF Verification]

[Enable SPF/SIDF
Verification]

DY A} —7TSPF/SIDF B4 %A X —T7 M LET,
FEHIZ W TIE, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] ® TEmail
Authentication] OEZZHL T &,

[Conformance Level]

SPF/SIDF ##il L~ L% 3% L £¥, [SPF]. [SIDF].
[SIDF Compatible] DWWz #IR L 7, FEMIC
DWW TIX, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guidel @ [Email
Authentication] OEEZZHL T ES VY,
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BEFA—IWVERETHOHDT— o1 DHRE

GE)

® 5-3

HAT A—J)L 28— R >— kS A—4 (HE)

NT A=A

BB

[Downgrade PRA
verification result if
'Resent-Sender:' or
'Resent-From:' were
used:]

YL L~ & LT [SIDF Compatible] 38R L7=54
A v — U HIZ Resent-Sender: ~ v Z—F 7= 1%
Resent-From: ~ v ¥ —RFEHET 585512, PRA
Identity fRAEDFE R Pass & None [IZX¥ 7 v 7 L— K9
EMEIDERELET, ZOF T aridktxal
T 4 HE &R L £,

[HELO Test]

HELOID iZxf L CT A R&FATTHMNE I MEREL
%9 ([SPF] 3 &L U [SIDF Compatible] #E#L L ~/LT
EHLED).

[Untagged Bounces]

[Consider Untagged
Bounces to be Valid]

Ny v AGEY ¥ 2 ([Cisco IronPort AsyncOS for
Email Advanced Configuration Guidel] @
[Configuring Routing and Delivery Features| O & % %
) DA RX—TNOHEEICORrEHENET, T 74
NETIE, T4 T RIFE T DIRNNY o Rt
BERRL, N ARGEOREIIE LT, Ny A
EHEET DN, WAZ L~y X —%ZBIMLES, 27
& TRV RE/HERBRTGE, 77747
VAFINT A Xy =V ERZIMFITET,

[Envelope Sender DNS Verification]

[EEERAE (P5-161) ABELTIES,

[Exception Table]

[Use Exception Table]

BEBERFE R A A VHISNT—T NV EFERLET, Flst
T—=TNME 1 OLEHTEEFAR, A—L Tua—
R =LA F =T NI TEET, FEcoONWT
WX, DEEFEHEEGISN T —T7 L) (P.5-165) #BBL T
<TE&EW,

TN ETHEH, INSDONRTA—XF, TTIAT A LEDOK Y A F—Zo0

T, £ 5-5BLU#% 5-

6 \RTT 74/ MEICRESNE T,

TUFANRNETNIT VF AL A ZAF v 8 HAT T/ a— LA x—7 )b
2R > TWABEE, Avt—U0 IronPort 7 7594 7 Ao THAIEN S
LEW, TUvFARLNERIIT v FIANA Ay U HICT7 T TRESHET,

[ oL-23078-01-J
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[ |
Ay —=VEFANLIEBICT VFARLELZET VFUAINLA ZAF Y BT 4
=Tz ENTZEAE AvE—VE, V—7 Fa—%HD L XIHEHE A
Xy URRIZRD ET,
HAT Z#0DEX
FS54TH AN Tao— R —IZHLTEEINDI AKX L SMTP BEL O
L— IR AT — LA EDLED L THHEHTE AL HDy F2EELF
T, BEELOKRKLFE/NLFIIRINENEREA (DF D, sgroup & $Group 1L
LT,
& 5-4 HAT ZEHD#EX
T EE
$Group HAT NO—H LIk ZE I — 7 DA CEE B2 b Ed, &
BE I N—TICAFIN WA, None) BWERRINET,
$Hostname |[ronPort 7774 7 v Al KXo CTHIESNT-HEICDH, ) E—
M ARAMATEEHRZONET, IP 7 KL AD#5] % DNS /L v
IT TN LT DODER A FENEINWES. [None
NFERENET, HH & DNS /Ly 77 v 7RI LIZES
(DNS H— NIZEFETERWGEAEC, DNS F— IR EIN T
2WEA) . TUnknown] NFERSNET,
$0rgID SenderBase #i#k ID (FEHufE) CTEXHZONET,
IronPort 7 7 A 7 o A7 SenderBase ik ID Z B3 CTx 72\
7, SenderBase it — B A MEE K S 72y o> 72354, TNone)
NERENET,
$RemoteIP |JE— K 7 TFA4 7L hDIP 7T FLATEEHZONET,
$HATEntry |JE—h 79347V M= L/Z-HAT O ) TEEHZ D
nEJ,
HAT Z# oA

S

GE) IS DEEIL, [Cisco IronPort AsyncOS for Email Advanced Configuration
Guide)] @ TCustomizing Listeners| OFEDE 1-3 IT/REN TV S EE A HAT
INTA—=F smtp banner text BLO max rcpts per hour text L& BT
T&EET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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INOOEHAEFEH L, $STRUSTED &Y o —HNTHA SNT-HEHO D A X L
SMTP NF—S& T ¥ X % GUI THRETE £7,

B 5-7 HAT Z# 08 HA

Rate Limiting: Max. Recipients Per Hour: @& Unlimited

Of
Max. Recipients Per Hour Code: | [452

Max. Recipients Per Hour Text: | |[Too many recipients received this hour from
Host: $hostname

F72iX, CLITRDO LS AN LET,

Would you like to specify a custom SMTP response? [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemotelIP,
matched the group: $Group, $HATEntry and the SenderBase Organization:
$0rgiID.

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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HAT Z8DT X +

INGOERET A MTHICE, BBHOBHTE A OIP T FL A%,
IronPort 7 75 A4 7 v A LD U 2 —0 $WHITELIST #E& 7/ — A28 L
F9, TOH., TO< UMD telnet THERE L £ 9, SMTP JG&E T TEKOE &
Bz ZHERCTEET, ROFESEZIZLTLEEN,

# telnet IP address of IronPort Appliance
220 hostname ESMTP
200 You've connected from the hostname: hostname, IP address of:

IP-address of connecting machine, matched the group: WHITELIST, 10.1.1.1
the SenderBase Organization: OrgID.

FI4ILE A=) 78— RYL—DELR

ATFvFT1
A7y 2

5812, NT Vw7 VAF—=DFT 75V R — NI XA—=FZRLET,

YAF=DT 74N R = N"TXA=F2FRRTHI20E, ROFIEEZFATL
£,

GUILIZT7Z7EALET (IGUI ~DT 7 & A] (P2-19) Z#Z5H),
[Mail Policies] > [Mail Flow Policies] ®NEIZZ U v 7 LET,

[Mail Flow Policies] X— U NERRFENFE T, URAT—BREINTNDLY
B TNT 7Ny MNETRYIOY AT —IZR L TERSNTND A—L 7
0— KU —RNERENET,

5-8 [Mail Flow Policies] _R—
Mail Flow Policies

Add Policy...
Policy Name Behavior Delete
THROTTLED Accept i}
ACCEFTED Accept i}
TRUSTED Accept i}
BLOCKED Reject i}
Default Policy Parameters
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BEFA—IWERETHHDT—

koA DHRE

X,

5-9

Default 5

ings

Connections:

[Default Policy Parameters] UV > 27 %27 U v 7 LE T,
[Default Policy Parameters] ~X— VR E RSN E T, 59 L TL T

RIV 9y YRF—DT I+ BRYD— 185 4—% (1/2)

Max. Messages Per Connection:
Max. Recipients Per Message:
Max. Message Size: | [Zpar1sz0

(add @ trailing K for kitobytes; M for megabyies)

Rats Limiting:

Max, Concurrent Connections From s Single IP:
SMTP: Custom SMTP Banner Code:
Customn SMTP Banner Text: ‘ ‘
Custom SMTP Reject Banner Code: | [5o

Custom SMTP Reject Banner Text:

Override SMTP Banner Hostname:

Max. Recipisnts Per Hour:

@ Use Hostname from Interface

o |

Mail Flow its

@ Unlimited

(ol I—

Max. Recipisnts Per Hour Code:

I

52

Max, Recipients Per Hour Text:

Too many recipients received this hour ‘

Flow Contral:

Use SenderBase for Flow Contraol:

® on O of

Group by Similarity of IP Addresses:

This Feature can only be used if Senderbase Flow Control is off,

Dirsctory Harvest Attack
Prevention (DHAP):

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F

& off
&
(significant bits 0-32)
Max. Invalid Recipients Per Hour:
i @ Unlimited
s
Drop Connection if DHAP threshald is Reached
within an SMTP Conversation: | ©n O Off

Mazx, Invalid Recipients Per Hour Code:

Max. Invalid Recipients Per Hour Text:

Too many invalid recip!
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5-10 RITY YY) YRF—DTIHILE RYS— 5 A—45 (2/2)
Spam Detection: | & an O off
Virus Protection: | & on O off
Encryption and TLS: | @ off O preferred O Required
Authentication:
SMTP Authentication: | & off O preferred O Required

If Both TLS and SMTP Authentication Require TLS To Offer SMTP Authentication
are enabled:

Domain key/DKIM Signing: | O on @ off
DKIM Verification: | O on @ off
SPF/SIDF Verification: | O on @ off

Conformance Level:

Downgrade PRA verification result if Mo Yes
‘Resent-Sender:’ or 'Resent-From:’

were used:

HELO Test: off * on

Evaluate Untagged Bounces: | O ves @ no
(Appiies only If bouncs verificstion sddress tagaing is in use. Ses Msil Policies = Bounce Verificstion.)

Sender Yerification

Envelape Sender DNS | O on @ off
werification:
Malformed Envelope Senders:

SMTP Code: [F5-

SMTF Text: [5.5.4 Domain required for sender address

Envelops Senders whose domain doss not resalve:

SMTP Code: [i50

SMTF Text: [4.15 Domain of sender address <$Envelo

Envelops Senders whose domain doss not exist:

SMTP Code: [F5-

SMTF Text: [5.1.8 Domain of sender address <$Envelo

Use Sender Verification | O on @ off
Exception Table:

JRF—DTIHIL L R — IS5 A—4
WKOFRIZ, XTV 7 VRAF—DFT 75V K RXRTA—FDO—Ex - LET,
® 5-5 IRITYyy JRF—O HAT T4k RY— 185 A4A—4%

RTA—4 T+ ME
[Maximum message size:] 20 MB
[Max.concurrent connections allowed to this listener:] |10 #%¢
[Maximum messages per connection:] 10 A vyE—
[Maximum recipients per message:] 50 Z{E&

[SMTP Banner Code:] 220

[SMTP Banner Text:] lhostname £SMTP |
[SMTP Reject Banner Code:] 554

[SMTP Reject Banner Text:] lAccess Denied]

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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||

= 5-5 IRTYw Y YRF—D HAT T4k RYD— RT3 4—48 (FE)

NTA—4 T4 ME

[Override SMTP Banner Hostname] Use hostname
from Interface

[Rate Limiting: Maximum Recipients per Hour:] F7 IR L,
2 —PER,

[Rate Limiting: Limit Exceeded Error Code:] 452

[Rate Limiting: Limit Exceeded Error Text:] [Too many
recipients

received this

hour |

[Directory Harvest Attack Prevention] OFF

[Use SenderBase:] ON

[Group by Similarity of IP address:] OFF

[Use anti-spam scanning:] ON (7 v F AR
BPA R —T )7
e

[Use anti-virus scanning:] ON (FvF v A
JVAINA F—T )b
A

[Allow TLS Connections:] NO

[Override Hostname] NO

[SMTP Auth] OFF

[Domainkey/DKIM Signing] OFF

[DKIM Verification] OFF

[SPF/SIDF Verification] OFF

[Envelope Sender DNS Verification] OFF

[Use Exception Table] OFF

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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BFA—NERETEHDT— VT A DHRE |

WDORIZ, TTAN—F UAT—DOF 73/ s RFTA=FDO—EERLE

7,
# 5-6 TSLR—F YRF—DO HAT T4k RYS— R54A—4
NS A—A FI4N ME

[Maximum messages per connection:]

10,000 * v &—¥

[Maximum recipients per message: ]

100,000 =f54#&

[Maximum message size:] 100 MB
(104857600 /3 A
~)

[Max.concurrent connections from a single IP] 50 B

[SMTP Banner Code:] 220

[SMTP Banner Text:]

lhostname ESMTP |

[SMTP Reject Banner Code:]

554

[SMTP Reject Banner Text:]

[Access Denied]

[Override SMTP Banner Hostname]

Use hostname
from Interface

[Rate Limiting: Maximum Recipients per Hour:] Unlimited
[Rate Limiting: Limit Exceeded Error Code:] N/A
[Rate Limiting: Limit Exceeded Error Text:] N/A
[Use SenderBase:] OFF
[Group by Similarity of IP address:] OFF
[Directory Harvest Attack Prevention] OFF

[Use anti-spam scanning:]

OFF (7 v F AN
DISA =T IV7R

B

[Use anti-virus scanning:] ON (7vF A
VADA F—T I
IR E)

[Allow TLS Connections:] NO

[Override Hostname] NO

[SMTP Auth] OFF

[Domainkeys/DKIM Signing] OFF
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||
= 5-6 TFA4R—+ YRF—O HAT 774 b RY— RS A2 ()
INTA—45 T4 ME
[DKIM Verification] OFF
[SPF/SIDF Verification] OFF
[Accept Untagged Bounces] NO
[Envelope Sender DNS Verification] OFF
[Use Exception Table] OFF

EEETIN—T

HAT T RXA—F%T VA V—)VEflBEGEDEDET, A= 77— K
=NERENET (¥ 5-6 A= 7a— R — T 7R L—LENRT
A—H%| (P5-117) #5MR), 7225 HAT T A =4 % 7 V—7{bL L CLRi% %
DYTHE, BEZFOITN—TIZHEHATEDZ A= 7u— KR V—NRNEHRIN
F9,

FEE 27— 71F, B2, BEOEEENPLOEFA—NLERLFETH (o
FO ., EELZOIN—FI A= Ta— T —%HEHT D) FOICED LR
FFEEHDVARTY, FEHIZLV—T1L, KOLOTHINENDEEEDY X
S

e IP7 RLX

o 1P i

o BEHRARA M ELIZ AL U4

» SenderBase #fiir— 2 D THRk] 75%H

» SenderBase Reputation Score (SBRS; SenderBase #Fi A =2 7) DO#f (&
FoiE A a7 o Ram)

e DNS U R 7xU—%&

EEHEIN—TEERTHVE—F AA L BEEN)) 2EHETLED
OELIZOWTIE, £ 5-7T 22 LTLEZS, ZTRH0EEHT FUIE, U
AF—O HAT NCTH YU~ TRYILNET, A= 7a— KU —LFEERIC, &
BE I N—TIZ4HTEFID B TET,

[ oL-23078-01-J
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EEHEIN—TBIOA—L 70— KY —FHbE¥ T, VURAFT—0 HAT TE
XXhE9, IronPort 775 AT ATiR. 74N RT, [(RTY w2y U=

F =T DEFZF DA — 77— iKY —] (P.5-139) IZRTA—/L 71—
RY =L BEHEIN—TRHLNLODERINTVET,

Bow [BrA— N tXxalT 1 vX—Vy ] TE, ERFEHLOREE I L—
TeA—N Tu— R —2EHLT, Y= b= ZBRT DA —NLE2TIT
R EERBICAEHL, VAT —O HAT IZdT 2V T F A LDREREITH 2 &
MTEET,

(F) _—EDNSAVIT T hFETTHIET, VATLEFVE—FKARDIPT
RLADIELSEZfMEERB LOMIELET, Zhid, #icHh A O IP T FL2X
Wk B#5[& DNS (PTR) vy 7 7 w7 ZnicHi PTR Vv 7 7 v 7k
BIZXTDIESE DNS (A) vy 72 7 v 7o Ed, Ok, VAT A
ANy I T v TORRNPTIR vy 7T v TORRE—FTINE I DET =
7 LET, RN HLRAVES, L3 A La— FAFEELRVESIE, &
AT MEIP 7 RLADHLEFEHA L THAT Ao b A LET,

EIEETIL—TDEX

& 5-7 HAT HTOYE— /KRR FDEE : EEF T IL—TDEX
i 3°4 B

n.n.n.n ) (5E&r) IP T KL A

n.n.n. AR IP 7 KL A

n.n.n

n.n.

n.n

n.

n
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| |
£ 5-7 HAT HTDYE—F RR FMOEE : 2IEFI/L—TOEX (FE)

B B

n.n.n.n-n IP 7 KL 2ADO#%H

n.n.n—n

n.n.n-n

n.n—-n

n.n—-n

n—-n

n—-n

yourhost.example.com TRBEERI R A A 4

partiathost HAFA R RALPHNOFTRTOHD

n/c CIDR7 KLV A 7nravs

n.n/c

n.n.n/c

n.n.n.n/c

SBRS[n:n] SenderBase #FAfi A =7, FEHIIZ DUV T,

SBRS[none] [SenderBase ffli A 2 712 L » TEHRINT-LFH
ITN—"71 (P.5-136) ML TLIZE,

SBO:n SenderBase % v b U —7 A —F—ikBE G, FEH
{22\ ClE, [SenderBase f¥Ali A =2 72 L » CEF
SNTEEEHE T NV—T) (P5-136) 2B LT
LA

dnslist[dnsserver.domain] |[DNS UV 2 k 7 =1 —, ZEMIZ O TiX, THAT N
DODNS VAN —%FATT5HZ L TER
N7k FEEI7V—71 (P5-138) 2R LT EE
AN

ALL TRXTOT FURIZ—BT DR —U— R, Z
L, TRTOREZF I N—TORCHEMA SN, &
WEENET (EELYVAMEINFEREA),

FY M= F—F—, FASL U IPF7RFLRATERINDEEEITN—T

SMTP 7'u ka3 UZITET A — NV OEEEEZRIET 27200 FIENHAAE
TWRWed, REOKREA —LOREEIL, TOHFTLERTTZOHDNL OO
WIKAZRAT DI LIRS L CEELE, e AvE—vYDzrXu—7

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
| oL-23078-01-J .m



B58 BFANERETIEHOT—LVTADHRE |

EEET RVAODAT—T 47 A& LT HELO 7 KL ADOEM, Hiph
RHORAAL DO —T—2a R ERHVET, ZNICED., EHOA—LE
HEIL, [ZOKREBOBEF A —VITHEREELTHDEOMN] &) HARKZRER
FEARMT D Z L Fd, ZOEMIZEZD7=DIZ, SenderBase #Ffih— b
AL, B TR A MDD IP 7 L ACESOTHER—ADEREZENT I
DEFOMBELEFELTEELE, IP7 FLRAZ, AvkE—VHmTHRETS 2
LT E A ERTRERERD 1 > TY,

IP Address i, FEETLA =L FAIDIP 7 FL AL LTEHLET,

Domain (I, {fEELZE 2 LU RAA 4 (7= & 21X yahoo.com) % D7k
ANGEMERT DT 4T 4 L LTERSHL, IPT RLRIRT 55 &
(PTR) Wy 77 v AL o TIREISNET,

Network Owner 3. IP 7 FL 2D 7 u v 7 28+ 505 057 4 GAFIIS
#) & L TE#H SN, American Registry for Internet Numbers (ARIN) 72 &
=L LA RYREZOMD Y —ZA0HD IP 7 KL AZEROE| Y Y Tl
SWTRESNET,

Organization |3, %y NUV—2 F—F—D 1P 7uvy 7 NOA—) F— kU=
A DREED I N—T o bFHEMET 50T 474 L LTERS L,
SenderBase |2 & o THRE S 4L E ¥, Organization (% Network Owner, Network
Owner WY, % @ Network Owner OFE D WTHNIZRY F7,

HAT [Z&ED<KRY) o —D%E
#£ 5812, Xy hU—7 A—F—LHEOH EZ N DR LET,

& 5-8 2y b= F—F—LERDOBH
BloiEs 2y b= X—F— i
+v k=9 H—ER |Level 3 Communications |Macromedia Inc.
e AllOutDeals.com
GreatOffers.com
BFA—ILH—ER |GE GE Appliances
e GE Capital
GE Mortgage
EREES The Motley Fool The Motley Fool
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BEFA—IWVERETHOHDT— o1 DHRE

AFvFT A1

ATFvFT 2

Xy U= F—F— OB R0 DRRH D12, A— Ta— iKY
ORI T B =T 4 T 4 13 TT, SenderBase FHAfi Y — B A%,
BT A= IVOEFTIZONTHAE L~V E TMBICEMAEL TRV, IronPort 77
TAT U AFENEFAL T, MBRICESHTRY v —2BEINICHEH LET,
FLofIT, =—32 Host Access Table (HAT; mA ~ 727 &A 7—7 ) T
[Level 3 Communications] ZX(E&H 7 /V—7 & LTHEL7HA. SenderBase
DRy NI —7 F—F =L > CTEHINDMBIOMFRICIE SN TR Y
—xEALET,

7-& X, ERRoFE 3-7 T, =—F2 Level 3 1Zxf L CE&H 7=V OZIEHEHD
MR %Z 10 & AJ1 L7284, IronPort 777 A 7 > A%, Macromedia Inc..
Alloutdeals.com. % J ZXGreatoffers.com (Z%f L Tl K 10 HlOZEFHE AT L
£ (Level3 Xy NV —2 F—F—IZkt LTI H 7= 0 4351 30 MoZEH
WCRVET), 207 7a—FORRIE, 26 OMBEOWT NN AR L EE
FLHDHTH, Level 3 ICE o TEBRIN TV D ZDOMOMBIZITHER 2N
LTd, ThE, *xvy hU—2 F—7F— [The Motley Fool] ®fi & %tk L E
T, 2—VPNRL— MIRZEMBZD 10 HOZEECHELEZES, 2y b

U —2 F—7— Motley Fool ®&&tOHIIRIE, FfH7-0 10 HOZEHIC/RY
S

IronPort A —/L 71— E=FEREIL, BEHTLZERTHHEDO 1 HD>THY | &#
BEIZEHT LA 7a— R —DREEERT DT OOE=2Y 7 V—
NERDET, BEOREZICHETAIA—L 70— R o —DREEIERT D
Wik, oz L B2ERLE T,

ZOREEFIZE ST, FOIP 7 RLAREIFMEN TV S,

AN REFA=VOLHEZHIET D200 A —/ 71— F=F i
NEMATLEROEHRN., ZOBEMICHT 2EXICRY 5, ZOF I,
SenderBase i —E A2/ = U —%2FETTHZ L THLNET,
SenderBase #FAfith— B2 1%, FEEH OB 2B T 5 MA R L
%7 (SenderBase v h U —7 F—F—F =1L SenderBase #ifik), = D'HE
B2 22HTZ0, ROZEPMEESNET,

— KR ZRHMME, LV ZE<<OIP 7T RFLRAEZEFL, LV EKARE
A=V EEETHEENH Y £,
ZOREIE LT, ZORBEREREZEE TN 2HIY B TEED,
— KEIBLZRMBIT. LVZE<DOIPT FLAZERL, LV EK2E
A—=NVEEFETDHMHANHY T, ZORD, 77747 2 A~DEHt
XV EEVYTCHNERDHY T,
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- %L OHAE, REOBETA—/VO%ETIE, ISP, NSP, 77 hV—v

VI ENTCETA—NVORMEEEIT A EE, KX —LOREFEILT
9, ISP, NSP, 7V N Y=Y v 7 ENE LS A—NORBEEEHRT D
X, ZHOIP 7 FLAEZERTLIMBEOBITHY, 77747~
ANDOEHEE LD ZEV Y TOHLERDY £, Wi, KKA—LD
HEEEZ ZHEOIP T RLAZEHET, DPEOIP T KL A%@EL T
REDA—NVEEELET, ZOXIREEEZIZ, TTIFAT A
DOEiE L VDR BV Y TOIUERHY 7,

A—)L 7u— E=X#HREIL. SenderBase * v hU—7 A —F—¢L SenderBase

AR O ERUE A L <. SenderBase N Yy 7 |23, EEEDHY

P a0 Y CHHEERELET, A—L Ta— :E:ﬁﬁl%ﬁ'é@fﬁﬁﬁﬁ?f@%i

Lz, [Cisco IronPort AsyncOS for Email Daily Management Guide ]

@ [Using Email Security Monitor] O&FEZ S LT Z &0,

SenderBase iR A7 I L >TEHZSnT=EEETIL—T

IronPort 7 77 A 7 > A%, SenderBase #Ffih— b RIZxf LT =V —% 3T
LT, E#EHFOFA 2T (SBRS) ZHETEE T, SBRS (X, SenderBase 7F
flith—E AN DFRICESE, IPT RLA, RAA 2 E3MAkCHE 0 Y
ToNEHMETT, Aa7 oAk, £ 5-91R-T X512, -10.0~+10.0 TT,

® 59 SenderBase i 37 DEH

= 4 =k

-10.0 AN LDOFEITLTH D AREMED e b @

0 PRI, EITHERAZAT O D DO+ IRIFWA 20
+10.0 BHETXIXEETH L ARENRKLE D

TL ZOREEBDOT —Z2 B (—HRICANLDEEIL)

SBRS #fiH L T, BHEMEICESHNTA—L 77— R v — 2R GFHICHAT
5L 9 IronPort 7 753 A TV ARBRELET, 722X, A7 -7.5 K
DFRTCOERFBEERETIENEZLNET, Zhid, GUI 2R L THE

BT 200K bEHETT, SenderBase 7FfiA a7 ZHH L2k EFEE I L—T D
1ER% ] (P.5-155) #ZMM LT 7Z&W, =TI AR— L L7ZHAT 27 %A~ 77
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(E)

GE)

A NTHRET 285, SenderBase #Ffifi A =1 7 &5 8 5 720 OHELIZ SV TR
# 5-10 #zM L T 72 &\, [Cisco IronPort AsyncOS for Email Advanced
Configuration Guide] @ TCustomizing Listeners] #ZMR L T 723\,

% 5-10 HAT R ® SenderBase SliX a7 DEX

SBRsS[n:n]  |SenderBase i A =27, #{E# 1%, SenderBase #F{fiH— E“X e
I —%FTTDHIETHNS, AT IIHEANTE
nEJ,

SBRS[none] |[SBRS 7372\ 2 & Z4EELET GEFITH LWV R AL ICiX, £
72 SenderBase i A 2 7 N2 WGAERH D £77),

GUI @ C T HAT [ZBMEn sk y MU —27 F—7F—id, spo:n LW IO %
A LEY, ZZTnid, SenderBase ##ffi— ' AHNDRy N U—2 F—F—
D—EOMAFE S T,

SenderBase fFlith—E R/ = U —%2FTTH LIV A F—%2RET HIC
[Network] > [Listeners] ~~— < Zffi 195 7> CLI T listenerconfig -> setup
a~ REFEALET, £/, 7774 7 AN SenderBase il v-— & 2127
T —52FTTLEXIFHOXALTY MERERTHI L TEET, 20
#%. GUI @ [Mail Policies] ~— Y DEA T 52>, CLI D listenerconfig
-> edit -> hostaccess 2 ¥ RZfiH L T, SenderBase FFfih— & R I1Z%7
DNy I Ty T EHRATLIIEIERRY) V— 2R ETEET,

¥72. SenderBase #fffi A =27 D L&Vl ZEET LAy E—Y T4 V2%
ERL, VAT AR s TRIEINTEA v E—VE2IHICHBET LB TEE
o FEMIZ DWW TIX, [Cisco IronPort AsyncOS for Email Advanced
Configuration Guide] @ TSenderBase Reputation Rule]. Bypass Anti-Spam
System Action|, ¥ X T [Bypass Anti-Virus System Action] Z#ZMH L T 72X
AN

[ oL-23078-01-J
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HATHDO DNS UR MO T —%RTTEH L TEESIN-EEEZTTIL—
v

U AF—@ HAT Ti, $ED DNS U X b —ZxtF 257 2V —2—%T 2
bOLLTEREIN—TEERETH b TEES, 72U —F, VE—F
7 AT v hOHERGRIZ DNS @ U CHEIfTEINET, VE—KF VRN
V—%FITT 2, BIEA v E—Y 74 % L—LE LTHEELETHR
([ Cisco IronPort AsyncOS for Email Advanced Configuration Guidel @ TDNS
List Rule] 2Z8), A v -V ONERKRBZEENDLDIT—ELT TT,

IDAN=ALZEY, JV—FHNT, DNS U R MZJ =V —%2FTT HEE
FEBEL, TRIUSELTA—L 77— K U—% x4, =& 213
Wm A S L0, BT AL VORABEENEHIBE LY TxE9,

(¥) W< 272 DNS U 2 M, AIEOIRE (72L& 21 1127.0.0.1), 1127.0.0.2],
127.0.03)) Z2EALT, 72U —=HEDIP 7 FLAICHT LS E S EFHE
ERTZENTEET, Avk—Y 740% DNS U R b sb—L ([Cisco
IronPort AsyncOS for Email Advanced Configuration Guidel ¢ TDNS List
Rule)] #2M) #ffiHT5L, /7o) —OfRE2IEIERFEL LK TEET,
L22L, HAT NTDNS U R b =27 =V — % FIT T HHEETIE, R
THEDICT = VEROHZNPYR—FINTHWET (DFED, IPT RLARY
A RNMZBANDNE S D),

(F) CLI®oZ=)—TiIdAlyasxEHET, GUITDNS URX N 7=V —%1fF
ETHHAIEAN Yy IR ETT, 72U —DFT AR, DNS 72U —D—f%
B2 E, FIITBEEDODNS YA N v v 2D 7T v2%9TH12i&, CLI
T dnslistconfig I~ REHFEHLFET,

ZOAH= AL, TREZR) EERIOMA T, EE 2 ERE2#NT 572010
& ¥9, 7=& xiX. query.bondedsender.org iZxf LT/ =V —% K795
L. BEDET A= Xy o= OREMEERIET 5 7291 TronPort Systems
#@ Bonded Sender’ 7't 75 MM ERIA T HLR X FARA ShUE
T 7 74/ b® WHITELIST O%{E#H 7 /)v— 7 % f&1E L T Bonded Sender 7
0277 50 DNS =7 =) —%FTL (RimIciGtezilm L7222
EHOEFA—NVEEER-BEERINET), TS LTA—L T7r— K
V—hRETLIELTEET,
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NIy YRF—RITOERZBRFHADA—)L 20— K1) o—

77+ A L—/L (ACCEPT £7-1% REJECT) t#ABbE-HE. # 5-3
(P.5-119) IZRFT /TG A—=FN, fERTDENTY > 2 U AT —DRD 4 5D
A=) 7a—RY—¢ LTEMCERZINTWET,

¢ $ACCEPTED

* $BLOCKED
e $THROTTLED
« S$TRUSTED

VAF—DEBRFELHLDA—)L 70— R Y —ZT 7 AT 5I121L, ROFIEE
FITLET,

GUIIZT Z7EALET (IGUL ~O7 7k 2] (P.2-19) &),
[Mail Policies] > [HAT Overview] DJIEIZZ U v 7 L¥7,

[Overview] X—YWMRRINET, VAT —DBHRESNTWIHE, TV
77Xy METRIIO U AF—IZx L TEHR SN TS [Host Access Table
overview] X— U NFRENE T, [Listener] VA M HEMO Y A —%
BIRLET,

5-11 RITYwy YRFT—REITOEEFHDA—IL 70— R o—
Add Sender Group... Import HAT...
SenderBase™ Reputation Score ﬂ

Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED o]
2 BLACKLIST _— BELOCKED o]
3 SUSPECTLIST _— THROTTLED i
4 UNKNOWNLIST _— ACCEPTED i

ALL ACCEPTED
Edit Order... Export HAT...

A=) 7ua—RK) T —DLHTE7 Vv 7 LT, TORY —OHEGEEL T
A—BERRLET,
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GE) F 7 )bk TliE, C150/160 D —H%, systemsetup 2~ KOFEFT
HIZ 12D T ) w7 JAFT—OREERT D L ITRkDLNET,
IronPort C150/160 777 A 7 A THERR S Nz T Y » 7 U R F—I(Z
B, WY AT LHIZA =V E R D70 EN D A—L 7 r—
AU —$RELAYED RE&FNTWET (K 5-12 #&0), sEMIzoW
Tix., TRELAYLIST) (P.5-147) =&ML T 7 &V, SRELAYLIST
AR YU v—Ii%. IronPort X1050/1060/1070, C650/660/670, ¥ L}
C350/360/370 7 /AT v A LT T A RXR—F JAFT—DIHLTERRE

ﬂi To
5-12 BE—J)RT—RFTOERFHDA—L 7A— K o—
Add Sender Group... | Import HAT...
SenderBase™ Reputation Score [E
Order | Sender Group BIT] £ 4 2 1] z 4 [ 2 +10 | Mail Flow Policy Delete
1 RELAYLIST RELAYED o]
2 WHITELIST =———= | TRUSTED o]
3 BLACKLIST —— BLOCKED o]
4 SUSPECTLIST — THROTTLED i
5 UMKEMNOWHLIST —— ACCEPTED i
ALL ACCEPTED
Edit Order... Export HAT...
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| $5%

BEFA—IWVERETHOHDT— o1 DHRE

ZORT, F7xA1 M i, VAF—TEREINTWVWDLTF 74/ MENEH &
NHZEEEWRLET,

= 5-11 RITYvY YRF—FATDOERREHDA—IL 70— K o —
FER
(F7oEX
RYS—& =) [R5 A—4 &
$ACCEPTED ACCEPT Maximum messages / session: Default
(a11 TfEH) Maximum recipients / message: Default
Maximum message size: Default
Maximum concurrent connections: Default
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Default
Use McAfee virus scanning: Default
Maximum recipients / hour: No default
Maximum rcpt / hour Error Code: Default
Max recipients / hour Text: Default
Use SenderBase: ON

7 : SACCEPTED R Y o —DFT _RTHO/RXT A—HF|E, CLI D systemsetup B
X O listenerconfig 2~ RTa—¥RNEHLET T, ROBRNREREINT
5 Tyl Z@ERLET,

Would you like to change the default host access policy?

ZHIZEYVZhboEEETLET, GUL AR L TCINLDMEELET T A
= 5715738 A= 77— KU —D&M] (P.5-126) O FIEIZHE

WET,

$BLOCKED

REJECT

Maximum messages / session:
Maximum recipients / message:
Maximum message size:

Maximum concurrent connections:
SMTP Banner Code:

SMTP Banner Text:

Override Hostname:

Use TLS:

Use McAfee virus scanning:
Maximum recipients / hour:
Maximum rcpt / hour Error Code:
Max recipients / hour Text:

Use SenderBase:

N/A
N/A
N/A
N/A
Default
Default
Default
N/A
N/A
N/A
N/A
N/A
N/A

[ oL-23078-01-J
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BFA—NERETEHDT— VT A DHRE |

# 5-11 RIY9Y YRF—EATOEEFHDA—)L 78— K o— ()
FEL
Bk
(72X
RYS—& (L—L) |(I’5A—% E
$THROTTLED ACCEPT Maximum messages / session: 1
Maximum recipients / message: 25
Maximum message size: 10MB
Maximum concurrent connections: 1
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname Default
Use TLS: Default
Use McAfee virus scanning: Default*
Maximum recipients / hour: 20
Maximum rcpt / hour Error Code: Default
Max recipients / hour Text: Default
Use SenderBase: ON
Envelope Sender DNS Ver: ON
$TRUSTED ACCEPT Maximum messages / session: 5,000
Maximum recipients / message: 5,000
Maximum message size: 100 MB
Maximum concurrent connections: 600
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Default
Use McAfee virus scanning: OFF*
Maximum recipients / hour: -1 (Disable)
Maximum rcpt / hour Error Code: N/A
Max recipients / hour Text: N/A
Use SenderBase: OFF

AT NIRGE

SACCEPTED 34 aiff& RV o —THY, "T Vv T VRF—DT 7V D
HAT %&£ W U T3, SACCEPTED AU v —I3ERT 2 EOREH 7 L—TIC
HEINECHZENRTEET (FHLOWEEHEZV—T 01BN (P5-149) B X
O [Connections]) (P.5-119) #ZM L T 7Z3\W, F7z, HAT O#AFE]
(P.5-160) HZBL T EEW),

N7V w7 JAF =MD HAT AO&E%ZO ALL = b U &, EREIES LT
$ACCEPTED RY v —%{HEH L £,
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WHITELIST

BLACKLIST

ENRT VY wy U RAF—ITITL, 2% S5-12 IRTREHE I N—T LRIETHA—N 7

o— KU — 7b>777r/l/ BENTWET,

£ 512 NRIYyy YRF—FADOEBRFHDEEEIN—FTEA—)L 20— R
IJ é/_

EEEIN—TF #ERAT R A—L o0— Ky —

WHITELIST STRUSTED

BLACKLIST SBLOCKED

SUSPECTLIST STHROTTLED

UNKNOWNLIST SACCEPTED

IS 4 ODEERNIRREE I NV—T A=V Ta— R -2 ERTHZL
T, N7V w7 YRAF—=ETH— U = A ZHIVATLE T A — VDK% BRh
TR0 T7 L —bT =7 R ELNET, [Cisco IronPort AsyncOS for Email
Daily Management Guidel ¢ [Using Email Security Monitor] Ti%, ~#— b
U= AHAVADEFA—ADY TAEA L 7u—%ER L, U AF—0 HAT
EUTNEALTERTEET P T FLA, RAA Y FTEBOBEFO
EEEINV—T~0BEMN, BEFORY O —F X EREHOR Y —OfmE, #
LnA—L 7= RY T —DEKR) #1795 2B TEET,

1543 54158 % WHITELIST O%EE 7 L —FIzBMLEST, A—/L 7a—
AV — $TRUSTED i%, EfH C& é%fu%‘ﬁ)%OD S A—LDL— RMERZ A
=T NMZET, TNOLDOEEENLONEET VT ARANETIEIT o F AL
A VT I 2T TAXY U LAWESICHRELET,

BLACKLIST #E#H 7 NV —7HNOREHIFZHESSNEST (A— Tu— KV

3 — $BLOCKED TRESNIZ/NTFTA—ZIZED), ZOTNV—TITEEE LB
3% &, SMTPHELO =< T 5XX SMTP JG&ERIR S, TNHDHEA b
D DEEPES SNET,

[ oL-23078-01-J
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SUSPECTLIST

E(E#H 7 v—7 SUSPECTLIST 1Zi%, HEA—NOHEEZ ATy M) 7T 5
(KTF&ED) A= 7a—RKIr—RNEgENTWET, KEEREDLWE
&, EEZE 7V —7 SUSPECTLIST ICEBMTAZ T, A—/L 7a— KY I —
WXV Z ENFEREINET,

o L—FHIRIZEY., By ardHm0oRRAvE—VH, Ave—Ubiz
D ORRZEER, KA vE—Y A X, VE—F KA SO LEZTAHT
B e KA IRFEE R B i SR S AL & 9,

e VE—FFAMNOLORMBEZY ORKZEBEHI20ICHRESINET, 2
OFTIX, FHTEREKKOAT Yy N U7 THAHZ EITERELTLES
WV ZONRTGA—EZRLTELHEAT. b OZEEREHELT
ENTEET,

e Ay —VONEFIIT VFANRAAFY L T ETUFTAI)LA R
Xyl TUVUICESTAF Y U ENET (INHOEEN T AT A TA
=TT 5 TWBEE),

o EEFICHETATEMIBRAIS D 70T, IronPort SenderBase 2 — b %
Wt LTy =) —NETEINET,

UNKNOWNLIST

FE#H 7 /v—7 UNKNOWNLIST 1Z, FEOEEHIZH L THEHT LA =1L 7
02— R =B RE S TWRWEEIZERNTT, 207 —7DA—)L 7a—
RV =TI, ZOT V=T DEFEHEITDONTA—IVNFFA S NE T,
IronPort Anti-Spam ¥ 7 b7 =7 (VAT LATA X —T Mo TODHA).
TUFTANA AXx =Yy B L O IronPort SenderBase gl — B A &
FTRTFEHLT, BHEZLAvE—VORRICET A3EMEREZEGT 5 2 &2
BRENET, ZTOTNV—TICBTHEEFICKHT LU — MHIRST 7 4L M
EHEAL TS X—7 MY ET, UAILA ZAF ¥ TP UDOFEHIC SN T
., [7oF AR A%y ] (P9-304) 2L CL Z &V, SenderBase #F
filir—EADFEMZHONWTIE, FHMili7 c 2 U 7)) (P7-246) 2L TL
7230,
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T53A4R—F YRAF—HOEZEFHDA—)L 20— K1) o—

T SJICEEINTWEHENRT A—F% T 7t RA L—L (RELAY £7-1%
REJECT) Ei#iAGbwlha, (FRkT54%4 777 ~N—F URAF—DKD 2D
DA—=)L 7a— R —L LTEHMIEREINET,

* $SRELAYED
* $BLOCKED

IR —OEKEER 5-13 1T LET,

5-13 TF3A4R—+ YRT—RADERBEHADA—IL 7A— K o—

[ oL-23078-01-J
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|
#* 513 TS54R—+ YRFT—ADEBFHDA—IL 70— K o—
FEL
e
(7o9tR
RUS—&  L—I) RS A—=4 El
SRELAYED RELAY Maximum messages / session: Default
Maximum recipients / message: Default
Maximum message size: Default
Maximum concurrent connections: Default
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Default
Use Sophos virus scanning: Off (if enabled)
Maximum recipients / hour: -1 (Disabled)
Maximum rcpt / hour Error Code: Not applicable
Max recipients / hour Text: Not applicable
Use SenderBase: Default
$BLOCKED REJECT Maximum messages / session: Not applicable
(a11 TfEM) Maximum recipients / message: Not applicable
Maximum message size: Not applicable
Maximum concurrent connections: Not applicable
SMTP Banner Code: Default
SMTP Banner Text: Default
Override Hostname: Default
Use TLS: Not applicable
Use Sophos virus scanning: Not applicable
Maximum recipients / hour: Not applicable
Maximum rcpt / hour Error Code: Not applicable
Max recipients / hour Text: Not applicable
Use SenderBase: Not applicable

$BLOCKED 34 #iff &RV > —THV, T4 X—=F UAFT—=DFT T4 /V

& HAT

RELAMUTT, T4 =k JAF—HD HAT NDOEHD ALL =~

Y, T740 FO#EEEL LT SBLOCKED RY »—% ML £,
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BT TA = URF—ITiL, i‘% 5-14 IR THEEEI V=T 5T DA =L

Ta— R — 7b>77¢/l/ FEINTWET,

= 5-14 TS5AR—F YRFT—RADEBREHDEEETN—TEA—)L 70—
Ry —

EEBIN—TF #ERAT R A—L o0— Ky —

RELAYLIST SRELAYED

ALL $BLOCKED

CORARMBRLEZFIN—T L A— ) Ta— K —EFHTBEILT, T
AR=F JRAF—ETHF = b2 DPOLHTITK B A—NVDONIEEBMWGT S
72D T L — AT — I RN ELNET,

RELAYLIST
kAT AMERH DL 2 ENbho TWDHEEHE % RELAYLIST %#E%
N—AIZBEMLET, A—/ 7o— R ¥ — SRELAYED (%, T#kz 745
EEEPLOETA—NADOL— MlEZITOT, TNLOEEENLORNEET
VFANRD AX Yy m D VEIITUTFIOANA YT R 2T CAF YL
TRWEAICRELET,
~

(3¥)  GUI @ System Setup Wizard (FE721% CLI ® systemsetup 2> K) TT 7 k
N R (FTARN=1) VUAFT—ZFT 5 & & \Hm%n77§4771
ZBUICEFA—NVOPRET R LI AT AT, BEEIV—T
RELAYLIST iC B#jpIZiEM & ET, [FIA 3 : [Network]) (P.3-57) &M
LTL7IEE,

(G¥) T 7 # /L h Tk, C150/160 O = —H %, systemsetup I~ ROEITHIZ 1 D
DTV vy VAF—=DHEERT DI I RO ENET, IronPort C150/160
TFIAT A ETERSNE AT v 7 URAF—I2h, WEY AT 2RI
A= EHHET DRSNS A—L 7o — K Y o — $RELAYED 2 & %
WET,
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— », — » o -~
GUIIZEBREEFEITINL—TEA—)L 20— KR —DEE

[Mail Policies] > [HAT Overview] ~~—< & [Mail Flow Policy] ~—Ti%, U
AF—=O HAT BEZATO ZENTETET, INHDORN=TUTIE, RO &0
ﬁ‘éﬁ‘i‘o

o REEHIN—T B A=) Tu— R —~Dv v T DOBHR

o HEEZITN—TOIERK, WE. HIBR

o A—)L 7u— R T—OEK, WE. Bk

e UAF—OHAT = ) OJEFEE

[Mail Policies] > [HAT Overview] V> 27 %27 Vv 7 LEd, X 5-14 %5 L T
<&V, [Listener:] kv 7# oy UARNNPLERETDHY AT —%2RIRLE

j‘o
5-14 [Host Access Table Overview] R—2

HAT Overview

Find Senders

Find Senders that Contain this Text: I
SenderBase™ Reputation Score ﬂ
Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED ﬁ
2 BLACKLIST —— BELOCKED ﬁ
3 SUSPECTLIST — THROTTLED ﬁ
4 UNKNOWNLIST —— ACCEPTED ﬁ
ALL ACCEPTED
Edit Order... Export HAT...

Key:
[HAT Overview] X— Tlid, FEH I N —TOBEMPLY A F—D A —)L 71—
RV —DOREEITI ZENTEET,
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FLULXEET L—T0EM

ATFvT 6

ATy 7T

HRIEEHE 7NV —T2BINT 21203, ROFIEZETLET,

[HAT Overview] ~~—<"C, [Add Sender Group] 7 V v 7 LE7T,

5-15 [Add Sender Group] R—
Add Sender Group

Sender Group Settings

Name: | [
Order:
Comment: | |
Palicy: | [ select a policy... v

SBRS (Optional): to I
Include SBRS Scores of "None”

Recommended for suspected senders only.

DNS Lists (Optional): H [

Connecting Host DNS Verification: | 7] connecting host PTR record does not exist in the DNS.
[] Connecting host FTR record lockup fails due to temporary DNS failure.

[] cConnecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A)

Submit and Add Senders ==
HT 4= NI, BEEIN=TOLHETEAT L, EEEIN—T DY X MITEL
BT DIEFZRIRL, 2 A 2 ANLET (TR,

ZOTN—FITHEATRE AL Ta— KU —=RNbnbiniEs (F213%
A=V T7u—RY =N FELRWES) 13, 774/ F® [CONTINUE
(nopolicy)] A—/ 77— KU —%2HEALET, 5 TRVEAIZ, Fry
THET VAN A= 7u—RY o—2ERLET,

SBRS O#iff & DNS U 2 h&EIRLET ((EE), F72. SBRS IZHEHRMB v ik
BEEEDDIEDODF 2w IRy I A A N THZ b TEET, it
Mmone| ELIFIZIL, —RKICEWRHAZ L EEHRLET,

BRA RO DNS MIAEDREZHITWET (IREEMFEDFHE — REH) (P.5-166)
2B,

[Submit] #7 VU v 7 L TkIEH 7 /v —7F % {#1F L [Host Access Table] ~2— 1
R 5. [Submit and Add Senders] #7 U v 7 LTI NV—7%{ERL L, EEEHED
T N—T~DBEME G LET,

EHEMELET,

[ oL-23078-01-J
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GGE 1 DOREHEIN—TICEB T ) (AU RAALERITIP T KL R)
EANNTHE, BREIIFEREINET,

EEEITIN—TOHRE

EEEITN—TemET DI, ROFIEEFATLET,

ATv 7 1 [HAT Overview]| X—> T, BFEOEREEIN—TOLHEI Y v 7 LET, &
RUEREE I N—TRERENET,

5-16 [Sender Group Detail] R—
Sender Group: WHITELIST

Sender Group Settings

MName: | WHITELIST
Order: | 1
Comment: | My trusted senders have no Brightmail or rate limiting
Policy: | TRUSTED
SBRS (Optional): | Not in use
DNS Lists (Optional): | None

<< Back to HAT Overview |

Connecting Host DNS Verification:

MNone Included

Edit Settings...

Find Senders

Find Senders that Contain this Text: I

Sender List: Display All Items in List

Add Sender...

There are no senders.

ATwF 2 [EditSettings] %7 U v~ LE7, [Edit Sender Group] X— Y RERINFET,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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5-17 [Edit Sender Group] R—
Edit Sender Group Settings: WHITELIST

Sender Group Settings

Name: | [WHITELIST

Order:

Comment: IM\-r trusted senders have no Brightmail or rate limiting

Palicy: | [ TRUSTED v

SBRS (Optional): |s.o to |10.0
1

nclude SBRS Scores of "None"

Recommended for suspected senders only.

DNS Lists (Optional): H [

Connecting Host DNS Verification: | 7] connecting host PTR record does not exist in the DNS.
[] Connecting host FTR record lockup fails due to temporary DNS failure.

[] cConnecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A)

[Concel |
ATFYFT 3 BEHIN—TEEFEL, [Submit] 27V v s LET,
AFyT 4 EEEMELET,

EEETIL—TOHIK

EEHEINV—THHIBRT B2, ROFEEFEITLET,

ATw 7 1 [HAT Overview] <X— T, HIkRT 215EFE 7 /L —7 O [Delete] 5112 5 T I 5
DTAarzr )y LET, HIBREZHET DL ORKOONETS,

ARFYT 2 [Yes] %2 Vw2 LTEEEIN—THHIRT 20, [Nol&E2 Vw7 LTHy
L LET,

ATvT 3 EEEMELET,

FLWA—JL 72— R O—DiEM

HLWA—)L 7a— R —%ZBINTAHI20E. ROFINEEZETLET,

XFvwF 1 [Mail Policies] > [Mail Flow Policies] V> 27 %7 U v L %9, [Mail Flow
Policies] — U nFRENF T,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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|
ATw7F 2 [AddPolicy] #7 U v 27 L%, [Mail Flow Policies Add Policy] ~=*— Y3 #E R
SINET,
ATYFT 3 A= T7u—K)—DFEHREADLET,
ATy TN —7%(EEO DNS Bt 2% E LET (IEEERGED FEE — R EH)
(P.5-166) &),
ART9T 5 LEEEFELTHRELET,
S,
(3¥) [UseDefault] 7 a > REZUNA L OHA, RY —DOF 7 /v MEIZS
V—RREINET, 774V MiZ EEET DI, On] AT v ar RE %
BIRLU CHREE R IIBREEZ A X —T ML, FITT 7B AFRRIC R S Il %4
BELET,
~
(3¥)  [Custom SMTP Banner Text] ¥ & 0" [Max. Recipients Per Hour] 7 & A k 3055
74—V Rix, THAT 2% 0301 (P.5-124) THH L7 HAT %% %K — b
LTWET,
~
GE) —HONRTA—ZIIRFEOFARREMIMKFELET (X T4 v MU
PHBEOREEZITOIZIE, LDAPFHA 7 =) —2REL TBLERH Y £
EDP
A—JL 20— R —DIRE

ATFyvFT 2
ATFvFT 3

A= 7u—RY —EmET DHITIE, KOFIREZFATLET,

[Mail Flow Policy overview] ~X— T, RV > —DL4RIEZ Y v 7 LET,
[Mail Flow Policy Edit Policy] X— Y BRRINET,

RV v—%ERLET,
EEAXELTHETLET,

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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A—JL 72A— R —DHIK
AL Ta— KU 2 HIBRT 51013, ROFIEZETFLET,

AFyFT 1 HIBTHA—L 7uo— KU —d [Delete] SN H B TIFOT A ar %7 v
7 LET, HIREZHERT DL I RDENFET,

AFvF 2 [Yes] 227 Vw27 LTA—L 7u— KIS —%lET57, [Nolz2 Vv s L
Ty /L LET,

AT97T 3 EHEERELET,

EEFETIN—T~DOEEEFEDEM

BEFOREE 7V —TIREE 2 BNT 51213, ROFIEELFATLET,

ATvFT1 ALY TP, FiFAy NV —2 F—F— Ta77 A/ <= T, [Add to
Sender Group] V> 27 %27V v 27 LET,

5-18 [Profile] X—® [Add to Sender Group] ') >

Current Information for rr.com

Current Information from SenderBase Sender Group Infermation Network Information

Daily Magnitude: 8.0
Monthly Magnitude: 7.7 Last Sender Group: UNKNOWNLIST | Network Owner: Road Runner
Days Since First Message from this Domain: 2630.8 days

Mere from SenderBase CT Add to Sender Group...
[Add to Sender Group] “X— Y NFEREINET, 5-19 %ML T2
AN

5-19 [Add to Sender Group] R—¥

Add to Sender Group

Sender: | .fxp0.run, fxpO.run

Sender Group: | CutgoingMail (10.10.2.10:25) [ Salect 3 Sender Group... (%

IncomingMail (10.10.1.10:25) P i

WHITELIST

BLACKLIST
SUSPECTLIST

[ Cancel | UNKNOWNLIST
ALL

ATFwT 2 HIVZAFT—ITHLTERINTVWAY A MO REEZE SN —TE2EIRL £,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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AFvF 3 [Submit] 7V v 7 LTRBIRLEEEE I NV—TIT R AL U EIBINT D0,
[Cancel] 227 U v 7 LET,

ATvTS 4 EEEHELET,

S

GE) RAA VEFEFE I NV—TITEMT D L EERITIZ2 OO FAA R
GUIIZERENET, 72E& 21X, FAA V example.net ZIBI L7
4. [Add to Sender Group] ~X—IZIX, example.net & .example.net
NEBMENET, 22000 MU NHDH I L T, example.net DH 7
RAALNOT XTORR MPEEH 7 /V—7ITBMEET, G
ONTIE, BEEEZ V=7 O/ (P5-132) 2B TIZE0,

GE) BEZFI/NV—FITENMLIEIIELTWAEEED 1 DU ERFDOEEE
IN—FIZT TITFET HREEF L EET 54, BT XEEITE
MENT, HERA v E—UNERRINET,

Success — Added sender(s) to sender group(s). Some duplicates existed and were not added.

AT9F 5 [Save] 27V v 7 LTEEHZEML, [Incoming Mail Overview] ~— V2R
DET,

FLOEEEIT L —T~DEEEDEM

BLWIREE 7NV —TICREEFEZEBMT 5123, ROFIEEZFATLET,

AT9FT 1 HLOBEHEIA—T2ERT %4, [Submit and Add Senders] %2 U » 7 L
£7, [Add Sender] X—UNRRFINET,

AFvFT 2 BEEHFEAHDLET,
AFYT 3 ATV arTHEEFEOIAIIEADNLET,

AFvFT 4 [Submit] 7 U v 7 LTCHEEEHEIN—TIZ RAL > &BMNT 50, [Cancel] &
70 w7 LET,

ATFvT 5 EEEMHELET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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SenderBase FHfiR a7 E#FEALI-EEZT TN —TDERK

SenderBase i A 2 VI SWTEEFEHF 7V — T2 ERT HI21E. ROFIEE
FITLET,

AT7wv7 1 [HAT Overview] ~<—C [Add Sender Group] #7 V v 7 L ¥ 7,

ATv7 2 [Add Sender Group] X—¥ T, FEHFI/NV—T DAL AT aroar sk
EANLET,

AFYFT 3 VAMMREA—L TE— R —52BRLET,
AFwF 4 [Senders] 7/ a T, Rry XU UR 25 [SBRS] #i®R L, [Add
Sender] #7 U v 7 LET,
R=UNY T2 ENET,
ATwvF 5 SBRS @ [from:] 7 4 —/N K& [to:]] 74—/ RIZHEREEADL, A7 v arma
AU NEATLET,

5-20 T, SenderBase #Ffifi 2 =2 7 2% -7.5 Kl D%E(E4& 1%, BLOCKED
A= Tu—RY =L TTry 7 SRET,

5-20 SenderBase MR 2 7 2 HAL-ZEEE S V—TOER (1)
Add Sender Group

Sender Group Settings

Name: IBa d_Reputation

Order:

Comment: IBIocI-c zenders with a bad SenderBase Reputation Score

Palicy: | | BLOCKED v

SBRS (Optional): | |-7.5 to I_]_g
Include SBRS Scores of "None”

Recommended for suspected senders only.

DNS Lists (Optional): H [
Connecting Host DNS Verification: | 7] connecting host PTR record does not exist in the DNS.
[] Connecting host FTR record lockup fails due to temporary DNS failure.

[] cConnecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A)

Submit and Add Senders ==
5-21 . SenderBase i A =2 7N 8.0 Z X TWAHEEHITXY A F—D
T T ANIK AFxy A NALET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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5-21 SenderBase SR 37 2 @A L-XEE T L—TOER (2)
Add Sender Group

Sender Group Settings

Name: IGood_Reputation

Order:

Comment: I'I'rust zenders with a good SenderBase Reputation Score

Palicy: | [ TRUSTED v

SBRS (Optional): | 3.0 ta lm
1
=]

nclude SBRS Scores of "None"

lecommended for suspected senders only.

DNS Lists (Optional): H [

Connecting Host DNS Verification: | 7] connecting host PTR record does not exist in the DNS.
[] Connecting host FTR record lockup fails due to temporary DNS failure.

[] cConnecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A)

m Submit and Add Senders >

GE) hoHDRURTA—Z%MH L, SenderBase aFtiA =2 7 IZHS\\Tik
& %2&D 5 X512, TRUSTED 8 X BLOCKED 5 7 4/ k R
VR ERFTHILHTEET, FEMIZOWTIX, SenderBase #Afl
T4 DOFEE] (P7-250) ESRLTIEEND,

AFwF 6 [Submit] %2 U v 2 L. SenderBase ilffi A = 7 IZESWTREH I/ LV—T %4k
Jﬁ[—/‘i—aﬁo

AT9T T EEERELET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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5-22 SenderBase FMEX a7 ZEAL=RR M 7O ER T—T L
HAT Overview
Find Senders
Find Senders that Contain this Text: I
Add Sender Group... Import HAT...
SenderBase™ Reputation Score ﬂ
Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED ﬁ
2 BLACKLIST _— BELOCKED ﬁ
3 SUSPECTLIST _— THROTTLED ﬁ
4 UNKNOWNLIST _— ACCEPTED ﬁ
5 Bad_Reputation — BLOCKED i}
6 Good_Reputation = | TRUSTED i}
ALL ACCEPTED
Edit Order... Export HAT...

HAT QOIEFZ =

HAT NOx= > b U DIEFIXEZE T, VAFT—IZERLE D ET8FKA MC
SWT, HAT BN ES FIZH o TiAiAEND Z E 2B LT E a0,

Bt A M A— R T HHE, TOEFRICH LTI T 7y a UivE
TanEd,

72z z21E, CIDR 7m v 7 2%EE I NV—7A THEEL (R —1 %2/,
ZDOCIDR 70y Z7HNDOIP 7 FL AR L TEEE I V—7 B KT 5 &,
EBEEINL—TBoOR) —F@EHAIhETA,

HAT N~ b OIEFZwmET DL, WOFNEEFEITLET,

AT7wv 7 1 [HAT Overview] ~<—C, [Edit Order] %7 VU v~ L ¥, [Edit Sender Group
Order] X—VRERINET,

ATwvF 2 HAT OBEAFOITOH LWIEFZ AL ET,
ATyFT 3 EEEEELTHRELET,
[HAT Overview] X—YRNU 7L v a &, FrLWEFTERESNET,

K 5-23 IR TROFITIE, FHETEXDIEEENRCUE SN, oy 7 &h
DEEBENRICLEE N, RHEZIZERVOD D EREENRZICAUEINS L5
WIEFF 2288 L CWET,
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5-23 HAT HOT Y L) DIEFDESR
Edit Sender Group Order

Sender Groups (Listener: IncomingMail (172.19.1.86:25))

SenderBase™ Reputation Score ﬂ

Order Sender Group D - & 4 2 i} 2 4 & 2 +i0 | Mail Flow Policy
[ | whrreLst TRUSTED
™ | eLackust BLOCKED
[ | suseectust _— THROTTLED
[ | unknownuisT ACCEPTED
T | Bad_reputation _— BLOCKED
| Good_reputation = | TRUSTED

ALL ACCEPTED

Cancel

EEEDRRE

[HAT Overview] ~<— Y ® E#IZ& % [Find Senders] 7 4 —/V FIZ7F A F & A
NTHZETEREEMRBCEXET, METDH7FA M2 ANL [Find] 27
Vw7 LET,

GUI KDY RF—D HAT OEE

Graphical User Interface (GUL, 77 7 4 iV a2—HF f X —T A R) IZr T
A > L. [Mail Policies] # 7% 7 U v 7 LET (GULIZT 7 &AT 2 HEIZON
Tix, TGUL ~»7 7] (P2-19) #ZH LT Z3W), FHlOA=a—IZ

% [HAT Overview] Y > 7 %27 U v 7 L¥¥, [Host Access Table Overview]

R=UNRRINET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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5-24 [Host Access Table Overview] R—
HAT Overview
Find Senders
Find Senders that Contain this Text: I
Add Sender Group... Import HAT...
SenderBase™ Reputation Score ﬂ
Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED ﬁ
2 BLACKLIST _— BELOCKED ﬁ
3 SUSPECTLIST _— THROTTLED ﬁ
4 UNKNOWNLIST _— ACCEPTED ﬁ
ALL ACCEPTED
Edit Order... Export HAT...

[Host Access Table Overview] ~2— 121X, HAT NOEEH 7 V—7M, NEF,
SenderBase i 2 = 7 #iH, BE#IT O TWAA—L T7r— KU v—L b
I—BRIREINET,

[Host Access Table Overview] ~<— Tld, RO Z L Z1TH> ZENTEET,
o KEHIN—T D HAT ~DiEM

o KEE I N—T D HAT H 5 OHIkR

o MFOREHEIN—TOEE

o TV MNYDIEFOER

e T ANMLDHAT OA viR—F BEfFO MY O EEX) (HAT OA
ViR— k&I AR — MMZOWTIE, THAT O#/E] (P.5-160) &ML T
TZEW),

e HAT D7 7 AV ~DT 7 AR— b

o EEHEOME

EEHEIN—TEWMETDE, RO ENARRTT,

o EFEHF I N—T ~DOEEHE OB L HIBR

o EEHEIN—TOBREDRE

WKAEHE TN —T DR T EDOZEMCOWTIL, TGUILICK D REZE /L —T L
A= 77— R —0EH] (P5-148) 2L T E &V,

[ oL-23078-01-J
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HAT D

HAT O T RAKR— b+

HAT Zx 7 2R — M4 512013, ROFIEZETLET,

AT7vF 1 [Export HAT] #72 UV » 27 L%, [Export Host Access Table] ~<— Y NHER X1

i j‘o
5-25 HAT O/ RK—F
Export HAT
Export HAT to File
Export to file: I
[Cancel

AFYT 2 IV AR—FTBHATO 7 7 ANLEANLET, X, TTI7A4 T AD
BET 4 L7 FUVIHEREND 7 7 A VDAFNIRY £3,

AFvT 3 EWEFELTHELET,

HAT O 4 >R— b

HAT A4 v R— 35 &, BEFEOTXTO HAT =2 kU BNELED HAT 76 4l
BREhET,

HAT 7 7 A Vinb A YR— F T 2I121E, ROFIEZFITLET,

AFv 71  [Import HAT] %7 U » 7 L &£, [Import Host Access Table] ~<X— U RE R I
F7

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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2AFv7 3

AFvT 4
AFyFT 5

5-26 HAT O 1 vR—F

Import HAT

Import HAT From File

Import File:

README
config.dtd

>

profanity.txt
proprietary_content.txt
sexual_content.txt

<

VARMNNL T 7 A NVERIRLET,
N

GE) AvA—=FTD2T77A4MF, TTI9AT L ADAL T 4 Fal— g
TALVY NIIGFETHALERDY 7,

[Submit] #7 Vv 27 LEd, BEFOT_TO HAT = b U ZHIBRT 5 Z L &7
BRI BEER v — VU RERENET,

[Import] %7 U v 27 LET,
EEEREELET,

TrAMIE TaxAr b W TEET, XF TH THETIEaAL RS
724, AsyncOS IC Lo THEH ENE T, ROBIZBEBIZLTITEEN,

# File exported by the GUI at 20060530T215438
$SBLOCKED
REJECT {}

[ ... ]

=SB HREE

AR I A —id, < DA, DNS TRIRTEX 20 A A U EIEIP
T RLREROREHICL > THEESINET, DNSBRAEE X, XEHICHTS
EHETCEZHHEREIEL, TS TA— NV EZUBTDHZ E2BEWRLET,

SMTP 7 >3 t— a VORNCEEEHRIE GEEHFEDIP 7 FLAD DNS L

[ oL-23078-01-J
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=S EHREE -

IT WSRO T 4 NZ Y 7)) ®BITH ZEE, IronPort 777 A4 7
AEDA—=N RA T T4 BB L TLBEENDE D v 7 A—LOBEZHOTZ
LIcbHEILBET,

RIRFEDOEBFEND DA —/VITABMIZER SN ET, D DIZ, AsyncOS 2
. RRFEOBEENS DA — LR NS 5 FiEEZ R ET 5B EERIER TN H
DET, 72221 SMTP o "t — 3 VORNCKRRIEDEEEZ D DT
TOA—NVEHEBMNIZT ey 7 Lz, RRFEOEFEEEZ AT Y N7 LD
T35 L9 IronPort 7 7747 L ABRETE £,

EEEMEHEEEIL. SMTP ot — 3 VORNCETINABE LR A D
WiEEE . SMTP I o "t —2 g VDORFUIZFETEN I RN —FEEEHEDO R
A A ERLY DIRFED 2 DO TR SN E T,

RA k

REHEDPRBIEL RHBICESESERLONHY 3, 2L x21E. DNS
=R (X T FREIRE LRV, RALUBFELRNI EBB LN
F4, BMEHINV—T DR A R DNS BEERE TIE. SMTP o "tE—2 30
BICARBIED B EZE 2 NHEL, SESEAHEORRIEOREET 2 I T I E %
BEIN—TIZEHHLENTEET,

IronPort 7 75 A 7 v A%, BEA—IZOW T, DNS %3 UCH#EE LA R B
DEFBILRAAVERIELEL S & LET, ZOMFEEX. SMTP B> 3kE— 3
VORNCETEINE T, VAT AIE, “HEDDNS w27 v 7R FETTLHIL
T, VE—FHKRAFDIP T RFLA (DFD RAA V) OFZMEZESERS X OB
FELET, “HEHODNS VY 7 T v i, HLARA D IP 7 KL AT 5
5/% DNS (PTR) Wy 7 7 v 7 &, ZOHOPIR vy 7T v 7 ORERIZHT 5
IE5& DNS (A) Vo2 7o b Ed, TOH%, 7774 T VAT A
W I T v TORRNPIR Vv 7T v TOFRRE—ETDNE I ET vy
LET, PTRAVY I T v T EHITANY T v T NRBT D0, RS FL
WS, VAT AIIP T RLAOLEHEALCHAT WO MY ZBA L,
REHIIRBIEE RS ET,
KMRFEOLEEZIIRD 3 5OHF TV ITHHEINET,

o BELAR A L@ PTR L =— K728 DNS ITFEE L2,

o DNS O—IFHREEIZ LYV T HA A RO PTR La— RFoL vy 77 v 7IZ
LT,

o BEILARA FDOWiFH|E DNS /Ly 77 v (PTR) 2IES|& DNS /Ly 7
77 (A) I LR,
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0L-23078-01-J |



| £5% BFA-IIERETILEOHDTS—FITADORE

=S EHREL -

%{F%& 7 /L — 7D [Connecting Host DNS Verification] #% & % L C. RMiE
DEFEICHT 2EEEfRE CE E£F (1EFEH 7 /v—7 SUSPECTLIST (2%t
DA MREERIEOFEE | (P.5-167) #&H),

TRTCOREEFEIN—TOREEE I N—TFFHETHA - DNS Bifx2 A x—7 v
WCTEETMN, SAFNDNS RIEREZEEEH I/ NV—TICBMTHE N T &

X, T N—TICRRIEDEEE 2 S0 LD V) HICEBELTLE
SV, DFY | ARARLEOMOBEH LA —NANEENDZ LT ET, O
7o, TNLOFET, BEHEEEAELEIAR Y NI VI T HREEIN—T
WXL TOIRA F—TNMZTHZEEHIELET, E2E, EEEINLV—T

WHITELIST (Z%f L T DNS #FE%E A X — 7T 5 &, RRFEOEEHEN LD
A=, WHITELIST NOGBHEH TEX 2 EEENLDOA— LV ERI L L2 IZfibh
HIEEEWLET (A= 70— R V—DOFRENFIZIS LT, TorF AN
LAERFTFIANA Ty, L—MMllRZREONRA NRREERET),

I oRO—T&EEHE

TR —FREERIEEFERT AL, mo_Na—TEEED KA AL EHN
DNS THFESNET (mo_Na—T7EFED NAL VBRI D D, =
O—7EEHEDRAAL DA LVa—REHIF MX La— K8 DNS IZFEET 5D
D)o XA LT T R DNS —NDfEEFE/R L DNS TONy 7T v 7T
RMT T —FHRNRAELTESGE. RAL IR ENEEA, ZHR L, RAA
VENAYIT T LA D E LIZE X IZHME: Tdomain does not exist] AT —X
AMBEINTZHE. RAA EIGFEELEYE A, T OMFEDS SMTP 7 > 3 F —
aryORTEITENDDICH L, KA b DNS BFEIE D 3 — 3 U3 Bth
SNAHENTFEITE . Bkt SMTP — "D IP 7 L A ZHA shE1,

FEHD : AsyncOS 1%, BEFHDT RLAD RAAL ZH L TMX La— K 7=
U—%FITLET, KIZ AsyncOS 1Z, MX L a— RO v 7 7 v 7T ORfEFRICHE
DNT, ALa— ROy 77 vy 7T 0ET, DNS — 328 INXDOMAIN |
(ZDORAAL DL a—RRR) ZiRLUESHA, AsyncOS (XD KA A U iRTE
EL72Nb DL LTHWET, Zid TEnvelope Senders whose domain does
not exist] DA T FAVIZHFHEESNET, NXDOMAIN i, /L— bk x—L4 H—n
INZDRAA DM — LY =2 L T RN L2 ERT 55086
3

L7 L. DNS #—,328 TSERVFAIL| %K L7-3%% . [Envelope Senders whose
domain does not resolve] & L CHEINEJ, SERVFAIL i%, KA A U HFEE
THHLODO, DNSIZba— ROy 7T v 7 C—RNRBERD D Z L 2 Ek
LET,

[ oL-23078-01-J
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AN — T2 EORYEIR A — VB EEDMERT 2 — &7 F351X, MAIL FROM

B (o _"e—7%EEN) 2EEL, 2T O RBEEOEEZNLD

A—=NVPRBEINLLHICTHZ T, 2L, MAIL FROM 7 R L%

WCIEEENTZNRNT A Ay = RNEIEREEIC R D720, RIENAC 5 alREM:

Db FES, zo_u—TFEEEMRIFEEHEHTD &, RERERD (72 LEH

TlX72vY) MAIL FROM 2R3 25 L 52 IronPort 777 A4 7V AR ETE

9,

FA =)L T7a—RY—T, RO LENRARETT,

o TUARu—T7¥E[EHD DNS HAEE A 1 — T MIZT D,

o RERBROT L Nua—TEKEEIZKH L, B AZ L SMTP 22— N & RE %
I, =o_Xa—7%[EHD DNS RFEE A F— 7 W LizGE, RERE
AT Ruo—7EEHEITTey 7 ISNET,

o fRILINAMNT LR —TEEE RAAL IR LI AZ JREEZET,

e DNSIZfFELRNZ RN —TEEFH FA AL VT LI A LSEEET,

EEHEWGEFNT — TV EERA LT, FAALERET RLADY X - Z2KH
L, ZI006D0A— 1V EEIICHNEZIXESTI N TEET (IR EH
FREEFISN T — T 1) (P.5-165) & &), REERGEGSNT —7 vk, =~

O —EEERIEE I L CTA =T M TEET, T2, 72& 21X, i
ST —T NV TRELEZRGRT RLARRAAS V&, mo_a—7 R EEMiEs
ARX—TNCTDHZERIIERTEET, o, NEERAAL FEIFZT AN R
AL UMBEDA—=)VE MO FTETHRIEES NV E THLREICHETTHZEHT
xET,
FEAEDANRNMIRBIEOREEDLZESNE TN, RRTEOEEENLOD
A—NVEZTTDZ ENMEREENAOY T, HEXIE, TRXTOLERDE
FA—)L%E DNS IV 7T v 7 THRIETEX DT TIEH Y £ A, —HAY7: DNS
P—NOMBEIZ LY EEEERETERNIENH D T,

FRFEDEEEZ D DA —VEEPRALNTZEA, B EEMRFEGISN T —T L L
A=) 77— R —OxzrNn—7%[FHE DNS RFEREZHH LT, SMTP
ot —varflimrNn—T7REENSHINET, 2L 2T, DNSIZ
FELRWEDICRIESNARWERE T RAAL VD BD A=V EZIT T TAr >
M) TFTBZENTEET, WolZAED A= L EZ T 2%, MAIL
FROM OERXMNARIER A vE—T1E, HAX~A XAHE/ZR SMTP 22— R LIR&
THEHENET, ZHIEZSMTP o t—2 a v OFRTEITENET,
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EEDOA—N T7r— R =L, A= 7u—RY—FREPT, =X
n—7%EH D DNS MGk (R AA UBINT =T Nagile) A F—7 /NI TE
F9, Z3iZiE, GUI £721% CLI (listenerconfig -> edit -> hostaccess
-> <policy>) ZFEHLET,

BIREALY, TIHIE FAL Y, FELGRKIDO MAIL FROM

AR5 L SMTP

TN =T REFMRIEE A X =TT D0 U AF—D SMTP 7 R L A fig
A7 a TS RAAL L OFAZT 4 =723 5L ([Cisco IronPort
AsyncOS for Email Advanced Configuration Guidel] @ TCustomizing Listeners]
DED [SMTP Address Parsing Options] OHEZZM), ZD Y A F—DF 7+
NV FAAL CREFMEM SRR 4,

TAL D OREREIT W HEMAY T,

aO— R ERBE

T Ru—TREFEDOERNRERA vy E—Y DNSITFELRVT N a—
TEEH. DNS 7 = ) — TR CTE W (DNS =R F 7 LTWnDH7e L)
TR —TEEFICH L, SMTP a— N L GE A v —VafRETEET,
SMTP JEZIZIIAESL sEnvelopeSender @D EMNTEET, T, I A
HANEEREET S X _Ra—FEEZFOMICER S ET,

—#%1Z1% Domain does not exist] FERITAFEHITT R, Tz —ER 7 RREIC
THIENTEET, TOLIRT—RAEW I DI, RTFHR) =—PiX
TT— a—FKEFT 75NV D SXX H AXX ICEFETEE9,

EEBREHNT—TIL

EEEMIEFISN T — T L, SMTP B o3t — g U HRICHEIMICHRT £ 7213
EHREND AL VERITETF A=A T RLZADY XA NTY, £72, HHEE SN
HRALNTHONWT, A7 gD SMTP a— FEHEGIGERIEETLSZ &b
T&ExFET, IronPort 7 7 I A4 T U Adh =V OEEERIEFINT —T L 1 DDOH
ThHH, A= 70— RKIT—TLITAR—TNIZENET,

BEHERGEBINT —T L, FIELIBEITHL HDD, %ﬁﬁELwF%%y
if:i'ﬂa%f_/VTI\T/Z%?)X]\L FIMOLDA—NVEERT BHDIE
HAT&Ed, =& 21E, BANE LV MAIL FROM pres@whitehouse.gov & ik
EERGEFIINT — 7 KM L, BEIMICIESR T L IR ETE £9, £,
WEHRAAL R T AR RAL 728 BEIICEFRIT D RAAL &2 A T2

[ oL-23078-01-J
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b TEEY, ZhiE. Recipient Access Table (RAT; ZfZHT7 7 &A T7—7
) T = \n—7%{EF4% (SMTP RCPT TO =< > F) ABIZL T
E3 e

EFHEMEEBSL 7T — 7 ik, GUI @ [Mail Policies] > [Exception Table] ~X—
(F721X CLI ® exceptionconfig 2 ¥ K) TEZIN7-%., GUI (| A—n 7
2 — R U 2 — ACCEPTED IZx7 54 E EMaED %4 (P5-171) #58) £
721X CLI ([ Cisco IronPort AsyncOS CLI Reference Guide] %% M) THRU > —
N N O S G Na< ¥ g = S

EEEWRGEBIN T —T7 VD b ) OESIRO L BY TT,

5-27 HNT—IT DY R
Exception Table

Find Domain Exception
Search for Email Address: ﬂ l—

Domain Exception Table

Add Domain Exception... |

Order | Exception Behavior | SMTF Response Delete
1 pres@whitehouse.gov Allow N/A i}

BN T —T N DEEIZDOWTIEL TGUI TOREEHEMALFII T — 7 VO IEAL)
(P.5-172) #ZML T EEW,

M= E == Pr i)
EIEBRILDELE — HTEH
ZIZTHE, AR Mo _n— TR EERGEEO SR CREFI R FEEDOFIZ R L
7,
ZOFITIX, FAMEEEMIEEFET L L =i, BEFOREE I LV —T
SUSPECTLIST & A—/)b 7o — 7R Y > — THROTTLED (2 Xk v, #3|% DNS
W I T TN LRWEFITTARA RO A= LR Ay N U7 ENE
‘?—o

HLWEEE 71— (UNVERIFIED) (LW A—/L 77— R —
(THROTTLEMORE) 2MER SN ET, MIESNRWERITTARA MDD A —
E. SMTP B o nNtE—varopilcziny N v 7 E&nEd GEHEZE I L—
7 UNVERIFIED & XV f#ilffy72 A — 71— R Y > — THROTTLEMORE 73
fHSNET),

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
m. 0L-23078-01-J |



| £5% BFA-IIERETILEOHDTS—FITADORE

A=/ 7u— iKY i — ACCEPTED (2% L Tz N — 7 EEFEMIAEN A K —
TMZENET,

K 5-1512, REHEMGELZ RIET D 00HRESNOIHRELZ R LET,
% 5-15 REERE R ShBIHE

EEEIN—TF

Ry S—

RE

UNVERIFIED

SUSPECTLIST

SMTP 1 o3t —3 3 » DFi

THROTTLEMORE |#5## 5578 2 h @ PTR L =2— R DNS IZ/E7E L7220,

THROTTLED Pefgi ot R A b o5& DNS vy 77 7 (PTR) 3

EF&EDNS /Ly 77 w7 (A) IZ—F L2V,

SMTP /1 o\t —3 a3 vz oo — B EEREE
- B3R IE 72 MAIL FROM:

ACCEPTED - TN a— 7 %EHE D DNS IZFEE L

- T —7EEHE D DNS TR S ha

EIEFH Y I —T SUSPECTLIST 29 37K X FEEBRIINDER

GUI T, [Mail Policies] # 7' ® [HAT Overview] 7 U v 7 L¥%, BEEOERE
FEIN—TO—BERRRINET, EEH I NV—7 SUSPECTLIST iZxtd % &
Ak DNS BFEAE A 32— 7 WIC L CRET HICiE. ROFIEEZFITLET,

[HAT Overview] ~2— T, #(E# 7 L—7® VU % kH o [SUSPECTLIST] % 7
Vo LET,

[ oL-23078-01-J
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5-28 [HAT Overview] R—
HAT Overview

Find Senders
Find Senders that Contain this Text: I

ELU TR T Y (R N IncomingMail (172.19.0.86:25) (%

Add Sender Group... Import HAT...
SenderBase™ Reputation Score

Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED ﬁ
2 BLACKLIST —— BELOCKED ﬁ
3 SUSPECTLIST — THROTTLED ﬁ
4 UNKNOWNLIST —— ACCEPTED ﬁ

ALL ACCEPTED

Edit Order... Export HAT...

ATwF 2 [Sender Group: SUSPECTLIST] X—YNRERENET,

5-29 Sender Group: SUSPECTLIST

Sender Group Settings

Name: | SUSPECTLIST

Order: | 3

Comment: | Suspicious senders are throttled
Policy: | THROTTLED
SBRS (Optional): | -4.0 to -1.0 and SBRS Scores of "None"

DNS Lists (Optional): | None

Connecting Host DNS Verification: | None Included

<< Back to HAT Overview | Edit Settings...
ATwF 3 [EditSettings] %7 U v~ LE7, [Edit Settings] ¥4 7R 7 BNERINET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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ATy 4
AFwT 5

ATFvT 6

(E)

5-30 Sender Group: SUSPECTLIST: Edit Settings

Sender Group Settings

Comment: ISuspicious senders are throttled

Policy: | | THROTTLED v

SBRS (Optional): |_4_g to I']"D
Include SBRS Scores of "None”

Recommended for suspected senders only.

DNS Lists (Optional): H [

Connecting Host DNS Verification: | 7] connecting host PTR record does not exist in DNS.

[] Connecting host FTR record lockup fails due to temporary DNS failure.

i¥! Connecting host reverse DNS lookup (PTR) does not match the forward

DNS lookup (A).

[Concel | [Suomic
YA hH 5 [THROTTLED] AU v —% 3R L £,

[Connecting Host DNS Verification] @9 ¢ [Connecting host reverse DNS lookup
(PTR) does not match the forward DNS lookup (A)] T = v 7 Hh v 7 A& AT L
i ‘?-o

EREREFLTHELET,

Wi5l& DNS /vy 7 7 » 73R L 72 i85 1325158 7 /v — 7 SUSPECTLIST (&
—% L., A—/ 77— KU — THROTTLED OF 7 /v s 77 ¥ g » BNEFT
énij—o

F7, CLI CTAA b DNS BRFEZRETHZ &b TEET, FEHIZOWVTIE,
[CLI TO& A~ DNS REED A x—7 Ab] (P.5-176) S LT IEE W,

EIEHRILDRE

FPF.HLA—N Te— KU o—%{EHKL (ZOF T THROTTLEMORE
EWIHARTEMITET), LVEKZRAr Y N VTR EZITVET,

[Mail Flow Policies] ~¢—"C [Add Policy] #7 V v 7 L %7,

A= 7a— KU —0D4HI% AJ) L., [Connection Behavior] & LT [Accept]
IR E T,

A=nmAZABy N U TT5X IR V—%2RELET,
EBEEEEFE L THELET,

[ oL-23078-01-J
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WIZ, FLWEEH I V—TE2ER L (ZOfFI Tk, UNVERIFIED &\ 5 4 i
ZfFir%4). THROTTLEMORE RV v —%HT 2 LR ELET,

AT7wv7 1 [HAT Overview] ~<—C [Add Sender Group] %7 V v 7 L ¥ 7,

5-31 Add Sender Group: THROTTLEMORE
Add Sender Group to IncomingMail (192.168.0.1:25)

Sender Group Settings

Name: | [UNVERIFIED

Order:

Comment: |Thr0tt|e when host record is not in DNS

Palicy: | THROTTLEMORE b |

SBRS (Optional): to I
Include SBRS Scores of "None”

Recommended for suspected senders only.

DNS Lists (Optional): H [

Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.
[] Connecting host FTR record lockup fails due to temporary DNS failure.

[] cConnecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A).

m Submit and Add Senders ==
AFvF 2 URE25 [THROTTLEMORE] RV v —#&#IR L £,

AT7w7 3 [Connecting Host DNS Verification] #® [Connecting host PTR record does not
existinDNS] F = v/ Ry 7 A& A LET,

ATvFT 4 EEEEEFELTCHMELET, 2N T[HAT Overview] X—VFXRD L H 12720 &
j—o
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||
5-32 [HAT Overview]
HAT Overview
Find Senders
Find Senders that Contain this Text: I
Add Sender Group... Import HAT...
SenderBase™ Reputation Score ﬂ
Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED ﬁ
2 BLACKLIST —— BELOCKED ﬁ
3 SUSPECTLIST — THROTTLED ﬁ
4 UNVERIFIED THROTTLEMORE ﬁ
5 UNKNOWNLIST —— ACCEPTED ﬁ
ALL ACCEPTED
Edit Order... Export HAT...

Key:
WKOFNETIE, RBFEOEEFEEZR S LHITA— N 7ua— KU ¥—
ACCEPTED ##%EL £,

A—JL 78— R1) &— ACCEPTED IZx ¥ X EERIADEE

GUI T. [Mail Policies] % 7 ® [Mail Flow Policies] #7 V v 7 L %3, BEFED
A= 78— K)o —D—ENRFREINET, A=V Tu—KJ—
ACCEPTED (Zxt L T o m— 758 D DNS BGEAE A X — 7 /2T 2121,
WO FNEE FEITLET,

ATv7 1 [Mail Flow Policies] *—C, A—/L 7o — ARV —[ACCEPTED] #7 U v
7 L/ij‘o

AFvT 2 A=) T7o— R —DRFICAZa—LLET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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5-33 *—J)L 70— 1R — ACCEPTED O RO—FEFEED DNS #&
REDEEE

Envelope Sender | O Use Default (0ff) 12 on O off
DNS Verification:

Malformed Envelope Senders:

SMTP Code: |[553

SMTP Text: |#5.5.4 Domain required for sender address

Envelope Senders whose domain does not resolve:
SMTP Code: [451

SMTP Text: I-.E4.1..3 Domain of sender address «$Envelo

Envelope Senders whose domain does not exist:
SMTP Code: |[553

SMTP Text: I#S.]..S Domain of sender address «$Envelo

Use Exception Table: | O use Default (0ff) @ on O off

AFvF 3 [On] ZBBIRL, 2OA—N 78— K =TT iz o —7FEEED
DNS k& A F—7 M LET,

AFYT 4 HAFZLSMTIP a— RFLIEEZEZEHETHI LB TEET,

ATw7 5 [Use Domain Exception Table] ¢ [On] ##IRT 252 & T, RAA VHIFT—T
NeA F—T M LET,

AT97 6 LEHEEXELTHELET,

RBEDOFIRE LT, REHERIEHISNT — 7 VEAER L, FEHFBRIEREICHT 5
B2 HZELES,

GUI TOXEEFRIAFNT—TILDIER

[Mail Policies] > [Exception Table] ~— < Z il L T, &EEMAHIINT — 70
EELET, BT —7 i, [Use Exception Table] 34 272> T3
TOA—= 77— R =l 7o —ULZEA SN Z EITEEL T EEN,

AFw7 1 [Mail Policies] > [Exception Table] ~—"C [Add Domain Exception] 7 U »
7 L'EY, [Add Domain Exception] X— U NRRINET,

Cisco IronPort AsyncOS 7.3 for Email a> 74 Xalb—Y3> /4 F
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5-34 BN T—TIADT FLRADEM
Add Domain Exception

Domain Exception
Exception: I

(e.g.: user@example.com, user@, @example.com, @.example.com,
@1.2.3.4)

Order: Il {of 1)

Behavior: | & Allow

O Reject
SMTP Code: |553

SMTP Text: IEl‘-.-eIcpe sender <$EnvelopeSender= rejected

[ Cancel |
ATFvF 2 BEFA-NTRLAEZALLET, HIEMRT FL X (pres@whitehouse.gov) .
4ai1 (user@). N AA v (@example.com F721% @.example.com), F7zi% [P
T R A&/ y a TRARET RLA (user@[192.168.23.1]) Z# A TEET,

ATFYT 3 ZOTRLANLDORA v E—VEHFANTIEINMERTZ20E2RBELET, A—1L%
LT HEE, SMTP 22— RE WA X MBI ETH L TEXET,

AFvT 4 EREEFELTHELET,

REERIIMNNTF—TILATODT7 KLADER

FEDT RUARBISNT =7 L OWNTnDxT s V8T 5008 9 afiE
T2, ROFIEZEITLET,

AT7w7 1 [Exception Table] ~—® [Find Domain Exception] ¥ 7 ¥ a2 VIZE T A —V T
K2z ABHL, [Find] 227V v 7 LET,

5-35 BINT—TNHO—BHT 2 b)) OBRE
Exception Table

Find Domain Exception

Search for Email Address: Imjones@par‘tner.com

Domain Exception Table

Add Domain Exception...

Order | Exception Behavior | SMTF Response Delete
1 pres@whitehouse.gov Reject 553, Envelope sender <$EnvelopeSender= rej... jm}
2 @partner.com Allow N/A i}

Cisco IronPort AsyncOS 7.3 for Email a> 74 ¥alb—Y 3> A/ F
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ATFvFT 2 T=TAHONTNNOTL VT RUAR—K LGS, B —H L=
Y PUBRFTRENET,

5-36 BN T—TNLHD—BT Y b)) D—ERR
Exception Table

Find Domain Exception

Search for Email Address: ﬂ Imjones@par‘tner.com

Domain Exceptions Matching "mjones@partner.com”

Show All Domain Exceptions

Order | Exception Behavior | SMTF Response Delete
2 @partner.com Allow N/A i}

BIEBRIERENDT X b
N THREERIEREEET L2720, IronPort 777 A4 7 2 ADOEMEEZ TR T
xFJ,

DNS BHEOREDT A ME, AEOFHBEZBE X TWLZ LIZEREL TSI,

IoRA—TEEFRIEDHREDT R b

THROTTLED "RV > —D &£ &F 7 DNS BE DR EET A T2 2 LIT#EEL
WIGERH Y £ 08, XN ARIEZR MAIL FROM i E%27 A T £7,

ATFw 7T 1 TronPort 7 75 A4 T v A~D Telnet vy v a v ZHEXET,

AFvF 2 SMTP a~r F&EHAL T, BN AEZ MAIL FROM (RAA 722 L0
fadmin] 72 &) ZHHALET AN AvbE—VEEELET,

~

GE) T74VE RALUEERT LN, A—NVEEZET D EXITHS B A
AV EWRMIZEFAT 5 & 512 IronPort 777 A 7 v A &% E LI GE
0. T KU Rfiftra A4 2 —7 M Liz&1E ([ Cisco IronPort AsyncOS
for Email Advanced Configuration Guidel] @ TCustomizing Listeners |
B RAAL RN RS COBARELL RWET A — L&
TER, FME. ZIETERWVWEENH Y 7,
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AvbE—UREEINDLIZLEHRLET,

# telnet IP address of IronPort Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

SMTP =— K& RN, A—/ 7u— iKY — THROTTLED o= X —=7
REEWERECHRELELDICR>TWAZ L 2R LET,

EIEERAHNT—TILOTA

AFyvFT 2
AFvT 3
ATv7 4

AFvT 5

BEERBFEFISN T — T NIFNIE SN THDEETA =L T RLANLD A —/L|Z
KL, o _a—FEEERENFEITEINRN I L 2RI DI, ROFIEE
FEITLET,

7 R X admin@zzzaaazzz.com % . fh7 —7 /VIZEIE TAllow] TEML E
T

EHRZMEL LT,

IronPort 7 77 A4 7 L A~D Telnet v v a v EHE ET,

SMTP @~ REMMA LT, REERIEHSINT —T VAT LIcEF A=V T
KL A (admin@zzzaaazzz.com) "H7 A R A vk —V%EEEFELET,

AVE—VRHAEND T L EMHERLET,

# telnet IP address of IronPort Appliance port
220 hostname ESMTP

helo example.com

250 hostname

[ oL-23078-01-J
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mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

ZDEFA—N T FURALEEERIEGIINT =T VNG HIRT 2 &, =X
=7 FEED RAA E5H DNS THEES L2V Tz, ZDOREHENL D

A—VMER SR ET,
EEERIIEOX VS
won 7 v b, BHEERIEOHEH Z R L E T,

I AO—FSEEBRIT
RN RERT RN —F%[E3H

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address:
envelope sender domain missing

R A A UBNIELEL7Z2 VW (NXDOMAIN)

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address:

sender rejected, envelope sender domain does not

R A A infi- S n7pvy (SERVFAIL)

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address:

<user> sender rejected,

<user@domain.com>
exist

<user@domain.com>

sender rejected, envelope sender domain could not be resolved

CLI TDHRR + DNS HEED 1 =2 — T LA

CLI T& A k DNS BiEE A R — 7 /W2 T DITiE,

listenerconfig->edit->hostaccess 2~ RZEH L 9 GEMIZOW T,

[Cisco IronPort AsyncOS CLI Reference Guide] % %M

LTL7ZEWN),

Hl_ Cisco IronPort AsyncOS 7.3 for Email av 21 ¥alL—v3 v A4 F
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# 5-16 12, RBFEOREFEHFOFEHE L xHIET 2D CLIREEZ R LET,
& 5-16 REETIL—TRE L HIET S CLIE

kX D DNS &5 F%ED CLI &%E
P LA 2 O PTR L = — R DNS ICfE7E L 72\, |nx.domain
DNS O—Fpp7efEEIC L W i oA A o PTR L |serv.fail
a— RNy 7T v FITRK LA,
Bt A LDl E DNS Vv 27 7 v 7 (PTR) not.double.verified
MNIEFIEDNS Ly 7T v (A) IZ—F L7,

NTYvy YRF— (RAT) ETtOr—AHIL
AL VFERIREDI—YDEFA—ILD

2T AN

N7V w7 JAF—%ERT 5 & %, Recipient Access Table (RAT; SZ{5H 7 7
A T—=TN) EEHLT, T7I7A TV ARRA =V %ZTT 5T C
Da—HN FAL P EERLET, ZLOZ I =T ITA X F— by =113,
BEOO—HN RAL DA vEe—VEZIIHTFEEIICHESNET, 2L
VX, BEHEAREEEINTZLE LET, TDYA . currentcompanyname. com 33 X
N oldcompanyname.com SiDEF A —IV A v =V EZETHLERDHY £,
ZOWE, WEOR =) RAL L ENRTY v YAF—DORAT ILEDHDLZ &
WD ET (E: FAS Y vy THRIZHD FAAL UInBRID R AL ITA Y
t—T%~ vy TEET, [Cisco IronPort AsyncOS for Email Advanced
Configuration Guide] @ TConfiguring Routing and Domain Features| O #FE & N
Ay vy THREOHAZZRL TIEIWN),

System Setup Wizard £ 7213 systemsetup =¥ FEET L., commit 2= K
ERITEROEE. 1 20N T Y v 7 UAF =BT FI7A4T A ETTTICHE
SNTWET (TFME 3 : [Network]] (P.3-57) TANL7=REEZSRL T
SV, TOELEEIZAN LI, A—NVEHFRITDHT 74/ Ba—H)L RALF
TR EAERN 2T FL AL, 207 ) v 7 U AF—0 RAT OO b &
LTRREINET,

[ oL-23078-01-J
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ZEET7IEA T—TI (RAT)

L=

ZIEEDES

ZEEFETIRA T—=TNE, TV v T VRS —RNHFANTIEIZEFEETERLE
T, ZOT—TNTIE, T RLR (#57 RLA, a2—%F4, FAA2, £70F
KA RN &, ENEFAITEINNERTE20EHELET, £ 7 a T, 20
Z{E5#H D RCPT TO 22~ R4 5 SMTP JEE 2 &0, HrED= Y

T2y M) T E NSNS NRA LT TEET,

RAT = F VIO ERPA B L > TERSINE T,
® 5-17 RAT OEXMLIEX

BEEES =i (E8) HR5 L SMTP B

RAT 21X, SMTP B ot —2a O TN & VT3 L XIZZEBFITKLT
FITT D, RO 2 HOOERMRENERNH Y 3,

ACCEPT ZEFITFTINET,
REJECT ZEHFIHETINET,

RAT Ti, ZEZELIZEBFOIIN—T2EHETEET, SEHIL. BER
BIA—NV T FVAL RAAL Y f3 FAAL Y, FFa—FATERTEE
R

division.example.com SERfEM KA A 4,
.partialhost Ipartialhost] N A A »NDTXTC,
user@domain TRIREAA—I T FL A,
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GE)

usere L2 —F 2 2B DTSTOT FLA,

BEDIP 7 RLADa—Y4, IP 7 KL AT XF
[1] THDMLERSH L Z LICHEELTLEEN,

luser@lIP address| (471 v 2aXF7x L) IXHER:
T RUVATIERNWZ EICERE LT EEY, 7%
RT RUVRAEERT D200, Avb—U%% (3
L& XAl yanBish, %{E#&2 RAT T
user@[/P_address] —HTHNEIDICEERHDLZERHY T,

GUI @ System Setup Wizard DT 4 CRA AV EZZEET 78 A T—TNIC
BN 5%A (TFIE 3 : [Network]) (P.3-57) &), 7 RAAL V&IBET
LR Oy MY BT HIEEMF LTI N, &I, RAL
example.net Z AN T H5A. .example.net bAS LTI N EWEENRH Y
F9, FE2 DT MVIZED | example.net DT XTOVT KA A 5D A —)L
DEZIEET 7V BA T—TNMI—HT DL 912720 %9, RAT T .example.com
DEEFRTE LT, .example.com DT XTDHT RAA LEED A — /L EFFA]
LETR, 37 FAAL UBRVERBRETA—N T FLAZEE (2L 213

joe@example.com) LD A —/VITFFR] SNV F E A,

BALSEZETOROY Y UFTDINL 18R

ZEHFTMVT, VAT —TA X —TNIZHRoTWD Ay R U Tl A H
ZAXALEZEENNANRT LI LEBETEET,

ZOMEEIX., BFEDZEEDA v —VEHIRLAWESICERN T, 282
X, < O2—FE, A=) 7o— R —TEZINTWDZEHEIES
WTERIL FAAL B RAay N U7 SR TWAEHETH, VAFT—ETT N
A [postmaster@domain] DEFA—NLEZEFELET, U RAF—0D RAT $T%
BRI ZNA RATHLINCZOZEELBETHZ LT, AL RAAL U HoOf
DZFEEROA— 7ua— R) o—%EF LoD, JAFT—3%EHE
[postmaster@domain] DEHIBD A v —TVEZETEET, ZEHFIL. EE
T RAAL UDBHIRINTWDBIEAIC, VAT ABREFL T LERH =D OZA(F
FEONT o Z T INFERA,

GUI TRIEDZEEPZEREH Z A R2T 5 XD ITHEET 212X, RAT =~
b YU ZBINE 7ZI3REET D & X 1C, [Bypass Receiving Control] T [Yes] & 5E4R
LET,
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5-37 SEHED/ A /IR
Bypass Receiving Control: | () g
EE Yes

CLI THREDZEENZAETEZ A N2 F 5 X5 ITHRET 51T,
listenerconfig -> edit -> rcptaccess A~ REMH L CZEHEZANTD
X, ROBEMIC Tyes) LERXET,

Would you like to bypass receiving control for this entry? [N]> y

A7 2{EE TD LDAP BFRID /A /AR

LDAP #FH 7 =) —ZRETLHE. BEDZEEHIZOVWTH 7 =Y —& N
ANRRTHTEPRBREANHY 7, Z ORI,
customercare@example.com DK I 2, HDHZEESITZE LIZE T A —/1ITD
WT, LDAP 7 =) —OHF TIRIES 720 F =2 — M LD LanZ N
F LWGAIER]TT,

LDAP #FH[ 7 =Y —DRIZV —2 Fa—NTZEET FLAZEZHRZ 5L
CRELIESGE (A VTV T ERER ANy ~ o T OEARY), EEHz
LT RUAIZLDAP # A7 =) —Z2 A NRALERA), 7oLz, =AY
T A 5:~7/1/%f{§)ﬂ LT customercare@example.com % bob@example.com B X
N suelexample.com (2% v 7 LE9, customercare@example.com (ZDVNT
LDAP FFrRI DA N2AEHRELTSGE. =AUV 7 v INFET S %I,
bob@example.com ¥ L N suetexample.com {ZXF LT LDAP #Fn 7 =V —NELT
SNET,

GUI T LDAP #FR[Z A XA T 5 L HICRET DI, RAT = FU ZBIE
721 3HmEE T 5 & 1T [Bypass LDAP Accept Queries for this Recipient] % 58 L
i‘j—o

CLI TLDAP # [ 7 =V —% A N2 F 5 K HITHRET HITIT,
listenerconfig -> edit -> rcptaccess 2~¥ 2 REHH L CZEZEEANTS
LX, WOERMIZ Tyes) LBEZXFET,

Would you like to bypass LDAP ACCEPT for this entry? [Y]> vy

LDAP §Fr[ & A N2 T B L H5ICRAT = MY & ET 586G, RAT =~V
DNEFH, ZEET RLAO—HO LTIl BEE 5252 LICERELTLLES
Vo & T RO RAT = MY 2 L TREET FLAR B LET,
7o & 21X, RAT = b+ U postmaster@ironport.com & ironport.com 23&% 5 & L
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ES N postmaster@ironport com DT M UIZHOWTIE LDAP #r[ 27 = U —% A
ANATHEHIZEEL, ironport.com DT kU %: ACCEPT (28 E L £,
postmaster@ironport.com 58D A —/L %5215 LT235A . LDAP 3Fr[ 2334 /X2 X
5 DI, postmaster@ironport.com O kU 73 ironport.com O~ U K Y
HENZH D8 H DI T, ironport.com DT kU A3 postmaster@ironport.com
Oy FYORNCH HHE, RATIZZOZ Y MY ML TREET RLR L —
BL. ACCEPT 77 v a v Nl S £ 7,

TI+#ILERAT IV MY

BT B3 _CONRT Y w7 URAF—=IZONWT, T 74/ MTlE, 9XTO%
EZNHDE %%—/W!ﬁ%ﬁfﬁ”éoto RAT BRERESNET,

ALL ‘REJECT

[Recipient Access Table Overview] U A b TiX, 74+ /V b = b U OA4RIIZ
[All Other Recipients] 1272 0 £,

T 74N F T, RATIZT R TOZEEEHEL L, BoTA L Z—% v k EIC
ZL—7°‘/ﬂk—7b§1’EEJ‘zénm\ot5L:Li¢o F—=7F V— (Pzﬂe:ﬁff;
VI b—] FE T —FN—F ¢ U b—] LHIENET) I, FHI
EFEAA—N AvE—D) L—%FF SMTP % %f—/l/"j‘~/\fff ZL~7/
Vi—2bdE, a—H)L a—HFAFTbr—/ 2—F N5 THLRNA—/L
EUBTHZLI2hD, FEROMREEENT — MU oA 2l L TRED AL
EEETHZENARICRVET, (ERT DTV v YURF—DZEET Y
CRTFT—TNDOT T MEEEETH EZZEFEELTIES N,

T74 D TALL] = hVU % RAT O HIBRL TidZe 8 A,

TEXAF TZ7ANELTTEFRRM ) Y—REFAVR—FBEUITI RR—

ERCYD S

TIIATADAL T 4 FXal—rary T4 7 MIICT 7 BRATHLENRN
HBVET, A VA= TDTXANTrANE, TTITAT VA LEDa T 4
Fal—varT4L7 NIRKTFEETAHHLERHY T, =7 AKR—FEN
TEAN T ANF, a7 4 Falb—vary T oLl MICRHBENET,
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a7 4Falb—vary T 4Ll M) ADT 7B ADFEMIZOWTIL, A
[T TFSGAT LU ANDT VA BB LTLIEEN,

GUI KB RF—D RAT OEHE

GUI 226 RAT #ZH 4 51Z1%, [Mail Policies] > [Recipient Access Table
(RAT)] 227 VU v 7 LEF, [Recipient Access Table Overview] X — U NHEKR S

ni ‘j‘o
5-38 [Recipient Access Table Overview] R—2

Overview for Listener: BUCHuUEWCINCYR SRR NS Items per page
Add Recipient... Clear all Entries Import RAT. .
all
r

Delete

Order | Recipient Address Default Action

1| run, ironport.com Accept r

2 | redfish.com Accept (Bypass LDAP) r

All Other Recipisnts Reject

Edit order... || ExportRAT.. |
[Recipient Access Table Overview] ~~— 21X, RAT RO~ U @*'ﬁk# ks
DNERE, T 74NV DT 7 v a2y, =2 b Y LDAP #F[ 7 = U —%& /3 /3%

THEIICEHESNTNDENE I L EBIZRTINET,

[Recipient Access Table Overview] Tid, KD Z & &{TH Z &N TEET,
e RAT ~»=x > b U DEM

e RAT 0= kU OHIBR

e BEfFO RAT = bV DEHE

o TV NIDIEFOEE

* 77 ANNEDRAT =2 YDA A= (BREFEO= IO EEE)
e RATZ U RNUDTZ 7 A ~DLTY AKR— |

RAT /%, Command Line Interface (CLI; 2~ K A4 A X —T A R) &
o THEMRETETET, EHRLEZIV AT —ORAT 2 WA X~ A AT 5121
listenerconfig 2~ R® edit -> rcptaccess -> new V7 a2~ R&fEHL
T, RETHENNTV vI URAF—IZONT, FRIENL0—A/) FAA %
RAT (2B L E 5, FEMIZ>WTix, [Cisco IronPort AsyncOS CLI Reference
Guide] #ZH LT EEW,
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FLLRAT T M DEN

RAT (2= MU BT 5121%. ROFNEEZFATLET,

[Add Recipient] %2 U » 7 L £79, [Add to Recipient Access Table] ~— U H &
RENET,

5-39 RAT T > +Y)miEMN
Order: lz—

Recipient Address: (7

[redfish.com

Action: W Bypass LDAP Accept Queries for this Recipient

Custom SMTP Response: (& | No

| ves

Respanse Code: | [

Response Text:

Bypass Receiving Control: (7| & 0

" Yes

T b U ONERFF 2R L £,

ZEET VA2 AN LET (o= b Y OFFMIC OV TR, [ZEEOE
) (P5-178) 2L T EEW),

ZEHEETFATL2ERT o0 RIRLET,

F 7 a T, ZIEHICKT D LDAP #Fr] 7 = — % NA RAT B I L EER
TEFET (IFH172%2EH TO LDAP FF D34 /32| (P.5-180) &2,
Oy h VIR LTHAHX L SMTP JeE A2 A3+ 5841, [Custom SMTP
Response] T [Yes] #BIRL ET, WEI—RNETHRXAMNEANLET,
F7a T, Ay NI U T ENRANRRT A LaRETEET (TR %
FBETORT Y N T DNARA] (P5-179) 2ZH), ZOTHITIE,
[Bypass Receiving Control] T [Yes] # 3R L 77,

EERERELTHELET,

[ oL-23078-01-J
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RAT T kY OHEIER

ATvTA1
ATvT 2
AFvT 3
ATFv7 4

RAT = + U ZHIBRT 512iE. ROFIEZFITLET,

Bk 54> MU O [Delete] SIOF = v 7Ry 7 A A A LET,
[Delete] 27V » 27 LET,

Frv IRy I AL Lz R U D RAT O HIBRESNET,
EHEEREE LET,

RAT T FYDZER

ATFvFT1

A7y 2
AFyvFT 3

RAT = FU #AFES A%, ROFINEEFEITLET,

[Recipient Access Table Overview] TRAT = ~U %7 U v 7 L7, [Edit
Recipient Access Table] X— U BNEREINFET,

TP EERLET,
EHAMELET,

RAT T M) DIEFOER

AFvFT A1

ATvT 2

RAT AD =+ ONAFZZE S 51iE, ROFIRZFETLET,

[Edit Order] 22 VU v 7 L ¥, [Edit Recipient Access Table Order] ~~— I 3%
REINET,

5-40 RAT TV FYDIEFOEE

Edit Recipient Access Table Order

Overview for Listener: IncomingMail (172.19.1.86:25) ST [5E0 EFE
Order | Recipient Address Default Action
f run, irenport.com Accept
z redfish.com Accept (Bypass LDAP)

all Other Recipients Reject

[Order] #IDfEAHE L CIEF LT L ET,
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ATvT 3

EHAMELET,

RATIRYDIHY RER—F

ATFvFT1

ATFyvFT 2

ATFvFT 3

RAT = h U 7 AKR—FT 221, ROFIEEFEITLET,

[Export RAT] # 7 U » 7 L$£7, [Export Recipient Access Table] ~X— U3 FK R
SNET,

5-41 RAT TV FYDIHRKR—F
Export Recipient Access Table

Export Recipient Access Table To File
Export to file: I

| Cancel |
T AR—=FTHZ NIDT 7 ANAEANNLET, ZhiZ, 77747 R
DBET A4 LVT7 NVITHERENADA T 7 A LD F7,

EHERAFELTHELET,

RATTZ  FYDA ViR— b

ATFvFT1

RAT 4 v R— 725 &, BEFOTTO RAT = U3 RAT 2 HHIBRE
ij‘o

—#D RAT = ) A VA= T 2121F, ROFIEZFETLET,

[Import RAT] #7 U » 7 L$£7, [Import Recipient Access Table] ~X— V3 FK R
SNET,
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5-42 RAT TY YDA vR—+

AFYT 2 URIBLT A NERRLET,
~

GE) AvA—=FTD2T77A4MF, TTI9AT L ADAL T 4 Fal— g
TALVY NIIGFETHALERDY 7,

AFw97 3 [Submit] #2 Vv 7 LEF, BEFD RAT = b U 2T X THIBRT 2 Z & 2R
THEER v —UNRERINET,

ATFvF 4 [Ilmport] 27 Vv LET,
ATvT 5 EHEHELET,

TrAMIL Ta A b 2MTEET, XF T#) THELTIZaA M E
722 &3, AsyncOS IZ L » T ENET, KOFESZIZLTLIEEN,

# File exported by the GUI at 20060530T220526
.example.com ACCEPT

ALL REJECT

COFFRT, BTA—NV T — PV A OREITRDO L H 720 £7,
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5-43 RTY w9 YRF—D RAT D%k

A ek
Y SMTP
187 Y w4 1) RF—:InboundMail
RANT A TFT—7/ (HAT) :

WHITELIST: STRUSTED
BLACKLIST: $SBLOCKED
SUSPECTLIST: STHROTTLED
UNKNOWNLIST: SACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE GE) ZoxT7Yy s YRF—0
169.254.10.10 RELAY RAT Lj: I\)( /r V2
ALL: $ACCEPTED N

newcompanyname . com D%
FAT B DICETEI T

=Zfz A FT—T7)L :
REET 7€ 7 =7V (RAT) E4. H AKX N SMTP JEE D

example.com ACCEPT . \
newcompanyname .com ACCEPT ﬁzﬁk‘ SRTHE j—"
ALL REJECT

PAUE3—Tz(1R:
PublicNet(f:192.168.2.1)

A1—YRy b 232 —TJ A R:Data 2

IronPort BF A —JL
X1 UTa FISATUR

A1—HRy b A2 —T x4 X:Data1
IPAL22—TJxAR:
PrivateNet({1:192.168.1.1)

754 R— b+ J XF—:OutboundMail
RANT7®ZA T—7/1 (HAT) :

RELAYLIST: $SRELAYED GE) TDTTAR—]F URF—|E
ALL: $BLOCKED EHRINTWERAL, 774
¢ ~N— |k U2 F—IZiF RAT

b FEHFA,

GN—FH1T7 =N AvE—SERVRATL
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5-44 1%, S-4ICRLEKEREBELEZbDOTHY , ) AF—D HAT (%49
BHE) & RAT DL — /7 v AL ZNENDOT 7 4V MERE TN TV E

R
5-44
ﬁfﬂﬁxﬁf_ﬁﬁl
'g{:.fﬁ—#‘v.u h?
k'jﬁmh__ggyé—j

RITYYH) JRF—EFTSLR—F YRF—

A8 —Fy b
KRR B

2EH: BREN

N"ITYyy YRF—

IronPort 8F+—JL
2Xa)Fq4 7FS547VR

TS5 R—F YRF—

ARy FT7—2:

KRR ~: RER

2EE: 2%

AWAIER/E

TSAR—F}:

RRAF 7€
o] 7 IVHAD) SEETH R T—TIL(RAT)
Domain
ACCEPT ACCEPT
Host ALL
RELAY
REJECT
ALL
ACCEPT \\\\\\\\k
RAFT77€R
F—7JIL(HAT)
Host
RELAY —> RAT %L
ALL
REJECT
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