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V2% interfaceconfig 2~ R&EMH L E9,

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .-




AR A4 A48 —T 4R (CL) AD77 X

CLIL~OT7 7R Z, T IF3AT v ADEy M7 v FECRIR LS =
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R LET, B¥E. admin =2—V 7H U "ETFNCLIICT 7 BATE T,
admin 7V b ENMLTCa~vr R IA4 A0 F—T A AZHET 78 AL
729 2T, SEIERF ALV OMO2—YZBINTE LT, System Setup
Wizard T, admin 77> FONRAT— REEFT S LI ERINET,

admin 74 7 b D/XAY — RiX, password 2~ R&EHH LT, {EEDOKRS
TH#EERET S L TEET,

A—H Xy FENHLTERT 256, THHAKFOT 74V NIP T RLAD
192.168.42.42 #fEHI LT SSH &> v 3 »E 72X Telnet £ v > a BB L £
o SSH X, A—hF 22 M+ D Lo IR ESHLTWVET, Telnet (T, A—h
3 2EHTLEIICHRESNTVET, FTRLOA—HFHLANAT—FEATL
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U TR AR L THERT 2581, A=Y arta—2or T
T NAREFRENTOLEER— MR L TRt vy a r2lmLET,
FEHIZ DWW TiE, TCisco IronPort AsyncOS Configuration Guidel @ [Setup and
Installation] DEZZHL T EI VY, T2 —PFHERAT—RFE AN LE
ER

TROZ—FLBIORRAT—-RKEADNLTCT T IA4T A w4 LET,
IBHFEEOTI4HIL N 2—FRENRRXT—F
. :’—‘—"j‘ﬁl . admin

e /NRAU— | :ironport

ROFlIEBEZEITLTIIES W,

login: admin

password: ironport
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RIEMOa~< B 7ar7 ME BEEMAA MITHRVWTRRD ) &@
ANR=Z 1 OTHEREINET, ROFIZBHFHITLTIZEN,
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cu
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mail3.example.com>

TTIA T APNEPEPFRREL N L2 7 TR DO—HE LTHRESN TS
BE. CLIOT vy MR Ebos THRIEDE— FERLET, ROUIEEEIZL
TLIEEW,

(Cluster Americas) >

ER S

(Machine los_angeles.example.com) >

FEHIZ W TIX, [Cisco IronPort AsyncOS Advanced Configuration Guidel
[Centralized Management] ZZM L T 7230,

avy REFETTHE, CLLICE Y =—FoANBRERINET, CLI B=>—H
DANEFEL T DAL, a~vry F ey heLT, Ahy=a (1) T
HENTZT 740 EATHEDOHRIZKA Y ) ERRFIINET, 7741 b
DATMER 2 NGE, a~y R Tar 7 hohy aWNizZEcd,

WOFIZHEIZ L TLIEEN,

Please create a fully-qualified hostname for this Gateway
(Ex: "mail3.example.com") :
[1> mail3.example.com

FIFNVEINRENHDLIEEIL., a~ R 7o Ol y alNIicZEDORENE
RENFET, WOFIZSEIZLTLIEIN,

Ethernet interface:

1. Data 1

2. Data 2

3. Management
[11> 1

[ oL-23407-01-J
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Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

avy FEX
AVETIT 47 F— RCEEROYA, CLL 22w > ML, ZZEHAR—X
EEDT, BN TA—FBIEELRVWE o~ FTHE/RINET, RO
ELEBIZLTLEEN,
mail3.example.com> systemsetup
IR R b
AN TEDZEEOBIRERN H D5, I~ FICk o TEER(E U X M &2HEA
LEd, e 7 P TRIRT OB EZANLET,
WROPIEBEIZLTIIESN,
Log level:
1. Error
2. Warning
3. Information
4. Debug
5. Trace
[31>
Yes/No ¥ L) —

yes £72I no AT a b LGE. EMIET 7 40 ME (U y aNER)
AT CRARINET, ¥ N, Yes, E/idNo TRETXET, KUF/NILFD
Xallxd 0 5 A,
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Do you want to enable FTP on this interface? [Y]> n

avw NZLoTE, 7 avwr FEERTIGERHVET, T a<w FiC
X, NEW, EDIT, B XU DELETE 7R EDmaNH Y £9, EpiT B LU DELETE DFE
EOBE, Zboa<wy KL, YATATTCRBEESA TS La— KDY
A MR LET,

WOB BB LT EEN,

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

T av s FNNB AL a<vy RIZRERDICIE. 22D 7 v 7 FT Enter 7213
Return # A L £7,

YT av FNTHSTH Ctrl+C F—FR—K va—rhy hEFEHLT, <
W B CLIICR 2 Z ENTEET,
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CLILIZ, Ty var AT EZIR_RTOa~y ROBREARFELET, KTl
ALliza~ry ROFETIANERA7a—ALT5I2F, F—FR—FDOTBIWN] D
KEIF—ZFEHAT 50, Cul+P F—& Ctul+N F—%#efGbE CTHEMR L £9,

mail3.example.com> (type the Up arrow key)
mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

ATy FO#ESE

IronPort AsyncOS CLL X, 2~ ROMEEYR—FLET, HDa~v RO
B FEASILT Tab ¥ —%2 AT 5L, CLIICLE > T—EBEDa~vr FDOR
NI ENET, ANLTEXFER I~ ROFT—E T 2WGE,
CLIiZZDty bz VAR £, ROFESEITL TS,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, settz

mail3.example.com> seth (typing the Tab again completes the entry with
sethostname)

CLI DJEREB L7 7 4 L OM5EHERE T, Enter £721% Return # A/J L CTa~
v RERETHILERDH Y £,

BT A — LR A @ Dkt L7223 5, IronPort AsyncOS (Zx14 2% EAE
HEITZET,

BREETIL, WO EITH ETIHEIMIRD A,

ATFvT 1 a<w KR 787 FTcomnit 2~ RERITLET,
ATFvT 2 commit <V NICHBERANEEFRELET,
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CLI T commit LB OMERZZ TR £,

EE SN TWARWEREICHT AL TILIHEINET A, commit T~< 2 RAET
SNDHETIEENTRY /A,

AsyncOS OFT_XTDH A< KA, comnit 2¥ 2 ROETELIEE T 501 TIX
HOVEFAL, EREEZENCT DRNTHEEZITOMERNH DL a2~ FOBEIZOWN
Tit, % 1% TAsyncOSCLI 7 A v 27 V77 LA A K| 2B LTLEE
A

CLIty > a DT, YAT2DY vy N T, FHiE), EE, 72013
clear AV Y ROBITIZLY, ESNTWRWET T Z VT S ET,

AACLIawUF

RELXEDHE

ok varTiE, BEROMEETZIZZ VT, ~NLT~DT A, BLOa
7/1\74/4’/57 Tz ADKTIEATHa~vy RIZOWTHHLET,

IronPort 777 A 7 AT DR EL L ORFITIE, commit I~< 2 RPEE
TY, RELLDOLIL, commit 27 ]\%f]\jj'ﬁ*éif“ﬁ@ﬂ:fib FHA,
(EENEEZHDINCT 57201 commit 2~ REFHTILEN R Na~w 2 R
H0EHY F£9, commit 22 NiE, commit 2~ FEIL clear 22 FR
RBIZFRIT SN TH 5, IronPort AsyncOS (ZxF L TiTh N iR &2 I A &
NEF, IAPELTRR2S XFeTEEd, BEARIE, 2 LA
STl EBICHERBEZITRDETIE, MEShIZLDLE LTROLNAER A,

commit 2v > ROEDO I AL FOAINIEETT,

mail3.example.com> commit
Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP address
Changes committed: Wed Jan 01 12:00:01 2003

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F

[ oL-23407-01-J




A

() ZHEEZEFICHETHICE. Bfioa~vry R a7 Mo TWAH LB
HVET, av R I VBEBO 1 > EOLVVIZBEIT ST, 220 0
7 C Return Z AJLE7,

EEEDI VT

clear I <Y RiZ, commit I~ RFEZIL clear I~ RBRKEZIZRITEINT
225 IronPort AsyncOS D% EICK L TITONTEAERNERSHIIZZ VT LE
\?‘O

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

ARV R SA A —T A R Yy a VDT

quit I REFETTHE, CLIT 7YV r—varmrbun 7o NLET,
EINTWRWRELTIZZ V7 INET, quit I~ RIFET A —/VEER
B LEFA, 07T U MNMIvY 77 A MR INET, (exit D AT
quit DAFERLCTT),

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose
changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥
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help I~ REF(FT5 &, MMAAEERTATO CLI 2~y KHFREN, &
S~ ROMEARNEZ BB TXET, nelp 2v > FIF, v K Fur 7 he
help EAAT B0, BRI (2) & 1 DAS LTEITTE ET,

mail3.example.com> help

> N o
INYF ATV F

AsyncOS TNy F av FEXEZHFR— L TWa 72, —#d CLI 2a<w > K
EHLWHE—1T CLIJEATIEITTEET, ZOBXEFEHTLE, ¥ AT DE
T BER—FANZHTE, L<ATOIREX A7 2HRICAELTE E
T, Ny F av T, SSHZ 947 FafEHLTCa~ > FEZUE—FT
FTTLH2LHTEET, ZhICEY, CLLa~v Y FORZ U7 MEERL, &
NaE—EICEEOT 774 T UV ATETTLHZ L BMHEICTEET,
INHDavwy RET7 FIAT VALK LTavy REETT B8N0 HELE S
7253720, IronPort 77T A 7 2 AIZH LWHEREZ BINT 2 b1 Tliewnwz
LIZEEL TSN,
AsyncOS OEFH Y V—ATix, LFD CLI 2w > FIZkHGET 5y F avw K
N0 ET,

® adminaccessconfig

® aliasconfig

® delivernow

® destconfig

® interfaceconfig

¢ listenerconfig -> hostacess (HAT)

® listenerconfig -> rcptacess (RAT)

® redirectrecipients

® showrecipients

® scanconfig

® smtproutes

® tlsverify

® tzupdate
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® updatenow

NyF avr FOE, T a~vr Rk TRR2Y £, BT 5=
<Y ROBXDOFEMZHOWTIE, 5 35 Ta<w B 2546 Of%Yd %5 CLI
DOP B LTI TEEN,

Ny F avTy FHl
WO TIL, EEE 7 NV—70 REDLIST MEf S £, SHiz, 2D

REDLIST 737" U — THROTTLED (ZB# AT b, %E3H
Ipossible_spammer.com] A3 EEH /L —FITBEMENET,

DTV a vk CLI TEITTLHEE

example.com> listenerconfig

Currently configured listeners:
1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> IncomingMail
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Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

[ oL-23407-01-J
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- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group

2. New Policy

[1]1> 1

Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.

IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SB0:12345 are allowed.

Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas
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[1> possible_spammer.com

Select a behavior for this entry.

1. Accept
2. Relay
3. Reject

4. TCP Refuse

5. Continue

6. Policy: ACCEPTED
7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED

[1]1> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.

There are currently 6 sender groups.

RL727varva CLILNyF a~xy RTEITTIHEHE

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible_ spammer.com Policy: “THROTTLED”

example.com> commit
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