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vy FLET,

C-Series, X-Series,
M-Series

resume ZELEEEZHHLET, C-Series, X-Series,
M-Series
resumedel EEZHBIL £, C-Series, X-Series,
M-Series
resumelistener ZEEHRALET, C-Series, X-Series.
M-Series
rollovernow 0y 7y ANEu—)L A ——LF |C-Series. X-Series,
4, M-Series
saveconfig BEET A ATITHRTELET, C-Series. X-Series,
M-Series
sbstatus SenderBase 7 = U —®D A7 —% A% |C-Series, X-Series
FRLET,
settime VAT A 7uay 7 EFETHELSE |C-Series, X-Series,
9, M-Series
showmessage Fa—HNOHEWREED A vE— |C-Series. X-Series
ERRLET,
showconfig TRTCOREMERRLET, C-Series, X-Series,
M-Series
showrecipients Fa—HNORA vy E—VEZ[FEARA |C-Series, X-Series
kB % 72 1% Envelope From 7 F L A
AMICEKRT D, T_XTDOAyE—
TEFRIILET,
shutdown VAT LYYy FA U LTCEIR  |C-Series. X-Series.
ZE0 £9, M-Series
status AT AT —H A C-Series, X-Series,
M-Series
supportrequest IronPort 7 A% ~— 72 A »&— |C-Series. X-Series,
VEEELET, M-Series
suspend ZIE LEEEZTW L ET, C-Series, X-Series,
M-Series
suspenddel FE2d i Lx4, C-Series, X-Series,

M-Series

l_Cisco IronPort AsyncOS 7.5 CLI Y 27 LR Hi4 F

OL-23407-01-J |



® 11 CLI o= Y F (BENFTELLD) ()
suspendlistener ZEETHLET, C-Series. X-Series.
M-Series
systemsetup WD AT Ay T w7 %57 |C-Series, X-Series
LET,
tail 0 g 77 A VDRSS |C-Series. X-Series.
FRLET, M-Series
techsupport IronPort ® 1 A Z~— H—E X |C-Series, X-Series,
AT NIT 7 EATED L HICLE  |M-Series
\j‘o
telnet UEe—h FRAMIBERLET, C-Series, X-Series,
M-Series
tlsverify UE— kR A MIRd 53815 TLS # |C-Series. X-Series
fea st U, TLS #0842 7
Ny T LET,
tophosts X a2 —DY A XDNEIC Bfrd R A M |C-Series. X-Series.
ERRLET, M-Series
topin EEVEFR OB DNEIZ EALDOFR A M %  |C-Series, X-Series,
FRLET, M-Series
trace VAT AEBETAHA Yy E—D7  |C-Series. X-Series.
o—%BHLET, M-Series
traceroute VE—hF KA METORY hTU—2 |C-Series, X-Series,
N—FERRLET, M-Series
tzupdate BA DS = —LZEHLET, |C-Series. X-Series,
M-Series
updatenow TRCOarvR—3xr b2EHF LE |C-Series. X-Series.
4, M-Series
upgrade Ty T L—R&EAAR—/LLE |C-Series. X-Series,
4. M-Series
version VAT LDON—T g NEF#REFRR L |C-Series, X-Series,
F7, M-Series
who oA rHO—FDY A MEFR  |C-Series, X-Series,
LET, M-Series

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




£ 11 CLI av Y F (EENRFELLD) (H%E)

whoami BIEDO2—HID #FRLET, C-Series. X-Series.
M-Series

workqueue VE3EX 2 —D—W{EIE A5 — % X% |C-Series. X-Series

RRBIOLHELET,

£ 121RFTa~<y FOFATRREZAITT 5121
LMBERH Y ET,

. commit A¥ Y R&ETT

£ 1-2 CLI av Y F (EEFRELZELD)
RITAWEELE TS v bk
CLIavwYF B 7+—L
addressconfig VAT DER A =D From: 7 KL |C-Series. X-Series.
AHEHRELET, M-Series
adminaccessconfig I b= T8 AYAKNEN  |C-Series. X-Series
F— v A ERELET,
alertconfig B A—NTT7— R ELET, |C-Series, X-Series,
M-Series
aliasconfig BWIFA—NL A VT AERELE  |C-Series. X-Series
‘é—o
altsrchost Virtual Gateway™ O~ > v 7%  |C-Series, X-Series
BELET,
antispamconfig Anti-Spam R Y > — % E L E T, |C-Series, X-Series
antivirusconfig Anti-Virus R U —% % EL £9, |C-Series, X-Series
bounceconfig N ADEMEEZHRE LT, C-Series. X-Series,
M-Series
bvconfig FEA—NLOFXF—HEMWEHEL, |C-Series, X-Series
MAN T2 N  ADIBR T a2 R E L
i ﬁ‘o
certconfig X2V T o DFEHE L X — %% TE |C-Series, X-Series,
LET, M-Series
clusterconfig 7T AL BEOREMERE L E C-Series, X-Series
7
deliveryconfig A—NEEEFRELET, C-Series, X-Series
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® 12 CLI avw Y F (BENBELLD) EE)

destconfig [Destination Controls] 7 —>7 /L ® 4 |C-Series, X-Series
TrarvEHFELET,

dictionaryconfig ATy T4 vatrl EREL |C-Series, X-Series,
F9, M-Series

dnsconfig DNS Ot > b7 v 7 %#ELEJ, |C-Series. X-Series

dnslistconfig DNS U Ak =t 2DV R — F% |C-Series. X-Series
BELET,

domainkeysconfig DomainKeys ®#R— k7% E L ¥ |C-Series, X-Series
TO

encryptionconfig BT AL ERELET, C-Series, X-Series

etherconfig A—VFy FOBRTEMHEERTE L E C-Series, X-Series,
4, M-Series

exceptionconfig RAAL FISNT —T Ve E L E C-Series, X-Series
7

featurekeyconfig HREXx—Z2 HEIMICF = v 27 L, B |C-Series. X-Series.
HLET, M-Series

filters Av—UVNEA T g & E L |C-Series, X-Series
i j—O

incomingrelayconfig |Z(ZJ L —%2HELFT, C-Series. X-Series

interfaceconfig A=V Ry MNP T RLAZEEL |C-Series, X-Series,
*9, M-Series

listenerconfig A= JAF—HHRELET, C-Series, X-Series

ldapconfig LDAP %—"EZFELET, C-Series, X-Series

loadconfig REZ7ANVEa—RKLET, C-Series, X-Series,

M-Series

localeconfig SREXICOREMAEFHE LET, |C-Series, X-Series

logconfig 0y 77 ANSNDT 7B RAZ#REL |C-Series. X-Series.
*9, M-Series

ntpconfig NTP # A & —NEHELET, C-Series, X-Series,

M-Series
outbreakconfig WY 7 AN A EBELET, C-Series, X-Series

[ oL-23407-01-J
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® 12 CLI avw Y F (BENBELLD) EE)
password 721X HOONRAT— REERLET, C-Series, X-Series,
passwd M-Series
policyconfig ZAEHHAN ETITEEEX— A DR |C-Series. X-Series
Vo—%FHELET,
quarantineconfig VAT ADOREEFRELET, C-Series, X-Series
reportingconfig VIR—T 4 T OBREMEEHE LE |C-Series, X-Series,
7, M-Series
routeconfig IPLV—T 47 T—TNVEREL |C-Series, X-Series.
*7, M-Series
scanconfig W7 7 A NVDAF ¥ RY —% |C-Series. X-Series
RELET,
senderbaseconfig SenderBase O EMEZ X E L |C-Series, X-Series
\i \?AO
setgateway FI74 )NV K F—h~7=A (L—&) |C-Series. X-Series.
ERELFET, M-Series
sethostname <~V UDAHIEHRELET, C-Series. X-Series.
M-Series
settz a—H) AL = EFRELE  |C-Series, X-Series,
4. M-Series
sievechar RFC 3598 ICTHIE S TV 5 Sieve | C-Series. X-Series
BAA—I T Y NE Y TDOLT %
RELET,
smtpauthconfig SMTP Auto 7’1 7 7 A L& E L |C-Series, X-Series
\i \?AO
smtproutes KGR R A A VEERAZRELF C-Series, X-Series,
T, M-Series
snmpconfig SNMP #@E L E7, C-Series, X-Series,
M-Series
sshconfig SSH ¥—%#&EL £, C-Series, X-Series,
M-Series
sslconfig SSL O EMERELET, C-Series. X-Series.
M-Series

l_Cisco IronPort AsyncOS 7.5 CLI Y 27 LR Hi4 F

OL-23407-01-J |
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stripheaders HIBRT D X v — ~o ¥ —%FRE |C-Series. X-Series
LEd,

textconfig THEAMN VY —RERELET, C-Series, X-Series

unsubscribe 7a—/VUEEIEIE Y A B 2R H L | C-Series, X-Series,
F79, M-Series

updateconfig VAT LEHNRT A =L HFELE |C-Series, X-Series
‘é—o

userconfig =Y THT Yk EIRORRFE Y — |C-Series, X-Series,
A~DEREERLET, M-Series

last o—WEIEM, RE. £/2ITHIBRL | C-Series. X-Series.
F7, M-Series

[ oL-23407-01-J
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= CHAPTER 2

CLI O#tZ

ZOEF, WONBETHERINLTWVET,
o [awr RNTFA4 v A% —T7x14A (CLI)J (P2-1)
o [RyF aw R (P2-9)

R4 4283—x4R (CLI)

IronPort AsyncOS D=~ K 514 4 & —7 xA AL, IronPort 77747
VAEBREBLOE=HXTDHIED _m#éﬂt4/&77747@4/& 7z
AATY, a~<r FEFETTHIE, a~vr FEaEANTEH, Ny FED=
vV ROGEIFTa~r FA LG (F73"7 XA —%) AN LET, 5l¥EEHE
EEFICa~vr FEAN LEEGAE, LEREREZERT L7007 PRERS
WET,

a~v R IA4 0 A0 H—T A A%, SSH F 7213 Telnet DV —E AN A Rx—
TR ESINTWDIP A ¥ —7 = A AT SSH F 7213 Telnet #&H, 7213
U7V R—=FCHREZI 2L —Y a3y Y7 M7 3ALCT 7R ATEE
I, THHHFREOT 7 40 Tk, BHEA— M2 SSH 5 X O Telnet 235% E &1
TWET, LD —ER2%T ¢ E—7 T 512id, [Cisco IronPort
AsyncOS Daily Management Guidel ¢ [Other Tasks in the GUIJ IZFE# ST
V2% interfaceconfig 2~ R&EMH L E9,
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AR A4 A48 —T 4R (CL) AD77 X

CLI~DT 7 RZ, T F5AT v ADEy M7 v FEHCRIR LS =
IR THERY EF, THHMREOT 740 b a—FAB LA T — REK
R LET, B¥E. admin =2—V 7H U "ETFNCLIICT 7 BATE T,
admin 7V b ENMLTCa~vr R IA4 A0 F—T = AZHET 78 AL
729 2T, SEIERF ALV OMO2—YZBINTE LT, System Setup
Wizard T, admin 7 7Y FONRAT— REEFT B LI ERINET,

admin 74 7 b D/XAY — KX, password 2~ REHH LT, {EEDOKRA
TH#EERET S L TEET,

A—H Xy FENHLTERT 256, THHAKFOT 74V NIP T RLAD
192.168.42.42 #fEHI LT SSH &> v 3 »E 72X Telnet £ v > a BB L £
o SSH X, A—hF 22 M+ D Lo IR ESHLTWVET, Telnet (T, A—h
3 2EHTLEIICHRESNTVET, FTRLOA—HFHLANAT—FEATL
£

U TR AR LTHERT 25813, A=Y T arta—2or )T
T NAREFRENTOLEER— MR L TRt vy a r2lmLET,
FEHIZ DWW TiE, TCisco IronPort AsyncOS Configuration Guidel @ [Setup and
Installation] DEZZHL T EI VY, T2 —PFHERAT—RFE AN LE
ER

TROZ—FLBIORRAT—-RKEADNLTCT T IA4T A IZu A4 LET,
IBHFEEOTI4HIL N 2—FRENRRXT—F
. :’—‘—"j‘ﬁl . admin

e /NRAU— | :ironport

ROFlIEBEZEITLTIIES W,

login: admin

password: ironport

ARV E A 43— 24 ADRELE

Z ZTiE, AsyncOS CLI O/L—/v B L OEFRIEICOWTHIA L £7,
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avr kK ZFary7k

RIEMOa~< B 7ar7 ME BEEMAA MITHRVWTRRD ) &@
ANR=Z 1 OTHEREINET, ROFIZBHFHITLTIZEN,

pa(ll

cu
an
N

mail3.example.com>

TTIA T APNEPEPREL N L7277 T RO —HE LTHRESN TS
BE. CLIOT vy MR Ebos THRIEDE— FERLET, ROUIEEEIZL
TLIEEW,

(Cluster Americas) >

ER S

(Machine los_angeles.example.com) >

FEHIZ W TIX, [Cisco IronPort AsyncOS Advanced Configuration Guidel
[Centralized Management] ZZM L T 7230,

avy REFETTHE, CLLICE Y =—FoANBRERINET, CLI B=>—H
DANEFEL TV DAL, a~vry F ey heLT, Ay =a (1) T
HENTZT 740 EATHEDOHRIZKA Y ) ERRFIINET, 7741 b
DATMER 2 NGE, a~y R Tar 7 hohy aWNizZEcd,

WOFIZHEIZ L TLIEEN,

Please create a fully-qualified hostname for this Gateway
(Ex: "mail3.example.com") :
[1> mail3.example.com

FIFNVEINRENHDLIEEIL., a~ R 7o Ol y alNIicZEDORENE
RENFET, WOFIZSEIZLTLIEIN,

Ethernet interface:

1. Data 1

2. Data 2

3. Management
[11> 1

[ oL-23407-01-J
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T 7 FRENERINDIGAIZ Return Z# A1T5 8, T 740 MExd AS
L=z ki £,

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

avy FEX
AVETIT 47 F— RCEEROYA, CLL 22w > ML, ZZEHAR—X
EEDT, BN TA—FBIEELRVWE o~ FTHE/RINET, RO
ELEBIZLTLEEN,
mail3.example.com> systemsetup
IR R b
AN TEDZEEOBIRERN H D5, I~ FICk o TEER(E U X M &2HEA
LEd, e 7 P TRIRT OB EZANLET,
WROPIEBEIZLTIIESN,
Log level:
1. Error
2. Warning
3. Information
4. Debug
5. Trace
[31>
Yes/No ¥ L) —

yes £72I no AT a b LGE. EMIET 7 40 ME (U y aNER)
AT CRARINET, ¥ N, Yes, E/idNo TRETXET, KUF/NILFD
Xallxd 0 5 A,
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HJavo R

IRY—7

WOFEHEIZLTLTEEWN,

Do you want to enable FTP on this interface? [Y]> n

avw NZLoTE, 7 avwr FEERTIGERHVET, T a<w FiC
X, NEW, EDIT, B XU DELETE 7R EDmaNH Y £9, EpiT B LU DELETE DFE
EOBE, Zboa<wy KL, YATATTCRBEESA TS La— KDY
A MR LET,

WOB BB LT EEN,

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

T av s FNNB AL a<vy RIZRERDICIE. 22D 7 v 7 FT Enter 7213
Return # A L £7,

YT av FNTHSTH Ctrl+C F—FR—K va—rhy hEFEHLT, <
W B CLIICR 2 Z ENTEET,

[ oL-23407-01-J
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CLILIZ, Ty var AT EZIR_RTOa~y ROBREARFELET, KTl
ALliza~ry ROFETIANERA7a—ALT5I2F, F—FR—FDOTBIWN] D
KEIF—ZFEHAT 50, Cul+P F—& Ctul+N F—%#efGbE CTHEMR L £9,

mail3.example.com> (type the Up arrow key)
mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

ATy FO#ESE

IronPort AsyncOS CLL iX, =2~ ROMZEEYR—FLET, HDa~v KD
FHEBLFEATNIL T Tab ¥—%2 AS1T5 &, CLIKE > T—EDavy RDA
NI ENET, ANLTEXFER I~ ROFT—E T 2WGE,
CLIiZZDty bz VAR £, ROFESEITL TS,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, settz

mail3.example.com> seth (typing the Tab again completes the entry with
sethostname)

CLI DJEREB L7 7 4 L OM5EHERE T, Enter £721% Return # A/J L CTa~
v RERETHILERDH Y £,

BT A — LR A @ Dkt L7223 5, IronPort AsyncOS (Zx14 2% EAE
HEITZET,

BREETIL, WO EITH ETIHEIMIRD A,

ATFvT 1 a<w KR 787 FTcomnit 2~ RERITLET,
ATFvT 2 commit <V NICHBERANEEFRELET,
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(E)

CLI T commit LB OMERZZ TR £,

EE SN TWARWEREICHT AL TILIHEINET A, commit T~< 2 RAET
SNDHETIEENTRY /A,

AsyncOS OFT_XTDH A< KA, comnit 2¥ 2 ROETELIEE T 501 TIX
HOVEFAL, EREEZENCT DRNTHEEZITOMERNH DL a2~ FOBEIZOWN
Tit, % 1% TAsyncOSCLI 7 A v 27 V77 LA A K| 2B LTLEE
A

CLIty > a DT, YAT2DY vy N T, FHiE), EE, 72013
clear AV Y ROBITIZLY, ESNTWRWET T VT S ET,

AACLIawUF

RELXEDHE

ok varTiE, BROMEETZIZZ VT, ~NLT~DT A, BLOa
7/1\74/4’/57 Tz ADKTIEATHa~vy RIZOWTHHLET,

IronPort 777 A 7 AT DR EL L OHRFIZIE, commit I~ RPEE
TY, RELLDOLIL, commit 27 ]\%f]\jj'ﬁ*éif“ﬁ@ﬂ:fib FHA,
(EENEEZHDINCT 57201 commit 2~ REFHTILEN R Na~w 2 R
H0EHY F£9, commit 22 NiE, commit 2~ FEIL clear 22 FR
RBIZFRIT SN TH 5, IronPort AsyncOS (ZxF L TiTh N iR &2 I A &
NEF, IAPELTRR2S XFeTEEd, BEARIE, 2 LA
STl EBICHERBEZITRDETIE, MEShIZLDLE LTROLNAER A,

commit 2v > ROEDO I AL FOAINIEETT,

mail3.example.com> commit
Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP address
Changes committed: Wed Jan 01 12:00:01 2003
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() ZHEEZEFICHETHICE. Bfioa~vry R a7 Mo TWAH LB
HVET, av R I VBEBO 1 > EOLVVIZBEIT ST, 220 0
7 C Return Z AJLE7,

EEEDI VT

clear 2 < FiL, comnit 2~ REIL clear I~ RNHEBIZHITINT
225 IronPort AsyncOS D% EICK L TITONTAERNERSHIIZZ VT LE
\?AO

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

ARV R SA A —T A R Yy a VDT

quit I REFETTHE, CLIT 7YV r—varmrbu 7o NLET,
EINTWRWRELTIZZ V7 INET, quit a~< 2 RIFET A —/VEER

WS LEFA, a7 U MNMIRY 77 A MR INET, (exit D AT
quit DAFERLCTT),

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose
changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥
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ATV KR SAVAVE—DTAATOANILTDORE

help I~ REF(FT5 &, MMAAEERTATO CLI 2~y KHFREN, &
S~ ROMEARNEZ BB TXET, nelp 2v > FIF, v K Fur 7 he
help EAAT B0, BRI (2) & 1 DAS LTEITTE ET,

mail3.example.com> help

> N o
INYF ATV F

AsyncOS TNy F av FEXEZHFR— L TWa 72, —#d CLI 2a<w > K
EHLWHE—1T CLIJEATIEITTEET, ZOBXEFEHTLE, ¥ AT DE
T BER—FANZHTE, L<ATOIREX A7 2HRICAELTE E
T, Ny F av T, SSHZ 947 FefEHLTCa~ > FEZUE—FT
FTTLH2LHTEET, ZhICEY, CLLa~v Y FORZ U7 MEERL, &
NaE—EITEEOT 774 TV ATETTLHZ L BMBEICTEET,
INHDav Yy RET7 7 IA T VALK LTavy REETT B8N0 HELE S
7253720, IronPort 77T A 7 2 AIZH LWEREZ BINT 2 b1 Tliewnwz
LIZEEL TSN,
AsyncOS OEFH Y V—ATix, LFD CLI 2w > FIZkHGET 5y F avw K
N0 ET,

® adminaccessconfig

® aliasconfig

® delivernow

® destconfig

® interfaceconfig

¢ listenerconfig -> hostacess (HAT)

® listenerconfig -> rcptacess (RAT)

® redirectrecipients

® showrecipients

® scanconfig

® smtproutes

® tlsverify

® tzupdate
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® updatenow

NyF avr FOE, T a~vr Rk TRR2Y £, BT 5=
<Y ROBXDOFEMZHOWTIE, 5 35 Ta<w B 2546 Of%Yd %5 CLI
DOP B LTI TEEN,

Ny F avTy FHl
WO TIL, EEE 7 NV—70 REDLIST MEf S £, SHiz, 2D

REDLIST 737" U — THROTTLED (ZB# AT b, %E3H
Ipossible_spammer.com] A3 EEH /L —FITBEMENET,

DTV a vk CLI TEITTLHE

example.com> listenerconfig

Currently configured listeners:
1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> IncomingMail
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Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

[ oL-23407-01-J
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- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group

2. New Policy

[1]1> 1

Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.

IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SB0:12345 are allowed.

Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas
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[1> possible_spammer.com

Select a behavior for this entry.

1. Accept
2. Relay
3. Reject

4. TCP Refuse

5. Continue

6. Policy: ACCEPTED
7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED

[1]1> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.

There are currently 6 sender groups.

RL727varva CLINyF a~xy RTEITTIHEHE

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible_ spammer.com Policy: “THROTTLED”

example.com> commit
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ZOEF, WONBETHERINLTWVET,

lAnti-Spam| (P.3-2)

7o F oA nA) (P3-15)

a2~ R 54 0&H] (P3-22)

(a7 4Fal—vary 77 A LOER] (P3-27)
722 0EH] (P.3-35)

[RAA Y F—) (P.3-39)

DNS) (P.3-51)

[ B F T TNy a—TF 4 7] (P.3-65)
'LDAP] (P.3-149)
[A—LEMEDRE/T=2Y 7] (P.3-168)
Ry NU—X U I E/ > NU—27 V—)1) (P.3-253)
(&Y~ 4 V%) (P.3-297)

RV —o%Ek] (P.3-304)
a7 L7 7—k (P3-405)
[LAR—T 47 (P.3-443)

[SenderBase| (P.3-454)

[SMTP +—vt 20 E] (P.3-457)

(AT LDy 7 v 7)) (P3-503)

[ —&8) (P3-516)

[ oL-23407-01-J
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) R FDREATF

ATFvFT 2

AFvT 3

a<wy RTLICHPAL 1 U EOFERBINRENTOE T, W] OMciE,
Toa<y REHEIZHOWTORHARH Y 97,

FOavy R, 7TFXI9A4 T A LT comnit A~y REFEITLTCHEET D 0L
NHDIMNE DD,

Foa<wy KiIFEDE—RK (V72X IVA—F, Fllid~v ) TOHRFELT
AHED,

ZDavy ReNyFENNTEITTE D0,

H g RS BR D FEMNZ DUV Tk, [Cisco IronPort AsyncOS Advanced
Configuration Guidel %ZMHL T 7ZE W,

Ny FIEROFEAMZHOWTIL, ICLI o] (P.1) 2R LT 7Z&EW,

Anti-Spam

ZITR, KO AT Y RIZOWTHPIILET,
e antispamconfig
e antispamstatus
e antispamupdate

* incomingrelayconfig

antispamconfig

'.E_Iullg

BA

fELNA

Anti-Spam RV U —&FHEL T,

FEE . Z Do~ K lcommit] NHETT,
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,

%

&Iz, Ironport Anti-Spam DF%ERZ R L E T,
= 341 antispamconfig : IronPort Anti-Spam D &5E

mail3.example.com> antispamconfig

Choose the operation you want to perform:
- IRONPORT - Configure IronPort Anti-Spam.
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

[]> ironport

IronPort Anti-Spam scanning: Disabled
Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y
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= 341 antispamconfig : IronPort Anti-Spam D&5E

The IronPort Anti-Spam License Agreement is displayed (if you have not
already accepted it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

What is the largest size message that IronPort Anti-Spam scanning should
scan?

[131072]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note:
you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure IronPort scanning behavior for default and custom Incoming and
Outgoing Mail Policies. This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
“. OL-23407-01-J |




# 341 antispamconfig : IronPort Anti-Spam D&5E
- SETUP - Edit IronPort Anti-Spam settings.

[1>

antispamstatus

'.E-IDII:I

BA

Anti-Spam A7 —H# 2 & F R LET,

ELVA

FEE : Z=a~ 2 RIZ Tcommit] 1 TH4EHY FH A,

PSR Toavr NI, §R_RTOwIr ET— K (V53R %, TAr—7F,
~vy) CTHEATEET,

NRyF aeryR: Zoavy RNy FEXRZYVFR—F L TWETA,
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#* 3-2 antispamstatus : IronPort Anti-Spam

mail3.example.com> antispamstatus

Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule
information.

[1> ironport

Component Last Update Version
CASE Core Files Base Version 2.7.1-101
Structural Rules Base Version

2.7.1-101-20091008_ 021703
CASE Utilities Base Version 2.7.1-101
Web Reputation DB Never updated 20050725 000000
Web Reputation Rules Never updated

20050725 000000-20050725 000000

Last download attempt made on: Never

antispamupdate
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il
o

2

ELVA

]

IronPort Anti-Spam /L —/L35 L OBE 35 CASE =2 R —3 > N ORIKEEFi %
FH#)CHER L E9, IronPort Intelligent Multi-Scan (IMS) 23#H 3 % IronPort
Anti-Spam /L— /LB LN CASE 2 v iR—% v b bR ERY £9, 72721,
IMS RMERFT 29— RA=F A BT U F RN 20 DU IR TT,

Zoa<y Rz Tcommit] XML EH Y FH A,
Zoavry RiEvyy E— RTCOREHTEET,
ZOawy RNy FEXRESR—FLTWHERA,

% 3-3 antispamupdate

mail3.example.com> antispamupdate

Requesting check for new CASE definitions

incomingrelayconfig

Bl

ELVvA

incomingrelayconfig 2 ¥ N, EREV L—MEEZ A X —T NIC L THRET
DDA LET, ROBITIE, FTEREY V—HEL A x—71IiCL, 22
DY L—=ZBNMLTHE, —HE2EEL, b5 ~FHEHIFRLTWET,

FEE : 2D~ RiE Tcommit] 2AMETY,

PIGREEHE . Zpavy NI, T RTOY Y T—F (FF9RF, T —F,
~vvy) THEATEET,

[ oL-23407-01-J
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RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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Bl BE) L—DAR—TIELHRRE

% 34 incomingrelayconfig

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.
- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your IronPort appliance is NOT

directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are

configured at your network's perimeter to relay mail to your IronPort
appliance.

Do you want to enable and define incoming relays? [N]> y

[ oL-23407-01-J
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* 34 incomingrelayconfig

Incoming relays: Enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.
- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. CIDR addresses such as

10.1.1.0/24 are allowed. IP address ranges such as 10.1.1.10-20 are
allowed.

IP subnets such as 10.2.3. are allowed. Hostnames such as crm.example.com
are allowed.

Partial hostnames such as .example.com are allowed.
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* 34 incomingrelayconfig

[]> 192.168.1.1

Do you want to use the "Received:" header or a custom header to
determine the originating IP address?

1. Use "Received:" header

2. Use a custom header

(11> 1

Within the "Received:" header, enter the special character or string after
which to begin parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that
contains the originating IP address:

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry
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* 34 incomingrelayconfig
- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match Received
relay name: IP address: to parse: after: position:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop
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* 34 incomingrelayconfig
Enter the IP address of the incoming relay. CIDR addresses such as

10.1.1.0/24 are allowed. IP address ranges such as 10.1.1.10-20 are
allowed.

IP subnets such as 10.2.3. are allowed. Hostnames such as crm.example.com
are allowed.

Partial hostnames such as .example.com are allowed.

[]> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine
the originating IP address?

1. Use "Received:" header
2. Use a custom header

[1]1> 2

Enter the custom header name that contains the originating IP address:

[1> X-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

[ oL-23407-01-J
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* 34 incomingrelayconfig
- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match Received
relay name: IP address: to parse: after: position:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 X-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete
1. first-hop: 192.168.1.1
2. second_hop: 192.168.1.2
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* 34 incomingrelayconfig
Enter the number of the entry you wish to delete:

[11> 1
Incoming relay "first-hop" deleted.

There is 1 relay defined.

FOoFI4ILAR

ZZTHE, RO CLI a~wy RIZHOWTHAL £,
* antivirusconfig
e antivirusstatus

e antivirusupdate
antivirusconfig

anEA

Anti-Virus RV > — &R EL £,

fELNA

FEE : ZD o~ Kt Tcommit] 2SS E T,

PIGREEHE . Z0avy NI, T RTOYY ET—F (53R, TA—F,
v y) THEHTEET,

NyF awyR: Zoavwy FEAyFEAzYHR—-FLTWEEA,
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&

WOHITIX, antivirusconfig I~ R&EEH LT, ¥ A7 AL LET Sophos 7 A
WA AX Y EAFZ—T NI L, A4 LT 7 MEE 60 I ELTWET,

Ty T T— kY= TyTT— R, BEXOFTvaroTaxs -
BERET D FIEIC OV TIL, Tupdateconfig) (P.141) #Z&M LT &0,

GE) systemsetup 2% RDOFEITHHI T A o AZLKICFEZE Lo 2858,
antivirusconfig A¥ Y REHDTHEITTHE X TA B ARHNBENRERS
NET, 748 AZKICFEE LT UL, Sophos VA NVA AF v =P
X7 T ITAT U ATA X =TI £E A,

% 3-5 antivirusconfig

mail3.example.com> antivirusconfig

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled

Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
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- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled

Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
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® 3-5 antivirusconfig (#ie)

- SETUP - Configure Sophos Anti-Virus.

[1>

mail3.example.com>

Anti-Virus IDE QORI
AsyncOS TiX, 77 I9A TV ARA D va—RLET Y FUIANA VT =F %
(IDE 7 7 A V) OFffi7g AT — X AR TEET, ZOFEMERIITDHITIE,

antivirusconfig -> detail V7 a~<r FEHEHLET, ROFESZIZLT
<TEEW,

*® 3-6 antivirusconfig : IDE OFHDRT

mail3.example.com> antivirusconfig

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.

[1> detail

Sophos Anti-Virus:
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= 3-6 antivirusconfig: IDE OFHOET (W)
Product - 3.87
Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-Sd.Ide' Virus Sig. - 22 Dec 2004 19:10:06
'Santy-A.Ide' Virus Sig. - 22 Dec 2004 06:16:32
'Bacbanan.Ide’ Virus Sig. - 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig. - 21 Dec 2004 14:50:46
'Rbotry.Ide' Virus Sig. - 21 Dec 2004 06:13:40
'Sdbot-Si.Ide" Virus Sig. - 20 Dec 2004 20:52:04
'Oddbob-A.Ide' Virus Sig. - 19 Dec 2004 23:34:06
'Rbot-Rw.Ide' Virus Sig. - 19 Dec 2004 00:50:34
'Wortd. Ide' Virus Sig. - 18 Dec 2004 07:02:44
'Delf-Jb.Ide'’ Virus Sig. - 17 Dec 2004 22:32:08
[...command continues...]
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antivirusstatus

&R

Anti-Virus 27— % 2% F R L E T,

ELVvA

FEE : ZD =z~ RIZ Tcommit] 1ZM4EHY FH A,

PIGREEHE . Zpavy NI, T RTOY Y T—F (FFRAF, T A—F,
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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= 3-7 antivirusstatus

mail3.example.com> antivirusstatus

SAV Engine Version 3.85
IDE Serial 2004101801

Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

mail3.example.com>

antivirusupdate

Bl
AL ATERE P CEB L E T,

ELVvA

FEE : ZD o< KIZ Tcommit] 1ZM4EHY FH A,

PIGREEHE . Z0avy NI, T RTOY Y T—F (53R, TA—F,
v y) THEHTEET,
NRyF a<wr R Zoavy gy FEXLEST R — ML THWERA,
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% 3-8 antivirusupdate

mail3.example.com> antivirusupdate

Requesting update of virus definit

mail3.example.com>

aAvk A4 DEHE
ZZTIE, kD CLI @< RiZHoW\WT
e commit

e commitdetail

e clearchanges % 7-13 clear
e help £72iF h £721%?
e quit £701E q 7213 exit

commit

'.E-IDII:I

BA

ions

At L £,

EEEZHEELET, commit I~ FOHED I AL DO ATIEE T,

fELNG

FEE %472 L

JIGREEH . ZDa~v N, TRTCHO~Y L T—F (OTAX, TIL—F,

v y) THTEET,

RNRyFaeryR: Zoavy RNy FERXZYFR—FLTWET A,
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* 39 commit

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Changes committed: Wed Apr 13 12:00:01 2005

commitdetail

'.E_Iullg

EA
Rtk OREEIC BT % R e 2R L £,

fELNG

FEE : 2o~ R lcommit] I4EHY T8 A,

IIGREEH . ZDa~v L N, TRXTCHO~Y > T—F (OTAX, TIL—F,
~vy) THEHTEET,
NyF avwrRF: Zoavy RNy FERXREZTR—FFLTWERA,
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 3-10 commitdetail

mail3.example.com> commitdetail

Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".

mail3.example.com>

clearchanges F7=I& clear

&% EA
clear 2~ Fld, commit < REIE clear 2~ RBFKBICFHEITINT
225 IronPort AsyncOS D% EICK L TITONTAERNERSHIIZZ VT LE
‘a‘o

fELNVA
FEE : Za~2 RiZ lcommit)] (IMEHY A,
TIGRRER . —pa<v L N, T RNTHOYY L T—F (IR %, TL—F,
v ) THEHTEET,
RyFa<wryR: Zoavry RNy FERXEZYFR—FLTWEREA,
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= 3-11 clear

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7=l& h F¥7=[X ?

'.E_Iullg

BA

help A~ REFETTHE, AR TXTOCLI 2~y RBRERIN, &
av s ROBBELHAEZZETEE T help 27 NiE, a~v U F Far7hT
help E AT D0, BRBF (2) 21 DANLTEITTEET,

=LA

FEE : 2o~ R lcommit] I4EHY T8 A,

IIGREER . ZDa~v L N, TRTCHO~Y L T—F (OTAX, TIL—F,
~vy) THEHTEET,
NRyFawryR: Zoavry RNy FERXRZYVFR—FLTWERE A,
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= 312 help

mail3.example.com> help

quit ¥1=(& q F=[Z exit

E L
quit A~¥ Y R&EETTLHE, CLIT UV r—varmhbulZ7u hLET,
EENTWRWRELFZZ Y 7 ENET, quit T~ RIEBEAF A —/VBEI
WTEBLERYA, 70U NInT 77 AN INET, (exit DATIIEL.
quit DA ERLCTT),

fELNVA

FEE : Z Dz~ RIZ Tcommit] 1ZMHEHY TH A,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
~vvy) CTHEHATEET,

NRyF awsyR: Zoa<xy NNy FREREYR—FLTHEEA,
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& 3-13

mail3.example.

Configuration
changes.

Type 'commit'

quit

com> quit

changes entered but not committed. Exiting will lose

at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

A 74XxXab—v3y 774 ILDERE

ZIZTiEH DO CLL awr RIZoWTHBA L E7,

loadconfig

Bl

ELVA

loadconfig
mailconfig
resetconfig
saveconfig

showconfig

a7 4 Fal—ary 7y NVEa—RLET,

FEE : 2o~ RiE Tcommit] M TY,

[ oL-23407-01-J
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,

%

ZOFTIE., TLWwarZ s Xal—ay JrAEa— AR S A
VAR—FLET,

* 3-14 loadconfig

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file

[1]> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> loaded new configuration file
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ZOFITIE, FLnwar 7 FXal—ary TrALEavry N S0 U EE
MV AT E9, (FEEITT CultD 23 LAk ffiFa~r RBAKTLET), &
2y VAT AREV AP —FE2HEHLTC, 57V FDKRA L, IP T RL A,
BIOT 74NV MO — b U oA THREERLET, KEBIZ, EREZHELE
ER

* 3-15 loadconfig : il 2

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file

[1]1> 1

Paste the configuration file now.

Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config>. Control-D
is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.

mail3.example.com> systemsetup

[The system setup wizard is run.]

mail3.example.com> commit
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% 3415 loadconfig : il 2

Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via

systemsetup

mailconfig

anEA

IronPort AsyncOS DX EE T A b T DA, mailconfig A~ REEHT L Z
EIWZEY, systemsetup I¥ Y RTIERLZEIEDN VDU AT L a7 ¥
L—ay TG0 T A NETA—NEREELICERETEET,

fELNVA
FEE : ZD < RIZ Tcommit] TS EHY TH A,

JSREEE . —avr NI, TRTOIr ET—F (T2 F, TL—7F,
v y) CTHEHATEET,
NyFawyR: Zoavwy Ay FEAzYHR—-FLTWEEA,
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resetconfig

'.E_Iullg

BA

% 3-16 mailconfig

mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com>

FIHFAIREZ2 A — VR 7 AR EEERFB LT, VAT LTHRy hU—7 LIZET
A—VEFETEDH L EMRLET,

WEEICT 7T A4 T v AEBE Lz & X2, kT 7 4L MEIZR L7WiGE
BdHY F£T, resetconfig 2~v Y NiE, 7T IronPort AsyncOS &% EfE % Hi
O MIBREICYV By PLET, ZDa~y FIIEFIHRENTHLT-D, =
=y NEBEITAGH0, REOMELRRT I2HEOFELE L TOAMBEHLT
{7ZEVY, resetconfig I~ ROEITHIZ CLLICHER L THhH
systemsetup ¥ R&EFEITTHI L E2HELEL 9,
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(E)

>

g
of

fELNG

resetconfig A¥ Y KX, 7T TA TV ARA T T4 VIREICH D L EITOHRE)
fELE 9, resetconfig I~ RMNFETTBH L, systemsetup 2 ~¥ 2 REFHRE
TTHRITHSTHT 747 AT T4 VIREIZEY £,
resetconfig ¥ REFITTHRHNIE T A —/VOEERFW SN=HEIX,
resetconfig AV RNZET LI EEIE A —NOERERFRITENET,

resetconfig AX Y FER{TT I L. TRTORY FIT—UBRENEFET
THILMEICRY £, HBEICE->TIE. CLIMSYIMEh, 775347V
[CHEHTHEOIZEALE—EX (FTP. Telnet., SSH., HTTP. HTTPS)
BFat—TILIZEh., userconfig AN YV FTHERL-EBMOA— 7hoY
FOEIREhET, COaATUFIEF. YUV A V23— REERTS
M FRETFI4IL LD Admin —F FhHO Y FALEBRKR—FEOT T4+
IEEREEFERALTCLI ICHEESRTEAVMESEFERALENTESLY,

FEE : 2o~ R Tcommit] I4EHY T8 A,

PSREBE CDav L NEvdry BE— R TORFEATEXET, &HlT, =
Da<wryRiEelA4y RmAN (=R a A Lizvyy) TORMEATE
F9, Zoavr NEEATIE, e—FIN 77 AN VAT AT 7 EAT
EHMNENRDHY 1,

NRyFaeryR: Zoavy RNy FEXRZYFR—FLTWET A,
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* 317 resetconfig

mail3.example.com> offline

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.

saveconfig

'.E-IDII:I

BA

saveconfig 2~V KlZ, —BO 77 A V& &EH L Cary7 4 Xalb—r g
7 7 A V% configuration 7 A4 V7 M UIZHRTFLET,
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FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
v y) CTHEHATEET,

NyFavwryRF: Zoavy RNy FERXESFR—FLTWERA,

]

#* 3-18 saveconfig

mail3.example.com> saveconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig. [N]> y

The file C60-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in
the configuration directory.

mail3.example.com>

showconfig

'.E_Iullg

BA

showconfig 2~ RIZBIEDORTEZBEEIZH T LET,

fELNA
FEE : 2o~ R Tcommit] IM4EHY T8 A,

JIGREER . ZDa~v L NiE, TRTCHO~Y > T—F (OTAX, TL—F,
v y) THTEET,
NRyFa<wry R Zoavy REgRyFELEZST R —FLTHERA,
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% 3-19 showconfig

ail3.example.com> showconfig

Do you want to include passwords? Please be aware that a configuration
without passwords will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number

Current Time: current time and date

BIE 7 7 A /L DI Y D LIS ) S ET,)

DS REZNDEH

ZZTHL KO CLL aw Y FIzo b TR L ET,
e clusterconfig

e clustercheck
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clusterconfig

&R

clusterconfig A~ K&, 7 7 AXEEORELZIBET H-DIHEHLET,
7 T AZIE LTV~ T clusterconfig & 1T LIzHA 1L, BFED S 7
ABIZEMT DM, HTLWT T AZEBERT D0ERIRTE £7,

clusterconfig 2~ RiZiL, ROV T a~vr FRAHABESN TWET,
HIFRE aw R
WDaA~L FiE, 7T AZICBLTOWRWGSICHERTE £,

e clusterconfig new <name> : fRE SMNTZABITH LW 7 A X Z{EL L F
T ZO=TUNE, 07 T AXEB LY [Main Group] EMEENDT 7
NEDTTARE T—T DA T ET,

<name> : BT L\W\T T XX DL R,

® clusterconfig join [--port=xx] <ip_ of remote cluster>

[<admin_password>]<groupname> : IOV ET TAZITEMNMLET,
<ip of remote cluster>: 7 7 AXNDBID~< D IP 7 KL X,

<admin_password > : 7 7 A& @ admin /XA T — R, CCS ZfEH L T
7T AZEMT D HE,

CONRFA—EEEBETDHLEITH EHA,
<groupname> : T 25 7 /V—T DL,

<port> : HERHTHIVE—h v~ rDR—bF (F7 48T 22),

® clusterconfig prepjoin print

D= CCS R— MREETYZ 5 A ZITBINES W5 72D DUEIC LB
HMERRLET,

7S5 RAK a<w KR
WDa<y L, 77AZIZBLTWAEAICHEHTEET,

e clusterconfig addgroup <groupname>: B LW\J T AKX J)L—TFZAERK L
FT, IN—TFEAUAREENTORVWZEDIRETIERSNET,
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clusterconfig renamegroup <old groupname> <new_groupname> : 77 A

B ITN—=T DL EEELET,

clusterconfig deletegroup <groupname> [new_groupname] : 7 TAE T

N—TEHIBRLET,
<groupname> : HIfRT 227 T A% 7 —T D4,
<new_groupname> : LDV )\V—T D U EBINTDH I TAR 7 )L—

o

70

clusterconfig setgroup <machinename> <groupname> : ‘7“/3/Z?§)§?_5 7

N—TrHE (F-EFEE) LET,
<machinename> : RET D~ ¥ DLHI,

<groupname> : ¥V VU ERET DI N—T,

clusterconfig removemachine <machinename>: 7 7 A X NH~ 3 v & Hl

BRLET,

clusterconfig setname <name>: 7 7 AX DA R & HE I NTZLHIIZE R
LET,

clusterconfig list: BEZ TAXIZBL TWAR TR TO~YY U ZFKRL
iﬁ‘o

clusterconfig connstatus : BEZ FAX B L TNDHTRTOYI U &
ForR L, iSO —T 4 v 7 OFEMEZBINLET,

clusterconfig disconnect <machinename>: ¥ 3/ V& —HFJIZ T T A X )

LU LET,
<machinename> : I3 %~ > D4,

clusterconfig reconnect <machinename> : [disconnect] 2~ RiZ XL o

THEh Wi~ v e oEmrEITt LET,

clusterconfig prepjoin new <serial number> <hostname> <user key>:

CCS R—FRHTZ ZAXIZEMTHHLWOAR FEEMLET,
<serial number> : BT L~ DY T AE S,
<hostname> : BT D~ DR A M,

<user_key> : [prepjoin print)] 2~ RIZX o THREIZ, BMT 2
~3»® SSH = —% F—,

[ oL-23407-01-J
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® clusterconfig prepjoin delete <serial_number\hostname>:ﬁﬂﬂﬁ%&
LTHEINTWZARA % [prepjoinnew] =~ FMHHIBRLET, Z
DRTA—=ZPRUIEL R DOIE, hTHRARNZBEINLRWI LIZLEGATR
FCF, BAARPEFICZ FRAZIBINEND &, FDAHRA MO prepjoin 1
WA A ERICHIBRS L E T,

FEE : ZD o~ RIZ Tcommit] 1ZMHEHY TH A,
JIGREEE . ZDav NIy T7AF T— R TORMERATE £,
RNRyF awy R Zoavy gy FEXLEST R — ML THWERA,

1
clusterconfig 2~ K& Z D T EOHRBFIC W TIX, [Cisco IronPort
AsyncOS Advanced Configuration Guide] %ML T E &V,
clustercheck

'.E-IDII:I

BA

fELNG

clustercheck 2~¥ Y Rif, 77 AXHNODTRTHa Ly 7 4 FXalb—Tgy T—
HER—ZANFEFHAIN TWDZ 2R LET,

FEE : =2~ RIZ Tcommit] 1 T4EHY FH A,

ISRBER . ZDavy NI, TRRTOYY Y BE—F (UF9RE, TLr—7F,
v~ ) THHATEET,

RNRyF awryR: Zoavy RNy FERXZYVFR—F L TWERT A,
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clustercheck I RE&ZOMEMAFEOFHBIZONTIL, [Cisco IronPort
AsyncOS Advanced Configuration Guidel] %L TS0,

FALY F—

ZZTHEL KO CLL 2wy FIZon TR LET,

¢ domainkeysconfig

domainkeysconfig

Bl

ELVvA

DomainKeys ¥R — F Z#ELET,

FEE : 2D~ RiE Tcommit] 2RS4 T,

IPSREER . —pavy NI, TRTOYY Yy T—R (VFF9R%, TLr—7F,
v y) CTHEHATEET,

RNRyFa<wryR: Zoavry RNy FERXZYFR—F L TWEREA,

Bl : CLIICE B F ALY F—DETE

IronPort 7 77 A4 7 VA LD KA v F—%FHETHITIE, CLI T
domainkeysconfig Z< Y R&ZfFEHAL EI,

domainkeysconfig (X, [Mail Policies] -> [Domain Keys] ~— Y NOHEHEZ 32
A TWET, Z0oa<w RTIE, 7 FAAL Y $—DNSTXT L a—
FEEgTs2ebTaEEd, P7 N FALY F—DNSTXT La— K4k
ROZERNZOW T, [ 7 KA A2 F— DNS TXT L 22— FOERL
(P.3-47) =&ML T EEV,

[ oL-23407-01-J
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ZOFITIE, F—EERL, FAAS L Tr 77 A VEERLET,
= 3-20 domainkeysconfig : fjil 1

mail3.example.com> domainkeysconfig

Number of Domain Profiles: 0

Number of Signing Keys: O

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SEARCH - Search for domain profile or key.

[1> keys

No signing keys are defined.

Choose the operation you want to perform:
- NEW - Create a new signing key.
- IMPORT - Import signing keys from a file.

[1> new

Enter a name for this signing key:

[1> TestKey

l_Cisco IronPort AsyncOS 7.5 CLI Y 27 LR Hi4 F
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= 3-20 domainkeysconfig: il 1 (&)

1. Generate a private key

2. Enter an existing key

[1]1>

1. 512

2. 768

3. 1024
4. 1536
5. 2048
[31>

New key "TestKey" created.

There are currently 1 signing keys defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- IMPORT - Import signing keys from a file.
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= 3-20 domainkeysconfig: il 1 (&)
- EXPORT - Export signing keys to a file.
- CLEAR - Clear all signing keys.

(1>

Number of Domain Profiles: 0

Number of Signing Keys: 1

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SEARCH - Search for domain profile or key.

[1> profiles

No domain profiles are defined.

Choose the operation you want to perform:
- NEW - Create a new domain profile.
- IMPORT - Import domain profiles from a file.

[1> new
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= 3-20 domainkeysconfig: il 1 (&)
Enter a name for this domain profile:

[1> Example

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This values
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in

email headers with the additional provision that they cannot contain a
semicolon. This value becomes the "s" tag of the Domain Keys Signature.

Enter selector:

[1> test

The canonicalization algorithm is the method by which the headers and

content are prepared for presentation to the signing algorithm.

[ oL-23407-01-J
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= 3-20 domainkeysconfig: il 1 (&)
Possible choices are "simple" and "nofws".
Select canonicalization algorithm:

1. simple

2. nofws

[2]1>

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the Domain Keys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

(11> 4

Enter the name or number of a signing key.
1. TestKey

[1]1>
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= 3-20 domainkeysconfig: il 1 (&)

Finish by entering profile users. The following types of entries are
allowed:

- Email address entries such as "joelexamples.com".

- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.examples.com".

This sort of entry will not match the root domain ("example.com").

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:
- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- TEST - Test if a domain profile is ready to sign.
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= 3-20 domainkeysconfig: il 1 (&)

- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

mail3.example.com> commit
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* 3-21 domainkeysconfig : fjil 2

mail3.example.com> domainkeysconfig

Number of Domain Profiles: 1

Number of Signing Keys: 1

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SEARCH - Search for domain profile or key.

[1> profiles

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.
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= 3-21 domainkeysconfig : fjil 2
- EXPORT - Export domain profiles to a file.
- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>

The answers to the following questions are used to construct the tags
of a sample DomainKeys DNS TXT record. This record can be used to
publish this domain profile's public DomainKeys information in the

DNS.

Do you wish to constrain the local part of the sending address

associated with this domain profile? (This is the "g" tag of DomainKeys
DNS TXT record.)

Constrain local part of sending address? [N]>

The "k" tag is used to specify the key type of the publish key. At
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= 3-21 domainkeysconfig : fjil 2
this time the only supported key type is 'rsa'. This tag is optional,

and can be included to improve the readability of the DNS TXT record.

Include the "k" tag? [N]>

Notes that may be of interest to a human can be included in the TXT

record under the "n" tag. No interpretation is made by any program.

Include the "n" tag? [N]>

The "testing mode" tag can be set to specify that this domain is
testing DomainKeys and that unverified email must not be treated

differently from verified email.

Include the "t" (testing mode) tag? [N]>

The DomainKeys DNS TXT record is:

test. domainkey.example.com IN TXT

"p=rhODF7SH+YvyweO0FaxnOEoxzzZyFCf3KEAYy40E+x9Wm40g9JrMhFiboZ9TgoDTPAXQNgOL
DiH9ngxarJIN9y9XBglVJITYMug4SEI97WiMUeGC0XQ10g3zHYpd+usPFmwwIDAQAB; "
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= 3-21 domainkeysconfig : fjil 2

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

(1>

Number of Domain Profiles: 1

Number of Signing Keys: 1

Choose the operation you want to perform:
- PROFILES - Manage domain profiles.
- KEYS - Manage signing keys.

- SEARCH - Search for domain profile or key.
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DNS

dnsconfig

'.E-IDII:I

BA

ELVA

= 3-21 domainkeysconfig : fjil 2

(1>

mail3.example.com> commit

2T RO CLL 2w RIZOWTHEH LE T,
e dnsconfig
e dnsflush
* dnslistconfig
* dnslistflush
¢ dnslisttest

¢ dnsstatus

DNS oty b7 v 7EFHELET,

FEE : ZD=~ 2 R Tcommit] 2SS TY,

PSRBER . ZDavy NI, TRRTOYY Y BE—F (VF9RE, TLr—F,
~vy) CTHEATEET,
NyFavwrs R Zoavwy RigRnyFELEZTR—FLTHWEREA,

[ oL-23407-01-J
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o —HHED DNS $—N2id, ROEEALETT,

s FA M

e IPT7T FL A

o MWROHD FAAL L (REV—DR)

dnsconfig A~¥ Y RTIL, KD 4 5DH% T a<wr RafERTE £,

#* 3-22 dnsconfig AT Y KDY TavTrF

B’X B2L

new FriED RAA AT 28 LW DNS b — "% idn—h v
DNS #r— %ML £,

delete RV — "FE72iEr —H L DNS — " ZHIBR L 7,

dit [UB— /S ¥ Jftm— 7L DNS #— S EEH LT,

setup A4 v Z—>%v b JL— K DNS % — "FE 2T e— 0 DNS % — % 4]
DEZAET,

#* 3-23 dnsconfig

mail3.example.com> dnsconfig

Currently using the local DNS cache servers:

1. dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.
- EDIT - Edit a server.

- DELETE - Remove a server.
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* 3-23 dnsconfig (%)
- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or
would you like it to use your own DNS servers?
1. Use Internet root DNS servers

2. Use own DNS cache servers

Choose the IP interface for DNS traffic.
1. Auto
2. Management (100.100.10.15/24)

(11> 1

Enter the number of seconds to wait before timing out reverse DNS
lookups.

[20]>

Currently using the Internet root DNS servers.

No alternate authoritative servers configured.

[ oL-23407-01-J
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* 3-23 dnsconfig (%)

Enter the number of seconds to wait before timing out reverse DNS
lookups.

[20]>

Choose the operation you want to perform:
- NEW - Add a new server.
- SETUP - Configure general settings.

(1>

mail3.example.com>

BWED R AL DORE DNS Y—/ D3

FEDOB —H)N RAAL L EERE, T XCTODNS 7= —TA Z—F vy b b—
N —NE2EHTHEICT I IAT U RAEZRETEET,
= 3-24 dnsconfig : & DNS H—/ID;EM

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

No alternate authoritative servers configured.

Enter "NEW" to add a server, "DELETE" to remove, "EDIT" to modify,
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= 3-24 dnsconfig : & DNS H—/\D:EN (FFE)
or "SETUP" for general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").

[1> example.com

Please enter the fully qualified hostname of the DNS server for
the domain "example.com".
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP of dns.example.com.

(1> 10.1.10.9

Enter the number of seconds to wait before timing out reverse DNS
lookups.

[20]>

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:

[ oL-23407-01-J
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* 3-24 dnsconfig : K& DNS H—/\DiEM (#HEE)

1. example.com: dns.example.com (10.10.200.1)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(1>

mail3.example.com>

MB®DDNS v va Y—/1\DEH

MEDDNS ¥ vya b—NEfHTLEICT I IAT U AZRETEE
R

#* 3-25 dnsconfig : #1E® DNS ¥ v a H—/ DM

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

No alternate authoritative servers configured.

Choose the operation you want to perform:

- NEW - Add a new server.

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
“. 0L-23407-01-J |




% 3-25 dnsconfig : #E® DNS ¥+ v a 4—N\OFEA (&\EF)
- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or
would you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[11> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1]> dnsmain.example.com

The IP address must be 4 numbers separated by a period. Each number must
be a value from 0 to 255. (Ex: 192.168.1.1)

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1>10.10.200.03

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .“




® 3-25 dnsconfig: E® DNS ¥ v v a —/\DFEA EZ)
Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority

[1]1> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS
lookups.

[20]>

Currently using the local DNS cache servers:

1. dnsmain.example.com (10.10.200.03)

Choose the operation you want to perform:

- NEW - Add a new server.
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% 3-25 dnsconfig : #E® DNS ¥+ v a 4—N\OFEA (&\EF)
- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(1>

dnsflush

anEA

DNS % v anbd_XThO= M) 227 U7 LET,

LA
FEE : ZD < RIZ Tcommit] TS EHY TH A,
JIGREER . —Dav L RiIvyy E— RTORFEHTE T,
RyFa<wyR: Zoavry RNy FERXZYFR—FLTWEREA,

%

# 3-26 dnsflush
mail3.example.com> dnsflush

Are you sure you want to clear out the DNS cache? [N]> Y

dnslistconfig

569

DNS U A K H—bERXOHYR—  EZRELET,
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fELNVA
FEE : 2D~ RiE Tcommit] NS TY,
TIGRRER . —pav L Ni~viy E— R TORMEATEET,
NyF avwryR: Zoavy RNy FEREZSFR—FLTWERA,
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#* 3-27 dnslistconfig

mail3.example.com> dnslistconfig

Current DNS List Settings:
Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds
Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:

[1800]> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds
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= 3-27 dnslistconfig (Bi¥)

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

mail3.example.com>

dnslistflush

558

BEDODNS VAN v v vad7T7yvvalET,

LA
FEE : Z Dz~ KIZ Tcommit] 1ZHEHY FH A,
JGRAREHE . —Da~vy NIvyy E— RTOLEHTE TS,
RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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= 3-28 dnslistflush

mail3.example.com> dnslistflush

Are you sure you want to clear out the DNS List cache? [N]> y

DNS List cache has been cleared.

mail3.example.com>

dnslisttest

'.E_Iullg

BA

DNS XR—=ZDY A K B —EZXADDNS Vv 77T %T A MLET,

fELNA
FEE : 2o~ R lcommit] I4EHY T8 A,
ISRREGHE . —pa~vy Nii~viy B— FCOREHA T £,
NyF azVR: Zoavry NERNyFERAZFFR—FLTWERA,
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 3-29 dnslisttest

mail3.example.com> dnslisttest

Enter the query server name:

[1> maild.example.com

Enter the test IP address to query for:

[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.maild.example.com
Result: MATCHED

mail3.example.com>

dnsstatus

i BH
DNS etz Zn L £ 7

fELVA
FEE : Z=a~ 2 RIZ Tcommit] 1 IH4EHY FH A,
JIGREER . —Da~v RIvyy E— RTORFEHTE T,
RNRyFavwryR: Zoavry RNy FERXZYFR—F L TWEREA,
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# 3-30 dnsstatus

mail3.example.com> dnsstatus

Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

mail3.example.com>

— N — »
— G EE/ FS TV a—Ta4200)
ZZTiE, RO CLI 272 RIZOWTEH LET,
* addressconfig
* adminaccessconfig
e certconfig
e diagnostic

e encryptionconfig
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e encryptionstatus
e encryptionupdate
e featurekey

e featurekeyconfig
* ntpconfig

e reboot

* resume

¢ resumedel

e resumelistener

e settime

* settz

e shutdown

* sshconfig

e status

e supportrequest

e suspend

e suspenddel

¢ suspendlistener
e techsupport

e tlsverify

e trace

e updateconfig

e updatenow

e version

e upgrade
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addressconfig

&R

addressconfig 2~ KiZ, From: 7 RV A ~Ny X —%2 R ETH-DIHEHL

F7, From: 7 RUADOFER, =2—% BIORAAL 4% /ﬁ?fé‘iﬁ‘o R A
A VBB — NV oA FALCOBREZERIRT 22 TEES, RO

PLTIE, AsyncOS 12 & > THERKR I L7z A —/L1Zid addressconfig =~ > R &
LET,

e Anti-Virus @A

o Ny UZA

o JEHN (notify() BEL W notify-copy() 7 A /L F DEIE)
o FREEEN (duplicate () 7 A V& DEME)

WOHITIL, @EHD From: 7 L A% Mail Delivery System
[MAILER-DAEMONG@domain] (?77}‘/1/ ]*) 7N Notifications
[Notification@example.com] (CZEH LF T,

ELVA

FEE : 2D~ RiE Tcommit] 2AMETY,

PIGREEHE . Zp0avy NI, T RTOYYy T—F (592 F%, I r—F
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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#* 3-31 addressconfig

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.
- BOUNCEFROM - Edit the bounce from address.
- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address

["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address

[MAILER-DAEMON] > Notification

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
“. OL-23407-01-J |




= 3-31 addressconfig (Bit¥)

Do you want the virtual gateway domain used for the domain? [Y]> n

Please enter the domain name portion of the "notify from" address

[None] > example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

NOTIFYFROM - Edit the notify from address.
- QUARANTINEFROM - Edit the quarantine bcc from address.

[1>

adminaccessconfig

H- 2]

Xy hNT—7 TR VA NERF— 0l A4 HRELET,
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ELVA

INYTFER

FEE : 2D~ RiE Tcommit] NS TY,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWET,

adminaccessconfig 2~ KONy FEXEHEHT L L, kD CLI =~ K
DT X TOWRELZFATTEET,

o TRTDIPT RLVARILT 7 BALZFHWT L0 HFEDIP T LAV T
o NEEIET 72 R EHIRT % 0O ER

adminaccessconfig ipaccess <all/restrict>

o HLWIPT FLRA/HT xRy M/ HBHODIEN

adminaccessconfig ipaccess new <address>

o WMHFEDOIPT FLA/H TRy b &IHOHRE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>

o HHFEDOIPT FLA/VT Ry b/ HFADHIKR

adminaccessconfig ipaccess delete <address>

e IPT7 NLA/Y TRy MNEHOU X MoHh

adminaccessconfig ipaccess print
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o BEFEOTRTOIP 7 RLA/Y T %y N/ #PHOHI K

adminaccessconfig ipaccess clear

e s Ay NF—DHT

adminaccessconfig banner print

o TTIATUVALIZHDLT7ANNSDR T A NP —DA R— |k

adminaccessconfig banner import <filename>

o WfEDOT VA L ANF—DHIE

adminaccessconfig banner clear

Bl: 2y b= 7oA VX FDRE

BFA—N EX2VT 4 TTIAT L ARLT 7 EATHZ—FDOIP T RL A%
HMETEEST, 2—FL, EXLET 27X VAMDIP T FLAZFOTAT
DTN, TTIATVRIT IV EATEXET, Xy NU—2 77 ER Y
A NEAERT DL, IP T FLA, 7%y b, £721E CIDR 7 KL ZAZ4RE
TEET,

AsyncOS Tix, BIEDO~L D IP T RLABRRXy hU—2 T /7R YA RN
EENTORVWERICEEEZRRLET, BEO~T DO IP 7 RLABY A b
WCRWEE, BEEWETDHET S IA T VAT 78 ATE R R £,

WOBTIX, TTIAT LV ANDEX Yy NI —7 TR %3ODIP T KL A
v MZHIBBLET,

#* 3-32 adminaccessconfig: #Y FJI—2 7OEX YR b

mail3.example.com> adminaccessconfig
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#* 3-32 adminaccessconfig: ®Y FI7—9 7O X YR +

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- IPACCESS - Configure IP-based access for appliance administrative interface.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative
interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.
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#* 3-32 adminaccessconfig: ®Y FI7—9 7O X YR +

[]> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

DELETE - Remove an existing entry.
- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
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#* 3-32 adminaccessconfig: ®Y FI7—9 7O X YR +

2. 192.168.255.12

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.2.2

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

3. 192.168.2.2

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.
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#* 3-32 adminaccessconfig: ®Y FI7—9 7O X YR +
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

(1>

Warning: The host you are currently using [192.168.8.126] is not included in t
User Access list. Excluding it will prevent your host from connecting to the
administrative interface. Are you sure you want to continue? [N]> n

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
2. 192.168.255.12

3. 192.168.2.2

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new
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& 3-32

adminaccessconfig: ®Y FI7—9 7O X YR +

Please enter IP address, subnet or range.

[1> 192.
List of
1. 192.
2. 192.
3. 192.
4. 192.

168.8.126

allowed IP addresses/Subnets/Ranges:

168.1.2-100

168.255.12

168.2.2

168.8.126

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1>

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative
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#* 3-32 adminaccessconfig: ®Y FI7—9 7O X YR +
interface.
- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

(1>

Bl: 2y NU—2 7278 A UANDORE

o—HH SSH, Telnet, FTP, £7/-1Z Web Ul 22612274 L X9 & LIS,
(a7 A Rp—] LIFINAA =3B TA23L9ICEFA—NL XY
TA T TIAT UV AERETEET, v A "F—F, CLITRrI A T
RO ERICFEREN, GUI Tl Ay a7 FOEMICEREND A
<A RA[ERT XA PNTY, /Ay NF—%2EHALT, NEOEX=U
FUBREFLIZT T IAT U AORA N P53 77 4 ACETHHAELERTE
F9, 2L AT HFMLBRNWT I IAT o AOEREZ LT A ERTEE XS %
ERLLTZY , 22— R T IS4 T v 2Tt LT T o 2B B 24 5 O MER)
WCBET DR e S A ER LIz TEET,

0y Ay N F—E, 80x25 DIy Y —LITINE B L 9 ITHRK 2000 LFITR S
TWET, vl A Xpb—if, 77747 AD /data/pub/configuration
T4V MBI T 7ANMDEA L R—FTEET, NP —FERLEL, B
WEMEELET,

WROBEITIX, T T4 7 RIZw 7 A s3F— [Use of this system in an
unauthorized manner is prohibited] ZiEM L £,

% 3-33 adminaccessconfig: /A\F— JRX k

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- IPACCESS - Configure IP-based access for appliance administrative interface.

[]1> banner

A banner has not been defined.

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




* 3-33 adminaccessconfig: /AF— JX |+
Choose the operation you want to perform:
- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.
Use of this system in an unauthorized manner is prohibited.

“D

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

certconfig

H- 2]

X2 VT4 DFEHELF—ERELET,
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ELVA

FEE : 2D~ RiE Tcommit] NS TY,

JGREER . —Dav L RE, T _TOYY Y T—F (VTR E, TA—7,
v y) CTHEHATEET,
NyFavwryRF: Zoavy RNy FERXESFR—FLTWERA,

Bl : GEBAEDREY {31+

ROBITIE, FEAFELRMEXF—ZMVMSTHZLICL > TIAEAEE A A b —L
LET.

® 3-34 certconfig : SEBIMDELY 1+

mail3.example.com> certconfig

Choose the operation you want to perform:
- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

[1]> certificate

List of Certificates

Name Common Name Issued By Status Remainin

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 day

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

[ oL-23407-01-J
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= 3-34 certconfig : FEEAEMDRLY {11+

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- PRINT - View certificates assigned to services

[]> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD
VQQIEwWpRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAoTDk51dXJv
bmlvLCBMZGEUMRgWFgYDVQQLEWIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMJy
dXR1lcy5uzZXVyb25pby 5SwdDEbMBkGCSqGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X
DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOMlowgaAxCzAJBgNVBAYTA1BUMRMw
EQYDVQQIEwWpRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAoTDk51
dXJvbmlvLCBMZGEUMRgwFgYDVQQLEWIOEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1lk jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqltjVHOK3DVvPK71TcSGE tUCAWEAATAN

BgkqhkiGOwOBAQQFAANBAFQPEKFk 6 T6CKTHvaQeEAsX0/8YHPHQH/ 9AnhS j rwuX
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= 3-34 certconfig : FEEAEMDRLY {11+

9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,

Lda.,OU=Desenvolvimento,CN=brutus.partner.com,emailAddress=admin@example.com

Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqI tjVHOK3DvPK71TcSGf tUCAWEAAQJIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/so0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbq20ptOCnM7hAiEA6Xi3JIQECob8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA

6/5B8J0GHdIq8 9FHWEG/H2eVVUYuSy/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n
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= 3-34 certconfig : FEEAEMDRLY {11+

List of Certificates

Name Common Name Issued By Status
partner.c brutus.partner.com brutus.partner Active
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

Choose the operation you want to perform:

Remainin

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

[1>
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= 3-34 certconfig : FEEAEMDRLY {11+

esxl6-esall.ga> commit
Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https

Bl . B EBAEAEOIER
ROFITIX, BCEBAEAELIFERLLET,
% 3-35 certconfig: BCERMHAEDIER

mail3.example.com> certconfig

Choose the operation you want to perform:
- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

[1> certificate

List of Certificates

Name Common Name Issued By Status Remainin
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

[ oL-23407-01-J
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% 3-35 certconfig : HEEBRAMHAEDIERK

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 day

Choose the operation you want to perform:

IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1> new

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Enter Organization:

> Example
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* 3-35 certconfig : HCEAIABDER
Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisoc

Enter State or Province:

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>
1. 1024
2. 2048

Enter size of private key:

(21>

Do you want to view the CSR? [Y]> y

[ oL-23407-01-J
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% 3-35 certconfig : HEEBRAMHAEDIERK

MIICrTCCAZUCAQAwWaDELMAkKGA1UEBhMCVVMxFDASBgNVBAMTC2V4YWlwbGUuY29t
MRYWFAYDVQQHEw1TYW4gRnJhbmNpc29jMRAWDgYDVQOKEWd1eGFtcGx1MQswCQYD
VOQIEwJDQTEMMAOGALUECxMDb3JnMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamzZyX7VgTZka/x1I5HHrN9V2MPKXoLg7FjzUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3Wob0Ozk5Ny6btKjwPrBfaY+qr7rzM4 1AQKHM+P61+1ZnPU
PO5SNIORCKLP4XsUuyY6CalWLTiPIgaq2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/ fnSujG4nhF0Z2G1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJK0oZIhvcNAQEFBQADggER
AGiVhyMAZUHSvVIYAO08kJICmrgO89yR1INDUXDDo6IrODVKx4hHTi0anOPulnsThSvH
7xV4xR35T/QVOU3yPrL6bJbbwMySOLIRTsUcwZNJOELxMM5EkKBM2BOISrs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EggWNrRBNnKXLTdXkzhELOd8VZEQSAfBWYJZ2mECzC7SG3evgkw/OGLk
Ai11NXHayiGjeY+UfWzF/HBSekSJtQubohIv6JpBSY/MnYU4t11ExgD+GX31lrudxc4d

zDas2rS/Pbpn73LE503nmsw=

List of Certificates

Name Common Name Issued By Status Remainin
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* 3-35 certconfig : HCEAIABDER

example.c example.com example.com Valid 3649 day
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 day

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>
diagnostic
H- Hﬂ

diagnostic 2~ KiX, RAID T4 A7 DF = v 7| Fv v vaBFROFRB L
Q7 VT MDA = =N DEFRDOT A MEHLET,
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diagnostic A< > FOEMA

diagnostic YT A= —Tik, ROoa~vr REfHATEET,

% 3-36 diagnostic #7aT Y F
AFvay HTJavwyFk FRASEY T4
RAID 1. 7 4 A7 BREDFELT C30 3 LU C60 T Al A Al EE,
2. BfTHDH AT DE=
v
3. T 4 AU R RO
N
NETWORK FLUSH C-Series. X-Series. M-Series
ARPSHOW
SMTPPING
TCPDUMP
fELNA
FEE : Zoa<r FIC Tcommit] 1ZMEH Y FHA,
ISREEE . Zpavy NIvyy E— RTCORFHTEEST, 512, =
DAV RERTA YRR (=R r A Litviy) TORERNTE
FT, Zoavr REEHTIE, e = 77 A0 VAT AT VAT
XDHMENRDHY T,
NRyF awrs R Zoavry RNy F B2 HR—FLTWET,
Ny FHK

diagnostic 2~ FORNy FIERAEMHT 5 & RAID DREDOF = v 7|
FrvianZ U7, ARP ¥Fv v aDNEDEREFITTEET, NvF =
~V  RELTEITTDICE, ROBXEEHALET,

* RAID DREDTF = v 7

diagnostic raid
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e LDAP. DNS. BLXUARP ¥¥ v =207 U7

diagnostic network flush

* ARP F v v v a2 DFIR

diagnostic network arpshow

#l: ARP ¥ v a1DRREVVT

WORFITIL, diagnostic 3~ FEMHEH LT, ARP ¥+ v = DOWNEEF R L,
Fy N = T 5T R_RTOFry v 227 Ty 2 LET,
#* 3-37 diagnostic

mail3.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.
- NETWORK - Network Utilities.

[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- SMTPPING - Test a remote SMTP server.

[1> arpshow

[ oL-23407-01-J
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& 3-37 diagnostic

System ARP cache contents:

(163.17.0.1) at 00:02:bl:cf:10:11 on fxp0 [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- SMTPPING - Test a remote SMTP server.

[1> £lush

Flushing LDAP cache.
Flushing DNS cache.
Flushing DNS List cache.
Flushing system ARP cache.

163.17.0.1 (163.17.0.1) deleted

Network reset complete.
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fll - Bl A—)L H—s\ & DEFOREE
WOHITIL, diagnostic =~ > REMALTHIODO A —/L H— L DL T = v
JLET, A=A P —N"ETF X FT5120F, T—RNHLTAvE—VEERF
T BHM, ping #FEITLET,
* 3-38 diagnostic: SMTPPING

mail3.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.
- NETWORK - Network Utilities.

[1> network

Choose the operation you want to perform:
- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- SMTPPING - Test a remote SMTP server.

[1> smtpping
Enter the hostname or IP address of the SMTP server:

[mail3.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]>y

Select an MX host to test.

1. dl.mail.com
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#* 3-38 diagnostic: SMTPPING
2. d2.mail.com
3. mail.com

[1]> 3

Select a network interface to use for the test.
1. Data 1

2. Data 2

3. Management

4. auto

[41> 3

Using interface 'Management' with source IP 168.18.0.220.

Do you want to type in a test message to send? If not, the connection
will be tested but no email will be sent. [N]>n

Starting SMTP test of host mail.com.
Resolved 'mail.com' to 166.11.0.6.
Connection to 166.11.0.6 succeeded.
Command EHLO succeeded

Command MAIL FROM succeeded.

Test complete. Total time elapsed 0.01 seconds
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encryptionconfig

ELVA

Bl

WA=V FEERELET,

FEE : ZD=a~ 2 R Tcommit] 2ASE T,
PSRFEBE . Cpavy NiEvwvy T— RTCoOAFEHTEET,
RNRyFawryR: Zoavy RNy FEXRZYVFR—F L TWET A,

wIZ, BT e 7 7 ANVEERETDHEZRLET,
% 3-39 encryptionconfig

example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]> y

[ oL-23407-01-J
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% 3-39 encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:
- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles
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% 3-39 encryptionconfig
- CLEAR - Clear all configuration profiles
- PROXY - Configure a key server proxy

[1> edit

1. HIPAA
Select the profile you wish to edit:

(11> 1

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Text notification template: System Generated
HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
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% 3-39 encryptionconfig

Failure notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

[1> sensitivity

1. Medium (password required to open envelopes, but credentials may be
cached)

2. High (password required and passphrase enabled, and credentials may
not be cached)

3. No Password Required (The recipient does not need a password to open
the encrypted message.)

Please enter the envelope sensitivity level:
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% 3-39 encryptionconfig

[2]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes

Envelope sensitivity: High

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Text notification template: System Generated
HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:
- NAME - Change profile name
- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

[ oL-23407-01-J
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% 3-39 encryptionconfig

- RECEIPT - Change return receipt handling

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Return receipts enabled: Yes
Envelope sensitivity: High

Secure Forward enabled: Yes

Secure Reply All enabled: No
Suppress Applet: No

URL associated with logo image: <undefined>
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% 3-39 encryptionconfig

Text notification template: System Generated

HTML notification template: System Generated
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- RECEIPT - Change return receipt handling

- SENSITIVITY - Change envelope sensitivity

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

[1>

Proxy: Not Configured

[ oL-23407-01-J
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% 3-39 encryptionconfig

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned
encryptionstatus

H- 2]

encryptionstatus I RiX, IronPort EF A — /N EXx=2 VT4 77347
ALEOPXEZY Vv RAL VY v EVT T7 A VDR —=T g barR—x
U ERERBICES SN HREER R LET,

fELVA
FEE : Z=a~ 2 RIZ Tcommit] T4 EHY FH A,
JTGREER . ZDa<v L R~y FE— R TORMEHATEE7,
NyFavwrs R Zoavwy RigRnyTFELEZTR—FLTHWEREA,
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&

& 3-40 encryptionstatus

mail3.example.com> encryptionstatus

Component Version Last Updated
PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)
Domain Mappings File 1.0.0 Never updated

encryptionupdate

H- BA

ELVA

encryptionupdate I+ RiX, IronPort & A —/ EXx=2VUT 4 T I73A4T
Z LD PXE =P OEHEERLET,

FEE . 2D~ R lcommit] (EMEHD THA,
JTGREER . ZDa<v L R~y E— R TORMEATEE7,
RNRyFavwryR: Zoavry RNy FERXZYFR—F L TWEREA,

[ oL-23407-01-J
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£ 3-41 encryptionupdate

mail3.example.com> encryptionupdate

Requesting update of PXE Engine.

featurekey

'.E_Iullg

BA
featurekey 2 ¥ K, VAT A ETHF—IZL o TCA RX—T NI >T VBT
NRCOEREEXF—ICHETIEREERRLET, /-, F—Z2FH L T#EEZE
NZLZD, FTLWRE—2F 2o 7 L0352y TEET,

fELNA

FEE : Z Do~ R fcommit] 2SS TI,
JIGRBER . ZDa~v Ni~vyr E—FTCOREATEET,
NRyFas s/ R: Zoa<vwy RNy FEXZSR—FLTWEREA,

%

Z DB T, featurekey I~ FEMFEH L THLWEESX—2F v 7 LET,
* 3-42

mail3.example.com> featurekey

Module Quantity Remaining Expiration Date
Bounce Verification 1 30 days Fri Jun 30 18:57:26 2006
IronPort Anti-Spam 1 28 days Thu Jun 29 15:20:23 2006
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% 3-42

Incoming Mail Handling 1 28 days Thu Jun 29 15:20:31 2006
Virus Outbreak Filters 1 28 days Thu Jun 29 15:20:24 2006
Sophos Anti-Virus 1 28 days Thu Jun 29 15:20:23 2006

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

— CHECKNOW - Check now for new feature keys.

[1> checknow

No new feature keys are available.

featurekeyconfig

i

featurekeyconfig 2 ¥ KTk, R —DF Y n— L~ ED
F—OEF LT KOV ERETEET,

ELVvA

FEE : 2D~ RiE Tcommit] NS TY,

JGRAEEE . —pavr NI, T _XTOYY >y T—F (VTR E, TL—7F,
~vvy) CTHEATEET,
RNRyF awy R Zoavy gy FEXLESTR— ML THWERA,
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l_Cisco IronPort AsyncOS 7.5 CLI Y 27 LR Hi4 F

Z O T, featurekeyconfig 2~ RZ&fH L T autoactivate 38 LN

autocheck #fE% 1 X —7 VIZLET,
& 3-43 featurekeyconfig

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled

Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.

- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autoactivate

Do you want to automatically apply downloaded feature keys?

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled

Choose the operation you want to perform:

OL-23407-01-J |



ntpconfig

H- 2]

ELVA

% 3-43 featurekeyconfig
- AUTOACTIVATE - Toggle automatic activation of downloaded keys.

- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autocheck

Do you want to periodically query for new feature keys? [N]> y

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

ntpconfig A~ RTIL, *v hU—27 XA L 7 bz (NTP) #fEH LT
VAT L Iuy Mo a v a—2 LTS X912, IronPort AsyncOS &
RELET, NTP 24 7127 5I1T1E, settime I~ REFEHLET,

FEXE : Zoa~< 2 RiZiE lcommit] 2AHETY,

PSRBER . ZDavy NE, TRRTOYY Y E—F (VF9RE, TLr—7F,
~vy) THHATEET,

NRyFawrR: Zoavry RNy FERXZYFR—F L TWEREA,

[ oL-23407-01-J
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* 3-44 ntpconfig

mail3.example.com> ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:
- NEW - Add a server.
- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1> new

Please enter the fully qualified hostname or IP address of your NTP
server.

[1> ntp.example.com

Currently configured NTP servers:
1. time.ironport.com

2. bitsy.mit.edi
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* 3-44 ntpconfig ()

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select
its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PublicNet (172.19.2.11/24: elroy.run)

11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

[ oL-23407-01-J
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reboot

g&

BA

fELNA

* 3-44 ntpconfig (HE&)
- NEW - Add a server.
- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Changes committed: Thu Mar 27 15:01:27 2003

TTIAT AR EHEE L E T,

FEE : 2o~ R lcommit] I4EHY T8 A,
JIREER : Zoavr N~y =R TOAEHRATEET,
RNRyFawrR: Zoavy RNy FERXZTFR—FLTWERA,
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& 3-45 reboot

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.

resume

'.E-IDII:I

BA
ZIECREZHEMLET.

fELNA
FEE : 2o~ R Tcommit] IM4EHY T8 A,
JIRAEER : Zoavr N~y =R TOAEHRATEET,
RNyFawyF: Zoavy RNy FEREZY R - LTHEEA,
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& 3-46 resume

mail3.example.com> resume

Receiving resumed.
Mail delivery resumed.

mail3.example.com>

resumedel

H- 2]
PfE 2B LEd,

fELVA
FEE . 2D~ R lcommit] (EMEHD THA,
JTGREER . ZDa<v L R~y E— R TORMEATXE7,
RNRyFavwryR: Zoavry RNy FERXZYFR—F L TWEREA,

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
m. 0L-23407-01-J |




&

= 3-47 resumedel

mail3.example.com> resumedel

Mail delivery resumed.

resumelistener

,'E-Iﬂ“‘:

BA
U AF—TOZFEEHHLET,

fELNA
FEE : 2o~ R lcommit] I4EHY T8 A,
ISRRGHE . —pa~vy Nii~viy B— FCOREHATEET,
NyF awrsF: Zoa<wy FEAyFEREZFR—FLTHEEA,

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .m




&

# 3-48 resumelistener

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

(11> 1

Receiving resumed.

mail3.example.com>

settime

50

settime 2~ RTIX, NTP — & #H L TR WA ICELZ 2 FE TR E
T&EFET, Z0a~vr FEETTHE, NTP 2EILLTFH TV AT A 71y
JEBRETDINE I pIRONET, XX mM/pD/YYYY HE:MM:SS DR TA
FLET,

ELVA

FEE : ZD=a~ 2 RIZ Tcommit] 1 TH4EHY FH A,
JGRAGE T pa~y Riivyy E— R CORFEHATEET,
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settz

i

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

* 3-49 settime

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y

Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.

O—H AL = ERELET,
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ELVA

FEE : 2D~ RiE Tcommit] NS TY,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyF R R—FLTHEEA,
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# 3-50 settz

mail3.example.com> settz

Current time zone: Etc/GMT
Current time zone version: 2010.02.0

Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1> setup

Please choose your continent:
1. Africa

2. America

11. GMT Offset

[21> 2

Please choose your country:

1. Anguilla

45. United States

46. Uruguay
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# 3-50 settz (Fe¥)

47. Venezuela
48. Virgin Islands (British)
49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:
1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)

21. Pacific Time (Los Angeles)

[21]1> 21
Current time zone: America/Los_Angeles

Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

shutdown

H- 2]

VAT AEVY Yy MUY LTEREYD 9,

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
m. 0L-23407-01-J |




ELVA

]

sshconfig

558

ELVvA

FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,
TIGRRER . —pav L Ni~viy E— R TORMEATEET,
NyF avwryR: Zoavy RNy FEREZSFR—FLTWERA,

#* 3-51 shutdown

mail3.example.com> shutdown

Enter the number of seconds to wait before abruptly closing connections.

[30]>

System shutting down. Please wait while the queue is being closed.

Closing CLI connection.

Use the power button (in 30 seconds) to turn off the machine.

SSH ¥ —Z®&EL £,

FEE : ZD o~ KX Tcommit] 2SS E T,

[ oL-23407-01-J
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JIGREER . ZDa<v LRI 728 =R ToOMERATE £,
NRyF awrs R Zoavy RigRXNyFELEZTR—FLTHWEREA,

%

EOFTIX, admin 7V 2 ML THLWABREF—NA VX b—L ENE
7,

#* 3-52 sshconfig : TAdminl ZhAV Y FOFLWARAF—OA VR =)L

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings.

[1> new

Please enter the public SSH key for authorization.

Press enter on a blank line to finish.

[cut and paste public key for user authentication here]

Currently installed keys for admin:
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& 3-52 sshconfig : TAdmin] 7H > FOH L LVAHF—DA VX F—IL

1. ssh-dss AAAAB3NzaClkc3MAA...CapRrgxcY= (admin@example.com)

Choose the operation you want to perform:
- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- PRINT - Display a key.

[1>

SSH1 OF7 1+ t—7J )Lt

SSH1 #5 4 &—7 /v (£721FA4 F2—7 /1) 12T 5IT1E. sshconfig I~ KD
setup 7 a~r REHEHLET,

% 3-53 sshconfig : SSH1 O R—T L/ F1t—T I

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings.

[1> setup

[ oL-23407-01-J
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% 3-53 sshconfig : SSH1 DA/ R—T L/ F1—TI HE)

Choose the operation you want to perform:
- DISABLE - Disable SSH vl

[1> disable

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings

[1>

mail3.example.com> commit

status

H- 2]

VAT AT —H AEERLET,

ELVA

FEE : Z=a~ 2 RIZ Tcommit] 1 IH4EHY FH A,
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JIREER . Zoav L Riiwyy T—FTOLEATEET,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,
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* 3-54 status

mail3.example.com> status

Status as of:

Up since:

Last counter reset:
System status:

Oldest Message:

Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients

Current IDs

Thu Oct 21 14:33:27 2004 PDT

Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)

Never

Online

4 weeks 46 mins 53 secs

Reset Uptime Lifetime
62,049,822 290,920 62,049,822
62,049,823 290,920 62,049,823

3,949,663 11,921 3,949,663
11,606,037 219 11,606,037
2,334,552 13,598 2,334,552
50,441,741 332,625 50,441,741
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* 3-54 status ()

Message ID (MID)
Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)

Gauges:

Connections
Current Inbound Conn.
Current Outbound Conn.

Queue
Active Recipients
Messages In Work Queue
Messages In Quarantine
Kilobytes Used

Kilobytes In Quarantine

Kilobytes Free

mail3.example.com>

99524480

51180368

17550674

Current

14

7,166

16,248

387,143

338,206

39,458,745

[ oL-23407-01-J
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supportrequest

&R

IronPort W AZ <= — 7A=Y E2EFELES, Z0avr FEfHT5
Wik, 7T IA T ABRA o F—Fy MUEFA—NVEZXETELOLERHY F
o bITATF oy MRABRICER S E T, o, YA — FNEREZBEFO
NN Ty MCEHEMNT S Z LB TEET,

ELVvA

FEE : Z Dz~ RIZ Tcommit] 1ZMHEHY TH A,

ISREEE . Zpavy NIvyy E— RTCORFHTEEST, 512, =
DavwrRiZalZ A4y KA (a—FRa s Lizvyy) TORFEHTE
I, Zoavr FEERTAICIE. =V 7740 VAT AT 7 EAT
XDOMENRHY F,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

%

Wi, BFEOYAR—F F7 v MCEELZWY A — MEEROBIZ R LET,
& 3-55 supportrequest

mail3.example.com> supportrequest

Do you want to send the support request to supportrequest@ironport.com?
[Yl> y

Do you want to send the support request to additional recipient(s)? [N]>
y
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& 3-55 supportrequest

Please enter the email address(es) to which you want to send the support
request. Include anyone in your organization that should be

included on future correspondence for this issue. Separate multiple
addresses with commas.

[1> administrator@Rexample.com, postmaster@example.com

Is this support request associated with an existing support ticket? [N]>
n

Please enter some comments describing your issue, providing as much
detail as possible to aid in diagnosing any issues:

[1> Having DNS resolution issues with some domains

For future correspondence on this issue, please enter your email address:

[1> mail3QRexample.com

Please enter any additional contact information (e.g. phone number(s)):

[1> (650)555-1212 (office), (650)555-1212 (cell)

Generating configuration information; this will take about 10 seconds...
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& 3-55 supportrequest

The support request information has been sent to
supportrequest@ironport.com, administrator@example.com,
postmaster@example.com.

Do you want to print the support request to the screen? [N]> n

suspend

Bl
R LR T L E T

fELVA
FEE : Z=a~ 2 RIZ Tcommit] 1 TM4EHY FH A,
JTGREER . ZDa<v L R~y FE— R TORMEHATEE7,
NyFavwrs R Zoavwy RigRnyTFELEZTR—FLTHWEREA,
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% 3-56 suspend

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com>

suspenddel

Bl
RL(E & AT L%,

fELNVA
FEE : T Do~ R lcommit] ZMXEHD A,
JSGREBE . “Da~<vy Rid~wyy T— RTORMBHTEET,
RNRyFawry R Zoavry RNy FERAZTFR—FLTWHWERA,
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% 3-57 suspenddel

mail3.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener

Bl
ZE & T LET

ELVvA

FERE : 2D~ R Tcommit] BFISESHY FHA,
JSGREBE . —Da~<vy Rid~wyy T— RTORMBHTEET,
RNRyFawry R Zoavy REnNyFERAZTFR—F L TWERA,
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#* 3-58 suspendlistener

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

(11> 1

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...
Receiving suspended.

mail3.example.com>

techsupport

'.E-IDII:I

BA

IronPort D AHX ~— P —ERANVAT ATV EATELLHIIZLET,
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fELVA
FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,
TIGRRER . —pav L Ni~viy E— R TORMEATEET,
NyF avwryR: Zoavy RNy FEREZSFR—FLTWERA,
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% 3-59 techsupport

mail3.example.com> techsupport

S/N XXXXXXKXXKXX-XXKXXXKX

Service Access currently disabled.

Choose the operation you want to perform:

- ENABLE - Allow an IronPort customer service representative to remotely
access your system to assist you in solving your technical issues.

- STATUS - Display the current techsupport status.

[1> enable

Enter a temporary password for customer care to use. This password may
not be the same as your admin password. This password will not be able
to be used to directly access your system.

[]> *kkkkkkkkx

Are you sure you want to enable service access? [N]> y

Service access has been ENABLED. Please provide your temporary password
to your IronPort Customer Care representative.

S/N 00065BF3BA6D-9WFWC21

Service Access currently ENABLED (0 current service logins).

[ oL-23407-01-J
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* 3-59 techsupport (#i¥%)

Choose the operation you want to perform:

- DISABLE - Prevent IronPort customer service representatives from
remotely accessing your system.

- STATUS - Display the current techsupport status.

(1>

tisverify

'.E_Iullg

BA
FAE TLS #ifi 2 MBS UCHESZ L, 5858 R A A IZBd 5 TLS #f o @ %
TNy T ULET, BREAMITHI21E, MAET D AL ek A MEHEL
%3, AsyncOS iX. ©E 72 (MAE) TLS & ICHE ST TLS #afi & il L £
ﬁ—o

LA

FBE : —D=a~ R Tcommit] 1Z4EEHY T8 A,
JIGRZER . Zpa~vr NEi~vyry E—FTCOREATEET,
NyF aes R Zoavy RNy FEXRESR—FLTWET,

Ny FER

tlsverify v ROy FEREFEHTH &, kO CLI 2~ ROFT T
OEEEZEITL, HEDKRA N ED TLS #kit F= v/ TEET,

tlsverify <domain> <hostname>[:<port>]
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% 3-60 tlsverify

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port
(example.com:26) if you are not connecting on port 25:

[example.com]> mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

[ oL-23407-01-J
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trace

E L
VAT ARIBBRTAA vE—VO T 0 —FBHLET,
LA

FEE : Z0=a~ 2 FIZ Tcommit] 1ZMEH Y XA,
JSGREBE . “Da~<vy Rid~wyy T— RToORMBHTEET,
RyFa<wryR: Zoavry RNy FERXEZYFR—FLTWEREA,
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= 3-61 trace

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:
1. InboundMail
2. OutboundMail

[1]1> 1

Fetching default SenderBase values...
Enter the SenderBase Org ID of the source IP. The actual ID is N/A.

[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score
is N/A.

[N/A]>

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .m




& 3-61 trace (&)

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by
commas .

[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)

- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
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& 3-61 trace (&)
- Virus Detection Enabled: Yes (Default)

- Allow TLS Connections: No (Default)

Processing MAIL FROM:

- Default Domain Processing: No Change

Processing Recipient List:

Processing admin@ironport.com

Default Domain Processing: No Change

- Domain Map: No Change

RAT matched on admin@ironport.com, behavior = ACCEPT

- Alias expansion: No Change

Message Processing:

- No Virtual Gateway(tm) Assigned

- No Bounce Profile Assigned

Domain Masquerading/LDAP Processing:

- No Changes.

Processing filter 'always deliver':

[ oL-23407-01-J
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= 3-61 trace (fe¥)

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR
Result = True

Executing Action: deliver()

Footer Stamping:

- Not Performed

Inbound Recipient Policy Processing: (matched on Management Upgrade
policy)

Message going to: admin@ironport.com

AntiSpam Evaluation:

- Not Spam

AntiVirus Evaluation:
- Message Clean.

- Elapsed Time = '0.000 sec'
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& 3-61 trace (&)

VOF Evaluation:

- No threat detected

Message Enqueued for Delivery

Would you like to see the resulting message? [Y]> y

Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:

- admin@ironport.com

Final Message Content:

Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700

Message-Id: <3i93g9$@Management>

X-IronPort-AV: i="3.86,81,1096873200";

d="scan'208"; a="0:sNHTO"

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F

[ oL-23407-01-J




(E)

tzupdate

Bl

ELVA

INYTFER

& 3-61 trace (&)

Subject: hello

This is a test message.

Run through another debug session? [N]>

trace ZfIHT 2 L XiE, VT ORI A vy =YD~y ¥ —EKIDOWTT

Z CLIIZED D MENH Y £7,

HA DS =2 =L FH LET,

FEE : Z=a~ 2 RIZ Tcommit] 1 TH4EHY FH A,

JGRAABEE . Da~vy Rid~wiy LUV TORBHTE £,
NyF awy R Zoavy NIy ITFERXEYR—FLTHET,

tzupdate 2% RONy FREREFEHT L L, BEPRHPEINLWNEETH,

FTRCOXA LY — 2 — L RBREICES S E T,

tzupdate [force]
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esxl6-esall.ga> tzupdate

Requesting update of Timezone Rules

updateconfig

H- 2]

VAT LEHNT A= ZERELET,

ELVA

FEE : 2D~ RiE Tcommit] 2AMETY,

ISREER . Zpav Ly NI, TR_RTOSY Yy E—R (524, IA—7F,
~vvy) CTHEHATEET,
NyFavwrR: Zoavy RNy FERXEFFR—FLTWERA,

]

WROFITIL, updateconfig =~ REMHA LT, 77747 2 AN IronPort
=T v T T— N A A=V EF T u— L, a— =B
AIHEZR AsyncOS 7 v 77/ L— KD U R b & X7 ro—RT5 L9 ICRELE
T

# 3-62 updateconfig

mail3.example.com> updateconfig

Service (images): Update URL:
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% 3-62 updateconfig

Sophos Anti-Virus definitions http://downloads.ironport.com/av
IronPort Anti-Spam rules http://downloads.ironport.com/as
Intelligent Multi-Scan rules http://downloads.ironport.com/as
Virus Outbreak Filters rules http://downloads.ironport.com/as
Feature Key updates http://downloads.ironport.com/asyncos
McAfee Anti-Virus definitions IronPort Servers

PXE Engine Updates IronPort Servers

IronPort AsyncOS upgrades IronPort Servers

IMS Secondary Service rules IronPort Servers

Service (list): Update URL:

McAfee Anti-Virus definitions IronPort Servers

PXE Engine Updates IronPort Servers

IronPort AsyncOS upgrades IronPort Servers

Update intervals: 5m, 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled
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% 3-62 updateconfig

Choose the operation you want to perform:
- SETUP - Edit update configuration.

[1> setup

For the following services, please select where the system will download

updates from:

Service (images): Update URL:

Sophos Anti-Virus definitions http://downloads.ironport.com/av
IronPort Anti-Spam rules http://downloads.ironport.com/as
Intelligent Multi-Scan rules http://downloads.ironport.com/as
Virus Outbreak Filters rules http://downloads.ironport.com/as
Feature Key updates http://downloads.ironport.com/asyncos

1. Use IronPort update servers (http://downloads.ironport.com)

2. Use own server

(11> 1

For the following services, please select where the system will download
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% 3-62 updateconfig

updates from (images) :

Service (images): Update URL:

McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers

1. Use IronPort update servers

2. Use own server

[1]1> 1

For the following services, please select where the system will download

updates from:

Service (images): Update URL:

IMS Secondary Service rules IronPort Servers

1. Use IronPort update servers

2. Use own server
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% 3-62 updateconfig

[1]1> 1

For the following services, please select where the system will download the

list of available updates from:

Service (list): Update URL:

McAfee Anti-Virus definitions IronPort Servers
PXE Engine Updates IronPort Servers
IronPort AsyncOS upgrades IronPort Servers

1. Use IronPort update servers
2. Use own update list

[1]1> 2

Enter the full HTTP URL of the update list using the format
(http://optionalname:password@local.server:port/directory/manifest.xml). The
default HTTP port is 80; you do not need to specify the port unless you wish
to use a non-standard port. The optional username/password will be presented
using HTTP BASIC AUTH. Leave the entry blank to use the default server.

[1> enter the full path to the update list
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updatenow

&R

ELVvA

INYTFER

Bl

version

'.E_Iullg

BA

TRTOVATF AP —ER I R—R NOBEFHFEERLET,

FEE : ZD o< RIZ Tcommit] 1ZM4EHY FH A,

PIGREEHE . Cpavy NI, T RTOY Y ET—F (FF9RF, TA—F,
v y) THEHTEET,

RyFa<wyR: Zoavy RNy FERXEZYFR—FLTWET,

updatenow A< RONy FEREFEHT L, EREL/BRHINZWVEETH,
TTIAT VA LEOTRTOaryR—x haEHTEET,

updatenow [force]

mail3.example.com> updatenow

Success - All component updates requested

VAT LADN—Va UERERRLET,
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% 3-63 version

mail3.example.com> version

Current Version

Model: C60

Version: 4.5.0-316

Build Date: 2005-04-13

Install Date: 2005-04-14 13:32:20
Serial #: XXXXXXXXXXXX-XXXXXXX
BIOS: AlS5T

RAID: 2.7-1 3170

RAID Status: Okay

RAID Type: 10

mail3.example.com>

upgrade

H- 2]

upgrade CLI =2~ RNi&, fEHARERT v 77 L— RO Y A hERRFL, 2—F
BT LN —= 3 02 AsyncOS VAT L% T v 77 L—RLET,
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FEE : ZDa~y NiZ Tcommit] IMEHD FHA,

JIGABEH  ZOav s Riivyy E— R TORBEHTE LT,
NyF awy R Zoavy FEIRNy FBERER— KL TWERE A,
* 3-64 upgrade

mail3.example.com> upgrade

Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900
2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch

[45]>

Performing an upgrade will require a reboot of the system after the
upgrade is applied.

Do you wish to proceed with the upgrade? [Y]> Y

LDAP

T, KO CLL 2wy FIZ oW TRl LE T,
* Idapconfig
* ldapflush
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e ldaptest

e sievechar

Idapconfig

'.E-IDII:I

BA

LDAP #— " Zf&E L 7,

fELNG

FEE : ZD=a~ 2 R Tcommit] 2SS TY,

ISRBER . ZDavy NI, TRRTOYY Y BE—F (VFF9RE, Tr—7F,
v ) THHATEET,

NRyFawryR: Zoavy RNy FERXZYFR—F L TWERTA,

i : % LL) LDAP #—/\ 707 7 1 LOER

OB TIL, ldapconfig Aw L REHEH LT, 7T T7AT U ADNA o Rk
725 LDAP Y — R EHR L, ZEFZIT AN (ldapaccept V7 a~< 2 K),
)V—T 47 (ldaprouting V7 a3~ K), A D L —F (masquerade %7 =
<~ K). IronPort AXLBED T R —HWFHEE (isqauth 7 a< 2 K), B
FOARLBHNOTA VT AREE (isqalias Y7 a~vwr R) O/ ) —%HE
LET,

F 7. myldapserver.example.com LDAP #—/ 32 [PublicLDAP] &\ 5=y
VX —bEHGZET, 7V —ORELIT. A— k3268 (5740 ME) TT,
example.com 0)*@;’2«—7\ ﬁ)ﬁ%éﬂ (dczexample,dczcom) N %1%%% PN N
A=NFNL—T 4T BLOTAAIL— RO 2 —PNEREINET, ZDOH
D7y =%, KL=y N K77 b
draft-lachman-laser-ldap-mail-routing-xx.txt (I'Laser {LEE] & LRI D) 12
JE# ST inetLocalMailRecipient #iBh4 7> =27 ~ 7 7 2% EHT %
OpenlLDAP 7 4 L' 7 FUBREICBETWET (ZDO KT 7 MIHEISINN—Ta v
75 OpenLDAP Y —Z F 4 A MY Ea—va  IZEGENTHET), ZOFITIiE,
A—=NVHN—T 4T 72 =TI ) —OG L 2 5% EEIEREINEMNR
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A —)VIR A M mailForwardingAddress THD I EICHEBE LTI, 7
T Y =4 T, KXFENXFREBISNET, ELWERNEIND LT
DITIE, EBIC—B L TWAXERDHY £9,

# 3-65 ldapconfig - New Server Profile

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):

[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:

1. Anonymous

[ oL-23407-01-J
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£ 3-65 ldapconfig - New Server Profile (fi¥)

2. Password based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind password:

[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:

[3268]> 3268
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£ 3-65 ldapconfig - New Server Profile (fi¥)

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

Choose the operation you want to perform:
- SERVER - Change the server for the query.
- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[ oL-23407-01-J
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£ 3-65 ldapconfig - New Server Profile (fi¥)

[1> ldapaccept

Please create a name for this query:

[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:

[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
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£ 3-65 ldapconfig - New Server Profile (fi¥)
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> ldaprouting

Please create a name for this query:

[PublicLDAP.routing]> PublicLDAP.routing

Enter the LDAP query string:

[ (mailLocalAddress={a})]> (mailLocalAddress={a})

Do you want to rewrite the Envelope Header? [N]> y

Enter the attribute which contains the full rfc822 email address for the
recipients.

[1> mailRoutingAddress

Do you want to send the messages to an alternate mail host? [N]> y
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£ 3-65 ldapconfig - New Server Profile (fi¥)

Enter the attribute which contains the alternate mailhost for the
recipients.

[1> mailForwardingAddress

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.
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£ 3-65 ldapconfig - New Server Profile (fi¥)

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> masquerade

Please create a name for this query:

[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:

[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822
email address.

[1> mailLocalAddress

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]> n

Do you want to test this query? [Y]> n

Name: PublicLDAP

[ oL-23407-01-J
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£ 3-65 ldapconfig - New Server Profile (fi¥)
Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> isqauth
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£ 3-65 ldapconfig - New Server Profile (fi¥)
Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isqauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail,proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com

Password to use in query:

[1> password

LDAP query test results:

LDAP Server: myldapserver.example.com
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£ 3-65 ldapconfig - New Server Profile (fi¥)
Query: PublicLDAP.isgauth
User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted
or bounced/dropped.

- LDAPROUTING - Configure message routing.
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£ 3-65 ldapconfig - New Server Profile (fi¥)
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified
group.

- SMTPAUTH - Configure SMTP authentication.

EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>
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Bl - Fa—NILBREDISTE
ZOFITIX, TLS Bk O EZ2 &1 LDAP /' u— VR EEHRELE T,
*& 3-66 ldapconfig : ¥ A—/NLEREDIETE

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.
1. Auto
2. Management (10.92.145.175/24: esxl6-esall.qga)

[1]1> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having

negative results? [Y]>
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*& 3-66 ldapconfig : ¥ A—/NLEREDIETE

The "Demo" certificate is currently configured. You may use "Demo", but this wi
not be secure.

1. partner.com
2. Demo
Please choose the certificate to apply:

[1]1> 1

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1>

Idapflush

Bl

FyrovaENTWS LDAP O#REA2 75 v 2 LET,
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ELVA

FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,
TIGRRER . —pav L Ni~viy E— R TORMEATEET,
NyF avwryR: Zoavy RNy FEREZSFR—FLTWERA,

]

% 3-67 ldapflush

mail3.example.com> ldapflush
Are you sure you want to flush any cached LDAP results? [N]> y

Flushing cache

mail3.example.com>

Idaptest

i

1 2O LDAP 7=V — T A REFETLET,

LA
FEE : T Do~ R lcommit] ZMEHD A,
JSGREBE . “Da~<vy Rid~wyy T— RTORMBHTEET,
RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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Z OBITIX, ldaptest 2~ REMEHL T, HEHFAD LDAP — FHEDX
FEZUANI =) —ET %7 A FLET, ZEET FLa
lfadmin@example.com| I¥7 A MZEMKLETN, ZEHET KA
lbogus@example.com| X REKIZ/RY T,

# 3-68 ldaptest

mail3.example.com> ldaptest

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:

[1> admin@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: admin@example.com

Action: pass

LDAP query test finished.

mail3.example.com> ldaptest
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% 3-68 ldaptest (%)

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:

[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: bogus@example.com

Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.

mail3.example.com>

sievechar

H- BA

RFC 3598 IZHE STV 5 Sieve BT A—/V 74 N2V TIEHAT X F%
HEELITT 4 =7 I LET, Sieve XFiX LDAP A&~ = J — & LDAP
HBLV—T 47 72 —TORARBBINDZ LICEELTLIEIY, YAT A
DODEINIE, BB A—IL T RLRAEEIENRE LET,

BEHT&E 2L, - =t/ TT,
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ELVA

]

FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyF R R—FLTHEEA,

Z OFITIX, sievechar 2wV FEMFHAL T, + 2K 7 = —B XU LDAP &
N—T 47 72 —Tilik &5 Sieve X7 LTERLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.

[]>+

Sieve Email Filter is enabled, using the '+' character as separator.

This applies only to LDAP Accept and LDAP Reroute Queries.

[ oL-23407-01-J
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Choose the operation you want to perform:

- SETUP - Set the separator character.

(>

A—IVEEDHREI/IE=FU VT

ZZTHEL KO CLL 2wy FIZon TRM L ET,

aliasconfig
archivemessage
altsrchost
bounceconfig
bouncerecipients
bvconfig
deleterecipients
deliveryconfig
delivernow
destconfig
hostrate
hoststatus
oldmessage

rate
redirectrecipients
resetcounters
removemessage
showmessage
showrecipients

status
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aliasconfig

'.E_Iullg

EA

=LA

Ny FER

GE)

e tophosts
e topin
e unsubscribe

e workqueue

FEAA—N A VT AEHRELET,

FEE . Z Do~ K lcommit] NHNETY,

IIGREER . ZDa~v L N, T RXTCHO~Y L T—F (UTAX, TIL—F,
~vvy) THATEET,
RNyF awyF: Zoavy REAyFEREFR—FLTOET,

aliasconfig DNy FREXEFEHT L L, HLn=A VTR F—7 1080, BE
TFOTZAYVT A T—TNVOME, BIA—NVZAVTADOIVRAMOHS, =
VT RAT—=TNDAVR—=N I AR— 2FTTEEST, RyvF avr L
L CEEITT HI21E, aliasconfig A< RERDOIEXTAT L, L FOEE% &
ELET,

o HLWETA—NL =4 YT ADBM

aliasconfig new <domain> <alias> [email addressl] [email address2] ...

TFELBRWRAA Z% LT laliasconfig new] 2~ REETTHE, KX
A UDBER S IVE T,

[ oL-23407-01-J
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o WFOEBTFA—N A VT ADME

aliasconfig edit <domain> <alias> <email addressl] [email address2]

o FBEFA—)L A YT ADER

aliasconfig print

e B—ANVZAVUTAIVRIDAEAR—]

aliasconfig import <filename>

o IronPort 7 7’ ITAT LV ADTEAL VT A YA RDT T AR— K

aliasconfig export <filename>
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% 3-69 aliasconfig

mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.
- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context

[1]> 2

Enter new domain context.
Separate multiple domains with commas.
Partial domains such as .example.com are allowed.

[1> example.com
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#* 3-69 aliasconfig (%)

Enter the alias(es) to match on.

Separate multiple aliases with commas.

Allowed aliases:
- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare:
bob@example.com, frank@example.com, sally@example.com

Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.
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#* 3-69 aliasconfig (%)

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context
3. example.com

(11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain

- "@domain" - All users in this domain.
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#* 3-69 aliasconfig (%)

- "@.partialdomain" - All users in this domain, or any of its sub
domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.

[1> administrator@Rexample.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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% 3-69 aliasconfig (%)
- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1>
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% 3-70 IA)FPARAREADSIHK
CE- Bl
IA)TREERTE ALY 22 TFR b+, Globall I
<domain> J0—nNL FALY aVvTFXRERLET,
HRET DA VT ADLTI,
Ja—r)L RAL Y aVTHFANCHEATESRZA VT A
TRO ERBY TT,
"user@domain" : ZDOETA—/L T KL X,
"user" ( fEED KA A L D—H,
"@domain" : 2D KA A DT RTHO—,
"@.partialdomain" : 2D KA A U EITZEONT O Y
T RAAL DT RTO—,
BEDRAAL Y aVTHFANCHHATES4 Y 7 R FIK
D LEBYTT,
"user" i TDRAAL L AT XA RMD—Y,
<alias> "user@domain" : ZDOEFA—/L T FLX,

<email_address>

TA VT A~y TTHEFA—N T RLRA, 120
TA VT RAEBEROEBEFA—N T RLRACw v L/ TX
*7,

TAVTAT—=TNDAR— b7 AR—=FEHTS
77 ANV,

X —HNOHEWRA =T — A7 LET,

<filename>
archivemessage
BT
fELNA

FEE : Z Do~ FIZ commit (T4 H D FH A,
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altsrchost

'.E_Iullg

BA

fELNA

JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

KOFTIX, E WAy E—VF2T—H AT LET,

#* 3-71 archivemessage

mail3.example.com> archivemessage

Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

Virtual Gateway™ O~ v B> ZEFRHELET,

FEE : Z Do~ Rk fcommit] 2SS TI,

IIGREER . ZDa~v L NiE, TRTCHO~Y L T—F (OTAX, TL—F,
~yvy) THEHTEET,

NRyFa<wry R Zoavwy REgRyFELEZSTR— ML THERA,

[ oL-23407-01-J
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WOHITIX, altsrchost 7T—7IANHAIEN T, BEEO~ Y B IRARNWE &
WRENFET, TDH%, 2 o0 b BERENET,

o JUN—T D xT P —s37RA I Rexchange.example.com 75D A — L,
PublicNet f > Z —7 = A AZ~w v B 7 &NET,

o EEHIP T FLR192.1683535 (=& xiE, ~— T 427 Fx o —
VAye—=T T VAT L) O A—LE, AnotherPublicNet 1 > # —
TxA AV E U T ENET,

BZRIZ, WERBDT=DIZ altsrchost ¥ v B I RHNEINT, BENRHEINE
‘j—o
* 3-72 altsrchost

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:
- NEW - Create a new mapping.
- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want
to set up a Virtual Gateway mapping. Partial addresses such as
"@example.com" or "user@" are allowed.

[1> Qexchange.example.com
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* 3-72 altsrchost (&)

Which interface do you want to send messages for @exchange.example.com
from?

1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want
to set up a Virtual Gateway mapping. Partial addresses such as
"@example.com" or "user@" are allowed.

[ oL-23407-01-J
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* 3-72 altsrchost (&)

[]> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print
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* 3-72 altsrchost (&)

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added 2 altsrchost mappings

Changes committed: Thu Mar 27 14:57:56 2003

bounceconfig

H: )z
N AOIEEZRELET,

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .m




ELVA

FEE : 2D~ RiE Tcommit] NS TY,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
v y) CTHEHATEET,

NyFawr P Zoavy RNy FRAZ Y R—-FLTHEEA,

]

W DB T, bounceconfig 2~ R&ZFEH LT, bounceprofile &) ZAHID
Ny ATaTrANVEERLET, 2070774 VTiE, ~"—RK AUy FR
SNTETRTORA v E—UBRET KL ATH D bounce-mailbox@example.com
WG ENET, BEZEEA v -3/ X—T A TT, ZEEHVEE X Y
=V 1 oEEFEINET, BEAvE—UBOT 7 40 MEF 4 FERT (14400
B) T,

& 3-73 bounceconfig: /SY VR FO T 7 A ILDER

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile
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*® 3-73 bounceconfig : /AU VR FA T 7 A IILDER

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the
queue before being hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a
message.

[60]1> 60

Please enter the maximum number of seconds to wait before retrying a
message.

[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format?
(Yes/No/Default) [Y]> y

If a message is undeliverable after some interval, do you want to send a
delay warning message? (Yes/No/Default) [N]> y
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*® 3-73 bounceconfig : /AU VR FA T 7 A IILDER

Please enter the minimum interval in seconds between delay warning
messages.

[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[1]1> 1

Do you want hard bounce and delay warning messages sent to an alternate
address, instead of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.
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*® 3-73 bounceconfig : /AU VR FA T 7 A IILDER

- DELETE - Remove a profile.
[1>

mail3.example.com>

FIFILEDNY VR TAT7AILORE

TIANNDNRY A Ta Ty ANVERETHZELTEET, ZOHFITIE,
FTT7HI N T T A INVEREL T, BIERARERKRA b~OFERITE G5
D KB % 3600 (1 FEfE) 25 10800 (3 HEfE]) (2L L %7,

*® 3-74 bounceconfig: /SU VR FOT7 7M1 ILDIEE

mail3.example.com> bounceconfig

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1> edit

Please enter the number of the profile to edit:

[ oL-23407-01-J
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= 3-74 bounceconfig : /AU VR FAIT 7ML ILDEE

[1> 2

Please enter the maximum number of retries.

[100]>

Please enter the maximum number of seconds a message may stay in the
queue before being hard bounced.

[259200]>

Please enter the initial number of seconds to wait before retrying a
message.

[60]>

Please enter the maximum number of seconds to wait before retrying a
message.

[3600]> 10800

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]>

Do you want bounce messages to use the DSN message format?
(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a
delay warning message? (Yes/No/Default) [N]>
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= 3-74 bounceconfig : /AU VR FAIT 7ML ILDEE

Do you want hard bounce messages sent to an alternate address, instead of
the sender? [Y]>

Please enter the email address to send hard bounce.

[bounce-mailbox@example.com]>

Current bounce profiles:
1. Default

2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.

- DELETE - Remove a profile.

JRF—ADINHIUR TAT7AILDER

N UATaT7 7 ANVEHEL-D, listenerconfig -> bounceconfig I
VREHEHL, EREMETLHILICED, 20Ty AV EL Y A —IT0H
HATExd,

GE) N RTarrANE, AvE—VEZELEZY ASF—ZESWTHEATE
F9, 7272 L. DY A FT =T A v —IUDREEKIZED X HITEME S B NI
B L EH A,
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Z O T, OutboundMail 77 A X— |k Y 2AF—%ZfREL, ZDU XF—|
bounceprl EWIHNT VR Fu7 A L E@EHLET,

® 3-75 listenerconfig H& Y bounceconfig: YR F—AD/NIH VR FO
7ML DERA

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
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% 3-75 listenerconfig #H& U bounceconfig
T7ALOBER HEE)

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

T YRF—ADIYR TO

- BOUNCECONFIG - Choose the bounce profile to use for messages injected

on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

[ oL-23407-01-J
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® 3-75 listenerconfig #& U bounceconfig: YR F—AD/NIH VR FO
T7ALOBER HEE)

Please choose a bounce profile to apply:
1. Default

2. bounceprl

3. New Profile

(11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: bounceprl

Footer: None

LDAP: Off

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
m. 0L-23407-01-J |




® 3-75 listenerconfig #& U bounceconfig: YR F—AD/NIH VR FO
T7ALOBER HEE)

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

(1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[ oL-23407-01-J
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® 3-75 listenerconfig #& U bounceconfig: YR F—AD/NIH VR FO
T7ALOBER HEE)

[1>
mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener

Changes committed: Thu Mar 27 14:57:56 2003

bouncerecipients

'.E-IDII:I

BA

Fa—nbAyE—VaENT A LET,

fELNA
FEE : 2o~ R Tcommit] I4EHY £H A,
JIREER : Zoavr N~y =R TOAEHRATEET,
NyF awrR: Zoavy RNy FEREZFFR—FLTWERA,

Bl

NYUASNDZEEZ, WEZBEERA ML T, FldAvE—vY =
~u—7D Envelope From {TIZHE S NVIZREDT FLATHBISND A v

T UREHRICL o T ENET, 0T, BEXF2—NOTRTORX vE—
Va BN ATHIELTEET,
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ZEERA MZL B/ VR
* 3-76 bouncerecipients : hR MZ LB REHED/IAV VR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to
"example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FLRIZ&B/\O VX
* 3-77 boundcerecipients : 7 FLRIZ& B REHED/AV R

mail3.example.com> bouncerecipients
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* 3-77 boundcerecipients : 7 FLRICKBREFHED/NN IR (#HE)
Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to
bounce.

[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.
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FTRTINIUR

bvconfig

'.E_Iullg

BA

fELNG

* 3-78 bouncerecipients : TRTDRZEHED/AV R

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1>

Are you sure you want to bounce all messages in the queue? [N]> Y

Bouncing messages, please wait.

1000 messages bounced.

NY U ARBRIEDBREEITNET, Z0a<wr K, F—BLOAT L A Sh -8
NI ETA—NVEFRETDHDITHEHLET,

FEE : Z Do~ Rk fcommit] 2SS TI,

[ oL-23407-01-J
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JGREER . —Dav LRI, I _TOYY Y T—F (VTR E, TA—7,
~vy) THEHATEET,
NRyF awy R Zoavy RERXyFEXLEST R — ML THWERA,

%

I, F—RE LNV ASNT B RBE A A —NVOREOHERLET,
#* 3-79 bvconfig

mail3.example.com> bvconfig

Behavior on invalid bounces: reject

Key for tagging outgoing mail: key

Previously-used keys for verifying incoming mail:

1. key (current outgoing key)

2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.
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%= 3-79 bvconfig

[1> key

Enter the key to tag outgoing mail with (when tagging is enabled in the
Good

Neighbor Table)

[1> basic_key

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic key

Previously-used keys for verifying incoming mail:

1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)

3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

[ oL-23407-01-J
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%= 3-79 bvconfig

[1> setup

How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.

2. Add a custom header and deliver.

(11> 1

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic_key

Previously-used keys for verifying incoming mail:

1. basic_key (current outgoing key)

2. key (last in use Wed May 31 23:22:49 2006 GMT)

3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
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%= 3-79 bvconfig
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Configuring a new key and setting reject for invalid email bounces

Changes committed: Wed May 31 23:24:09 2006 GMT

deleterecipients

anEA

ELVA

Xoa—0bAvE—VEHIRLET,

FEE . 2D~ R lcommit] (EMEHD THA,
JGREER . —Da~v L RIvyy E— RTORFEHTE T,
RNRyF azwyF: Zoavwy FERNyFRLAE Y R—FLTHEEA,

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




&

IronPort 7 77 A4 7 v A%, MBS CZEEZHIRT 200K BO4 T
varPHESNTHET, RIZ, ZEEFA MIOZEE OHIBR., Envelope
From 7 FL ZIZ X A1, BXRFa—HNOTRTOZEZOHIBOE %27 L
9,
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REE FA A VIZkBHIK
% 3-80 deleterecipients : R{E& FAA VIZ&k B A vE—DDHIKR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to delete.

[1> example.com

Are you sure you want to delete all messages being delivered to
"example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X2 Kk 5 #lEk

#* 3-81 deleterecipients : Envelope From 7 FL X2k % A v 2—L Dl
[

mail3.example.com> deleterecipients
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#* 3-81 deleterecipients : Envelope From 7 FL X2k % A v—T Dl
R (&=

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to
delete.

[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.
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I ARTHIRR

* 3-82 deleterecipients : ¥ —HRDFTRTD * vE— S DHIkK

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Are you sure you want to delete all messages in the queue? [N]> Y

Deleting messages, please wait.

1000 messages deleted.

deliveryconfig

H- 2]

ELVA

A—NEEZRELET,

FEE : ZD=a~ 2 R Tcommit] 2BASETY,

SRR Toavr NI, TR_RTOwIr ET— K (V53R %, Tr—7F,
~vy) CTHEATEET,

NRyF azwyF: Zoavwy FERNyFRBAE Y R—FLTHEEA,
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&

WOBITIL, deliveryconfig A~ REMHALT, 774V DA ¥ —T =
A A% [Auto] (2L, lPossible Delivery] #1 X —7 VI LET, VAT LE
EORKRIEE A v —VEUFIEZ. 9000 £kt TY,

# 3-83 deliveryconfig

mail3.example.com> deliveryconfig

Choose the operation you want to perform:
- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: maild.example.com)
3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y

Please enter the default system wide maximum outbound message delivery

concurrency
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delivernow

'.E_Iullg

BA

=LA

% 3-83 deliveryconfig (#i%)

[10000]> 9000

mail3.example.com>

AvE—V DRV a— )VERERERICERELET, =2—FE, 1 2O%ZE
FHRARNE, BMERICBHEAY P 2a—LENTNBETRTORA vE—O 0T
NEBEIRTEET,

FERE : 2=~ FiZ Tcommit) IZS4EHY 8 A,

JIARBEH . ZOavr Riivyy E— R TORBHTEET,
NRyF awryRF: Zoavwy NNy TFERETR—FLTWERA,
* 3-84 delivernow

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient host
2. All messages

[1]1> 1

Please enter the domain to schedule for immediate delivery.

[ oL-23407-01-J
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= 3-84 delivernow (fi¥)

[1>foo.com

Rescheduling all messages to foo.com for immediate delivery.

destconfig

PIFT D setgoodtable 2~ R TY, T—7 /%, BIE, sl —7 v LIE
EhTnET, ZOTF—TVEERALT, HELE RAL CORGHIREZZRE L
\i\?‘c

destconfig A< > FO{ER

destconfig YT A= —Tik, ROoa~vr REfHATEET,

% 3-85 destconfig HJav v K

L34 B

SETUP ITR—NVREEERLET,

NEW RAA L OF LWHIRZBML 7,

EDIT RAAL L DOFIREERLET,

DELETE KA A ORIRAEHIBR L E T,

DEFAULT BEINTWRNWRRAAL DT 74V Ol Z2 2
LET,

LIST RAAL L EZDHRIBOY A2 FEFERLET,

DETAIL 1 DOFEHEFEFITTRTOZL M) OREMEERTLFE
T

CLEAR TN TRTCOT R Y EHIFRLET,

IMPORT INIa 74 Falb—ay 7740 baEHET
YRV DOT—TNEAL RN LET,

EXPORT sEdehlfEle s hYOF—T 0% INl 27 4 X2 b—
vary ZyANMIZ I AR— M LET,
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destconfig 2~ FITiX, sl T — 7 NV OEITEERT DU T OEHRE IR
ETOHLEND Y ET,

o FAAY (REEHEAALR)

o RAA D KFERHERL

o BRI LDORAAYE—VHE

o ZAFEHIR

o VAT LBREKEIIME T U = A AL v F
o MX FHIFRAAL LT L DOHIROIE A

o ZFHEWIROYR (4 HAL)

o N ARKEE

KAAL VTHERT AT a7y AL

Y TILRERET—IIL

WDFIZ, s —7 oz Ny R LET,

#* 3-86 EEFET—ITILOIY FUHF

Conn.Limi |Rcpt.Limi
Domain t t Min.Prd. |[Enforce MX/DOM
(F7 4L k) 500 L 1 Domain
FTRIITWARWN KA A > OBRFEIE 500, 1 K H 720 OZA58E BT HIER

(7741 F) |50 2L i MXIP

FRENTWRNWRAAL D A=)V F— 7 = A O REFHKIT 500, 1 K#H7-
0 D2 A5 3BT M) PR

partner.com ‘10 ‘500 ‘60 ‘Donnnn

partner.com D¢ XTDHZ — k7 = A 8 10 HOBEF &A1 HHE OB KRZELEKIT
500

101.202.101.2 \500 \f; L \0 ‘MXIP

IP 7 KL ADFETE
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Ny FRA

destconfig AV FON Yy FEREEMT DL, kD CLI 2~ FOFXT

DEREZ FITTE £,
o B LWSESEHIET — 7 L OFERL

destconfig new <profile> [options]

o WA OLEHIET — 7 L O

destconfig edit <default|profile> [options]

o BEMEDSEEHIET — 7 L DHI%R

destconfig delete <profile>

o SEMEHIHT NY O—EFR

destconfig list

o 1 DO EFIITTRTOL N OFEMOIER

destconfig detail <default|profile|all>

o BEFEOSEEHIET —T A b T _RTo= 2 MY ZHIR

destconfig clear

o TFANMDLDT—TINDA LIR—F

destconfig import <filename>
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o T—TNDT 7 AN~DITT AKR— K

destconfig export <filename>

edit BEWnew Ny F a<w 2 FTIE, BHALEFEFEHL TEEZRTZ LI
LV, UTOATva 2EBOBETHRETEET, HELRP oA TV a
VIR, edit ZHFALZHEAIIELEINT, new 2 H LI2HEIET 7 4V MEIZ
REINET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or
per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency is system
wide or by Virtual Gateway (tm) .

max messages per connection=<int> - The maximum number of messages that
will be sent per connection.

recipient limit minutes=<int> - The time frame to check for recipient
limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of
time.

use tls=<off|on|require|on verify|require verify> - Whether TLS should be
on, off, or required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

%l : # L\ destconfig T k1) DYERL

WOFITIL, BIED destconfig T MU ZHEmEICH A LET, 51T, RAA
¥ partner.com DHF LT b U ZIERLET, ZO AL o0 TE, &
RFRHE S 100, 60 7380720 OZAFERIRA 50 IZRESNET, Lieho
T, VAT AE FAA Y partner.com (ZxF L, 1 BFEIZ 100 %48 % 2 Bt & 7

[ oL-23407-01-J
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MET, S0 BBAIREBRICAvE—VERELEEAL, TORAAL IR Y
YA TaTZ A MEEY B THENRT, TLS REITRTESNEFA, KEIZ, £
BREROTDICH IS, EEINET,

% 3-87 destconfig Ol : SEEFET— ITILORE

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list

Rate Bounce Bounce
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% 3-87 destconfig Ol : SEEFET— ITILORE

Domain Limiting TLS Verification Profile

(Default) On Off Off (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
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% 3-87 destconfig Ol : SEEFET— ITILORE

Do you wish to configure a concurrency limit for partner.com? [Y]> y

Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]>
n

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.

[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".

[1> 50

Select how you want to apply the limits for partner.com:
1. One limit applies to the entire domain for partner.com
2. Separate limit for each mail exchanger IP address

[1]1> 1
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% 3-87 destconfig Ol : SEEFET— ITILORE

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging
setting for

this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

[ oL-23407-01-J
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% 3-87 destconfig Ol : SEEFET— ITILORE

Changes committed: Wed May 31 21:30:47 2006 GMT

Bl: OV R FAT7AILE TLS BE
ZORFITIE, R AA » newpartner.com |ZHf LV destconfig T b U ZFE L
F9, TLS #HnMnETT, £/2. ZOBITIL, FAA 2V bounceprl ([T 7%
WO A TuT7 s A LOfmEE] (P185) &) LWnwHINT X T
77 AN%E KAA L newpartner.com ~DT X TDEF A —VEEIFEHEINS
EolTRELET,
#* 3-88 destconfig Dl : /IXH VR TOT7AILE TLS BREDIETE

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.
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& 3-88

destconfig Ofl : /AH VR FOT7AIJIE TLS

BEDEE

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do

Do

Do

Do

Do

you

you

you

you

you

No

Preferred

wish

wish

wish

wish

want

Required

to

to

to

to

to

configure a concurrency limit for newpartner.com? [Y]> n

apply a messages-per-connection limit to this domain? [N]>

apply a recipient limit to this domain? [N]> n

apply a specific TLS setting for this domain? [N]> y

use TLS support?

Preferred(Verify)

[ oL-23407-01-J
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% 3-88 destconfig Ofl : /AH VR FOT7AIJIE TLS

BEDEE

5. Required (Verify)

[1]1> 3

You have chosen to enable TLS. Please use the 'certconfig' command to
ensure that there is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging
setting for this domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default

2. New Profile

[1]1> 1

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
m. OL-23407-01-J |




% 3-88 destconfig Ofl : /AH VR FOT7AIJIE TLS

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

BEDEE

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Reqgq On Default
(Default) On Off Off (Default)

Enter the domain name to view,

default, or enter ALL to view details for all:

[1> all

or enter DEFAULT to view details for the
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% 3-88 destconfig Ol : /A VR FOT7ALILE TLS BREDIE
newpartner.com

Maximum messages per connection: Default

Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways
TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.

mail3.example.com> commit
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% 3-88 destconfig Ml : 1AV VR FOAT7AILE TLS REDIETE
Please enter some comments describing your changes:

[1> enabled TLS for delivery to newpartner.com using demo certificate

Changes committed: Wed May 31 22:05:57 2006 GMT

Bl &E THREEE

ZORITIH, A—NERNBIZNV—TF7 =27 ¥ —3 exchange.example.com | A
2y b TTBHD destconfig T MU EERLET, ZOWNEF— HD
DRMEEEE ) X, T 7 0 v 7 DRI KT 2RRIHICEEERAT 7V —T7 0 =
7 =22y MY S LET, ZOFITIX, TronPort 77T A 7 2 A1,
W7 V—"7"7 =7 % —,3 exchange.example.com (X L. 1 ZfIZ 10 #H# %
2 Rt 2 L3, 1000 # R DZEHICA yE—VaRELEEA, A
TUA T Ty ANE TLS EEITREINET A,

% 3-89 destconfig MYl : EE MEEEE)

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




% 3-89 destconfig MYl : EE MEEEE)

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com?
(Y]>y

Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.

[60]> 1
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% 3-89 destconfig MYl : EE MEEEE)

Enter the max number of recipients per 1 minutes for
"exchange.example.com".

[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:
1. System Wide
2. Per Virtual Gateway (tm)

(11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging
setting for this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.
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% 3-89 destconfig MYl : EE MEEEE)
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Changes committed: Wed May 31 22:25:28 2006 GMT

mail3.example.com>
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Bl : T O0—/NILERE
ZoFITIE, TLS B#id TLS 77— M B L UGEAELZRE L F7,
#* 390 destconfig : ¥ O—/VLERTE
Choose the operation you want to perform:
- SETUP - Change global settings.
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but
this will not be secure.

1. partner.com
2. Demo

Please choose the certificate to apply:

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
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% 3-90 destconfig : ¥ A—/NLERTE

[1]1> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

hostrate

EiEA

BEDFEANDT VT4 ET 4 2E=X LET,

fELNA
FEE : 2o~ R Tcommit] IM4EHY T8 A,
ISRRGHE . —pa~y Nii~vly B— FCOREHFATEET,
NyF a=VR: Zoavr FEANyFRERAZFFR—FLTWERA,
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&

hoststatus

g&

BA

& 3-91

hostrate

mail3.example.com> hostrate

Recipient host:

[1> aol.com

Enter the number of

[10]> 1

Time

23:38:23

23:38:24

23:38:25

~C

Host

Status

up

up

up

seconds between displays.

CrtCncOut

ActvRcp ActvRcp

Delta
0 0
0 0
0 0

DlvRcp HrdBncRcp SftBncEvt

Delta Delta Delta
4 0 0
4 0 0
12 0 0

hostrate 2~ R&EIET 5 (21X, Ctrl+C 2EH L £9,

B EDRA NG D AT — X X% A

L/ij—o

[ oL-23407-01-J
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fELVA
FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,
TIGRRER . —pav L Ni~viy E— R TORMEATEET,
NyF avwryR: Zoavy RNy FEREZSFR—FLTWERA,
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* 3-92 hoststatus

mail3.example.com> hoststatus

Recipient host:

[]> aol.com

Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients 1
Hard Bounced Recipients 1
DNS Hard Bounces 0
5XX Hard Bounces 1
Filter Hard Bounces 0
Expired Hard Bounces 0
Other Hard Bounces 0
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= 3-92 hoststatus ()
Delivered Recipients 0
Deleted Recipients 0
Gauges:
Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Connections
Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003

Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)

Preference IPs

15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57

15 64.12.138.57 64.12.136.153 205.188.156.122
15 64.12.138.57 64.12.137.152 64.12.136.89
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= 3-92 hoststatus ()
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121

MX Records:

Preference TTL Hostname

15 52m24s mailin-01l.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE

(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):

Host up/down:up

Last ActivityWed Nov 13 13:47:02 2003

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




* 3-92 hoststatus (#X)

RecipientsO

example.com (PublicNet 023):
Host up/down:up
Last ActivityWed Nov 13 13:45:01 2003

Recipients

oldmessage

'.E_Iullg

BA

VAT AEORLHEWIEREA vE—YO MID &~y X —%5F R LET,

fELNA
FEE : 2o~ R commit IZ4EH Y 8 A,
JIGREEH . ZDav L NEvyr E— NTOAFEHTEET,
RNRyF azwryF: Zoavwy FERNy FELEFR—-—FLTHEEA,

%

WOHITIE, HTWA Yy E—VE2RRLET,
% 3-93 oldmessage

mail3.example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old
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rate

558

ELVvA

% 3-93 oldmessage (#%)

Received: from test02.com ([172.19.0.109])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

A=V DOAN—Ty hEE=Z LET,

FEE : Z Dz~ KIZ Tcommit] 1ZHEHY FH A,
JGRAREHE . —Da~vy NIvyy E— RTOLEHTE TS,
RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

[ oL-23407-01-J
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* 3-94 rate

mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1

Hit Ctrl-C to return to the main prompt.

Time Connections Recipients Recipients

In Oout Received Delta Completed
23:37:13 10 2 41708833 0 40842686
23:37:14 8 2 41708841 8 40842692
23:37:15 9 2 41708848 7 40842700
23:37:16 7 3 41708852 4 40842705
23:37:17 5 3 41708858 6 40842711
23:37:18 9 3 41708871 13 40842722
23:37:19 7 3 41708881 10 40842734
23:37:21 11 3 41708893 12 40842744
~C

redirectrecipients

Delta

11

12

10

Queue

K-Used

64

105

76

64

64

67

64

79
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OL-23407-01-J |



£
A
A
fELNVE
Ny FH
£l

TRTOA v E—VFHMOY L— KA MIUXA L2 FLET,

EEM Idevinull THEIRBRIF AL UIZUFA LI FEhiAvE—D>E
bhFET, COCLIE, TOKIBRASDIZA—UINYFALA LI FEIATE
EHERTLEEA, AvE—CFIVFALY T BHIC. BERFAA2D
SMTP L— hEHERB LTS,

CORR NSO KED SMTP A —)LZZETEDESCEMEINTULELEKRR
FEREIP7 FLRICZEFEZVFALI MTHE, A yvtE—DONRNOURE
h, A—BKRDhhSRIEENHY FT.

FEE : ZD o~ RIZ Tcommit] 1ZM4EHY FH A,
TIGRRER . —pav L Ni~viy E— R TCOREATEET,
RNyF azwy R Zoavwy MRy TRz R - LTHET,

redirectrecipients A< KONy FEXEFEHTH L, /KD CLI 2a~w> F
DT X TOWRELZFATTEET,

o TRTDRA—NERFIDRAMEIZTIP T FLRIZY XA L7 FLET,

redirectrecipients host <hostname>

WOBITIE, T_XTHOA—/L% example2.com 7F A MY A1V 7 FLET,

mail3.example.com> redirectrecipients

[ oL-23407-01-J
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Please enter the hostname or IP address of the machine you want to
send all mail to.

[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not
prepared to accept large volumes of SMTP mail from this host will
cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to
"example2.com"? [N]> y

Redirecting messages, please wait.

246 recipients redirected.

resetcounters

H- BA

VAT LANDOTRTCOD 2 E )y FLET,

fELVA
FEE : Z=a~ 2 RIZ Tcommit] 1 TH4EHY FH A,
ISRBEW . —pav L NEIviy BE— RN TORFEHTEES,
NRyF awryR: Z0oa<vry RNy FEXLEZSTR—F L TWWEREA,
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&

& 3-95 resetcounters

mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003

removemessage

'.E_Iullg

BA

BWEDAyE—VID DAy E—VERRITHIRLET,

removemessage 2~ R TIL, {E¥Fx=2—, BFRiTxa—, T3z =—
NORAyE—VDRZHIRTEET, VAT LOREICL-TIE, ZhbHD
X2 —ZBNTT I T AT A E—UNEENTWRWEAENHD £7°,

fELNA
FEE : ZD o< KIZ Tcommit] 1ZM4EHY FH A,
JSGREBE . “Da~<vy Rid~wyy T— RToORMFHTEET,
NRyF awrs R Zoavy RigRXNyFELEZTR—FLTHWEREA,
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#* 3-96 removemessage

example.com> removemessage 1
MID 1: 19 secs old

Received: from example2.com ([172.16.0.1021)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing

Message-Id: <20070302035041.67424.53212Q@test02.com>

Remove this message? [N]> y

showmessage

i

BEENIEAYE—VID DAY=V A v E—VARTEFRLET,

ELVvA

FEE : ZD o< KIZ Tcommit] 1ZM4EHY FH A,
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%

JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

& 3-97 showmessage

example.com> showmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from example2.com([172.19.0.1097)
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23Q@test02.com
To: 4031@example.com
Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com>

This is the message body.

showrecipients

3558

Fa—HNDA Y=V %ZEEHEARA MIEIX Envelope From 7 K L 2 FIZ&
RTDEMD, TRTCOAvE—VEFRRLET,

[ oL-23407-01-J
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ELVA

INYTFER

]

FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,
TIGRRER . —pav L Ni~viy E— R TORMEATEET,
RNRyFa<wryR: Zoavry RNy FERXZYFR—FLTWET,

showrecipients <Y KONy FEREHEHT L L, /KD CLI 2~ FOT
NRTOWREEZFITTEET,

.+ ZAGEBAPATORA Y-V ORFE

showrecipients host <hostname>

e Envelope From 7 KL A THO A v — YO

showrecipients [sender options] <sender email>

KD sender_option Z A TX E£ 7,
--match-case 7 KL ADZ—WLE /) DO KRILTF E/NLTF % KB LTz —3,
o TRTOAyE—VOMRK

showrecipients all

WOFITE, F2—NIZHDLIT R TOZEHERANDA v E—VEFRLET,

mail3.example.com> showrecipients

Please select how you would like to show messages:

1. By recipient host.
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2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456@ironport.com Testing
[0] [0] 9554@example.com

1522 1230 userl23456@ironport.com Testing
[0] [0] 3059@example.com

1529 1230 userl23456@ironport.com Testing
[0] [0] 7284@example.com

1530 1230 userl23456@ironport.com Testing
[0] [0] 8243@example.com

1532 1230 userl23456@ironport.com Testing
[0] [0] 1820@example.com
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[ oL-23407-01-J




1531

1535

[0]

1533

[0]

1536

[0]

status

1230

userl23456Q@ironport.

9595@example.com

userl23456Q@ironport.

8778@example.com

userl23456Q@ironport.

1703@example.com

userl23456Q@ironport.

3052@example.com

userl23456Q@ironport.

511l@example.com

com

com

com

com

com

Testing

Testing

Testing

Testing

Testing

status =~ K, IronPort 7 7 I A T LV ADV AT A AT — X AR T 5H7=
OIZFEHLET, ldetail)] 7> ay (RAT7T—XAOFM) M2 &, B

BB FRENET,

fELNA

FEE : 2o~ R Tcommit] I4EHY T8 A,
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,
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# 3-98 status

example.mail3.com> status

Enter "status detail" for more information.

Status as of:

Up since:

Last counter reset:

System status:

Oldest Message:

Feature - IronPort Anti-Spam:

Feature - Receiving:

Feature - Sophos:

Tue Aug 02 14:03:53 2005 PDT

Tue Aug 02 10:27:22 2005 PDT (3h 36m 3ls)

Tue Aug 02 10:24:51 2005 PDT

Online

No Messages

25 days

25 days

25 days

Feature - Virus Outbreak Filters: 25 days

Feature - Central Mgmt:

Counters:

Receiving

Messages Received

Recipients Received

Rejection

29 days

Reset Uptime Lifetime
0 0 2
0 0 2
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% 3-98 status (%)
Rejected Recipients 1 1
Dropped Messages 0 0
Queue
Soft Bounced Events 0 0
Completion
Completed Recipients 0 0

Current IDs

Message ID (MID)

Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 0
Messages In Work Queue 0
Messages In Quarantine 0
Kilobytes Used 0
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# 3-98 status ()
Kilobytes In Quarantine 0
Kilobytes Free 39,845,888

tophosts

Bl

BFA—N F2—ICHTIBEDEREZEG L. HEDOZEHRA MIEED
B (F2— DKL) D508 9 0% 3 5I121E, tophosts I~¥ 2 K

M LFE T, tophosts 2~ Flit, F=2—WND 20 DZEFEDY A F %K
LET., VANI, 77740 7%EH. BiEER, BEHAZESE. V7 F A

DA ARY N, BEXON— R AT RENEZEE LY, SESERHEE

WAl Yy — X ET,

fELNA
FEE : Za~< 2 RIZ Tlcommit) (IMEH Y T A,
JGRAGHE T pa~y Riivyy E— R CORFEHATEET,
RNRyFawryR: Zoavy RNy FEXRZYVR—F L TWERTA,
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#* 3-99 tophosts

mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4., Soft Bounced Events

5. Hard Bounced Recipients

[1]1> 1

Status as of: Mon Nov 18 22:22:23 2003
Active Conn. Deliv. Soft Hard

# Recipient Host Recip Out Recip. Bounced Bounced

1 aol.com 365 10 255 21 8

2 hotmail.com 290 7 198 28 13

3 vyahoo.com 134 6 123 11 19

4 excite.com 98 3 84 9 4

5 msn.com 84 2 76 33 29

mail3.example.com>
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topin
BT

BRESROBDIEI LAORA FE2RRLET,
ELVA

FEE : Z0=a~ 2 FIZ Tcommit] 1ZMEH Y XA,
JSGREBE . “Da~<vy Rid~wyy T— RToORMBHTEET,
RyFa<wryR: Zoavry RNy FERXEZYFR—FLTWEREA,
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& 3-100

topin

mail3.example.com> topin

Status as of:

# Remote hostname
Imail.remotedomainOl.com

2 mail.remotedomainOl.com
3 mail.remotedomainO03.com
4 mail.remotedomain0O4.com

5 mail.remotedomain05.com

6 mail.remotedomain06.com
7 mail.remotedomainO7.com
8 mail.remotedomain08.com
9 mail.remotedomain09.com

10 mail.remotedomainlO.com

11 mail.remotedomainll.com
12 mail.remotedomainl2.com

13 mail.remotedomainl3.com

Sat Aug 23 21:50:54 2003

Remote IP addr.

172.16.0.2

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

l6.

16.

16.

16.

16.

l6.

16.

16.

16.

16.

16.

16.

.10

.11

.12

.13

.14

listener

Incoming01l

Incoming02

IncomingO1

Incoming02

Incoming01

Incoming02

Incoming01

Incoming01

Incoming01l

Incoming01

Incoming01l

Incoming02

Incoming0O1

[ oL-23407-01-J
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& 3-100

14

15

16
17
18
19

20

unsubscribe

H- BA

mail.

mail.

mail.

mail.

mail.

mail.

mail.

topin (FiX)

remotedomainlé4.

remotedomainl5

remotedomainlé

remotedomainl?

remotedomainl8

remotedomainl9.

remotedomain20

com

. com

. com

. com

.com

com

. com

172.

172.

172.

172.

172.

172.

172.

16.

16.

16.

16.

16.

16.

l6.

Ja— N )VEMEEIEY A N EEHLET,

ELVA

.15

.16

.17

.18

.19

.20

.21

FEE . Zoa~ 2 R Tlcommit] NMHETT,

PSRBER . Zpavy NE, TRRTOYY Y BE—F (VF9RE, TLr—7F,
~vy) THHATEET,
RNRyF azwryF: Zoavy MERny FELE Y R—FLTHEEA,

Incoming01

Incoming01

Incoming01

Incoming01

Incoming02

IncomingO1

Incoming01
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ZOFEITIX, 7 FL A userlexample.net N7 B — NLEMEEIEY A MBI E
. AvE=—UEANA—R AT URATDIHICHERAREINEST, 20T FL
ACKEENDA v E—VEFAY L RENET, BREOEMICA vy E—URAY
YASHET,

= 3-101 unsubscribe

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as

"@example.com" or "user@" are allowed, as are IP addresses. Partial
hostnames such as "@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

[ oL-23407-01-J
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= 3-101 unsubscribe (fE¥)

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop

2. Bounce

(11> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.
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workqueue

H- 2]

ELVA

= 3-101 unsubscribe (fE¥)

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe

Changes committed: Thu Mar 27 14:57:56 2003

FEXa—DOFHEILRAT — X 22 FRBIOEHLET,

FEE : Z=a~ 2 RIZ Tcommit] 1 IH4EHY FH A,

[ oL-23407-01-J
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%

JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

#* 3-102 workqueue : fEEX 1 —DFHTO—FEIL

mail3.example.com> workqueue

Status: Operational

Messages: 1243

Manually pause work queue? This will only affect unprocessed messages.
[N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server

Messages: 1243

HEOANIMEETT, BEEZAINLZ2WEEA, ZOHBEIL loperator
paused] & LTCurZIZREINFET,
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WOFITIE, EEXF2—NHEREINET,
% 3-103 workqueue : —HELEhi-FX1—DEM

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server

Messages: 1243
Resume the work queue? [Y]I> y

Status: Operational

Messages: 1243

R2YEI—FVTEREIRY FT—9 Y=L
XTI, RO CLL o~y RIZoWTHiA L £,
e ctherconfig
* interfaceconfig
* netstat
¢ nslookup
* ping
¢ routeconfig
* setgateway
e sethostname
¢ smtproutes
¢ sslconfig

e telnet
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* traceroute
etherconfig

H- 2]

AT A TERE, NIC<X7 VU7, VLAN §&E, DSRFEEREDA —V X v %
ExEITVET,

fELVA
FEE : ZD=a~ 2 Fix Tcommit] 2BASETY,
PSRFEBE . Cpavy FiE<wvy T— RTCoOAFEHTEET,
NyF avwryR: Zoavy RNy FERESFR—FLTWERA,
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AT4TE

TE DB

x® 3104 etherconfig : A T4 FPREDIRE

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> media

Ethernet interfaces:
1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:£f3:ba:6d
2. Data 2 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6e

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.

(1> 2

[ oL-23407-01-J
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= 3-104 etherconfig (&) : A T4 7REDHRE (&%)

Please choose the Ethernet media options for the Data 2 interface.
1. Autoselect

2. 10baseT/UTP half-duplex

3. 10baseT/UTP full-duplex

4. 100baseTX half-duplex

5. 100baseTX full-duplex

6. 1000baseTX half-duplex

7. 1000baseTX full-duplex

[1]1> 5

Ethernet interfaces:
1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6d

2. Data 2 (100baseTX full-duplex: <100baseTX full-duplex>)
00:06:5b:f3:ba:6e

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1>
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= 3-104 etherconfig (&) : A T4 7REDHRE (&%)
Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>
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etherconfig A< > FZ#E 2= NICR7 ) 5 DA F—T )ik

% 3-105 etherconfig: NIC R7 Y5 DA4 Rx—T )Lk

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:

Choose the operation you want to perform:

- NEW - Create a new pairing.

[1> new

Please enter a name for this pair (Ex: "Pair 1"):

[1> Pair 1

1. Data 1

2. Data 2

l_Cisco IronPort AsyncOS 7.5 CLI Y 27 LR Hi4 F
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% 3-105 etherconfig: NIC R7 YV 5DA4 RX—T Ik HFE)

Enter the name or number of the primary ethernet interface you wish bind

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1>

NIC R7 Y o HFIZxt9 B failover T FOFEMA

ZOFITIE, FEIOT7 = — A —N"—%FT L, Data2 f V' H—T = A A&
W7o 4 <) A2 —T7 x4 A LET, CLI TEEZMERT DI,
status 7 a~ 2 REEITTALERDH Y £,

% 3-106 etherconfig : FE)T® failover 27> FOFHST

mail3.example.com> etherconfig

Choose the operation you want to perform:

[ oL-23407-01-J
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% 3-106 etherconfig : FE) T failover a7 > FOHRT (HKE)
- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1> failover

Paired interfaces:
1. Pair 1:
Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up
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% 3-106 etherconfig : FE) T failover a7 > FOHRT (HKE)

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1> status

Paired interfaces:
1. Pair 1:
Primary (Data 1) Standby, Link is up
Backup (Data 2) Active, Link is up
Choose the operation you want to perform:
- FAILOVER - Manually failover to other port.
- DELETE - Delete a pairing.
- STATUS - Refresh status.

(1>

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

[ oL-23407-01-J
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% 3-106 etherconfig : FE) T failover a7 > FOHRT (HKE)

- LOOPBACK - View and configure Loopback.

[1>

etherconfig <> FIZ& %% L LY VLAN OERL

ZOfF T, Datal A— k Fiz 2 5D VLAN (VLAN 31 & VLAN 34) % {Ef%
L%,

* 3-107 etherconfig : ¥ L LY VLAN D1ERE

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
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= 3-107 etherconfig : $TL ULV VLAN O/ERK ()

[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 34 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 31

Enter the name or number of the ethernet interface you wish bind to:

[ oL-23407-01-J
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= 3-107 etherconfig : $TL ULV VLAN O/ERK ()
1. Data 1
2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 31 (Data 1)

2. VLAN 34 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>
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etherconfig A< > FIZC&BINL—TNRv Y £ 3= A ADA F*—T )Lk

AR =T NNl TV —=T Ry LB =T =2 AT, DA H—T = A R
(Datal 72 &) EEIC X IcHbhEd,

% 3-108 etherconfig: =TIV Y A A—T L ADA4 x—T )Lk

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANSs.

- LOOPBACK - View and configure Loopback.

[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable Loopback Interface.

[]1> enable

Currently configured loopback interface:

1. Loopback

Choose the operation you want to perform:

[ oL-23407-01-J
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# 3-108 etherconfig: b—TFTRYy P A B —D L ADA =TI EHEE)

- DISABLE - Disable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>

interfaceconfig

'.E_Iullg

BA

fELNA

Ny FER

A =T oA RERELET, A 25— = A REAER, T, HIRCX %
$o FTP ZA X —7 WL, IPT RLVRAZEEL, A —¥ Xy FIPT FL X%
RETEET,

FEE . Z Do~ R lcommit] NHETT,
JIRAEER : Zoavr N~y =R TOAEHRATEET,
NRyFawry R Zoavy RNy FERXRZYFR—FLTWET,

interfaceconfig 2 v Y RONy FEXEZFHTL L, kD CLI =2~ FD
TR ORI FATCE ET
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o LAV H—T=A ZADIERL
interfaceconfig new <name>
<ip address>

<ethernet interface>

<netmask>
<hostname>
[--ftp]
[--telnet]
[--ssh]
[--http]

o A VB —T A ADHIK

interfaceconfig delete <name>
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=

Bl: 428 —x4 ADEE

% 3-109 interfaceconfig: 4 Y3 —7 4 ADKE

%IPII

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)

2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

(1> 1

IP interface name (Ex: "InternalNet"):

[Data 1]>
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% 3-109 interfaceconfig: 4 YA —J7 x4 ADHE HIEE)
IP Address (Ex: 192.168.1.2):

[192.168.1.1]>

Ethernet interface:

1. Data 1

2. Data 2

3. Management

[1]1>

Netmask (Ex: "255.255.255.0" or "Oxffffff00"):

[255.255.255.0]>

Hostname:

[mail3.example.com]>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Telnet on this interface? [N]>

Do you want to enable SSH on this interface? [N]>
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% 3-109 interfaceconfig: 4 YA —J7 x4 ADHE HIEE)

Do you want to enable HTTP on this interface? [N]> y

Which port do you want to use for HTTP?

[80]> 80

Do you want to enable HTTPS on this interface? [N]> y

Which port do you want to use for HTTPS?

[443]> 443

Do you want to enable EUQ HTTP on this interface? [N]

Do you want to enable EUQ HTTPS on this interface? [N]

You have not entered a certificate. To assure privacy,

'certconfig' first. You may use the demo certificate

to test HTTPS, but this will not be secure.

Do you really wish to use a demo certificate? [Y]> y

run

Both HTTP and HTTPS are enabled for this interface, should HTTP requests

redirect to the secure service? [yi>
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% 3-109 interfaceconfig: 4 YA —J7 x4 ADHE HIEE)

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Data 1: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data 2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> enabled HTTP, HTTPS for Data 1

Changes committed: Mon Jul 7 13:21:23 2003

mail3.example.com>
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#l : IronPort X/\L 4% URL OE=H

Wiz, IronPort A XA URL 24 F 4 A60% 58 LE9,
£ 3-110 IronPort R/{43%E URL OZEE

mail3.example.com]>interfaceconfig

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

(1> 3

IP interface name (Ex: "InternalNet"):

[Management] >
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£ 3-110 IronPort R/{L#%E URL DEE (HS)

Which port do you want to use for HTTP?

[80]>

Do you want to enable IronPort Spam Quarantine HTTP on this interface?
[yr>

Which port do you want to use for IronPort Spam Quarantine HTTP?

[82]>

Do you want to enable IronPort Spam Quarantine HTTPS on this interface?
[Yl>

Which port do you want to use for IronPort Spam Quarantine HTTPS?

[83]>

You have not entered an HTTPS certificate. To assure privacy, run
"certconfig" first.

You may use the demo, but this will not be secure.

Do you really wish to use a demo certificate? [Y]>

Both HTTP and HTTPS are enabled for this interface, should HTTP requests
redirect to the secure service? [Y]>
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£ 3-110 IronPort R/{L#%E URL DEE (HS)

Both IronPort Spam Quarantine HTTP and IronPort Spam Quarantine HTTPS

are enabled for this interface, should IronPort Spam Quarantine HTTP
requests redirect to the secure service? [Y]>

Do you want Management as the default interface for IronPort Spam
Quarantine? [Y]>

Do you want to use a custom base URL in your IronPort Spam Quarantine
email notifications? [N]> y

Enter the custom base URL (Ex: "http://isqg.example.url:81/")

[1> http://ISQ.example.com:82/

You have edited the interface you are currently logged into. Are you sure
you want to change it? [Y]> y

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)
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% 3-110 IronPort R/3L8% URL OZEE #E)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

nslookup

'.E-IDII:I

BA

nslookup 2~¥ 2 RZfEf35 &, DNS O#aEZT A R TEx £,

nslookup I< 2 RTiX, 77 T4 7 AMHEEL TV % Domain Name
Service (DNS; KA A Y R—A H—ER) $—NEHEHLTHKRX MNP 7 F
VAZRR L CEETED I 2R TEET,

£ 3-111 nslookup AX Y KDY ITY— 47

9T)—0

247 EL)]

A RA MDA T —=Fy 8T LA

CNAME A YT AOERDOL R

MX A=)V I AF =T %

NS fRE LY —rOx—2n F—n

PTR ST —BA L H—Fy N T RLADBAERA M, %5 TRV
Bl DO IFRICKTT D RA X

SOA KA A @ [start-of-authority (HEEOBILA) | 1F#H

TXT T XA MEH
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netstat

&R

netstat 2~ REFEMATHE, *v hT—TEfE GEREBLOHEE). v—

TAVYT T—TN, BLOZEISERRX Yy NIV—F SV F—T =4 ZARFHEH
ERRICEET, ZONA—=Va TIETRTOSHEBRY R — bbbl Tldk
W EICHEBLTLEX N, FHTERWVBIEIE, -a. -A, -g. -m, -M, -N,
STCTT, ZO0Oa~vr RNEFA 4777 47 E—FTOETEZHBHE LTS
O, netstat x AT LB TLR—FORNEE 5 DOF T arnbLBIRTEFE
T, o, VRV TAHAL U H—T 2 A AELFRROMBHLIEETE 7,

LA
FEE : ZD < RIZ Tcommit] 1ZMHEHY TH A,
JIGREER . —Da~v RIvyy E— RTORFEHTE T,
RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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= 3-112 netstat

example.com> netstat

Choose the information you want to display:

1. List of active sockets.

2. State of network interfaces.

3. Contents of routing tables.

4., Size of the listen queues.

5. Packet traffic information.

[11> 2

Select the ethernet interface whose state you wish to display:
1. Data 1

2. Data 2

3. Management

4. ALL

[1>1

Show the number of bytes in and out? [N]>

Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop

Data 1 1500 197.19.1/24 example.com 30536 - 5 -
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£ 3-112 netstat ()

example.com>

ping

H 1)z
ping A~V REHEHTDHE, TTIATVAMPB Ry hU—F RA F~D
Wi T A N TEE£T,

fELVA

FEE : 2 a~ 2 RIC Tcommit) (TMEH Y T A,

PSREBE ZDav L NEviry BE—RTORFEATEXEST, &HlT, =
Da<wyRiEIaelA4y RmAN (—=FRal A Lizvyy) TORMEATE
F9, Zoav s NEEATIE, e—FI N 77 AN VAT AT 7 EAT
XDOMENRDHY T,

RNRyF aeryR: Zoavy RNy FEXRZYFR—F L TWERT A,
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® 3-113 ping

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

(11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (x.x.x.x): 56 data bytes

64 bytes from 10.19.0.31: icmp seq=0 ttl=64 time=1.421 ms
64 bytes from 10.19.0.31: icmp seg=1 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp seq=2 ttl=64 time=0.118 ms
64 bytes from 10.19.0.31: icmp seq=3 ttl=64 time=0.115 ms

64 bytes from 10.19.0.31: icmp seg=4 ttl=64 time=0.139 ms
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()

routeconfig

H- 2]

® 3-113 ping (KE&)

64 bytes from 10.19.0.31: icmp seq=5 ttl=64 time=0.125 ms
64 bytes from 10.19.0.31: icmp seq=6 ttl=64 time=0.124 ms
64 bytes from 10.19.0.31: icmp seg=7 ttl=64 time=0.122 ms
64 bytes from 10.19.0.31: icmp seq=8 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp seq=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp seq=10 ttl=64 time=0.115 ms
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms

~C

ping I~ REETT5HI121E, Ctrl+C ZHEH L E5,

routeconfig A~v Y REMHHTAHE, TCP/IP N7 7 4 v IV DAET 4 v 7 b—
NEER, e, HIBRTEET, 740 FTIE, N7 7 4 v 71 setgateway
AV RTRESINTZT 74NV F— U oA BRHTL—T 4 VT ENET,
7272 L. IronPort AsyncOS TITFFEDITE~DN—T 4 7 HARETT,
=R, =y 7 x—n (BHH)., 5k BEOS— U oA THEESNLET,
F=rUxzAf (FZ AL Ay T) 1, 10.1.1.2 7 EDIP 7 FLATY, kT
RONVT IR £,
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e IP7 FL A (192.168.14.32 72 &)

e CIDR E£FEICLDY TRy b T2& 21E, 192.168.5.0/24 12 192.168.5.0
M 192.168.5.255 FTHDIZTAC Ry T —7 &EKEEKLET,

IDavwry RTHE, BIERESN TS TCP/IP L —bD Y 2 MNERENDD
T, FI0bHN— b EER L Tedit BELWdelete W7 a~vr REEHTE E
7,

fELNA
FEE : Z Do~ R fcommit] 2BASETI,
JIGREER . ZDa~v Ni~vdry E—FTCOREATEET,
NRyFas s/ R:Zoavwy KNy FEXZSFR—FLTWEREA,
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% 3-114 routeconfig

mail3.example.com> routeconfig

Currently configured routes:
1. WestNet Destination: 192.168.11.0/24 Gateway: 192.168.14.2

2. EastNet Destination: 192.168.13.0/24 Gateway: 192.168.14.3

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1> new

Please create a name for the route:

[]> EuropeNet

Please enter the destination IP address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.

[1> 192.168.12.0/24
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= 3-114 routeconfig (#H%)

Gateway address for traffic to 192.168.12.0/24:

[1> 192.168.14.4

Currently configured routes:

1. WestNet Destination: 192.168.11.0/24 Gateway: 192.168.14.2
2. EastNet Destination: 192.168.13.0/24 Gateway: 192.168.14.3

3. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Created new static route

Changes committed: Mon Jan 01 12:00:01 2003
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setgateway

&R

setgateway IV RTIX, XFry "NENL—T 4 U7 TEHLEIRHTET 74
WNEDAXR T AN KRy TEFRELET, B (T 740 TR F—bho=x
A 1%, routeconfig I~V FZHEHALTCHRELET,

ELVvA

FEE : 2D~ RiE Tcommit] 2AMETY,

PIGREEHE . Zpavy NI, T RTOY Y T—F (53R, T A—F,
v y) THEATEET,

NRyF awrs R Zoavy RigRNyFELEZTR—FLTHWEREA,
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= 3-115 setgateway

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current
connection to be interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Changes committed: Mon Jan 01 12:00:01 2003

sethostname

'.E-IDII:I

BA

fELNA

HRANE, CLI 70> 7 N TURAT AE#BNTABRICER SVE T, i
KA NGB AT DHHMENRH Y 9, sethostname 2~ KL, IronPort 775
AT VADLETERTELET, FRAA ML, commit 2~ REFITLTHI
OTHEICRY 7,

FEE : Z Do~ Rk fcommit] 2SS TI,

[ oL-23407-01-J
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JSREEE . Zavr NI, TRTOIr ET—F (52K, TLr—7,
~vy) THEHATEET,

RyFa<wVR: Zoavry RNy FERXZYFR—FLTWEREA,

* 3-116 sethostname

oldname.example.com> sethostname

[oldname.example.com]> mail3.example.com

oldname.example.com>

RANLDOERZGNTT HITIE, comnit I< 2 REANTHZLENH Y £17,
HRANGOEELZETDHE., CLIZa P MIFHLWEAR MABRERINE
\?‘O

* 3-117

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Apr 18 12:00:01 2003

WDOXHIZH LWERA RN T 7 MFRRENET,

mail3.example.com>
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smtproutes

&R

ELVvA

INYTFER

KHERI7e RAA CHREERE L ET,

FEE : ZD o~ Kt Tcommit] 2SSE T,

PIGREEHE . Zpavy NI, T RTOY Y T—F (FFRAF, T A—F,
v y) THEHTEET,

NRyF awrs R Zoavry RNy F B2 HR—FLTWET,

smtproutes A< ROy FERXEFEHTDH L. kD CLI a~> FOT T
DHEREZ FEITTEET,

o H LU SMTP /b— k DIERK

smtproutes new <source> <destination> [destination] [destination] [...]

o BEfF®D SMTP /L— k OHIBR

smtproutes delete <source>

e SMTPV—FrDUAIDIZ VT

smtproutes clear

e SMTPV— DU X MDA

smtproutes print

[ oL-23407-01-J
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o SMIPV—FDY A DA AR—|

smtproutes import <filenames>

e SMTPLV—FDVARARNDTZ T AR—k

smtproutes export <filenames>

%

WROBFITIL, smptroutes I~ RZEMH LT, RAA Y example.com D
relayl.example.com, relay2.example.com, BLO
backup-relay.example.com ~D/L— K (v ¥ 7)) ZERLET, 507
FAF VT 4 ZHRET DI, Jpri=t ZHEMLET, #1212 0 ~ 65535 D%
BELET, ERRENVZETSTIAFV T AITELSRVET, TT7A4F VT4 %
BELRWGE., 7740 FD 0 ICRESNET,

(systemsetup 2~ FOFEITHE, InboundMail /X7 V) v 7 U A F—%RET D
LEWRERIU= Y BV EERLTWAEERS A Z LITHERELTLIEI W),

% 3-118 smtproutes

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:
- NEW - Create a new route.
- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
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#* 3-118 smtproutes
Partial hostnames such as ".example.com" are allowed.
Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com,
backup-relay.example.com

Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:
- NEW - Create a new route.
- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

[ oL-23407-01-J
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* 3-118 smtproutes

- PRINT - Display all routes.

IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

CLEAR - Remove all routes.

[1>

SMTP IL—FD RA A U F#EET BIZ(&. smtproutes -> EpIT ZFALET,

sslconfig

'.E-IDII:I

BA

TTIA T ADSSL BREXIBEET,

fELNG

FEE : Z Do~ Rk fcommit] 2SS TI,

IIGREEH . ZDa~v L N, TRXRTCHO~Y L T—F (FTAZ, TL—F,
v y) THTEET,

NyF awryR: Zoavy FERyFEREZYR—FLTWEEA,
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mail3.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

[]> gui

Enter the GUI HTTPS ssl method you want to use.
1. SSL v2

2. SSL v3

[ oL-23407-01-J
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3. TLS vl

4. SSL v2 and v3

5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl

[5]> 6

Enter the GUI HTTPS ssl cipher you want to use.

[RC4-SHA:RC4-MD5:ALL]>

sslconfig settings:

GUI HTTPS method: sslv2sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:
- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.
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- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

[]> inbound

Enter the inbound SMTP ssl method you want to use.
1. SSL v2

2. SSL v3

3. TLS vl

4. SSL v2 and v3

5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl

[5> 6

Enter the inbound SMTP ssl cipher you want to use.

[RC4-SHA:RC4-MDS5:ALL]>

sslconfig settings:
GUI HTTPS method: sslv2sslv3tlsv1
GUI HTTPS ciphers: RC4-SHA:RC4-MDS5:ALL

Inbound SMTP method: sslv2sslv3tlsvl
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Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

(>

telnet

'.E-IDII:I

BA

fELNG

FEE : 2o~ R Tcommit] I4EHY £H A,
VIGREEGH . Zpavy NiEvyy BE— RTCOREHTEEST, &6, =

Da<wy REn Ay RA N (a—VRal A Lizvyy) TORMEMATE
FT, ZOoavr REEHAT LI, e =V T7 AN VAT AT VEAT
XEHMENDHY £,

NRyFas s R:Zoavwy KNy FEXZSFR—FLTWEREA,
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# 3-119 telnet

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]1> 25

Trying 193.168.1.1...
Connected to 193.168.1.1.

Escape character is '"~]'.

traceroute
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£t Hﬂ
traceroute A<V RZHHATIHE, TFIAT U ANDLFR Yy NU—7 FRA b~
DERiET AR LT, Xy NV—T DRy FIZETEIA—T 4 v 7 OMEEZT
/§‘77‘/C°%iﬂ‘o

fELNVA

FEE : ZD =z~ RIZ Tcommit] 1ZM4EHY FH A,
JTGRREE  —pavy RiEvyr E— RTCORMEATEET, 612, =

Da<y Rl Ay RA N (a—=¥Ral A4 Lizviy) TORMEATE
F9, Z0avr REFEHATHICE, a—IV 774V VAT AT 7 EAT
XDOMENRHY T,

RNRyFavwryR: Zoavry RNy FERXZYFR—F L TWEREA,
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£ 3-120 traceroutes

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

(11> 1

Please enter the host to which you want to trace the route.

[1>10.1.1.1

Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms

2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms

mail3.example.com>

BT 4 ILA

22T, KO CLL 2wy FIZon TR LET,
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* outbreakconfig
¢ outbreakflush
e outbreakstatus

e outbreakstatus

outbreakconfig

'.E_Iullg

BA

outbreakconfig ¥ NEMHT L & BRET LV FHRELZ CLI TRIETE %
T, BB, YT ANV FEEOA F—T b, LEVEORE, BT 1
SEREDEF A=V T 7= baZETH0EIDPOREREHY 7,

=LA

FEE . Z Do~ R lcommit] NMNETT,

PGREER . Zoa<wr NE, TR_XTHO~Yr FT—F (TR EZ, TLA—7F,
~vy) THEATEET,

NyFawrsF:Zoavy RNy FRAEZ Y R—-FLTHEEA,
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£ 3-121 vofconfig

mail3.example.com> vofconfig

VOF: enabled

Choose the operation you want to perform:
- SETUP - Change VOF settings.

[1> setup

Do you want to enable the Virus Outbreak Filters? [Y]> y

Virus Outbreak Filters enabled. The current threshold is 4.

Suspicious messages with a threat level that meet or exceed this
threshold will be quarantined.

Enter your threshold value. This is a number between 1 and 5, where 1 is
a very low tolerance for risk, and 5 is extremely high:

[4]1> 2

Virus Outbreak Filters enabled. The current threshold is 2.

Suspicious messages with a threat level that meet or exceed this
threshold will be quarantined.

[ oL-23407-01-J
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£ 3-121 vofconfig (%)

VOF Alerts are sent when filetypes cross the threshold (go above or back
down below), meaning that new messages of certain types could be
quarantined or will no longer be quarantined, respectively.

Would you like to receive VOF alerts? [Y]> y

The Virus Outbreak Filters (VOF) feature is now globally enabled on the
system. You must use the 'policyconfig' command in the CLI or the Email
Security Manager in the GUI to enable VOF for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:
- SETUP - Change VOF settings.

[1>

mail3.example.com> commit

outbreakflush

Fr v a2INTWEREL—LEZT T LET,

FEE : Z=a~ 2 RIZ Tcommit] 1 IH4EHY FH A,
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JGREER . —Da~v L RIvyy E— RTOREHTE T,
RNRyFawry R Zoavy RNy FERAZTFR—FLTWERA,

* 3-122 vofflush

mail3.example.com> outbreakflush

Cached Outbreak Rules have been cleared.

mail3.example.com>

outbreakstatus

B8

fELNG

outbreakstatus 2~ NiE., BT A VAIEEEZ A X —T VI TEH0E 9 9,
AN —IL, BITEO LEWMEZR S, BT 4 VA BREOBIEOR EL R R L E
R

FEE : 2o~ R Tcommit] IM4EHY T8 A,
PSRFEBE . Cpavy FiE<wvy T— RTCoORFEHTEET,
NyF aw s R: Zoavry RNy FEREZFFR—FLTWHWERA,

[ oL-23407-01-J
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 3-123 outbreakstatus

mail3.example.com> vofstatus

Virus Outbreak Filters: enabled

Component Last Update Version
Virus Outbreak Rules Tue May 03 11:17:42 20050422 231148
CASE - Core Never 1.0.0-017

CASE - Tools Tue May 03 13:33:30 1.0.0-013

Last download attempt made on Wed May 04 10:35:35

Threat Outbreak Outbreak

Level Rule Name Rule Description

5 OUTBREAK 0002187 03 A reported a MyDoom.BB outbreak.

5 OUTBREAK 0005678 00 This configuration file was generated by...

3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Virus Outbreak Filter Rules with higher threat levels pose greater

risks. (5 = highest threat, 1 = lowest threat)
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 3-123 outbreakstatus (%)
Last update: Tue May 3 11:17:46 2005
Current Virus Outbreak Filters threshold: 3 (use "vofconfig" to change)

mail3.example.com>

outbreakupdate

'.E_Iullg

BA

CASE L —ABIR= oIy a7 OBEHFZER L E1,

fELNA
FEE : 2o~ R lcommit] IM4EHY T8 A,
JIREER : Zoavr N~y =R TOAEHRATEET,
RNyFawyF: Zoavy RNy FEREZY R - LTHEEA,

%

# 3-124 outbreakupdate

elroy.run> outbreakupdate

Requesting check for new CASE definitions
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R L —DENE

ZZ L. KO CLL 2w FIZoW T L £ 7,

dictionaryconfig
exceptionconfig
filters
policyconfig
quarantineconfig
scanconfig
stripheaders

textconfig

dictionaryconfig

'.E_Iullg

BA

arvFUY F 4o va ) ERELET,

EWA

FEE : Z Do~ Rk fcommit] 2SS TI,

IIGREEH . ZDa~v L N, TRXRTCHO~Y L T—F (FTAZ, TL—F,
v y) THTEET,

NRyFawryR: Zoavry RNy FERXRZYVFR—FLTWERE A,
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dictionaryconfig -> new ZfEH L CTF 17 > aF VU E/ERL,
dictionaryconfig -> delete L CT 47 v aF U EHIBRLET,

% 3-125 dictionaryconfig: T4 93+ 1 OERK

example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

<list of words typed here>

Currently configured content dictionaries:

1. HRWords

[ oL-23407-01-J
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% 3-125 dictionaryconfig: 744937 Y 1 DER (#EE)
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

[1>1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1>
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ZOFITIE, Isecret_words) & WO BRIDH LWT 7> aF U afERC L.,
lcodename] & W95 HEEABRERLET, T4 7 v a T UDBERESNTZH, edit
-> settings W7 a~<r REFEMA LT, KXFL/NXFOXFEHEOXY YD O
M FEEERLET,

#* 3-126 dictionaryconfig: T4 9> 3aF "l 2 DER

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_ words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

codename

Currently configured content dictionaries:

1. secret words

[ oL-23407-01-J
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= 3-126 dictionaryconfig: 74937V 2 DER (&)
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
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 3-126 dictionaryconfig: 7447337 2 DR E&E)

Do you want strings in this dictionary to only match complete words? [Y]>

Enter the default encoding to be used for exporting this dictionary:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

[ oL-23407-01-J
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= 3-126 dictionaryconfig: 74937V 2 DER (&)
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new dictionary: secret_words
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#* 3-126 dictionaryconfig: 74937V 2 DER (&)
Changes committed: Thu Feb 03 13:00:19 2005 PST

mail3.example.com>

T49>3Fr)nA4oR—F
OB T, dictionaryconfig 2 ¥ K& H LT, profanity.txt 7 F & k

77 ANVND 84 D AFE%E Unicode (UTF-8) L LTTF 427 at
profanity (A4 YA —hFLFET,

*® 3-127 dictionaryconfig: T4 2> aF DA vik—k

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> profanity

Do you wish to specify a file for import? [N]> y

Enter the name of the file to import:
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& 3-127

[1> profanity. txt

Enter the encoding to use for the imported file:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)
5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]>

84 entries imported successfully.

Currently configured content dictionaries:

1.

profanity

dictionaryconfig: T4 73 YDA viRk—bF H&EE)
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#* 3127 dictionaryconfig: T4 9 aF DA vik— b+ ()

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1>

mail3.example.com> commit

T493F)DITYAR—F

ORI TIX, dictionaryconfig 2~v 2 R&HEM LT, secret words 7 A 7
vaFtUVETFAN 77 AL secret words_ export.txt o7 AR — KL F
7

= 3-128 dictionaryconfig: 7492333 UDIHYRKR—F}

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.
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= 3-128 dictionaryconfig: 749233+ UDIHYRR—F HKE)
- DELETE - Remove a content dictionary.
- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

mail3.example.com> dictionaryconfig
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#* 3-128 dictionaryconfig: 749233+ UDIHYRR—F HKE)

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

[ oL-23407-01-J
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= 3-128 dictionaryconfig: 749233+ UDIHYRR—F HKE)
- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret words_export.txt

exceptionconfig

'.E-IDII:I

BA

exceptionconfig I¥ > K% CLI THEMATHZ LI2LY ., NAAL UHIST—T
NEERTEET, ZOfITIE, BT A—/ 7 KL 2 ladmin@zzzaaazzz.com|
ERAALPSNT =T ZEML, RY —% TAllow) IZBRELET,

fELNG

FEE : ZD=a~ 2 R Tcommit] 2SS TY,

JSRBEE Toavr NI, T R_RTOwIr ET— K (V53R %, Tr—7F,
~vy) CTHEATEET,

NRyFawryR: Zoavy RNy FERXZYFR—F L TWET A,
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% 3-129 exceptionconfig

mail3.example.com> exceptionconfig

Choose the operation you want to perform:
- NEW - Create a new domain exception table entry

[1> new

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:

[1> mail.partner.com

Any of the following passes:
- Q@[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user(@.

- user@domain
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= 3-129 exceptionconfig (&)

Matches entire email address.

Enter a domain, sub-domain, user, or email address for which you wish to

provide an exception:

[1> admin@zzzaaazzz.com

Choose a policy for this domain exception:

1. Allow
2. Reject
(11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry

- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries

- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

(1>
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filters

&R

ELVvA

%

Ay =V A T g v ERELET,

FEE : ZD o~ Kt Tcommit] 2SSE T,
JGREGE . —pa~vy Riivwyy E— RTCORFEHATEET,
NRyFa<s s/ R: Zoa<vwy KNy FEXREZSR—FLTWEREA,

ZOFITIE, filter AV Y FEMML T3 DO LT 4 L Z ZAERR L ET,
o RWIDT 4 NVZ DATIIL, big messages TJ, Z iU body-size L —/L%&
BHALT, I0OMB XYV KREVWAYE—VE FrYy T LET,

¢ 2B/DDT 4 VZ DARINL, no mp3s TT, AT attachment-filename
N—EFEH LT, .mp3 77 A NVIRET B WIERMA 7 7 AV EET A v
-V Fuy P LET,

e 3F/BDHDT 4 NVH DLAHIIL, mailfrompm T, ZIUX mail-from /L—/L %
il L C. postmaster@example.com 25D A — /L% T T,
administrator@example.com D7 T A ' K —R Yy ab—z=/ERLET,

filter -> list ¥ 7 a~r FEFEHAL, 74 VXDV A MERRLT, 74V
ENT 7T 47 TENTHDZ EEMHERLET, KIZ, move 7 a~<r REff
HALT, BMERBEOT7 A NVZOMEEANEZET, KEIZ, EEEZHEELT
TANBERDILET,
% 3-130 filters

mail3.example.com> filters

Choose the operation you want to perform:
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£ 3-130 filters (%)

- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

big messages:
if (body-size >= 10M) {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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£ 3-130 filters (%)

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop () ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
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£ 3-130 filters (%)

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
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£ 3-130 filters (%)

[1> list

policyconfig

H- 2]

ELVA

Bl

ZEERMELITEEEN—AORY O —2RELET,

FEE : ZDa~ 2 Fix Tcommit] 2SS TY,

ISRBER . ZDavy NE, TRRTOYY Y E—F (VF9RE, TLr—7F,
~vy) CEMTEET,
NyFawrsF: Zoavy RNy FEREZY R - LTHEEA,

ZOFITIX, policyconfig -> edit ->antispam V7 a~r R&EEH LT, 7
7 4V h DFEIF A=)V B Y 2 —0 IronPort Anti-Spam #EEZMWEL ET, (Zh
ERILREREFA =N EXa2 VT 4 v X =V X O GULIZHLH Y 7).,

o FT. ARLELELTHHHESNTZA v —VIET7 — 0 A 7 DREGD B ERS
Sh, FryZshEd,

o ANRLDFEFVRHEA vy E—VIET — A TG ERVET, ZOXI R
A vt —UNE, quarantine.example.com & W) P — N2 A R F—LE R
7z IronPort A /S ARRIEIZ AR SN E T, HFAITOEBEIZT ¥ 2 b
[quarantined: possible spam] PVMEBMEIHI, ZOXHIREDLLWVWA vE—
Ui X-quarantined: true EWI R~y X —NEBEMENES, Z0
PFUATIE, HFHERBLUO= Y Fa—FEIHE TRV E D 1 LR T
T, BHERMLEBEIISLTEDODLWDANRLAD LEVWVEEZHETE £,

o REhp~—brT 407 Ave—Uik, HLITORBEIZTFA b
[MARKETING] 23BN S 72 IREECHRUE SN E T,

[ oL-23407-01-J
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RBIC, EEREZMELET,

GE) BEA—NLAKIYT—TDLP RNV ¥ —%AF—TNTT 5O T,
# 3-137 (P.3-380) #&HL TLZ&0,

= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

(11> 1

Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy

- PRINT - Print all policies
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= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. DEFAULT IronPort McAfee Off Enabled

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy
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= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE
- ANTIVIRUS - Modify Anti-Virus policy
- VOF - Modify Virus Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:
- EDIT - Edit Anti-Spam policy
- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)

[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spa
Threshold below.

The following configuration options apply to messages POSITIVELY identified as
spam:

What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90
1. DELIVER
2. DROP
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#* 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHRE
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[11> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]1> 50

The following configuration options apply to messages identified as SUSPECTED

spam:

1. DELIVER
2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]> 4
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= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND
2. APPEND
3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spa

[1]1> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N
y

Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true

Marketing email is normally legitimate email but sometimes undesirable. Do you
want to enable special treatment of marketing messages? [N]> y
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= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE

The following configuration options apply to messages identified as marketing

messages:
1. DELIVER
2. DROP

3. BOUNCE

4., IRONPORT QUARANTINE

What do you want to do with messages identified as marketing messages?

[1]1> 1

Do you want to archive messages identified as marketing messages? [N]>

1. PREPEND
2. APPEND
3. NONE

Do you want to add text to the subject of messages identified as marketing
messages?

[1]1> 1

What text do you want to prepend to the subject?

[ [MARKETING] ]> [MARKETING]
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| oL-23407-01-J .m




= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE

Do you want marketing messages sent to an external quarantine or alternate
destination host? [N]> n

Do you want to add a custom header to messages identified as marketing

messages? [N]> n

Do you want marketing messages sent to an alternate envelope recipient? [N]> n

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message
Marketing-Messages: IronPort - Deliver, Prepend "[MARKETING]" to Subject
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy
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= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE
- ANTIVIRUS - Modify Anti-Virus policy
- VOF - Modify Virus Outbreak Filters policy

(1>

Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> configured anti-spam for Incoming Default Policy

[ oL-23407-01-J
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= 3-131 policyconfig : T 74 JL k@ Anti-Spam REDHE

Changes committed: Tue Nov 17 22:00:35 2009 GMT

WIZ, new 7 a~<wr FEFERHLT, WEHRE= V=7V o —W %%t
GLLT2o00H LAY —2BML, TRENICRLIE LA —NL EXa

VT A BREZRELET, CLI TIE, RY V—%{ERTHLEICT 740 EiT
BB EERECEET,

EP. BOETF—LORY —2AER L, KLY EL LV Anti-Spam &EZFEE L %
R

* 3-132 policyconfig : RFEEF—LDOR O—DER
Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:
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% 3-132 policyconfig : RFEF—LDKRY —DIERK

[1> sales_team

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com,

entries such as @.example.com, LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:
1. PublicLDAP.ldapgroup

[1]1> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y
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% 3-132 policyconfig : RFEF—LDKRY —DIERK

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spa
Threshold below.

The following configuration options apply to messages POSITIVELY identified as
spam:

What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90
1. DELIVER
2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

(11> 2

Do you want to archive messages identified as spam? [N]> n
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% 3-132 policyconfig : RFEF—LDKRY —DIERK

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam

threshold?

[50]1> 50

The following configuration options apply to messages identified as SUSPECTED

spam:
1. DELIVER
2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND
2. APPEND
3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED

[ oL-23407-01-J
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% 3-132 policyconfig : RFEF—LDKRY —DIERK
spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [}
n

Marketing email is normally legitimate email but sometimes undesirable. Do you

want to enable special treatment of marketing messages? [N]> n

Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Virus Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
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% 3-132 policyconfig : RFEF—LDKRY —DIERK
sales team IronPort Default Default Default
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

riz, o2 =7V 7 F=h B ANODETFA—NZIEE) ORD —2EK
L. .dwg 77 ANVETAIVREYET 4V H AX ¥ ORIV ELET,

& 3-133 policyconfig : T =71 25 F—LDOR) >—DEk
Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default

[ oL-23407-01-J
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% 3-133 policyconfig: TV =7 V¥ F—LDOKRY >—DERK
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com,
sub-domain entries such as @.example.com, LDAP group memberships such as
ldap (Engineers)

Enter a member for this policy:
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% 3-133 policyconfig: TV =7 V¥ F—LDOKRY >—DERK

[1> bob@example.com

Is this entry a recipient or a sender?
1. Recipient
2. Sender

[1]1> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fred@example.com

Is this entry a recipient or a sender?
1. Recipient
2. Sender

(11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> joe@example.com
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% 3-133 policyconfig: TV =7 V¥ F—LDOKRY >—DERK

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Virus Outbreak Filters for this policy? [Y]> y

Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass
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% 3-133 policyconfig: TV =7 V¥ F—LDOKRY >—DERK

Virus Outbreak Filters? [N]> y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Virus Outbreak Filter processing:

dwg
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% 3-133 policyconfig: TV =7 V¥ F—LDOKRY >—DERK

Choose the operation you want to perform:

- NEW - Add a file extension

DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[r>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales_team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

DELETE - Remove a policy

- PRINT - Print all policies
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% 3-133 policyconfig: TV =7 V¥ F—LDOKRY >—DERK
- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

KIZ . [Incoming Mail Overview policy] 7—7 AV CHEMAT 5 3 2OFH L a7
VY T g N F A ER L ET,

CLI TlX. policyconfig 2~ KD filters V7 a~r Rk [Incoming
Content Filters] GUIl ~— Y LR UgE 2 FFH £ 9, CLI Tar 7Y 74 4%
PAERRT D & &L, save W7 a<w U REEHA LT AL Z 2 RTF L,
policyconfig A< NIZRAMLENRH Y £,

F 9, scan for confidential AT VY 7 4V H EIERRK L ET,

* 3-134 policyconfig : scan_for_ confidential ATV T4 IILA D
B

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

[ oL-23407-01-J
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= 3-134 policyconfig : scan_for_confidential AT Y 71 ILA DM
154

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_confidential

Enter a description or comment for this filter (optional):
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= 3-134 policyconfig : scan_for_confidential AT Y 71 ILA DM
154

[1> scan all incoming mail for the string 'confidential'

Filter Name: scan for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

[ oL-23407-01-J
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2. Action

[11> 1

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)

3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Envelope Recipient Address

13. Envelope Recipient in LDAP Group

14. Envelope Sender Address

15. Envelope Sender in LDAP Group

16. Reputation Score

17. Remote IP
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18. DKIM authentication result
19. SPF verification result

(11> 1

Enter regular expression or smart identifier to search message contents for:

[1> confidential

Threshold required for match:

11> 1

Filter Name: scan_ for confidential
Conditions:

body-contains ("confidential", 1)
Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
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Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action
[11> 2
1. Bcc
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
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9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

(11> 1

Enter the email address(es) to send the Bcc message to:

[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
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Enter the subject to use:

[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description
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- ADD - Add condition or action
- DELETE - Delete condition or action
- SAVE - Save filter

[1> add

1. Condition

2. Action
[11> 2
1. Bcc
2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
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12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine
15. Duplicate And Send To System Quarantine
16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)
19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)
21. Encrypt on Delivery
22. Skip Virus Outbreak Filters check
[11> 14
1. Policy
11> 1
Filter Name: scan_ for confidential
Conditions:

body-contains ("confidential", 1)

policyconfig : scan_for_confidential AT Y 71 ILA DM
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Actions:

bce ("hr@example.com", "[message matched confidential filter]")

quarantine ("Policy")

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter

[]> save

Defined filters:

1. scan for confidential: scan all incoming mail for the string 'confidential'
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Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

(1>

a— R 3-13512, RO 25D arT Y 7 4V OERGFEEZ R LET,
(CLI Tz o R —7EEERB L o Ro—TSZEEOERERETE 20N
ZEICEELTLEEWN),

#* 3-135 policyconfig: AV T Y 74 JL4 no mp3s HEL U ex_employee
DIYERL

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:
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[1> no_mp3s

Enter a description or comment for this filter

[1> strip all MP3 attachments

Filter Name: no mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description

- ADD - Add condition or action

(optional) :

[ oL-23407-01-J
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[1> add
1. Condition
2. Action
[1]1> 2
1. Bcc
2. Notify
3. Redirect To Alternate Email Address
4. Redirect To Alternate Host
5. Insert A Custom Header
6. Insert A Message Tag
7. Strip A Header
8. Send From Specific IP Interface
9. Drop Attachments By Content
10. Drop Attachments By Name
11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine

policyconfig: AVT Y 7 4JL% no_mp3s & U ex_employee
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15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

(11> 12

Enter the file type to strip:

[1> mp3

Do you want to enter specific text to use in place of any stripped
attachments?[N]> n

Filter Name: no_mp3s

Conditions:

Always Run
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Actions:

drop-attachments-by-filetype ("mp3")

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan for confidential: scan all incoming mail for the string 'confidential'

2. no mp3s: strip all MP3 attachments

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter
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- DELETE - Delete a filter
- PRINT - Print all filters
- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):

[1> bounce messages intended for Doug

Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.
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Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action

(11> 1

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
m. OL-23407-01-J |




% 3-135 policyconfig: AVT Y 7 4JL% no_mp3s & U ex_employee
DER  (#HE)

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Envelope Recipient Address
13. Envelope Recipient in LDAP Group
14. Envelope Sender Address

15. Envelope Sender in LDAP Group
16. Reputation Score

17. Remote IP

18. DKIM authentication result
19. SPF verification result

[11> 12

Enter regular expression to search Recipient address for:

[1> doug

Filter Name: ex employee

Conditions:
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rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action
[11> 2
1. Bcc
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2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery
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22. Skip Virus Outbreak Filters check

[1]> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the

notification? [N]> y

Filter Name: ex employee
Conditions:
rcpt-to == "doug"
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Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action

[11> 2
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.

DR (\E)

Bcc
Notify
Redirect To Alternate Email Address
Redirect To Alternate Host

Insert A Custom Header

Insert A Message Tag

Strip A Header

Send From Specific IP Interface

Drop Attachments By Content

Drop Attachments By Name

Drop Attachments By MIME Type

Drop Attachments By File Type

Drop Attachments By Size

Send To System Quarantine

Duplicate And Send To System Quarantine
Add Log Entry

Drop (Final Action)

Bounce (Final Action)

Skip Remaining Content Filters (Final Action)

Encrypt (Final Action)

policyconfig: AVT Y 7 4JL% no_mp3s & U ex_employee
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21. Encrypt on Delivery

22. Skip Virus Outbreak Filters check

[1]> 18

Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

[ oL-23407-01-J
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- ADD - Add condition or action
- DELETE - Delete condition or action
- SAVE - Save filter

[]> save

Defined filters:
1. scan for confidential: scan all incoming mail for the string 'confidential'
2. no_mp3s: strip all MP3 attachments

3. ex employee: bounce messages intended for Doug

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

(1>

Incoming Mail Policy Configuration
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Name Anti-Spam: Anti-Virus: Content Filter: VOF

sales team IronPort Default Default Default

engineering Default Default Default Enabled

DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

[ oL-23407-01-J
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Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
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Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. sales team IronPort Default Default Default
2. engineering Default Default Default Enabled
3. DEFAULT IronPort McAfee Off Enabled

Enter the name or number of the entry you wish to edit:

(1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message

Marketing-Messages: IronPort - Deliver, Prepend " [MARKETING]" to Subject

Anti-Virus: McAfee - Scan and Clean

Content Filters: Off

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:
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- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential
2. no mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>1

1. Active scan_for confidential

2. no mp3s

3. ex_employee
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Enter the filter to toggle on/off, or press enter to finish:

[1> 2

1. Active scan for confidential

2. Active no_mp3s

3. ex employee

Enter the filter to toggle on/off, or press enter to finish:

[1> 3

1. Active scan for confidential

2. Active no_mp3s

3. Active ex employee

Enter the filter to toggle on/off, or press enter to finish:

(1>

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message

Marketing-Messages: IronPort - Deliver, Prepend " [MARKETING]" to Subject
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Anti-Virus: McAfee - Scan and Clean
Content Filters: Enabled. Filters: scan_ for confidential, no mp3s, ex employee

Virus Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

(1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales team IronPort Default Default Default
engineering Default Default Default Enabled
DEFAULT IronPort McAfee Enabled Enabled

Choose the operation you want to perform:
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- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
Name : Anti-Spam: Anti-Virus: Content Filter:
1. sales_team IronPort Default Default
2. engineering Default Default Default
3. DEFAULT IronPort McAfee Enabled

Enter the name or number of the entry you wish to edit:

[1> 2

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J

VOF:

Default

Enabled

Enabled




% 3-136 policyconfig 0 HEDRY >—IZ@TBa>ToY FZ1LE20DL R—
T &%)

Policy Summaries:

Anti-Spam: Default
Anti-Virus: Default
Content Filters: Default

Virus Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:
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- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential
2. no mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>1

1. Active scan_for confidential

2. no mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>3

1. Active scan_for confidential

2. no mp3s

3. Active ex_employee

[ oL-23407-01-J
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Enter the filter to toggle on/off, or press enter to finish:

(1>

Policy Summaries:

Anti-Spam: Default
Anti-Virus: Default
Content Filters: Enabled. Filters: scan for confidential, ex employee

Virus Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy
- FILTERS - Modify filters

[1>
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Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Content Filter: VOF:

sales_team IronPort Default Default Default
engineering Default Default Enabled Enabled
DEFAULT IronPort McAfee Enabled Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .m




(G¥) ZOCLLIZE, HxOR) »—ZFHLnarT oy 740 ¥ 28T 5 eI
HY FEHA, filters 7 a~ 2 FTIL, policyconfig I~ KD 1 >OH% 7
I arnbTRCOaArT Y T4 NEEERTL IRV ET, O
72O, ZOFITI drop large attachments DIBMZEME L TUVWET,

*® 3-13712, 77 AN PORERY —=TDLP K v =& A X—=TNIZT 5T
R LET,
® 3-137 T4 FOREXRY >—0 DLP K o—

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

[11> 2

Outgoing Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Content Filter: VOF: DLP:

DEFAULT Off Off Off Off Off

Choose the operation you want to perform:

- NEW - Create a new policy
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- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Content Filter: VOF:
1. DEFAULT Off Off Off Off

Enter the name or number of the entry you wish to edit:

[1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Content Filters: Off (No content filters have been created)
Virus Outbreak Filters: Off

DLP: Off
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Choose the operation you want to perform:

ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy

- DLP - Modify DLP policy

(1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files
3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

(1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
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% 3-137
Enter the

[1> 2

1. Active

2. Active

Enter the

(1> 3

1. Active
2. Active
3. Active
Enter the

[1>

FI4N FORERY S—O DLP Ky o—

policy to toggle on/off, or press enter to finish:

California AB-1298
Suspicious Transmission - Zip Files
Restricted Files

policy to toggle on/off, or press enter to finish:

California AB-1298
Suspicious Transmission - Zip Files
Restricted Files

policy to toggle on/off, or press enter to finish:

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Virus Outbreak Filters: Off
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® 3-137 T4 LDRERY >—0O DLP R o—
DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip

Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- VOF - Modify Virus Outbreak Filters policy

- DLP - Modify DLP policy

[r>
quarantineconfig
SteA

VAT LOMEERELET,

fELNA
FEE : Z Do~ Rk fcommit] 2BAHETI,
JIGREER . ZDa~vr Nii~vyry E—FTCOREATEET,
NRyFas s R: Zoavwy RNy TFEXZSFR—FLTWEREA,
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& 3-138

quarantineconfig

mail3.example.com> quarantineconfig

Currently configured quarantines:

# Quarantine Name Size (MB)
1 Outbreak 3,072
2 Policy 1,024
3 Virus 2,048

2,048 MB available for quarantine

% full Messages
0.0 1
0.1 497
empty 0
allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

DELETE - Remove a quarantine.

Retention

12h

- VOFMANAGE - Manage the Virus Outbreak Filters quarantine.

[1> new

Please enter the name for this quarantine:

[1> HRQuarantine
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% 3-138 quarantineconfig (%)

Please enter the maximum size for this quarantine in MB:

[1> 1024

Retention period for this quarantine. (Use 'd' for days or 'h' for hours.):
[1> 15 d

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released

because "HRQuarantine" becomes full? [N]>

Do you want to give any users in the Operators/Guests

groups access to this quarantine? [N]> y

No users in the Operators/Guests groups have access to "HRQuarantine"

Choose the operation you want to perform:

- NEW - Add a new user.

[1> new
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% 3-138 quarantineconfig (%)

1. hrquar
Select a user name or number

[1>1

Users in the Operators/Guests groups with access to "HRQuarantine":

1. hrquar

Choose the operation you want to perform:

- DELETE - Delete a user.

[1>

Currently configured quarantines:

# Quarantine Name Size (MB) % full
1 HRQuarantine 1,024 N/A
2 Outbreak 3,072 0.0
3 Policy 1,024 0.1
4 Virus 2,048 empty

Messages Retention

N/A 15d
1 12h
497 10d
0 30d

(N/A: Quarantine contents is not available at this time.)
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A—HFEBRE

% 3-138 quarantineconfig (%)

1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- VOFMANAGE - Manage the Virus Outbreak Filters quarantine.
[r>

mail3.example.com> commit

2—YOEIMIETHERIC Ty) oFY NI EE 26, 2—PEHNREH
WBEh, 22—V VA MNEFHRCTEXET, ZHICEY ., BREXREICETMOE
RINCE 22 THOBEICH L TERO 2 —F 2 BINEITEBR T Ed, 2 —F
BHE S a rypO M THREORELRITT AL, Zorr 7~ ([]») T
Enter Z## L £,

VAT A EIZHF AN 2= EREFEANL—F 2—FRERSH TV DIEEIT.
D FADRIEICHT DT 7 ADMHEE T NER SN ET,

g D —H U A MZIL, Operators 7 /v —7"%721% Guests 7 L — 7@ T 5
2—PEFAEENE T, Administrators 7L —TFNO 2 —FF, HITHRZ I
LCTRTOT 7 AR ZRFHET, 20— U A FEEHET L LT, T
RTCOARX V= [ F AN 2a—=FRTTICHREDO2—F U X MIFENTNDE
A NEW <> RIFEARA & 720 3, FERRIC, HIBROXIG L 725 2 —
FELZRWES, DELETE =< RIdERAARTT & 20 £4,
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scanconfig
B L)z
77 A4 NDAFY L R —2RELET,
LA
FEE : ZD o~ Kt Tcommit] 2SSE T,
PIGREEHE . Zpavy NI, T RTOY Y T—F (FFRAF, T A—F,
vvy) CHEATEET,
RNRyF aw R Zoavy KNy FEXKEZ R —KLTWET,
#1

Z DB T, scanconfig I RTUTFDNRI A—H R ELET,

e video/*, audio/*, image/* ® MIME # A F1ZA ¥ vy FENET (2T
ViFARy U ENFERHA),

o RXAMENTE (HIREZR) T—hA TN 7 74 01F, K10 LLET
AX vy rEINET, (T 74N ME5 LUV,

o XX UENDUT 7 ANDIRRKY A XX, 25MB T, ZTh kbR
W7 7 AT R TAXy FEINET, (F 744 ML 5MB),

e RXa AV FNDAZT—INAF Y ENET,

e T FANDAXFY L DXA LT T NI, 180 BIZHREINE T,

o AX Y UENBRDOTETRMNT 7 AT, BRBARY = L E RS
nEd, (F74/ hOEIE),

o TL—Vr TFXFA MDA MIME % A 7 ® plain/text F 721 plain/html i
MBI ES N T RWEAIL, ASCII = a— KBRS ET,

N
() [assume the attachment matches the search pattern] ZIYJICERET D &

AFXF XU TCERVWA Y E—=VF A=Y 7 4 VH L— LT X 5T true &M
SNFET, ZNICEY, TarvaF I —HLEWAyE—VOMERE, F
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TAOBERRAET LI ENHVET, ZOLHIRAvE—VF, 2T IR
ELLAF X TERVWEWVWOIHBTHRESNLTWE L, ZOREILRSA
Email DLP A% v xS A,

% 3-139 Scan Config: A& v VEI{EDRTE

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

[2]> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10
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# 3-139 Scan Config: A&+ VEI{EDRE

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds) :

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.

because of size, depth limits, or scanning timeout), assume the
attachment matches the search pattern? [N]> n

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce
3. Drop

[1]1>

Configure encoding to use when none is specified for plain body text or

[ oL-23407-01-J
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% 3-139 Scan Config: A&+ VEI{EDRE
anything with MIME type plain/text or plain/html.
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1]1> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
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# 3-139 Scan Config: A&+ VEI{EDRE

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.
- IMPORT - Load mappings from a file.
- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print
1. Fingerprint Image

2. Fingerprint Media

3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*
>

stripheaders

H- 2]
HIBR S 2 A v =Y ~o X =DV A M2 ELLET,
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ELVA

FEE : 2D~ RiE Tcommit] NS TY,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyF R R—FLTHEEA,
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% 3-140 stripheaders

mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.

[1> setup

Enter the list of headers you wish to strip from the messages before they
are delivered. Separate multiple headers with commas.

[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:

- SETUP - Set message headers to remove.

(1>

mail3.example.com>
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textconfig

E L
DLP, "D A BB LiBHEED, TUoFIVANVATI—h T 7 L— b,
Ay —UHREFRH, BHAT VT L= FREOTHFAN VY —=RERELET,
LA

FEE : 2~ RiE Tcommit] 2AMETY,

PGREER . Zoa<wr NE, TR_THOYr FT—F (TR EZ, TL—7,
~vy) THEATEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,

%

textconfig -> NEW ZfEH L TT A h U Y —RAZ{ERM L. textconfig >
delete ZHHLTTH AN U Y —RZHIBELET,

* 3141 textconfig: TF¥RX b JVY—RADEM

mail3.example.com> textconfig

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.

[1> new

What kind of text resource would you like to create?
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#* 3141 textconfig: TF Xk ) V—XDEEL

1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notification Template

[1]> 5

Please create a name for the message disclaimer:

[1> disclaimer 1

Enter the encoding for the message disclaimer:
1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)
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#* 3141 textconfig: TF Xk ) V—XDEEL
8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line
end.

This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
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£ 3141 textconfig: T¥X b YUY —XDERK
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:

[1>1

Message disclaimer "disclaimer 1" has been deleted.

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.

[1>

textconfig -> EDIT A L CEEFEDOTHFA M VY —REZEFLET, =
I—REEHELEZD, @RLETIFARN VY—ROTF A MEEBB LY TX
iﬁ‘o

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .m




TEAM JY—ZADA vR—F

TXAN T77ANVETFHFAN U Y—RALLTA AR — FTBITIE, textconfig
-> 1MPORT ZHEHLET, A1 VA= TETFAN T AL, TTIFAT A
=@ configuration 7«4 L' 2 b VIZHFIET D MERSH D 7,

% 3-142 textconfig: T¥A M YY—RELTODTIXA b+ 7274 1LDA VR—
8

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?

1. Anti-Virus Container Template
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% 3-142 textconfig: T¥A M YY—RELTODTIXA b+ 7274 1LDA VR—
b #&EE)

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notification Template

[1]> 8

Please create a name for the notification template:

[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII
[ 1list of encodings ]

[11>
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% 3-142 textconfig: T¥A M YY—RELTODTIXA b+ 7274 1LDA VR—
b #&EE)

Notification template "strip.mp3files" created.

Current Text Resources:
1. disclaimer.2.message (Message Disclaimer)

2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

(1>
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THEAFJY—ZRDIY RAKR—F

THRAP VY —=AZT XA T7AE LTI AR— T 51T,
textconfig -> EXPORT ZEH L ET, 7F AN 77 A NVE, 7774 T AL
@ configuration 7 ¢ L7 M VITHER SN E T,

% 3-143 textconfig: TX¥R b YVY—ZADTXRX b F74ILADITHY RKR—

mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F

[ oL-23407-01-J




% 3-143 textconfig: TH¥A bk YY—ZRDTHA L I7MIADITYHY RK—F
(=)

(1> 2

Enter the name of the file to export:

[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII
[ 1list of encoding types ]

[11>

File written on machine "mail3.example.com" using us-ascii encoding.

Current Text Resources:
1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.
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3-143 textconfig: TH¥A bk YY—ZRDTHA L I7MIADITYHY RK—F
(=)

PRINT - Display the content of a resource.
EDIT - Modify a resource.

DELETE - Remove a resource from the system.
LIST - List configured resources.

>

AX>J&E75—h

alertconfig

H- 2]

fELNA

-
—
L]

=23
Fa,

ZTliE, RO CLL 2~ RIZOWTHBA LET,
alertconfig

grep

logconfig

rollovernow

snmpconfig

tail

FRA=NVTI—hrERELET,

FEE : ZD=a~ 2 R Tcommit] 2SS TY,

7

-

SREBE . Zpavr N, TR_TOYY Y T—R (FTFRE, T)L—TF,
V) CHEHATEET,

[ oL-23407-01-J
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NRyF a<wr R Zoavy gy FEXLEST R — ML THWERA,

CLIIZEBAHLWLWTS—rBXUT75— FREBDER
ZOFTIE, H LT 7 — hR{EH (alertadmin@example.com) #{Epk L., H
REENR Critical ThHDH, VAT L, N—FRu=T7 BIOT 4L 7 MY ~—x2X
FMEBEDT T —  aZITMAHEOICRELET, BEELET I7— bR ETLE
TORWZ 360 ICEL, EFA—/LD From: 7 R L A%
Alerts@example.com (23X E L E 77,

= 3-144 alertconfig: HILWFZS—FB U 75— FZEFDHER

mail3.example.com> alertconfig
Sending alerts to:
joe@example.com
Class: All - Severities: All
Seconds to wait before sending a duplicate alert (seconds): 300

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.
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= 3-144 alertconfig: HILWFZS—FB&U7S5— FZEFOER (HHE)
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.
(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
1. All
2. System

3. Hardware

4. Virus Outbreak Filters

5. Anti-Virus

6. Anti-Spam

7. Directory Harvest Attack Prevention

[11> 2,3,7

Select a Severity Level. Separate multiple choices with commas.

1. All

[ oL-23407-01-J
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= 3-144 alertconfig: HILWFZS—FB&U7S5— FZEFOER (HHE)

2. Critical
3. Warning
4. Information

[11> 2

Sending alerts to:
joelexample.com
Class: All - Severities: All
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 300

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:
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= 3-144 alertconfig: HILWFZS—FB&U7S5— FZEFOER (HHE)
- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> setup

Seconds to wait before sending a duplicate alert (seconds):

[300]> 360

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Care?

(Enabling AutoSupport is recommended.) [Y]>

Would you like to receive a copy of the weekly AutoSupport reports? [Y]>

Sending alerts to:
joelexample.com
Class: All - Severities: All

alertadmin@example.com
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= 3-144 alertconfig: HILWFZS—FB&U7S5— FZEFOER (HHE)
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 360

Alerts will be sent using the system-default From Address.

IronPort AutoSupport: Enabled

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> from

Alerts will be sent using the system-default From Address.
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= 3-144 alertconfig: HILWFZS—FB&U7S5— FZEFOER (HHE)

Choose the operation you want to perform:
- EDIT - Edit the From Address.

[1> edit

Please enter the From Address to use for alerts.

[1> Alerts@example.com

Sending alerts to:
joelexample.com
Class: All - Severities: All
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical

Seconds to wait before sending a duplicate alert (seconds): 360

Alerts will be sent using this configured From Address: Alerts@example.com

IronPort AutoSupport: Enabled
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= 3-144 alertconfig: HILWFZS—FB&U7S5— FZEFOER (HHE)

You will receive a copy of the weekly AutoSupport reports.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

(1>

mail3.example.com>

grep

'.E_Iullg

BA
RS TP ALMADTHA N ERRLET,

fELNA

FeE : Zoa~y2 N2 lcommit] (ZMEHY FH A,

VIGREEGH . Zpavy NiEvyy BE— RTCORFEHTEES, 612, =
Da<wy REn A RA N (a—¥Rual A Lizvyy) TORMEMATE
FT, ZOoavr REEHATLIE, e =V 77 A0 VAT AT VAT
XDHMERHY FT,

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
m. OL-23407-01-J |




NRyF a<wr R Zoavy gy FEXLEST R — ML THWERA,

grep A~V REFEHT L L, B 7NOXLTHNERETEET, grep I K%
FITT5HEEITE. RO EHEHLET,

grep [-C count] [-e regex] [-1] [-p] [-t] [regex] log name

GE) FERAZIWTITIE, e regex £7201E regex ZANTHMLENRH D 9,

grep A~V REFETTH L XTI, KOF T ar2HHLET,

% 3-145 grep AX Y EDX T ay

FFvay Bied

-C Rodolz grep "F—Da T xANEIR
FTHLOIT 2R LES, RTDITHEAN
LET,

-e EHRBEZ AN LET,

-1 RILF LN LF- OB 2B L £,

-p HNZBE_R—T & BN LE7,

-t grep A~ K&y 77 A )VDKRBE TIET
LET,

regex EREHEATLET,

grep Ol

WIZ, 7vFovA LA a7 NTXFES Iclean) F7203 lviral) M9 5 60%
ARLET, 20D grep 22 RiZiE regex REUNEEN TVET,

& 3-146 grep: AY Z7M4ILHADTXR DR

mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()

Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
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& 3-146

Fri

Fri

Fri

Fri

Fri

Fri

Fri

Fri

Fri

Fri

Fri

mail3.example.

logconfig

'.E_Iullg

BA

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

22:

22:

22

22:

22:

22

22:

22:

22

22:

22:

grep :

47:

47 :

47 :

47:

47 :

53:

53:

53:

53:

53:

53:

41

41

41

41

42

04

05

06

07

08

08

com>

O 274 )VAOTHR FDEFE

2006 Info:

2006

2006

2006

2006

2006

2006

2006

2006

2006

2006

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

sophos

0y 7y ANSDT I EAEFRELET,

fELNA

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

antivirus

FEE : Z Do~ Rk fcommit] 2BASETI,

IIGREER . ZDa~v L NiE, TRXRTCHO~Y Y T—F (OTAX, TIL—F,
v y) THTEET,

NRyFas s/ R: Zoavwy KNy TFEXZSHR—FLTWEREA,

MID

MID

MID

MID

MID

MID

MID

MID

12

18

16

19

21

20

22

Result

Result

Result

Result

- Result

- Result

- Result

- Result

- Result

- Result

- Result

'CLEAN'

'CLEAN"'

'CLEAN'

'CLEAN'

'CLEAN'

'VIRAL'

'VIRAL'

'VIRAL'

'VIRAL'

'VIRAL'

'VIRAL'
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FTP 7y a2 AT 4ITRY 1) T a>nfl

WDOFI T, logconfig A~ RZEfH LT, myDeliveryLogs LIEEN D H L
WEERr 7 &R ELET, KIZ, BB FTPICL->TUE— bk AA M v
YaENDLLOITHELET,

#* 3-147 logconfig : FTLUWEER T DEE

mail3.example.com> logconfig

Currently configured logs:

10.

11.

12.

13.

14.

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

"error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

"euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

"eugguil logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:

"ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

[ oL-23407-01-J
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= 3-147 logconfig : HILWEERJDEE (HE)

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
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#* 3-147 logconfig: FILWER{EOJDERE ()
1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

O

System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
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= 3-147 logconfig : HILWEERJDEE (HE)

3. SCP Push
4. Syslog Push

[1]> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[]1> yourusername

Password for youruser:

[1> thepassword

Directory on remote host to place logs:

[1> /logs

Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:
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= 3-147 logconfig : HILWEERJDEE (HE)

[3600]>

Maximum filesize before transferring:

[10485760]>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "eug logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Pol
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
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= 3-147 logconfig : HILWEERJDEE (HE)

yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP Jwoa nyd YTRY YT arnpl

WDOFITIX, logeconfig 2~¥Y REMH LT, LogPush & MEIZIL D8 LWEE =
THERELET, Zoua i, SCPIZL>TIP 7 FLA210.1.1.1 ®J E— |k
HRAMIZ—W 1ogger ELTT v adZN, T4LV7 bV /emp IRTFEND
FIHOCRELET, a FTHIEGHENSCP 7 v 2 ThDHEE1E logeonfig 2
v RS HBEIIZ ssheonfig 2~ RMFFOHIND Z EIZEE L TLEEN,
(AN F—OFEMIZOWTIL, [TronPort AsyncOS Advanced User Guide] @
[Configuring Host Keys] #Z&MR L T 7Z2&, 22—V F—DFEMIZ OV T,
[IronPort AsyncOS User Guide] @ TManaging Secure Shell (SSH) Keys| # %
BLTLLEEIW), 72 AR MOTa T MIIP 7T RV AZMEHATEE
7

#* 3-148 logconfig: SCP I Fy ¥ a] BEOTDER

mail3.example.com> logconfig
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& 3-148

logconfig: SCP Ty a| BEAJV DR (HE)

Currently configured logs:

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

"antispam" Type:

"antivirus" Type:

"asarchive" Type:

"authentication"

"avarchive" Type:

"bounces" Type:

"cli logs" Type:
"encryption" Typ
"error logs" Typ
"euq logs" Type
"euggui logs" T
"ftpd logs" Typ
"gui logs" Type
"mail logs" Typ
"reportd logs"

"reportqueryd 1
"scanning" Type

"slbld logs" Ty

"Anti-Spam Logs" Retrieval: FTP Poll

"Anti-Virus Logs" Retrieval: FTP Poll

"Anti-Spam Archive" Retrieval: FTP Poll

Type: "Authentication Logs" Retrieval: FTP Poll

"Anti-Virus Archive" Retrieval: FTP Poll

"Bounce Logs" Retrieval: FTP Poll

"CLI Audit Logs" Retrieval: FTP Poll

e: "Encryption Logs" Retrieval: FTP Poll

e: "IronPort Text Mail Logs" Retrieval: FTP Poll

: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

ype: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Pol

e: "FTP Server Logs" Retrieval: FTP Poll

: "HTTP Logs" Retrieval: FTP Poll

e: "IronPort Text Mail Logs" Retrieval: FTP Poll

Type: "Reporting Logs" Retrieval: FTP Poll

ogs" Type: "Reporting Query Logs" Retrieval: FTP Poll

: "Scanning Logs" Retrieval: FTP Poll

pe: "Safe/Block Lists Logs" Retrieval: FTP Poll

"sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

"status" Type:

"Status Logs" Retrieval: FTP Poll

[ oL-23407-01-J
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= 3-148 logconfig: SCP IFy o) BERJTDER )
21. "system logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
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= 3-148 logconfig: SCP IFy o) BERJTDER )
1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

O

System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:

[1> LogPush

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push
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= 3-148 logconfig: SCP IFy o) BERJTDER )
3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[]>10.1.1.1

Port to connect to on the remote host:

[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:

[1> /tmp

Filename to use for log files:

[delivery.log]l>

Maximum time to wait before transferring:

[3600]>
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#* 3-148 logconfig: SCP Ty a| BEAJV DR (HE)

Maximum filesize before transferring:

[10485760]>

Protocol:
1. SSH1
2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it
manually?

1. Automatically scan.

2. Enter manually.

(11> 1

SSH2:dsa
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#* 3-148 logconfig: SCP Ty a| BEAJV DR (HE)

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNndbIwESArt9LVE2ts5yE9JBTSAUwLvogq0G3FRgifrce92z
tc/ZWyXavUTIM3Xd1lbpiEcscMp2XKpSnPPx21y8bgkpdsSCQcM8zZMDInOPm8ghiwHXYh70NEUJCCP
Ay44r1J5Yz4x9eToALpO0dHUOGR+ 1INAAAAFQDQ15GY/X9P1DM3fPMvEx 7TwcOedlwAAATIBICgMTEFPL
GrlRtbowZP5zWZtVDTxLhdXzjlo4+bB4hBR7DKuc80+naAFnThyH/J8R3W1JIVF79M5geKJbXzuJGDK
13UYefPgBgXp201zLRQSJIYX1IWhwYz/rooopN1BnF4shl2mtg3tdell76bQgtwaQA4wKO15k3z0WsPw
IAicRYat3y+Blv/V6wdE6BBk+oULv3eK38gafuip4dWMBxkGIGO6EQi8nss820znwWBy/pITRQfh4MB
TF4VEY00sARr1ZtuUJC1QGQvCgh7Nd3YNais2CSbEKBEaIOTF6+SX2RNpcUF3Wg5ygw9I2xtqQPKMCZ
K2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.17 [Y]> y

Currently installed host keys:
1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRkhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display this machine's host keys.
[r>

Maximum filesize before transferring:
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#* 3-148 logconfig: SCP Ty a| BEAJV DR (HE)

[10485760]>

Protocol:

1. SsH1

2. SSH2

[2]> 2

Do you want to enable host key checking?

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[]> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

[ oL-23407-01-J
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= 3-148 logconfig: SCP IFy o) BERJTDER )
4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013
294798980627829828033793152226448694514316218272814453986931612508282328008815
072109975632356478532128816187806830746328234327778100131128176672666244511191
747965898000855947022484692079466697707373948871554575173520565607

Syslog 7v>a R TRy YT a3 nhl
WOHITIX., logconfig 2~ REMHAL T, MailLogsyslogPush LIEEN B
HLWEEo /2R ELET, ZouaZiE, UPD ZHLTIP 7 KL AR
10.1.1.2 @Y E— |k syslog = NZ TA—)v] 77 UT 4 TTyad,
TAVZ PVICREEND X OICERELET,

#= 3-149 logconfig: SCP I Fwv i a| BERTDMER

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
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= 3-149 logconfig: SCP Ty a| BBEQJTDER ()

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Pol
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.
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% 3-149 logconfig: SCP Ty P a) BERT DER

EDIT - Modify a log subscription.

DELETE - Remove a log subscription.

SETUP - General settings.

LOGHEADERS - Configure headers to log.

HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
[11> 1

(&)
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% 3-149 logconfig: SCP Ty a| BEAJV DR (HE)

Please enter the name for the log:

[1> MailLogSyslogPush

Log level:

1. Critical
Warning
Information
Debug

Trace

oo w N

[3]> 2

Choose the method to retrieve the logs.

FTP Poll
FTP Push
SCP Push
Syslog Push

BSw N P

[1]> 4

Hostname to deliver the logs:

[1>10.1.1.2

Which protocol do you want to use to transfer the log data?

1. UDP

2. TCP
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% 3-149 logconfig: SCP Ty a| BEAJV DR (HE)

[1]1> 1

Which facility do you want the log data to be sent as?
auth
authpriv
console
daemon
ftp
localO
locall
local2

9. local3
10. locald
11. local5b
12. localé6
13. local?
14. mail

15. ntp

16. security
17. user
[14]> 14

O ~J o U b WN P

Currently configured logs:

1. "MaillLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval:

Host 10.1.1.2

rollovernow

H- 2]

u/ 7JyA NN —) F—_"—LFET,

ELVA

FEE : Z=a~ 2 RIZ Tcommit] 1 IH4EHY FH A,
PSRFEBE . Cpavy FiE<wvy T— RTCOAFEHTEET,

Syslog Push
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# 3-150 rollovernow

mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Pol
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
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£ 3-150 rollovernow (#i%)

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

(1> 2

Log files successfully rolled over.

mail3.example.com>

snmpconfig

H- 2]

SNMP & E L £,

ELVA

FEE . Zoa~2 R Tlcommit] NMLETT,

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




%

JGREER . —Dav LRI, I _TOYY Y T—F (VTR E, TA—7,
~vy) THEHATEET,
NRyF awy R Zoavy RERXyFEXLEST R — ML THWERA,

WDOFITIX, snmpconfig 2~ R&EMFAH LT, "— bk 161 ® [PublicNet] 1 >
H—=T7xAATSNMP 24 X—TNMIZLTWET, N—=V a3 DA L—
AWATI SN, HERDTZDIZHANINTWET, VAT AE, A—=Varlp
FO2 ERAEZWITHEHIICHRESINTEY, ZhHoDNR—Yar 1 BIU2 »
HO GET ERIZK L TaIa=7 1 AMJ Y7 public PANINTWET,
N7 v % —% > b snmp-monitor.example.com MATTINTWET, HKEIZ.
VAT LOBFPET L WA LIERP AT I TVET,

% 3-151 snmpconfig

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.

1. Data 1 (192.168.1.1/24: buttercup.run)
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= 3-151 snmpconfig ()

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

[11>

Enter the SNMPv3 passphrase.

Please enter the SNMPv3 passphrase again to confirm.

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?

[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.

[None]> snmp-monitor.example.com

[ oL-23407-01-J
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= 3-151 snmpconfig ()

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers with
commas .

[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
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% 3-151 snmpconfig ()

2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31,
position 2

Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
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= 3-151 snmpconfig ()

SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2

System Contact: Joe Administrator, x8888

mail3.example.com>

tail

'.E_Iullg

BA

a7 7y A VORHE S EEERICE R LET, taill 2w RIZiE, #7568
TOZEEIITESE /ST A—HF tail 9 £721F tail mail logs & LTHRET
HZEHLTEET,

fELNA

FBE : —D=a~ R Tcommit] 1Z4EEHY T8 A,
IVIGREEGH . Zpavy NiEvyy E— RTCOREHTEES, &6, =

Da<wy REn A RA N (a—VRual A Lizvyy) TORMEMATE
FT, ZOoavr REEHAT LI, e =LV T7 AN VAT AT VEAT

XAMERHY F9,
NRyFas s R: Zoavwy RNy TFEXZSFR—FLTWEREA,
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£ 3-152 tail

mail3.example.com> tail

Currently configured logs:

10.

11.

12

13.

14.

15

16.

17.

"antispam" Type:

"antivirus" Type:

"asarchive" Type:

"authentication"

"avarchive" Type:

"bounces" Type:

"cli logs" Type:
"encryption" Typ
"error logs" Typ
"euq logs" Type
"euggui logs" T
"ftpd logs" Typ
"gui logs" Type
"mail logs" Typ
"reportd logs"

"reportqueryd 1

"scanning" Type

"Anti-Spam Logs" Retrieval: FTP Poll

"Anti-Virus Logs" Retrieval: FTP Poll

"Anti-Spam Archive" Retrieval: FTP Poll

Type: "Authentication Logs" Retrieval: FTP Poll

"Anti-Virus Archive" Retrieval: FTP Poll

"Bounce Logs" Retrieval: FTP Poll

"CLI Audit Logs" Retrieval: FTP Poll

e: "Encryption Logs" Retrieval: FTP Poll

e: "IronPort Text Mail Logs" Retrieval: FTP Poll

: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

ype: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Pol

e: "FTP Server Logs" Retrieval: FTP Poll

: "HTTP Logs" Retrieval: FTP Poll

e: "IronPort Text Mail Logs" Retrieval: FTP Poll

Type: "Reporting Logs" Retrieval: FTP Poll

ogs" Type: "Reporting Query Logs" Retrieval: FTP Poll

: "Scanning Logs" Retrieval: FTP Poll

[ oL-23407-01-J
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= 3-152 tail (%)

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes:
Update for Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes:
filter logs config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes:

suspended.

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes:

receiving.

Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes:

resumed.

Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes:

resumed.

Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:

Automated

Updated

Receiving

Suspended

Receiving

Receiving
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& 3-152 tail (%)

Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun May 16
00:00:00 2004, size 2154 bytes

ACmail3.example.com>

[¢] — RS
Lik—Ta 29
ZIZTiEH DO CLL awr RIZOoWTHBA L E9,

 Treportingconfig]
reportingconfig

reportingconfig 27 > FOEA

reportingconfig 7 A =2 —Tix, LFOV 7T avr FaffiHTEET,

& 3-153 reportingconfig AT Y R

B Bl FRALASEY T«

filters X2 VT A EFET T TIATAD M-Series M %
TANFERELET,

alert_timeout VAR— bk =2 2BGTE o7 |M-Series D&
BT 77— b EZITED £ CTORFE%Z
HELET,

domain RAAL UAR—FMREEZHEELET, |M-Series D&

mode X2 VT4 EHT T4 T ATH | C-Series. M-Series

REFRIVKR—T 4 T oA =T )L
WZLET, BT AN X2V T 4 T
TIA T AOHRREFRE 21T e —
NN VR—=T 4 T A =TT L
7,

mailsetup EBEAA—N X2V T4 7747 |C-Series D
ADVR—=T 4 VT ERELET,
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ELVA

FEE : 2D~ RiE Tcommit] NS TY,
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Bl: Lik—TF 420 240304 2—T I (M-Series DH)

% 3-154 reportingconfig: LR—F 4 VJ T4 80D (4 F—T Lk

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the
"last year" reports. Data from the reporting groups selected below
will not be recorded.

All filtering has been disabled.

1. No Filtering enabled
2. IP Connection Level Detail.
3. User Detail.

4., Mail Traffic Detail.

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




% 3-154 reportingconfig: LiR—T 4 V¥ T4 LEDL%x—T)LE

Choose which groups to filter, you can specify multiple filters by
entering a comma separated list:

[1>2, 3

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get

reporting data
- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

(1>
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FAA4 > LR— D HAT REJECT B8O 1 *— Tt (M-Series D)

% 3-155 reportingconfig: KA 4 ¥ LiR— +® HAT REJECT 158D R —
it

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances
providing reporting data to this appliance to occur at the message
recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




% 3-155 reportingconfig: KA 4 > LR— +® HAT REJECT 15D 1 R —
Tt

- MODE - Enable/disable centralized reporting.

(1>
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BALTFT I TFTS5—FDA4R—TILE (M-Series DH)

% 3-156 reportingconfig: a4 LFTD b 75— DAL R—TILIE

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an
appliance after 360 minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

[ oL-23407-01-J
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% 3-156 reportingconfig: a4 LTI b 75— DA R—TILIE

- ALERT TIMEOUT - Configure when you will be alerted due to failing to
get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1>
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*—JILiE

#* 3-157 reportingconfig : FREFBLR—F 4 25 D1 R—T)LE

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

(1>
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LiR—T 4 2F T—2I12x9 3BEEBORBORE (C-Series DH)

& 3-158 reportingconfig : FREPH LR—F 1 V5 F—4 =39 B 08
DHIRDETE

esall-vmwl-tpub.ga> reportingconfig

Choose the operation you want to perform:
- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:
- SENDERBASE - Configure SenderBase timeout for the web interface.
- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.
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% 3-158 reportingconfig: BREDP LR—FT 4 0¥ F—2 T BE0ES
DFIRDEHE

- THROTTLING - Limit unique hosts tracked for rejected connection
reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the
C-series before being overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for
the M-series to collect. If the M-series does not collect that data
then eventually the C-series will begin to overwrite the oldest data
with new data.

A maximum of 24 hours of reporting data will be stored.
How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled
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% 3-158 reportingconfig : FREFH LR —F 1 L J F—a(2xd HEE1ESE
DFIRDETE

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.
- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection
reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the
C-series

before being overwritten.
- LEGACY - Configure legacy mailflow report.

(1>

SenderBase

T, KO CLL 2wy FIZ oW TRl LE T,
e sbstatus

* senderbaseconfig

sbstatus

H- 2]

SenderBase 7 = U —D AT —HX A& FK L ET,
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ELVA

FEE : 2D~ RiE Tcommit] NS TY,

JSREBE . —avr NI, TRTOIr ET—F (T2 F, TL—7,
v y) CTHEHATEET,

RNyF azwyF: Zoazwy FERNyF R R—FLTHEEA,

]

#= 3-159 sbstatus : B

mail3.example.com> sbstatus

SenderBase host status
Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up

IronPort 77 7 A 7 A7) SenderBase #FAfi ¥ — & A 1285
D ZDOY—EZA~OERBEI Lo GE1E. RO X

# 3-160 sbstatus : kX

i

TERWEA, oF
ICERENET,

IS¢

mail3.example.com> sbstatus

SenderBase host status

Host up/down: Unknown (never contacted)
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senderbaseconfig

&R

SenderBase D#Efiik ExfHE L E T,

ELVvA

FEE : ZD o~ Kt Tcommit] 2SSE T,

PIGREEHE . Zpavy NI, T RTOY Y T—F (FFRAF, T A—F,
v y) THEHTEET,

RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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% 3-161 senderbaseconfig

ail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information
Service (recommended)? [Y]>

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1>

SMTP H—EXDERE

ZIZTHE. RO CLL 2v > RIZOWTHB LET,
e listenerconfig

* localeconfig
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e smtpauthconfig

listenerconfig

‘E-HI:I

A

listenerconfig =~ KTk, U AF—%{ERk, W, HIBRCT& £J, IronPort

AsyncOS TiX, Ay E—VEZEL, ZERA MLy U= ONEELIX
A EZ =2y N EOWNEDOZEZDONTNNCY L—F 2 DDFMEEET D
VERHY T,

INDLDORBLRDEMITIY AT —CERINET, TNODOFENR—FEINT
A= 7a—RKY—RNERKIN, @HHINET, VAT —7TiL, IronPort 7
TIATVATETA—NERETHVATLALBETAIHELERINET,
#* 3-162 listenerconfig ATV K

U 2AF—i2id, ISR TE D L) IC—BoL4HTE I T EE
Vo U AF—IZERT DARNIRLF LN LFREI S ET,
AsyncOS Tix, DU A F—IZR—D4RI A5 Z L3 T
& FHA,

JAF—FIP A F—T oA AZH DY TonET, VAF—%
PERS LEI D M CHREIZ, systemstartup 2~ REIT

IPA 23— interfaceconfig 2 Y RZHHL T, §XTCOIP A ¥ —7 =
JzM4R ARAEBRETHHLERDHY £7°,
A=) FAF |BAFANOZBFIMEHAENDE A= Fr barThHh, ESMTP
al & QMQP OWF N TY,

U A F— DR

THRAT2/HED

IP R—b, T7%
)bV N TlX. SMTP
TIIAR— 25 %
fEAH L. QMQP
TiEA—F 628 %
IP R—k FHLET,
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= 3-162 listenerconfig AY Y F
AV A NIV VAF=BIORTTFAX—hK J2R
F5 A ~N— | F—id, BEALOREIHEHSNET, K

Wz, 774 _X—=F URF =TT T A=}
(NER) vy hU—ZIfEENE T, 7
Uy 27 URF—ZiF, A% —F v MEHOD
BT A—IVDZEDIZDDT 7 4 kN DOFFMHENR
HYEF,

7Ty R [7F vy IR —] UVAF—IL, TARRLLT
Thva—T 47 xARE LTS E
T, T T v IR YR F—DIERIRIC,

Ay E—UEHIRTARNCEDA vE—U%
FUATICEZRALNE I D EBEBRLET,
GEMZ W TIE, TAsyncOS Advanced User

YyRFT—DFE Guidel @ 1% 9 % Testing and
¥E . Troubleshooting] #ZM LT 7ZEW),

ELVA

FEE : ZD=a~ 2 R Tcommit] 2SS TY,

JSRBER . ZDavy NI, TRTOYY Y TE—F (VF9RE, TLr—7F,
~vy) CEMHTEET,

RNRyFawrR: Zoavy RNy FEXZYFR—FLTWET,

Ny FRK . — k7% listenerconfig

listenerconfig A< FONRyFEXEMHEHIT L E, BEDA v F—T = A A
WXL TU R —%B00E LOHIBRTE £9, listenerconfig =< > KO/ F
FERTIE, VAT —O HAT BXUORAT 2 ETHZ &L TEET,

o HLWY R F—oDEN :

listenerconfig new <name> <public|private|blackhole|blackholequeueing>
<interface name> <smtp |gmgp>
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o URF—DHIKE :

listenerconfig delete <name>

Ny FK - HAT
WUz, listenerconfig M /N FHRZEH LT HAT Bl O K FIEEE FI1T7 541

R LET, SIEOFEMIOVWTIX, K 3-163 llistenerconfig BIHIE :
HAT] (P462) #ZML T 7ZE0,

e HAT ~OH LWEEE 7 L —7 DB

listenerconfig edit <name> hostaccess new sendergroup <name>
<host list> <behavior> [options [--comments]

e HAT ~OH LWEY > —DiB

listenerconfig edit <name> hostaccess new policy <name> <behavior>
[options]

o REHFIN—T~DHLWEA L U A LOEM

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> new <host list>

o EEZIN—TNELDRZ DI

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> delete <host>

o EEFZI/IN—T VUXRINNTORZ FNOBE)

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> move <host> <host-to-insert-before>
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o EEEIN—TDORY—DEFE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> policy <behavior> [options]

o ERFHEIN—T VURXFDOHT

listenerconfig edit <name> hostaccess edit sendergroup <name> print

o EEHBIN—THLOEE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> rename <name>

e HAT OR Y > —Diak

listenerconfig edit <name> hostaccess edit policy <name> <behavior>
[options]

e HAT 26 O%[FEH 7 NA—T7 OHIFR

listenerconfig edit <name> hostaccess delete sendergroup <name>

o KU —DHIE

listenerconfig edit <name> hostaccess delete policy <name>

* HAT W TOREE 7 LV—7OBH)
listenerconfig edit <name> hostaccess move <group>
<group-to-insert-before>

e HAT 7 74V 7 a v OEH

listenerconfig edit <name> hostaccess default [options]
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o RAKNT IR F—TILOHI

listenerconfig edit <name> hostaccess print

e HAT Du—h)L 28— A VKR —h

listenerconfig edit <name> hostaccess import <filename>

e IronPort 7 75 A T ANEHDO HAT D7 AAHR— K

listenerconfig edit <name> hostaccess export <filename>

o HAT b a—HEEDTRTCOREEFEIN—TBIORY > — %Ik

listenerconfig edit <name> hostaccess clear

% 3-163 listenerconfig 5I#({# : HAT

51% B

lAccept). [Relay). Reject). TCP Refuse].
F721% TContinuel, FEH I/ NV—FTHEMT S
FEEEINT D & 121, [Policy: FOO
(TFOOJ IFRY v—4) L) BROBIMOEE

<behavior> HEHRAI G L 20 £7,
RARNTI7RAT—=TAOAUKR—BLOTY

<filename> AR—RNTHERAT L7 71414,

<group> KIEH 7 NV—T D <name>,

<host> <host _list> D 1 DO F 4T 1,
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& 3-163

listenerconfig 5I#({#E : HAT

<host_list>

BT HERA AN LET, SR MIKOER
THELET,

CIDR 7 KL (10.1.1.0/24)

IP 7 F U R&EPH (10.1.1.10 ~ 20)

IP 7 x> b (10.2.3)

A A M4 (crm.example.com)
#4y A A R4 (.example.com)
SenderBase 71 2 = 7 &ipH (7.5:10.0)

SenderBase * > FV—2 A —7F—IDS
(SBO:12345)

VE—NT7T9v I URN =Y —
(dnslist[query.blacklist.example])

() HBEOFALEZEETLIHAE. =T
Xl £,

<name>

BEEINV—TERIIRY —D4 51, HAT 7
VX, XFELIITHRTHBETILNERHD, £
DBIAEFE OB O LT, HFE. T, FiE3Aa
TrEEMLUET,

[ oL-23407-01-J
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% 3-163 listenerconfig 5I¥{E : HAT

--max_size R A y"Z*—“) PA R, EtRIC, BALAF a Ao
FOHBEIT k. ATAAL FOY ;tM%iEbubi
9, ${¢75>/\4’ s DA j{%@iiﬂing"ﬁﬁo

--max_conn 1 DDORA N HHESL T X DEERED I KR,

--max_msgs B o720 DI K A v 2— U8,

--max_rcpt Ave—Uhl ) ORKRZEER,

--override SMTP "> —0DhA & EEELET, NojJ
F 721X SMTP N F—3CF5,

--cust_acc A AL I SMTP S ANGEZFE L ET,
No| F72i% SMTP & iF AFUSRE SLTF,

--acc_code HAK 5 SMTP ZiF ANSE 2 — K, 774/ bk
X 220 T,

--cust_rej AL L SMTP HEGINEZFRE L E T, Nol ¥
721% SMTP 57555 751,

--rej_code B AL 5 SMTP HEIEE 2 — R, 774V M
554 T9,

--rate_lim BAMBALO LV— MillRE A R—T VT LET,
NoJ. ldefault], F7/=iXAA MEMO 1 K H 7=
D DIRKRZAZTEE

--cust_lim H3 AL 2 SMTP HlBREBGE A v E—VE2HEL
*9, NoJ F721X SMTP HEEFEEXLFH], T
7 %V ME Nol T,

--lim_code H3 A% 5 SMTP HlfREEEEE 2 — R, T 741k
X 452 T,

--use_sb 77 4L h T7 1 —f#l{ElIZ SenderBase % f# fH L
F9, IYes), NoJ, F7zix ldefault],

--as_scan anti-spam A¥ ¥ U E A F—T L ET,
[Yesl. NoJ. Default],

--av_scan TUFIANAZ ZAF v oA FT—T M LET,
Yesl. NoJ. Default],

[options]
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% 3-163 listenerconfig 5I#({#E : HAT

--dhap FA4L 7 FY A= NKERGIE [Noj.,
[default)., £7-13VE—F AR MDDZITES M
iz EHZ D 1 B H 7= 0 DK,

—tls PR—hIhTWEEA, TLS 2 ZET 01T,
}:J_VX?A%ﬁ%Liﬁo
--sig_bits IP7 FLZOAHREE Y &, 0~ 32, NoJ. %

7-1% Tdefault],

Ny FERX : RAT

WIZ, listenerconfig DNy FHAAMH L T RAT BIEO K FFEEZ E1T77T 54
ERLET, SIEOFEMIZ OV TIX, % 3-164 llistenerconfig FI#KH :
RAT| (P.466) ML T EEW,

e RAT ~D#H LW&ZAFE DB

listenerconfig edit <name> rcptacess new <rat addr> [options]

o RAT NOZIEH DRE

listenerconfig edit <name> rcptacess edit <rat addr> [options]

e RAT 76 DZ(EH DOYIKR

listenerconfig edit <name> rcptacess delete <rat addr>

e RATOzZt'—DH N

listenerconfig edit <name> rcptacess print

e T—H)L RAT ® IronPort 777 A4 TV A~DA R — |k

listenerconfig edit <name> rcptacess import <filename>
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e RAT D=7 ZR— K

listenerconfig edit <name> rcptacess export <filename>

o FTIFNKNTIEBADIIT

listenerconfig edit <name> rcptacess clear <default access>

& 3-164

listenerconfig 5|#{{E : RAT

518

A

<rat_addr>

BT AERAREANLET, R MIKOFEX
THRELET,

CIDR 7 KL% (10.1.1.0/24)

A A 4 (crm.example.com)

#rHk A M4 (.example.com)

a2 —H%4, (postmaster@)

FTEARREF AL T FL A (joe@example.com,
joe@[1.2.3.4])

(F) BEOBXNEEESTL2HAE, b~
T £,

<options>

--action

T RVRIZHEAT A7 7> a v, TAccept] iz
1% TReject), 7 7 4/ hiE lAccept] T,

--cust_resp

AL N SMTP JEE#EELET, Nol 7=
X SMTP 5% 1F AFUGE 3551,

--resp_code

B AL I SMTP JSE = — R, 774V b,
[Accept] DHE1E 250, Reject] DAL
550,

--bypass_rc

ZEREE AL RZALET, T 74/ ME NoJ
/G“d—o

--bypass_la

LDAP &R 7 = U —% A /RZA L% T, [Yes]
F721% Nol,
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Bl - ) RF—miEhn

WROBFITIL, listenerconfig 2~ REMHL T, =4 —7FF74 X F— |

U = A R LT B Y A= TX %, OutboundMail & FEIEILS BT L
TITANR=h VAT —&FRLES, (FE: ZOFTA =k JAF—iF, GUI
@ System Setup Wizard CLI systemsetup =¥ ROEITRHBMNT 52 &6 T
TET),

TITANR— K VRS — XA THFRL, £4i% OutboundMail IZF%E L E T,
Z DY AF—IX, PrivateNetIP f > ¥ —7 =4 A ETHR—F 25 ® SMTP 7= k
aEERLTCEMET 2L ELET, 2OV RF—DOKRA N T IR R
Vo—0OF 74V MERZITFANLINLET,

% 3-165 listenerconfig : Y XF+—m;BHn
mail3.example.com> listenerconfig
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.

1. Private

2. Public
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% 3-165 listenerconfig : ) XF—miEM (=)
3. Blackhole

[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 2

Choose a protocol.

1. SMTP
2. QMQP
(11> 1

Please enter the TCP port for this listener.

[25]> 25
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% 3-165 listenerconfig : ) XF—miEM (=)
Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines t
maximum number of recipients per hour you are willing to receive from a remote
domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No
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% 3-165 listenerconfig : ) XF—miEM (=)
Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMail created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.
- SETUP - Change global settings.

[1>

Bl: TOVAR—FBRUVAR— KB YRFT—DHRRA N TIEX T—T
U (HAT) OHRE2<A4X

listenerconfig A< ROV T a<wr RO TlE, —FDA v HR—Féx
JAR— ML TREMARELENTE D720, CLLILT—¥ %D LT2OA
NTHVENRLY XA,
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ZOFIMETE, CLIZEHL T, 774 V&= 7 AR—bL, BEEELMATA
R 2221250, URAF—DKA L TZERAF—T 1 (HAT) 2L HE L
£9., HATCLI =7 4 # £721Z GUI M L TV A F—D HAT & A X ~ A
AT HZEHTEET, FMIZOWTIE, [TronPort AsyncOS User Guidel] ®
[Configuring the Gateway to Receive Mail] 35 X' [Using Mail Flow Monitor |
DEEZRLTIEI N,

TIAR—=FEAUFR—MILoTERLIL, VAT —OHAT %W AZ~<A X
ERAL

listenerconfig ® hostaccess -> export V7 a~ KafH LT, T 74/
FO HAT %7 7 A MIZT 7 AR —FLET,

WO TIX, X7 Y v 7 U AF— InboundMail ® HAT #HHHH L. 51
inbound.HAT.txt &) 7 7 ANy AR —FLET,

# 3-166 listenerconfig : HAT DI % RAAR—

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F

[ oL-23407-01-J




& 3-166 listenerconfig : HAT DI 9 RAHR— b

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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% 3-166 listenerconfig : HAT DI 9 RAHR— b

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on thi
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
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& 3-166 listenerconfig : HAT DI 9 RAHR— b

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print

$BLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap limit = 0

max_rcpts_per hour = -1
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& 3-166 listenerconfig : HAT DI 9 RAHR— b
virus_check = "on"
max _msgs_per_ session = 5000

spam_check = "off"

use sb = "off"

max _message size = 104857600
max_rcpts_per msg = 5000

max_concurrency = 600

SACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"

dhap limit = 0

max_rcpts_per hour = 1
virus_check = "on"

max _msgs_per_ session = 10
spam_check = "on"

use sb = "on"

max _message size = 1048576

max_rcpts_per msg = 25
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& 3-166 listenerconfig : HAT DI 9 RAHR— b

max_concurrency = 10

WHITELIST:

STRUSTED (My trusted senders have no anti-spam or rate limiting)

BLACKLIST:

$SBLOCKED (Spammers are rejected)

SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST:

SACCEPTED (Reviewed but undecided, continue normal acceptance)

ALL

SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No
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% 3-166 listenerconfig : HAT DI 9 RAHR— b
Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

[ oL-23407-01-J
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& 3-166 listenerconfig : HAT DI 9 RAHR— b
- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[]> inbound.HAT. txt

File written on machine "mail3.example.com".

AFYFT 2 a~vr bR I A X —Tx=AA (CLI) OHERT, 77 AL
inbound.HAT.txt ZH&E L ¥ 9,

AFYT 3 THXANZTAXEMEALC, ZOT77ANVCHLWHAT = MU 2B L %
\?AO

ZoFITIX, HATHN®D arr = U D BB T MY 2Bl £9,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

- PO 25O hUIE, KAA L spamdomain.com 3 L
spamdomain.com DH T FA AL LHNO U E—F FA MDD O & T

THELELET,
— 320HOZ  FUIZ IP 7 RL A 251.192.1.x THHRA MO
BAEHESLET,
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ATFvT 4

AFvT 5

— 45D FUIZE-T, IPT7 RV AN 169.254.10.10 TH DY
F—FFAMI AV F—Fy bADTRTOREET A —/LITONT
IronPort 7 7 A4 7 A% SMTP UV L— & L CERATE £,

S

(GE) HATATOL—ADIEFITEEREREZRHET, VAT I8 L X
9 ETDHHEARAMIONT, HAT S L6 FIZ > CHirAENE
T, BT A MOV — AR —ET 556, TOERICH LTI <IET
7 aryRNETENET, HAT Tk, T XTOHAF A = Y &
ALL A A NEERLY LICEETLIHLERHY £9, HATCLI =7 1 ¥
FEIEIGUI ZFEALTCY AF—DHAT 2 W AX <A ATHZI L TE
F9, PRI OWTIE, TIronPort AsyncOS User Guidel ®
[Configuring the Gateway to Receive Mail| 3 X O [Using Mail Flow
Monitor] OEEZZMHL T IV,

T ANERTLTA VX —7 =4 AD configuration 7 4 L' 7 b+ U ITHLE L.
AVR—=FTELLIICLET, GEMICOWTIE, 18k B lTAccessing the
Appliance] ZZHL T 7ZI W),

listenerconfig ® hostaccess -> import V7 a3~ R&MHL T, MWEFH»
DERARNTIHAT—=T N T7AVEAL KR —FLET,

WOFH T, FREHRIHD 7 7 A )L inbound.HAT.txt Z InboundMail U X F—d
HAT 2 A > R—FLET, print ¥ 7 a~r REFEHALTHLO U MY 2 H
FILET,

* 3-167 listnerconfig : HAT O A ViR—

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

[ oL-23407-01-J
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% 3-167 listnerconfig: HAT OA YiR—bF (&)
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
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% 3-167 listnerconfig: HAT OA YiR—bF (&)
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on thi
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
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% 3-167 listnerconfig: HAT OA YiR—bF (&)
Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.
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% 3-167 listnerconfig: HAT OA YiR—bF (&)

- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:

[1> inbound.HAT. txt

9 entries imported successfully.

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication:

Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

No

[ oL-23407-01-J

Cisco IronPort AsyncOS 7.5CLI Y 27 LR i1 F i




% 3-167 listnerconfig: HAT OA YiR—bF (&)

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

SACCEPTED
ACCEPT

STHROTTLED
ACCEPT {

spam_check = "on"
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= 3-167 listnerconfig: HAT OA YiR—bF (&)
max msgs_per session = 10
max_concurrency = 10

max_rcpts_per msg = 25
max_rcpts_per hour = 1

dhap limit = 0

virus_check

on

max message_size = 1048576

use_sb = "on"
tls = "off"

}

STRUSTED

ACCEPT {
spam_check = "off"
max _msgs_per_ session = 5000
max_concurrency = 600

max_rcpts_per msg = 5000
max_rcpts _per hour = -1

dhap_limit = 0

virus_check = "on"
max _message size = 104857600
use_sb = "off"
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% 3-167 listnerconfig: HAT OA YiR—bF (&)
tls = "off"
}
$BLOCKED
REJECT
WHITELIST:

STRUSTED (My trusted senders have no anti-spam scanning or rate limiti

BLACKLIST:

$SBLOCKED (Spammers are rejected)

SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST:

SACCEPTED (Reviewed but undecided, continue normal acceptance)

spamdomain.com

REJECT (reject the domain "spamdomain.com™)

. spamdomain.com
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% 3-167 listnerconfig: HAT OA YiR—bF (&)

REJECT (reject all subdomains of ".spamdomain.com")

251.192.1.

TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")

169.254.10.10

RELAY (RELAY the address 169.254.10.10)

ALL

SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
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% 3-167 listnerconfig: HAT OA YiR—bF (&)
Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1>
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A U H— MR, BOEE

LET,

I : HAT O/ S5 A —4

# 3-168 TliE. HAT DM N T A —Z O TEHE L TOE T, ROMITEHE
THY, BRIk ZBMLTEFa S FTERTH, BRICMZBEBMLTAI AL T
BTILENTEET, LFORVEIIAAL FERBREINET, TAX U R RN

W RT A —H 1T, F# 3-168 ITRTEHE L Z Y R— L TWET,

EEHEMNCT D720, %7 commit 2~ REFIT

& 3-168 HAT E#ll/R5 A —32 DEX

IRNFA—4 X B EnH

PEE T L DR R A v T— max msgs per session &5 1000

Al —U T DO KNE |max_rcpts_per_msg x5 10000

(CEF:8 1k

HRAvE— A4 X max_message_size K5 1048576
20M

U A F—~Dix KFIEE: |max_concurrency Fip=s 1000

SMTP N F— z— | smtp banner code * 5 220

SMTP "} — 5 F% & K smtp banner text el Accepted

(*)

SMTP ¥ /3)— =1— |} |smtp_banner_code = 550

SMTP & /3 — 5% 2 |smtp_banner_text il Rejected

k(%)

SMTP /RF— 7R A 4 @ |use_override_hostname on | off default

FEX default

override hostname peeil newhostname
TLS O tls on | off on
required
anti-spam A % v VD |spam_check on | off off
Sophos TAINVA AF virus check on | off off

> DOfEH
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& 3-168

HAT E#ll/R5 A —32 DEX

NFTA—4 X E] BB
1 H7-0 O K%z max_rcpts per hour x5 5k
EES
17T — max_ rcpts per hour code &= 452
2 — NORRZEEK
1 H7-vooTrx2 max rcpts per hour text el Too many
D RZEEH recipients
SenderBase O ff] use_sb on | off on
SenderBase £fAfi 2 =@ 7 @ |sbrslvaluel:value2] -10.0- 10.0 |sbrs[-10:-7.5]
TEFR
Directory Harvest Attack |dhap limit 2 150
Prevention : 1 ffH 7= ¥
DIEIN 723288 DI KIK

%l : SPF & & U SIDF D&&R*E
VAF—=DORAL T I YA T—=TNDT 74N FOREET oA, U AT —

@ SPF/SIDF Yl L~ )L & | 775 A4 7 o ZH SPF/SIDF Miakfs Bl SV TE
174 % SMTP 77 > 2> (ACCEPT £7-1Z REJECT) #&EIRTxE4, 777
AT VANRA =V HIEETIEAICEETS SMTP &2 EHTHZ LD
TEET

HEHLL ~ LIS U T, 7754 7 A% HELO ID, MAIL FROM ID, %7-i%
PRAIDIZHLTCTF =y 7 2T LET, 7T ITAT VAR, KOKID F=v
7 D% SPF/SIDF Wik Bicxt L., By a v 2847425 (ACCEPT) 7».
tyvargE&rT45 (REJECT) »&fEEcE £,

o [Nonel, IEHMORED-, MitEFETTE EHA,

* [Neutrall, FAACFAHEIZ. 7 T747 0 MIHRES N ID 21 2
RBHDNE DI PETHI—FLEEA,

e [SoftFail], FAA VFAHEIX., KA MBFEEINTZ ID 26 H T RN 72
WEEINR, ISl EEZTWHET,

e [Faill, 7747 MI, HBESNTZID TA—INEZHEETHHREH £
/\/O

e [TempError], ARFEFIZ—KERI72 =T — 3% AELE LT,
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e [PermError], MFEHIZKFEM =T —BRELFE LT,

TTTAT v AE, A vE—Z Resent-Sender: 7213 Resent-From: ~ > % —
DIFTET 235A12. PRAID @ Pass i None 12X U 7 L— R 5 K51
SIDF A#HELL NNV %R E L TWRWIRD | Pass fiRD A v —V %2 1T AR
9, 77747 AL PRA F= 7 T None DiRSINT=HEICHEEINT:
SMTP 77 v a v FEITLET,

IDF=vZIH LTSMTP 727 v a v Z2EHB L TWRWES, 77947 %
I% Fail 2 &3 X COMIEMERZ BEIMICZ T AN E T,

AF—=TNMZENTZNTNHAO ID F= v 7 O ID MaEAE R REJECT 77 v =
N BGE, T IAT ATy v a v EK T LES, X B
FiX, T XTOHELOID F = v 7 FRICESNWTA v E—VEZ T ANLD LD
W2V 2 F—ZFRELE T, MAIL FROM ID F = v 7 7 & @ Fail 212 xf LT
IRy E—VEESTAIIC)V AT —2RETHELET, AvE—UNRN
HELOID F= v ZIZKLTH, T I7A4 T LV AIZEDRREZZITAND T2,
Yo a BT LET, WIT, Ay E—I2 MAIL FROM ID F = v 27 THAK
LB E, VAT =gty ara2&T L, REJECT 727 ¥ a > ® STMP J&%&
ZIRLET,

SMTP J52 1%, 777 A 7 A% SPF/SIDF MREEHRICESNTA v =V & 4E
BT HHAICKTa— RER LA vy E®—TF, TempError fEH %, ORI
RL B D SMTP R %K LE ¥, TempError D4, 7 7 40 hDIGE = —
KiZ 451 C, 74V EDRA v —Y %A ME [$4.4.3 Temporary error
occurred during SPF verification] CT9, DT X TOMIEFERTIZ, T
THNFDIGETA—RIZS550 T, 774V DAy =Y THFZME T45.7.1
SPF unauthorized mail is prohibited] T, Ibranrror*?ﬂﬁd)h%%E%Eﬁﬁii
MWMEHDIGEEa—REA =Y THRA MBI ETEET,
f£E C. Neutral, SoftFail, %7213 Fail fRiEAE Rk L CREJECT 77 ¥ a v~
DEITINTZH B, SPE AT Y vy RAALUnD, = FRX—=F 1 DILE
EIRT IO, TTIA TV RAERETDHIENTEET, 774/ NT, 77
TAT VAFROIGEZRELET,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>
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5 SPF/SIDF #E% A 2 —7 /WIZT HITIE, listenerconfig -> edit ¥
Ta<wry REFEHL, UAF—%BINLET, KIZ, hostaccess -> default ¥
Ta<wr REERALT, "RANTI7RAT—=FADOF 74V b OBRELZREL
FT, WOTr 7 Mlyes L& % T, SPFHl#&ZHRELET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes

RANT 7 ®AT—=T7NTHE, RO SPF flilERELHEHTEET,

% 3-169 SPF #IE%%E
EWLAR)L EATREZ: SPF HlfIEE
SPF Only e HELOID F= v 7 &F(73T20E 50

e RDOID Fx=v 7 OFERIZIHKSNTEITEIN
5SMTP 727 gy

* HELOID (A RX—7NDHE
e MAIL FROM ID

e REJECT 7 7 ¥ aviZxtL TR D SMTP
JREA—RETHFAR

o FOEANLORGEX A LT 7 b
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& 3-169 SPF #ilfEE% E

FERLAL LTI RE%: SPF Hil#ERE

SIDF Compatible .

HELOID F = v 7 ZF{T3 20 5 )

A vt —|Z Resent-Sender: F721%
Resent-From: ~ v # — N FET DA,
FRFE T PRA ID @ Pass f&#% None (24 7 v
T —RT50EH N

WDOID F = v 7 DFERICESNTEITEN
5SMTP 77 av

HELO ID (A r—7 VDGHE
MAIL FROM ID
PRA Identity

REJECT 77 ¥ a 2kt L TiR& b SMTP
JSEFEa—=FETFA b

FHALOBEES A L7 U b

SIDF Strict .

WO ID F = v 7 OFEFRIZESNTEITS N
% SMTP 77 v a v

MAIL FROM ID
PRA Identity

SPF REJECT 77 v a v OHEICKREND
SMTP J&%& =2 — R&TF A b

BRALOMGES A LT U b

Wiz, =—33 SPF Only % L~ L &4 L, SPF/SIDF HFE% % &3 2 4l
RLEST, 77947 ZZHELOID F= v 7 2517 L. None 53X

Neutral BFERERZZ T A, TOMOEREHEELET, SMTP 727 v a D
CLI e > 7 MIT~_THID ¥4 7 TR L TY, =—¥iL MAIL FROM ID O

[ oL-23407-01-J
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SMTP 77 v 2 VAR LE—A, 77547 VA, £0 ID OF T OBIE
HREEBOICTIANET, 77747 2 AR TO REJECT fRICH L
T, 774NV OERa—FETFHFAMEHEMHLET,

& 3-170

Would you

Would you

SPF/SIDF #&3E

like to change SPF/SIDF settings? [N]> yes

like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

(21> 1

Would you

Would you
[N]> y

Would you

What SMTP

1. Accept

2. Reject

like to have the HELO check performed? [Y]> y

like to change SMTP actions taken as result of the SPF verification?

like to change SMTP actions taken for the HELO identity? [N]> y

action should be taken if HELO check returns None?
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& 3-170 SPF/SIDF #®3E

[1]1> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept
2. Reject
[11> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept
2. Reject
11> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept
2. Reject
[1]1> 2

[ oL-23407-01-J
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& 3-170 SPF/SIDF #®3E

What SMTP action should be taken if HELO check returns PermError?

1. Accept
2. Reject
[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n

Would you like to change SMTP response settings for the REJECT action? [N]> n

Verification timeout (seconds)

[40]>

Wiz, VAT —=DOF 73V FDOKRY >— T A—H#|Z SPF/SIDF &N ED &
IR REINDENERLET,

# 3-171 T4 R — 185 A—4 0D SPF/SIDF
SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:

None, Neutral: Accept
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= 3-171 FI24I b R o— 5 A—4 0 SPF/SIDF
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF
verification.

Verification timeout: 40

localeconfig

anEA

ELVvA

FEE : 2D~ RiE Tcommit] 2AMETY,

PIGREEHE . Zpavy NI, T RTOY Y T—F (53R, T A—F,
~vvy) CTHEATEET,
NRoF aw R Z0a<vy RNy FEXREZTR—FLTWWEREA,

Cisco IronPort AsyncOS 7.5CLI ) 77 LY R 4 F
| oL-23407-01-J .m




&

#* 3-172 localeconfig

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of message
footer

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the
message body? (Some MUAs incorrectly handle headers encoded in a different
encoding than the body. However, encoding a modified header in the same encodi
as the message body may cause certain characters in the modified header to be
lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set, impose the
encoding of the body on the header during processing and final representation
the message? (Many MUAs create non-RFC-compliant headers that are then handled
an undefined way. Imposing the encoding of the body on the header may encode t
header more precisely.) [Y]>
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* 3-172 localeconfig (fE¥)

When there is an encoding mismatch between the message body and a footer, the
system initially attempts to encode the entire message in the same encoding as
the message body. If the system cannot combine the message body and the footer
the same encoding, do you want the system to failover and attempt to encode th
entire message using the encoding of the message footer? (When this feature is
enabled, the system will attempt to display the footer "in-line" rather than
defaulting to adding it as an attachment.) [N]> y

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of message
body

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[]>mail3.example.com>

smtpauthconfig

H- 2]

ELVA

SMTP SBEEREB L OEE T e 7 7 A V2R ELET,

FEE . Zoa~2 R Tlcommit] NMLETT,

PSRBER . ZDavy NI, TRRTOYY Y BE—F (VF9RE, TLr—F,
~vy) CEMTEET,

[ oL-23407-01-J
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NRyF a<wr R Zoavy gy FEXLEST R — ML THWERA,

%

WOHTIL, smtpauthconfig 2~ R&EfEHL T, —
lsmtp2.example.com] DH L WHZER—AD T 17 7 A VAEIERR L ET,

#* 3-173 smtpauthconfig

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:
- NEW - Create a new SMTP Auth profile

[]1> new

Choose the type of profile you wish to create:
- FORWARD - Create an SMTP Auth forwarding server group profile

- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com
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= 3173 smtpauthconfig (fE¥)

Enter a port:

[25]>

Choose the interface to use for forwarding requests:
1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)
[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:

[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>

Use SASL LOGIN mechanism when contacting forwarding server? [Y]>

Would you like to enter another forwarding server to this group? [N]>
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= 3173 smtpauthconfig (fE¥)

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile
- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Changes committed: Tue Dec 21 12:51:56 2004 PST

GE)  REEWHAO—HIZIE, RELAY HAT AU =R s E T,

(i) 1 207077 A VANTHEBOEEY—NEHEETHI LHTEET, SASL A
1 = X2 CRAM-MD5 & DIGEST-MDS 1%, IronPort C-Series 777 A4 7 2 A
LHAEY — RO TR — b EHA,

Cisco IronPort AsyncOS 7.5CLI ) 27 L> R A1 F
m. OL-23407-01-J |




AT LDEY N TS

systemsetup

'.E-IDII:I

BA

HEIDOT AT L By T v TBIRV AT ADEHA A F—/l,

fELNA
FEE : Z Do~ R fcommit] 2SS TI,
JSRBER . ZDavy NI, TRRTOYY Y E—F (VF9RE, TLr—7F,
~vy) CEMTEET,
NyFavwrs R Zoavwy RigRnyFELEZTR—FLTHWEREA,
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&

& 3-174 systemsetup

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table'

mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator password to a new value.
0ld password:
New password:

Retype new password:

* Kk Kk Kk Kk

You will now configure the network settings for the IronPort C100.
Please create a fully qualified hostname for the IronPort C1l00 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-Cl100.example.com
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% 3174 systemsetup

* Kk Kk Kk Kk

You will now assign an IP address for the "Data 1" interface.
Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or
"OxfELELEOO") :

[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk kK

Would you like to assign a second IP address for the "Data 1" interface?
[Y]> n

[ oL-23407-01-J
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% 3174 systemsetup

What is the IP address of the default router (gateway) on your network?:

[192.168.1.1]> 192.168.2.1

* Kk Kk Kk Kk

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk Kk Kk Kk

Do you want the IronPort Cl00 to use the Internet's root DNS servers or
would

you like it to use your own DNS servers?
1. Use Internet root DNS servers

2. Use my own DNS servers
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% 3174 systemsetup

[11> 2

Please enter the IP address of your DNS server.

[]> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk kK

You are now going to configure how the IronPort C100 accepts mail by
creating a

"Listener".
Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[1]1> 1
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% 3174 systemsetup

Enter the domain names or specific email addresses you want to accept
mail for.

Hostnames such as "example.com" are allowed.
Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are
allowed.

Separate multiple addresses with commas.

[1> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com?
[Y]> n

Please specify the systems allowed to relay email through the IronPort
C100.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service
(SBRS)
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% 3174 systemsetup

Scores for this listener? (Your selection will be used to filter all
incoming

mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting
defines

the maximum number of recipients per hour you are willing to receive from
a

remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote
domain.

[1> 1000

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: 1,000

[ oL-23407-01-J
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% 3174 systemsetup

Maximum Recipients Per Hour SMTP Response:
452 Too many recipients received this hour

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk
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% 3174 systemsetup

Do you want to use Anti-Spam scanning in the default Incoming Mail
policy? [Y]> y

Would you like to enable IronPort Spam Quarantine? [Y]> y

IronPort Anti-Spam configured globally for the IronPort C1l00 appliance.
Use the

policyconfig command (CLI) or Mail Policies (GUI) to customize the
IronPort

settings for each listener.

IronPort selected for DEFAULT policy

* Kk Kk Kk Kk

Do you want to use Anti-Virus scanning in the default Incoming and
Outgoing

Mail policies? [Y]> y

1. McAfee Anti-Virus
2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the
default

[ oL-23407-01-J
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% 3174 systemsetup
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

* Kk Kk Kk k

Do you want to enable Virus Outbreak Filters? [Y]> y

Virus Outbreak Filters enabled. The current threshold is 3.

Virus Outbreak Filter alerts are sent when outbreak rules cross the
threshold

(go above or back down below), meaning that new messages of certain types
could

be quarantined or will no longer be quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Virus Outbreak Filters and SenderBase.

* Kk Kk Kk
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% 3174 systemsetup

You will now configure system alerts.

Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails

system alerts and weekly status reports directly to IronPort Customer
Support?

You will receive a complete copy of each message sent to IronPort.

(Recommended) [Y]> y

* Kk Kk Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com
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% 3174 systemsetup

* Kk Kk Kk Kk

You will now configure system time settings.
Please choose your continent:
1. Africa

2. America

11. GMT Offset

[11]1> 2

Please choose your country:

1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)

51. Virgin Islands (U.S.)
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% 3174 systemsetup

[1> 47

Please choose your timezone:

1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP
server, or

press Enter to use time.ironport.com:

[time.ironport.com]>

Kk Kk ok Kk

Would you like to commit these changes at this time? [Y]> y
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% 3174 systemsetup

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

— s
1—HEE
ZIZTiEH O CLL awr RIZOoWTHBA L E7,

e userconfig

e password £ 7213 passwd

e Jast
e who
¢ whoami

userconfig

H- 2]

a—PF THY U b ENRORGEY —A~DORFEEFR L £,

ELVA

FEE : ZD=a~ 2 R Tcommit] 2SS TY,
TIGREER . ZDa<v LRI 728 =R ToOLMERATE £,
RNRyF azwyF: Zoavwy FERNyFRBLAZ Y R—FLTHEEA,
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Bl:FHLLA—F Thor FOER

WIZ, Help Desk User @ — /L& RO LW a—H 7 v o N OVERMI %7~ L E
a‘@

& 3-175 userconfig : HILWaA—H 7ho 2 DR

mail3.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

[1> new

Enter the new username.

[1> helpdeskl
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% 3-175 userconfig : HILW1—H 7Ho > FOFER
Enter the full name for helpdeskl.

[1> Help Desk

Assign a role to "helpdeskl":

1. Administrators - Administrators have full access to all settings of
the system.

2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and
status information.

4. Guests - Guest users may only view status information.

5. Help Desk Users - Help Desk users have access only to ISQ and Message
Tracking.

[1]1> 5

Enter the password for helpdeskl.

Please enter the new password again.

>

Users:

1. admin - "Administrator" (admin)

2. helpdeskl - "Help Desk" (helpdesk)
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% 3-175 userconfig : HILW1—H 7Ho > FOFER

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

(1>

%l : RADIUS — /&SN EEBMAICEY b7y T

RIZ. RADIUS ¥ — 24 RREMIcE v M7 v 73562 R L £,
RADIUS =%ty 7 v 7T 512013, RA MM, A—F, BLOEFARZ
UV—Faz AL, RFETm hanlt LTCHAP & PAP D EL LT 50 %
fEELET,

% 3-176 userconfig : RADIUS 4—/iDty F7 v

mail3.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

[ oL-23407-01-J
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% 3-176 userconfig : RADIUS $+—/ Dty k7 v T

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- PASSWORD - Change the password for a user.

- EXTERNAL - Configure external authentication.

[1> external

Choose the operation you want to perform:
- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> y

Please enter the timeout in seconds for how long the external
authentication credentials will be cached. (Enter '0' to disable
expiration of authentication credentials altogether when using one time
passwords.)

[0]> 30

Choose a mechanism to use:
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% 3-176 userconfig : RADIUS $+—/ Dty k7 v T

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are
configured

1. RADIUS

[11>

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]>

Please enter the shared password:

Please enter the new password again.

[ oL-23407-01-J
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% 3-176 userconfig : RADIUS $+—/ Dty k7 v T

Please enter timeout in seconds for receiving a valid reply from the
server:

[5]>

1. CHAP
2. PAP
Select authentication type:

[2]1> 2

Configured RADIUS servers:
Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap

Choose the operation you want to perform:
- NEW - Add a RADIUS server configuration.
- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.
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% 3-176 userconfig : RADIUS $+—/ Dty k7 v T

- CLEAR - Remove all RADIUS server configurations.

[1>

password ¥ 7=[& passwd

'.E-IDII:I

BA

fELNG

GE)

B DNAT— REERLET,

FEE . Zo o~ R Tcommit] NMLETT,
JTGRFEE . ZDa~v L NI T7AF == RFTOMEHATE T,

passwd 2 NiE, =V E—RLWMEHTERWF A N 2—¥FRFEHTE 2
LT H1DORHITT, YA N 2—FRT TALZHND~ T ET passwd =
<~V REETTDHE, BEA v E—VEERINT, 2—FOE— NE2EFET
27 AL LRAVDOT =25 L TERIERTTOILE T, toT X Toa—HI(C
SLTIE, EERo (o#lBsnsdar 7 Xal—yary avry REED)
MER TN E T,

NRyFas s/ R: Zoavwy RNy TFEXZSHR—FLTWEREA,
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last

558

ELVvA

* 3177 password

mail3.example.com> password

0ld password: your old password
New password: your new password
Retype new password: your new password

Password changed.

last 2< 2 KiE, VAT LKA /A v Lica—Fa2E R LET, T 740
FTCIE, AT LI A LTNATRTOa—FE2ERLET,

FEE : Z Dz~ RIZ Tcommit] 1ZMHEHY FH A,
JGRAREHE . —Da~vy NIvyy E— RTOLEHTE TS,
RyFa<wryR: Zoavry RNy FERXZYFR—FLTWEREA,
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* 3-178 last

elroy.run> last

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1llm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who

nh
1

A

who 2~ RiE, CLINOL VAT AIIu T A LT _RTCO2—Y, urof i
B, 74 KU, BLXOa—¥Fra A L)V E—h SR M2 —EEKRL
*7,
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FEE : ZD o~ KIZ Tcommit] 1ZMHEHY FH A,

JOGRREHE . —pa~vy Riiwiy T— RCORFEHATEET, 52, 2
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I, Zoavr FEERTAICIE. =V 7740 VAT AT AT
XDOMENRHY F,
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]

* 3-179 who

mail3.example.com> who

Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami

'.E_Iullg

BA
whoami 2 < KX, HEn /A L L TWba—FDa—FLBLOKL L.
2—FRBL TV I NV—TERRLET,

fELNA

FEE : Z Do~ Rk fcommit] 2BASETI,

JIGREER . ZDa~v L NiE, TRTCHO~Y > T—F (OTAX, TL—F,
v y) THETEET,

NRyFas s/ R: Zoavwy KNy TFEXZSHR—FLTWEREA,
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# 3-180 whoami

mail3.example.com> whoami

Username: admin
Full Name: Administrator

Groups: admin, operators, config, log, guest
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