a>Y—JL R— bk, Telnet. LW SSH D
A3

[EE)] PRaBHKZEZERAICEDHIC. RELDEE
(www.cisco.com/jp/go/safety_warning/) % ZRER SN,

AEF, KEVRIRITRFF2 AV FOSEMRTY,. UV ER
[Z2EFFL T, BRERBHBHRT, REWRIT7 v TT— 0B
U, VoI RDR—IHBH | ERShTLWSEERHYFET L
EITESESL,

HLETHLSEMREGYFETOT, EXBRRICOVTILREY
A FDREFa AV FESRIESL,

Ff. BHEORRICOVTIE, IR/ S— FF—, F1E, ¥
HHIELE(C TR &L,

ZOEIX, ROWNETHEREINTNET,

e [Cisco ASR 1000 >V —X —H Dz —)L KR— sO3E] (P.2)

o a2 y—LFK— hDOWEIZONT] (P2)

e [Cisco ASR 1000 > U —X jb— % ® Telnet 33 LT SSH 2>\ T (P.2)
o [F#Filk Telnet 5 X OFEfetE SSH O3 (P.3)

e (2 Y= K= DFTUVAR—F = 7ORE| (P4)

o [Hrfett Telnet D% E) (P.6)

o [Fett SSH o) (P.9)

o [y y—R— 1, SSH, 3 LT Telnet DAL E DA~ (P.12)

o [EFHIEEL X OHKFEE] (P17)

Y
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www.cisco.com/jp/go/safety_warning/

avY—JLR—Fk, Telnet, LU SSH DLE |

Bl Cisco ASR1000 LU —X L—2Da Y —)L R— FOEE

Cisco ASR 1000 > U—X JL—2Da>ry—I)L R— Dk
=

Cisco ASR 1000 >V —R L—& L=z vV —/L B— M, EIA/TIA-232 R, 7 e —flfE7 Lo
VU TNAERT, aRr I ZIEIRIAS ax 7 2 EFEHLET, 2 Y — L AR— MNINL—F~DT 7 LA
RS, v— bk Zatyd (RP) OFIEH SRMIAE L TWET,

A=) R b EFER LIV —X~DT 7 & A2 TIL, “Accessing the CLI Using a
Directly-Connected Console” section on page 2 % ZH L T 72& 1,

a2y —IL iR— FOREIZDINT

A=V R— b EFERLTCV—XIZT 7 ®8ATDHE, T74/VTHEMIZIOS 2~ KT A
VE—T o ANTENNET,

Y= A= EBBLTL—FIZT7EAT5 L&, 10S CLLIZHERT HRICT L—V G H%%E
T5E (FTL—IESE2EETHITIE, Crl+C % —F 721% Ctrl+Shift+6 F—A #1472, Telnet 7 1 >
7 FTsend break =~ > FZ AN LET), IERPIOS B I R A —I T VB ATELHEA,. T 74
Jb R TREE— RIZEMMNET,
INLOBREEEETDHITIE, 2=V A —PMNIRELL NIV AR— N vy TEaryy—L A
H—T A ZAZHEHLET,

Cisco ASR 1000 > 1)—X JL—5 D Telnet LU SSH [
2V T

Cisco ASR 1000 >V — X JL—# £ Telnet 3 X ¥ Secure Shell (SSH; ¥¥ =7 ¥ =/) OFREHIE
BLOWMHE ST, thod Cisco 77 v b 74— A4 ETO Telnet 3 L SSH & FAETY, 63K D Telnet
DOFEMMZ 2OV TCIX, [Cisco 10S Terminal Services Command Referencel

(http://www.cisco.com/en/US/docs/ios/12_2/termserv/command/reference/trflosho.html#wp1029818 )
D line 2~ FEZRLTIZIV,

Pk d SSH DR E DFEMIZ Wi, [Cisco 10S Security Configuration Guide]
(http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfssh.html) @
[Configuring Secure Shell] OEEZZL T EE W,

Cisco ASR 1000 3 U — X jb—Z (2%, Fifetk Telnet 3 L OFfpitk SSH A STV ET, 22—
2 Telnet £721% SSH # i L TEHEA —TF* v b R— MEHATL—XIZT 7 B AT HHEIC, etk
Telnet 3 X Uitk SSH 2 +5 L., Xy " —VEHEFIIEREFT 7 4 v 7 O A X 0 AREIC
EFRTEAH LT £, B, Hil Telnet 38 L O%rkerE SSH Tid, 10S 71 X ITFEEN A
LT%H, Telnet £721X SSH Z# AL CTA —% Ry MEBA— MRETT 7 EATEX X CV—4%
HETEDHED, IVEELTEX Y NT—7 TI7BANERLET,

Bl Cisco ASR1000 ¥ U—XF7HYS—av y—ERL—4E YIryx7 avI4F¥al—vav 1k
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| avy—iAR—F, Telnet. &V SSH DULE

B Telnet & & UHEHME SSH o= B

FintE Telnet & X UF#RTE SSH O#IE

PEFD A —2TlE, 10S FEENFAE L7-HEIZ Telnet £/21FE SSH Z2FH L CL—XIZT7 7 & A
TEEHBATLE, RO A2 —% T Cisco I0S DFEENEALIZEA, V—X T 72T 5
FiEFaryy—n R—= b EN0T255ELrHY 8 A, R, Bk Telnet 7= 13 Fifelt SSH % fif
H L 720y Cisco ASR 1000 > U —X )L—H FOFTRTOT 77 772108 7 at A TEENEA LT
HEE, ar Y — L A= MEETLMILV—FIZT 7 BATEEHA,

7e72 U, Fefgitk Telnet E 7213 FsGilE SSH # AT 5L, =2 —FIIEHA —HF Ry b A ¥ —Tx A X
DF#1E Telnet 877 4 v 7 121X SSH b T 7 4 v 7 DUREERT DN TV AR— b vy TERET
ET, HELOBREL TV arOF T, hTUAR—F v X, TRITONT 7 4 v 7 B 10S
CLI ®2ZWrE— NIZEIND X IR E LY, T —92 10S MK (vty) BRI FTHE
WCRDDEFFEL TCWDORICT L—JE5 52535 L. vty FIFRMEH FTARRIC /2 5 F TR L Tan
b, 2—HEBEET— FICES ISR ET DL ENTEET, Telnet F£721L SSH ZEH L T2H
T RNIZT 7 BATDHAE, 7277 4772108 7t A< Th, 2O Telnet ##5 £ 7213 SSH #fi
A FRE T, D FE VD Ktk Telnet 36 X OFHGEME SSH (21X, 10S 7'mk 2T 7 7 14 Tlel e
(W — PR T —Z 7 7 B ATE DRENEAS L THET, Blirt— FIZonT

L. “Understanding the Diagnostic Mode” section on page 7 % ZH L T 72& 1),

Eifetk Telnet T7-13 865 SSH F IV AR— R = v 72 A L CHEETCXAZDOMOKHEL T 3 >
WZOWTIE, [Hi5ME Telnet O E] (P.6) BL THpitk SSH o#&E] (P.9) 2#FBMLTLIEEW,
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avY—JLR—Fk, Telnet, LU SSH DLE |

B ooy L R—FrDFSVRR—F 2y TORE

AVY—ILR—FD S VRR—F Ty TOERE

TOHFAY T, Cisco ASR1000 >V —X v—Z LDar Y — L KR—F A Z—T xR LTF

AR—=F = T HERET D HIEIZONT

FIEDHE

enable

configure terminal

exit

N o o s W N A
=
NS
pss}
&

FIED*H

ATy71

AT972

ATv73

ATv7 4

Bl Cisco ASR1000 ¥ U—XF7HYS—av y—ERL—4E YIryx7 avI4F¥al—vav 1k

At L £,

transport-map type console transport-map-name
connection wait [allow interruptible | none {disconnect}]

banner [diagnostic | wait] banner-message

transport type console console-line-number input transport-map-name

ARV FFERERT2Va Y

E[:3)

enable

-

Router> enable

¥t EXEC £E— R& A X —7 iz LET,
e NRAT—FEZAHNLET ERENTZHD),

configure terminal

-

Router# configure terminal

Jua—)L ar7 4 Fal—ary EB— RERBLET,

transport-map type console transport-map-name

-

Router (config) # transport-map type console
consolehandler

gV = NEER BT B2 D N T U AR— N v T
ERR L CARTZMT, FTUvAR—F v a7y
X2l —gr T—REBBLET,

connection wait [allow interruptible | none]

-

Router (config-tmap) # connection wait none

Ay =R BT 5 H5EE, O T AR—b

~y T THRELET,

 allow interruptible : = > > —/ /Lg% I0S vty [FIfR
PRERATREIC R 202/ LET, Fo, 22—
10S vty EI#EMEH ATRBIC /R D DEFFEL TV D 3w
V= VEEIZEID AT Z LIk . e — NE B
TEET, ZhET 74V FORETT,

~

GE)

Ctrl+C ¥ —F /=i Ctrl+Shift+6 ¥—% AN 75
&L 2= VIR OBRHCEI VAT Z e B TE
£

e none: VY — LEERBIIZE HICEMIT— RE2BME L
i‘é—o




| avy—iAR—F, Telnet. &V SSH DULE

AVY—L K= O FSVRE—F vy ToRE B

ARV RFERRTIVa Y B
AF975 Dbanner [diagnostic | wait] banner-message LB ZHre—FE2REBEL WA —Y, Figtar
V=D T UAR— b vy TEREIZL 5 TIOS vty [HI#R
Bl : AL TV D2 —WIZFIRT 21T — A vt — T2 AER
Router (config-tmap) # banner diagnostic X sz—é—o
Enter TEXT message. End with the character . diagnostic ALV LD RFURFE— | vy TRE
X' - P T, o at e oo <
--Welcome to Diagnostic Mode-- (o & V)‘ Wli:ﬁqi }\&L\%z})ﬂti ‘H‘ﬂ;i\%m@“é/\
X bj—b_q)l‘y't’_‘l/%,ﬁzmbij—o
Router (config-tmap) #  wait : [0S vty 2MEFA FTREIC /2 2 DAL TV 5
A—PICRRT DN — Ay b—VEERLET,
o banner-message : LTV 2 ¥ CHMBAB L O TT D
N — X otE—,
ATyF6  exit oo AR—F =T ar7 4 ¥zl —vgr F— %
KTLT, Ze—barr7 4 Fal—var =K%
w] : ﬁﬁ“ﬁ Li‘é_o
Router (config-tmap) # exit
AT7971 transport type console console-line-number NI UVAR—F vy T CERINEERETZ Y —L A
input transport-map-name V=T A Xa:i@ﬁﬁ l—/i—d—o
ZOa~r RO transport-map-name 1L, transport-map
type console =~ > R CiEFHR I 47 transport-map-name
Bl | LB B UENR DY £,
Router (config)# transport type console 0
input consolehandler

Ll

WOBEITIX, 2=V R—=h TI78A R —%2RETH T VAR— |k v v IB™MERESH, a2
V—L R— k0 IAInENET,

Router (config) # transport-map type console consolehandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

Welcome to diagnostic mode

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS vty line

X

Router (config-tmap) # exit

Router (config) # transport type console 0 input consolehandler

Cisco ASR1000 L) —X FPHYHF—2a v $—ERL—4 YT +HxF7 avT4F¥alL—vavii41F
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W &6 Telnet OB

BiitE Telnet DRE

ZDHZ A7 Tk, Cisco ASR 1000 > U — X Jb— & THifgitk Telnet Z R ET 2 HFIBIZHOWTEIH L £

R
= 5 E&
IR
Cisco ASR 1000 >V — X /b—% Ed 10S vty FIFIC T 27 & 2§ 2 Ffelk Telnet OFE . vty [BIHRIC
n—AN a A UBIAERREINTWAIMERS Y 3 (afa 7 4 X2 —3 3> £— KT login
a<w 2 R), =N al A UFERENERE I N TWaeWE, Telnet #ft TIOS 7 7EA LT, b7
VAR— b T REHENTEERA YRy b AU A =T oA ATEHRTEER A, 2EL. IO
HBETH, PE—RICIIT7T 7 E8ATEET,
FlEDOHE
1. (&ZH) enable
2. (#Z) configure terminal
3. (WZH) transport-map type persistent telnet transport-map-name
4. (WZ) connection wait [allow {interruptible} | none {disconnect}]
5. (&) banner [diagnostic | wait] banner-message
6. (%) transport interface GigabitEthernet 0
7. (MZH) exit
8. (WZ) transport type persistent telnet input transport-map-name
FIED A
ARV FFERETOIVa Y B#
A7971 enable ¥ EXEC £ — K& A4 X —7 iz LE T,
o NRRAU—KREANLET (FREINEHE),
Bl :
Router> enable
A7v72 configure terminal Ja—N)ar7 4 FXalb—rary T— REEEBELET,
Bl :
Router# configure terminal
A7973 transport-map type persistent telnet FpitE Telnet e 2 WL T 720D T VAR — K v v 7
fransportrmapTname EER L CAMEMT, FTVAR—F vy T ar Ty
Xal—var ET—REHBLET,
Bl :
Router (config) # transport-map type persistent
telnet telnethandler

Bl Cisco ASR1000 ¥ U—XF7HYS—av y—ERL—4E YIryx7 avI4F¥al—vav 1k



| avy—iAR—F, Telnet. &V SSH DULE

BEE Telnet oz W

av Y FFERIEFFTIaY B
A7974 connection wait [allow {interruptible}| none DRI UAR—F v TR L CEmM Telnet #56t %
{disconnect} ] WBRSB HiEEEELET,
o allow : Telnet Pﬁ-ﬁ TiX, 10S vty [EI# 23 Al 6
K DORMEL, BOABDRHD &, w%&a@ﬁm%
Router (config-tmap) # connection wait none BT LES,

 allow interruptible : Telnet £:#¢i% I0S vty FIHRAM
FAATREIC 2 2 D& R L £, £72. =—PIL 10S
vty [EIRRAME A R RE IS iﬁé D Z 45 L TV 5 Telnet #
FEIZE VAT Z 2T . 2WE— FEHETEE
T, THET 7 A F@ KE T,

~
GE) Ctrl+C F—F7=1% Ctrl+Shift+6 X—E AT B

&L A=W OBRICEI VAL Z LR TE
iﬁ—o

e none : Telnet #HEIT= 7 HIC2MT— F2BB L E
K

* none disconnect : Telnet £2#5¢1% 10S vty [FI## % FFiH
T, Z2lre— RFEBHBLERTA, ZD720H, I0S T
vty [BERASRIEEIC A FTREIC 22 B 22 T Ui, 3T
Telnet #fE N EAG S4LE ?‘o

AF97 5 banner [diagnostic | wait] banner-message (EE) ZWe— 2B L b a—Y F-i3xHEem0T

Telnet F%7EIC K - T I0S vty H#RZFFE L T D2 —HI(C

BRTHINF— Ao —UBERLET,

Bl :
Router (config-tmap) # banner diagnostic X » diagnostic : etk Telnet REIC LY . ZHE— RIC
Enter TEXT message. End with the character N2 —FICFKRTDEINT— A v —T B VER L
X',
—--Welcome to Diagnostic Mode-- ij—O
X . o wait : vty [EIRAERRREIC R DD FHEL TV D
Router (config-tmap) # I—WFIZERTHNNTFT— A —U% R LET,

» banner-message : MIUT V I X CHIHGB L O TT 5

NF— R y—,
A7976 transport interface gigabitethernet 0 BHA—Y Ry N A EZ—T A A ([ BZ—T (A
gigabitethernet 0) (2, N7 AR— b ~ v 7% E %A

- LET,
Router (config-tmap) # transport interface ¥ e Telnet 1%, Cisco ASR 1000 >V —X )L—H& D&
gigabitethernet 0 BA—Y Ry b A ¥ —T oA AZTICHEATEET, &

A=V Ry F A H =T =2 AT AR—F =
TEREMRT AN, ZOFIEEETTOILERDHY £,
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W &6 Telnet OB

AR RERERETIaY B#
ATY7T  exit NFZVvAR—b vy 7 av7 4 Fal—var E—FR%
MTLTC, Ju—\Lary74Xal—ray F— K%
Bl R LT
Router (config-tmap) # exit
A7978 transport type persistent telnet input FIUAR— N v T TCEBRBINEHREZEHRA —Y v
transport-map-name k 47&_73:/])7((3‘:@)% bi‘;‘o

ZDa~v RO transport-map-name 1%, transport-map
type persistent telnet =~ > K CTER S N7z

Bl - . ] transport-map-name & —B T HMNERNH Y E7,

Router (config) # transport type persistent
telnet input telnethandler

|

WOBITIE, FTUAR— b vy TOREIZI > TTXTO Telnet Bfe s, 10S vty BB F AlHEIC
BROLETHEL TL—ZICHERLET, o, 2—HF B0 7rv AR VAR EZIT-> T, BHE—F
FRMBCEET, ZOBREEIEEAS -V Xy b AU F—T AR (¥ —7 =1 A gigabitethernet
0) ICHEAENTWET,

Flo. BN FT— LN b RIESNE T,

transport type persistent telnet input =~ > F23AJ) S, itk Telnet 84 X —7 i/ d &, b
FUAR—b v TRA U E =T = ATHEHENET,

Router (config) # transport-map type persistent telnet telnethandler
Router (config-tmap) # connection wait allow interruptible

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to Diagnostic Mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

--Waiting for IOS Process--

X

Router (config-tmap)# transport interface gigabitethernet 0
Router (config-tmap) # exit
Router (config)# transport type persistent telnet input telnethandler
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| avy—iAR—F, Telnet. &V SSH DULE

FrfnE SSH Dk E

DX A7 Tk, Cisco ASR 1000 U — X jL—# FZHKifith SSH 2% €9 2 HiEIZHOW T L

B

FIEDHE

© o N bk~ v N2

-_—
- O

FIED

ATy71

AFy72

ATy73

enable

configure terminal

transport-map type persistent ssh transport-map-name
connection wait [allow {interruptible} | none {disconnect}]
rsa keypair-name rsa-keypair-name

authentication-retries number-of-retries

banner [diagnostic | wait] banner-message

time-out timeout-interval-in-seconds

transport interface GigabitEthernet 0

exit

transport type persistent ssh input transport-map-name

gEEssHoze B

ARV RFERRTOIVaY

B

enable

i -

Router> enable

¥ide EXEC £ — K& A4 X —7 iz LE T,
o RRATU—FEZANLET (FERENTZES),

configure terminal

-

Router# configure terminal

Jua—r)L ar7 4 Fal—yary ®T— REEBLET,

transport-map type persistent ssh
transport-map-name

-

Router (config) # transport-map type persistent
ssh sshhandler

Hrfgett SSH #5# Z ALHRT B 720D h T UV AR— K = v 7
PIERR L CAHI M., P AR—bh vy T a7
Xal—gry T— FEBBLET,

Cisco ASR1000 L) —X FPHYHF—2a v $—ERL—4 YT +HxF7 avT4F¥alL—vavii41F
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W &t SSH 0BE

AT97 4

AT975

AT976

ATvFT

ARV RFERRTOIVaY

]3]

connection wait
{disconnect}]

[allow {interruptible}| none

-

Router (config-tmap) # connection wait allow
interruptible

Frfoelt SSH Héfe & LB 9~ % k%, 2D h 7 AR — |
~y 7 THRELET,

o allow : SSH #E#i 1%, vty [BIFRAME I ATAE
L., BIVABRRH D &
‘é—o

 allow interruptible : SSH #2ft1% vty [BI#E 236 F AT A8
WZRB0EMELET, o, =2—FIiX vty [ 203 fik
ﬁHEI fié@’%ﬁ%%bfb\é SSH #fe (2 v iATe Z
iz . PHrE— RERIFTE £, ;ﬂ177z“
wh® ET?

2720 D &1
N—Z L OPFEKRT LE

>
()

Ctrl+C ¥ — itiCMﬂMWﬁ% AT D
L IS OBRICEI VAT Z E N T
iﬁ—o

e none : SSH #ft137-72blc2Wre®— FEHB L £,

* none disconnect : SSH #5%¢1% 10S 725 @ vty [HIFR %
?%%'@T\ u/[—ﬁ:E““ N %F?lﬁﬁALi‘@/\/ %@f’&) Vty
[BIRR 2N BIRELZ A F AT RRIC 72 & 72 1T Ui, 37T SSH
B i R S E T,

rsa keypair-name rsa-keypair-name

-

Router (config-tmap) # rsa keypair-name sshkeys

Fret: SSH #2f63 1248 ) & 115 Rivest, Shamir, Adelman
(RSA) F—_XT 4RI EMHITET,

Hifgetk SSH#ClX, P IV AR—F vy F ar 7y
Fal—varyET—RFRTZoa<vr FE#HALT, RSA
XF—RT OLAREERTHIHLERDHY T, L—F DO
o F (ip ssh rsa keypair-name =~ > FZ i3 572
E) TEFHRENTZ RSA F—_XT7 DOEFIT, Fipitt SSH #
Bels Fa%ﬁ% EhEthA,

rsa-keypair-name 1%, 77 #/V F CEZEIN TV EEA,

authentication-retries number-of-retries

-

Router (config-tmap) # authentication-retries 4

({Eﬁ) T&ﬁi’ Fu ‘/707;— if@uuuﬂzj ]\7/])§i€’j:
LET.

77 4V kD number-of-retries 1X, 3 T,

banner [diagnostic | wait] banner-message

Bl :

Router (config-tmap) # banner diagnostic X
Enter TEXT message. End with the character
X',

--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

(EE) Zhre— FZHAL WA —W | F I3k

SSH &R EIZ L - T vty [EfE AR L TV D 2 —HFICRRT

BNRF— Ay —UrRERLET,

 diagnostic : Fffictt SSHRREIZ LY, ZWrE— Nz
Pz —FICERRT H NN — A=V EERLE
T

o wait : vty BB T 7T 4 TR
=PI RRTHNT— Ao —VEEKRLET,

» banner-message : MIUT V) I ¥ CHIHLB LUK TT D

LDEFHELTVD

ANF— A=,

Bl Cisco ASR1000 ¥ U—XF7HYS—av y—ERL—4E YIryx7 avI4F¥al—vav 1k



avyY—JLikR— k., Telnet. &V SSH DILE

AT978

ATv79

AFyF 10

YSEPA|

l

gEEssHoze B

ARV RFERRTOIVaY

=]

time-out timeout-interval

i -

Router (config-tmap) # time-out 30

(fEE) SSHEA LT UM A 22— (B) ZfELE
R

F 7 )V b D timeout-interval 1%, 120 B T7,

transport interface gigabitethernet 0

Bl :
Router (config-tmap) # transport interface
gigabitethernet 0

BHA =YXy b A H—T a2 Af A [ HF—TxAfA
gigabitethernet 0) |2, h7 VAR —h v v 7HEZ A
LET.

et SSH 1Z. Cisco ASR 1000 >V —X L—& EOEH
A—HFXy b ALV B—T oA AP FICHEATEET,

exit

-

Router (config-tmap) # exit

v AR—h~y S ar74F¥al—vary E— K%
KTLTC, Fe—Lary7 4 ¥al—yay T— Rz
HEHLET,

transport type persistent ssh input
transport-map-name

#l :

Router (config) # transport type persistent ssh

input sshhandler

FIUAR— b vy P TERINTERELZERA —Y Ry
P A E—=T oA ATHEHALET,
Z DA< RO transport-map-name X, transport-map

type persistent ssh =~ > R CTER I
transport-map-name & —HT HMNERH Y 7,

OB TIX, FTUAR—=F =y 7D

BRIEIC K> TI~TD SSH #fe A, 10S vty RIS T 727 4 7

WD ETREL TV —ZICERLET, ZOREFEESN—HV Ry b A F—T 2l R (L F—
7 = A A gigabitethernet 0) (ZHEMH STV EF, RSA F—X7IZiX, sshkeys &I ARIHBT SN

Tb\i‘d—o

ZORITIE, Btk SSH ORI SBE o~y REZTE2#EH L TWhET,

Router (config)# transport-map type persistent ssh sshhandler
Router (config-tmap)# connection wait allow

Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # transport interface gigabitethernet 0

WROFITIE, FTAR—F vy TOREICLY, BEA—H Xy b R— MK L SSHERHTDOT 7
TAERITT TR CO—FIROBESEA INET,
o SSHZHEALTWD—F T vty BN T 77 4 71225 D& R L E 323, vty [EI#RIC X 5 10S
DT IR ABITICEI VAR N H D & BWE— R LET,
e RSA F%— X7 D4 sshkeys T
o ZOHFITEIY ., | HORIAEY M T A BFFRINET,
o ZDOFIUAR—F vy FITLD SSH HIT &L - TRBWrE— RS LD &, N T —
[-—Welcome to Diagnostic Mode--] ﬁ‘i‘%%éﬂiﬁ—o
o PEHE vty BRI T 7T 4 T DD EFE L TWDHEA, /ST — [--wWaiting for vty line--|
DERINET,
transport type persistent ssh input =~ > F23 A S 4L, FfetkE SSH 34 R—7 e n &, FT v~
AR—=bF vy TR H—T oA AR S NET,

Cisco ASR1000 L) —X FPHYHF—2a v $—ERL—4 YT +HxF7 avT4F¥alL—vavii41F
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WM Soy—£—F. SSH, B&U Telnet DRERFDERT

Router (config)# transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap)# rsa keypair-name sshkeys

Router (config-tmap)# authentication-retries 1

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #banner wait X

Enter TEXT message. End with the character 'X'.
--Waiting for vty line--

X

Router (config-tmap)# time-out 30

Router (config-tmap) # transport interface gigabitethernet 0
Router (config-tmap) # exit

Router (config)# transport type persistent ssh input sshhandler

avyY—J)L i R— bk, SSH. & Telnet DANEERTFE DR

FNZ U AR— bk v T OREEFRT HI21L, show transport-map [all | name transport-map-name |
type [console | persistent [ssh | telnet]]] EXEC %7344 EXEC =~ > R&H L £,
WOFITIE, =Y —v K— b, Ffictt SSH, 3 X UOFrketE Telnet s 7 > AR — h B3 L—# L CRE
INTWET, o, IFIERFXO show transport-map =~ REANTHZET, FT R
A=k vy 7OREFBRENET 220D HEEZN OPRLTWET,

Router# show transport-map all

Transport Map:

Name: consolehandler
Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable
Wait banner:
Waiting for the IOS CLI
bshell banner:
Welcome to Diagnostic Mode
Transport Map:
Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:

Welcome to Diagnostic Mode
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SSH:
Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Transport Map:
Name: telnethandler

Type: Persistent Telnet Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:
Waiting for IOS process
Bshell banner:
Welcome to Diagnostic Mode
Transport Map:
Name: telnethandlingl
Type: Persistent Telnet Transport
Connection:

Wait option: Wait Allow

Router# show transport-map type console
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable
Wait banner:
Waiting for the IOS CLI
Bshell banner:
Welcome to Diagnostic Mode
Router# show transport-map type persistent ssh
Transport Map:
Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:

Welcome to Diagnostic Mode
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SSH:
Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Router# show transport-map type persistent telnet
Transport Map:

Name: telnethandler

Type: Persistent Telnet Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS process

Bshell banner:
Welcome to Diagnostic Mode
Transport Map:

Name: telnethandlingl

Type: Persistent Telnet Transport

Connection:
Wait option: Wait Allow

Router# show transport-map name telnethandler
Transport Map:

Name: telnethandler

Type: Persistent Telnet Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:
Waiting for IOS process
Bshell banner:
Welcome to Diagnostic Mode
Router# show transport-map name consolehandler
Transport Map:
Name: consolehandler
Type: Console Transport
Connection:
Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI
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Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map name sshhandler
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt
Bshell banner:

Welcome to Diagnostic Mode

SSH:
Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Router#

FEarv Y —n AR— b, SSH, L Telnet Bk OLELIZBIT 2 B O EE R T 5 5451%. show
platform software configuration access policy =~ Nl cx 4, Zoa~> NETIE, &
Vel 4 A T OBREDORER Y O —0, BEREIN TV OINTFT—HFRE L BICRINET, ZDa~v
RNiZ. show transport-map =~ > N& (3R ZWHE—NTHLHEHTE L2, P72 AFR— b
<y TOBREFRPMLETEH IOSCLIICT 7 B A TERWEAICANLET,

Router# show platform software configuration access policy

The current access-policies

Method : telnet
Rule : wait
Shell banner:

Wait banner :

Method : ssh
Rule : wait
Shell banner:
Wait banner :

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner :

WOBITIE, HfiA ) =B XN T =2 FfetE SSH b7 VAR —h v v FICRES N, FT R
A—h 2T BARX—T VIR TNET,

HLWRT U AR— | vy PPRA RX—=T7 V272 DA% T, show platform software configuration
access policy I3RS D72, KL SSH REICKHT HEFE RN R SNET,

Router# show platform software configuration access policy
The current access-policies
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Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS Process

Method : ssh
Rule : wait
Shell banner:

Wait banner

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

Welcome to Diag Mode

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS

X

Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # transport interface gigabitethernet 0
Router (config-tmap) # exit

Router (config) # transport type persistent ssh input sshhandler
Router (config) # exit

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS process

Method : ssh

Rule : wait with interrupt
Shell banner:

Welcome to Diag Mode

Wait banner

Waiting for IOS

Method : console
Rule : wait with interrupt
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Shell banner:
Wait banner :

EEFERF X UHRIEER

Ay Y —b R—1F, SSH, B LU telnet DFIZBT 2 EEFIHL L OHIKFHIIKRO LBV TT,

N7V AR—F v~y TNEHA -V Ry b A X =T/ AZHEHEINEEE., T AKR—F
< v 7°® Telnet 3 L O SSH DR EIIM DT XTD Telnet B LN SSH OREH EFEX L,
A —Y Ry b A X =T 2 ZAEFBT 2 —FORGEICIE, o—h/L 2—FHB IR
T — R7ZG 2R T £9, Bkt Telnet £ 721386 SSH 24 L CTEHA —Y xRy b 1
H—T 2 ARB TNV —HIIT 7 BATHa2—PE, AAA BiEEafEHCcCE ¥ A,

TIT 47 Telnet ¥y v a v EIISSHE Y v a URBLERS—F Ry b A F—T AR
WChTVAR— N =~ THEATIE, 7774072y yaryofEERNuranEd, =720,
AVE—T 2 A AN NTFUAR— N vy TZ2EIRTDHE, 777 477 Telnet vy v a v E7
X SSH & v ¥ a v OEERITUIN S ES A,

DU NFT =B LR T —OREIEETT S, MFRT 22 L EMELES, N —13 KT
a—H D Telnet £721%L SSH OFRITAT —Z ADA P —2 L LTRICIZLET,
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