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o1 - The wlan-ap 0 interface is used for managing
router (config) # interface wlan-ap0 the embedded AP. Please use the service-module
router (config-if) # wlan-ap 0 session command to console into the
embedded AP.
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router# service-module wlan-ap0
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Trying 10.21.0.20, 2002 ... Open
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SSID CONFIG WARNING: [SSID]: If radio
clients are using EAP-FAST, AUTH OPEN
with EAP should also be configured.

WPA® IOFT Y a VI, %~&«°~x§@§mém:n~4f \ICU A | WD WPA 8k, 0 SSID & LT
YLATI7RAEZHFALET, 77 2R —0 [5G 21T 5 TITAT VN TNA AL
P—bE2EZHBLTITWVWET, =2—FDIP FT77 1> 7iF  |[WPA RS TRIFIUIRY /A,

WEP THA S5 O L WMART AT ) XATHRE | pap FAST % L CHEES 5 17+ |
SHET, WIBIEEND LD ITHREL TV LA,
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IQ0) RADIUS P— NFHIEAR— b 1645 ZEH L ET, RWNE ROEER Yy E—UBRRRSN
EAP #B3E L FBE. % v h U —2 ORI — (F—FE | >0
A— K 1645) IZIP 7 RLABLNHET—27 Ly h& A |SSID CONFIG WARNING: [SSID]: If radio
j]ﬁ‘édz\gﬂ&) ) i?"o clients are using EAP-FAST, AUTH OPEN
with EAP should also be configured.

1. EAP = Extensible Authentication Protocol

2. LEAP = Lightweight Extensible Authentication Protocol

3. PEAP = Protected Extensible Authentication Protocol

4. EAP-TLS = Extensible Authentication Protocol-Transport Layer Security

5. EAP-FAST = Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling

6. EAP-TTLS = Extensible Authentication Protocol-Tunneled Transport Layer Security

7. EAP-GTC = Extensible Authentication Protocol-Generic Token Card

8. EAP-SIM = Extensible Authentication Protocol-Subscriber Identity Module

9. WPA = Wi-Fi Protected Access

10. TKIP = Temporal Key Integrity Protocol
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o [T/ RAFRALVINTOY 7 v =TOXD 7 L—FK] (P.8-12)

o [T RAKRA L NTHOY 7 by =T DEE] (P.8-12)

V7 ko 7 ORREM

o TUERRAY MHPHIHIAEINT Cisco 890 > U — X ISR %, /L—# 3 IP Base HéEt v b &
CiscoIOS 12.4(22)YB Y 7 b U =T 2 F4T L TV DA, HEY 7 b7 = 75 Cisco Unified
TR =TT vy T 7L —RTEET,

o TIURANRAL MPHAIAEILIZ Cisco 880 U — X ISR 1L, /L— ¥ A advipservices #fEE » k
L Cisco I0S 12.420)T ¥ 7 F ¥ =7 # FAF LTV A A, HAY 7 h 7 =7 /b Cisco Unified
V7MY =T T TS L— R TEET,

e Cisco Unified 7 —F%7 7 F ¥ OHF THIIALT 78R KA v MEFEHTHI2E, A=Y a v
5.1 LIBE @D > A = Wireless LAN Configuration (WLC) #RITLCWOMERH Y 7,

7y T9L— FO#(E

T T L— REWERET A IR OEEEITVET,
o [T EBARALLFDIPT FLADRH#] (P.8-10)
o [FE—FRENA R —T NIRRT WNWEZ L DOFER] (P.8-10)
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TO9ERAKRLAVEDIP 7 FLADORE

T EABRALLY FDOIPT RLARGREET B LI, 778 A BA Y MIWLC LiBETE. &
FFIZ Unified 1 A —Y %X >m—RKCTXEF, KA b L—F({F, DHCP V=L %#EULTT 7R &K
A > MZ DHCP — Béfea 4Rt L £+, Wiz, 7278 R RA v I WLC L@fE%4T-> T, DHCP
T=NVRETAH T a3 2arba—JDIPT7T RLAIZEy T v 7 LET, REFIIKRDOLED
T,

ip dhcp pool embedded-ap-pool

network 60.0.0.0 255.255.255.0

dns-server 171.70.168.183

default-router 60.0.0.1

option 43 hex f£104.0a0a.0al0f (single WLC IP address(10.10.10.15) in hex format)
int vlanl

ip address 60.0.0.1 255.255.255.0

WLC it 7" 1 & 2 OFERNIS SV TE,
http://www.cisco.com/en/US/docs/wireless/controller/4.0/configuration/guide/ccfigd0.html @
Cisco.com T [Cisco Wireless LAN Configuration Guidell D~==27 )& ZHR LTI Z S0,

E—FBRENLR—TNIZHE- TS EDFER

l Cisco 860 && U Cisco 880 YV —X Y—ERHEEIL—F VI IzF7 AV T4F¥al—vav A4 F

WROFINEZATNET,

1. L—&25 WLC IZ ping 55 LT IP A EL SN TWA Z L 2B L E 7,

2. service-module wlan-ap 0 session 2~ > REZASJLTT 7R KRS b~Dy T a U EfELL
ESsR®
TIRARAL P THREERA A —VEFEITL TSI LEHALET,

showboot 2~ FZ AL TCT 7R RA LV FDOE— RRENA X —T MR- TWBZ L %
BLET, RIZ, Zoa~vr FOoHAFlZRLET,

Autonomous-AP#show boot

BOOT path-list: flash:ap801-k9w7-mx.124-10b.JA3/ap801-k9w7-mx.124-10b.JA3
Config file: flash:/config.txt

Private Config file: flash:/private-config

Enable Break: yes

Manual Boot: yes

HELPER path-list:
NVRAM/Config file
buffer size: 32768
Mode Button: on
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http://www.cisco.com/en/US/docs/wireless/controller/4.0/configuration/guide/ccfig40.html
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Cisco Unified V7t z707vF5L—F N

S = 4=
FDETT
H#Y 7 b7 =7 % Cisco Unified Y7 b7 =727 v 77 L— R4 23121, ROFINEIZHENE T,

TIRARAL L FOREIA A —T % Cisco Unified 7 v 77 L— K A A= ([A/ff4 X —2L LI E
F) ICEFETHICE, Fu—sUL ar T 4 Fa b— g F— KT service-module wlan-ap 0
bootimage unified =~ > RZETL 7,

Router# conf terminal

Router (config) # service-module wlan-ap 0 bootimage unified
Router (config) # end

S

(3¥)  service-module wlan-ap 0 bootimage unified =~ > FZ /T L CTHE L LB INRWEES
W, VY7 R U7 FABVARELEADTH L0 MRL T TEIN,

TIEARALA Y NOREIA A=V DONRAEHTDHIIE, TI78A RS FDay Y —uhn
5 EXEC ®&©— K C show boot =~ > R&ffH L £,

autonomous-AP# show boot
BOOT path-list: flash:/ap80l-rcvk9w8-mx/ap801l-rcvkIw8-mx

EHOYYy Y N O EITOTCT 7R ARA L R VT —FL, Ty 77 VL —FK 7utRX%&5%8T95
Wik, 77—y a7 4 X a b—v 3 v E— KT service-module wlan-ap 0 reload =~ > N % 54T
LET, 2O%, 77EBARLA L DBy a v &2ESLL, Ty 77 L—F o 22EHLET,

GUI ODREX—VEMEALTZVA Y LR TAAL 2Dty T v TOFEMIC OV TIE, [Cisco Express
Dy b7 v7) (P8-4) ZZRL TS,

FvF7TL—FDO SIS a—T 4 5 FI=IE AP ® Autonomous E— FADEIR

Q. HOTI7EARALL FNTIE, BFEYZ7 b7 =725 Cisco Unified V7 N =T ~DT v 77
L— RIZEB L, BEEE— RIZf>7-FFI2R>TWAH LD TT, RICED X 5 RN NLET
L X 97,
A. 7T78ARA L N THREY 7 hu =726 Unified V7 b =77 v 77 L— RT&ERp-7128
BlE. WOBIEZFIITLTLLEE N,
— A A=V EREETAHENC, BRET 7 EARLA L FDODARET 4w 7 IPT FLARN BVI A~
H—=T o2 f ATEHEENTWRWZ L 2R LET,

- V=X |T A KRAL L FE WLC BT ping 34T LT, BROHENL I TV D 0 R

LET,
— TIRAFRAUPNEWLCZ7uy s (AL HMN) PELSRESINTODEMERL
i‘?‘o

Q. FAOT 7 A RA v FTHE, MERLTCHEIHICEET A, MBFEKTL X 9D
FDOT 78R RA L MERIEA A —VDEFIZR>TCLEY, Unified V7 b7 =TT v 77
L— RCEEHA, MBFEETL X 5D

A. T78AFA FTIE, BEZRATRKLZY, BIEE— RIZH->TLEV, Unified ¥ 7 K
VT T v T 7L — RTERVIGEAERS D ET, ZOWNTHNORIEIZZR - 5A 1T,
service-module wlan-ap0 reset bootloader =~ > R&ZEIT L TCT /7 BA RS v heT—ba—%
WCRL, FEITA A—VEERIETIEI N,
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F8E TJAVLX FRAROBEFERTE |

N pEEs

TFOEXRACTODY I ROz T7DFILTL—F

77 A KAk BOOT ZEAIOHMA A—VI2Y Y 5T, Za— UL ary 7 Xal—
v 3 v &— KT service-module wlan-ap0 bootimage autonomous =~ > N&ZfEfA L E5, BV 7
PO 2T A A=V HT 78X RA L MZY r— F9 51214, service-module wlan-ap 0 reload =~ >~
REFEHLET,

TFOEXRRAFTHOY T bz 70MEIE

TIRARA LU MIAA—VERETHICE, Fr— b a7 Fal— g T—KT
service-module wlan-ap0 reset bootloader =~ > R H LT, Zoa~> NEFEH TS A—T%
BIETHEZDICT 78RR b eT— b —FIlRLET,

AE O o0avwr REHFHTAEIEIEENMLETYT, TORETITEEDO Y v v NE U UNFELT
ShRNT ENL, FITHOT 7 A NVEBEICHEBENE LG ERHV ET, ZDav R
X, vy MU UERITIEERENSREIET2HAZBEVEH LT ZE,

A3 S Ia
EEEHM
HEBLP®2=7 7 A FREFIBEOFHEMZOWNTIE, KOV=aT LEZZRL TN,

e VRaADPMEY T NI 2T DVv=aT IV —FK 8-2
e Cisco Unified V7 bV =27 D~v==27 /L —F 8-3

® 8-2 VROQBERYIFIITDI=aTIL

v bD—Y&E ook

UA Y L ADE W28 ULV LR F AL ZADOME

®E ook

AR DR E %9 & MEHORIE]

tXal)T4 ook

T Authentication Types for Wireless Devices] |ZD~==7 /Lix, 727 ¥ & KA MIRET DAL A FITOWTHH L
E7,

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityAuthenticationTypes.html

FRADIUS and TACACS+ Servers in a ZO~==7 %, RADIUS B X O TACACS+ DA F—T )L L REDITIE,
Wireless Environment] THOT 4 TIEROFEMGH, S5z, FBAINTHORBIEERBIE T vk
A DZFER IR HIFHITIEIZOWTHLA L £ 3, RADIUS B XU TACACS+ 1%,
AAA' ZE U TR S, AAA 2~ REEATHHEE A F—7 i
TEET,

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityRadiusTacacs_1.html

Cisco 860 & U Cisco 880 ) —X Y—EXEHI—F Y I rDz P avT74F¥alb—Lay HAF
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[Using the Access Point as a Local
Authenticator]

ZOw=aTME, TIZRARA U NE/MBEOT A ¥ LA LAN I35 %
AB U RT Ry DA =T 4 =2 LTHEMALEEY . Ny o7 v 7REE
P ZEEM LI Lol u—H F—t T o r—H& & L THRE

HEICTAXY VA TANAL REHHT B HECONTHRHALET, 7T/ EA
RA Y MEIu—IN =T 4 =2 LT, RKSODIFAT Y N T
NA AZ%F L. LEAP #GiE, EAP-FAST &k, 3 XU MAC ~— X DRRGE%
FHiLET,

http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityLocalAuthent.html

[Cipher Suites and WEP ]

ZO~==7 %, WPA £ XU CCKM?, WEP, i X8 WEP
(AES’. MIC*, TKIP, BLUOTr— ¥ v R MEor—F—varizl)
BT B2 DICHBEIRE S A A — FOREFIEIZHOWTHR LET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
curityCipherSuitesWEP.html

[Hot Standby Access Points.]

IOw=a2T VL, VLAY VATNALRAERY NAZ N, o=y R L
TRET DHEZODW TR L ET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Ro
lesHotStandby.html

[Configuring Wireless VLANs]

ZDOv=aT7 WL, VA ¥—FLAN IZERE I/ VLAN & L bicT7 7 &R
RNA v P EERT D720 DOREFECHOWTHR LET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/wi
reless_vlans.html

[Service Set Identifiers.]

TAXYLVATNRA AT, T7EA KA MELTRK 16 @ SSID %% K —
FCEXET, ZOF=aT I, VA Y LA TAALZATSSID &R ERL LV
B 5 RIS OV TR L E T,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Se
rviceSetID.html

T

Voo %

T AKRA L FOEH

FI0E ULV LR TANALAOEH)

['Quality of Service

IDV=aTME, 2—=FDT A TALVY LA AU F—T A ZATD QoS
DBREFEOWTHRH L ET, ZOWEZHENTDI L, HEDOLFT T 1 v
JEMO T T 4y 7 L0 BRI TE £, QoS ARE LRV
BT AL, ATy bOarT oY RY A RBRRLS T RTON Ty
MINA R T 4= O —EAZEHLET, ZOHEONTy FEET
L RN BIERE, A =Ty FOWTRbRIESNEE A,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Qu
alityOfService.html
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http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/RolesHotStandby.html
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/wireless_vlans.html
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/ServiceSetID.html
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[Regulatory Domains and Channels

IO==aT7 VL, YAaDT 7AW ETHR— I T 5RO
PURN O EERR T ¥ * 2 —FR R LET,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Ra
dioChannelFrequencies.html

['System Message LoggingJ

IO =aT L, ATV LVA TR, ANDYVAT A Ayk—Yaxr s
DEFEFEC DWW TR L E T,
http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/Sy
sMsgLogging.html

CCKM = Cisco Centralized Key Management
AES = Advanced Encryption Standard
MIC = Message Integrity Check

R S

® 8-3

AAA = Authentication, Authorization, and Accounting

Cisco Unified V7 bz 707 =a7)l

Ry bD—Y&E

V0%

['Why Migrate to the Cisco Unified Wireless
Network?]

http://www.cisco.com/en/US/prod/collateral/wireless/ps5679/ps6548/prod_w
hite_paper0900aecd804f19¢3 ps6305 Products White Paper.html

FLWAPP! Wireless LAN Controllers]

http://www.cisco.com/en/US/products/ps6366/index.html

FLWAPP Wireless LAN Access PointsJ

http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6306/prod_w
hite_paper0900aecd802c18ee_ps6366_ Products White Paper.html

[Cisco I0S Command Reference for Cisco
Aironet Access Points and Bridges, versions

12.4(10b) JA and 12.3(8) JECJ

http://www.cisco.com/en/US/docs/wireless/access_point/12.4 10b_JA/com
mand/reference/cr2410b.html

[Cisco Aironet 1240AG Access Point
Support Documentation ]

http://www.cisco.com/en/US/docs/wireless/access_point/1240/quick/guide/a
p1240gs.html

[Cisco 4400 Series Wireless LAN Controllers
Support Documentation]

http://www.cisco.com/en/US/products/ps6366/tsd_products_support_series_
home.html

1. LWAPP = Lightweight Access Point Protocol

l Cisco 860 && U Cisco 880 YV —X Y—ERHEEIL—F VI IzF7 AV T4F¥al—vav A4 F
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http://www.cisco.com/en/US/docs/routers/access/wireless/software/guide/SysMsgLogging.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5679/ps6548/prod_white_paper0900aecd804f19e3_ps6305_Products_White_Paper.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6306/prod_white_paper0900aecd802c18ee_ps6305_Products_White_Paper.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6306/prod_white_paper0900aecd802c18ee_ps6305_Products_White_Paper.html
http://www.cisco.com/en/US/prod/collateral/wireless/ps5678/ps6306/prod_white_paper0900aecd802c18ee_ps6366_Products_White_Paper.html
http://www.cisco.com/en/US/docs/wireless/access_point/12.4_10b_JA/command/reference/cr2410b.html
http://www.cisco.com/en/US/docs/wireless/access_point/1240/quick/guide/ap1240qs.html
http://www.cisco.com/en/US/products/ps6366/tsd_products_support_series_home.html
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