CHAPTER

Xl T4 BEEDHKTE

ZOETIX, Cisco 860 3 LU Cisco 880 'V — X“ Integrated Services Routers (ISR; — & R fE &M
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AAADR Yy FT—27 X2 VT 4 b= RE, V—F LTT 7 v AKEERET D20 D LR
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NRAT—RK ZA4T0ar, Fx V///FS.:.\ AvE—Y HFR—bF, BLOKZL EBRL-EX2Y
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IR, —RRRRF R R I3 B A DL OFF R, 2a—YHEOT AT N VA RBIOT T
AN, 2—F TN —FOHKR— K, BILOIP, Internetwork Packet Exchange (IPX). AppleTalk
Remote Access (ARA). Telnet VR — N2 ERHVET, TH VT 471k, =—F ID, BHiaks
B L O TR, EfFShica~r B (PPP R E) . N7y ML, BRONA MR EDRe, B
B BIOWMEIHEAT 282V 7 0 = MERONES LR 2175 FREZREEL £,

AAA 2 RADIUS, TACACS+, F7zi% Kerberos 2 D7 v ha v s FHLTEx 2 U7 4 HiEDOE

HETVWET, V=B Ry T =7 TI7HA P =L L THELTWEEA. AAAITXy hU—7
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AAA FP—EZDOREB IO R—FshT0oEx=2U 70 7a b a/LOFEMIT OV T,
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12 4t book.html ®
[Cisco 10S Release 12.4T Security Configuration Guidel] TIRDOKE 7 v a v # BB LTI ZE0,

e [Configuring Authentication

» [Configuring Authorization]

» [Configuring Accounting]

e [Configuring RADIUS |

e [Configuring TACACS+]

e [Configuring Kerberos

AutoSecure DE%E

AutoSecure HEREIX, v MU= WEBOXIGIT A D AREMNDH D5 — KA 1P — B R & MR LT,
WD R v N7 — 7 OBFEICESL D IP P —E R EEEEAZADLET, ZNHDO P F—ERE, =+
VREIEEHAT 2720 T EILEGB LA EIND D, —FDEX= T HENKIE
WfiiF b SN E 9, AutoSecure HERE DFEAMIZ OV T,
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123 1/ftatosec.htm @
AutoSecure ¥§RED~ =2 T LA BB L T EE W,

79X )X FDHETE

T27EA UJARMACLIZ, B#ETXIPT FLA 8% P 7 RLA, Fid7 v haizzEks3nT o, v
F—=T A ALTRy NU—2 FIT7 4 v 7 DFWELITHEGZITVET, 7782 U R MI, FiE
T7EAVANELFIERT 7 A VA ML LTRELET, BET 7 X U X M, fEEShk
BN bDN 7y NOBBEZFF A EITHEG LET, IHIRT 78X U X MOEGAIT, 56k & XETo
WGAZETE, ERlo7a Fa OBl EF A EITERT ORI ICHETEET,

77 eA U A NOEROFEMIZ OV TR,
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4/sec_12 4 book.html T

[Cisco 10S Release 12.4 Security Configuration Guide] @ [Access Control Lists: Overview and
Guidelines] Ot 27 v a v 2B LTIEEN,

TR VRNML, @O S EERHLCEEINEZ—HEOa~v Ly RTT, ¥ 7I3ESE-I34TD
WENNATT, £ 5-11F, 778X VA MOREICHERATA a~ RE2RLTWET,

& 51 79X YR FOBEIATUF

ACL 2147 B/EATVE

ESHEE

U access-list {1-99} {permit | deny} source-addr [source-mask)

B access-list {100-199} {permit | deny} protocol source-addr
[source-mask] destination-addr [destination-mask)

K HIEE

T ip access-list standard name deny {source | source-wildcard | any}

£ = ip access-list extended name {permit | deny} protocol

{source-addr|source-mask] | any} {destination-addr
[destination-mask] | any}
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http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12 4t book.html ®
[Cisco 10S Release 12.4T Security Configuration Guidell @ [Traffic Filtering, Firewalls, and Virus
Detection] TRDOKEZ v ar S L T I,

» [Creating an IP Access List and Applying It to an Interface]

» [Creating an IP Access List to Filter IP Options, TCP Flags, Noncontiguous Ports, or TTL Values|
» [Refining an IP Access List]

e [Displaying and Clearing IP Access List Data Using ACL Manageability |

TR TIL—7

TIRATN—T L, EOAFELFEEEFEH L TRASNE—#EHDOT 7R VR MRETT,
TIRRAITN—FIT, £ F—T A AD3 ﬁﬁ WAV B —T oA A LTA R —T 2 97,
TR TV—TEERT DB, ROSIZERLET,

o TI/7EBAVAIMREDIEFIFHEETT, 7y MIV—T L ADKRYNOT 782 U A KEHEKS
NEF, —BLAWVWEE GFaERBESOVTNTLRVEGE). Ny MIKROT 78X U R
b S dr, DIEIERBRICABE S E T,

o Ny MEFRIELIIESRTHITIE, TXTONRTA—ENT A JAN—HTIHILERD
DET,

o TRTOYV—F7 v ADKBIIIEERA 2 Tdeny all] BFEELTHET,

T RA TN—TDOREL L OEBOFEMIC OV TR,

http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12 4t book.html ®

[Cisco 10S Release 12.4T Security Configuration Guidell ® [Creating an IP Access List to Filter IP
Options, TCP Flags, Noncontiguous Ports, or TTL Values] @& 27 v a v ZZR LTI ZE VY,

CiscolOS 27 A4 704 —ILDEKE

CiscolOS 77 A T U — N EHERATHE, Ty FERNEITHREL, *vy MU — 7 ERORELZER
TAAT— RN INRT AT I — N EBECXET, AT — "INV T AT T+ —ILiF, AH
TAYIRT IR VALV HEERLTHET, 7782 VA ML, X7y hOA MY —AI2HESL
DT, ROy MZESNWT R T 7 4 v 7 EFAIEIESE T 2720706 T, Fiz,
CiscoIOS 77 A T U —id X7y NOBEEITHITZO, 77V r—vay bAYOT—FEHR/IT
N7 4y OFAETIIEREZHW CTEET, AF¥T 4727 78R VRARNTIE, 20X 5K
HEEITHIZLIITEERA,

CiscolOS 77 A 7T U+ — IV ERETIHICIF, A v F—T 2R aL T 4 Fal— gy EF— TR
Da<vy REFALT, ETA7e barzEELET,

ip inspect name inspection-name protocol timeout seconds

*ﬁﬁ LoTHREENETe Fa R T 7 AT U — L EBELTVWDL I EBREIND E, XA
Ry IRTIEA VRAIMERENT, RV T 7 4 v 7 OBEPFFRI SN ET, timeout /X7 A —#
T, V= FEBRT IRV T 74 v I DRGFELWSERIIA AT I v TI7R8A VRARNET Y
FA T L TBLLMAHEELET, FIEDFA LT 7 MENKRBET AL, ¥A4FIvy 77ERY
A MIHIBREN D720, B0y b GEE. A8y b)) EFFT S ER A,

BEOAT— A P TRCREAZENT L, TAbE 1 SOL—L £y MTELDOBRET,
AT A4 X2 b= a YORMOGEHTION—VERMIT DI, 774 T VF— VDA F—T =
A A& ET DB ip inspect inspection-name in | out =~ FEFH L £7,
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Cisco I0S 7 7 A 7 U — )V DR EDFEANZ DV T,
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4/sec_12 4 book.html T
[Cisco 10S Release 12.4 Security Configuration Guidel] ® TCisco 10S Firewall Overview] Ot 7 v =
CESRLTIEI N,

Cisco I0S 7 7 A 7 7 #+—/ L%, Session Initiated Protocol (SIP) 77U 7 —a v DHRA A X2V
TAERBETLOEOICHRET LI L TEET, SIPREIX, v bavo@EAEB LT 7Y F—
Ta COREICINA ., EARNRRAERKAE (SIP X7y MEB IO R —/L OB & OfiH) 2t
NWET, FEAIS OV T,
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_sip_alg_aic.html ¢, [Cisco
10S Firewall: SIP Enhancements: ALG and AIC| ZZH L T 730,

Cisco IOS IPS D& E

Cisco 880 3 U — X ISR TH|HAT#E7 Cisco 10S Intrusion Prevention System (IPS; {2 ARGl A7 2)
T/ —F, EXa VT4 KV U—ICERKLEY, RAERLRy NT—78EEZR LD 353
Ty PBIOT7 e —ITEUIHLT D 2 LIk o T, RO T 7 AT U+ — A REERIE L
Cisco IOSIPS i%, v 72 F x| ZEAL TRy bV —7 bIF 7 4 v 7 OERARZ—VERELET,
Cisco IOSIPS 1%, A v T A L ROBABER & L THEL, V—2Z@ild 537y hBLUtE Y
varEBHLT, O IPS v 7 =F ¥ L Ol Z1TVE 9, Cisco I0S IPS 13, RNEFREEZ M
T5HE XYy MU= EX2 U T A BRHEONAANIRL L TA Xy ek LET, o, BREIDS
LT, ROWTINEITNET,

o TI—LDEE

o b LWTy hOHE

o oVt y b

e WBEDY—AIPT KLANBLD T 7 4 v 7 —EOWBHEGT 5

o VIRT Y PMERSNTIBEHO NT 7 4 v/ & —EOHBIESRT 5
Cisco 10S IPS DR E DFEMIZ DUV T,
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12_ 4t book.html T

[Cisco I0S Release 12.4T Security Configuration Guidel] @ TConfiguring Cisco IOS Intrusion
Prevention System (IPS)] D& 27 a3 v ML T &,

URL 24L& Y245

Cisco 860 ' —XF L X Cisco 880 >V —X ISR (ZiE. URL 7 4 L& ) ZIZEESWE=DT I U N
HVFET, 2—WiL, FAERIETTa v 735 Web WA bdrT I 28R4 52 & ¢, ISR TURL
TANB ) T eTdueYa=r 7 LET, =R X7 4 TEHRIN T A O— &M H L
T, TNETNOH T2V O URL Z2if~FET, FAIHRY U —BXOHERHRY v —IFL ISR THRFEHE L E
T, P—ERIMAR—ZAT, 472V O URLIZV— K =T 4 OR_RUF—PNETFEHL F9,
URL 7 4 V% U > T OFEMIZ OV TIL,

http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_url filtering.html @
I'Subscription-based Cisco I0S Content Filtering] #ZM L T 7230y,
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Virtual Private Network (VPN; (KABFAGEME) #ERiaEHT A&, AV F—Fy R EDNRTY v
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WET, A MBI VPN, 7790 F A7 42t a—FRb—h 47 4 2%8HTHHEREICHEAL
T3, VE—FTZ7EAVPNIZ, VE—F 2747V FBEERy VUV —TIZul A T BHEIC
FERHLEST, VE—F 778X VPN BLUOYA M VPN Ol FIZONWTZ D& 3 T2 DD
R CHALET,

JE—F 77+X VPN

Ust—h 727X VPN OFRETIL. Cisco Easy VPN ¥ L ' IP Security (IPSec) l\/*U‘/ﬁ’Eﬁf
ALT, VE—h 2747 be¥EDORy N~ MO EHREBLORELET, K 5-11F
— MRy N U= B Z R LT ET,

5-1 IPSec bR EHERALEYVE—F 77X VPN
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121782

@

1 [ VE—F Xy FU—2ICEERSREZa2—Y

2 [VPNZ 547> b :Cisco880 U —R T /&R L—X&

3 ([ W—% KtEFT 4 RA~DRY NU—T T I A EiE

4 |VPN #—,3; Easy VPN #— UNHA > F—T7 = A A2 7 R A% 210.110.101.1 IZ8&E L7
Cisco VPN 3000 => &> hL—x 72 F)

5 [ KttA7 4R (xy hU—27 7 FL210.1.1.1 )

6 |[IPSec hr F L

Cisco Easy VPN 7 Z A 7 > b OBEEZ M3 5 &, Cisco Unity Client 7’7 k=L %2547 LT, M7
REMEDEL ZEMTHZENTEET, ZoFa bavzifid+se, K¥ED VPN T A —4
(NERIP 7 KL A, WEY 7 x>y b w227 DHCP ¥ —,% 7 KL 2, Windows Internet Naming
Services (WINS) #— 7 FL A, BIOARAT Yy M bRV 7 77 77E) % VPN —~
(IPSec —- 3¢ LCEIET D Cisco VPN 3000 ¥V — X avtr hL—H7p ) CTERTEET,

[ OL-18906-01-J

Cisco 860 £& U Cisco 880 ¥ ) —X H—ERHFEBIN—E YT +HzP avT4Fal—vav 4 F



58 t¥aUTHBEORE |

N vPNoBE

Cisco Easy VPN H— %57 /34 A1X, PC LT Cisco Easy VPN VE—F V7 b =7 2L T
WHENA ) 2—HFRLY F— F =—FREE L7z VPN b L& &IETE £9, Cisco Easy VPN
P GG EIC LY, UE— b A—%R Basy VPN U — |k /—RFE L CHRET 2 2 N TEET,

Cisco BEasy VPN 7 5 A4 7 FOREIX, 7 747 b F— FELER Yy NT—ZIEEE— FonTih
MOE—RTHRETEET, V74T N E—FREIT 74NV IERETT, 7747 N T—FEHEH
THE ITATY N T A ROTNAAREFRHRY A MZHDBY) Y —RIT 7 EATEES, 77

AT h VA MTHDY Y —RE, RS A FTEHAATEEYA, Fy NU—JHEEE— FEHH

925, (VPN3000 vV —X ar&y b L—4BREEINTE) FRYA bO2—FRI7 74TV
A PDFXY NU—=2 U =R T IVEATEET,

IPSec — "W ESINTWAEAIL, AR — MR O Cisco 880 U —X ISR &\ o7 IPSec 7 7 A
7 v b ETRA BEUDpré”ﬁﬁ Zrizk vy, VPN ##iaEkTc& %9, IPSec 7 747> 1 VPN b
VRV A BT B &L IPSec v — X IPSec 7 T A 7> MIZ IPSec R — &R T L. i d D
VPN ko VEERaERL L £77,

(3¥)  Cisco Easy VPN 7 74 7> FOfEEIZ, 587 % 1 o EAT 28k a2V R— LTy, 7
TV —3a THEED VPN F U RV EERT AUERS D HEIZIE, 7274 T2 NV — Ok
T IPSec VPN # & U Network Address Translation/Peer Address Translation (NAT/PAT; %~ kU —7
T RUAEE/AR— b T RUALEH) RTRA—FEFEHTRETLILENRSY £,

Cisco 860 3 L U* Cisco 880 U — X ISR %, Cisco Easy VPN #— 3¢ L CEIET D L HICRET D
ZEHTE, ZOMEAMEAT S L. FFaf&N/e Cisco BEasy VPN 7 74 7 v M3 S iz » b
T—JIkLTHAT I v 77 VPN R RV EENLTE £5, Cisco Easy VPN H— XO3% E D A
WZDWTIE, http://www.cisco.com/en/US/docs/ios/12_2t/12_2t8/feature/guide/ftunity.html @ TEasy
VPN Server] OEED~ =T L ZHBL T EEW,

Y4 ~iE VPN

B N VPN OF%E Tix, IPSec b > >r/L & Generic Routing Encapsulation (GRE; #&#iL—7 1 >
T AT e havEERLT, 770 F A7 o RERFERY VU W OB A RE L E T,
B 5-2 1%, —fRM7RFR Yy MU — A2 R L COET,

B 5-2 IPSec b RILE LY GRE (& %Y1 FE VPN

121783

1 |#%D LAN 8L VLAN 25750 F 47 1 2

2 |77 AMA—YRY FLANA L Z—T =X : 7 FL A 192.165.0.0/16 (NAT O A > % —
T AR)

3 |[VPN 27547 : Cisco 860 £7-1% Cisco 880 >V — X ISR

4 77 A A =P XY FPATM A v Z—T7 =A% : 7 FL%200.1.1.1 (NAT ONERA > F—7 =
A R)
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5 LAN Ao —7xf A A28 —Fy hEHEE QMM 2 —T A A T KLA
210.110.101.1)

VPN 27747 b : b9 1200 —% (£¥xry hNT—I~D7 7 & AZHIH)

LAN A H =T = A A R¥EXy FU—7 L (WA v 4 —7 =4 A 7 FL- 2 10.1.1.1)
RA 74 A Xy NT—7

GRE % L7= IPSec k> ®/L

O 0 N O

IPSec 35 & U8 GRE D% E DFEMIZ DV T,
http://www.cisco.com/en/US/docs/ios/security/configuration/guide/12_4t/sec_12 4t book.html T
[Cisco 10S Release 12.4T Security Configuration Guidel @ TConfiguring Security for VPNs with
IPSec] DEEZZHL TSV,

EQEW]

EEFTIIWTIE [IPSec h o x ETH VPN O E] (P5-7) OFIEEMEH LT, IPSec b > 3L
La VPN 2% ELET, 0%, VE—F T7EBRAFE, 4 MHRE L WO IEICENENLDORED
FIEZITVET,

ZDEDOFRTEFIL. Cisco 860 5 L 1N Cisco 880 @ ISR D v R A ¥ FREIWCSITEMA S £,
WL VPN #Ei . fisind = KR A Fﬁi‘rﬁﬂiii‘é&%ﬁéﬁ“é FIVOCHREENTWALENL Y F
9, oL —F EF VT VPN R ETH72OIC, LBEIELTY 7 MY 2T RE~Y=a T VESRL
TLIZE,

VPN OB EREHRIL, MmOTY RARA > MIRESNDAIMNERS D T, HRETHALEDOH L /T
A—2iE, NEIP 7 FL A, RV 7 3%y b ~A27 DHCP y—/N 7 R L X, I X Network
Address Translation (NAT; *~ hU—2 7 RL AZEH) 72T,

e [IPSec F» x/v ETD VPN o] (P.5-7)
e [Cisco Easy VPN VU &— FREDERK] (P.5-14)
e [GRE F > /L To Site-to-Site D% &, (P.5-17)

IPSec ~>ARJILETH VPN DEEE

WOVE¥%A1T > T IPSec h > x/L ET VPN Z2REL £,

o [KE ARV v—n#E] (P.5-8)

o TN —T7 RV v—ifHgoixE] (P.5-9)

o IME~v Tkt d2E— NREDHEM] (P.5-10)

o RV v—FEDAXx—T 1) (P.5-10)

e [IPSec N7V A7 —ABXO7a havoEE] (P.5-11)
o [IPSec B HHRB LU T A=%D E] (P.5-12)

o W5~y 7OWEA L7 —T7 = A Z~DEH] (P.5-13)

o [kotE¥) (P.5-14)
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IKE RV & —DE&E

Internet Key Exchange (IKE; A % —> > MEAZHL) RV —2RETDHITE, Fe—L a7y

ATy71

ATy7 2

AT973

SEPX

ATv75

ATy7 6

SEPR

Xal—vary T—Rnhb, ROEEEITVET,

ATV RFERRTI Y

=]:5]

crypto isakmp policy priority

#l -

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #

IKE xavxz—va o TlEATAIKE R —
EERLET, 7744V 7 1131~ 10000 OF
7 (1 &) T,

Z d & &, Internet Security Association and Key
Management Protocol (ISAKMP) RV ¥ — =
T4 X2l — gy B— RRRBENET,

encryption {des | 3des | aes | aes 192 | aes 256}

o1 -

Router (config-isakmp) # encryption 3des
Router (config-isakmp) #

IKE RV v —THEHT I SLT VI X L%
/\,:.Eﬂl/ij‘o

#ICix. 168 £ k@ Data Encryption Standard
(DES; 7—Z i 5 8it%) BREShTHET,

hash {md5 | sha}

Bl -

Router (config-isakmp) # hash md5
Router (config-isakmp) #

IKERV =TTy va 7Aa) XA hxw
HBELET,
#Tli%, Message Digest 5 (MD5) 7 /=3 X A

NEESNTWET, 7 74 /L MZ Secure Hash
standard (SHA-1) T,

authentication {rsa-sig | rsa-encr | pre-share}

#l -

Router (config-isakmp) # authentication
pre-share
Router (config-isakmp) #

IKE AU o —THMT 2B NEEELE7,
BT, FREIEARPEES N TVET,

group {1|2]|5}

#l -

Router (config-isakmp) # group 2
Router (config-isakmp) #

IKE RV v —CHiH 3 % Diffie-Hellman 7 /L —
TERELET,

lifetime seconds

o1 -

Router (config-isakmp) # lifetime 480
Router (config-isakmp) #

IKE Security Association (SA; X2 V71 7V
vIE—ay) OTA4T7HA4 L (60~ 86400 F)
EHELET,

exit

Bl -

Router (config-isakmp) # exit
Router (config) #

IKERV—Dary7 4F¥al—varyEt— K%
WMTL, Za—)L a7 4 ¥Xal—ay
E— NZOIV B ET,

l Cisco 860 && U Cisco 880 YV —X Y—ERHEEIL—F VI IzF7 AV T4F¥al—vav A4 F
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TI—T R O—FROKE

TN—7" R —%RETDHIZE, Za— b ar74Xalb—rary T— Kb, ROEEEZITV

i ‘?‘O
aAvw Y RERETIVaY By
A7971  crypto isakmp client configuration group VE—h 7547 MZE D yu—RENBEN

{group-name | default} NI D IKE R Y o— TV —TEAERR L ET,
Z D & &, Internet Security Association Key and
Management Protocol (ISAKMP) 7 /L—= K

& - Ve ar74F¥al—var E— RRMBIN

Router (config) # crypto isakmp client Eino

configuration group rtr-remote
Router (config-isakmp-group) #

AFv72  key name TN—T R —0 IKE FriEHREZHETE L
E3e

i :

Router (config-isakmp-group) # key

secret-password
Router (config-isakmp-group) #

A797 3 dns primary-server I N—7D7Z A~V Domain Name System
(DNS; FAA ¥ =25 VAT L) b—R_EHEE
i : LET,

Router (config-isakmp-group)# dns 10.50.10.1 wins =< > R & F LT, 7 n—7® Windows
Rout fig-isakmp- . . .
outer (config-isakmp-group) # Internet Naming Service (WINS) H— 3% {57

ToHrZEbTEET,
A797 4 domain name TN—TDRAAL v A=y FREELET,

#l -

Router (config-isakmp-group) # domain
company.com
Router (config-isakmp-group) #

AT97 5 exit IKEZ/LV—F Ry —Dar7 4 Fal— g
T—FR&EKTL, ZJu—)L a7 4 Fal—
& - var E— RO EAET,

Router (config-isakmp-group) # exit
Router (config) #

A7y7 6 ip local pool {default | poolname} J—TFDa—HL T KL A F— L a i LET,

[low-ip-address [high-ip-address]] S Doy ROMEME L O AR DM <
Z A —H 2oL, [Cisco I0S Dial

o Technologies Command Reference] #ZH L T<
Router (config) # ip local pool dynpool 7iz§b\o

30.30.30.20 30.30.30.30
Router (config) #

Cisco 860 £ & U Cisco 880 &) —X H—ER#HERNL—EF YI rDzP aVI74F¥al—LaYy HSF
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EE< Y TIIHd H5E— FEREDEA

E~y 7FICE— RBREAEAT I, Fe—Ul arv 7 4 ¥al—ary T— Kb, ROEE

ZITVWET,
ARV FERERTIVa Y =]:5)
A7971  crypto map map-name isakmp authorization list |fr 2~ v Flc®— R ELA @A L.

list-name

#l -

Router (config) # crypto map dynmap isakmp
authorization list rtr-remote
Router (config) #

Authenncatlon Authorization, Accounting
(AAA, uLuE aq:ﬂ\ 77,\7'7:/5:4 :/7) 'B—_/§
MWHD T N—T K —fgER (IKE 2:K) %
B LET,

27972 crypto map tag client configuration address
[initiate | respond]

#l -

Router (config) # crypto map dynmap client
configuration address respond
Router (config) #

VE—hK 77472 b HDOE— FREERIZIS
BEITHEIIN—FERELET,

RY—REREDA r—T L

AAA T AR V—RBREA R —T NI TAHRIZE, ZFa—)L a7 4 Fal—rary B—RRhb,

WOEEZITVET,

ARV FERERT2Va Y

E]:3)

27971 aaa new-model

1 -

Router (config) # aaa new-model
Router (config) #

AAA 77 v AIEET NV EA X —T I LET,

A797 2 aaa authentication login {default | /ist-name}
methodl [method?...]

#l -

Router (config) # aaa authentication login
rtr-remote local
Router (config) #

BED2—WFICT 51 74 VD AAA Rl
HEL, FHTLIHFXEEELET,

ZOFITIE, B U NVRRRET — Z R — AN
INET, TITRADIUS y—"%fEHT5Z
b CEFET, #E LI, [Cisco 10S Security
Configuration Guidel ¥ X [Cisco 10S
Security Command Referencel %ML T2
SV,

l Cisco 860 && U Cisco 880 YV —X Y—ERHEEIL—F VI IzF7 AV T4F¥al—vav A4 F
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ARV FFEREET7IV3 Y B
A7v7 3 aaa authorization {network | exec | commands |+ _TD % v kU — Y — b ZER (PPP 72
level | reverse-access | configuration} {default| | ) (ZB84 25 AAA FFAl &% @& L, #Fal HXA& 15

list-name} [methodl [method?...]] ELET,
ZOBITIE, B— A FFR T — 2 = X HMEH

o ShEF, =2 TRADIUS #—~&fHT 5

Router (config) # aaa authorization network Ly TxFE4, F#LLIE. [Cisco I0S Security

;tr_remte tocal Configuration Guide] ¥ X O [Cisco I0S

outer (config) # N
Security Command Referencell %2 1L TL 72
S\,
A7y7 4 username name {nopassword | password =PI FRREV AT A &ML L ET,

password | password encryption-type

ZoHITIE, =—H%4 Cisco LHFF{L/ AT — R
encrypted-password}

Cisco ZHaE L TWET,
o1 -

Router (config) # username Cisco password 0

Cisco
Router (config) #

IPSec SR I74—LELUTOFIILDEE

FFov AT =y ME, ¥X2VT 4 o bartira ) Xao/fEOMAEHLETT, IKE
FALT— g VOEITHIC, WETIET—F 7o —% T 2720 ED N T AT 35— Yy
rofERICFEE L E T,

IKE RFvx—a yOFETRIZ, METIX, #EO N AT+ —L By Mol ETIZIET S
FS AT+ —LEBBRLET, COLIRPINT VAT H+—LEER T AT+ —b By RBAD
MHE, ZDEy FBERSN, METOary 74 Xalb—alO—ge LT, TOty FREH#ES
BT T4 w7 ICHEASRET,

IPSec hT v A7 4 —h By b BIOT 0 baLEzRET AL, Fn—rUL ar 7 4 Falb—g
U E— NG, WOEEEZITVET,

av Y FERET7I V3 B
A7y7 1 crypto ipsec profile profile-name Ry FMCRERAE B S5 L 912 IPSec 7' 1
TrANERELET,
i :

Router (config) # crypto ipsec profile prol
Router (config) #

Cisco 860 £ & U Cisco 880 &) —X H—ER#HERNL—EF YI rDzP aVI74F¥al—LaYy HSF
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O FEEETIaY B

A7y7 2 crypto ipsec transform-set transform-set-name N A7 —b Yy (IPSec tx=2VFT 4 7
transforml [transform2] [transform3] o kLB LTI Y X L0 AT RE RS
[transform4] D) EERLET,

HBhie 8T VAT 4+ — 2B L UHA G DEOFEM

o WZ2OW L, [Cisco 10S Security Command
Router (config) # crypto ipsec transform-set Reférence,ﬂ HERLTLLIEIWN
vpnl esp-3des esp-sha-hmac - °
Router (config) #

27973  crypto ipsec security-association lifetime IPSec tx=2VUF 4 7V x— 32 (SA) O

{seconds seconds | kilobytes kilobytes}

o1 -

Router (config) # crypto ipsec
security-association lifetime seconds 86400
Router (config) #

FAm— NI SIS S =L T A 74
£ AOMEREELET,

FEMNC WX, [Cisco 10S Security Command
Referencell #ZM L T 230,

IPSec BEARELUINTA—FDETE

FAFIvIT~y 7 R o—F, V=R TRCOEE~y T T A—4 (IPT FLARE) &
WL TWARWEATH, VE—FIPSec ET7 0 o0H LWkEF 2T 4 7YV —va ORIy

AFy71

ATy72

AT973

Ty VERAEME L E T,

IPSec Bf 5 HRARTET DK, Fe—b ar74Xalb— gy T— Kb, ROEEEZITV

ij—o

ARV FERERT2Va Y

E]:3)

crypto dynamic-map dynamic-map-name
dynamic-seq-num

1 -

Router (config) # crypto dynamic-map dynmap 1
Router (config-crypto-map) #

FAF Iy MR~y T mo b ) AR LT,
e~y ary74F¥al—ay — N5
HBLUET,

Zoa~w s ROFEMIZOW T, [Cisco I0S
Security Command Reference] %ML T2
S\,

set transform-set transform-set-name
[transform-set-name?...transform-set-nameo6)

Bl -

Router (config-crypto-map) # set
transform-set vpnl
Router (config-crypto-map) #

o~y 7 = Y THEHAER N VAT 4 —
Lty bEEELET,

reverse-route

il -
Router (config-crypto-map) # reverse-route
Router (config-crypto-map) #

Wi~y 7 =0 M) OREILT 7 X UERE R
LET,

FEHIZ WL, [Cisco 10S Security Command
Referencell ML TLTZE0,

l Cisco 860 && U Cisco 880 YV —X Y—ERHEEIL—F VI IzF7 AV T4F¥al—vav A4 F
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ATFy7 4

ATy7 5

VPN oz B

ARV FERERT2Va Y

E]:3)

exit

o1 -

Router (config-crypto-map) # exit
Router (config) #

Ja—n)arZ 4 ¥al— gy T— RIE
V) iﬁ‘o

crypto map map-name seq-num [ipsec-isakmp]
[dynamic dynamic-map-name] [discover]
[profile profile-name]

Bl -

Router (config) # crypto map static-map 1
ipsec-isakmp dynamic dynmap
Router (config) #

Hg%vyjo A 77/(/1/%{45521/35#0

EETY TOMEA 3 —T 24 A~DEH

B~ 7%, IPSec N T 7 4 v I DBFRNDEZEA LV H—T 2 A AZHEHATHINENDH Y £, WFlA
V=T 2 AR~y T EBEHTOE. V= FFTRTCD N T T 4w I R VT4 TV

AT97 1

ATy72

AT973

T gy T R=RK LTS 2 L 51270 9, T 740 FiREDHA.
BT DDV = VA FETEEEND T T 4 v 7 RS L L ET,

— 2 38R R
ZOGE, RXT Y v

A B—=T 2 A RAEFEHALT, DT T 4 v 7 DIRERA VA —F v b EDOBEREZFAT S Z &0

T,

A —=T A AT~y TEEHTICE, Jo—UL a7 X2l —alr T—Fhb, K

DIEHEEITVET,

ATV RFERRTI VY

i)

interface type number

Bl

Router (config) # interface fastethernet 4
Router (config-if) #

e~y 72EHT24M 0 2 —T A ADA
H—T o2 A AT 4 Fal—ayF—F K%
BRtG L £,

crypto map map-name

#l -

Router (config-if) # crypto map static-map
Router (config-if) #

Wi~y TR E—T = AICHA LET,

ZDa~y ROFEMIZOW T, [Cisco I10S
Security Command Referencell ZZM L T 72
S,

exit

o1 -

Router (config-crypto-map) # exit
Router (config) #

Ja—n)ar7Z 4 ¥Fal— gy ET— RIE
V) iﬁ‘o

[ OL-18906-01-J
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ROEXE
Cisco Easy VPN U E— FREZIEM L TW DA IE, [Cisco Easy VPN U E— bk E D ERK
(P.5-14) OIEEZITVET,

IPSec h > F VB LW GRE #fEH L7=¥ 4 FE VPN 2/Ef& L TW5EA1E. TGRE b ®/LTO
Site-to-Site D& E | (P.5-17) OEEZITWET,

Cisco Easy VPN ) £— FEXED/ERL

Cisco Easy VPN 7 7 A4 7> b & L CHBET 5L — % TiE, Cisco Easy VPN U E— F OB E&E/ER L
T, BEAVH—T oA A ORELXFEEMT 2HLERH D ET,

VE— bPOREXAEKT DL, Fr— b ar 74 Fal—var T—Rhb, ROEEETH

i‘?‘o
ATV RERRTI Y ]3]
A7v71 crypto ipsec client ezvpn name Cisco Easy VPN U & — h D% E % {ERL L. Cisco
Easy VPN UE—h 27 4 Fal—T a3y £—
i : FZBth L9,
Router (config)# crypto ipsec client ezvpn
ezvpnclient
Router (config-crypto-ezvpn) #
A7v7 2 group group-name key group-key VPN 5 ] D IPSec 7' /v — 71 L N IPSec ¥ —
DIEZHEE L £,
i :
Router (config-crypto-ezvpn) # group
ezvpnclient key secret-password
Router (config-crypto-ezvpn) #
27973  peer {ipaddress | hostname} VPN 8507 IP 7 RV AE IR A M &R
/\,:.E_‘ Lij‘o
Bl : GE)  Ax MAEHETE 50, L—4 7
Router (config-crypto-ezvpn) # peer DNS Y — & LTk A ]\Z‘ %ﬁ’iﬁ%’(

192.168.100.1
Router (config-crypto-ezvpn) #

EBWAT T,

G¥) Zoa<wryFRaERLTmMET 2y
Ty 7L TERTDEICRELET,
—HOETNET L& FAFRE: 2
ZHDOYT T Easy VPN b > RIVISHEST
SNET, RMOETNEBELES, b
YRNVTERAIOET TR SNET,

A7y7 4 mode {client | network-extension | network VPN O#fEt— REZHELET,

extension plus}

#l -

Router (config-crypto-ezvpn) # mode client
Router (config-crypto-ezvpn) #

Cisco 860 & U Cisco 880 ) —X Y—EXEHI—F Y I rDz P avT74F¥alb—Lay HAF
m. OL-18906-01-J |
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A7y75

ATy7 6

SEPR

ATy7 8

AT97 9

VPN oz B

ARV FFERERT2Va Y

exit

o1 -

Router (config-crypto-ezvpn) # exit
Router (config) #

B
Ja—) ary7 4 X¥al—yary E—RNIRE
Diﬁ‘o

crypto isakmp keepalive seconds

Bl -

Router (config-crypto-ezvpn) # crypto isakmp
keepalive 10
Router (config) #

FEEIZRSTEET OB A v =V kA 3 —T
WWLET, A vtE—CoRERERIE. 10 ~3600
@ seconds WAL THE L E T,

interface type number

Bl -

Router (config) # interface fastethernet 4
Router (config-if) #

Cisco Easy VPN UV ®— O EEHWHT D1

=Tz A AT, A F =Tz A AT £F =2

L—yary '—R&EBBLET,

GE) ATM WAN A v X —7 = A A&z T
HN—FDEE, ZDavwr N
interface atm 0 (2720 £,

crypto ipsec client ezvpn name [outside | inside]

#l -

Router (config-if) # crypto ipsec client
ezvpn ezvpnclient outside
Router (config-if) #

Cisco Easy VPN U £— h D E% WAN 1
A —7 A AZHEMTET, Zhickb, r—
213 VPN $8f¢ 12 % 2272 NAT & 72 1% Port Address
Translation (PAT;R—F 7 RL AZEH#), BI O
TI7EAYRANOREEBHBIAER L ET,

exit

#l -

Router (config-crypto-ezvpn) # exit
Router (confiqg) #

Jau—_")aryr7 4 X¥alb—ar F— NIRE
DET,

[ OL-18906-01-J
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)

WOFEFNL, ZOETHHA L VPN B LW IPSec ho R ar7 4 F¥Fal— gy 774 /0D—

e,
!
aaa new-model
|
aaa authentication login rtr-remote local
aaa authorization network rtr-remote local
aaa session-id common
|
username Cisco password 0 Cisco
|
crypto isakmp policy 1
encryption 3des
authentication pre-share
group 2
lifetime 480
|
crypto isakmp client configuration group rtr-remote
key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool
|
crypto ipsec transform-set vpnl esp-3des esp-sha-hmac
|
crypto ipsec security-association lifetime seconds 86400
|
crypto dynamic-map dynmap 1
set transform-set vpnl
reverse-route
|
crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond

crypto ipsec client ezvpn ezvpnclient
connect auto
group 2 key secret-password
mode client
peer 192.168.100.1

interface fastethernet 4
crypto ipsec client ezvpn ezvpnclient outside
crypto map static-map

|

interface vlan 1
crypto ipsec client ezvpn ezvpnclient inside

l Cisco 860 && U Cisco 880 YV —X Y—ERHEEIL—F VI IzF7 AV T4F¥al—vav A4 F
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GRE F > JLTO) Site-to-Site NERTE

GRE Mo RNUVEZRETHICIE, Ja— )b ar 74 Xal— gy T— Kb, ROEEZITH

A7Ty7 1

ATy72

AT973

ATy74

A7y75

A7y7 6

£,

VPN oz B

ARV RFERETIVa Y

E]:)

interface type number

#l -

Router (config) # interface tunnel 1
Router (config-if) #

hogb f o Z—=T 2 ZABER L, A& —
TR a7 4 ¥al— gy B— N2
LET,

ip address ip-address mask

#i -

Router (config-if)# 10.62.1.193
255.255.255.252

Router (config-if) #

Mo 227 RLAZEI DY CTET,

tunnel source interface-type number

#i -

Router (config-if) # tunnel source
fastethernet 0O

Router (config-if) #

GRE kv Rcxtd 50 —2 O%(EILT v KRR
A hEHRELET,

tunnel destination default-gateway-ip-address

#i -

Router (config-if) # tunnel destination
192.168.101.1

Router (config-if) #

GRE b ¥ RWIZxT B —F DFEee s KR A
VhERELET,

crypto map map-name

o1 -

Router (config-if) # crypto map static-map
Router (config-if) #

PRV S~y T aREID B TET,

GE) YA FMETERZEIT 5ITE. hox
N AVE =T 2 ANDEALF Iy
N—=T AT ETNIAZT 4 w7 — |
ERETDOLERD Y ET, FHEMIZON
TiX. [Cisco I0S Security Configuration
Guidel #ZRL T IEEW,

exit

o1 -

Router (config-if) # exit
Router (config) #

A A —T AR AT 4 X2l —gy F—
RaEgTL. Za—)L a7 X2l — g
E— FIZRED T,

[ OL-18906-01-J
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|

ATYTT

ATy7 8

ATy79

ARV FFERERT2Va Y E]:3)

ip access-list {standard | extended}

W B~ v 7O S B 4 & ACL © ACL =

access-list-name VI 4 F¥alb—rary ET—RFEBLET,

o1 -

Router (config) # ip access-list extended
vpnstaticl
Router (config-acl) #

permit protocol source source-wildcard

i :

Router (config-acl) # permit gre host
192.168.100.1 host 192.168.101.1
Router (config-acl) #

BIEA 2 =724 ALTGRE bT77 4 v/ 12

destination destination-wildcard JE2HFT5LOICRELET,

exit Ja—\ ) a7 4 FXalb—ygry E— RNIE

V) i\j‘o
o1 -

Router (config-acl) # exit
Router (config) #

WOFHREFNL, BIROBZETHIA L GRE Fo RXUIZLA VPN DOy 7 4 F¥al—ay 77 AL

D—HTY,

!

aaa new-model

!

aaa authentication login rtr-remote local
aaa authorization network rtr-remote local

aaa session-id common
|

username cisco password 0 cisco
I

interface tunnel 1
ip address 10.62.1.193 255.255.255.252

tunnel source fastethernet 0
tunnel destination interface 192.168.101.1
ip route 20.20.20.0 255.255.255.0 tunnel 1
crypto isakmp policy 1

encryption 3des

authentication pre-share
group 2

OL-18906-01-J |
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crypto isakmp client configuration group rtr-remote
key secret-password
dns 10.50.10.1 10.60.10.1
domain company.com
pool dynpool
|
crypto ipsec transform-set vpnl esp-3des esp-sha-hmac
|
crypto ipsec security-association lifetime seconds 86400
|
crypto dynamic-map dynmap 1
set transform-set vpnl
reverse-route
|
crypto map static-map 1 ipsec-isakmp dynamic dynmap
crypto map dynmap isakmp authorization list rtr-remote
crypto map dynmap client configuration address respond
|
! Defines the key association and authentication for IPsec tunnel.
crypto isakmp policy 1
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 200.1.1.1
|
!
! Defines encryption and transform set for the IPsec tunnel.
crypto ipsec transform-set setl esp-3des esp-md5-hmac
|
! Associates all crypto values and peering address for the IPsec tunnel.
crypto map to corporate 1 ipsec-isakmp
set peer 200.1.1.1
set transform-set setl
match address 105
|
!
! VLAN 1 is the internal home network.
interface vlan 1
ip address 10.1.1.1 255.255.255.0
ip nat inside
ip inspect firewall in ! Inspection examines outbound traffic.
crypto map static-map
no cdp enable
|
! FE4 is the outside or Internet-exposed interface
interface fastethernet 4
ip address 210.110.101.21 255.255.255.0
! acl 103 permits IPsec traffic from the corp. router as well as
! denies Internet-initiated traffic inbound.
ip access-group 103 in
ip nat outside
no cdp enable
crypto map to corporate ! Applies the IPsec tunnel to the outside interface.
|
! Utilize NAT overload in order to make best use of the
! single address provided by the ISP.
ip nat inside source list 102 interface Ethernetl overload
ip classless
ip route 0.0.0.0 0.0.0.0 210.110.101.1
no ip http server
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! acl 102 associated addresses used for NAT.

access-list 102 permit ip 10.1.1.0 0.0.0.255 any

! acl 103 defines traffic allowed from the peer for the IPsec tunnel.

access-list 103 permit udp host 200.1.1.1 any eqg isakmp

access-list 103 permit udp host 200.1.1.1 eq isakmp any

access-list 103 permit esp host 200.1.1.1 any

! Allow ICMP for debugging but should be disabled because of security implications.
access-list 103 permit icmp any any

access-list 103 deny ip any any ! Prevents Internet-initiated traffic inbound.

! acl 105 matches addresses for the IPsec tunnel to or from the corporate network.
access-1list 105 permit ip 10.1.1.0 0.0.0.255 192.168.0.0 0.0.255.255

no cdp run
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