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@ Deviced

=

@ Devicet @ Device2
Advertises prefix Advertises prefix
©10.20.35.0/24 @ 10.20.45.0/24

___________________________________________________________________

Controller Controller

@ SDWAN-Controller09 @ sSDWAN-Controller10
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————————————————————————————————————————————————————————————————————

@ Deviceo
Hub
Configured as a
transport gateway

i

= =

@ Devicel @ Device2
Spoke 1 Spoke 2
Advertises prefix Advertises prefix
@ 10.20.35.0/24 @10.20.45.0/24

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

S S

Controller Controller
@ SDWAN-Controller09 @ sDWAN-Controller10

Deviced (/\7J) DRTERIEFTER
ZIZTIX, AT T v RAR— I HRIERED Deviced (NT) OFEA R LET, ZIUTiE. K
DOIEFRNEENET,

*BFDEvIa»
e OMP /L— b

«IP/L— |

BFDtvyi3>r

INT T v RAR—7 & ET HRINC, Device0 (ff3kD/~7) T show sdwan bfd sessions =~ >
R%54T79 % &, Devicel (Spokel) & Device2 (Spokel) Difi & D BFD v a U RdH D
ZERREINET,

INTT v RAR—T DFREW%. Device0 (/~7) X, Devicel (Spokel) & Device2 (Spoke2)
i) & DOF T BFD &y ¥ a VB RFLET,
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Deviceo (1) oxEaeEs |

K 3:1\7 : RERMEZTEHRDBD Y3

Before
Device@-future-hub#show sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST PUBLIC

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP
172.16.255.45 2588 up 3g 1te 10.9.20.15 10.0.6.45
172.16.255.35 1580 up 3g 1te 10.9.20.15 10.5.1.35
172.16.255.45 2580 up 1te 1te 10.1.15.15 10.9.6.45
172.16.255.35 15@e up 1te 1te 10.1.15.15 16.5.1.35

\

BFD sessions with Device1 (green)
and Device2 (blue)

After

Device@-Hub#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP
172.16.255.45 2580 up 3g 1te 18.9.20.15 18.9.6.45
172.16.255.35 1588 up 3g 1te 18.9.20.15 18.5.1.35
172.16.255.45 2580 up 1te 1te 18.1.15.15 18.9.6.45
172.16.255.35 1588 up 1te 1te 18.1.15.15 18.5.1.35

BFD sessions with Device1 (green)
and Device2 (blue)

OMP JL—

INT T v RAR—7 & ET HRIC, Device0 (fF3#D/~7) T show sdwan omproutevpnl =
v~ R&EFAT3 5 L&, Devicel (Spokel) 5 JEUFDevice2 (Spoke2) I[ZX->TT KA A XX
LT VT 4y I ANRZEINZE L Devicel (Spokel) 35 X U'Device2 (Spoke2) %41 L T D AE|ZER]
BThDIENRINET,

Device0 (N7) TNT TV RAR—7 Z#&ET 5D &, Devicel (Spokel) L7 4 w7 R
Device2 (Spoke2) F'V7 4 w7 ANRNT BIEZI L CERERTREIC/2 Y £9 (FROM PEER %)
(21320000 L ERENET) .

NTT U RRR—Y .
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Before
Device@-future-hub#tshow sdwan omp route vpn 1

PATH ATTRIBUTE

TENANT VPN PREFIX FROM PEER 0] LABEL  STATUS  TYPE TLOC IP COLOR

Devicelprefix~ _~via Devicel

] 1 fei2e13508/24  172.16.255.19 13 1003 C,I,R installed 172.16.255.35  lte
172.16.255.20 21 1003 C,R installed 172.16.255.35  lte

] 1 IONESENEsNe/3d 172.16.255.19 46 1003 C,I,R installed 172.16.255.45  lte
172.16.255.20 17 1003 C,R installed 172.16.255.45  lte

Device2 prefix via Device2

|
After

Deviced-hub#show sdwan omp route vpn 1

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER D LABEL  STATUS  TYPE TLOC IP COLOR
Device1 prefix~_ _~via Hub
) 1 e.26:35.0/24 ©.0.0.0 10737 103 C,Red,R, installed 172.16.255.15  lte
41894 TGW-R
8.0.9.0 10737 103 C,Red,R, installed 172.16.255.15  3g
41895 TGW-R
172.16.255.19 8 1003 C,I,R installed 172.16.255.35  lte
172.16.255.20 8 1003 C,R installed 172.16.255.35  lte
) 1 IENEENEENe/Ed o.0.0.0 10737 1003 C,Red,R, installed 172.16.255.15 1te
41894 TGW-R
8.0.9.0 10737 103 C,Red,R, installed 172.16.255.15\ 3g
41895 TGW-R
Device2 prefix 172.16.255.19 9 1003 C,I,R installed 172.16.255.45 \ lte
172.16.255.20 9 1003 C,R installed 172.16.255.45 \ lte

via Hub

IP)L—F

INTT  RARN=T @ ET AN, Device0 (kD7) Tshowiproutevrfl =~ R%
J2179 % &, Devicel (Spokel) 3 L TN Device2 (Spoke2) (2L -»TT KX A XENDHT L
T 4w J ANENE I Devicel (Spokel) 35 UNDevice2 (Spoke2) #41 L CEIEFRETHH Z
ERRENET,

INT T v RAR—T B3R E Licth, Device0 (/N7) IZoOW T, ZiUIRCEE T,

. NTT U RRR—Y
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Devicel (Spokel) MDEXERTEHER .

5:1\7 : REFEHRERD IPIL—

Before
Device@-hub#show ip route vrf 1
m 18.208.35.8/24 [251/@] via 172.16.255.35, ©9:208:11, Sdwan-system-intf
m 1822004508/24 [251/0] via 172.16.255.45, ©9:20:11, Sdwan-system-intf

Device1 prefix (green) via Device1 (green)
Device2 prefix (blue) via Device 2 (blue)

After
Device@-hub#show ip route vrf 1

m 10.20.35.8/24 [251/@] via 172.16.255.35, 10:14:26, Sdwan-system-intf
m 16.28045.8/24 [251/e] via 172.16.255.45, 1@:14:26, Sdwan-system-intf

Device1 prefix (green) via Device1 (green)
Device2 prefix (blue) via Device 2 (blue)

Devicel (Spokel) DEXTERI&RER

Z I T, NT T RAR—7 & IERI D Devicel (Spokel) D#iz L 9, ZHITIiL,
ROBERPFZENET,

*BFD &y 3

« OMP /L— h

1P /L— |

BFDEvIar

INTT U RAR—T ZFET DN, Devicel (f$3 Spokel) T show sdwan bfd sessions =
~ v R&FITTH L. Deviced CRFED/NT) L Device2 (RF3ED Spoke2) Dili)s & D BFD & v
varpoREShET,

INT TV RAR—7 % ET D L., Devicel (Spokel) TlE, D AKR—7 TIEMRINT LD
BFD & v a v OHRPRENET (ZOFHITIX, Spoke2 & D BFD v g vidmanEtd
A .

NTT U RRR—Y .
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. Devicel (Spokel) DEXERTLRTER

6:Spokel : BRFEREFHTEERDBFD Y 3V

Before
Devicel-future-spokel#tshow sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1P
172.16.255.45 25008 up lte lte 18.5.1.35 10.08.6.45
172.16.255.15 588 up 1te 3g 18.5.1.35 18.68.208.15
172.16.255.15 588 up 1te 1te 18.5.1.35 16.1.15.15

\

BFD sessions with Device2 (blue)
and Hub (purple)

After
Devicel-spokel#tshow sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP P
172.16.255.15 500 up 1te 3g 10.5.1.35 10.0.20.15
172.16.255.15  5@0 up lte lte 10.5.1.35 19.1.15.15
BFD sessions only with Hub (purple)
OMP )L—

INT T v RAR—7 %% ET HHENZ. Devicel CfF3?D Spokel) T show sdwan omp route vpn
1a~> R&3F(T79 5 &, Device2 #4 LT Device2 (Spoke2) 'L 7 ¢ v 7 AT EBERETX
BT ENEINET, T4, TLOCIPFIIZ Device2 DL AT A IP REFRIND = &b
% 75)/6“@—0

INT TV RAR—7 3% ET 5 L. Devicel (Spokel) [I/~7 %/ L CTPHH Device2 (Spoke2)
TVLT 4y ACEETEET,

. NTT U RRR—Y
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Device2 (Spoke2) MDEXERTL FRER .

7:Spokel : EXTERT L FHREHRD OMP)L—

Before
Devicel-future-spokel#show sdwan omp route vpn 1

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER 0] LABEL  STATUS  TYPE TLOC IP COLOR
3 1 fENZENaENe/3d 172.16.255.19 43 1003 C,I,R installed 172.16.255.45  lte
\ 172.16.255.28 21 1003 C,R installed 172.16.255.45  lte
Device2 prefix via Device2
After
Devicel-spokel#show sdwan omp route vpn 1
PATH ATTRIBUTE
TENANT VPN  PREFIX FROM PEER b} LABEL  STATUS  TYPE TLOC IP COLOR
] 1 IENGeNEsNe/Ed  172.16.255.19 10 1003 C,I,R installed 172.16.255.15  lte
172.16.255.19 11 1003 C,I,R installed 172.16.255.15  3g
172.16.255.20 1@ 1803 C,R installed 172.16.255.15  lte
172.16.255.28 11 1803 C,R installed 172.16.255.15  3g
Device2 prefix ] /
P via Hub

IP)L—F

INTT U RAR—7 & ET HHIZ, Devicel (f$3 Spokel) Tshowiproutevrfl =~ K
BEITTHE, Device2 Z# LT Device2 7L 7 4 v 7 A CHEBERZETZXAZ D RENET,

INTT v RAR—=7 BRET % &, Devicel (Spokel) 1Z/7 %A LTI Device2 (Spoke2)
TVT 4y I AZEETE ET,

8:Spokel : S5ERTEBREHRD IPIL— b

Before
Devicel-future-spokel#show ip route vrf 1

m AGNEENEENeVEE [251/0] via 172.16.255.45, 06:03:36, Sdwan-system-intf

\ /

Device2 prefix (blue) via Device2 (blue)

|
After

Devicel-spokel#show ip route vrf 1

m AGNZENEENa)EE [251/0] via 172.16.255.15, 10:14:58, Sdwan-system-intf

/

Device2 prefix (blue) via Hub (purple)

Device2 (Spoke2) MDELTERIL HTER

ZIZTIR, NT T RAR— T RERI
WOERNEENET,
*BFDt v a3

=N

% Device2 (Spoke2) DHEfizxLET, ZiUTIL,

NTT U RRR—Y .
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NIF7UERKR=4 |

e OMP /L— |

«IP L— k
INTT v RAR— 7 3 ET DRI &% D Device2 DZE{kIL. Devicel DZELE 1T EA LR LT
—§—O
BFDtvyI 3y

INTT v RAR—=7 %% ET DENZ. Device2 (fFdD Spoke2) T show sdwan bfd sessions =
~ v R&FITTH L. Deviced CRFKD/NT7) L Devicel (R Spokel) DifiJs & D BFD & v
VarBRENET,

INT TV RAR—7 #3%ET H L. Device2 (Spoke2) TlE, D AR —7 TIERINT LD
BFD v a vy OAPRINET (ZDOHITIE, Spokel & D BFD & v a VdImmEShER
;u) o

9:Spoke2 : BRFEREFXTERDBFD Y a3y

Before
Device2-future-spoke2#show sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP
172.16.255.35 1588 up 1te 1te 18.08.6.45 18.5.1.35
172.16.255.15 500 up 1te 3g 10.0.6.45 10.0.20.15
172.16.255.15 500 up 1te 1te 18.0.6.45 10.1.15.15

\

BFD sessions with Device1 (green)
and Hub (purple)

After
Device2-spoke2#tshow sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP
172.16.255.15 580 up 1te 3g 10.0.6.45 10.0.20.15
172.16.255.15 580 up 1te 1te 10.0.6.45 16.1.15.15
BFD sessions only with Hub (purple)
OMP )L— ~

INT T RAR—= 7 Z%ET DN, Device2 (kD Spoke2) T show sdwan omp route vpn
1a~> R&EJF(T79 5 &, Devicel Z4 L T Devicel (Spokel) F'L7 ¢ v 7 A|ZEBERETE
B2 EANRESNET, T4, TLOCIPFIZ Devicel D ZF A IP NEREND = &5 B
50 TY,

INT T v RAR—7 B3 ET 5D &, Device2 (Spoke2) 1/ 7 %41 L TPDH Devicel (Spokel)
VT 4y ACEFETEET,

. NTT U RRR—Y
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10: Spoke2 : FXFERT & K EZRD OMP)L— +

Before
Device2-future-spoke2#tshow sdwan omp route vpn 1

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER b} LABEL  STATUS  TYPE TLOC IP COLOR
1 feraerssiefad  172.16.255.19 17 1003 C,I,R installed 172.16.255.35  lte
172.16.255.20 23 1@03 C,R installed 172.16.255.35  lte
Device1 prefix via Device1

|
After

Device2-spoke2#show sdwan omp route vpn 1

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER D LABEL  STATUS TYPE TLOC IP COLOR
) 1 10.28.35.0/24 172.16.255.19 11 1003 C,I,R installed 172.16.255.15 1te
172.16.255.19 12 1003 C,I,R installed 172.16.255.15 3g
172.16.255.20 11 1003 C,R installed 172.16.255.15 1te
172.16.255.20 12 1003 C,R installed 172.16.255.15 3g
Device1 prefix /

via Hub

IP)L—F

NTT ¥ RAR=T ZBET HRNC, Device2 (4D Spoke2) Tshowiproutevrfl=a~ I
ZFEITT 5 &, Devicel #47 L TCDevicel /'L 7 v 7 RZEHBFERETE D Z LRI NET,
INTT v RAK—7 %% ET 5 &, Device2 (Spoke2) 137 &4 LT DI Devicel (Spokel)
TV T4 w7 AZEETEET,

11: Spoke2 : FZERT & BHEHZRD IPIL— b
Before
Device2-future-spoke2#tshow ip route vrf 1

m 10.20.35.8/24 [251/@] via 172.16.255.35, 06:85:43, Sdwan-system-intf

/

Device1 prefix (green) via Device1 (green)

After
Device2-spoke2#tshow ip route vrf 1

m 1@.28.35.8/24 [251/@] via 172.16.255.15, 10:21:41, Sdwan-system-intf

\ /

Device1 prefix (green) via Hub (purple)

NITT7 U RRAR—TDF =R

NTT U RAR=27 bR IE, ROX I % OMBERHERHY £7,

NTT U RRR—Y .
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NT T RRR—7 (T HH89F1E

%U%"J%IE Eﬁﬁﬂ
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PR—bPENTOEFA, ZHIF. ~NT T RRF—7 bR
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BAT HIEARY =X TERINTNT TV RAFR—7 biRm
b, ZIZTHHTANT T U RAR—IHERA Y v RIZ
BT T 2720088 TIETIH D TH A,

NT T RRAR—IDA—R5—X
ZDA—RA G — AT, HEOR Y N —ZIZROBEEREENET,

CBEDF Y NI =T P —ER (2 H—TTART 7 AT U —N7RE) 2ETTH,
WOEIY A MZHDLHE—DT A A, Xy NT—7EFHREZ, ZNENTT A REL
THEETAHAZEE|RLE LT,

3ODTTUFHA b, KT TFHA MK, A Mo —bE 2 EEET LIy D —
ENHY FT,

Fy NI =7 EFHEIX, 7T FVA MHOTRTO NI 7 4 v 7a—% Kt A hONT
ERL =T AT THIINCNT TV RAR—7 hARePERETHZ EEBIRLEL

2o ZHUZEY, —mfbEnixry NU—IH—ERE TT7FHA MEOTRTO T

T4y ZICHEATEET,

ROBNZTRT LI, NTT U RAR—=T MR EZRELET,
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R 12:1\TT7 2 RRKR—=2 tRED
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Enterprise Network
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Cisco SD-WAN Controller
(topology hub-and-spoke enable)
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IITHEH, NIV AR— N R 2 B L TCAT T Y RAR—7 R UERET AT

NEIZ W TCE L E 5,

CiscoSD-WANManager =R L1=/\T 7> FRAKR—U ZEFEMIZT 51=
& ® Cisco Catalyst SD-WAN O > FO—5 DT

1. Cisco SD-WAN Manager A ==—7>5, [Configuration] > [Templates] # &R L £ 7,

2. [Feature Templates] =727 U v 7 L ¥,
3. WOWTINEFEITLET,

«Cisco SD-WAN =2 h 2 —F DFH LW AT LT 7 L— & ERLT 51213,

[Add

Template] 22 U = 27 L, [Controller] Z#&{R L T, [System] Z#7 VU v 7 LE£7,
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B ocuso oL rEERLTATT Y RRE—H EEHITT B8O Cisco SD-WAN I > kO—35 DFE

« Cisco SD-WAN =1 h 0 —F DEEfED Y AT LT 7 L— FERET S I21E,. BEFED
HHET 7 L — b DT — 7L C[Controller System] ¥ 1 7 DT > 7 L— k& RO, 7
VT U— b ORIIZH D[] &7 Y v LT, [Edit] IR L ET,
4. [Topology] 7 « —/v K., [Hub and Spoke] %R L ¥ 77,

5. [Save] (BiLWT 7 L— M &AERT 254) $£721% [Update] (BEFDT 7 L— k& itk
THHE) 22V v LET,

CLLT>TL—FrEFERLTNIT 7Y RRR— 2FZT 586D
Cisco SD-WAN O > FO—5 DEXE
CLI 7> 7L — hOHERAOFHEMIZOWTIE, CLIT RAVHERET > 7 L — FB XU CLI T > 7
L— 2B LTI, 774/ FTIE, CLITV 7 b— MNIZe— L ar7 ¥z
L—varyET—RCTavy REETLET,
1. YAFAL ALy 7 4¥al—ary E—REBBLET,
system
2. NITT U RAR—=7 bR PEAMCLET,
topology hub-and-spoke enable
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1

system
topology hub-and-spoke enable

FSURR— RS — R4 ELTDIL—EFDEHRTE UNTFUFR
"R—o DIHEE)

NTT U RAR—IFETIE, NTUVAR— = oA B EHINET, PTUAR— |
T—=h7zADRF2 A FTROFIEZSHRL T ZIV,
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INT TV RAR—=TERETIE, VA MATERNTUAR— M~ o= DEHAINET,
NIV AR—=ETF =R U x2ADRF2 A PTROFIEEZSR LT Z X0,
* Cisco SD-WAN Manager # i fl L7-/V—% OH A ~ ¥ A4 T OFRIE

cCLIT VT L—FEHEHALIEZAL—ZDOY A N2 A TOHE

S N > e =JL = =
IND T RRAR—DUHBTEDIERSR
NTT Y RAR—IRETHE, b7 Y AR b= b2 LA b5 A T 5T =5 B
INFET, ZNHIEHONWTE, TV AR—M,F—FT 2D FRF2 A 2B LTLIES
AN

* FTVAR= BT = Y A BEOHGRICOWTE, CLIZFEH L7 b T v AR— h 7 —
b= A BREDOHRESRLTIEEN,

o A N AT ORETRIZOWTIL, CLIZEA L2V —X DOV A N X A T OMERESR L T
<TEEW,

e NT TV RAR—=IREZLDXR Y hT— 7?\]@7/\4’7«T@BFDJZ//3/ OMP /L—
., BEWIP v— FOEEZRIZOW T, ROBFATIZ . ZOREOMEFRIFICE T
fmé%%ﬁ%bf<téw:W:A77ykxﬁw7%ﬁ (4 ~—2)

> o - N
Cisco CatalystSD-WAN O > ~rO—3 TN\IT 7Y FRKR—VERENEM
'ﬁti ) _C L\é — & o)ﬁEEﬂL\
Cisco SD-WAN = b & — 7 3% 7EIZ topology hub-and-spokeenable =~ > K EGEHTW\W5H Z
& ZfERT HI2IE, show running-config 2~ > R&fEH L £9°,
ROBITIL, CiscoSD-WAN = fu—F |, NT TV RAR—=7 bRu P2 fGT5E9
IR ESIVTWET,
sdwanController# show running-config
é;étem
topology hub-and-spoke
enable

topology hub-and-spoke enable =~ o R3E T/ > T\ D Z & A9 5 121%, show omp
summary 2~ > RZHLET, BT hARe U2WRERET, ROFITE, hARr i
INTT Vv RAR—27 T,

sdwanController# show omp summary
per-state UP
admin-state UP

topology hub-and-spoke
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