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3. [AddPolicy] #7 U v 27 LET,

4. [k~ (Next) 1227 V27 LT, [AVU—% (Policy Overview) ], [F U v —RE
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8. N7T7 4y 7 TCRayZSiz Ty Menr 725089 5 & 9 12 Cisco I0S XE Catalyst
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512 CT¥, L7EA-T, 7a—HNDOSREFBEDOD X yry T Lican 7B EEsinE 4,

10. IPvd 77 4 v ZDFNF X% v oA XE@ET HITIE, [FNFIPv4iRKF v v =
x> F U (FNF IPv4 Max Cache Entries) ] & AJJLE 7,

=& 2 E, ROBNTRT I ST, IPVA/IPV6 v T 7 4 v 7V D FNF ¥ v v ¥ 2 2R ET D
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72 21, ROBNTRT DI, IPVA/IPYV6 N T 7 4 v 7D FNF v v 2 2RET D
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GE) by vyiatA XfET16 T, AitFrviath A X (IPvd ¥+ v = +1Pv6 ¥t v
va) ORKEZX. 77y b7+ —L0OHIREZE2 5 Z LIXTEEFA, Fr v a4 X
MERINTELT, 77y b7 4+—20V) 2 MNIRWEA, T 74V FORKF Yy v axT
> kUi 200k T,

BRFvviazr b, Cllowd N E=Z VU LV TCExLEKRAKFE 7o —TF, mRFvy
Vax bR, Ty T — A Lo TRRY EF, GOV TIZ, AR — hZ
BfWGHOEL I,

RIZ, 1Pv4 & IPv6 Dl )5 D flow-visibility Z 5 ET S 2~ L E T,

policy
flow-visibility
implicit-acl-logging
log-frequency 1000
flow-visibility-ipv6
ip visibility cache entries 100
ipv6 visibility cache entries 100

policy flow-visibility Ep app-visibility %gﬂé?? L T FNF %:&—%ﬁfdﬂlﬁhé L N 7
= LA VEND G TORMERTROEEA v =V PRRSNDGENDLV £, 20
a7, R&ERFvy v a2V A X TFENFE=#Y 7 (policy flow-visibility F721%
app—visibility) %ﬁ?jﬂ:‘ié ENYH— éz"bjﬁTO

Jul 4 01:45:00.255: $CPPEXMEM-3-NOMEM: F0/0: cpp cp svr: QFP: 0, GLOBAL memory allocation
of 90120448 bytes by FNF failed

Jul 4 01:45:00.258: $CPPEXMEM-3-TOPUSER: F0/0: cpp cp svr: QFP: 0, Top User: CPR STILE
EXMEM GRAPH, Allocations: 877, Type: GLOBAL

Jul 4 01:45:00.258: $CPPEXMEM-3-TOPUSER: F0/0: cpp cp svr: QFP: 0, Top User: SBC, Bytes
Allocated: 53850112, Type: GLOBAL
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BEX =%, LTLbL 77— =X —T 7V =g VOBEELZRLTWADIT T
HOFEFAL, BEERAE—VF, ATV —T % (EXMEM) A 7T A RNT 7 F ¥
S5AEY AT D7D FNE MEAT LN FIEZ R L CTWDAREERH Y £,

show platform hardware gfp active classification feature-manager exmem-usage =~ > R % {i ff
LT, SEIERITIAT 2 O EXMEM AEVHEHREFRRLET,

Device# show platform hardware gfp active active classification feature-manager exmem-usage
EXMEM Usage Information

Total exmem used by CACE: 39668

Client Id Total VMR Total Usage Total% Alloc Free
acl 0 11 2456 6 88 84
qos 2 205 31512 79 7 5
fw 4 8 892 2 2 1
obj-group 39 82 4808 12 5 2

FNF & =& — N IEFICHNNC 72 > T D 2 & AR 3 5121, show flow monitor monitor-name
o< REEHALT, 78— =X —DAT—H A (allocated £ 7-1T not allocated) % HER
LET,

Device# show flow monitor sdwan_flow monitor
Flow Monitor sdwan_flow _monitor:

Description: monitor flows for vManage and external collectors
Flow Record: sdwan_flow_record-003
Flow Exporter: sdwan_flow_exporter 1
sdwan_flow_exporter 0
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 250000 entries
Inactive Timeout: 10 secs
Active Timeout: 60 secs
Trans end aging: off
SUCCESS
Status: allocated
FAILURE
Status: not allocated
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VT EEITTED L DT, TXTD Cisco I0S XE Catalyst SD-WAN 7 /31 A T Cflowd O [ 4f
Wz r7a— " CaE LET,

app-visibilitylZ £ V. nbar IX. LAN NDOTXTD VPN NS IL—HIICEETL 70 —D%KT
TN — g U EERTCEE T, app-visibility F 721X app-visibility-ipve DEFRI N T
BEA . nbar (X IPv4 & IPVv6 D HF DO 7 a—|Zkt LT a— W IENZ 20 9,

1. Cisco SD-WAN Manager A = =—7>5, [Configuration] > [Policies] DJEIZER L £,

2. [Localized Policy] %7 V v 7 L %7,

Cllowd AL +S570vy 2a—E=42U>y |}
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3. [AddPolicy] #7 V v 7 L&,

4. [k~ (Next) 1227 U > 7 LT, [RU—#E (PolicyOverview) ], [V > —&E (Policy
Settings) | X—UNFERINDET, VA4 — RX—UrEDET,

5 [HRVU—4 (PolicyName) ] & [R VU > —?DiiHH (Policy Description) ] Z# Af L E7,

6. [7 7V —ar (Application) | T =y 7Ry 7 A%EFNZLT, IPvd b7 7 4 v 7D
TV =y a ot e A LET,

7. [77V/r— 3 1Pv6 (Application IPV6) | F = v /Ry 7 AZF AT LT, IPv6 b7
T4 DT TV = a ORI EECLET,

\)

GE)  SAIE A[fitETCflowd h 77 4 v 7 7 —%RET DN, IPVA B I NIPV6 8T 7 4 v 7 D
TV =y a AR LE T,
Cflowd 8 L O'SAIE 7 = —DE =4 U ' 7 DOFEMIZ- DWW TIL,  [Cisco Catalyst SD-WANMonitor
and Maintain Configuration Guide] @ [Devices and Controllers] DZFE &ML T 7230,

8 IPvd N7 74y 7 DFNF v v iahA XERET DHITIE, [FNFIPVARKF ¥ v aT
> b U (FNF IPv4 Max Cache Entries) ] % AL £,

722 IPvA T 7 4 vV DFNF ¥ v v vat A XEFRET DI, ROBIIRT X
212100 EASLET,

9. IPv6 N7 7 4 v Z7DFNF ¥ ¥ v a A XEeRET HITIL, [FNFIPVOIRRRF ¥ v 2T
> b U (FNF IPv6 Max Cache Entries) ] # AJJ L £,

72 Z2E IPv6e N7 7 4 v 7V DFNF ¥ v v ot XEFHET DI, OB RT X
512100 EAJILET,

WOHNL, IPv4 & IPv6 DT 51Z%F9 % application visibility DF%EZ /8 L CWET,

policy
app-visibility

app-visibility-ipvé
ip visibility cache entries 100

ipv6 visibility cache entries 100
|

\}

(GE)  policy app-visibility 2~ > RiX, nbar # G LT 7V r—va A& T52 LT, 7
m—/L 7 B —ORHRMES AT L E T,
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cowd E=5 U > oKy o—nE [

6=

Cflowd global flow-visibility Za%/E LT, Cflowd app-visibility ZaE L TWRWIGA
CiscoSD-WANManager {27 AR — FEN=T 7V r—a VAR EW I EREZRLET,
IPFIX 77 A &AL N7 XICm 7 AR — NSNERICT 7Y r—ya 02, o
1277 = a VARG ENTWAREEERH Y 7,

T — g A B RFET A8A1E. Cllowdapp-visibility ZEF L CZ OMEA R L £

S

Cfllowd E=42 Y V5T KR) —DHRTE

Cflowd N7 7 47 7a—E=F U TORI —%2FET HIZIL, Cisco SD-WAN Manager
WY =T A V= R LET, 20U 0 F— i 4O X— I L k> TV,
ZHUCHE» THEEZEED TV &L RO LS AR Y r—a U R—x 2 b OVERE L OMREN T
TET,

L [TV r—a i3 s/ —70O1ER (Create Applications or Groups of Interest) ] :
BT 2HAZ 7 V=L, R v—D< v FRT 7 v ararR—xy b THROHT
UAR&fERLET,

2. [FAREYOEE (Configure Topology) 1: AU L —0H S b %y MU — 7 & fEk
LET,

3. [FF7 74 v —LDi%E (Configure TrafficRules) ]: RV > —D~ v FRhET 7 v =
YRR L ET,

4. [HA FEVPNIZARY > —%iE M (Apply Policies to Sites and VPNs) ] : AR U & —%& 4 —/3—
LA Xy hU—=27DOF A b & VPN IZBEET £,

RY —HERR T 4 P — FOFFIDIN—T, R —arR—x b, D2F0 70y 7 &{E
LET, HEON—VT, A==V A Xy hT—=T DY A & VPNIZRY v —T v
ZMALET, Cllowd RV —2FMMIT DL, RV —%2T 2774 7{LLET,

1. Cisco SD-WAN Manager A == —7>5, [EX%E (Configuration) ]1>[7R!) >— (Policies) ]
DONEZEIN L £,

2. [ A K LA T2 a (CustomOptions) | %27 U 27 LET,

3. [—EHEAKRY v — (Centralized Policy) | T, [NT7 7 4 v 7 KRV v — (Traffic Policy) ]
27Uy 7 LET,

4. [Cflowd] %27 U v 7 LET,

5  [KRYUT—oEM (AddPolicy) 127V v 7 LTh 5, [HilifEE (Create New) | % 2
Uo7 LET,

6. HLWAKRU I —DL4RTEFAZ [481 (Name) ] & [0 (Description) JW AL E T,

Cllowd AL +S570vy 2a—E=42U>y |}
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10.
11.

12.

13.

[Cfllowd 7> 7 L—k (Cflowd Template) |7 a> T, 77747 70—DFA LT
U NHAE [T 7T 0 77 m—% A4 L7 U & (Active Flow Timeout) ] ICATILET,

[FET7 7T 47 7a—4A 277 b (Inactive Flow Timeout) ] 7 4 —/V N2, 3777 «
TI7a—DHA LT Y MNEHE AT LET,

[7a—DO®H (Flow Refresh) | 7 4 —/L RiZ, 7a—0OEHERE A LET,
[Ho 7V 7k (Sampling Interval) ] 7 ¢ —/V N2, 7 VHIZ AN LET,
[72 h =2 (Protocol) | Rry X7 VA RNT, A7 va BRI LET,

Cisco 10S XE Catalyst SD-WAN U U —Z 17.6.1a 3 & O} Cisco vManage Y V — % 20.6.1 LA
BeClx, A7 a o [IPv4]) £/ [15 (Both) 1 Z&INT 5 &, [FEMERE (Advanced
Settings) | 7 4 —/LV RZzFRINE T,

[FEAMEX & (Advanced Settings) | TIRDOFNAZFATL T, BIMDIPv4 7o —L a— N%
WELET,

[TOS F=v IRy 7 A%F T LET,

« [DSCPD Y ~—2 (Re-marked DSCP) | F=v /Ry 7 A%A I LET,
[ 27 % U Ak (CollectorList) ] T[Hr LW =217 # (NewCollector) %27 VU 27 L
T, LT AIFHRRN4OFTTRETEET,
1. [VPNID] 7 4 —/V FIZiX, 2L 7 ZHREE SN TWD VPN OFZE AT LET,
2. [IP7 KL A (IPAddress) 17 4 —/V RIZIZ, 2 L7 XDIPT RLAZ AL LET,
3. [F—1b (Port) ] 74—/ KIZIX, 2L 7 XZDFR— b EHFEANLET,

4, [FNF7 2 AKR— b7 kv (TransportProtocol) | Ku v 7F*# A RNTiE, =
7 BNCERET DD T D N7 VAR — N A T HBIRLET,

5 [EEiA ¥ —7x=A A (Sourcelnterface) |7 4 —/L RIZ, 7u—%a L7 XTIk
BT AT A F—T7 A ADLARTEATI LET,

6. [/Hk=2 AFR— I (ExportSpreading) |7 1 —/V FiZdH D, [A%) (Enable) [FE7-1%
[#£%) (Disable) |47 > avRA 70 v LET,

Cisco I0S XE Catalyst SD-WAN U U — % 17.9.1a 3 X UF Cisco vManage Y U — % 20.9.1
PIBETIE, [frik=2 AR — b (BExport Spreading) ] 7 4 —/V R&ZFEHL T, ¥ v
VaDRYLICE o TRAET LI AR —FA M—2&ZFS T ENRTEET, EA]
O TOT 7 AR — b BRBEOHBETIZEEENSZ LICkY, =7 AR —K 2
r—AEREE S L E T,
7. [BFDA RV v 7 ®x 7 A7R— bk (BFD Metrics Exporting) ] 7 4 —/L RIZH D, [A%h
(Enable) | £721% [#£%) (Disable) | A7 v arvh& oz v 7 LET,

Cisco I0S XE Catalyst SD-WAN U U — 2 17.10.1a 3 & O* Cisco vManage Y U — % 20.10.1
DARECIX, [BFDA RY v 7 @x 7 AR — K (BFD Metrics Exporting) ] 7 4 —/L K%
EMLT, AL Yy¥—, BLUEEDBFD £ b v 7 2IETE £,
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cowd E=5 U > oKy o—nE [

8. [=Z/ AAR— FEIlE (ExportingInterval) 17 4+ —/L KT, BFD A hVU v 7 (5T 5
bR 2 M THRELE T,

Cisco IOS XE Catalyst SD-WAN U U —Z 17.10.1a 3 . UF Cisco vManage Y U — % 20.10.1
PIBECIE, [ A& — MEFME (Exporting Interval) |7 ¢ —/V RZ&{#H LT, BFD A

FU w7 DTy ZHR—
BFD A FU w7 DT AR—FeFHITDHE, [ AFR— NEIR

MR ZEETE £,
(Exporting

Interval) | 7 4 —/V RBRERINFET,

[T 27 AA— MEkE (Exporting Interval) |7 ¢ —/L RIZL Y, BFD A NV w7 MRi%(F
SN D HEAHIE S ET,

57 %/ h® BFD =7 AR — +EIIEIE 600 BT,

J4—ILE

Bl

[Cflowd RV ¥ —4
(Cflowd Policy Name) ]

Cflowd RV > —D&4HTIAZ AT LET,

Bl

Cflowd R Y > —D#BAEZ AT LET,

[T 7T 47 7a—4A
L7 7 (Active Flow
Timeout) ]

TIOT 4T 70 —DHALT T MaEATILET, FEETE
ZEiFHIE 30 ~ 3600 F T,

BET 2T 47 T7m—4
A L7 7 K (Inactive
Flow Timeout) ]

TV T4 T Tu—DFA LT MEEZAN LET, IBET
= D8I 1 ~ 3600 ) T9,

[7e—O®H (Flow
Refresh) ]

Cflowd L' 22— R&EHAE o L7 XIZEETHHBE A LET,
FEETE DHPHIL 60 ~ 86400 BT,

Sampling Interval

YT AN E NS LE T HEETE DRI 1 ~ 65536 B
ST

Protocol Ry 7HZ VA RNNL NI 74y 7a halorA7
ZIEIRLET, A7 3 03, [IPv4]. [IPv6]. E7oiX [MF7
(Both) ] T,
F 74N hOT v kaLiE[IPv4] T,

TOS [TOS| F=v /ARy 7 ZAeA N LET,

ZIHTDHIET, IPVA~NUF—DT 4 — )L RHATHRREN
7,

[DSCPD J = — 7
(Re-marked DSCP) ]

[DSCPD Y ~—7 (Re-markedDSCP) | F = v 7Ry 7 A%&F
VI LET,

IIH9FTHIET, V=20 ENT—4KR) v—IZX->TH
ESNTZ T 74y 7HNPRENET,
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J4—ILF Bl

VPN ID VPNID Z AJJLET, fETE 2%iPHIZ 0 ~ 65536 T,
IP Address AL ZDIPT RLAZ AN LET,

Port ALy ZOR—  ESEANLET, FEETE HHPHIT 1024

~ 65535 T,

S URAR—k TFA L
=

FayFZxo ) A Mmns, a7 ZIZRETLHZOD T
VAR— NEA TR F T,

F 7 a %, [TCP] £721% [UDP] T,

Sour ce I nter face

Fay 720 A RNLRERETLA v F =T = R BIR L
iﬁ‘o

BT AER— b+

[5%) (Enable) ] £721% [#E%) (Disable) 1 A7 L a R &
7 Vw7 LT, DT AR— FERELET,

77 4V NI %) (Disable) ] T,

[BFD X bV v 7 DT/
ZR— bk (BFD Metrics
Exporting) ]

[%) (Enable) ] £71% [#zh (Disable) | 47> a AR
%27 Y w7 LT, Bidirectional Forwarding Detection (BFD) *
M) w7 Dy AR—MERELET,

77 4V M [#%) (Disable) ] T3

[=27 AAR— k&
(Exporting Interval) |

BFD #* bV w7 &4MFa L 7 ZITEET B 7 AKR— MElkE
FRPEMTASNLET, BEEE AT LT EEN,

D7 44—/ KiE, BFD A b U v 7 D=7 AKR— M EHDC
LGBl oBFERENET,

77 4L b @ BFD =7 A8 — LRI 600 BT,

[Cflowd R U > — DA% (Save Cflowd Policy) 1% 27 U v 27 L%,

Cflowd [FER D KRR

Cflowd DfE# % 7/~ 9 5121, Cisco I0S XE Catalyst SD-WAN 5 /34 A TR®D 21~ > K% f#
LET,

* show sdwan app-fwd cflowd collector

* show sdwan app-fwd cflowd flow-count

* show sdwan app-fwd cflowd flows [vpn vpn-id] format table
* show sdwan app-fwd cflowd statistics

* show sdwan app-fwd cflowd template [name template-name]
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* show sdwan app-fwd cflowd flows format table

WwOHSHFIL, Cllowd DIEHEFR R LTZH DT,

Device# show sdwan app-fwd cflowd flows

Generating output, this might take time, please wait

app-fwd cflowd flows vpn 1 src-ip 10.2.2.11 dest-ip 1O 20 24.17 src-port 0 dest-port
2048 dscp 63 ip-proto 1

tcp-cntrl-bits 0

icmp-opcode 2048

total-pkts 6

total-bytes 600

start-time "Fri May 14 02:57:23 2021"
egress—-intf-name GigabitEthernet5
ingress-intf-name GigabitEthernetl
application unknown

family network-service

drop-cause "No Drop"

drop-octets
drop-packets
sla-not-met
color-not-met
queue-id

tos

dscp-output
sampler-id
fec-d-pkts
fec-r-pkts
pkt-dup-d-pkts-orig
pkt-dup-d-pkts-dup
pkt-dup-r-pkts
pkt-cxp-d-pkts
traffic-category

O OO O OO O WO NNOOOO

Cflowd 7 @ —®FAMNZ >V TIL, show sdwan app-fwd cflowd flows =< > R~—T %
SZHRLTLZE0,

CLl #{ER L=, Cllowd Fr> 744wy JO—FE=421)

g0

I
BX AE

Cisco 108 XE Catalyst SD-WAN 7 734 2 % {il4#]l L T\ % Cisco SD-WAN 22> k12— @ CLI
MH, WOFNEZFATLET,

1. Cllowd7 7L — 1 2RELT, 77—tk 7 —DH 7Y o TRT A —2 %45
ELET,

vSmart (config) # policy cflowd-template template-name

vSmart (config-cflowd-template)# flow-active-timeout seconds
vSmart (config-cflowd-template)# flow-inactive-timeout seconds
vSmart (config-cflowd-template) # flow-sampling-interval number
vSmart (config-cflowd-template)# template-refresh seconds
vSmart (config-cflowd-template)# protocol ipv4|ipvé|Both

Cllowd AL +S570vy 2a—E=42U>y |}



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-troubleshooting-commands.html#Cisco_Command_Page.dita_1048f37a-19d7-44dc-97fd-12be0cc443de

Clowd ZEA LI b5 70y JR—F=4Yvy |
B cuzeEmLr. cowd k57490 TJo—Ez8 Y TORE

2. 7um—EF=%—TTOS, DSCP /1. BLTLOC L —F v 7 ZINET HITIT. ROF
g% 3247 L E9,

Cisco Catalyst SD-WAN Manager V U —Z 20.12.1 LA, V—TF Ry 7 f L H—T = A{ A%
ANEFITIHII TV AR— A Z—T 2 AL LTHRETDHE, ZOEREIZLD .,
FNF L a— ROYEA L H—T = A ADRDVIIV—T Ry 7 ZWETEZH X120 F
L7z ZOREREIL, TPv4 B L OVNIPV6 THAR— F & TnET,

vSmart (config-cflowd-template) # customized-ipv4-record-fields
vsmart (config-customized-ipv4-record-fields) # collect-tos

vsmart (config-customized-ipv4-record-fields)# collect-dscp-output
vSmart (config-cflowd-template)# collect-tloc-loopback

3. Jn—al X ERELET,

vSmart (config-cflowd-template) # collector vpn vpn-id address
ip-address port port-number transport transport-type
source-interface interface-name

export-spread

enable

app-tables app-tables

tloc-tables tloc-tables

other-tablesother-tables

(G¥)  app-tables, tloc-tables, other-tables 4"~7"3 = LI, CiscoSD-WAN 22> b —F &M L CDHO &
RETEET,

(F)  Cisco IOS XE Catalyst SD-WAN 7 /34 Z (X UDP 2 L7 ¥ DA EHR—hLET, REINT
Wb h7 U AR— 7 ka2 ZBfR7 < . UDP I Cisco I0S XE Catalyst SD-WAN 7 /31 A
DF 7 H)haL s XTT,

4, "I T 4w I v TF RTRA—HEEFEL, T ardlowd ZETeT —Z R —EK
L,:.E_‘L/i—g‘o

vSmart (config) # policy data-policy policy-name
vSmart (config-data-policy) # sequence number
vSmart (config-sequence) # match match-parameters
vSmart (config-sequence) # action cflowd

5 7274y 7a—%F=xY 7 KU —%i#M3 % Cisco 10S XE Catalyst SD-WAN 7
NARABGRA—N—L A Xy U= NOYA bDY X MEAERLET, U A MIEK
DY A M EEGDHITIE, EEO vpnvpn-id 2~ > REFRELET,
vSmart (config) # policy lists
vSmart (config-lists)# vpn-list Iist-name
vSmart (config-vpn-list)# vpn vpn-id

6. Cisco IOS XE Catalyst SD-WAN 7 /3 X ZEie A —N—L A 3y NU—ZNOHA ~Z
TR —m#EHLET,
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vSmart (config) # apply-policy site-list Iist-name
vSmart (config-site-1list)# data-policy policy-name
vSmart (config-site-list)# cflowd-template template-name

(o] N —
WWEJL—TINy P DFER
Woa< REHEHLT, AJIBXOH A v 2 —T =24 AOH N 2R TEET,

show sdwan app-fwd cflowd flows

Iz, show sdwan app-fwd cflowd flows Tflows ¥ — U — RZ#57E LI BA O Hfl2R L £
T

Device#show sdwan app-fwd cflowd flows

app-fwd cflowd flows vpn 1 src-ip 10.10.15.12 dest-ip 10.20.15.12 src-port 0 dest-port
0 dscp 0 ip-proto 1

tcp-cntrl-bits 24

icmp-opcode 0

total-pkts 5

total-bytes 500

start-time "Tue Jun 27 09:21:09 2023"
egress—-intf-name Loopbackl
ingress-intf-name GigabitEthernet5
application ping

family network-service

drop-cause "No Drop"

drop-octets
drop-packets
sla-not-met
color-not-met
queue-id

initiator

tos

dscp-output
sampler-id
fec-d-pkts
fec-r-pkts
pkt-dup-d-pkts-orig
pkt-dup-d-pkts-dup
pkt-dup-r-pkts
pkt-cxp-d-pkts
category
service-area
cxp-path-type
region-id
ssl-read-bytes
ssl-written-bytes
ssl-en-read-bytes
ssl-en-written-bytes
ssl-de-read-bytes
ssl-de-written-bytes
ssl-service-type
ssl-traffic-type
ssl-policy-action
appgoe-action
appgoe-sn-ip
appgoe-pass-reason
appgoe-dre-input-bytes
appgoe-dre-input-packets
appgoe-flags

[eNeoleoNeoNeoNoNololNoNoBNoNolNoNoNoBoloBoNeoNoNoNoloNeoNoNoNoNoR VA Voo o Ne]
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RO~ R LT, AWBIOHENA 2 =T =24 A0 2R TE £,
show sdwan app-fwd cflowd table

iz, show sdwan app-fwd cflowd table Ttable ¥ — U — R&#5E L= HEOH Il 2~ L £
R

show sdwan app-fwd cflowd flows table

PKT PKT PKT PKT SSL
SSL APPQOE APPQOE
TCP
SLA COLOR
FEC FEC bup D DUP D DUP CXP CXP
SSL SSL EN SSL EN DE SSL DE SSL SSL SSL
APPQOE DRE DRE
SRC DEST IP CNTRL
ICMP TOTAL TOTAL EGRESS INTF INGRESS INTF
DROP DROP NOT NOT QUEUE
DSCP SAMPLER D R PKTS PKTS R D SERVICE
PATH REGION READ WRITTEN READ WRITTEN READ WRITTEN SERVICE TRAFFIC POLICY
APPQOE APPQOE PASS INPUT INPUT APPQOE
VPN SRC IP DEST IP PORT PORT DSCP PROTO BITS
OPCODE PKTS BYTES START TIME NAME NAME
APPLICATION FAMILY DROP CAUSE OCTETS PACKETS MET MET ID INITIATOR
TOS OUTPUT 1ID PKTS PKTS ORIG DUP PKTS PKTS CATEGORY AREA TYPE
ID BYTES BYTES BYTES BYTES BYTES BYTES TYPE TYPE ACTION ACTION
SN IP REASON BYTES PACKETS FLAGS
1 10.10.15.11 10.20.20.10 0 0 0 1 24
0 5 500 Tue Jun 27 09:21:06 2023 Loopbackl GigabitEthernet5
ping network-service No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
0 10.0.5.5 10.0.15.10 58048 22 4 6 24
0 41 1752 Tue Jun 27 09:21:06 2023 internal0/0/rp:0 GigabitEthernet9
unknown network-service No Drop 0 0 0 0 2 0
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0
0 0.0.0.0 © 0 0 0
1 10.10.15.11 10.20.20.10 0 2048 0 1 24
2048 5 500 Tue Jun 27 09:21:06 2023 GigabitEthernet5 Loopbackl
ping network-service No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
1 10.10.15.11 10.5.10.15 0 2048 0 1 31
2048 20 960 Tue Jun 27 09:21:06 2023 Null GigabitEthernet5
ping network-service Ipv4NoRoute 960 20 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
1 10.10.15.11 10.20.20.10 50920 4739 0 17 31
0 473 524768 Tue Jun 27 09:21:06 2023 GigabitEthernet5 internal0/0/rp:0
ipfix network-management No Drop 0 0 0 0 2 1
0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0
0.0.0.0 © 0 0 0
0 10.0.5.10 10.0.5.10 22 58048 48 6 24
0 39 3020 Tue Jun 27 09:21:05 2023 GigabitEthernet9 internal0/0/rp:0
ssh terminal No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0 0 0 0
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0 0 0
0 0.0.0.0 ©
1 10.10.15.11
771 8 4192
icmp network-serv
0 0 0
0 0 0
0.0.0.0 © 0
1 fed0::6044:ff:feb7:c
34560 6 432
ipv6-icmp network-serv
0 0 0
0 0 0
0.0.0.0 © 0
1 10:20:20::10
34816 4 288
ipv6-icmp network-serv
0 0 0
0 0 0
0.0.0.0 © 0

TINAADAEZ—Tx

FR1z2oqv8—7z14231 v rkorR |

0 0 0 0 0 0 0
0 0 0
10.20.20.10 0 771 48 1 31
Tue Jun 27 09:21:05 2023 internal0/0/rp:0 GigabitEthernet5
ice No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0
2db  ff01::1:££00:10 0 34560 O 58 0
Tue Jun 27 09:20:41 2023 internal0/0/rp:0 GigabitEthernet5
ice No Drop 0 0 0 0 0 2
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0
fed40::6024:ff:febb:cldb O 34816 56 58 0
Tue Jun 27 09:20:41 2023 GigabitEthernet5 internal0/0/rp:0
ice No Drop 0 0 0 0 2 2
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0

A RN 2 FDWESR

KOa<y REFRHLTCT RS ADA U H—T A ALV REHRTHIENTEET,
show sdwan control local-properties wan-inter face-list

KIZ, wan-interface-list % — 7V — R Z{#i ] L 7= show sdwan control local-properties
wan-interface-list O H 16 %R~ L E T,

Ay FIREFRLET,

e NRA YV RFE—FRTNA—TF Ry WANA U Z—T A AL v RENT-WE A 5 —
Tz A A,

e AV RRRE— R TONL—T Ny 7 WAN A v Z—T = A ZADIA  REER,
s ZOMOLEITFE SR L,

Device#show sdwan control local-properties wan-interface-list

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned

Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
PRIVATE
MAX RESTRICT/ LAST SPI TIME NAT VM BIND
INTERFACE Ipv4 PORT Ipv4 IPvV6
PORT VS/VM COLOR STATE
CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON REG INTERFACE
STUN
PREF IDs
GigabitEthernetl 10.0.10.10 12346 10.0.10.10
12346 2/1 1lte up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default N/A
GigabitEthernet4 10.0.10.10 12346 10.0.10.10
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12346 2/0 blue up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default N/A
Loopbackl 1.1.1.1 12366 1.1.1.1 :

12366 2/0 customl up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default GigabitEthernetl
Loopback?2 2.2.2.2 12406 2.2.2.2 :

12406 2/0 custom2 up 2 no/yes/no No/No
0:20:20:27 0:01:14:20 N 5 Default Unbind

VPNO 1 > &2 — 27 4 X TO Flexible NetFlow D)% E

CLIZTv 7L —hEIEICLIT RAVT 7T L—REiHLT, VPNOA > X —T7 A AT
FNF Z AN CT& 3, ezPM 712 7 7 A /L, §3TD NetFlow VPNO & = ¥ —%iE % {m ik
TOH LT BT 7 A NVEERT 2DIESILET, 7077 A VERBIRL THL D00/~ 7
A—HEIRETHIET T, BooToeYa=r 7 FRiITePMICE Y HEIWICHESHE
T TRT7AME, T HRA MG L THENELITENCTE S, FHERINT—HD
N7 7 4 v 7 E=4—"T7, Easy Performance Monitor (ezPM) % &XE L. IRD X 5IZ FNF %
AT HENTEET,

Device# config-transaction

Device (config) # performance monitor context <monitor name> profile <sdwan-fnf>
traffic-monitor <all> [ipv4/ipv6]

Device (config-perf-mon)# exporter destination <destination address> source <source
interface> transport udp vrf <vrf-name> port <port-number> dscp <dscp>

WOBNL, sdwan-inf 7’2 7 7 A LZFEH L TN T+ —<v UV AE=F —DATHFANEHRE
TOHHEEZRLTVWET, TOREICLY, 77497 AN v 7 OE=FY U ITHREHIT
RV FET, ZIT, 1011 1E— =T a7 ZDIP 7 R A, GigabitEthernet5 [3%
BrA v =T =4 A 4139 13— =T 4 Ba L s 2DY A= 7 K- T,
Device# config-transaction

Device (config) # performance monitor context <monitor name> profile sdwan-fnf
traffic-monitor all [ipv4/ipvé6]

Device (config-perf-mon) # exporter destination <10.1.1.1> source <GigabitEthernet5>
transport udp vrf <vrfl> port <4739> dscp <1>

VPNO £ >4 — 7 = 4 XA TO Flexible NetFlow % F D #EE

Flexible NetFlow L O — FEEFEDEED FK R
WDa< RaffiL T, FNF La— FOREAXHERTE T,

Device# show flow record <monitor-context-name>

\}

GE)  ROFITIE, temp0d &9 FE=F =B EbILET,
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VPNO 1 > 42— = 4 X T® Flexible NetFlow

zrowz ||

WOHIENL., ez2PM T a7 7 A NLEHEHLIZIPvE N T 7 4 v 7 7ua—L a— RICET H15H
ZRLTWET,

Device# show flow record tempO-sdwan-fnf-vpn0-monitor_ipv4

flow record tempO-sdwan-fnf-vpnO-monitor ipvi4:
Description: ezPM record
No. of users: 1
Total field space: 66 bytes

Fields:

match ipv4 dscp

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
match flow direction

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

routing next-hop address ipv4
transport tcp flags
interface input
interface output

flow sampler

counter bytes long
counter packets long
timestamp absolute first
timestamp absolute last
application name

flow end-reason

WDOHAENL, ezPM 72 7 7 A VEERLEZIPVE FT 7 4 v 7 7ra—L a— RZET5ESR
R LTWET,

Device# show flow record tempO-sdwan-fnf-vpnO-monitor_ ipvé

flow record tempO-sdwan-fnf-vpnO-monitor ipvé6:

Description: ezPM record
No. of users: 1
Total field space: 102 bytes

Fields:

match ipv6é dscp

match ipv6é protocol

match ipv6é source address

match ipv6 destination address
match transport source-port
match transport destination-port
match flow direction

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

routing next-hop address ipv6
transport tcp flags
interface input
interface output

flow sampler

counter bytes long
counter packets long
timestamp absolute first
timestamp absolute last
application name

flow end-reason
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WOHFIIBIL, ezPM 77 7 A )V EFEHALZIPvE b T 7 4 > 7 @D NetFlow iR EIWCEHT 5=
2 —fERERLTOET,

Device# show flow monitor tempO-sdwan-fnf-vpnO-monitor_ipv4
Flow Monitor tempO-sdwan-fnf-vpnO-monitor ipv4:

Description: ezPM monitor
Flow Record: tempO-sdwan-fnf-vpnO-monitor ipvi4
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 5000 entries
Inactive Timeout: 10 secs
Active Timeout: 60 secs
Trans end aging: off

WOHENIFNL, ezPM 7 a7 7 A /L EEHLIZIPV6 b T 7 4 v 27 @ NetFlow X EICET5E=
2 —fERAE R L TCWVET,

Device# show flow monitor tempO-sdwan-fnf-vpnO-monitor_ipvé
Flow Monitor tempO-sdwan-fnf-vpnO-monitor ipv6:

Description: ezPM monitor
Flow Record: tempO-sdwan-fnf-vpnO-monitor ipvé
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 5000 entries
Inactive Timeout: 10 secs
Active Timeout: 60 secs
Trans end aging: off

JO—La—FXy vy a0ORT

ROWMNENE, FEELTE=%— (ZDOHEIE temp0-sdwan-fnf-vpn0-monitor_ipv4) D7 @ — L
A= RFF¥ vy yazRm L TWET,

Device# show flow monitor temp0O-sdwan-fnf-vpnO-monitor_ ipv4 cache

Cache type: Normal (Platform cache)
Cache size: 5000
Current entries: 14
High Watermark: 14
Flows added: 170
Flows aged: 156

- Active timeout ( 60 secs) 156

IPV4 SOURCE ADDRESS: 10.0.0.0

IPV4 DESTINATION ADDRESS: 10.255.255.254

TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 0

FLOW DIRECTION: Input

IP DSCP: 0x00

IP PROTOCOL: 1

ipv4 next hop address: 10.0.0.1

tcp flags: 0x00

interface input: Gil

interface output: Gi2

flow sampler id: 0

counter bytes long: 840

counter packets long: 10

timestamp abs first: 02:55:24.359
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timestamp abs last:
flow end reason:
application name:

VPNO o > % — 7 = 4 X TO Flexible NetFlow 5% D#E:R .

02:55:33.446
Not determined
layer7 ping

WO, F8E L7z IPv6 £ =4 — (temp0-sdwan-fnf-vpnO-monitor_ipv6) 7 12— L a—
R¥yvazRrLTWET,

Device# show flow monitor tempO-sdwan-fnf-vpnO-monitor_ipvé cache

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:
Flows aged:
- Inactive timeout (

IPV6
IPV6
TRNS

SOURCE ADDRESS:
DESTINATION ADDRESS:
SOURCE PORT:

TRNS DESTINATION PORT:
FLOW DIRECTION:

IP DSCP:

IP PROTOCOL:

ipvé next hop address:
tcp flags:

interface input:
interface output:

flow sampler id:
counter bytes long:
counter packets long:
timestamp abs first:
timestamp abs last:
flow end reason:
application name:

Normal (Platform cache)
5000
6
6

10
4

10 secs) 4

2001:DB8::/32
2001:DB8::1

0
32768
Output
0x00
58

2001:DB8:1::1

0x00
Gi2
Gil
0
2912
28

02:57:06.025
02:57:33.378
Not determined
prot ipvé-icmp

ROMHBNL, 7o —2 7 AR—=ZOFFEMz R L TWET,

Device# show flow exporter
Flow Exporter tempO:
Description:
Export protocol:
Transport Configuration:
Destination type:
Destination IP address:
VRFE label:
Source IP address:
Source Interface:
Transport Protocol:
Destination Port:
Source Port:
DSCP:
TTL:
Output Features:

tempO

performance monitor context tempO exporter

IPFIX

IP

(Version 10)

10.0.0.1

1

10.0.0.0
GigabitEthernet5

UDP
4739
51242
0x1
255
Used

Export template data timeout:

Options Configuration:
interface-table
vrf-table
sampler-table
application-table
application-attributes

(timeout 300 seconds)
(timeout 300 seconds)
(timeout 300 seconds)
(timeout 300 seconds)
(timeout 300 seconds)

300

(active)
(active)

(active)

(active)
(active)
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. CLIZERLE=BD A ) vy o DI AR— FZxtT 3 Flexible NetFlow D% E

CLLZ{ERLE=BFD A L) YIDITHY RR—FIZXT S
Flexible NetFlow D& E

/MY U —Z : Cisco 10S XE Catalyst SD-WAN U U —Z 17.10.1a 3 LK U* Cisco Catalyst SD-WAN
filiE = AR —x > b U U—220.10.1

Cisco 10S XE Catalyst SD-WAN 7 /31 2 Z{illf#l L T\ % Cisco SD-WAN = h=2—F & CLI
mb, T—=ZR) =2 M LTBFD A MU v 7 DX AR — N AT 50 ENT D
MTIEL T, oa<r FE A LET,

1. BFDA MU w7 DOy AR—FEHITLET,

policy
cflowd-template template-name
collector vpn vpn-id address ip-address port port transport transport
source-interface interface
bfd-metrics-export
export-interval export-interval

77 4 /L h® BFD =7 Z7R— hHlEI% 600 £ T9, BFD =2 ZK— LEEIL, Cflowd 7
Y7L — bOTHIITE A Z T £H A, BFD =7 AR — MERETIX, bfd-metrics-export
T=INNOT —FERET HMREOSZ I L ET, tunnel-tloc 7 —7 /L TiE, BFD —
7 ZHR— MG, BFD =27 2K — Mg & Cllowd 7 > 7 L— N EH B O&/MEEZ, 7 —
ZEEMRBICEA L TWET,

2. BFDA N w7 DO/ AR— N2 LET,

policy
cflowd-template template-name
collector vpn vpn-id address ip-address port port transport transport
source-interface interface
no bfd-metrics-export

policy
cflowd-template fnf
template-refresh 600
collector vpn 0 address 10.0.100.1 port 4739 transport transport udp
bfd-metrics-export
export-interval 30
1
!
1

lists
site-list 500
site-id 500

!
!
!
apply-policy
site-list 500
cflowd-template fnf
!
1
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BFD A k1) v o ®IT Y RER— FIZKT 5 Flexible NetFlow % DHEER .

BFD A +') v I DIV AR— ~IZxt9 % Flexible NetFlow

&% TE DHERD

/MY U —Z : Cisco 10S XE Catalyst SD-WAN U U —Z 17.10.1a 3 LK U} Cisco Catalyst SD-WAN
filiE = AR = b U U—220.10.1

LLTFiX, show flow exporter =2~ > RO IIFIT, K70 —2F AR—FZOHELEZRLIZHD

b(‘\—g_‘O

Device# show flow exporter

Flow Exporter sdwan_ flow_ exporter 1:

Description: export flow records to collector
Export protocol: IPFIX (Version 10)
Transport Configuration:

Destination type: Ip

Destination IP address: 10.0.100.1

Source IP address: 10.0.100.15

Transport Protocol: UDP

Destination Port: 4739

Source Port: 54177

DSCP: 0x0

TTL: 255

MTU: 1280

Output Features: Used

Options Configuration:

interface-table (timeout 600 seconds) (active)
tunnel-tloc-table (timeout 600 seconds) (active)
bfd-metrics-table (timeout 600 seconds) (active)

LLFIZ. show flow exporter statistics 2~ > RO OB T, 70— ZAR—=ZD I FAT

¥ MEEREHE AR LIZ b DO TY,

Device# show flow exporter statistics

Flow Exporter sdwan flow exporter 1:

Packet send statistics
Successfully sent:

Client send statistics:

(last cleared 3d05h ago):

1433 (907666 bytes)

Client: Option options interface-table
Records added: 6552
- sent: 6552
Bytes added: 694512
- sent: 694512
Client: Option options tunnel-tloc-table
Records added: 1916
- sent: 1916
Bytes added: 99632
- sent: 99632

Client: Flow Monitor sdwan flow monitor

Records added:
Bytes added:

Client:
Records added:

0
0

Option options bfd-metrics-table

4
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- sent: 4
Bytes added: 196
- sent: 196

LLFIZ. show flow exporter templates =~ > RO AHIT, &7 7L — FOFFEMERLIZ
DTH,

Device# show flow exporter templates

Client: Option options tunnel-tloc-table
Exporter Format: IPFIX (Version 10)

Template ID : 257
Source ID HI)
Record Size : 52

Template layout

| Field | ID | Ent.ID | Offset | Size |
| TLOC TABLE OVERLAY SESSION ID | 12435 | 9 | 0 | 4

| tloc local color | 12437 | 9 | 4 | 16

| tloc remote color | 12439 | 9 | 20 | 1o |
| tloc tunnel protocol | 12440 | 9 | 36 | 8

| tloc local system ip address | 12436 | 9 | 44 | 4

| tloc remote system ip address | 12438 | 9 | 48 | 4
Client: Option options bfd-metrics-table
Exporter Format: IPFIX (Version 10)

Template ID : 262

Source ID 6
Record Size : 49

Template layout

| Field | ID | Ent.ID | Offset | Size |
| TLOC TABLE OVERLAY SESSION ID | 12435 | 9 | 0 | 4

| IP DSCP | 195 | | 4 | 1]
| bfd loss | 12527 | 9 | 5 | 4 |
| bfd pfr update ts | 12530 | 9 | 9 | 8

| bfd avg latency | 12528 | 9 | 17 | 8

| bfd avg jitter | 12529 | 9 | 25 | 8

| bfd rx cnt | 12531 | 9 | 33 | 8

| bfd tx cnt | 12532 | 9 | 41 | 8 |

Flexible NetFlow [Z& 5 BFD X ) v U DT Y XKR— k&
7l

/MY U —Z : Cisco 10S XE Catalyst SD-WAN U U —Z 17.10.1a 3 £ U* Cisco Catalyst SD-WAN
filfE = AR = b U U —220.10.1

LLFiE, BFD A b U w7 O AR — M EANNT D550 —0E AR Y o — O ERI T
—éqo

Device# show sdwan policy from-vsmart
from-vsmart cflowd-template fnf
flow-active-timeout 600
flow-inactive-timeout 60
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template-refresh 600
flow-sampling-interval 1
protocol

no collect-tos
no collect-dscp-output

ipv4
customized-ipv4-record-fields

cliowd K o—niEm e At [

collector vpn 0 address 10.0.100.1 port 4739 transport transport udp

bfd-metrics-export
export-interval 600

PIFE, Yy X2 —, FHERBE, BLXOHEEA M) v 7 IZBTH5FNFEBFD 7L A U 5 —

& DFITTT,

{ 'Data Template':
'ObservationDomainId': 6,
'Version': 10,
'arrive_time':

'dfs tfs length': 200,

'export dfs tfs templates list dict': {

10},

'flow length': 4,

'Data Flow',

1658807309.2496994,

'FlowSequence': 3354,

'Flowset id': '258',

'Flowset length': 200,

'Length': 286,

'ObservationDomainId': 6,

'TimeStamp': 1658807269,

'Version': 10,

'flow': [ { 'bfd avg jitter':
'bfd avg latency':
'bfd loss': 15,

'bfd pfr update ts':

1000,
1000,

1658806692155,

'bfd rx cnt': O,

'bfd tx cnt': O,
'ipDiffServCodePoint': 48,
'tloc_table overlay session id':

'flow time': 1658807269,

'flowset id': '258',

'header': { 'FlowSequence': 3354,
'Length': 286,
'ObservationDomainId': 6,
'TimeStamp': 1658807269,
'Version': 10},

'host': '10.0.100.15",

'ipfix length': 286,

'packet number': 2,

'template id': '258'}

Cflowd 7R 1) > —D&ERA & BHMIE

U EHRT 2R =2 AT 2IE, ROESITH == A Ry P T =T NOYA

FDOY A MIEMALET,

vSmart (config) # apply-policy site-list list-name data-policy policy-name

Cfllowd 7> L — 2T 77 4 72T H2F, T—4 R o —IZBE#f i E9,

vSmart (config) # apply-policy cflowd-template template-name
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B ctowd &y o —omEmeEMIE

apply-policy =~ > RT3 % 3T data-policy R Y > —IZ25W T, TXTHOHA U A
FOYA FIDIT—ETHLILERHY T, 2F0, A NV A MNIEET LY A FIDBE
FNTWTEARY A, BEETLIVA FIDOFNZIE, 220Y% A FU A bsteligl, site-id
1-100, B LW sitelist 2site-id 70-130 DY NID BBV £9, Z ZTIE, A K 70 ~ 100 23
WMEDYARNMIEENTHET, ZNHD2 50 A NJ A M 2 DO %725 data-policy 7~
U —|Z#A$ 5 &, Cisco Catalyst SD-WAN = b2 —F TREE 2 v T HRITAELK
LET,

[ CZATORIRIE, RORY =X A FIThbEHINET,
TN =g VIRV —T 1 7R ) — (app-route-policy)
— e E PR U > — (control-policy)
— U EEA T — 4R Y v — (data-policy)

7el2L, B 2A4A7OR) —IZEMAT 504 P A ROV A FNIDITEHIELZLNT
xF7, & ziE, control-policy 8 U v — & data-policy R U & —DH A F U X N TiE, YA
NID BEHEL TWDAREMERH Y 9, Lizn->T, Eft2 2004 FU 2 Fofl (stelist
1site-id 1-100 35 L OV site-list 2 site-id 70-130) T, 1 & HIEIFR Y > —i2, ©H 1 2&FT—H
AU —ICEATEET,

commit 2~ RERITLTHELXIEFIZT 77 4 7123 % & Cisco Catalyst SD-WAN =22 |
0—Z %, FRESNZY A MZH S CiscolOS XE Catalyst SD-WAN T /31 A ([ZF —H KR Y 32—
%7 w2 LET, CiscoCatalyst SD-WAN =2 h B —F THREINTZRY V—%2FRTHIT
I%. Cisco Catalyst SD-WAN =21 >~ k #— “C show running-config 2~ > RZfH L ET, 7
AR T v a SR ) r—%KRRTHIZIEL, 7734 A Tshowpolicy from-vsmart =~ > K
ERERALET,

Cisco Catalyst SD-WAN 2> b2 —F TREINTWL—nFHMT — 4R > —%2KRT D
I\Z1Z. show running-config =~ > R&fH L £,

vSmart# show running-config policy
vSmart# show running-config apply-policy

Cisco I0S XE Catalyst SD-WAN 7 /NA A (27 v ¥ a SNfc—wEFH T — 2R ) o — % FrT
5HIZiE, T 73A AT show omp data-policy =~ > R&FRITLE T,

T3 Z# show sdwan policy from-vsmart

Cisco 10S XE Catalyst SD-WAN 7 /34 X T Cflowd DEItEIEDBEXIE

T—=HRY) —% &ﬁﬁﬁ"cmmeXE&mmeme7A4xTxmw@@Tﬁ%%
BANCTHZ b TEET, 22XV, LANHOTRTO VPN 0 HL—ZIZEET S B
TI4wIDNT T4y 7u—F=R ) T RFITTEET, ZNEITIHIC i FTINA AT
Cflowd O F[fRMEEZFZRE L £,

T /34 A (config) # policy flow-visibility

TV —varEE=F) 7T 5%, T34 AT show app cflowd flows 35 & U show app
cflowd statistics =~ > K& H L £,
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Cllowd k57« v4 7o—E=4y508En [

Cllowd FS 74wy JO—F=41) U5 DEEH
TORNEY I T, NI T4 vy Ta— F=X Y U TOREMNERLET,

HREFIE

— R T — 2R =% EH LT Cflowd b T T 4 v I/ E=HX ) T EAHICLET,
ML D, T _XTOEREMN Cisco Catalyst SD-WAN =2 b —F THETSNET, T3CD
TCP N7 7 4 w7 hE=FY 7L, BH—0DalL 7 Z|ZEETHFIEOHZRITTLET,

1L Cflowd7 > 7L —hE{EHRLCa L7 XOEHEEHR L, Cllowd ¥ A ~—%52EHLET,

vsmart (config) # policy cflowd-template test-cflowd-template

vsmart (config-cflowd-template-test-cflowd-template) # collector vpn 1 address
172.16.155.15 port 13322 transport transport_udp

vsmart (config-cflowd-template-test-cflowd-template)# flow-inactive-timeout 60
vsmart (config-cflowd-template-test-cflowd-template) # template-refresh 90

2. "I T4 EE=XZYTTHVPNDY A MEEKRLET,

vsmart (config) # policy lists vpn-list vpn_1 vpn 1

3. F—aHRY L —wHEATHYA DY A bR LET,

vsmart (config) # policy lists site-list cflowd-sites site-id 400,500,600

4. T—E RV —ERELET,

vsmart (config) # policy data-policy test-cflowd-policy

vsmart (config-data-policy-test-cflowd-policy)# vpn-list vpn_1
vsmart (config-vpn-list-vpn 1)# sequence 1

vsmart (config-sequence-1) # match protocol 6

vsmart (config-match) # exit

vsmart (config-sequence-1) # action accept cflowd

vsmart (config-action) # exit

vsmart (config-sequence-1)# exit

vsmart (config-vpn-list-vpn 1)# default-action accept

5, F—R—ULA Xy NT—JHNDOYA MIARY > —& Cllowd T 7L —hE2mHALET,

vsmart (config) # apply-policy site-list cflowd-sites data-policy test-cflowd-policy
T /3A A (config-site-list-cflowd-sites)# cflowd-template test-cflowd-template

6. FT—HRY—HEHMLET,

vsmart (config-site-list-cflowd-sites)# wvalidate

Validation complete

vsmart (config-site-list-cflowd-sites)# commit

Commit complete.

vsmart (config-site-list-cflowd-sites)# exit configuration-mode

SR E I
Cflowd %€ DFE 272 Hl 2 WITR L ET,

vsmart (config) # show configuration
apply-policy
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site-list cflowd-sites
data-policy test-cflowd-policy
cflowd-template test-cflowd-template
|
!
policy
data-policy test-cflowd-policy
vpn-list vpn_1
sequence 1
match
protocol 6
|
action accept
cflowd
|
!
default-action accept
|
!
cflowd-template test-cflowd-template
flow-inactive-timeout 60
template-refresh 90
collector vpn 1 address 192.168.0.1 protocol ipv4 port 13322 transport transport udp
|
lists
vpn-list vpn_ 1
ven 1
|
site-list cflowd-sites
site-id 400,500,600

show sdwan run policy =~ > ROROH L, SAIE 7 m—Z i L7 Cflowd @ 1Pv4 35 X
GIPv6 77U r—va Otk E 7 a =D MEOBREZR L THVET,
Device# show sdwan run policy
policy
app-visibility
app-visibility-ipv6
flow-visibility
flow-visibility-ipv6

Cflowd %€ DREE

Cisco Catalyst SD-WAN 1> h 2—F T Cflowd DFXEZET 7 7 4 7L LI R ITHREET 5 1213,
show running-config policy =~ > K & show running-configapply-policy =~ > RZ&f/H L £,

&KIZ, show sdwan policy from-vsmart cflowd-template =~ > FOM 1l EZ R L E T,

7 /54 A4 show sdwan policy from-vsmart cflowd-template
from-vsmart cflowd-template test-cflowd-template

flow-active-timeout 30
flow-inactive-timeout 60
template-refresh 90

flow-sampling-interval 1

protocol ipvé4/ipvé6/both
customized-ipv4-record-fields
collect-tos
collect-dscp-output

collector vpn 1 address 192.0.2.1 protocol ipvé4 port 13322 transport transport udp
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&Iz, show sdwan policy from-vsmart ==~ > RO 2~ L E 9,

7 /5A A4 show sdwan policy from-vsmart
from-vsmart data-policy test-cflowd-policy
vpn-list vpn_ 1
sequence 1
match
protocol 6
action accept
cflowd
default-action accept
from-vsmart cflowd-template test-cflowd-template
flow-active-timeout 30
flow-inactive-timeout 60
protocol ipv4/ipvé/both
template-refresh 90
customized-ipv4-record-fields
collect-tos
collect-dscp-output
collector vpn 1 address 192.0.2.1 port 13322 transport transport udp
from-vsmart lists vpn-list vpn_ 1
vpn 1

Cisco I0S XE Catalyst SD-WAN U U — 2 17.12.1a LAF&, cflowd =~ > KX, IPv4 & IPv6 Dl 5
O7ua—Lba— NIk LTRSS TWET,

Iz, show flowrecord =~ > RO IFlIZRLET, 7a—0OFRAZEETHH LT ¢ —
% }‘ [collect connection initiator] O)JEij:J:OTT}zaEéﬂTU\iTO

Device# show flow record sdwan flow record-xxx
IPv4 7 —L a—R:

flow record sdwan_flow record-1666223692122679:

Description: flow and application visibility records
No. of users: 1

Total field space: 102 bytes

Fields:

match ipv4 protocol
match ipvé4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match routing vrf service
collect ipv4 dscp
collect transport tcp flags
collect interface input
collect interface output
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last
collect application name
collect flow end-reason
collect connection initiator
collect overlay session id input
collect overlay session id output
collect connection id long
collect drop cause id
collect counter bytes sdwan dropped long
collect sdwan sla-not-met
collect sdwan preferred-color-not-met
collect sdwan gos-queue-id
collect counter packets sdwan dropped long
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IPv6 7 1 —JE=

flow record sdwan_ flow record ipv6-1667963213662363:

Description:

No.

Total field space:

Fields:
match
match
match
match
match
match

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

125 bytes

ipvé protocol

ipv6 source address

ipv6 destination address
transport source-port
transport destination-port
routing vrf service

ipvé dscp
transport
interface input

interface output

counter bytes long

counter packets long

timestamp absolute first
timestamp absolute last
application name

flow end-reason

connection initiator

overlay session id input

overlay session id output
connection id long

drop cause id

counter bytes sdwan dropped long
sdwan sla-not-met

sdwan preferred-color-not-met
sdwan gos-queue-id

tcp flags

Clowd ZEA LI b5 70y JR—F=4Yvy |

flow and application visibility records
of users: 1

counter packets sdwan dropped long

&Iz, show flow monitor monitor-name cache =~ > ROILIEHE NI Z R LET, 7 u—JFH

%i"‘—é—%ﬁ L V) [connection initiator] 7 A —/V F‘b)tﬂﬁa:ﬁﬂuéﬂi Lf:o

[connection

initiator] 7 A —/V FIZiX. initiator (Z TFA TV "BV —=NR—=~D K NTFT T 4 w7 70—
DOEE) . reverse (== 57 747 FOEA) . unknown (F T 7 4 v 70 —0DJ)
MR AHDEGE) OWTANLDOEEIEETEET,

Device# show flow monitor sdwan_flow_monitor cache

Cache type:
Cache size:

Normal
128000

(Platform cache)

Current entries: 4
High Watermark: 5
Flows added: 6
Flows aged: 2

- Inactive timeout (
IPV4 SOURCE ADDRESS:
IPV4 DESTINATION ADDRESS:

10 secs) 2
10.20.24.110
10.20.25.110

TRNS SOURCE PORT: 40254
TRNS DESTINATION PORT: 443
IP VPN ID: 1

IP PROTOCOL: 6

tcp flags: 0x02

interface input: Gib5
interface output: Gil
counter bytes long: 3966871
counter packets long: 52886

timestamp abs first:
timestamp abs last:
flow end reason:
connection initiator:

02:07:45.739
02:08:01.840
Not determined
Initiator
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interface overlay session id input: O
interface overlay session id output: 4
connection connection id long: 0xD8F051F000203A22

JO0—%HRELET,

Cflowd 7 —# RV > —DEHE %% T % Cisco I0S XE Catalyst SD-WAN 7 /34 2 Tid, &F&
Flpav L RTCflowd 70 —DAT — X A &R TEET,

7 /5A A4 show sdwan app-fwd cflowd statistics

data_packets 0
template packets 0
total-packets : 0
flow-refresh : 123
flow-ageout : 117
flow-end-detected 0
flow-end-forced 0

IPv6 ~5 7 « v % @ FNF IPv6 5% 151
IPv6 b T 7 ¢ w7 A® Cflowd 2 Lz — e @R Y O —OREFM 2 RIR L ET,

policy
data-policy vpn_ 1 accept cflowd vpn 1
vpn-list vpn_ 1
sequence 102
match
source-ipvé 2001:DB8:0:/32
destination-ipv6é 2001:DB8:1:/32
|
action accept
count cflowd ipv6 1187157291
cflowd
|
!
default-action accept
|
|

cflowd-template cflowd server

flow-active-timeout 60
flow-inactive-timeout 30
protocol ipvé
|
lists
vpn-list vpn_ 1
vpn 1

site-list vedgel
site-id 500
|

apply-policy
site-list vedgel

data-policy vpn_ 1 accept cflowd vpn 1 all
cflowd-template cflowd server

FNF BRI T U RR— F DE&EH
BT AR— s OREM ERIZTLET,
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Clowd k574w 20— FE=41) V7 OREH

Device# show sdwan policy from-vsmart
from-vsmart cflowd-template cflowd

flow-active-timeout 600
flow-inactive-timeout 60
template-refresh 60
flow-sampling-interval 1
protocol ipv4

customized-ipv4-record-fields
no collect-tos
no collect-dscp-output
collector vpn 0 address 10.0.100.1 port 4739 transport transport udp
export-spread
app-tables 20
tloc-tables 10
other-tables 5
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