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SCA1
Branch 1 Co-located
VPN label Service Chain
Policy FwW
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SDRA tunnel T

Local user

WIZ, B—ANTAAL ATOY—EAF 2 — AT NORTEHZRLET, ZOHT,
localiZ, N7 7 4 v Y —ERATF =2—NIa—HMTEETHIVENRSLDLZ L2 RLET,
set service-chain SC1 [vpn vpn] local [restrict]|fallback]

apply-policy site-list SC-HUB-sites data-policy policy {from-service|from
tunnel} | from-tunnel}
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TAVITN I T v TEEFT—HR) =I5 N T T 4 v JHREDOPRTEEIT O LENH 5
ANHY ET,

o7 —FE, A VE—T A ADPLEDTRXTD RN T T4 v I Y —EAF=2— 2 HT
EETHOMERD HGEITELLET,

wOMIL, ACLZFEHRL T, y—ERAF=z—0ZN LT AT 7 4 v 7 BEETHH 2R LTH
7,
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. Path Preference

6:ACLEZFERLI- S5 T74 v O RTFTYLY

SCH

FW1 Interface ACL
Service Chain
Action

Source Destination

WIZ, ACLEZER LI T 74 v 7 AT T UV T ORENEZRLET,

access-list list
sequence number
match criteria
action accept
set service-chain SC1 [vpn vpn] {restrict|fallback}
interface interface
access-1list list {in|out}

Path Preference

TLOCEREETET 74 =T A REEXMHEH LT, Y—EAF == ~D T 7 1 v 7 OEHA

ABRINTEET,

ZHNEITHITE, FFED TLOC R TOHR T 7 4 v 7 ZHET B0, ¥ED TLOC Z oD
TLOC 1Y BT 5L 9ICTLOC Y A FERELE T, TLOC U A ME, T—FKRY v —=F
IR Y o —DW— R F 2—2 7 7 g rO—EE LT tloclist THRETE £,

T T4 =T A REEWKT DL, 7T T YA T affinity-group preference i LT
TUFDT T4 =T A EREL, P—EAF =— 27 T affinity-group Z{#H L T VPN DT
TA=TABRELET, T—H KR —satsarvicechan 727 v a i, T 74V FTT 7 4

=T A IHEILL TV ET,

ROavy RERETHE, T—HR)V—TOT 74 =T f DEREWNT H LNTE

jibaﬂo

data-policy-ignore-affinity-metric
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P —ERAF = — 2 VPNIFEE O 2 —F — VPN TIATE, VPNEIO T 7 4 v 7 IHMEED
VPN TH—bERAF = — b TExET, h—E2XF =—OHFIZIT, BNOREIIVNESDH Y F
WA, EEILESEED VPN BERZ2 D5 51%, EET 5D VPN TL— Y — 7 BRET
T

WOMZ, =2—#F— VPN TOH—ERAF z—L DEEEZRFLTVET, ZORTIHKRD L
IR > TVWET,

« VPN100 IZHEe SN TV ASCI (—ERxF=—21) |F. VPNI (H1) BLUVPN2 (H4)
DN 74y CHEBMIZEETXET,

« VPNI (H1) & VPN2 (H4) Rl N 7 ¢ » 71X, VPNI £721%X VPN2 & B W\ iddF/ ¥ —
EAF z—> (VPN100) TH—bERF z— b TEET,

7:VPNREDH—ERFz—o#H

Host 1 — 1
Branch 1
Host 2 — 2
SD-WAN
e tunnels
Host 3 — 1
Branch 2
Host 4 — 2

EERNITAVIERIENSI T4V IDRRDA R —
214X

srvicea~y RafER+TAE, Y —ERXRF 22— 2N TAERE NI 74 v 7 ZENT T4 v
T2 DA E—T 2 A ABRETEET, ZOHE, XMEINT T4 v I ZBENT 74>
ZIWXEBNZ R T vV ENFET, IOV TIE,  Tservice] 2L T 7,
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SC-HUB . > FwWi1
RX

= 3 o = 3 ~ —
BETED LI Ta4 VI ERBETELEVWLS T4y ID
ANY

Y—ERXAFI—2
PAR—FENTWSE/NY U —A : Cisco I0S XE Catalyst SD-WAN U U —Z 17.14.1a, Cisco
Catalyst SD-WAN Manager U U — % 20.14.1
BHEHTEDL NI 74 v 7 DMEETE LR ATAMESTIZHND LOICHRETEET, ZOHA.
B TERWNT 74 v ZIIEETE 0@ ST 2 £ 7,
F— XK 2 —TC set attribute trust-posture untrusted action 2 L C, /X7 v & {EHEHTX
% (trusted) F7IXMEFTZ72 (untrusted) &£ L TC~—27 LET, X7y bOT 74/ FD
trust-posture | trusted T3,
WORNE, FEHTED N7 74 v 7 LEHTERVW I T 74 v 7 D7 n—%2 R LTVET,
K9 EHETEDI LTI T4V LEBTELVELST49Y

Trusted
Branch SCH1

Trusted traffic

Untrusted traffic

Untrusted
Branch

BREH

service-chain SC1
service netsvcl
sequence 10
service-transport-ha-pair 1
attribute trust-posture {trusted|untrusted}
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setservicechain 7 7 ¥ a o Cfalback Wk EENTWB &, —ERXF=2—0NEF U LIz
B FREFRY —THEESNZTLOCHMERTE Z2WEE, T 740 v 73 —T 4 712
T =Ny LET,

set service-chain 77 3 g »Crestrict Wi ESNTWB &, —ERXF 2= NEF U LIz
By FREFRY —THRESINZTLOCMER T 2WEE, Xy Mikey7snEd,
HIRENMEIZ, 77 AT U+ — LR EDOEXR2) T 4 —ERITELTWET,
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. Software Defined Cloud Interconnect Bring Your Own Service Z R L= —EXFz—>

P—EAF 2= NOY—ERIE, IPv4, IPv6, T 2T VAZ v 7 FlZ oA o2 —
7 = A ADIEE DM A E HE Z I LT Cisco Catalyst SD-WAN /L— ¥ [ZHEi T& £,

ROMIE, V—ERAF == NOP—ERE N —ZICHHET D12DDA B —T = A A% L
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@ Service
Service

IPv4 1Pv4
IPv4 IPva
IPvE IPv6
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i IPv6 SC-HUB ( i! \ 1Pva/6
IPSEC/GRE P2P Tunnel
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Software Defined Cloud Interconnect Bring Your Own Service

ZERALEY—EXFI—V

Software Defined Cloud Interconnect (SDCI) (%, Megaport X° Equinix 72 E DR > v U —7 H—
BRI =% LT, 77TV A e 70 FEOBRE %L LEJ, SDCI Bring
Your Own Service (BYOS) ##EiX. I FA~A /Ly MU —2 2B &I TV 5 Cisco Catalyst
8000v Edge ¥ 7 b7 =7 (Catalyst 8000v) SDCI 7 — k7 = A |ZH —ERAF = — 2 ZHHiT 5
2T, P ARMAEDOTLOO—Tufb SN 2L LEd, BYOS 2+ 5 &, SR
P—E AL SDCIA VT TARNT I F XD — ALV ARBAENERLET, —oEEils—4
AU = HIEEN AR CHATICRE SN a7 —2 R ) o—ik, BRORT—X 877 4 v 7
BAEDDIZ, IRV A N2y FT—=ZADINLEDF — by oA IZHEASNET,

IDAVTHXARNTIL, TI90FHA MR T77—ARSANERL, P—ERT TS F =)
SR ANELTHEELT, 79U KRBT AR~ALE L THEELET,

SDCI ® BYOS ' —EABETIE, RORNTH—ERAF=—r2FHTEET,

* C8000vSDCI ¥ — b = A ZEHA LT, I KA~ A LT a XL X =N LTTTFVA
Ner T RU—7o— NiZEERT 5,
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« Catalyst 8000v SDCI 7 — b 7 = A ZHEH LT, X K~ A LT oM X —%HLTT T
FHA b oA H—axy bT B,

* Catalyst 8000v SDCI 7 — F UV = A ZHEH LTI RA~SA N T oL X =LA F—7
TURNTT g RET S,

CLIT>TL—rEERLEY—ERBEBADERE

CLIT > 7 L— FOFEHAOFEMONTIL, CLIT RAVHET 7L — FBLXOCLL T v 7
L— 2B LT EEN,

N\

GE) F74LFTIE. CLITFyL—hMNIZe—r)Lary 7 4 F¥al—yay ET—RTav R
FEITLET,

ZIZ T, P—ERHAD CLIREDH Z7- L ET,

1. V—bERXFz—2ZERLET,
service-chain chain-number

2. V= AFz—r OMAZHEELET,
service-chain-description description

3 Y=t AF=z—rNOY—ERZHEEL, BHEA T a v 2RELET,
Service service-type service-parameters

4. (A7 =3 Cisco Catalyst SD-WAN Manager U U — % 20.14.1 LIf§) —ERAF =—>
NOH—EZADEFERATF v Zi%E LET,
service service-type service-transport-ha-pair value attributetrust-posture {trusted | untrusted}

5. (v a3 v) TXTD Cisco Catalyst SD-WAN Bidirectional Forwarding (BFD) & v /3
VAT T HEIICRELET,
service-chain-affect-bfd

6. Y—EAFz—rHNOTRXTOY—EA%EKRA 25 VPN OARTEZIEE L ET,
service-chain-vrf vrf

7. AFvarv, TIFNVITAR) Y—EAF 2= WOV —EZADT KKRA 2 b b
TyXR T EANMILET,
track-enable

8. FFvar, FT7ZHNITHY) VP—ERF=—0EFICTLZLITLY, TSR
TTr 77471 LET,

service-chain-enable
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