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CiscoSD-WAN =t ha—F [Zxy hU—7 FOEEOEANCEE T £, A2
57-%. Cisco SD-WAN 2> b —F ZHIBIFNIC S EE D 2 & 2o < HELE L £,

% Cisco SD-WAN =2 > b —F [, 4 Cisco SD-WAN Validator ~® E# )72 DTLS £t % fife

MLUET, T DOREIZE Y., Cisco SD-WAN Validator X, &£ @ Cisco SD-WAN =2 k17—
7 PFELEEL TV O Z B C& 3, £D72®, Cisco SD-WAN = hr—F DWW
NN FEENEAE L7284, Cisco SD-WAN Validator 28, i i T & 72> Cisco SD-WAN == k
02— O7 RLAZRXy NT—ZIZHMLEI ELTWAL—FIZRETHZ LIIHY £H
Ao
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Cisco 10S XE Catalyst SD-WAN 731 2 Ot ]

# 0 L FEJ 28, CiscoCatalyst SD-WAN A —/3—L A X U —27 %, §TD Cisco SD-WAN
ar be—=7 OFEIRY —=NF—ThHLEAICOHRERFRIHKEELET, AU —0bPhin
HEWTH, Ry NU—7 ORRICHERRBELE T,

Cisco Catalyst SD-WAN O > hO—5 DEEMNSNDEIR

CiscoSD-WAN = b —F d, Ry NIV —2 DT T4 <) ar ha—F T4, ZOHIEZHE
FF957=8%, 3T Cisco SD-WAN Validator & Cisco I0S XE Catalyst SD-WAN 7 /31 A 5
L DY Cisco vEdge 7 /31 A ~DEF )72 DTLS #fie 2 #EFF L £9°, 26 DI L U | Cisco
SD-WAN =t ha—F [IFy hU—7 MR YOEREZFICE#HTEET, v hU—21C
%D Cisco SD-WAN =1 b1 —F N 584 -

« B} Cisco SD-WAN = > hr—F iCOMP £ v & a v DI AA v v a i £,

¢ £ Cisco SD-WAN Validator |Z1%. %% Cisco SD-WAN = k1 —F |Zx{1 5 EF A7 DTLS
BN £,

* Cisco SD-WAN =2 > k12— |Z1X, Cisco IOS XE Catalyst SD-WAN 7 /3 A & 35 JL X Cisco
vEdge 7 /34 A ~DEH I TLS £7213 DTLS #5035 0 £9-,

Cisco SD-WAN =1 h e —F @D | DIZREENFAE LI2SA. o Cisco SD-WAN =2 ha—F
DAy NT— 7 HIEIONELE > — AL AZB| EEE T, 5% D CiscoSD-WAN =2 he—F
X% > R U —2Z7{Z& M L T Cisco I0S XE Catalyst SD-WAN 7 /31 2 35 X " Cisco vEdge 7 73
R LEPETH LN TE, —F~DNL— NEFOEEFEEHFATTE E£7, Cisco SD-WAN =1
fa—7 BHEEL, RAALCHNTEEL TWAIRY | Cisco Catalyst SD-WAN =~ h U —7 [
o 2 L e < EEA R CE £,

Cisco 10S XE Catalyst SD-WAN /N1 X O &4

Cisco 10S XE Catalyst SD-WAN 7 /34 Z [%, %, Cisco Catalyst SD-WAN R h U —2Z N T
77 > F %A D Cisco Catalyst SD-WAN /b—% & UL CEAT D HiEE, 7T F—2 g
fed o NTHA FEAERT D HED 2 DO FIETHENINET,

7T FHA MF, TEMEO DI 2 B LLED Cisco 10S XE Catalyst SD-WAN 7 /31 R % 3%
ETEET, H—2IE, ROBR MR LET,

« TLS F721X DTLS 552 Lz, RAAL HND 1 DLLED Cisco SD-WAN =2 kg —
LDoeFaTary hu—L 7 L—

ciDN—F L DX T RTF— & T L — e,
Wi 7 DL—% N Cisco SD-WAN 22> k1 —F MBEUL—T 4 VI TEREZET DD, £

NENNRRIZD N TV AR— R 7o T —ZEREINTWVWT Y, 1 DO—X | TEENFKEA
L2 EIll, TNENDNL—FTRT T4 T D—TFT 4 T aiTTE£T,

Cisco IOS XE Catalyst SD-WAN 7 /XA A 5 X O Cisco vEdge 7 /34 A &7 %4 N THEHAT D
L& X, 220 Cisco I0S XE Catalyst SD-WAN 7 /3A A 2% E T 5 2 & CHUEMEAZFEB TE
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. Cisco Catalyst SD-WAN 0 > kO —3 & Cisco 10S XE Catalyst SD-WAN 7 /3 R D7 7 4 =T 1« DHRTE

To TT7UTFN—ZIE, FNT—ZIZRHEO DTLS #f 2 L CHfE T 2 0B H D F
ﬂ—o

H—DNL—=H TR RN H =T 2 A4 AL TRET S & T, CiscolOS XE Catalyst SD-WAN
FNRAADTEMEEZFEBTH L TEET, F RS v F—T oA AT, RCERLITE
RHT 7 AT UA—)b, =R T M — BLORy NU—7 777 REz@RdT 5 &
NA[RET, DILS o R ZMH LT, RAAL N CiscoSD-WAN 22> ho—F LD F
Tirayha—L7 L— MR LT,

Cisco 10S XE Catalyst SD-WAN 7 /31 X DEEMNSNDEIR

Cisco 108 XE Catalyst SD-WAN 7 /34 2 35 L ¥ Cisco vEdge 7 /31 A D/L— kT —7 )L,
Cisco SD-WAN 2> b —F nH%ZE L7 OMP b— MZ k- TAENE T, ELV—4%
272V A FERIZT T oFOERE, WO —FDL— T —TANERPENZEFICRD
72O, WINILONL—FITEERBELTH, b2 —HOV—FRE&EET—F T T 4>
J R AIIN—T 4 T TEET,

Cisco Catalyst SD-WAN 1 > k O—3 & Cisco l0S XE Catalyst
SD-WAN 7 /\A R EDT T 4 =T 1 DETE

Fv MU — 7 OB EEET 5 715D 1 OlX, Cisco SD-WAN =2 k12— & Cisco I0S XE
Catalyst SD-WAN 7 /31 A DT 7 4 =7 4 HRET H I & TY, ZOREZITIITE, &
CiscoSD-WAN = bu—F 22> bur—F 7 L—7IZfE L. CiscolOS XE Catalyst SD-WAN
TN A DR A L CE D I N—THRELET, Z0ar hr—F 7 —773 Cisco
SD-WAN = h B —35 & Cisco 108 XE Catalyst SD-WAN 534 2 [T 7 4 =5 ¢ % Herr L
£7

Cisco CatalystSD-WAN O > FA—5 TDaY EA—355)IL—TIDD

=L ==

ax &

T 74 =T 42BN THI1E, 4 CiscoSD-WAN @2 he—F (2ay ha—5 7 0v—71D %
BB THZLENHY FT,

vSmart (config) #system controller-group-id number
ID #7513 0 ~ 100 O CTHIETE £,

FUF—&® % —|Z)&T 5 Cisco SD-WAN =2 ha—F OBEE, FLary te—F 7 L—
7ID £7213 R 21D R ETE£9,

« 5D Cisco SD-WAN 21> fr—F AFELay hu—F 7 —7 1D 584, Cisco
I10S XE Catalyst SD-WAN 7 /34 A [ZZ3L 5 DOWT N~ il %k 2 2 L £ 3, Cisco
SD-WAN =tV b B—TF BEERGEIC R T25HE, V=2 BT =2t Z—NOJD =z
he—Z & ORI A LT DT TRLTE ET, TR ED L D ITHEBET 500 H
ZRLET, Y7 MU =TOT v 77 L— RHIZ 12D Cisco SD-WAN = k12— 7 73
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Cisco 10S XE Catalyst SD-WAN 731 X 07 7 4 =7« D%z [

HT& < o784, CiscoIOS XE Catalyst SD-WAN 7 /34 A (3 < (2B Cisco
SD-WAN =2 he—7 ZH L THLWTLOC 2N LET, V—HF D3y hT—7 &)
EIZHrsnnEE AL, ZOFy MU —7&EFHE, 7 —F & % — Cisco SD-WAN = > |
02— ORIZBITHIUEMEEZER L ET,

*Cisco SD-WAN 2> ha—F oar tr—7 70 —7 1D B854, Cisco I0S XE
Catalyst SD-WAN 7 NA A [ I—FDary ha—J %@L THEHAL, b5 —FHa\v7
Ty LTHEATEET, 2 EDL D ITHKIET 20 Ofl %R LE T, CiscoSD-WAN
arha—I V7 Ny =2TET v T L—RTH5E —EiZlooary tae—7 7 —
TET v T TVL—RTEET, Ty 77— NCTRBENEAE LIS A. Cisco I0S XE
Catalyst SD-WAN 7 /NA A X FHE2 DNy 7T v 7 ar ha—7 J)L—7I2E 15 Cisco
SD-WAN =t he—F LD TLOC ZfEr LE T, V—Z D% v hU—7@ifEIXH s h
FH A, BHPID I V—TF D Cisco SD-WAN =2 b1 —F NEOMEHAAEIC/ZR2 5 &, Cisco
10S XE Catalyst SD-WAN 7 /3A Z X TLOC 2% D2 b —F R LET, ZOF v b
U— &L, T—F B X —HNDCiscoSD-WAN =2 b —F O T EEEZEHRTLH L
[EIRFIC, ATNEY7ZRBEE S BES FTREIC L E T,

Cisco 10S XE Catalyst SD-WAN T/Af X TDTF7 74 =T 14 DHRTE

Cisco I0S XE Catalyst SD-WAN 7 /51 X %27 7 4 =7 4 \[ZBMSE DX, —Z D3l s
DORESLZFFAI % Cisco SD-WAN = b —F Zi%iET 5 & & 612, Cisco I0S XE Catalyst

SD-WAN 7 /34 2 HIREB L OUL—F LD 2 D b > FOVBHENTT 5 2 & 2 7F ] S5 il
% (£721X TLOC) D REZEHRELET,

Cisco Catalyst SD-WAN O > ~O—5 JIL—TDHRE

JL— 2 DI 2 fEST T & A X 91T Cisco SD-WAN =1 hr—F ZRET HIZIE. kD2

BEo7nv 2 EEITLET,
¢« VAT ALAYLT, A==V A Xy NU—TIZFETDHary ba—F 70— 1D OH
—DYVANEFRELET,
KRN RNA U HE =T oA AT LI, PRV H—T oA ANEDa b —F 7
—71D & HIEEER A ML CE D0 EHIRCTE £, HIRTHIZE, BRILY A NEERE
Liﬁ‘o

VAT HLLYL T, CiscoSD-WAN 22 ha—F J—7DOID %R ELET,

ISR4331 (config) #system controller-group-list numbers

Cisco I0S XE Catalyst SD-WAN 7 /31 A LD h U RV A B —T = A4 ADWT D il iR
WS 5 CiscoSD-WAN =t he—F ZL—7IDDOY A RMEERLET, 2DV R KT

X, A— =L A%y FU—ZND4 CiscoSD-WAN =t b —F ZL—7DID 2#58H5 2
EEHERELE T,

BED R R A v B —T =2 A ZNZDOWNWT, £ CiscoSD-WAN =t b —F ZL—70H% 7
Ty b OB~OFIEER A WL T D561, BRAT D7 —7ID =R ELET,

Cisco Catalyst SD-WAN /\f 7R S EYF 4 22T 44X L—>3 > A E. Ciscol0S XE Catalyst SD-WAN ') ') — X 17.x .



B sossoscsons

N TRA5EYT 1 |

ISR4331 (config-interface-GigabitEthernets0/0/1) #tunnel-interface
exclude-controller-group-list numbers

ISR4331 (config-sdwan) # interface GigabitEthernets0/0/1 tunnel-interface
exclude-controller-group-list numbers

ZOawy FIZ&Y,| CiscoSD-WAN =1 bu—F BRESHILay bu—F 7)L—7 T
AIREZR GG, FFED b A o Z—T = A ANl & fENL L 720 Cisco SD-WAN =2 o b
0= JV—7DOIDPERINET, TOVAIMNOar hr—F 7)L—71%, system
controller-group-list 2~ > RCRESN2y b —F 7 L—T0OH% 7Ty b THDH I L %2R
WLET,

Cisco [0S XE Catalyst SD-WAN 7 /34 XA TREINTWHay hr—F 7 V—T %K KT HIZ
I%. show sdwan running-config system ==~ > & H L £,

HIEEB DR KB DKTE

FI7HN R TIE, & U RA B —T = A AWHESL T X 5l O f KT, Cisco 10S
XE Catalyst SD-WAN 7 /XA A TRE SN TS OMP v g VDig KE & R LT3, MOS
DF 7 /v MEIZ 2 T,

Cisco 10S XE Catalyst SD-WAN 7 /34 X D k2 R A o Z—T = A ZDHVEEE D F REA 3%
ETHITIE, RO2BEBOT a2 2 EITLET,

“/7\? L LT, Cisco I0S XE Catalyst SD-WAN 7 /3 & 73 Cisco SD-WAN = > k17—
W2 L CHEN. TE D MOS % E L £ 3,

o NUKINA B —T 2 A AWEE ST MOS i & 13272 53D Cisco SD-WAN =1 > | 1
FITBERT D MLEN D DAL FV*WﬁGwdDMMNZVFD—7’ﬂbfﬁif
%5%@&mmmk@% RELET,

N

GE) MCCHFrRNAA v H—T 2 A ATHRESILTWARWES, D
F7 4L MEIZMOS fE & R U T7,

FFEIZIL, Cisco [0S XE Catalyst SD-WAN 7 /34 2 ND b RV A U H—T = A APFENLTE
2 HilE R O e RENE, IROAXTIRED 97,

VPN O D k> A B —T = A 2D KRS = MIN(MOS, MCC)

OMP t v ¥ a VU DRRBEZEESTHITIE, koavy Re A LET,

Device (Config)# system max-omp-sessions number

Cisco 10S XE Catalyst SD-WAN 7 /34 A (X, RO FIETOMP & v a & LET,
Ml DR RNA B =T 2 A ATEIRL . T3 A CiscoSD-WAN =2 hr—F & D
OMP t vz ZhEr LET,

—F FOBRA N XN A v H—T oA AD[E U Cisco SD-WAN = > k2 — 5 |ZHike4
HE, T/ AL CiscoSD-WAN = ha—F L DOHE—~DOMP v a U &EkL, &
BB RN I B —T 2 RATZOE—~DOMP v arEEALET,
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B—F—4+424—[2FIT5 Cisco Catalyst SD-WAN I > b O—5 D7 T 4« =T 1« DHRE .

6=

B RN A L H—T 2 A ANE L Cisco SD-WAN = b —F Ot v MR T A,
Cisco I0S XE Catalyst SD-WAN 7 /314 2 @O OMP & v ¥ a v OAHEIL, FESHIZ OMP & v
arvORKEEELLRVET, L, KRR H—T oA AR STz
Fe—F U X hDEHIZ) 8725 Cisco SD-WAN =1 f 1 —F [Tk 288, T35 2 1
DOMP & v a ORI, RESNTZOMP Yy a v ORKEID £ 4,

M RNA =T = A ADHIEER O R AR Z LR T LHI121E, ROoa~v» FeflLET,

Device (config) #sdwan interface interface-name tunnel-interface max-control-connections
number

HlEEE OB 0 ~ 100 OHFPFA TR ECE £7, 7 7 4/L MAIL, system max-omp-sessions
a< RCTREINZ OMP v v a O TT,

G RNA B =T = A ADOREOHIEEE A F R T 5 121X, show sdwan control affinity
config z~> N&EMBH L ET,

K R RNA B —T = A AWIEEE A RN L 72 Cisco SD-WAN 2> ke —F O U X b &
FR9 5121, show sdwan control affinity status =~ > R&H L £,

B—FT—4+ 242 —IZ8IT5CCiscoCatalystSD-WANI > rO—5 D7
T4 =T 14 DERE
#ED Cisco SD-WAN =2 s 17— % i 2. 7= Cisco Catalyst SD-WAN A —/S— LA R fU—
7 TlX. Cisco I0S XE Catalyst SD-WAN 7 /XA 2 NDK R RV A VB —T = A AR 2 DD

Cisco SD-WAN =t b u—F ~OHl#EEEm A2 ML LET, ZOT 740 FO#EfEF=Y be—
TONERERMILT DD, T74 =T A 2R ETHLETH Y THA,

Cisco Catalyst SD-WAN /\f 7R S EYF 4 22T 44X L—>3 > A E. Ciscol0S XE Catalyst SD-WAN ') ') — X 17.x .



N TFRA5EYT4 |

. B—F—A2+4 2% —|2§I115 Cisco Catalyst SD-WAN 2> b O—5 DF7 T4 =ZF 14 DHRE

Cisco SD-WAN Cisco SD-WAN
Manager Validator

' N
DC-1 Controller|Group ID O
Cisco SD-WAN Cisco SD-WAN Cisco SD-WAN
Controller 1 Controller 2 Controller 3
- /!

- -—w

Edge1 Edge2 Edge3

FOKITRT AR YT, T—X L #—DC-1123 2D Cisco SD-WAN 2> b —F 2dH
D, T_XCF 74 FDary ba—F 7 —70I2@ L TWET, CiscolOS XE Catalyst SD-WAN
FoRA Z %, BV B THNT Cisco SD-WAN =2 hr—F & LTiEBI S5 2 2D Cisco
SD-WAN =2 hr—7 Zi&R L £ 7, Cisco I0S XE Catalyst SD-WAN 7 /31 A D% k)L
AVH—=T A AL, ZHHOE Y YK THNT Cisco SD-WAN 22> he—F [ZHG L £7°,
oA B —T oA ANEIY Y CTHT- Cisco SD-WAN =2 b —F ([Z8i T D &, &
DR FNA U H—T A AXFHRRREICH D E SOV ET,

\ )

GE) k> A v H—T = A AT exclude-controller-group-list 3 g% E SV TV B GE, £D b FL
A B =T = A AT % Cisco SD-WAN =1 b —F HEI) M THITWD ATREMED &
0ET,

7272 L. Cisco I0S XE Catalyst SD-WAN 7 /34 R %7 — & & % —N® Cisco SD-WAN =
fe—7 OV 7ty MLOBZEERT HHEIE. 774 =7 1 ZfEHTE £ 7, Cisco SD-WAN
ayvhue—J %8 hsar e —9 7 —7IIRREL, Bz ha—5 71 —7DY
A k& LT Cisco I0S XE Catalyst SD-WAN 7 /N1 X ZRE L E 9, ZOEFHL, Cisco
SD-WAN =2 fh 1 —F ~OILEGlEEER 274t L, W U7 —& & % —PNo Cisco SD-WAN
av hr—7 JA—TROEES AR L £,
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B—F—4+424—[2FIT5 Cisco Catalyst SD-WAN I > b O—5 D7 T 4« =T 1« DHRE .

FORIIRENTWS R Y TiE, Ty PT 28 AZKRD K 512 CiscoSD-WAN =22 k11—
TNWERTAELET,

* Edgel I3 Cisco SD-WAN =2 h z—F 1 & Cisco SD-WAN =2 k17— 7 2 |[ZDH4Ei
« Edge2 I3 Cisco SD-WAN = h @ —7 2 & Cisco SD-WAN =2 k12— 7 3 |[ZD A4z
« Bdge3 1% Cisco SD-WAN == k= —F 1 & Cisco SD-WAN = k= — 7 3 [ZD A8

INOOEEREEERT AL, 2 br—F 7 L—71ID1 T Cisco SD-WAN =1 ha—F |
FHRELET,

vSmart (config) # system controller-group-id 1

RE &9 5 121%, show running-config =~ > RZEH L £,

vSmart# show running-config system

system
description "vSmart in data center 1"
host-name vSmart

gps-location latitude 37.368140
gps-location longitude -121.913658

system-ip 172.16.255.19
site-id 100
controller-group-id 1
organization-name "Cisco"

clock timezone America/Los Angeles

1 Cisco SD-WAN =2 > b u—F ZFEETHICIE, koa<w> REHEALET,

vSmart2 (config) # system controller-group-id 2

vSmart3 (config) # system controller-group-id 3

ZOBITIE, T—H B Z—HND% CiscoSD-WAN 2> b —F MEOay b —F 71—
ZTiEmESnEY, £id. ACary bre—7 71— O Cisco SD-WAN = hr—F
ZBEMTEET,

N

(GE)  CiscoSD-WAN @2 hr—7 3ay hr—7 7 =728 B ToTWDHEIE, A— 13—

LAy RU—=ZHNOTTO CiscoSD-WAN =2 hr—F (22 ha—F 7 L—7%2E 0
WCHZERHRLET,

RIZ, Edgel % Cisco SD-WAN = b —F 2 33 O Cisco SD-WAN = ko — 7 3 (2D
BT D728, Edgel ZIRO L HITRELET,

Edgel (config) # system controller-group-list 2 3

Edge2 % Cisco SD-WAN = h 12— 1 B L X Cisco SD-WAN = b 2 —F 2 ([ZDOAEEHRET 5
EolEwELET,

Edge2 (config) # system controller-group-list 1 2

Edge3 % Cisco SD-WAN = h 12— | B3 L O\ Cisco SD-WAN = b 12— 3 (D HEERET 5
EOITHRELET,

Edge3 (config) # system controller-group-list 1 3
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. B—F—A2+4 2% —|2§I115 Cisco Catalyst SD-WAN 2> b O—5 DF7 T4 =ZF 14 DHRE

Cisco SD-WAN Cisco SD-WAN
Manager Validator

4 N
DC-1 CGID 1 CGID2 CGID 3

S

Cisco SD-WAN Cisco SD-WAN Cisco SD-WAN
Controller 1 Controller 2 Controller 3

]

‘\\\\\ __,»-"/"
N - S—
Edget Edge2 Edge3

Cisco SD-WAN = > f r—F & OfliEER 2 & ~9 512iE, show sdwan control connections =
<~V REMEHLET, HI10OHK%DFH|O [Controller Group ID] (21X, /L—% M &7 % Cisco
SD-WAN 2t b —7 J—7NEREINET,

Edgel# show sdwan control connections

PEER PEER CONTROLLER
PEER PEER PEER SITE DOMAIN PEER PRIV PEER PUB GROUP
TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP PORT ORGANIZATION LOCAL COLOR PROXY STATE UPTIME ID
vsmart tls 172.16.255.27 200 1 10.0.12.27 23456 10.0.12.27 23456 Cisco default No up 0:00:18:34 3
vsmart tls 172.16.255.20 200 1 10.0.12.20 23456 10.0.12.20 23456 Cisco default No up 0:00:18:33 2
vmanage tls 172.16.255.22 200 0 10.0.12.22 23656 10.0.12.22 23656 Cisco default No up 0:00:18:34 0

Jb— 2 TFRFA] S D il O e K% 32”32 121F. show sdwan control local-properties =
<~V REHEALET, HHOREBEOITIC, 2> ba—F DR KENFRENET, KIZ, 20D
avy FOMD @Rl TORLET,

Edgel# show sdwan control local-properties

personality vedge
sp-organization-name Cisco
organization-name Cisco
root-ca-chain-status Installed
root-ca-crl-status Not-Installed
certificate-status Installed
certificate-validity Valid
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PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE RESTRICT/ LAST SPI TIME NAT VM
INTERFACE IPvéd PORT IPvéd IPvV6 PORT VS/VM COLOR STATE CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON
REG
STUN PRF
IDs
GigabitEthernetl 10.1.15.15 12386 10.1.15.15 12386 2/1 default up no/yes/no No/No 0:00:47:59 0:11:11:43 N 5
Default

2L

INB2o0avwy KT, 774 =T ARKE
SNET,

(2 & o THESE SN 7= HlAE B IS B3 B s #or
FEENTWDaryra—F3 =T A F—T = A ZADOEHRIED Cisco SD-WAN

aryhe—J A =74 AT LITHERT HIZIE. show sdwan control affinity config =~

Y R LET,

Edgel# show sdwan control affinity config

EFFECTIVE CONTROLLER LIST FORMAT - G(C),...

CURRENT CONTROLLER LIST FORMAT

does not match

EFFECTIVE
REQUIRED
LAST-RESORT
INDEX INTERFACE

- G(c)s, ...

VS COUNT EFFECTIVE CONTROLLER LIST

the
the

Controller Group ID
Required vSmart Count

- Where G is
C is

Controller Group ID
current vSmart count
Y when matches, N when

- Where G is the
c is the
s Status

CURRENT CONTROLLER LIST

EQUILIBRIUM INTERFACE
0 GigabitEthernetl 2 2(1),3(1) 2(1)Y,3(1)Y Yes
No

Lo~ FHIE, A v % —7 = A A GigabitEthernetl T7 7 4 =7 4 BeXE I TN D

ZEHEIRLTWVWET,
x1:
J4—ILFK ERBA

Effective Required VS Count

A B =T = A AN 2 OO A BT
HEICRESNTEY ., 2-oDHlEB ) e
MENTWAEZ EERLTWET,
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Ta—IL K B

Effective Controller List AVEBE—T A ADT T 4 =T 4B, T2 K
0— 7 )L—>7"1® CiscoSD-WAN =t > h @ —
Z1o (1) &, a2y ua—F71—720
Cisco SD-WAN = > hr—F 15 (2(1)) Zfll
HT2L9IERESINTNDHZ EaRLTW
EFT, T74=T 42 br—J@#B1 %
controller-group-list =~ > K& LT

(system LV T) RELET, oA
VH—T A ADLAEIE
exclude-controller-group-list =~ > K& L
ESc AN

Current Controller List A B =T 2 A ZADEEOT 7 4 =T 4 RIE
MW—BRIRINET, ZOHINE, A ¥ —
Tz A AT I)—T"1 D Cisco SD-WAN = -
fa—Z & OfEEEED 2 D& BloflfEEE
BB oLZ LR TET, Y] 13, BifE
Darhr—JYRNEEFEHRar fr—F
UARMPHEWZ—HLTWDZ EERLTW
*9,

Equilibrium HREOa L fer—F U XN, O M2 FRL
AVE—=T 2 A ADT 7 4 =T A RENPDT
HMaxhdrbot—HTHZLEZRLET,

]\ VANA B —T = A AWlEIBEE & ST L 7= Cisco Catalyst SD-WAN =22 k7 — % IEff
WZHIBI4 5121, show control affinity status =~ > R&fiH L £,

Edgel# show sdwan control affinity status

ASSIGNED CONNECTED CONTROLLERS - System IP( G),.. - System IP of the assigned vSmart
G is the group ID to which the

vSmart belongs to

UNASSIGNED CONNECTED CONTROLLERS - System IP( G),.. - System IP of the unassigned vSmart
G is the group ID to which the

vSmart belongs to

INDEX INTERFACE ASSIGNED CONNECTED CONTROLLERS UNASSIGNED CONNECTED CONTROLLERS

0 GigabitEthernetl 172.16.255.20(2),172.16.255.27(3)

tioa<wr RHAIX, 4% —7 =1 X GigabitEthernetl |2, 7/ —7 1 IZJ&T 5
172.16.25520 & 7 —7" 2 12T 5 172.16.255.27 @ 2 -D® Cisco SD-WAN 2> f @ —F ~D
iR S D Z L 2R L TCWET, 25O Cisco SD-WAN 22> b r—F (X, [Assigned
Connected Controller] FIZ/RSNTWNDH XK I 2, ZOT A RZED B TOHNET, A F—
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| M 7R45EYT«
250F—% 2 —[2HIH5 Cisco Catalyst SDWAN = > k0—35 07 7+ =7« DEE [

T A ANZID 2 OLISD Cisco SD-WAN =22 bk B —F (TG SIL TV D54, [Unassigned
Connected Controllers] FNIZF R EdL, F R A V H—7 = A AXPHRIEIZ /2 0 £H A,

2 DODT—2 A —IZHIT+5 Cisco CatalystSD-WAN I > FO—5 D
—_ = SA—
T4 =74 DXE
#HED CiscoSD-WAN 22> b —F B2 2L EDOTFT—Z B XA —IZ08LTWnWA Ry hTU—
IEEHTIL, T 74 =T 4 2FH L CTF— 2 F—ROTE®REANCTHENTEE
9, D%, CiscolOS XE Catalyst SD-WAN 7 /31 2 LW DT —H e Z—floDY 7
NET LSS, B20F—F ¥ Z—D CiscoSD-WAN 2 b a—F ZHH L TAH——
ARy hT—=7 DY —ERZ{E CEET, ROMIIZOTFTIAFZHRLTEHDT, 25
DF =L Z—DFNENIZET S 32D Cisco SD-WAN = b —F 2R LTWET, 3

2? Cisco I0S XE Catalyst SD-WAN 7 /N1 A [TZNEI, West 7 — X B H—D 1 DDy
fa—F L Bast 7— & B Z—0D 1 DDAy ho—F ~OhliE 2L LE T,

R

SD-WAN Manager
<7 Validator

IC1-West DC2-East

Controller group 1D 1 Controller group 1D 2

SO0 DS

m m E Cisco XE SD-WAN Routers

Maximum control connections; 2

Jeoesd

ayvha—770—71ID1 %H LT, DC1-West @ 3 -2 Cisco SD-WAN =2 b —F Z &
ELET,

vSmart-DCl (config) # system controller-group-id 1

DC2-East ® 32D CiscoSD-WAN 2> b —F |X, a2 he—F 7L —7 2l L TWET,
vSmart-DC2 (config) # system controller-group-id 2

J-_T D Cisco 10S XE Catalyst SD-WAN 7 /3A A [T RK2 OO OMP Yy a U EAREL, &
FoRNA B =T 2 RNTERR2OOHIEER AR E L, WThoay he—F 71—
BRAM LWL DI LET, LB -> T, =X TEITTIHIMNENHLHEF, 2 ba—F 7
N—TV A NEFETDHI L2 TT, West D Cisco I0S XE Catalyst SD-WAN 7 /34 A 73
DC2-East & ¥ % DC1-West @ Cisco Catalyst SD-WAN = > b1 —F 20425 K5I LET,

ISR4331-West (config)# system controller-group-list 1 2

[Al£RIZ, East @ CiscoIOS XE Catalyst SD-WAN 7 /XA A 73 DC2-East # B+ 5 L 52 LET,

ISR4331-East (config) # system controller-group-list 2 1

Cisco Catalyst SD-WAN /\f 7R S EYF 4 22T 44X L—>3 > A E. Ciscol0S XE Catalyst SD-WAN ') ') — X 17.x .



N TFRASEYT 1 |
B =71 xconsunmegoms

VI R o xTEarte—7 70— X NEEFICFHIT 5720, ZOFKE T, CiscolOS
XE Catalyst SD-WAN 7 /XA A-West | L Cisco SD-WAN 22> fe—7 Z)L—71 (West 7 —#
o #—) ZMES L. Cisco I0S XE Catalyst SD-WAN 5 /XA Z-East % Cisco SD-WAN =2 > |k
0—7 JV—72 B ERELET,

Cisco IOS XE Catalyst SD-WAN 7 /3 A A-West /L— % 73 (FXEIZEEST) 12D Cisco SD-WAN
ay b —J [ ZORERT DVEND D6, West 7 —F B X —ICOBHERELET, L—
2532 DD Cisco SD-WAN =1 o b v — T [ZHfe T 2 MEN D D555 1E, West 7 —F B & —
D 125D Cisco SD-WAN =2 11 —F L East 7 — &% & % —DB|D Cisco SD-WAN = k
B—7 ITEHELET,

MOHETaY b =T TNV —T ORELHMHETE £7,

= HZ THFAENDOMP Y v a VDR REZ 1IZiKE L ET (system max-omp-sessions
1), T ED XD ITHRET & 7R"T 72, Cisco I0S XE Catalyst SD-WAN 7 /XA A
West ICIHEHLET, ZOL—FHIZIX N XNV A U EF—T A AN 1 DETFTHY, £DA
VA —7 A AL CiscoSD-WAN 2> b —F U X M 1 ~OfiliEERc % 1 S1ERk L £ 7,
ZDIN—FIIET DT XTDCiscoSD-WAN 2> b1 —F MEF TE 2 R o 12354,
F72IIDCl-West 7 —F o #— L V—ZHOERN X Vo LTIcHE, PR A 42—
7 = A XX CiscoSD-WAN =2 h e —F U R k2 ~D 1 DOl 2L LET, ZD
7 )—7" )8 system controller-group-list 2~ KDY A MZEENTWNWL 72D TT,

N RNA BT = A ADENL T E DB O KE A 1 IZERE L ET (sdwan
inter face interface-name tunnel-inter face max-control-connections1) , Y7 bV =7 X2
fa—Z 7 0—71 & s ZIEFIZFHMET 5729, Cisco I0S XE Catalyst SD-WAN 7 /31 A
“West DA, ZOREIZELY, bAoA ¥ —T = A AL Cisco SD-WAN =12 k12—
7 I N—T 1 ~OHHBER O Z R S ET, ZO%HAEL, Zoar ikr—7 7 —
TELET—H A —DREERRICR D &, brriEary be—F 7 —72 & Ol
e 2 e, L £, 07— system controller-group-list =~ R TRESNT
WH7=H T,

BED b RV DOIEESE CiscoSD-WAN 22> fa—F Zv—T7 %4 L £, 72 & 2I1E,
Cisco IOS XE Catalyst SD-WAN 7 /34 Z-West (2> b1 —F 7 b—7 1 ZEESHHIC
IZ. sdwan interface interface-name tunnel-interface exclude-controller-group-list 2 &% 7E L
F9, EROBELFEERIC, Z0oay ha—F 7 —7F 71T West 7 —F & ¥ —3F|
EARRIZRD L, hrxEar hu—7 7 —72 Lol AL LET, 207
JL—"7"7)3 system controller-group-list =7~ > RCTREISNTWNWAHTZHTT,

B—T 1\ ATORRMEHIEEROHRE

Cisco I0S XE Catalyst SD-WAN 7 /34 A (22 DD h U FAHEGRN HY | Fv RU—7122D

(Fixenbllh) OoF—42% 2 2—nH55A1L, 2 >DFT — % & ¥ —T Cisco I0S XE
Catalyst SD-WAN 7 /3A A /75 Cisco SD-WAN =2 > b 71— ~D I EHIEBH 2R E T £
T INEOOMP Yy v ay (ZOEEIT2) ZEALCGRETHIIEZHELEST, Zh
EIEITTHITNE, —FHDO R ARNA VT =T oA AZ 1 DODOT —H B X —DORIHERF L, b
I HE2BHOT — XX —DORIERTLHLIICHELET, ZOREICLY., &/
® OMP & v ¥ 3 > T Cisco SD-WAN = b1 —F OTUEMENFEH L E4,
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2L AL TL—CEEUTF—8 TL—roBaRtE 5 A —s08E |

SD-WAN Manager @

 Validator
S -Wmst OC2-East

Contraller group 1D 1 Contraller group 1D 2

SO0 DD

360839

Cisco IOS XE Catalyst SD-WAN 7 /34 A JL—X T, av ta—F 71— R EEHRL,

OMP & v a D K¥%z 2 ICRELET,

ISR4331 (config) # system controller-group-list 1 2

ISR4331 (config) # system max-omp-sessions 2

WTIIND b FZHOWT, TT7HNV DT 74 =T A RE (DOF DATHERE LRV VIREE
ZHEALT, 2O h 1M —7 1 D Cisco Catalyst SD-WAN =2 b1 —F B SH 5
ZENTEET, ZD bR Cisco Catalyst SD-WAN =22 hn—F Zb—7 | 4B
THEDICHRMICRET DL b TEET,

ISR4331 (config-tunnel-interface-1)# max-control-connections 1

V7 Yy =Tidarha—53 00— X &I —F 1 MOIEICEET 57290,
exclude-controller-group-list 2 # 5 & 5 M EILH Y £ A, 7272 L, Cisco SD-WAN =2 |
0—7 J—72 R A 2 b TEET,

Wiz, 2FB D R RN T —TF 2 D Cisco SD-WAN =2 b1 —F ZERT S5 L O ICREL
F9, Mo oL EEERIC, FlEESRO R AR E LICHIRLET, &b, 2O R0
ary b= 70— 1 ZENTILELRH D T,

ISR4331 (config-tunnel-interface-2)# max-control-connections 1
ISR4331 (config-tunnel-interface-2)# exclude-controller-group-list 1

A hO—=)ILTL—BEUVT—2TL—20O5R MG A—20D
RE
IOMEY T, aryvre—nA7FL—r T =27 L —OREMRERE AN T A —4
IZOWTEBH L9,

arvkaA—)LTL—rOERAE

] FPE D i\ Cisco Catalyst SD-WAN &~ b U — 27 121%, % R A A 12228 ED Cisco SD-WAN
oy hr—7 BNEENTUWVWET, Cisco Catalyst SD-WAN K A A Z1%, %K 20 @ Cisco
SD-WAN =2 hr—F 2352 ENTE, 7 74/0 M TlL, £ENOD CiscolOS XE Catalyst
SD-WAN 7 3A A REDH HD 2 DIZHRE L ET, TOEIT, hr RV T EIZETLET,
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B o ro T BEUF S T L OBTRMAS A~ DBE

ISR4331 (config) # sdwan interface interface-name tunnel-interface
max-control-connections number

R A A > ND Cisco SD-WAN 2> b a2 —F 073, KA A > ® Cisco I0S XE Catalyst SD-WAN
TN APPSR TWDHay he—7 O R LY L LW IGE, CiscoCatalyst SD-WAN
Y7 MU =T 1%, EATTREZR Cisco SD-WAN =1 hu—F O OHfiz n— KT v 7
LET,

\)

6=

CiscoSD-WAN @t hr—F i — AT o v P ONRE R RILT HITIE,. RAAL ND
Cisco I0S XE Catalyst SD-WAN T /3A A (ZV AT L IP T KL A%EIY Y TH L X\ T#E &

ALET, 2& 203, 172,111, 172.1.12, 172113 2 FOHEELXTE5 L ET, HHWZ
172.1.1.1, 172121, 17213.1 2 b fFEHTE X9,

T2 TL—rnEA Atk

Cisco Catalyst SD-WAN @& Al it Y U = — g o o—# & LTY v 7 [EEZ BT 5 BFD i1,
VAADTRTDT A ATT 7 4V b THMI > TWET, BFDIE, CiscolOS XE Catalyst
SD-WAN 7 /XA A DT _XTDIPsec T — ¥ k> R/ THEMIZEI TSN FE T, CiscoSD-WAN
aryha—I By NT—FJHOVAIADTNA ATRCELMWLTHa ha— L7 L—
(DTLS 721X TLS) h> R A TIEETEINEHA,

BFD NV v 7 OFEE % E 54 HEIC, BFD Hello /3% > Fill&# X OVKY% L7 Hello /3% v k
D% (BFD @R #LEH T %7,

BFD Hello /3’7 v FEIFRDZEE

BED %, 2 ->® Cisco I0S XE Catalyst SD-WAN 7 /XA 2 D IPsec 7 — & b o R/VIEE % F
THOI, EMEIZHello X7 > hEEELET, 774/ FTIE, BFDIZINH D7y
F2 1000 S VT LI (DFED, IRICIE) E#ELET, 12U EDONTFT7 4 v 2770 —T
ZOMRAEZEET 5121%, helo-interval =~ > R&2H L £,

ISR4331 (config) #bfd color color hello-interval milliseconds
Z OMFR&ICIE, 100 ~ 300000 X UF (575)) OHEPHOMEAZFEE TE £7°

BTHIENDE b R VERRORBIREZ R E LEd, i, 3g. biz-internet, blue, bronze,
customl, custom2, custom3, default, gold, green, Ite, metro-ethernet, mpls, privatel,
private2, public-internet, red, silver W12 7e D F£77,

BFD /X7y FERRBDEE

BFD %, U7 T—EHD Hello /X7 v NaZfE Lo T2G6, DU U 7 IZEENIEAEL
EESLET, 207y MR, Hello 787 » FEIEFEB OFEL T, T 7 4L b Tl
ORI N R =T N—FDEEITT, 77U R 7 b =T —XDEAIZ20TT, =
X, BED 23 7 70 Hello /X7 v F &[5 Lo 7cGh. Vo 7 ICBENBELZE B
L., MRMWET 7V 2BATLHZLEaE®RLET,

BFD /37 v IR 2 A4 5120%, multiplier =~ > RE2FH L £,
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nt 7rasey7s0%E [

ISR4331 (config) #bfd color color multiplier integer
FHOFH - 1~ 60 ()
BTRENDHE M RNVEROREEHRELET,

PMTU 7 1 X 1/31) Dl

FZ U AR— R EREZ LI (DF D, TLOC 72132 &£ 12) | Cisco Catalyst SD-WAN BFD
V7 RT3 NAMTU (PMTU) 7 4 AW N 2FETLET, ZOEEICXY ., #EiTox
Ty N TTTAT = a yER/RICMZ D 0HERT B 729012, MTU 4 X3 BB ¢
2z —hENET, BEDPMTU T 4 AB ANV XT 7 4V h THHZ/72 > CTWET, BFD
PMTU T 4 A AR 2B FIH AT 2 2 & 2R L E4, HRMICEICT DI, &)
DFMEZFEITLET,

ISR4331 (config) #bfd color color pmtu-discovery

PMTU 7 «4 AN Y BSENZ 72> TWDHEE. bR O/ A MTU IZERIIC (814>
WZ1E) FrvZ &R, BIICEGTSNET, PMTUT 4 230 BRI > TV EHEE.
PMTU 7 4 A A NVIZIE 16 2SA "B BIZR D FREMEN S D128, H#h7 h %L MTU 1%
145234 LR 20 9, 7 BMMEOBLENHTH L. GREDT 7 4 /L M IPMTU 13 1468
NA RTHY ., IPsec DEGEILA—/3—~y RBKEI W20 1442 /31 M7 £9, PMTU
T4 ABNY BT SH L Cisco I0S XE Catalyst SD-WAN 7 /31 A [ CT1E &5 BFD
INT oy ROF— "=~y RPBISNETH, @FEOT—F 877 4 v 7 OF——~v NiX
BENnEEA,

PMTU 7 4 A B3V 38N e56 . THEIND b3V MTU 1% 1472 231 R TF (1500 73
D KRV MTU 225 GRE Sy X —D 4 54 b SNBIP ~> X —D 20 /3A ~, MPLS ~
H—D 4, b HFWfE) o 72720, Y7 b 2T NBo T4, b~y X =BT 5
BAENH D20, A7 b L MTU 14 1468 /31 MIRDBERH Y £,

N FRASEY T4 DHRTE

B HEEZRERBLNE=XY 45720 D CLI a~< 2 R,

SR AMEEITUR
Cisco I0S XE Catalyst SD-WAN 7 /34 2 TRy Al HIMEZ R ET DI12IL, Roa~» REEH L
j—o

bfd

app-route
multiplier number
poll-interval milliseconds

color color
hello-interval milliseconds
multiplier number
pmtu-discovery

Cisco Catalyst SD-WAN /\f 7R S EYF 4 22T 44X L—>3 > A E. Ciscol0S XE Catalyst SD-WAN ') ') — X 17.x .



N TRA5EYT 1 |

B 7o =7 zrorzt759572

SRATE=42YJav kR

show sdwan bfd sessions : = — 77 /L Cisco 10S XE Catalyst SD-WAN 7 /3 A A2 TEITSINTW5H
BFD t v a T L EMEF R LET,

FILAZTAHEEDARMNITISHT 4R

Cisco 10S XE Catalyst SD-WAN 7 /31 A @ system controller-group-list =~ > K¢, 4 —
N—L A Xy NT—7 TCHEHWERTXTOay he—J 7 V—7BR—EFrINET,
ZOBMEIZEY, A= =LA Ry U= NOTXTDCiscoSD-WAN 2> hr—7 %
TI7A4=TAREIMATE DL DICRY, BRI N—T~OEEN KON HEIIE
PR ELET, L—FDOMP vy a O RE., bV oORlEEE ORI, b
UHRABMER LR ay hue—F 71— (exclude-controller-group-list @~ K) % ff
ML T, flEssse 0% & BRI 2 BT £,

system controller-group-list =~ > RCT_XCHDay he—J 7 V—7%U A T5H L,
Cisco 108 XE Catalyst SD-WAN 7 /34 X # A hCTar hr—7 7 L—7Y X NNO Cisco
SD-WAN = > b — 7 L OGO BN REA L TV DEHEAIS, BIIOTTEME LA Y3t
SNET,

BMAOT=DIC, 3o0ar ta—F 70— (1, 2, 3) #&iexy hU—2 T, CiscolOS
XE Catalyst SD-WAN 73 2 Day hr—F 7 V—FY XN, B NV—TThd 7
N—T1E20HDPTHINTNDHELET, ZOTFTIVATE, V=BT L—71¢&
2 @ Cisco SD-WAN 22> b r—F NEIER[RETH D Z & % Cisco SD-WAN Validator 7> 5 2%
BLTH, WITNOT A, A~OEGR LML TEX 72 WA, A= =LA Xy FT—T~
OEFRIIRbNET, 7EL, arybe—F 70— Y RANI3ODay fr—F JF)—
TTRTREH SN TNT, ZA—T3NBEEDRY (RIS Tng) 77— 105
EINTWDIEGE, V—X I3l SIEME 7N —71BXO22 B LETN, 71—
P1VERFITN—=T 2108 TCERWES, V=X T 74— ANy 7 LTI NV—T3Da
vha—ZZEERELET,

exclude-controller-group-list 2~ > Riz—E&EFREINbHa he—F 71 —714, sysem
controller-group-list =~ > KT, LV —FZRERIZK L TRESNTZa bR —F 7 L—TD
BTy NTHLIMERHY 7,

F—Ev A —ICRLay hr—F Z—7 1D Z# 3 585D Cisco SD-WAN =2 > |k
O—F W0, ==L A Fy NT—Z 220 EOFT—X o X —NhHEET. %
gy b —F 7 N—7IZE £ D CiscoSD-WAN 21> b1 —F O ZREICT 5 2 & 2
BLET, 22 xE, 5—F B Z— 1123 2D CiscoSD-WAN = ha—F BHY | 7
RTME LT N—TID (7oL z1E 1) ZFO%56, 742 —21 bR NV—7
ID (72& %21X2) ZF>3 2D CiscoSD-WAN =2 b —F RNETT, 5T, TOfh
D Z—ITH 32D Cisco SD-WAN =2 b —F BNMLETT,

1 OOF—Z 22—, FLay he—7 7 0—7HNICH 585D Cisco SD-WAN =2
Fr—F ZETeA, TXTO Cisco SD-WAN =1 b1 —F O — R = THERE (BRI
AEY &CPU) FR—THAIMLENHY £T, IHIZFAIFE, A—"—L ARy NU—7F
WD T T Cisco SD-WAN 2> he—F (X, 1 DDOFT =Xt ¥ —NIZHD0EHED
T—HE X —RNIZH LD LT, RUA— R = THEEZHA T DML ERSH Y
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771=718E0~Z+T55742 ||

£7, & CiscoSD-WAN 2> b —F L, Xv T —ZIZEHENDH VT IO Cisco 10S XE
Catalyst SD-WAN 7 /31 2 7 b Ol & B T X HRIEDF v 3T 1 LRREAH 2
TWOHRENRH Y £7,

N—BZ2OD FrRNAERBH Y, Xy hU—271220 (F73FNUE) oF—4+&
VHE—=RNBDLHAE. N FRAA L E =T oA AD— T 1 ODOT — X & F— (B
L. b9 =Moo r—2t2r 2=l T 5 X 0ICHRETLHZLAMRELES, 0
BRIEIZE D, /&P OMP & v 2 3 > T Cisco SD-WAN 22> b 2 —F OITEMENER L

i‘j‘o
« Xy T =7 FHTHRERIRBY . T 7 4 =T A REZTEH LU CHEESHE N A A > 2Bk
HENH Y £77,
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B 7o =7 gx0xzxt+75574%
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i

T4 XA AN
A\

GE)  fliF b —EBMEEFEBTH7-DIT, Cisco SD-WAN YV U =—3 3 | Cisco Catalyst SD-WAN
ELTT 7 RADERINE LTz, SHIZ, CiscolOSXESD-WAN U U —Z 17.12.1a B LT}
Cisco Catalyst SD-WAN U U —2 20.12.1 AR, RO = R —3 2 FOEEREH I ET,
Cisco vManage %> 5 Cisco Catalyst SD-WAN Manager ~®DZ % | Cisco vAnalytics 7> & Cisco
Catalyst SD-WAN Analytics ~?»Z: % | Cisco vBond 7> Cisco Catalyst SD-WAN Validator -~
DZEF . CiscovSmart 75 Cisco Catalyst SD-WAN O > hO—S5~DZEH . B L Ciscoa v
kB—575 Cisco Catalyst SD-WAN I3 ViR—R > h~DEHE, §_XTOarR—x b
77 v FAEROCFERR Y A MIOWTIE, &HOY V—X/—FaZRLTIEE0N, H
LWARTI~OBITIRHIE, Y7 Y =7 -G Da—W—A =T = f AFHFA~DBERER 2T 7
B—FIZEY), —#HO RF 2 A MIHLIBREOR—BNEENDATREERH Y £7,

= 2:HEEDEE

HEER 1)) —RIEER Bz

Cisco SD-WAN Manager 5 « | Cisco I0S XE Catalyst SD-WAN | = OfEREIT, T3 L 722 ik

PAX Y BN JJ—=x16.12.1b PRJE R CHAE T B FTREME O &
Cisco Catalyst SD-WAN Manager LHN—R =T EIEY 7 b
U U —2=20.12.1 7 = 7 OREEIZRINT D720

) {Z. Cisco SD-WAN Manager %
Cisco vManage U U —A 19.2.1 F YT TR R E LR
YA FT— RICRIET DI

BB ET,
6 / — K Cisco SD-WAN Cisco IOS XE Catalyst SD-WAN | = of#EIZ. 6 / — K Cisco
Manager 7 7 AZ DT 4 YA | UV —A174.1a SD-WAN Manager 7 5 A % ™
F U723y Cisco vManage U U —* 20.4.1 Ti;;y VAARY &Y A=
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FaHFEREY AN |

HEER 1) 1) — R 5% B
Hi— 7 — R Cisco SD-WAN Cisco 10S XE Catalyst SD-WAN | = DfREIZ, HH—D T T4 ~
Manager 7 7 AZ DT 4 A | U U —A175.1a Y/ — R%ffH L7z Cisco

5 73

Cisco vManage V Y — 2% 20.5.1

SD-WAN Manager JEBI DT «
PALY I ANY Y R—FL
iﬁdo

T AP AL Y HN) 22— —
INAT — RDOEH

Cisco 10S XE Catalyst SD-WAN
JUJ—=A177.1a

Cisco vManage U J —* 20.7.1

Z oA 5 L. Cisco
SD-WAN Manager @ [7 o A
% 1 713U (Disaster
Recovery) |7 4 ¥ RUMnb,
TAPRE Y INY a3 R—
R RNDOT 4 AL Y SN
2P NRAT— RELAET
TET,

TAYRZY JNR) T F— |

Cisco 10S XE Catalyst SD-WAN
JUJ—2A179.1a

Cisco vManage U U —4 20.9.1
BLO:

CiscoIOSXE U U —2Z 17.6.4
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Cisco Catalyst SD-WAN Validator # &3 X Char tue—J%, 774~ T =Xk
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LET,
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L9, [HTTP/HTTPS Proxy Server for Cisco SD-WAN Manager Communication with External
Servers] #ZML T2V, 7 rFx I — =% LW GE . Cisco SD-WAN
Manager (%, Cisco SD-WAN Manager 7V b 47 /8 K7 Z 2K [P 7 N L AW EEER|E ]
RETH-oThH, 7RXVIPT FLRAEZNLTCT 4 FRZ VDAV IBEEZHLLE S &L
£, TAPFAZ Y B ANY OBENTET L7z#%, Cisco SD-WAN Manager HTTP/HTTPS 7
X —N—EHEANIT LI LR TEET,

Cisco Catalyst SD-WAN Validator (2 b > Rf/VA U H—T = A ARENDH V. SSH BN FF
AENTNWLZ iR LET,

« T 4 PR Y BN BERT m v A& IAT HREIC, 77 A < U Cisco SD-WAN Manager
J—= RO [Y—IL (Tools) |>[*v FT—Y DEEE (Rediscover Network) ] 7 1 > K7
\ZFE) L. Cisco Catalyst SD-WAN Validator 2 F#H L £,

Cisco Catalyst SD-WAN /\f 7R S EYF 4 22T 44X L—>3 > A E. Ciscol0S XE Catalyst SD-WAN ') ') — X 17.x .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b

TAFREUNNY |
B <xr7507zeimsm

RANTSU T4 REHREEIE

o T 4 AKX Y H NV BERIT I netadmin = — YV —ERZEHA L T &V, BEgE7okv 2%
BtAT SRS, LHHMEOT 7 4L 32T — Radmin 2B E 45 2 & 2L E9,

* Cisco SD-WAN Validator 737 4 A X U B XY BEEIZEATHIP 7 RV AEZRET D56
X, 774~V BLOWEHZ Y Cisco SD-WAN Manager 7 7 A X D J7 7> 5 B2 Al HE 72
Cisco SD-WAN Validator ® VPN O A > % —7 = A AP 7 RLAZEELET, hrxiL
A E =T A ARREINTWDLEE, bRV A o Z—7 = A A TNETCONF % 7 7]

TOBERDH Y £7,

s 2—W—a J A NEREEE T HEE, Cisco Catalyst SD-WAN 7 /31 A D CLI TliE72< |
Cisco SD-WAN Manager GUI ZfE 4% = & ZHERE L 9,

* Cisco SD-WAN Manager 23MRET 7' L— R 2 H L TRRESN TV DIHEEE. 774~
VI AR LeHZY 7T AL OMIFIZHIEOMS 7/7v%ﬁ%ﬁmbf<téwo
TIARV I FGAZTINGDOT T — b efElkLET, 7o 7 L— B3 ZY 7
TABNERINT D, A RB® D H VI FTAEZOT T L— MIT Xy FTEE
R

« ATV IRBEROLEIX. T2 7 1 772 Cisco SD-WAN Manager 1 > A X L AN B R TE
TR R=ADNNy I T v T EHICEE LTS,

CRET—HAR—ZAEHET L, 2y ba—F%F 0 R— KT 50, #HAPABLDOEH 2 —H —
MEBR DB 2 L TL 72 &0,

* 1 L\ Cisco SD-WAN Validator % 3% &3 5121, Cisco SD-WAN Manager C7 « A % 1
HoNY OB GEEMEER L £9, RIT. BT LV Cisco SD-WAN Validator &7 7 7 4 7 7 T A X
(ZIBAN L, 7 L\ Cisco SD-WAN Validator [ZF&8k L £7,

T AN EN TV (Cisco SD-WAN =2 hz—F | £ 7213 Cisco SD-WAN Validator
F 721X Cisco SD-WAN Manager 7 /34 ANILEH I TWRY) 2 DORED 7 7 A X % fldhd
HVENHY FT,

WDOT 7 avrEzFTLET,
« & /1% Cisco SD-WAN Manager 7 7 A ¥ Z L8 L 7,

T TARVITAE B F V7T AH I IO Cisco SD-WAN Validator f & A X A
ORIOB|ERREME MR L 7,

. Cisco Catalyst SD-WAN /\f 7RA S EY T4 a2V T4FaL— 3> A4 K. Ciscol0S XE Catalyst SD-WAN ') ') —X 17.x



| T4922UH1Y
Feyzaunnyosi I

TAYRE)HN) DES

T AP AR Y BNV E, 7T A~ Cisco SD-WAN Manager 7 7 A X (2T DHMLENH D +
T, 7 T AXNOEERHE/R Cisco SD-WAN Manager / — RO 7T 7 AT /X KIPT KLU A%
TAPFRZY DN BERHEHTEET,
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J— RITBEZIZFEE) L £ 7, [Error occurred retrieving status for action

disaster_recovery registration| &\ 9 A v —UNFIREINTZL, KEDT 7T 4 773 Cisco
SD-WAN Manager / — FOFHEEI%, 77 VW T [Reload] Z"¥ %7 U v 7 LET,

Cisco Catalyst SD-WAN Manager U U — & 20.13.1 BARE, / — RIZBERZICHER L EH A,
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(Disaster Recovery) | DJNEIZEIR L E T,
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77 A <V Cisco SD-WAN Manager 7 7 A X 34 7 2 L CWDGEIE, &4 Y CiscoSD-WAN
Manager 7 7 A % CHIREMEL EITTE £7,

T4 PR Y AN OHIRERIERIZA T 7 A 72572 Cisco SD-WAN Manager 7 7 A #3742
TA NS HBRIE. DY T AZTROPOSTERZFATL T, 74 FAZ U Y DOH
PrEREZET LET,
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TAYFRZ VAN ZHIR LG, TI9A~ V2 TAZEvH XV 7 TAZNBIELSETEL
TWHZ LB LET, RT 5121, [EE (Adminigration) 1> [V 5 X2 EHE (Cluster
Management) ] 7 1 > RUIZBEI L, §XT® Cisco SD-WAN Manager / — K37 T A X A7
HETDHZEEMRLET, /— KBFEELLRVWESE, 77V r—va b —n"—%HiEdL
F£9, £72. [BE¥E (Administration) |>[T 4 ¥ X% 1) A/31) (Disaster Recovery) 17 1 > R
TIZBEI L, BRIND S — KRN AR L ET,

T=H I =DT 4 FRAZ Y AN ZFRET LN, T—F =T AP RZY AN
UMBHIRT 28R H D £7,

J4—ILF & EA

Select Resource Group FAFRXYBNYADY ) — AT N—T %
BIRLFET,

Manage Disaster Recovery e F AP RZ Y I NYRBEINL TV

Yieix, 7V v 2 LT [Manage Disaster
Recovery] iR > 77 v 7' 4 R D A FIR
L., T4 PFRZ VI ANY ZFRELET,

T A PFRZ Y ANYNRHEESNTNDY
&1X. 7 U » 2 LT [Manage Disaster
Recovery| Ry 77 v 70 4 0 RU R
L. 794~V 7 7AZ b ZY
JIGABNDT—=ZDVT Y r—a
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Ta—IL K B

ZORYTT T T4 FUE, T4 RS
U BEEE SN TWVRNE X IZRRI N
¥9, RSN D, [Manage Disaster
Recovery]|# 7 U v 7 LTL S0, IROFIE
I, TAFRZ Y ANY ZRELET,
1. LI T ® [Connectivity Info] 47" a & §%
ELZD, Next] 27 U w7 LET,
s [Active Cluster IP*] : 77 7 1 772

Cisco SD-WAN Manager 7 7 A X O [P
T RLAZATILET,

* [Active Cluster Username*] : 77 7 A
7' 7¢ Cisco SD-WAN Manager 7 7 A ¥
Da—HF—HE2 AN LET,

* [Active Cluster Password*] : 77 7 4
7 7 Cisco SD-WAN Manager 7 7 A ¥
DINAT—Re AT LET,

s [Standby Cluster IP*] : 727 7 4 7 72
Cisco SD-WAN Manager 7 7 A X O IP
T RLAZATILET,

* [Standby Cluster *] : 77 7 4 7 73
Cisco SD-WAN Manager 7 7 A X D
a—HF—HE AN LET,

* [Standby Cluster Password*] : 7 7 7 A
7 7¢ Cisco SD-WAN Manager 7 & A %
DINAT—RE AN LET,

2. RO [ValidatorInfo] 7> a2 v ZRE LT
O, [Next] &7 U w27 LET,

* [IP] : Cisco SD-WAN Manager @ IP 7
R A& AN LET,

* [User Name] : Cisco SD-WAN Manager
Da—P =22 AN LET,

* [Password] : Cisco SD-WAN Manager
DNAT—REATJLET,

[Add Cisco SD-WAN Manager] (7°7 A
LA H ) Blo Cisco SD-WAN
Manager DIP 7 KL A 22— —4
BLOANRY — REBINT 55612
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70 w7 LET,

3. K ® [Recovery Mode] A7 = 5% TE

L. [Next|] Z#27 Vv 7 LET,

*Manual] : 7 U > 7 LT, FEEN L
VH—F257 =LA —n_"—Fntk
REBRIRLET,

* [Automation] : ] STV EHA,

4. IR ® [Replication Schedule] 7"+ = » &%

ELET,
* [Start Time] : fEH S TWEH A,

s [ReplicationInterval] : 727 7 4 77 5
ABPNEARAB I T T ABITT —
SR OBEAERLET, 7
7 A v b ORI 15 53T

T A PFRZY DRY REESNTODEED
[Manage Disaster Recovery] A8 v 77 v 7' 1 >
[N

CORyTT T4 RUE, T4 HFAZ
UARYRRESNTND EEICERENE
9, F#/REN7- 5., [Manage Disaster Recovery]
Uo7 LTLKEEN, ROAT T a i
b0 ET,

» [Switchover Threshold] : f#H STV EH
/1/0

s [ReplicationInterval] : 7277 4 77 T A X

IMBABR IS 7T ALICT — X
TOMEABNLET, 774/ FOE
BMREIL 15 5T,
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gEE -7 r—1t—n—nzs [
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Manage Password

IV 7 LCT 4P AXY AN 2—F—0D
INAY — RZZBR L, SBEIZS CTROELE
HEITLIZD, [Updatel 27 U v 7 LET,

[T T 4727 AH (ActiveCluster) %
7V v 7L, RESND [NAT—F
(Password) 17 4 —/V KiZ, T 4 A X
YANRN) 2—HF—=DFH LT IV T 47 7
TALZ NAT—REANLET,

[Standby Cluster] 7 U v 7 L, F/RS4
% [Password] 7 4 —/V N2, T 4 PR H
YR 2= —=DFLWAL 3o 7
FALE NAT—REATLET,

Vw7 L, RRINDHE [Password]
TA—NRIZ, TAFRZYNY 20—
HF—@DH L\ Cisco SD-WAN Manager /<
AT — K& AL ET, 4 CiscoSD-WAN
Manager {21 2D [/SA T — R

(Password) | 7 4 —/V KB H D £7°,

[Pause Disaster Recovery] / [Resume Disaster
Recovery] 27V

727Uy 7 LT, TAYPRZY IANY Z—FifE
1723 HEE L ET,

[Pause Replication] / [Resume Replication] k 7 /L

7Yy LT, T—FLF Y r—g s h—
B IR 72 13X ERE L £,

TA4HRE ) DN QAR

727Uy 7 LT, T4FRZY A ZHIERL
£

Make Primary

DT 4= RIE, RZUNAL T TAED
[Disaster Recovery] ~<— % F/Rk L TWH A
WZOAFTRINET, 7V v rTHE, BH
FEN PV H—F 57 2 — L F—R"—RNFTE
e AZUNA T FGABWHINT 7T 47
7T ALY ET,

EEEN)T—TJz—ILA—/I\—DETT

BEE N H—T 2 — L —R—5E[TTHIT

I ROFNRICHENET,
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9, T xz— VA —"—R52 T L7z 5, [Start the Enterprise ZTP Server] DOFtBIZHE- T, HrL

1. 774 ~VU27 7 AZND Cisco SD-WAN Manager 7 /31 ANSLT VT L— R aeT X vF L
ij‘o

2. AA T FA—="—HIZT A ZARGID B L7 E 91T, 77 A~ U CiscoSD-WAN Manager
JIALD N ANA U H—T 2 Ay vy NI LET,
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754 <) Cisco SD-WAN Manager 7 5 X2 MDif%k

77 4 <V Cisco SD-WAN Manager 7 7 A Z B3 X0 LT2E1E, IROFIAIZHES>TT 4 X
ZY N B FATLET,
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77 A <Y Cisco SD-WAN Manager 77 7 A % OERTHI IR RNBFA LIz, Bh o XY 7
FARZEINRZHDOTIERRL, T4~V I TAXDORIEERLD Z L EHERL 5,
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F— 2 —TY L IBENKELELOD, 54~ F—Xt L % —0 WAN BEIE
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VEBHTEL LY v oEE AR E T,

2TV o b T AT UG HERET DD, AL v F 4 —_R—EEFITLRNTLEE
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VEAEIZT 7B ATELT 4 P RZ Y A ANY 2 —F =050 S E 7,
T IT 4T (FTT7A<YN) VITAZBIOARAZ LA, (BB Z V) 7T AZNOD Cisco
SD-WAN Manager —/3—, ZI 5D 2R —F > hTiE, Cisco SD-WAN Manager - —
P—=DRAT — RREHINET,

« & Cisco SD-WAN Validator, ~® 2 7R"—3% > FTiE. Cisco SD-WAN Validator == —#—
DRAT— RBEHSNET,

T 4P AKX Y TR 22—+ —OD Cisco SD-WAN Manager = 7= 1% Cisco SD-WAN Validator /% A
U—REEETLHEE., 202 —DFT 4 FRHZ JHNRY aRK—32 hONRRAT— R
ERHLWRRAT — RICEHETHLERHD £,

TAPFAZY BN 2= —DNRAT— REEEFT 520, ROTIEEEITLET,

1. Cisco SD-WAN Manager A ==—75, [ (Administration) 1>[7T 4 X% 1) A\
(Disaster Recovery) | DJIEIZEIN L E 9,

2. [TA4YAZ U AU O—KEIE (Pause Disaster Recovery) [ %27 U w7 LTnD, FRS
N5 [T 4P AZY 8Y O—FEfEIE (Pause Disaster Recovery) | A 7 227Ky 7 AT
[OK] %227 Vw2 LET,

TIA VT2 E = h o XV T =22 —OT—2 L) r— g URME
L, ZOFTTarn[T 4V AX U 8NY OFBE (Resume Disaster Recovery) ] IZ&E D
D ET,

3. [NNAU—RFDOEH (Manage Password) %27 Y > 7 LET,
4. [NAT— RFOEE (Manage Password) | 7 4 > RUT, ROT 7 v arw=FITLET,

1. (7774727 7A% (ActiveCluster) 1227 U v 7 L, RRSND [/NATV—R
(Password) | 7 4 —/V RIZ, T4 PFRAZ VAN 2—F—DF LT VT 47 77
AL INAT— & ANTJLET,

2. [AH VA2 5 A% (Standby Cluster) 147V v 2 L, FREND [PSAT— R

(Password) | 7 4 —/V RIZ, [T 27T 472 7 A% (Active Cluster) ] 7 4 —/L KIZA
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3. [Validator] %7 V v 7 L, RARZIDH% [Password] 7 4 —/V RIZ, T4 FRAZ Y I
Y z—H— @ L\ Cisco Catalyst SD-WAN Validator /XA 7 — K& AJ) L £7, 4 Cisco
SD-WAN Validator (Z 1 2® [/SA T — R (Password) | 7 4 —/V KRH Y £,

4. [Updatel %2 VU > 27 LET,

INAT— RINFHT &, [2SATU— ROEH (Manage Password) 17 4 > RUMBA LT &
—éqo

5 [T 42X Y B OFER (Resume Disaster Recovery) 127 U w7 LThh, EREh
BT 4 AZ Y BN OFFB (Resume Disaster Recovery) | %4 7 1 77K v 7 AT [OK]
Vw7 LET,

T2 VTN = a 37 Az V==Lt o F Y= A"—DTITDhILET,

TATRAR)AN)T 5 —FDERE

PFAR— hEZINTWBEH/NY U —A : CiscovManage Y U — % 20.9.1 CiscovManage U U — % 20.6.4
LIBED 20.6x U U —A

TAYPRZ YV INY) U= 70 —OEEEIIRELIZARY M LT, 77 —24 & syslog

A= ERERT D L DI Cisco SD-WAN Manager 7 7 — b AR ETE£9, £DOHKIT

syslog i1, A X2 MlEH, BLOUV 2T 7y 75N LT, T4 FAX VAR DU — 77

=t AR NEE=H—TEET,

TAYPRZY BN T T — FaeRET HITIE, ROFIMEICHENE T,

1L 794~V 7T AZNOILED Cisco SD-WAN Manager —/3—T, [EE
(Administation) ] >[7 14 ¥ X% 1) #1/\1) (Disaster Recovery) | Zi&R L, [T 4 A ¥
U 718U O—W§fE 1k (Pause Disaster Recovery) | %#27 U 27 LT, T4 P AX U BN %
#H#,f’é'?"ﬂ: Liﬁ‘o

2. T4~V T T AXNOEED Cisco SD-WAN Manager — —B LNk h &V 7T R
2 NOATE D Cisco SD-WAN Manager —/3—"C, [EH¥ (Administation) ]> [E&7E
(Settings) | 7« > R @ [7 77— i@%N (Alarm Notifications) | Z#H NI L E T,

['Cisco Catalyst SD-WAN Monitor and Maintain Configuration Guidell [#%5&] @ [Alarms] T
[Enable Email Notifications] #ZM L T 72 &\,

3 TAVARZY AN T T —MBHL— NV EERT DL, TTA~V T TAXNOEED
Cisco SD-WAN Manager % — X=X Okt h &V 7 T 22 NOEE D Cisco SD-WAN
Manager % —/X—TRDT 7 > a » EFEITLET,

1 Cisco SD-WAN Manager D A == —/ 5, [E=4— (Monitor) ]>[B% (Logs) ]
DNEIZIEIR L £,

2. [77—24 (Alarms) 1 #27V v 7 LT,
3. [Alarm Notifications] %7 UV v 7 L £ 7,
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[Add Alarm Notification] #7 U »~ 7 L &7,

[EREE (Severity) | Rry F XU XKD, 7T —LNERSNDA R D
HREZERNLET,

[7 7 —24 (AlarmName) | KRy XU UR NG, [T4FRAZ TN
(Disaster Recovery) | Z3#R L £,

VEITIE U T— DDA 7> a V2R ELET,

e 72 FIEIZ 2V CiE, [Cisco Catalyst SD-WAN Monitor and Maintain Configuration
Guide] [#FE] @ TAlarms] T [Send Alarm Notifications] Z#ZMB L T Xy,

[7 734 ADER (Select Devices) | =V 7T, [#AX L (Custom) 227 Vw27 L
\iﬁ—o

[EFHFIREZR T /31 A (Available Devices) | YV A N TxHILT DT A R& 7 U 7 L
Thb, REZZ U w27 LTT N A% B LT /31 A (Selected Devices) | Y
AMIBESEDLZ LT, TAVFRZ VAT T T —LWBER SIS Cisco SD-WAN
Manager $—/3—ZER L 7,

[Add]Z 27V v 7 LET,

A~V 7 T AFNOED Cisco SD-WAN Manager $—/3—T, [EHE

(Adminigtration) 1> [T 4 ¥ X% 1) h/\1) (Administration Disaster Recovery) | % 3R

L.
)

[T 4% 2% 1Y B3 OFB (Resume Disaster Recovery) 1227 U v 27 LT, T4 XA
AN BB L £,

TAPRZY BN T T — b aRELLER, BBEISCT, FIA~V I TRAZBLOEN

2V 7

A Z DA Cisco SD-WAN Manager h—/3—2026, B — /LT A 2B ILNY E— K

TNA ZA~D syslog A ve—ronX o 7ERELET, FIEIZOWTIX, [Cisco Catalyst
SD-WANSystems and Interfaces Configuration Guide)] [#:35] @ [Configure System Logging Using
CLI] T. [LogSyslogMessages toa Local Device] 335 T8 [Log Syslog Messages to a Remote

Device |

ZZRLTLTEEN,
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