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CiscovManage Dt v ~7 v FEHE |

B o zmLIE ooy a vt oo

A vtE—r0nr 7L, Cisco SD-WAN T34 A LD T 7 A )VFETZFY T — FAR A MIGEERTE
\iﬁqo

Cisco vManage

Cisco vManage I£, 4 —/N—L A X v NU—Z7 NDOFTXTOD Cisco SD-WAN 7 /31 ZADFKTE &
BHAZARRICT DR REFMOR Yy NT—FFH AT LT, Ry N =7 BIEOBMEL X
U= NOEBIOT SA ADEEERTRT HHE v v adh— NEREELET, 3HLLED Cisco
vManage #—/3—73 Cisco vManage 7 7 A Z |G S 4L, K 6,000 150 Cisco SD-WAN 7 /3
A RNZHRREME & F RN — N &R L. #EE DT /31 R IZ Cisco vManage #¥REZ 70 L. R >
N — 7 EREEOTNRMEZFEB L E T,

Okta ZEA L= VT YA U VDETE

)

OktalX, > 7 ¥ A F (SSO) ZFEHA L THEEDZ—F —HEBEDT A ZADEEDT
T r— g R TX A XA T ID S — R AR L FE 9,

GE)

Cisco vManage Cix MD5 & 7213 SHA-1 [Z¥ 4 — h &2 < 72V £ L 7=, Cisco vManage (Z & -
THRELEN DT~ TOXS509FEHFEIL, D72 < &b SHA-256 UL LD LT /v =) X Lz i ]
TOHOUENDY £,

SSO X ET HI2iE, WOIEEIZHENET,

Cisco vManage TD ID 7 O/\14 5—DEHME

Okta SSO # X ET HIZIE, Cisco vManage ZfH L CTID m A X —ZH{IZ L, X =2
TA4 T —var =27 v 7 EiE (SAML) A¥T—4 77 A NVEERLET,

1. Cisco vManage DDA > T, [Administration] > [Settings] Z 3R L £7°,
2. [Identity Provider Settings] %2 V » 27 L, [Bdit] #7 U » 7 L ¥,
3. [Enabled] %7 VU v 7 L&,

4. [Click here to download the SAML metadata] % 727 U > 27 L, WE%Z7 ¥ A N7 7 A JVITRAF
LET, 20T —#L Okta DR EIHEH S NET,

5. FRINDH AKX T —H N5, Cisco vManage T Okta & R E T 5 72 DIZ MR IR DIEH % A
ELET,

« Entity ID
« BYATE G E
o B S LRER &

« 12/ 7k URL

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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Okta Web 1 < 550 &z ]

124> URL (Login URL)

Okta Web 1 ~ T SS0 DEXTE

N

Okta Web 1 kTSSO R ET DI, WOFINAIZENET,
1. Okta Web %1 ~Mzma 714 LET,

GE)

BIAP T F VU —3 3 0%, OktaWebV A MIa A o A57-0I10, HAX~vA RAEi7-URL
% Okta > HEUS L £,

2. BIA—NT RLAEMHL 22— —Z&2{ERkLET,

3.  CiscovManage % SSO 7 7V r— 3 v & LCEBMT 5%, A LMD [Admin] R ¥ >
Zr )y LCROBEERICEE L X7,

4.  FELEMZHGELT, Okta T/ IVy P Ul Ea—nRERINTWVWDZ LEMRLET,

5 BBV V-INRERINTWDLEAIE. TREO=MAF% 7 ) v 2 LT [Classic Ul]
IR L E7,

6.  Ai1l® [Shortcuts] C [Add Application] 27 U 27 L CIROBEHEIZBEI L, RNy 7T v
7 4 > R T [Create New Application] 7 U » 7 L &£,

7. 7T N 74—k LT [Web] ZiEI L, [Sign on Method] & L C [SAML 2.0] % & L
7,

8. [fFHK (Create) 1227V v 7 LET,
9. [Application name] (27 7'V 7 — 3 U4 & LTXTFHIEZ AT LET,
10. fEE) :na%27vy7m—FRL, [Next|] 227V v 27 LET,

11. [SAML Settings for Single sign on URL] €7 3= > C, fE% . Cisco vManage ® GUI 7>
Zyrm— KL A%T—4 O samlLoginResponse URL 2R E L £,

12.  [Use this this for Recipient URL and Destination URL] F = v 7 R v 7 A% 4 NI LET,

13.  [entityID] ® 7% % =2 ¥°— L. [Audience URI(SP Entity ID)] 77 ¢ —/V RIZ/E Y FHiF 97,
Z OfElX, IP 7 KL A E721E Cisco vManage ¥ kD4 HITT,

14.  [Default RelayState] 345D FE FIZ L ET,

15.  [Name ID format] C. [EmailAddress] % ER L £,

16. [Application username] C. [Okta username] % &R L &£ 77,

17.  [Show Advanced Settings] T, 7 4 —/L RIZIRD L HIZ AT LET,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .



CiscovManage Dt v ~7 v FEHE |
B oxawes 51 T sso oz

5= 2:[Show Advanced Settings] D 7 4 —JL F

avKR—xr2 b & RE
& SR N/A
T B4 BEX W N/A
Signature Algorithm RSA-SHA256 N/A
Digest Algorithm SHA256 N/A
TH— g L OREEAL | 5L N/A
Encryption Algorithm | AES256-CBC N/A
Key Transport Algorithm | RSA-OAEP N/A
5 SALREA & N/A 1. Xora—RLEAZT =216

FEGREEZ 2 E— L £,

2. www.samltool.com [ &) L. [X.509
CERTS] %7 V w7 LT, & ZIZHh
VAP £9, [Format X.509
Certificate] 7 V v 7 L £,

3. WEOZEOITEHIBRL, I (Ny
H—ftED X.509.cert) &7 F A R
7 7 A JL encryption.cer ({177 L %
—a—o

4, T7r7ANET v T a—RKLET,
Mozilla Firefox CTik, 7 v 72— R
TERWEAERHY 7, bV
|Z. Google Chrome Z i i C& £,
Oktall7 v 7r— RK+5 L, GEAE

AR REINET,
/2= ay BN T F N TNA D L EERLE
ik R
VIR YAy a N AT —=ANSRELET,
URL
SP F{TH A BT —HZ O entitylD ZfH L E£7,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K



| CiscovManage Dt ~7 v FLEE

Okta Web 1 < 550 &z ]

aAVR—22 bk

RIE

FAAEE

1L A¥T—EMhoRELET,
www.samltool.com Z{# ] L. #HAIZ
o T, BARHELZ 7+ —~ v b
L9,

2. signing.cer 72 ED T 7 A JVITERAE L
T7v7ur—RKLET,

Authentication context | X 509 FLBE: N/A
class
A — iRl KFIE PP
SAML issuer ID string | SAML ¥173# ID O3 |N/A
T3
Attribute Statements 7 4—/L K : [Name] |f# : Username
74—/ K :[Name |ff:f8ELZWV
format (optional)]
74—/ K : [Value] |fH : userlogin
Group Attribute 74—/ K : [Name] |f# : Groups
Statements
74—/ K :[Name |ffi:4TL72WV
format (optional)]
7 4 —/V R : [Matches | : .*

regex|

GE)

EFDOEFVIZ, Username & Groups &9 2 DO XL FHNEMHT HHLENH Y 3, LA
NDOPEIL, T 7 4/ T N—TF D Basic TOT T A AR DAREMENDH D £,

18.
19.
20.
21.
22.
23.

Next] 227 U7 LET,

[Application Type] T,

[This is an internal app that we have created] # 4 12 L £ ((EE) .

[Finish]| 227V > 27 LET, ZHIZED, OktaT7 7V r— 3 v OE@ENAFRRINET,

[View Setup Instructions] #27 U v 7 L £,
IdP A # 7 —ZZab—LET,

Cisco vManage C. [ldentity Provider Settings] > [Upload I dentity Provider Metadata] (2
FL., IdP A X T —Z ZE0HF T, [Save]l 27 U v 7 LET,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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CiscovManage Dt v ~7 v FEHE |
B ocawes 51 tco7TUr—vavAn1—F—0BIY BT

24, 1P AXZT—ANEENTZT7 7 A NVONEZ 2 — LT 11T 57217 T/ < | [Selecta
file)] 7Y a  ZHERHL T 7 ANVEEHET v 7 e —RTHZEHTEET,

OktaWeb 4+ FTO7 T r—aoAD1—HF—0DEY HT
Okta Web A N Ca—H—%7 7 U r— 2 280 Y4 THICE, ROTFIEICHENET,
1. Okta 77U/ —3 a3 OMEET, [Assignments] > [People] > [Assign] IZBE L £,
2. Rry XU U R R)G [Assign to people] IR L £,
3. BRLIZa2—Y—0DOfICH S [Assign]| 27 Vv 7 L, [Donel a7 Vv 27 LET,
4., o—W—%BINJ 521X, [Directory] >[Add Person] 27V v 7 LE7,

[(R1F (Save) 1227V v 27 LET,

ol

PingID @ SSO0 D& FE
Cisco vManage 1%, PingID % IdP & L CHA— K L TWET, PingID (%, SSO xfI&7 7'V 7 —
Vg TCa—P—ID ZRGET 5720 ID HFEY—E X TH,
PingID % IdP & L T % 7= ® Cisco vManage D% EIIT, RO TFIEAN G ENE T,
« PdID 7% Cisco vManage (2 IdP A ¥ T — X %A VA R— K (T v 7 ue—FR) LET,

* PingID (2= 7 AR — k9% CiscovManage O SAML A ¥ 57 —X 7 7 f L& X — KL
i‘g—o

AR

1. Cisco vManage C, ID 7'm/ A ¥ —DF%E ([Administration Settings] >[I dentity Provider
Settings]) 7% [Enabled] IZF%E ST WD Z & AR LET,

2. PingID (2= 27 AR — 9 5 CiscovManage ® SAML A # 7 —X# 7 7 A V%X 7 a— KL
5

B DOFEOFEAIZOWTIL,  [Cisco vManage TP ID 7' N1 X —DOFNY 25K
LTCTL7Z&E, ZOFNEIL, Okta# IdP & L THRET AHEA LRI LTI,

PingID %% ET 2121E, WO FIAIHEVE T,

PinglD EI2:R—4% JLTD SSO DEXE
PingID Z % ET D121, RO FINEIZHEVE T,
1. PingID FEER—H a4 LET,
2. EFA-NAT FLRZHERL Ta—F—H2ERLET,

. BEATMAIT CiscoSD-WAN I D4 ¥alL—ay HA K


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/configure-sso.html#id_112844
https://admin.pingone.com/web-portal

| CiscovManage Dt ~7 v FLEE
Pingld gEK—4 L0 $s0 nEE [

3. [7 7V —3ar (Applications) 1 ¥ 7% 7V 7 LET,
4, [Add Application] 7 U v 2 L, [New SAML Application] Z %R L £ 7,

[Application Details] 2 7 3 = > @ [Application Name], [Application Description], ¥ LT}
[Category] IZ X TWHMHET 4 —/L R TT,

mALT A 2 ANTONTIE, EHFRER Y T 7 1 v 7 TBRILPNG DA T,
5. [Continue to Next Step] 7 U v 7 LET,

[Application Configuration] 77 v a V' BNERINET,
6. [l have the SAML configuration] 2S®IN STV DH Z L AMER L £,

7. [You will need to download this SAML metadata to configure the application] ¥ 7 2 5 >/ C,
WDT 4=V FERELET,

1. [Signing Certificate] T, [PingOne Account Origination Certificate] K= » 7% 7 L A7
VarEHEHLET,

2. [SAML Metadata] D#{iZ & % [Download] #7 U » 7 LC, PingOneldP A ¥ 5 — ¥ %
77 ANMVITHRIFELET,

3. SSORTEEETTHITIE, T, ZDPingOneIdP A % 5 — 4% 7 7 A L% Cisco
vManage [ZA VAR — b T O2MERH Y 7,

1. Cisco vManage D 74— AL~—C, [Administration] > [Settings] % &R L £ 7,

2. [ldentity Provider Settings] > [Upload Identity Provider Metadata] &7 U > 7 L
T, f&fF L7z PingOne IdP A % 57— 4 7 7 A JL% Cisco vManage (21 > 7"— kL
ij‘o

3. [fRfF (Save) |7 U w27 LET,

8. [Provide SAML details about the application you are connecting to] €2 > = > C, IRD 7 4 —
NV RERELET,
1. [Protocol Version] T, [SAMLV2.0] %7 U v 7 LE7,

2. [Upload Metadata] T [Select File] %2~ U »» 7 LT, %47 L7z Cisco vManage SAML A
BT —HT 57 A )% PingID ([Z7 v 77— KRKL%J,

PingID |, AXT—X 77 A NEEHFILL, DT 4 — /L RIZATTZ HLERH
Dij—o

3 DT A4 =N FEENPELIANESN TS Z LR LET,

Z4—ILF &
Assertion Consumer Service (ACS) <vManage URL>/samlLoginResponse
Entity ID Cisco vManage @ IP 7 K L &

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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CiscovManage Dt v ~7 v FEHE |

J4—ILF B

Single L ogout Endpoint <vManage URL>/samlLogoutResponse
Single L ogout Binging Type Redirect

Primary Verification Certificate SERAE O 4 B

Encrypt Assertion EE) 7H—va vz liang,

T =g VAT H w7 EONEE
PERFAET DAREMENRH D £,

Encryption Certification FERAE D4 i
Encryption Algorithm ({LE) AES 256
Transport Algorithm RSA OAEP
Signing Algorithm RSA SHA256
Force Re-authentication [1ZV (True) ]

9.  [Continue to Next Step] %7 U v 7 L £,

10.  [SSO Attribute Mapping] 2 > 2 > T, IRD 7 4 —/L REHREL £,
1. [Addnew attribute] 2 V v 7 L CIRDJEMEZEI L 7,

1

[Application Attribute] T7 7'V 77— 3 V@M% [Username| & L CIEML E
ﬁ‘o

[Identity Bridge Attribute or Literal Value Value] % [Email] IZF%E L £ 7,
[Required] = v 7 R v 7 A% 4N LET,

[Application Attribute] THID T 7'V &r— a V@M% [Groups) & L CEML E
R

[Required] = v 7 7R v 7 A% A4 2 LT, [Advanced] #7 VU v 7 L7,

[IDP Attribute Name or Literal Value] =2 2“2 > C [memberOf] #27 U v 7 L,
[Function] T [GetLocalPartFromEmail] 22 U v 7 L$£7,

2. [*fF (Save) 1227V v 7 LET,

11. [Continueto NextStep] #27 U v 27 LT, JIN—TF7 IR EZHELET,

12. [Continue to Next Step] #2 U v 7 LE T,
13.  [Finish] #27 V v 7 350N, RENTXTELWZ L 4R LET,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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#mikantz7—roizE |

BIESNT=NNRT— FDERE

R 3 HEEDEE

HaE

1)) — X 1EH B

iy

mib SNz AT — K CiscoIOSXE VU U —=% 17.3.1a | Z DIEREIZ L V. Cisco

vManage C/SA T — RR Y o—
IV REMZ T2 F9, X

AT — KRR ——/LH

72 % & CiscovManage T
LRI 72 N A T — RO RN

R S AVE T

Cisco vManage V Y — 2% 20.3.1

R AT ISR ) —

O

GRIJIRNAT — ROERZEID LET, 72/ SA T — RO Z i3 5121, CiscovManage
TRAY—=RRY ==V EHNNTELERH Y 7,

1
2.
3.

\}

Cisco vManage O 78— AL~3— T, [Administration] > [Settings] % &R L £ 7,
[Password Policy] C. [Edit] 23R L £7,

[Enabled] %2 V v 7 LE7,

77 /L h Tl, [Password Policy] I& [Disabled] IZ7% & S 4L TV E T,

[Password Expiration Time (Days)] 7 4 —/L K C, /NA T — RRHAREINIZRHETOBRE
ZIRETCEET,

T 74V R TiE, NAT— ROAZHIRIE 90 AT,

NAY — ROAZHIRPEIN DA, AMIROFEE H KRN S AV — FOEHEZRD D
NF=BFRENET, THIF30RATY, 2L, NAT—=FOAZBIRT 4 —/L Fs
60 H AR IZRE SN TV AEEIL, HELLAEOESBNERESNET, AV —R&%
BLpnwe, v /A BERT vy 7 ENET, 2= =TIy ey 7S, Th
v howy 7 ZfRERT HI121E, EHEICER T OLER DY £,

GE)  RRU—FEZHARARY > —i%. admin =2 —V—IZi3@EH SN EH A,

INA D — REH

Cis

co vManage TlE, /RA T — KK = b— L EZHGHTDH L, IRO/SAT — REMA5E

ShET,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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A EN B8R T — FRITEH

« 8 CFLL kL 32 CFLAT,

D L b 1 DORIFHET,

« DI LB 1 DDINTEE T,

DI LB 1 OOKTEETD,

7 L 1 ODORRT B2 @S% & *-) EBETe,
c INF—LE TP EEE 20,

HAEN B8R T— FRTEY

)

T IRy 7 SRS ET, 6[HEKE L TRAY— 2T TEET, NAT— RRTTIC
6 [T DL, 150y 77U banEd, THHOWMITTIEL S RWARAT— REZAT)
THE, u A URHFASNT, 150500y 7 24— HORGSLET,

TAV IRy SN h, TAU Y FRAEBNICE v 7 RSN D E T 15 HfEfF- TS
EIvy, Eid, BEHEICEKE L TRV —Fa2 )ty 50, EHECT IV For Yy
I IRIRAAIH L TS 72 &0,

G¥)

NAT— REERBIAF LR o880, Thor MIiny 72 ShET, SATU—RK7 1 —
VR AT LR WEE, NAT— RIIESEITELL RV E R2ENE T,

INRT— REER o—

\}

G¥)

Ay snf-a—

RS RAT — REFNCT HITIE, /SAT— KRR Y = L= L BNEN 72> TV D LR D
D FEd, FEHINZHOWTIE, DR/ NAT— ROdH] (39 X—) 2R LTI,

RAT— REBFHRETHHEE, EEHLEZD 55020 —F @HoOHEnW 2T —RE |
DOBAEDNRAT—FR) LRI ARV —RIMEATEEE A,

CiscovManage Cl&, /SA T — FNOD R L b4 ODMEOLFEELTHMLERH Y £,

-0ty k

=P —PRRAT— REEHEERIT L %ICa vy 7 SNTF5E. LDERNEREZEHESEHEE .
DA —HF—DRRAT— REEHFTXFET,

2—H—=ThTr hoa -y ZTERICIE, NAT—ROLEFLa—F—TH o hoa sy U ER
D2ODFHENRHY F7,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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CiscovManage Z{#fA L fz1—%—DEE .

A\

GE) ZoEEEZFETTEH0O1E, netadmin = — % —F 72| User Management Write 2 — /L & ff-D L —
Y= T,

nyZ INfa—F—0 2T =2ty N5, ROFIRIZHENET,

1. [Users] ¥ 7 ([Adminigtration] >[ManageUsers]) C. v v 7 Zfighrd 27 h 0 K& FFo
2—P—Z U X MNHEIRLET,

2. [More Actions] 7> 2 %27 U v 7 L, [Reset LockedUser] 227 U v 7 LE T,

3 [OK]Z#Z7 Vw7 LT, ryZd3nlka—F—DR AUV — 2ty bT5ZLaiRLE
To ZOEMEIIIRVIET LN TERVO T, EENLETT,

F721%. [Cancell 27 U v 7 L CHEMEA Sy A TEET,

CiscovManage L -1 —YF—DEE

CiscovManage DL —H —B L N2 —H—7 —7% 800, e, £, ETHIRT 2120,
[Manage Users] 7 o & FU &2 L £,

N
G¥)  adminz—H#—tLTrZ A L TWbHa—H— F72iF [Manage Users] & X ALHER % FF >
a2 —H—721F 3, Cisco vManage D= —HF —B L O —HF— 7 /L —T7 %8, e, F72I13HI

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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. Cisco vManage Z{#f L =1 —Y—DEE

K —YF T N—F1F, ZDET v a ORI TV ADERED T AT F 7213 E X IALMER %
(T FT, EXALMERICITFHEAI D RN ENE T,

\}

GE) I _RTO2—PF—TN—T70, BRINTZFHLEY 23RBS ALHMERICEHR 22 <. Cisco
vManage % v ¥ 2R — RICE RSN D IHEMEMHR TE LT,

R4: 12— 51—

FAHELY HERR

EEAHER

[Monitor] > [Alarms] [ C,
TT=LT 4 NEEBIE L
TN ATHERINTET T —
LaRRLET,

BINOHERIZSH Y 8 A,

o s

[Monitor] > [Alarms] i &

[Monitor] > [Audit Log] i# i
T, AR 74 VEERE
L. XA ADTXTDOT
TAET 4 IElT R T2k
RLET,

BINOHERIZ®H Y 8 A,

AL

[Configuration] >
[Certificates] > [WAN Edge
List] T, A—3—LA x> I
T—=JHNDT /A ADY A K
R LET,

[Configuration] >
[Certificates] > [Controllers]
T, REAEFEAZK (CSR)
R LET,

[Configuration] >
[Certificates] > [WAN Edge
List] Wi T, 7 7351 A & MGk
BLOEDLL, T3 X%
AT—=V 7L, Bhiray
e —FF N, 2D TV
&5 % CiscovBond A —#4 A |
L—a U IEELET,
[Configuration] >
[Certificates] > [Controllers] [
T, CSREZAM L., BAN
XAEEAE A A h—L L,
RSA F—~_7% Uty FLEZF
75

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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CiscovManage Z{#fA L fz1—%—DEE .

FAHELY HERR

ETAHER

[Administration] > [Cluster
Management] i T, Cisco
vManage TENMEF OV —E
A CiscovManage —/3—{C
S TWD T 2D Y
AR, BROZ FZAZNOT
~ T D Cisco vManage % —/3—
TEHATRE R — B X L EfE
P OY—ERIZET HIFHE
HRLET,

[Administration] > [Cluster

M anagement] [l T, BIfED
Cisco vManage ® IP 7 K - &
%78 ® L, CiscovManage ¥ —
N—2% 7 FAZIZEBML, #E
T R—AEREL, 7
Z A H D Cisco vManage H—
N—%Z iR LOHIBR L %
D

FIA A A X B

[Configuration] > [Devices] >
[WAN EdgeL ist] W& T, 7 /N
A ADFATHOKEELE T —T
NRE, TV T L—hT 7
TAETaour BLOT
A ZANDRET 7T L— |
WHOAT =2 A %FRLE
o

[Configuration] > [Devices] >
[Controllers] i T, 7 /34
ADFATHOBRE L v —T )L
RERL, aryhu—I5 34
ANDRET > 7 L— b H
DAT—HZARRRLET,

[Configuration] > [Devices] >
[WAN EdgeList] Hifi T, 7 /3
A ADFFAFERL D T NFES
7 7 A /v % Cisco vManage (Z
TyZu—RL, T R%
Cisco vManage X EE— Kb
CLIE— FicUIW Fx, 7/
A ARELZAE—L, X b
U= DD T A Z &R L
£,

[Configuration] > [Devices] >
[Controllers] Ejjf T, A—/ —
LA Xy hU—=Ihbar b
0= 7 R & BB LD
HIBRL, 22> hr—F 734
ZDIPT KL ALz AN
WAL LET,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .




. Cisco vManage Z{#f L =1 —Y—DEE

CiscovManage Dt v ~7 v FEHE |

HaE

FAHELY HERR

ETAHER

FNRA ADFE=H Y T

[Monitor] > [Geography] i
T, T3 AOHBE) A&
ZFRRLET,

[Monitor] > [Events] Hijfi T,
TN ATHEAELA R B
ERRLET,

[Monitor] > [Network] [#i& <
(THA ARFRE TN D
BEDH) . Xy NU—IN
DFNAAZADY A K& T
A ART —H ADEE
TA—T Ny A AR
vz (DPI) LU Cflowd
7u—F#H, FT7 U AFR—F
n/r—3v =3 (TLOC) 7 A,
B, BLOY v ¥ —1FH,
IR L b VB,
AT BAT—H A 72BN
AR NEEBIZERRLE
7

[Monitor] > [Network] [ C
(T APBIREN TN D
BaoDH) . T3 A% ping
L. hL—Z— F&FET
L.IPT Y DT T 4y
IR LET,

F A Y T— |

[Maintenance] > [Device
Reboot] i T, FHEERIEZ
FATTE LT A ADY A b
wFRRLET,

[Maintenance] > [Device
Reboot] E& T, 1 2L kD7
NA 2 FEH LET,

A H =T AR

[Monitor] > [Network] >
[Interface] & T, 7 /34 &
DA H—T =2 A ZZETD
e RRLET,

[Monitor] > [Network] >
[Interface] i T, Fv¥— b7
ToavamEL T, £RT
DT —HDEA T EFIRNL
KT 27— 2 OHIM A RE
LETS

Manage Users

[Administration] > [Manage
Users] B ¢, = —#—¢&
2—W =T N—TEFRLE
R

[Administration] > [Manage

Users] [#fii C, Cisco vManage
Da—HP—ba—P—7 )L —
TOEM, ME. B L OHIER
L, =% =7 —TDHERR
ZHmEL £,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K



| CiscovManage Dt ~7 v FLEE

CiscovManage Z{#fA L fz1—%—DEE .

FAHELY HERR

ETAHER

AU — (Policy)

[Configuration] > [Policies] [
T, *v hT—=7HNOFTR
T? Cisco vSmart 2> f 12—
7 EET A ADHLER Y
V—EFRLET,

[Configuration] > [Policies] [
T, *v hT—=7HNOFTR
T? Cisco vSmart 2> f 12—
7 EET AL ADHLER Y
= ERk. . B L UH!
FRLET,

RY S —DERE

[Configuration] > [Policies] [
T, fER SR Y 2 —D
U b EZOFEMERRLE
—é‘(}

[Configuration] > [Policies] [
HT, *v hT—=7HNDOFTR
T® Cisco vSmart 2> k12—
7 BIOT A ZADIEARY
—afERk. WL B L UH!
PRLET,

RN —D R

[Configuration] > [Policies] &
HT, AU —2AINT
V5 Cisco vSmart = > k12—
7 DBAED AT — X A FoR
LET,

[Configuration] > [Policies] &
T, Xy hT—ZHNOFTR
T ® Cisco vManage t—/3— D
WwRY o—%T7 77 471k
BXOFETI7T47LLE
R

—T 4T

[Monitor] > [Network] >
[Real-Time] #i[fi T, 7 /3A A
DY TNEA DIV—T 4T
e RRLET,

[Monitor] > [Network] >
[Real-Time] Hifi T, ==~ K
7 4V EB L CERE TR
i b St E T,

Settings

[Administration] > [Settings] &
[ C. #f#k4 . Cisco vBond
F—7 A ML — 3 2 ®DDNS
FZITIPT RLVA, T34 R
WA SN TWD Y7 b=
T Dx— g, Cisco
vManage D& 7 A L _X— D
T AL BN — B LOWEET
THRZINET DD DOBHED
REERRLET,

[Administration] > [Settings] &
[ C, #f#k4 . Cisco vBond
F—7 A ML — 3 2 D DNS
FIXIP T FUA, GEIERR
RERXE ., T N AT H S 4
TWBHY 7 =T D/—

¥ a2, CiscovManage D1 7
A= DI AL BN
T—. B L OHEEHE 2 IR
T 572D DBUE DR E & itk
L. Web ¥— N—ZEHEDGE
HEZEAZR (CSR) &Rk
L., iEAEEZ A A =L
7,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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HaE

FAHELY HERR

ETAHER

VT RNG =T Ty T TL— R

[Maintenance] > [Software
Upgrade] i ¢, 7 /314 A D
VAN VY7 N0=TT v
7 L— R&FEITTE % Cisco
vManage D 7] A HZ LS F—
BLOT A 2 TIITENT
WbHY 7 N =T OBED
N—=a xR RLET,

[Maintenance] > [Software
Upgrade] i ¢, 7 /31 A2
LW T ho=2T A A=Y
BTy T —RL, T3 X
DT NT 2T A A=k
Ty TV—=R, TIT 4T
fb. BEUHIBRL, Y7 b
VT A A=V ETINA AD
T T HI b A A—TITRIEL
E AN

VAT b

[Configuration] >[Templates] >
[Device] [ T, Cisco
vManage 7 > 7 L — k& fif ]
L TREINTZV AT AR
DINTA—=B R LET,

[Configuration] > [Templates] >
[Device] [ T, Cisco
vManage 7 > 7 L — k& fifi ]
LTV AT LAEBERDI/INT A—
HaRELET,

FoL— NDEE

[Configuration] > [Templates]
HE T, EET T L— R &
TNNART T b— N ERR
LETS

[Configuration] > [Templates]
T, EET T L— R E
TET A AT T L— &
TERR. MR, HIBR, B LU=
v—LE7,

S L— DR

[Configuration] > [Templates]
BT, 7/ AT 7 L—
F3EH S TND T /31 R
wFRLET,

[Configuration] > [Templates]
T, TN AT T L—
N7 3 2 A L ET,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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CiscovManage Z{#fA L fz1—%—DEE .

FAHELY HERR

ETAHER

[Tools] > [Operational
Commands)] Hf T, admin
tech a2~ REFHLTT A
A ADY AT WAT—H A
WMAENELET,

[Tools] > [Operational
Commands)] Hf T, admin
tech a2~ REFEHLTT A
A ADY AT WAT—H A
AUV L, interfacereset =

~ Y REMHEH LTI ROBERE
TTNAADA HE—T = A
A ¥y MU LTHE
gLET,

[Tools] > [Operational
Commands] H{fi T, v b
U—2 R LTI LW
NA A% L. Cisco
vManage & [Fl# S & £7,

[Tools] > [Operational
Commands] B[ T, 7 /31 A
~®D SSH & v ¥ a3 & fifEsr
L. CLIZv v REHITLE
R

WKDORIZ, v VFTFF o NBETOE—L_N—X T 7 ZX a2 ha—/,L (RBAC) Oz —HF—
TN—THERD U A M &/ RLET,

* RIFFAHHD HERRZ SR L E 97,
cWITEZIAAMERZRLET,

R5:XILFTHY FREDRBACL—H—J)L—T

HERE Provider Admin | Provider Operator | Tenant Admin FFUrPDAR
L—4

Cloud OnRamp RW R RW R

awgg—a RW R RW R

RBAC VPN RW R RW R

v¥a U5 RW R RW R

¥V T4RY  |RW R RW R

T—BOE

vAnalytics RW R RW R

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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. Cisco vManage Z{#f L =1 —Y—DEE

Add User

1 Cisco vManage C, [Administration] >[ManageUsers] %% L £ 9, [Manage Users] [Hif]
DERINET,

2. T 7#NV BT, [Users] A YNBSS TWET, T—T M, T3 ATHEEI
TWAa—HF—D U X N FRENET,

3. BHFOa—V—0N2RTU— REfRE, HIBR, FFEET 5123 AMO [Morelnfo(...)]
ZI-C. [Edit]. [Delete]. & 7=i% [Change Password] &7 VU v 7 LE79,

4, [AddUser] #2727 U v 7 LTH LW 2—F—28MML F7,

5. [Add New User] ~—<""C, [FullName]. [Username], [Password]. 34T [Confirm Password]
R A A LET,

6.  [UserGroups] Kr v ¥ 0T, a—H—%2BNT 52— =7 L —T%2RINLET,
7. [Resource Group] R v FZ 7T, U Y —RATN—T %R LET,

GE)

ZD7 4—/v FiLCiscolOSXE U U —2& 17.5.1a I CTRIACE £,

8. 2—Y =T N—T%BINT HI21E, [Add User Group] R¥ > %27 U v 7 LET,
9.  [Group Name] 7 « —/V RiZa—H =7 V—TF X2 A LET,
10. =P —7—7ZE Y M CT5H[Read] £7-1X [Write] = v 7Ry 7 A% A N2 LET,

A—H DI

A=W —NT NS AT 7B AT HMEN 2L o2 GHIE, £ —F—%HIfrTEE 7,
2=V —%HRETH L, FOZ—VPIHIGT DT NS AT VA TERLI 2D ET, 22—
F—Bu A LTWBEEE, FOoa—V—ZHRLTbre Ty b ERHA,

2 —HEHIRTHI21E, ROFIEEZFEITLET,
1. [Users] # 7 C, HIfRT 22 —H =227V v o7 LET,

2. T NOXET DITORICEH 5 [More Actions] #27 U v 7 L, [Deletel #27 U v 7 L%
D

3. [OK]%Z7 YV v/ L Ca—HV—DHIBRE#ERELET,

A—HOFMDESE

a—P—Du I AERETFLIZY, 2= =T =T O —P—Z BN EITHIERT 5 2
EMTEET, r7A LT L2 —P -0l zmE LG 6, AT 02 —F =)
nZ7 7y b LIZRICANICR Y £,

A —FOFEMIERZRET DI2IT, KOXSITLET,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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cuzEALa—v—onE [

[Users] # 7 C, ifMliEMAmEST 22—V —%2 27V v 7 LET,
T =7 N DORNGT HITORUIZH 5 [More Actions] 227 Vw27 L, [Edit] %27 U v 7 L7,

2—POFEMERELET, 22—V =T N —TDa—F—ZBIEITHIRTLHZLHT
TET,

[Updatel 7 U v 7 LET,

A—4 NRRT—FOER
VEIZR LT, 2= =D RT— FERHFTEET, BARNAT— FOMEHZHESR L %

B

DDA T = FEETY BT, ROFIAICHENET,

1

2.

[Users] # 7 C, "AU— RK&EHETLH2—WF—%7 U v LET,

T =T NDXIGT HITOREZ$H D [More Actions] 27 Y 7 L, [Change Password] & 7 V) v
7 LET,

HLWASRT—FZ AL, ThEMRELET, HEO2—F—=n A LTWLH5HE
Frr7o hshEd,

[Donel %7 U v 7 LET,

SSHE v a3 vEFERALTTFAARIZATA Y LTSI —F—DHER

1
2.
3.
4,

Cisco vManage D 78— A~X—C, [Monitor] > [Network] Z 34 L £,

[Hostname] ¥ C, fEHT 57 A A& RIRL £,

T4 RUDEMT, [Real Time] 27 U v 7 LET,

[Device Options] ©. [AAAusers] (CiscolIOS XE SD-WAN 7 /31 ZDA) #ER L E7,
ZOTNA R A LT Ha—HF—D U A MRFRRINET,

HTTP vy a vzZFERALTTAMRIZAGSA 2 LTWBI—F—DHER

1

2.

Cisco vManage D 7R — A~3—C, [Administration] > [Manage Users] % 4R L £4°
[User Sessions] & 27 U » 7 L'E7,

Cisco vManage NDT X CTDT V7 4 772 HITP v a DU Ak (—%—4, KA
AU, EFEIIP T RLAREEZET) BERINET,

CLI#ERAL-a—HY—0E%E

BT NAATCUZHEM L Ta—F—n 7 ERERETE LT, ZOHECKY, BMO
=P —ZER L, ZNODOZ—F—IZREDT A ANDT 7 AT 5 Z &3 AlhE

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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B cwzemLra—v—ozE

TY, CLIZHL T2—Y—DdDIERT 51 74 U1EHIZ, % D=2—3% —0 CiscovManage
B7ANERENIRRDBDICTHIENTEET, £, T/ M AT LRI L2—F—DR
Hua A AEREEMRTE E9, netadmin H#ER % FF2> 79X T? Cisco I0S XE SD-WAN 7/
A A =W =N, FlLnaz—P—%{ElkTEET,

a—=YP=TH 7 NAFKT DL, =R ERAT—REREL, =Y —2 L —T
ul_bDL/jEjAo

KON, BEFED T N—T ~D2—H— Bob DiEMEZ/RLTHNET,
T /NA A (config) # system aaa user bob group basic
WOBNE, H LW IL—7 test-group ~DL—H— Alice DiEMZ /R L THET,

T /3A A (config) # system aaa user test-group

?D§4'Z(config)# system aaa user alice group test-group

=P =L ORIT1— 128 LFT, LHITHEFIZTLILERH Y £3, ARNEHTE L0
E. LT, 0 9DHTFE, T () . TR Q) . EUFER () ORTYT, ERILF
AT EFA, —HOZ—F—A1F, PRHEINTVLLEDICHETEEFA, TREA
=P —Z DY A MIOWTIE, [Cisco SD-WAN Command Reference Guide ] Taaa =27 ¢
Fal—raryavr REasRLTIZEN,

/\7\7 Kix, 22— —DRRAT—RTF, HE2—PF—ZHIZIFXAT— RBRETH), 2—
—IXHDDNRAT — REEFTEET, CLI“C:L SCEEFIRT SIS E i, AT — k
Mﬁﬁ@T ERECERREINETA, 2—P—(Z1X, Cisco I0S XE SD-WAN 7 /34 & |Z
74V¢5%u\ELVAXU~k@ﬂﬁ%SEﬁ%é_kﬂT%iﬁg5@®ﬁﬁTEL<
AN T& fmxot]ﬁm FO2—P—[ZT A Aoy 77U NS, FEe A 2Rk
L FETIZIS B ORERH D £7,

T N—T40%, Cisco SD-WAN DOIEHE 7 )L— 7 D4 i (basic, netadmin, %7213 operator)
2, usergroup 2~ K (#hih) CTHREINZIN—TOL4FITYT, BHEZ—P—NTL—
THEERTDHZLICL o Ta—F—DHREET T 556, 20a2—F—X, TOLZIITA
AAZRTA L LTWDHERTZT T REN, BERSA VT HLERHD T,

admin = —W—%& O THHFEEOT 7 4/ b 232U — X, admin TJ, CiscoIOS XE SD-WAN
FORNA A TAINCRET D E X, ZONRRT— REZEESTLHZ L 2mHELET,

/34 A (config) # username admin password
$9$3/IL3/UFZF2F3E$J9NKBeKlqu9Emek6F5vAiDMOFQfD.QPAmMXDdXZ.C

NAT— KX, ASCI XFHITHRELET, ROFIO X HIZ, CLI TiE, XFHNNRT ITHE 5
LI, WNRAT— RigHARD R TR RrINFEEA,

T /34 A (config) # show run

aaa authentication login default local

aaa authentication login userl group basic
aaa authentication login user2 group operator
aaa authentication login user3 group netadmin
aaa authorization exec default local

RADIUS Zffifl L T AAA FREEZ EIT L TWAEEIL, NAT— RE2MERT L L HICEED
RADIUS #—N"—%HETEET,

T /3A A (config)# radius server tag

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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Cisco vManage TDt v > 3 VDETE .

2 7%, radiusservertag =~ > R CiEF L7274 T7 ( [Cisco SD-WAN Command Reference
Guide,ﬂ %7;5%) o

Cisco vManage TDt v > 3 VDR E

® 6 RREDERE

HEED B 1)) —RIEHR B

CiscovManage TOE v = & |Cisco[OSXE U UV —2Z 17.3.1a | ZOWRe A HT % & Cisco
DBE Cisco vManage U U — A 20.3.1 VMa‘nage @W%B“C“F'fﬁli\fb\é

TXTOHITP Yy a %
MRTEET, 2 —¥—4,
BETIPT LA, 2—H—
DRAA L BEOZOMD
THMOFEM R TR INET,
A—YP—EHEZART 7
A% RO —Y — (netadmin
a—H—) JE BEbLuna—
F—Dryarours7y
N N T—TEE7,

CiscovManage TDYUV SA 7 bty a3 34 LTI FDERTE

CiscovManage CTZ 7 A7 b v a XA LT T hARETEET, XA LT 7 MRRE
SNTNLGE (F—AR—FNELEF—A =0 77T 4 ET 4 RRNEEDHA LT T b
E) 7T AT Y MIVAT AN ARBMICE ST U hERET,

1. Cisco vManage D7~ — AL~<—C, [Administration] > [Settings] Z 341 L £ 9,
2. [Client Session Timeout] 7 U v 7 L %7,

3. [Edi] =27 V> 27 LET,

4. [Enabled| %27 Vv 7 LET,

5. ZALT U MEESEATHELET,

6. [R1F (Save) 127V v 27 LET,

CiscovManage TDt v 3054 734 LDEKRTE
Yo arIATEA LENEMTRETHZEICEY, By arvdaT7 7T 4712 LTHEL
R ZHEECEET, By a v IA4 744 L0F, By va 2777 472U TR ZER
X B LET,

BEAFFAEIT CiscoSD-WANI >V 74 Xalb—o 3y HAFK .



Cisco vManage Dty b7 v T &% |
. CiscovManage TOH—/N—t vy 3>y B4 LT FDHRTE

TITHN DRy a T T XA LT 1440 531 (24 KR T,

1. Cisco vManage M 75— L~2—C, [Administration] > [Settings] % E4R L %9
2. [Session Life Time] #7 V v 7 L%,

3. [Edi]z27 V> 27 LET,

4. [SessionLifeTime] 7 4 —/V R T, v a XA L7 ME (DHALD) 2 FKayrXoy
UZ MBI ELET,

5 [f&fF (Save) 127 U7 LET,

Cisco vManage TOHY—/\—t vy 3> 84 LTI FDETE

Cisco vManage CH—_— kv a vy XA LT U MERETEEST, —1—ko a3 ¥
ALT U NI T 7T 4 TRRRTHIREIAUZ 2 5 F TIZY— =03k v ¥ a OBEEZHE
FTo0NERD LM ERLET, 774V OV — "=ty g A4 L7 7 ME30HST
j‘o

1. Cisco vManage ® 75— L~2— ., [Administration] > [Settings] % E4R L %9
2. [Server Session Timeout] #7 V v 7 L£7,

3. [EBdit) %27V vZ7 LET,

4. [Timeout(minutes)] 7 4 —/V KT, ¥4 LT U MEZZEMNTHRELET,
5 [f&1F (Save) 1227 Uy 27 LET,

A—F—HrYDRRtEY L a  HBOEHEL

a—P—H T LI SNASFEFHTIP v ¥ a VO KEEZAEINCTHZ ENnTEET, |
ELT2ZANTHHA. 2 00RFEHTIP £y v a DA ZHA ZENTEET, RLa—
P—HT3DOHOHTTP by v a 2RI LTDE 35D Y a3 /X7 7B AMENR
FEan, kRbEnwkyrarpne s/ 7o hanEd,

1. Cisco vManage ® 75— L-~2—C, [Administration] > [Settings] % 2R L %9
2. [Max Sessions Per User] #7 U v 7 L&,
3. [Edit]#27 VY vZ7 LET,
4. [Enabled) 227V v 7 LET,
7 7 4V bk Tld, [Max Sessions Per User] |& [Disabled] |ZF%E AL TV ET,
5. [Max Sessions Per User] 7 4 —/L R T, a2—H—F v a OREREOEEEEL £,
6. [trfF (Save) &2 U v 27 LI,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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NTP 7 KLADEE .

NTP 7 KL ADETE

DY ard by 7 Tlik, Network Time Protocol (NTP) 7 KL ZDEREFTIEIZDONT
S L E9,

B/ FFA T Cisco SD-WAN A —/A—L A v kT—4 D NTP

Cisco SD-WAN /L7 H—E RR—4 )L (SSP) 7% Cisco SD-WAN A —/X—L A X fNU—7
PERTDE, T ==L A Xy FU—F7 DO NTP h—_R—0NHEICHRESNET, &
ESND Y — "%, KEENAREE I ATRERER & (NISTRRAER A) NTP —/3—T7,
07 EFRTIHEE, a7 DEALAZTE, ZHHDNTP —_— 2% LET,

Cisco SD-WAN SSP [Z, kD X o2, A= =LA %y hU—ZZ L CTEIR LI=BATIC S
W NTP — " —Z e LET,

* [US Gov West (California)] : @ = 5 KD NTP H—/3—
* [US Gov East (Maryland)] : AV —7 > KD NTP $—/3—
TRCOFHFIE T T A _X— k7 Z 7 F (VPC) 1%, USGovernment Cloud West T A b &

NFEIF, 0D, 26O VPCIZH L TEREIND NTP — 13—, =2aF Mo NTP
P R—=TTF,

BT, OB > a OIS T, NTP —R_R—%2 R ETEE£7,

Cisco vManage Z{# M L 7= NTP H—/\—D&E

Cisco A—/3—L A F v hU—=INDOTRTDT /A ATHAZFMT 572012, T34 AT
NTP —_—ZHELET, K4 ODNIP Y —_"—ZHETEET, 5DV ——Z
FT_C, FLCVPNIHIZERESINL TS Y, T VPNINTEEZERRECHDIMENH D 77,

1.7 734 Z 3 Cisco SD-WAN 7 /31 2 ZHEZ 2 [Vt 5 2 L3 TE £ 348, CiscoSD-WAN
TNA A% NTP r—_"— L LTHEHATLZ LI TEERA,

Cisco vManage 7 > 7' L — b & H L T NTP % — — %2R ET H121E, RO FIEIZIENE T,

1. ZoO®v7TarOFiAIcit> T, NTP RT A —H 2K ETH NTPHEET 71— b &{E
E‘Zl/i@—o

2. VATALATLUT VL —FTHA LS =0 EHRELET,

TUTL— DA
1. Cisco vManage 77— A~2—3C, [Configuration] > [Templates] % %4 L £,
2. [Device] # 7 C, [Create Template] 227 U v 7 LET,

3. [Create Template] K2 v & 7> U X h)35, [From Feature Template] 38R L £ 97,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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CiscovManage Dt v ~7 v FEHE |

4. [DeviceModel] Ru v FX TR ING, T L—NARERT 2T A ADZA T %

BEIRL £,

5. [Basic Information] # 7 &2 U » 7 LE7,

6. U1 r RUDEMIZ

¥ % [Additional Cisco System Templates] T, [NTP] %227 U v 27 LE7,

7. [NTP] Koy 7*#7 U X k)b, [Create Template] Z &R L 97,

[CiscoNTP] 7 > 'L — R 7+ —LBRERINET, 7+ —20 BEIZITT 7 L— M4
RiZfHT 272007 4=V ERHY . FEHIIINTP R T A —H EZEHFZETDHZODT 4 —)b

R3® D £,

8 [Tv7L—I4

(Template Name) | 7 4 —/V RIiZ, T 7L — FDOLRIEZATILET,

AHTORARIT 128 LF T, FHTFOREEHTEET,

9. [Template Description] 7 4 —/V {2, 7> 7L — FOEHEZ AT LET, MBAOKRKEIT
2048 LFT, HETFOLEMHEM TS ES,

WD THERET 7 L— b & T 740 MEZFFO/RT A —% T L2, ZOHiFAS [Default]
_ﬁﬁéh(%I/ﬁv—afTéhé)\77jwb REFEINET 7 4L MENFE Téhi
To T ANMEZEEET D), BEAITTTHITIE, T A =T 1 —)L ROLEMNZ i
DRy FHXTL VA NE7 )y 7 L, ROWTANERIRL ET,

R7I:NFA—FDHEHDHRTE

INT A —B DEH

#EHEDERHA

TINA REH (KA
rOT A a2 TRE
ns)

FA AEE DB AT A — 2SN ET, FA AEEDAT
A =B OEE | HRET LT L— NTlE AN TE A, FA 2T
FL— BT AL ACEAT S X0, HEANLET,

[Device Specific] #7 V v 7 342 & | [EnterKey] 8N v 7 ANKRRINE
To ZORy 7 AZE, BT D CSV 7 7 A VIND /8T A — X Z50]
TH—BOXLTIHTHLIX—NRREINET, 2077 AL, F—T
L1 DDFNEELe Excel A7 Ly Ry — R TY, ~y X —{TITiEF—
4 (T2 EIC120%—) BNEFhET, TOBROEITIE, T3 A1
RIEL, TOTNRAADXF—DEEEFRLET, TA AT T L—F
BTN AZHEHAT D EXIC, ZOCSV 77 ANVET v u—RKLF
T, FECOVWTIE, [Ty 7L —MEEDOAT Ly Fy— F OB
BB TLEEN,

T AN NOX—%ELTTHIT0%, HLWIFHE AT L, [EnterKey]
Ry 7 A= VEBE LT,

FTNRA AFEFDORTA—=ZDHELTIL, VATAIPT RLA, iRA
c4, GPSarr—rar, VA FIDRERH Y F9,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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Cisco vManage % fi L 1= NTP Y —/\— D% E .

INT A —HB DEFH

EE DA

ga—/NJL (HiEko
TAaLTRIN
)

TG A—=HDEEANN L, TOWEETXTOT /A A A LET,

WHTEARTA—=ZDOHIE LT
AR —=T A AMTURENH

TN, AD T N—TIZ T m—r3LZ
I%. DNS #—,3—_ Syslog th—+3—,
DET,

_}'l.l-'-|

NTP H—/\—DZE

NTP Y — =% R ET HIZ

. [Server] # 7% 27 U > 7 L. [AddNewServer| %7 V v 7 LT,

WDINT A — 5%&ELE?ONWﬁ~A_%ﬁE?6%Q\TXﬁUxﬁ@HPkﬂif—

& Li%‘zﬁ?ﬁ—o

R NTPH—INERET D=HDINTA—4

INTG A=A Z SR BA

RRABRRNIPTZ FL |[NTPH—_—DIP 7 KL A, NTP H— _R—~DBEHFEEITRE LT

R* W5 DNS H—_"—DIP7 RLREZASLET,

SRR+ — ID* MDS5 FBFFEZH N T B =012, NTP H— X—|ZBE AT T 5 7= MD5
X—ZEELET, T —ZWEI T HIZIE. [Authentication] % 7 D
[Trusted Keys] 7 4 —/L R C, G TZAbD L LTv—27 T HMEN
HVFES (HTHHALED) .

VPN ID* NTP — " —{ZEZET D= OIEHT D2 MENH D VPN OE57)>, NTP

ﬁ%ﬂ%ﬁﬁﬁéhfwéwm@ﬁ%%ﬂﬁbiT WD NTP H—
N—%BRELTWDHI . TRTOHONTP $— =25, [A L VPN NI
LERY (A GAY-FiAN HLWNWT@ ARETHDILENH D 7,

BN EPHIL 0 ~ 65535 T,

N—2 3%

NTP 7u hal Y 7 v =T ONRN—=Va VESEANNLET,
1~47T%, 74/ ME4TT,

HOPHIT

EERTA 2 —T
4R

NTP /~7 v hOFEEBIHEHT 2R EDA =T = A AD4HIE AT
LET. ZOA ¥ —TxA AE, NTP H—/3—L[A L VPN NIZH 5
VEBHY ET, £ 5 ThVEE, BERER S ET,

prefer

BHONTP —_"—=RE LA FTHLALJUIHY, ZDHIHD 1D
EERTAEAIE. O &2 27 ) v LET, BARDHBA T X ALL
DY —=R—ZONWTIE, Y7 b =71E, MDA T ZLL~LD
P R—Z RN E7,

NTP $— =% BN 51

¥, [Add] 27 U v 7 LET,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .



Cisco vManage Dty b7 v T &% |
. Cisco vManage Z{ A L 1= NTP 4—/\—D&E

D NTP H—/3—Z B4 521, [AdANTPServer] 7 V v 27 LE$, K4 HDNTP ¥ —
NERETEET, CiscoSD-WAN V7 F U =T 1%, w EVIDOA KT X LAL~LDY——%
HLEY,

NTP Y —N— %2R ET HI121%. = N OEAICHAIREDT A arvr 7 ) v LET,
NTP H—_—% YT 51201k, = RV OIS AT IFOT A a7 0 v r LET,
ERET > 7 L — P ZARIFET HITIE. [Savel &2 U v 7 LT,

NTP S3EEF—DHRE

NTP ']j-“_/\ u:uu {ﬁ)ﬂj—é I uEaf‘ %Eﬁﬁ?‘éllli\ [Authentication] &7;27 U 77 L/\
[Authentication Key] % 7% 7 U v~ 7 L'E9, &KIZ, [New AuthenticationKey] %7 U v 27 L, &
DINTGA—ZEFELET, RREF— %mmﬁ"éﬁn\ TAZY AT DN NT A — 23k
T,

RINTPEREEF—FHRET H5DDINTA—4

INT A—4A | ERBA
£
REEF— | ROMEEASLET,

| D*
* [Authentication Key] : MD5 F8iE¥—ID # AN LE§, ALh7R#MHEL 1 ~
65535 T,

« [Authentication Value] : 7 U 77 % A h F—F 7=IT AESIF {b¥—% A ST L
£

FREHE* MDS#BFEXF—Z AN LET, ZOF—%HEHTHITIE, BEHTEL¥F—L LT
BETLHMENDY £, ¥—% Y — X—(TEHEfHT 521X, [Server] ¥ 7 D
[Authentication Key ID] 7 4 —/L KIZASI L7 b D ERIUEEZ AT LET,

NTP Y — N— DGR AT HEFH TE DX — %23 ET HITiE. [Authentication] % 7 T, [Trusted
Keyl] # 7% 27 Vw7 L, WD/NTA—ZERELET,

RI:EHETEDX—ERET HODNFTA—4

NG A—58% |

BETEIFX—|F—%2fEHTEDbDE LT 7]?‘?5 X, MDS FBFEXF—%2 A LET,
* ZOF—%— " —ZBEA T 5 121E, [Server] % 7 @ [Authentication Key
Hn74%wPKAﬁLk%@kﬁE@%Aﬁbi¢o
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PSR CIN TP ST |

FAL YD R—L VRTL X2 T4 HRDEETE

FAAL Y R—

)

OBV a DRy I TIE, RAAL Y X—h VAT L X2V T 4§L3E (DNSSEC) @
BIETIEIZ DWW T L ET,

L AT L X T 1 HRROBE

Cisco vManage IX, NLnet Labs 3B L7 4 —7" >V —RA 7 0¥ =27 KT % Unbound % fifi
L T DNSSEC 4 51T L £9°, Unbound i%, iHUHHB L ORETE 2 EF 2772 R A
A X =L AT A (DNS) UV T,

DNSSECiX, RAA v 4ZEA v HZ—Fy 8T RLVRICEWT H-0IEHENSEx2) T 4
DL A Y% DNSIZBML £,

Unbound X, 7 —F b &7z 2 —A /L DNS #—/3— L L T Cisco vManage (ZfE & SIVE T,
Unbound X, IRDHZ A7 HFATLET,

*DNS 72U 2 —W AT F U r—=3 2 h5 DNS h—_— 2k LET,

* DNS = N—InLDIEEEMRIEL, 77V r—varhbD 7 2 VIELET,

* DNS = —DfRROFERE X v v 2 LET,
DNSSEC DJi%5 & Mk d % 72812, DNSSEC #—/3— (Cisco vManage TEIfEL T % r—7
/b Unbound #—/3—) (I, BHTLLODOREDOF—TRESNTWDILENRH Y 7,

DNS= Y h UIDNS —"—Z L > TEBX—2HH L TE4L I, AfF—IiIZ 0P — 11—
IZE->TDNSKEY V) Y—RALa—F (RR) & LTHENET, DNSKEY RR iIy v a{k &
. Bl — 2 DDNSH—R—R3 ZONy v aZRiFL, BEBAERRE LTARLET,

77 4/ TliE, Unbound KA A R—ALL AT Lk, — hEAEE4H & DNSKEY RR % H
I a— RRLTREETALIICRETCEET, £/, auto-trust-anchor-file pXEZ]‘7
varvEERTHE, — N EEE4E L DNSKEYRR 2 e ORBEICHE S L D ICRRET D 2
ERTEET,

G

FAALY R—

Cisco SD-WAN RESTful API % f#i [l L 'C DNSSEC #fF& % & L 7,

LATLEF2I) T AIERDI—RAT—R

% < O'BEAITHEESIX, Cisco vManage ~D 1 7' A ¥ ik D 22— W —ZRFET 5 72O O E O
ID 72— (IdP) £l v 7AW A 2 F > (SSO) A=A LEFEALTVET, /-
EZIE, AEERED O sso.ssagov MEH SN TWND E LET, T RAAL A, RER
DT Z A ~_— | DNS % —,3— (DNSSEC IZ b)) Ik o TR SN D MENH Y £9°,
kY, xF—LY—NR—=U T TR NDAT—T 47T LD Cisco vManage DIETEI 72

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .



Cisco vManage Dty b7 v T &% |
B ocuzEmLrrAqy x—L oRFL X1y T 4 fiROBE

DDoSENRH SN E T, 7T A4 X— FDNSY—_"—RNFEIND L. WEBLD—F LKA
W=, BREIIIThbIER AL

CUZFRLIEFAMNY X—L VRTL XY T 4RDHRTE

DNSSEC #FE% A2 9 % 121%, request dnssec start CLI =2~ > R & i L &3, DNSSEC &
AEA SN Z T 51213, request dnssecstop CLI =t~ > K& L £,

WD X IHIT, restart 2~ REidstatusz~ > F&{#H LT, DNSSEC ¥-— —Z it L
720, TOARAT—HABMRTHZI L TEET,

vmanage# request dnssec ?
Description: Enable or disable DNSSEC server
Possible completions:

restart restart the unbound server

start start the unbound server

status show unbound server status information
stop stop the unbound server

(GE) 4 TI2 DNSSEC (2%t L TV % Amazon Web Services (AWS) 72 D7 F 7 REREE Tl
DNSSEC #5232 MENH 56050 77,

FIPS ﬁ"ﬁ?ﬂl-&?fl’\é td)ﬁﬁnlu\

HAERAAPERE (FIPS) AT/ > TV D Z L 2R3 521X, Cisco vManage @ vshell
TROa~wy REFATLET,

openssl version -a

Cisco vManage @ CLI 22 HIRD 2w > K& FLT LT, FIPS AT/ > TV D E D D Z fifeid
THILEHTEET,

show system status

WEb -Ij-_/ \"IEEE =

A 2|4 Cisco vManage @ Web aEFIEZFIT L £t A, aEIEBLZR (CSR) #4K L, K
AL —bT AT L (DNS) £ OGER (CA) DEAEHRD ZLEBEIOLET, T,
IP ® DNS H—/_—Z A= N ZiBIIT 5D, .viptela.net / .sdwa.cisco.com
vManage DNS 42 CNAME %5801 L %9,

N

GE) v Rangfiisarbo—JaHET. ar he—3RNBTHEAT 30050 T, o
ﬂ%@?ﬁﬁﬂ%%{%ﬁﬁ L/’( Web ‘H‘%/i*‘%ﬁ%%%%?‘?jﬁé : k bif% i'{i‘/l/o

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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web 4 —n—iiExBAORT [

FEAMZ OV TIE, Cisco SD-WAN @ [R X — T v 7 HA K] @ TWeb — "—FFHE] DIA
EERLTLIZE 0N,

Web H—/ i‘—ELT:Eﬂ%?E@J HOXRTR

FOREREBAE A L C Web 777 w7 & Cisco vManage V—/N\— DM D& % = 7 22 Bt & fe 1§
DL EF, GENEOFDHIMAZRE LET GHiokts v a OFIES) . ZOHEPKT TS
&L REBESHIREINIC /2 Y £3, U ¢ RU D [Web Server Certificate] /N—(2, HZIHIRD
ARFRRRINET,

RERTEDO AN EIND 60 HEI22 6, FEEOHHIRNB TSN TND Z & 2R Tl AN
CiscovManage % v ¥ 2R — NIZR RSN E T, ZOm@FIL, AHIRO30 HAl, 15 AT, B
L7 BRNCHEFR RSN, TO%RIIHmEAFRRINET,

a2 B—35® Cisco SD-WAN SSL EEFAE D E#h

\)

%%l'fﬁ%uﬁ%ij F—N—L A Fxy FT— 7??0)7‘/\4)7\@uun W2 fE A é‘ﬂiﬁ‘ IR
7273 A%, AKX 2Tty a U EHLTEET,

Cisco vManage Z il L C. FEBAEZEAER (CSR) AR L. BLATEEHEL A VA h—
NTEET, FEHFEL— R CAIZIE, KO3 DDA T a B £,

1. CiscoRootCANRY KL (VT Fh =T "= g 1923 UKEA##EO=a fe—F, V7
F7 =27 X—2 901923 LUEZ## D Cisco SD-WAN T34 X, V7 h =T "—V g
16,123+ £721%16.10.4+ £ 7213 17.x+ LU Z$45# D Cisco 10S XE SD-WAN [ZH i3 7¢)

2. Symantec/DigicertRoot CA (X TPH > b —7 CiscoSD-WAN 7 /31 A 3 L (N Cisco
10S XE SD-WAN 7 /31 ATk 7)

3. BEHEH D Enterprise Root CA

GE)

AERAEAE R 1 BI7Z IR L Ed, BIRLTER, A== ARy NT—=2 T A
AZBINT LT ICHBRICEN ShET,

oy hua—FZFFHEAZERT AR, B A T LEFAESY A SIS EYIR T a2t
IMBERH D F9,
e 2y bR —FOREHRTEIL, T _XTHOay ba—F5 3 ADFEFER T 1 2 %2 5%
ELET, FEMICONTIL, [CiscoSD-WAN = hr—FFFHE] 28R LT EE0,

SEHEOEFICIIa L b — LT L= DT Ty I RERNEGEND T, YA a7 e
Cam U TEHRDT T RKRA R ba—TOBATY, FEROFIEIIH I LERD
V) \gz—g—O

VTR ATIALNT I F v F—hE, BEROEAELZ BRI L EEA,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html#c_Generate_Web_Server_Certificate_11313.xml
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/cisco-sd-wan-certificates-deploy-2020aug.pdf

CiscovManage Dt v ~7 v FEHE |

. Symantec 7O+ R DIIBAZEDRTE

» [Cisco vManage Settings] ~~— /{21, [Symantec Automated] % 7= (% [Cisco Automated] D 4

TvarhbVEY, ZoXFTaro THE) Lid, CSROBEAF & REIEO A B
BEELET, 2O 7y a i, FEBA 7Y a v it 5L, T AORKED A
Ty TOAMENEENES, L, £ ba—FO CSR DARKE b Y H—F 5 A
Ty FEFHOEET, BH 7oL RAIBEEAG THIEBLET,

« Cisco vManage % v ¥ = AR — RIZiE, FEEOHHIRBITONTND &S EEN 6 5

AFicEzERENES,

Fh BRI, [CiscovManage] > [Configuration] > [Certificates] > [Controllers] T, \\> T
%ﬁﬁf%i?

VRARATTURALTTANT I F v F—A0%, ARWIRO30H, 158, 5 A, ¥
AT ANA—R— L A OBEFFE B A —/VT L RADEEILIZEF A — /LB EEEL
i‘a—o

BEEIL, BIEOBEEEHLEFA—LT RLADY 7= A NREED-HDIZ, WOTY
g— 2’87]‘**7/(%&‘?‘ 9T D Cisco CloudOps HHNZ DWW T, FTAHEDE T A —/L
7 RVRAZFEICEFOREIZRSOZ L ZBEIO LET, 77— MEMH OB EROELKS
BFA—NLT RUAZHEHTLHZ 2@ BROLES, TEE EAO—F—TiX
2, F—LDA—=NLT RLAEFEHLTIEI,

cFo, AU b —FRAEORBMIRIEZ L, KB ODR LB 1 H RN E R 2§t

H5Z e LET,

Symantec 7Ot X DEEBAZEDHRTE

Ko hE—TF AL A CIERER BB AR, B4, BLOA VR h—A T3 L5
Symantec B4 —SA— B RET HITIE, KOFIICHENET,

1.
2.
3.

Cisco vManage D 78— L~3— T, [Administration] > [Settings] iz #84R L £ 97,
[Controller Certificate Authorization] /S—®OFHMNZH 5 [Edit] 227 VU v 7 LET,

[SymantecAutomated] 27V 7 LET, ZhUE, 3y he—I 8B4 LICAEHEOLH
WHERE SN D 7T,

AEHEFY 7 2 X PEEHEOEE L E AN LET,

SEAEY V=R NEEFEDBTA—NT RLAZANLET, ZOT7 L AL, &EFA—
NWEMEH L CEBLAMEIEAEEHRE A =L 2 ) 7R MEEEICHET DI
BCTY, BLAEAMAELHBEREFA =ML, IAZ~—FR—Z )L THLAFTEET,

AEAEOR MR ZHE LET. 154, 24, ERE3FEL2HEETEET,

Fr LT L—RXEANLET, FrL o7 b —XFEHEONRIAT—RTHY
AEFAEAZ TG T2 L 20 S5 & X ITHETT,

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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r58—F54Xn—rianEo 2 b—L I}

A\

GE)  FrlL o7 L—X, itAEOK B LICER SN ET, SEAFELHALESGAIL. Ty
U7 L— X% H L T Symantec @ DigiCert 78— % /L6 Z OFFEDGEAELZ G T 9,
Symantec @ H 8 F 721X FE X CIEAEL HHTE LT,

H#E DA%, Cisco vManage @ [Administration] > [Settings] il T, £ #Ai, &1 A —/b
T RVA, BEOF ¥ L7 L= AN LET, CSRPERISND L, ZOFREMEHL
THBEIMIZ, Symantec 78— Z /W8GR S, KRR ZREHE )Y Symantec 70 H% 5 S, A~

A b= ENET,
FE G ROLE1E, Symantec D DigiCert 8 — % /LT, £, BT A—/LT RLA, BLUOF ¥
LV T L= AN LET,

8. Fr LT L —REHERLET,

9. [Certificate Retrieve Interval] 7 ¢ —/L K C, Symantec B4 —/N—23FERAEZ %G Lz
& 9 W% Cisco vManage h— N— 03T 2 BE A FRE L £,

10. [f&fF (Save) 1227 U v 27 LET,

IR —T54R)— EAEDA VX =)L
Cisco vBond A —77 A k L—3 =3 | Cisco vManage, 3 L Cisco vSmart =2 @ —F |2
2 =T T4 X)N— FiEAELEZ A A =L TEET,
T 7N T, U H =TT A ZX— FERBETRO T B RT 4 B ) T,
* [E : United States
« JI : California
« 17 : San Jose
« MLFHLL : ENB
« 4% : CISCO
o« RAA 4 1 cisco.com

« & A —/)L : cisco-cloudops-sdwan@cisco.com

ZOWEHREFRT HIZIX, 2 hr—F 7 /34 AT show certificate signing-request decoded =
~ 2 F&MEMH L. Subject ITOH N ZMER LET, RICHIZRLET,

vSmart# show certificate signing-request decoded

Subject: C=US, ST=California, L=San Jose, OU=vIPtela Inc Regression, O=vIPtela Inc,
CN=vsmart-uuid.viptela.com/emailAddress=support@viptela.com

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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. T34 AH 5 Cisco vManage ~D+ ¥ 1 7 1L i

TR =TT A)— FEAEE A A M= 1T BHI2E. ROTFNEIZHEVNET,

1
2.
3.

Y

Cisco vManage D 78— A~X—C, [Administration] > [Settings] 2 &R L 9,

[Controller Certificate Authorization] /N—®AHIIZH % [Edit]) 27 V v 7 LET,

[Enterprise Root Certificate] #27 U v 7 L$£7,

[Certificate] 7 4 —/V R C, =2 ¥ —7" T4 X)b— NEBHEZALY 5 57>, [Select a file]
7V L GEREREL 7 7 A NVET v 7 e—RLET,

1 2L EDOT 740 F CSR 7087 4 ZEET 521X, RO FNEIZENE T,

1.

2.

A W

o

[Set CSR Properties] #7 V » 7 LET,

CSRIZE®DD AL 2B AT LET, 2D RAAL 4L, FFAERS (CN) (2fH0
IhET,

CSR IZE D D MMRHAL (OU) Z AT LET,
CSRIZEH LAk (O) Z AN LET,

CSRIZED DM (L) N (ST) . BLU 2 XFoE=—F (C) #ANLET,
FFAEY 7 2 A MAEEDOEF A—/T KL A (emailAddress) # AHLE T,
AEAEOAIYIM A E L £, 14, 24, FRIFI3FLHRETEET,

[Import & Save] #7 U v 7 L£7,

G¥E) VA2 TlE, BIfE. Cisco vManage ® Web iEFAEZHIT L T\ EH A, CSREZAERKL, KAA
YF =LY AT L (DNS) 41D CA DEXLEGD Z LB LET, IP D DNS J— 31—
A x> MU ZEIT S0, Cisco vManage DNS 4412 CNAME Z B3 2 ME R H D 7,

T /34 AH 5 Cisco vManage ~D & ¥ 1 7 1 & #t

OB vard ey 7 TIE, T3 A5 Cisco vManage ~DHbE & PR3 2 FiEIZ DN
T LET,

avhka—LTL—2 X)) T DBE

EOXy NU—rDaryha—L7rL—rb Ry NT—7 MARRTEZREL, N7 > hOiR
EHEEERLET, ROy NT—7 TiE, V=T 4 T T =T N EHRET — 7 L E
BIOWEER L., Ny M&5EEIciigd sary ba— L L—r0@fER, V—TFT 40771
hartafyvForrrae haVllosTREBEINET, @B8F, Zhoo7e haid, 7.2

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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avra—LIL—vtxayrcomz ]

A ADBIER, V—T 4 > T HHE 2132 OMOHIEIE RO SACICE T A A D =X L% 1T &
AME, FRITESTLKEH-LETA, EHIT, BF 2V T 4 28T 20k FEFIFETH
D, IERTEER A, L& xE FEPIEL, BE. B I NHETIE RS FE TS X
F—SnET, Fo, FRHAXF—Z2HHTHILE, T ADOEX 2V T 1 AT S
FCEeFaTR T e —FTIEHY £ AL

Cisco SD-WAN = f B —A T L—F Ry FT—=7 LT A_"AL 2Dt F2 YT 4 ZBFL T
REtEhTWET, arbe—ATL—rOREE22501%, %27 Y7y b A (SSL)
MHIRELTZ220DtEF =2 Y7 ¢ 71 k2L Th 5 Datagram Transport Layer Security (DTLS)
7’1 k@b & Transport Layer Security (TLS) 7’2 h 2/LDWF 47> T9, Cisco SD-WAN
Va—Ta X OFETH S CiscovSmart 2> b —F (X, A——L A Ry hT—7NOFTX
T® Cisco SD-WAN 7 /31 2 (Jb—4%  CiscovBond A—%4 A k L—3 3 >/, Cisco vManage.
BLOZ DD Cisco vSmart > k@ —F) ~@ DTLS £ 7213 TLS #fe 2 e 2 L, #EFF L £
T, IROOERICEY, arta— AT L—r b T T v 7 MekSE T, DILS £721%
TLS i, Advanced Encryption Standard (AES-256) KFE{b7 L2V X AZMHH LT, #H2I
LTEEESNDTRTCOR N7 7 4 v 7 2Kk 52 LT, Xy U —2Z A Cisco
SD-WAN 7 /A A DIBIE 7 7 A N — &k L £,

DILSBLOTLSIC Lo CHfk&EN a3 e — LT L —r DT T A4 N —LigES ki, fho
20D F 2T 4 A HR—R2 N THDHIRIEE BEMIIKT L TRETY S o 7 R AR 2Rt
LE9, FREEEZEITT DD, Cisco SD-WAN T34 A%, T OXNVGEHELZZH L £,
INDOFEHE (TAAL AUGET, Y7 MU zTICE>TA VA F—LE N5, N—FK
T TN —Ra—RK&END) Lo TTF AL ARFIEN, vy hT—ZIZBELTWDHOD
CBIELTWALDOET A, ZAAERNEEIHBT 2 2 ERIREIC AR Y £3, ZeMEO-D
12, DTLS F7-1% TLS #4657 TIX AES-256-GCM N ET SN ET, Tk, Bk & s2atta i
e DR X W55 (AEAD) Th V., #Hi2 M L TER SN TR TOREBS L OT—#
T4 I PHELENTVRNWZ LB EEEL T,

4:Cisco SD-WANZ > ~O—)L FL—2DHE

DTLS Connection (Privacy)

AES-256-GCM Encryption Algorithm

Exchange of Digital Certificates
(Authentication)

*‘ AES-256-GCM (Integrity)

Control Traffic

vSmart vBond

A
Y

A
Y

agEE04

DTLS F721E TLS #kt 2 L » TIREEEN D 7T A N —THRET 22 fon— L7 L—r D%
FaUF g avBE—xy ML, KOLBY T,

e AES-256-GCM : Z D7 N T Y X AFREEL—E X B84 L F9,
e TUXNGEHE T OITRSFRCERA S E T,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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B 57— txausom=

+ AES-256-GCM : Z T ehomifEzHY LET,

T—RTL—rtXal) T4 DPE

Fy NI DT =R T L= %, Fv NI—7 2N L THESNDT —HX 3y N %
L LES, 7TV =L [T V=T 4 7T =) ELMEENRE T, EROFR > b
U— 7 T, 7=y b, @, A o2 =3y NERIEBIOX A TONRTY v T IP Y
T REN L TCHESEEEINETN, MPLS Fo R LE N LTCEESNDIZELH £,
CiscoSD-WAN A —_R—L A X hT =T DNV—HNRXT Y v 7 IP7 T RENLTCHRT 74
7 BRETEHG. TOEEITEXF 2T TIEHY A, HETHLNT T v 7 BEZ L, P
#FH MITM) BB E2ELIFSE I A TORELFETEET,

Cisco SD-WAN 5 — X 7' L —NZBIF 52X =2 ) T o 0T, v bto—L71L—r0F

X274 TY, arybr—A7L—rif, TXTOT A ARRGES I, HI#H N7 7 1 v 7
DR LENTHISATERWEZD, X227 T, T0OED, ZLHLT, aryba—1L7
L= LTV — RO OMOFERZMHEH LT, V=¥ DRy NU—I 2K TEXaT
2T — AN A B K OMERF CE £,

F—X 7L —0%, CiscoSD-WANA—R—L A Ry NT—=TNONL—HBETT—Z T T 4 v
I HEEFTDIEODA L TITANT IV F i LEST, 7—F S L—0 T T7 40070, &
XaThArH—%y bEFxa2 VT4 (IPsec) #FNZBE L 9, Cisco SD-WAN D7 —#
TU—2E BIORT X9 IT, BRGE. B b, BROERMOEEREX 2 Y T 1 3w —x
VRN EFEELET,

5:Cisco SD-WAN DT —% T L—2DHE

Encryption Decryption
Data Packet |vdaemon | | Data Packet IPSec connection Data Packet vdagmon Data |
(Outbound) - (Outbound) ‘ ] {Inbound) A {Inba

« FWEF : BRD X H 12, CiscoSD-WAN D= fr— L7 L —if, T—F 7L —rtEFa
VTG A DHMERDA LT TANT VT vt LET, IHIT, AR, o220 2
H=RARNZE > TEITENET,

o WD X —ZHE T /L TIL, CiscovSmart 7> bz —F X, Ko v UF /31 Z|Z IPsec
Bers—%2kELET,

AT UL RE—FF/)LTIE, CiscovSmart 2> o —F [T, T v IJF /31 R|Z
Diffie-Hellman /ABRE %3515 L. #5M i} Diffie-Hellman (ECDH) & P-384 phiff & fif
AL TATUA X IPsec 55X —& LR LET, SOV TEL, ST UA X% —
76 X—) AL TIEEN,

o 7 7 4/ N TIE, IPsec b R/VEEGIL, IPsec b > /L "COFREREIZ Encapsulating Security
Payload (ESP) 711 b = /LDETENA—Y g U A&HH L £,

o 5 : ESPOIEIENN—V a0, 7237y bOXAfo— REE#ELET, 20—
YVaroZa bhani, AMUDOIP N~y X —L UDP ~v X —bF w7 LET, FD7=
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VARG EERLET

6. F72lE. [EnterKey] 7 4 —/V RIZT A RAEFORXT VA XX —% A LET,
7. [PR1F (Save) 1227 U 27 LET,

CLITORT7 VA XX—DH/REELEF—BLERDENEL

O—HABLIRIE—F DT AR— s — a3 OXTTEIC, IPsec By g v F—
DT BRESNET,

ZNBHDF—TIEL, AES-GCM-256 (= /LF X ¥ A FDHAILAES 256 CBC) Kf 5 & i LT
BEEALNFEITENE T, T 744 FTlE, F—1% 3600 BEIAZITY,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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RT7 T4 XF—DEEE

tFa Tt |

NT VA XX —ZRETDHITIE, KOa~w FEEALET,

Device (config) # security ipsec pairwise-keying

\}

G¥)

T HITIE. CiscolOS XE SD-WAN 7 /34 A ZFEE ¢ A2 LENH D £

IPsec R7 VA XAX—DXF—BEFDETE
RTUA XX —DF—FAERERTT DI, koa~<wr FeEHLET,

Device (config) # security ipsec pwk-sym-rekey

Cisco 10S XE SD-WAN 7 /314 X T®D IPsec R7 VA4 XX —DHER
RTTAXX—DT U MY R AR T AIZIE, Roa~<vr FEfFEHALET,

Device# show sdwan ipsec pwk outbound-connections
REMOTE SA PKEY NONCE PKEY
SS E-KEY AH
SOURCE IP Source Port SOURCE IP DEST Port LOCAL TLOC ADDRESS REMOTE TLOC COLOR
REMOTE TLOC ADDRESS REMOTE TLOC COLOR PWK-SPI INDEX ID HASH HASH
HASH HASH AUTH
10.168.11.3 12346 192.168.90.3 12346 10.1.0.2 lte
10.1.0.1 privatel 000000 202 0 6668 17B0
F5A5 true
10.168.11.3 12346 192.168.92.6 12346 10.1.0.2 lte
10.1.0.6 default 00A001 52 10 0ED6 AF12 0A09
8030 true
10.168.12.3 12346 192.168.90.3 12346 10.1.0.2 blue
10.1.0.1 privatel 000000 205 0 6668 17B0
F5A5 true
10.168.12.3 12346 192.168.92.6 12346 10.1.0.2 blue
10.1.0.6 default 00A001 55 10 0ED6 AF12 B9B7
BE29 true

IPsec X7 U A XF—DA 30 NEER ZHERT HIZ

T, RoOa<wr REERLET,

Device# show sdwan ipsec pwk inbound-connections

SOURCE
DEST LOCAL LOCAL REMOTE REMOTE
SA PKEY NONCE PKEY SS D-KEY AH
SOURCE IP PORT DEST IP
PORT TLOC ADDRESS TLOC COLOR TLOC ADDRESS TLOC COLOR PWK-SPI
INDEX ID HASH HASH HASH HASH AUTH
192.168.90.3 12346 10.168.11.3
12346 10.1.0.2 lte 10.1.0.1 privatel
000000 2 1 5605 70C7 17B0 F5A5 true
192.168.92.6 12346 10.168.11.3
12346 10.1.0.2 lte 10.1.0.6 default
00100B 52 1 5605 70C7 Ccccz C9E1 true
192.168.90.3 12346 10.168.12.3
12346 10.1.0.2 blue 10.1.0.1 privatel

B =E42FA CiscoSDWAN I > T4 ¥alb—>ay 4K
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Cisco 10S XE SD-WAN /34 2 T IPsec X771 Z¥—0#R [

000000 5 1 BIF9 5C75 17BO F5A5 true
192.168.92.6 12346 10.168.12.3

12346 10.1.0.2 blue 10.1.0.6 default
00100B 55 1 BIF9 5C75 AQF8 TB6B true

Device# show sdwan ipsec pwk local-sa

SA

PKEY NONCE PKEY

TLOC-ADDRESS TLOC-COLOR SOURCE-IP SOURCE PORT SPI INDEX 1ID

10.1.0.2 lte 10.168.11.3 12346 257 6 1 5605
70C7

10.1.0.2 blue 10.168.12.3 12346 257 3 1 BI9F9
5C75

Device# show platform hardware gfp active feature ipsec da spi

g_hash idx Flow id QFP SA hdl source IP sport dest

Ip dport SA ptr spi/old
crypto_hdl/old

1541 3 11 192.168.90.3 12346
192.168.92.6 12346 0x312b84f0 0x00000115/0x00000114
0x0000000031£fb£fa80/0x0000000031£bd520

6661 131 36 10.168.12.3 12346
192.168.92.6 12346 0x312b9990 0x0000b001/0x0000a001
0x0000000031£fbe380/0x0000000031£fbc9a0l

7429 117 6 10.168.11.3 12346
192.168.92.6 12346 0x312b9300 0x0000b001/0x0000a001

0x0000000031£bd970/0x0000000031£bb580

System id Wan int Wan ip
Yubei-cedge 5102 Gi2.xxx Sub 10.168.xxx
Yubei-tsn 5108 Gi0/0/1 192.168.92.8
Yubei-ovld 5106 Gi0/0/0 192.168.92.6
Yubei-1ng 5107 Gi0/0/0 192.168.92.7
Yubei-utah 5104 Gi0/0/0 192.168.92.4
Yubei-vedge 5101 ge0/0 192.168.90.3

Cisco I0S XE SD-WAN T /31 2 (2B 5 [Psec X7 U A AF¥—FREZFTRTHIZIE, ROa<
VREFEALET,

Device# show sdwan security-info

security-info authentication-type "AH SHA1l HMAC SHA1l HMAC"

security-info rekey 86400

security-info replay-window 512

security-info encryption-supported "AES GCM 256 (and AES 256 CBC for multicast)"
security-info fips-mode Enabled

security-info pairwise-keying Enabled

Cisco 10S XE SD-WAN 7 /34 X TD debug a7 > F
IPsec 7 U A X% —(ZBE M Z TNy 79 5121F, kddebug=~ > FEMEHLET,

debug plat soft sdwan ftm pwk [dump | log]
debug plat soft sdwan ttm pwk [dump | log]
debug plat soft sdwan vdaemon pwk [dump | log]

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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VIb2zT7HEZAT7YA )L (SDLC)

VT NI 2T TIA T VA TINNRAATTA DT —%T 7 F ¥ (81 /\o___:/)
« ‘&P VPC O SDLC /"A 7T A4+ (83 ~2—7)

e I AH~—VPC DO SDLC /XA T T4 (84 —)

e aI— R LAR— K (85 3—Y)

VINDITTHRESAITHA I T34 2DT—F
TUFx
BAFFIAT Cisco SD-WAN IZIZRD 2 5D Y 7 w7 =TT A 7% A 2/ (SDLC) 31 7
FAURHD 9,

* Cisco vOrchestrator 3 J U8 Cisco vMonitor SDLC /X1 7' 4 > : Amazon & F VPC Dl =
VR—F 2 M EBRBRBLOREET A0 S5 SDLC /S TT A,

* Cisco SD-WAN =2 > k B — 5 35 X W Cisco vManage SDLC /3o 7°F A > . 1 A X~ — Amazon
VPC Ol = > A= > b & fil3gd KO T 2 72O 7% SDLC /XA 7T A

BEAFFAEIT CiscoSD-WANI >V 74 Xalb—o 3y HAFK .



VIO T7RESA 794 2)L (SDLC)

B orozrEssqovonsaTS 007270 F %

11: Cisco vOrchestrator £ & U8 Cisco vMonitor SDLC /X1 54 >

FTP/Atlassian Bamboo
) . _SCFP x Cisco vOrchestrator/
Git Server > Jenkins e Cisco SSP Dav Sarvar
SonarCube Sarvar
Cisco DMZ Boundary
SCP

Cisco vMonitar Servar(s)

Instances Spun-Up for
Image Creation

| Cisco wOrchastrator Sarver(s)

Cisco 58P Web Sarver(s)

SI0744

Cisco SD-WAN for Government Boundary

12: Cisco SD-WAN ##55R0HE& & & UGB A/ TS5 1 >

Git

Cisco SD-WAN Continuous Integration and Continuous Delivery Pipeline

Develop

Pull Request

Code Reviews

Official Builds

Cloud
Deployments

Manual QA Fipeline

¢ coverity-

a higher code

= -
—
B

356747
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gmvwcosoc1 751> [

S VPC D SDLC /XA TS54A >

A A= PRI N TELATAIT Cisco SD-WAN IR SN AFNC. T — RS EhE
T, Ok, 27— KiZ CiscoDMZ X v N U —27 OB — A=ty a2 & E T,

P VPC O SDLC %A 54 L Tld, RO ENETENET,

BUIFF v &a— ko

VAaTX, FREFov I L, a— REST570HDIIC, ROBEMLEINTZ A T T714 0%
ER L £ LT=,

1. Jenkins I%. Cisco ® Git r—/ =M b a— KE o — I /VICEE L ET,

2. Jenkins (A —7' Y —ZAOHBMELY —/) 1L, sep (BEF¥=aTat—) 2—F 4 VT ¢ &
MALTa— R —"—lZkFaTIcat—LET,

3. BV — =T, uRy FMalUFn U H—ENnE9, \)FLAR— ME, Jenkins —/3—T
n—H W AERB I OMRESNET,

4. SonarQube AX ¥ Fif, B—HNY—Aa—REAFXYLET, AF¥ OREERIT,
SonarQube r—/N—Z 7w ¥ 2 SRET,

5, @—HANT—J A= EHELET,

FTIVr—23v07yv T L—FEER

TV —=varET v 77 L— RBXORERAT 572DIZ, Jenkins (X, RO Z L EETLZE

R

1. YV—Ra—Fzr—h/LTREGLET,

2. sopt—T A4 U T4IZED, PEM¥F—ZfH L Ca— RE@Eg R — A —lca—LET,
Y= "—=DT v 77— REITEMICLERFIRZFITLET,
TRCOYV—EABEREL WL LR LET,

5. VaTd AT —HADEMEFA—NVEEEFLET,

> w

6. B—HNLT—7 AR—2FEELET,

BT ME (T Cisco SD-WAN ~ 0 E i

NRAT T4 T, FTLOENL RO ENTZ Amazon > A A — (AMID) Z1ERKT 5
T2OIERTHA VAR APMER SNET, 26D A A —Ii%, ERBFEREIC D E—X
N, A A=V T —EZXR=RBEMENET, AT T4 TIIROZ ENRFEITINET,

EAFRIT CiscoSD-WANa > D4 FaL—ary (4K .
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B »r=x5=—vecosoc/ 1754

10.
11
12.
13.

FTP H— =572 e K7 7 A )L (targz) ZEUSG L £,

GovCloud BRBECA v A% A% AERL L £,

INHDA VAL ARFEH L TR—AA A=V ZERLET,

scpt—T A VT A &HBHLT, INHDA LV AX A Za— REREIar—LET,
Hary e —JOEMENET LA VAZ U RERELET,
INHEDA VAR AEFBALTR=2A A=V & ERLET,

A A=V DOERICHER ENTA V AZ o AZKT LET,

LA A—VORF b T a et —&ER L £7,

b SN TWiRnA A=V O BfbINic a ¥ — &R L £ 7,

B b ST A A=V H 7 &2 £ 7,

0—H NP = R=nH L R 7 A LV EHEELET,

Cisco vOrchestrator 73, # 7 &M LT, Wiefb &N A=V 2B LE T,

Cisco vOrchestrator 73, A —/N—L A R U —27 OIERIFIZHEHT 572012, AMIID
BT — R R— 2R LE T,

ANRZI—VPC D SDLC /N1 TS A >

Cisco SD-WAN =2 he—J 0 a— K& L CREMT I, ROFNEICHENET,
B E DN 2 — RE2ER L THA LET,

1.

1.

2.

3.

ul

a— REER L, Gitic7 vy v =2 LET,
Jenkins 73 21— RONT EHRRGEEL 7,
SonarQube 7% = — KD SVE %458 L £9,
Atlassian Bamboo 73 = — F& E/L R LE T,
HIOOHT A% v U N EIT SR ET,
BIDOBRFEE N a2 — REfER LET,

OEE—FT A (2=y bT A ZAET—=7T A b, BT A ML) M5
TENET,

PIEN2—RFEaIy PLET,
KN ENV RBRERSNET,

10. AXoEEMT A N EHAET A MREITEINET,
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| voroz7R%S1T945)L (SDLO)
a—reamivt—t |

11. ELRTCHHOIT ATy U RNEfTENET,
12, BV RANERZESMIC AR S E T,

2. ERIESM S a—RE2T A M LET,

1 SVERIFHMAS L RE 27 59 NERICEBE L E1,
2. SWEMREEHMN S T RR—Z2DTFT A M EFEITLET,

3. SWEREEEMS, BURT A N &L FEIOMEMRIE A TIA T EEND FOMOT
A NEFITLET,

4, VU —REORFEEFITLET,

3. BV K23 Cisco.com [ZABREVET,

O— Ko trLAR— bk

YAany T K7 7Y r—3 3 (CiscovOrchestrator, Cisco vMonitor, Cisco SD-WAN &/
TH—ERAR—=FL AWSHIERZA b BLOT =k Z—H—t 2 (DCS) ) D\ Th
M3 Jenkins /T L CT w7 7L —RENDH-NT, a— Kot bR — b3EmRSnEzd, 2
?D L aR— M Cisco SD-WAN SSP TAFTEE9d, 7y 77 L —FDREWI, A7 U7 I
Lo TUR—=FPRAWSS3Z T v o Sh, A=V a VSO TIRFEESNLE T, CiscoSD-WAN
SSP OO 7= A MRBHLE, LAR— RS AWS S3ICEBES Ve — &, #’ftshnE
7

13:3— KW LR—brbDO—9 70—

Jenkins Amazon S3 SSP

Upgrade application B]

Analyze code D |

Sends code analysis report

'

1 Query the report for image version
: ot ]

code analysis report

B, (EPa

Jenkins Amazon S3 SSP

520719
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Cisco SD-WANSSP Z{FA LzEJL KLR— bADT7 I £ R

1. Cisco SD-WANSSPIZ 7 A > L E T,

2. Ut RUDELEBICHLYA =T A arz27 ) v 7 LET,
3. [BuildReports] 7 U v 7 L ¥,

4, a—KprvA—raXyrae—RFLET,
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