ad |

R o—J ) —T#=FRALI-EX2) T+«

ad |

K1) S —

R =TI N—TEFEH Lt XF 2T AR — 23—=)
cEX a2 VT 4 RY BT AR 2 —)

c&F =2 VT 4AKRY T —0DRBAC DFEME (2 5—2)

X2 VT 4RI =TT OHIKEE 3 ~—)

RV = N=TEEH LI X2 T 4R v—DRE 3 —)
X2V T 4R —DHRITN—TORIE (4 —)
HHIABEF 2 U T 4 OFE (14 2—)
cMHBIAHBEF 2V T 4 TR —0iE (17 =)

c MLAIAFEF 2 U T 4 OBMREDOEE (19 <—)

cEF 2T —ERAT Y VORE (26 X—)

*DNS ¥ = V7 1 OFE (325—)

RYS—IL—JERALEEF2)T4RYO— [}



RYS—TN—FEERALEEF21UT 4R S— |
B cvo—on—TsgmLtsay oKy o—

RYS—FL—TEFERLEEFa T 1KY S—

® 1 HEEDBEE

HRES 1) 1) — R IEHR £ ER

R =T N—T% ZOMREEITX., X2V T 4R —DOREICT TS
FRHLEZEX2Y VA RE A b ST T a—F ARk L
TARY — £+, Xy hT—ZHND 1O EOYA b, 20T

PA R OH—DOF AL ZTEH ENDHKY —Dfh
BN —7 (8Fa VT4 RY v—) E{ELTEE
R

R = N—7RBEY—7 7o —"Tlx, LARNc/E
LR =T N—TERIR L, RESN—TIT
FoTEHINTWE YA FERITYA POBE—D
TNRARZENDEREAT L2000, A FfFE0
FIEDRE SN E T,

xXal)T 4R —IZET B1EHR

RY) =T N—=Ta2MH L TEFa VTR —2RETDHE, SDL—T 4 T T/3A A
TORY —DORER L OEBBEREELESNE T, V=2 7o —%2FHLTRY —%&i
EL, ENHDORY —% Ry MU =T NOT /A AZBEfHT £,

[Policy Groups] X— L, RO b DR EFENET,
cARYS—GN—7F
cHARAH LX) T 4 HE
*DNStFa )T 1HKE

X)) 74K —0DRBAC DEIE

RETN—THEFHL TR =T N—TBLNeX2 )T e m 7 7 A VEIERT HIT
X, B— A= T kA ar ha—/ (RBAC) T, FHEICT 7 EATH-0OHAEY
BLOEZIALMHERERO T 0 7 7 A W5 T 508038 W £9°, [Configuration] > [Policy
Groups|22 b, RY =T N—TIZT7 7V BATEZ L L2 —F =T N —TOWHERZFE L T
<TEEWY,

1. Cisco Catalyst SD-WAN Manager ® A == —7>6, [Administration] >[Manage User g] > [User
Groups| DJIEIZEIN L F 9,

2. [AddaUserGroup] 227 Vv 7 LET,

B R —L—TFEERLEEF1 Y F4RY o—
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3. [User Group Name] = A ) L 7,

4, a—HF—=FN—TIZEY Y THRY >—7—THRE ([Policy Group]) . 7 /31 AR
([Device]) . 3L OVEBHHEEARE ([Deploy]) (ZBHL T, [Read] F7-1% [Write] = v 7 7R v
J A RF AT LET,

5. —HW— L —FZEID YT HROMEAEICE LT, [Read] £7-1% [Write] F = v 7 R v 7 &
A AT LET,

* [Feature Profile] > [Embedded Security] > [L egacy Policy]
* [Feature Profile] > [Embedded Security] > [NGFirewall]
* [Feature Profile] > [Embedded Security] > [Policy]
* [Feature Profile] > [Policy Object] > [Advanced Inspection Profil€]
[Advanced Inspection Profile] (21X, ROV THEEET R 7 7 A LB H Y £7°,
o Gl L = T B
o (R AP
« SSL 18 %
*SSLEFTu 77 AL

cURL 7 4 NVE VYT

6. [Add]Z7 Vv 27 LET,

X T 4R O—ICET HHIFEIE

X2V T 4R —F, HAZLEZEDOT TV r—a )V ARNIEGEENDIDAZ LT 7Y
g—varEFRLIEN T 70 v 7 OREEYR—FLTWERA,

RS —FI—TEFERALEEF2 T 4K S—DiR
&

X UT 4R BV~ 7 —%HALT, EX2 VT 4R —DERR, VTRV
—DEM, BEOY T RY o — DI — VDB ERITH 2 N TEFET,

1. Cisco SD-WAN Manager D A = =—7>5, [Workflows] > [Workflow Library] > [Create
Security Policy] DJIEIZE#R L £ 9, F72iE. [Configuration] > [Policy Groups| DJIEIZEIR L
iﬁqo

2. [Embedded Security] 7 U v 7 L£7,
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3. [Embedded Security] ~~—3"C, [Add Security Policy] #27 U v 7 LEd, EX=2U7 1 &RV
V= U—r 7u—0NEELET,

4. [Policy Name] (2R U > —4 % A/ L. [Description] (2@ & AJJ LT, [Next] &7 U v 7
LET,

5. [Select the optional Configuration Group to associate with the security policy] ~—C, F&EZ
N—T%RINL, Next] 227 Vv 7 LET,

6. [Add Sub-Policy] %2 U v 7 LE7,

7. [Submit] %7 U v 27 L¥7, [Embedded Security] ¥ 7 CH LWVEX 2 VT 4 R v —%FK
RTEET,

X1V TAR) O —DRERITIN—TDERE

1. Cisco SD-WAN Manager D * == —7>5, [Configuration] > [Policy Groups] > [Group of
Interest] DNAIZ R L £ 7,

2. [E¥=2U7 4 (Security) 147 %27 Vw7 LET, ¥Xa T 447 Vs bETury
ANDY A RPFERINET,

X2 T 4R —IZBDY A TN —TFRET DL, OEERFEHALET,

FIVr—v3ay

Z4—ILE Bl
[Application List Name] TV r—a VA NDOA4TH,
[Applications] Fay 77X RN 12U EOT TV r—v a4

FPERLET, X, =K —=F a3 be—/, ABC
News. Microsoft Teams 72 & T,

Fay 72U AN 1 OUEDOT T r—y a3y 773
U 2 A7 %@L ET, 72L& 21X, [application-service],

[audio_video]. [authentication], [behavioral]., [compression].
[database]. [encrypted] 72 & T,

F—R2TLITsvIR

Z4—ILE Bzl

[Data Prefix List TVT7 47 AU A NDLTHI,
Name]

[Data Prefix] T TVT 4y A,

B R —L—TFEERLEEF1 Y F4RY o—
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O—AILKASLY

Z4—ILF #iEA

[Local Domain List a2—H) RAA YR NDAHI,

Name]

[Local Domain] = TRUIBNIZa—hV R A A Al 728 Z21E, cisco.com T,

FODN (2t kA A > 4)

FQDNIL, T =4t X —FiZ 7T FAX—F I T FNOR X RT r o —_"—DREIC
AT ZEE2BEMELTCWET, X7 U v 7 URLEZRAETHHA, #EEShBAET 7 v =
ERRy 7Y, STV w7 URLICK L Cinspect 253 25413, BET 2T XToH
ZURLBIXQNY XA L7 N URL ZERTLHILENH Y 7,

Z4—ILF & EA

[FQDN List FQDN U & D4 R,

Name]

FQDN B <= TRY)H N7 URL4, 72 & 21X, cisco.com T,
Z4

Bty M, EMETIERHES A T & (CVSS) A2 T R LoMEsrtEs 7 ey 7 LET,
T, WBE2FEMICARSN, VU =T CNC, =27 A7uaA ¥y b, SQLA V=7 37
V. EREFTey 7 VA RON—)vH T Y ZF-OCVE (Common Vulnerabilities and Exposures)
bomy 7 LET,

Z4—ILF 5 EA

[IPS Signature List IPS B4 U A b OLHI,

Name]

[IPS Signature] B TRELNE Yok —% 10:B4 10] JERDEL, 12L& %

£, 1234:5678 T,
HiPHIZ 0 ~ 4294967295 T,

URL & 8]

UARR—=ZADT 4 NHF V7LD, 2—W—F, HFAJVAMEIZT ey 7 )X MNIHES
KTV BAFAERLILT 7 B RAESZITWT 78R &6 TEEd, 2o R MIBELT
HEENALELREEEB X, RO LB TT,

cFHFR[ENT-URLIL, T TV R—ADT 4 NVE Y T OXEITHRD £ A,

AR RET Y7 ) A MORMGTRICEANRESNTODEGE, 77 4 v 7I35F
AENET,
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s NI T4 IBHFANI AN Ty IV ARDELLIZL—EHLARWGEA, TONT T 4y
I T TV _R—2ABI N 2T —a v _X—ADT 4 VEZ Y TORRLERY £1,

J4—ILFK

9

[Allow URL List
Name]

FFATURL Y 2k D44,

[Allow URL]

#Fr9 2% URL,

URLTOwv%

VAR R=ZDT 4 NHZ ) 7LD, 2—P—F, HFAVRAMEIIT oy 7 ) X MNIHES
TV BAFANELZT VB RAEREITNT 7 A HIEHTE £,

TJ4—ILF

Bl

[Block URL List
Name]

71w 7 URL U A hD4HI,

[Block URL]

7 v w2735 URL,

~

J—

J4—ILFK

Bl

[Zone List
Name]

J—2 U 2 D4,

VPN

=B A TN IVPN] OY = BRETHIEEBINLET, Fey 7y
TR RNS VPN Y —BNMLET, ROF T a RN £9,

* [Payment Processing Network]
* [Corporate Users]
* [Local Internet for Guests]

* [Physical Security Devices]

B R —L—TFEERLEEF1 Y F4RY o—
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TJ4—ILF s BA
Interface VU BATR LB =T IAR] OV =V ERETHILaBRLE
7, [AddInterface] R v 77X 7 YA MWL A X —T =2 A%V — 058
MUET, ROFTvarndbhET,
* Ethernet
* FastEthernet
* FiveGigabitEthernet
* FortyGigabitEthernet
* GigabitEthernet
* HundredGigE
R— bk
J4—LE | EEA
[Port List R— KU 2 FDOLHI,
Name]
Port 71~ TG T2 R — M,

FPHIX 0 ~ 65530 T

Jotan

J4—ILF iR

[Protocol List rA=RN=V R B R NT A

Name]

Protocols Ky 7B )AL 1I2UEOT e ha 42 RLET, &z
&, [snmp]. [tep]. [udp]. [icmp]. [echo]. [telnet] 72 & T,

B ER

TJ4—ILF Bl
[Geo Location List | s B FH U % kD4 i,
Name]

Ry FA T 2 RS 1O EORBINEERAERLET, 7~

[Geo Location]
& 21X, [Africa]. [Antartic]. [Asia]. [Europe] 72 & T,

HEDtEX 2T 4 T A—FTE, WOTa 77 ALBHY FT,

RYS—IL—JERALEEF2)T4RYO— [}
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e 7 AV
ZABEARY o —

eURL 7 4 VHZ VY T

MR~y = T B
« TLS/SSL 7’1 7 7 A /v

« TLS/SSL 155+

HHTmEIR I 7ML

RYS—TN—FEERALEEF21UT 4R S— |

J4—ILF

Bl

[Profile Name]

A T v 7 7 A VDA,

[Description]

Tu7 7 A NOHBITY,

[Select an Intrusion Prevention]

Fay 7202 MPBRAVIHA T Y a 2R E
ﬁ—o

[Select an URL Filter] Ky 7H o)A )5 URL 7 4 V¥ iR L £,
[Select an Advanced Malware BRI LY = T A RIR L E T,

Protection]

[TLS Action] TLS 77 v a v RINLET, ROFT T arBb

R
+ #55 (Decrypt)
« /XA AJL— (Pass Through)

 [B5 L72v> (Do not Decrypt) ]

BABEAY & —

J4—ILF SR BA

[Profile Name] (RABGEIAR Y o — D4 i,

B R —L—TFEERLEEF1 Y F4RY o—
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Bl

[Signature Set]

[Signature Set] Ku v 7' X7 U A b, N7 7 4 w7 ZdHiiT 5
TDDON—NVEERTLHELEY PERIRLES, BRTEX 54T
Tasid, ko LB TT,

s [Balanced] : ¥ AT L/XT —<w U R KREREELHE 252 L
mREINET,

* [Connectivity] : fll[RZ#EM L., LV ADRVL—LaZR4 2L T
FVRWAT < 2 BRI L ET,

* [Security] : [Balanced] & ¥ & mW VREZ TR L £ 9728, N7 +—
Y UACHEE 52 ET,

[Inspection Mode]

MAEE— FEERLET, ROFT v a v EFHTEET,
s [Detection] : RAMRHE— NIZIZZOA T v a U EZRBIRLET,
s [Protection] : R AT — RIZIZZ DA 7> a 2R LET,

[Custom Signature Set]

Ry ZHET ) 295 190 O Web 17 20 28I L %7,
#7 2V X, [abortion], [abused-drugs]. [auctions] 72 & T,

[Select an Signature Allow
List]

BATFA Y A M @R LET,

[Alerts Log Level]

TI—hhur oL@ IRLET,

NI

[

®OH
N

I
oF X\
[
-

o =
Pasy
=

ik

TNy

P

_d

URL 7 4 LB Y VG R o—

TJ4—ILF

8

[Profile Name]

URL 7 4V Z Y TR Y > —D4 i,

RYS—IL—JERALEEF2)T4RYO— [}




RYS—TN—FEERALEEF21UT 4R S— |
B cr2v7 ks —ongsL—TomE

TJ4—ILK i BA
[Web Category] Web 7 IV 3R LET, 47 3 0%, [Block] & [Allow]
T,
Web Reputation ey 77X )AL Web LE 2T —2 g 2R E
T, LEaT—varotrFrarid, ROEBY T,
cm U Ay
o N
Yy Rz
N4

- Ba{EAE

[Select one or more web Fay Ao U206 1D EDO Web 75 =Y 23388 LUE

categories] 9, A7 2V IiL, [abortion]. [abused-drugs]. [auctions] 7% & T
7,

[Select allow URL list] FFEJURL U A R &2 LT T,

[Select block URL list] 71w URL U A RZRIRL £,

[Block Page Server] WKONTNDLDF T g 2RI LET,

* [Block Page Content] : 7 7+ /L hD A LT Y~y H—L
AT UYRLEANTILET,

* [Redirect URL] : U %A L2 N URL Z A ) L7,

[Alerts and Logs] TI—heu s oxA TERIRLET,
e 7my 7 UAR
« FFA[ Y A B

st ar—vav/hTal

BELTILY T TIHERY) —

T4—ILF A

[Profile Name] BER~ LT = T ER YD S — D4 i,

B R —L—TFEERLEEF1 Y F4RY o—
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J4—ILF

Bl

[Select AMP Cloud Region]

AMTZ 90 R —=Ua &8 RLET, ROFT T arndbbE
j—o
« NAM

* EU
* APIC

[Alert Log Level]

TI— s L ERIRLET, ROLT T arnbyE4,
o A

Ak A
'ém

- T

[File Analysis]

T AN AT LET,

[Select TG Cloud Region]

TGZ7 77U RV —yarz®IRLET, 7V a i,
[EU] T,

[NAM] &

[Select one or more file

types]

1 OU DT 7 ANE A TE2BRRLET, 7 a3 0%, [pdf].
[ms-exe], [new-office], [rtf]. [mdb]. [mscab], [msole2], [wri],

xIw], [flv]. L [swf] T,

TLS/SSL 7R 77 1)L

TJ4—ILF

Ll

[Profile Name]

TLS/SSL 7’11 7 7 A )L D4 Hil,

[Select Categories to assign
action]

T varod7T 3 ([Decrypt]. [No Decrypt], 35 & Ot [Pass
Through] URL 77 2V) #RELET,

FoE, BERODT IV EBRLTCT 7 v a v EaRELET,

[Reputation]

L a7 —va rEANC LT, [Decrypt Threshold] % 34K L £,
THELEWEOA TV a %, kDOEBY TT,

cEmYU AT
« R

sy Ry
KU X
- e
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J4—I)LFK SR AR

EmEGA T ay

[Select a Decrypt Domain |75 R A A U A b & @IRF 57>, [CreateNew] &7 U v 7 L TR
list] LWES RAL U A MEERLET,

1. [Decrypt Domain List Name] {25 R A A U X M2 AT L&
R

2. [Decrypt Domain] (Z18 75 R A A & ATJL £,
3. [Add] %7 VU >y LET,

[Selec.t a No Decrypt BERLRNAAL VR NZEIRT 50, [CreateNew] =27 U v 7 L
Domain list] THLWESRLFALS U 2 F 2R LET,
1. [No Decrypt Domain List Name] (2572 L KA A U R "%
ATLET,

2. [No Decrypt Domain] I 572 L RAA &2 AL ET,
3. [Add] %27V >y LET,

[Fail Decrypt] WETRT 285813, [fail decrypt] 47> a VAT LET,

TLS/SSL £ 5

TJ4—ILF4& s BA

Policy Name R —D4H, AR, K327 E T
ATExd,

[Server Certificate Checks]

Expired Certificate P — = EO GRS TN =55 DR
Vy—OEEREZELET, ROFT T g
N £9,

*[Drop]: N7 74 v %&% Ruy 7 LET,

* [Decrypt] : N7 7 4 v 7 Hf5 LET,

[Untrusted Certificate] P NR—IZEREBMEE S TV WVERES O R
U —OEifEEERLET, RKOATva v
N ET,

e[Drop]: N7 74 v & Ky LET,
*[Decrypt] : N7 7 4 v 7 HE T LET,

B R —L—TFEERLEEF1 Y F4RY o—
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B

[Certificate Revocation Status]

Y= N—GEHEDKNAT =X AT =7
THIDIH L TA L FEAERAT —H AT R
k=L (OCSP) ZMEMT 200 E 9 haERL
F9, A7 =3 i, [Enabled] F 721
[Disabled] T7,

[Unknown Revocation Status]

OCSPRINAT — 2 AN B OR Y v —
OEEEERLET,

*[Drop]: N7 74 v & FKry T LET,

* [Decrypt] : N7 7 4 v 7 HE T LET,

[Unsupported Mode Checks]

[Unsupported Protocol Versions]

PR=PERTHRNT R IV ON—T g
YEEFRLET,

s [Drop] : i — hEN TV 2T e fhan
N—=Varzlany7LET,

e [Decrypt] : AR — F ST e
AN R—=Ta U EEELET,

[Unsupported Cipher Suites]

PR—FENTORVIE S AL — b2 EFRL
i‘a‘o
¢ [Drop] : HAR— F S TWRWEF A A —
MRy LET,
s [Decrypt] : AR — k SHLTWRUVOEEE A
A—FrEESTLET,

[Failure Mode] EEET—-REZERLET, 7 a i,
[close] & [open] T,

[Certificate Bundle] T 7 4V hDOCAEEHT 5I2IE, [Usedefault
CA certificate bundle] = v 7 R v 7 A& A
WZLET,

[Minimum TLS Version] TaX Rt AR— T LM EDOH D TLS Dk

INS—=T g VEBRELET, ROFT T a v
N ET,

«TLS10

«TLS11

+TLS12

RYS—IL—JERALEEF2)T4RYO— [}
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[Proxy Certificate Attributes]

[RSA Keypair Modules] 7'r X UREEO RSA F— 1R A ER L £
T KOFTvarhNbh £,

« [1024 bit RSA]
« [2048 bit RSA]
« [4096 bit RSA]

[Ec Key Type] X=X ATEERELET, KOAT a3 R
HYEI,

. [P256]
- [P384]
. [P521]

[Certificate Lifetime (in Days)] 71 SRR OAIN A B R L E
ﬁ_o

fHARAAEXL) T 1 DERTE

X2 VT, SHORY NI—F T AV TTANT I F v OIFFICEEREETT,
Fy MU= EREL X2 ) T o HYEE T, WBPOEENLORy N2 2T 52 &%
BRDOENTWET, "M TV R7 T30 REVE— MEEBBEROT-OIZ, £y hNU—7
DX VT 4BERN R0 ooH 0 4,

TN — g VIR A R T B —TTIA R T AT T =, WEROA o —
T2 A AR—ADTT )V EFRRY | FRTHMELLT W — 0 R—=2ADETNVEFHLT
TR NT T4 T ERELET,

T AT U4 =LK —E, TCP, UDP, BLWRICMP 7 —% hT7 7 4 v 7 70 —DAT —
FIAREEARRICT 20— T4 XENT-tX 2 T4 R o—D—FTT, FEDYS —
MORBEINTEZ T 74y 70—F, 200 = BORY —ZHESNTHIO Y — |2 i
ez ENFFAENE T, V—F, 1 2ULED VPN 27 v—FbL7=b DT, VPN %Y —
NCTN—TMT DL, ==L ARy NT—J 12X VT 4 BEREMWLTE D720,
V=M EERT AT RCOT—H N T 7 4 v 7 EREITE £, MAABEX 2 U T ¢ DOFE
MzoNWTIE, 77— a VBBl X —TFGA4A X T 7 AT U+ —)v] ZBELT
<TIZEW,

1. Cisco SD-WAN Manager 7>, [Policy Groups] > [Embedded Security] DNEIZEIN L FE 9,
2 E¥aUTF 4R —EBINL, [Bdit] 27 V) v 7 LET,
3. [AddRule] 7 VU > 27 LET,

B R —L—TFEERLEEF1 Y F4RY o—
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J4—ILFK A A
Rule Name JL— )LD,
Sequence NEFr 24578 L E T,

Destination Zone

[Destination Zone] K2 747 U &2 kT,
T—=F 7T 4 DREIRDY — a2 ER
LET, ROFT v arBbbETd,

* [No-Zone]

¢ [Corporate_Users]

* [Local_Internet for Guests]

* [Payment_Processing Network]

¢ [Physical_Security Devices]

* [Self]

* [Untrusted]
V=, X2 VT o R —ER Y — 72
7 n—TER LR IE S Vv —7WNO VPN IZ I
ST SNET,
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Match [Add Conditions] K12 v 74 % U 2 ki H
IO —E RN L ES, KOA T a v
N0 ET,
TTVr—=vay
« 71 ko
« XfE T
o (L{E G R
e IPVv4 VT 4 T A
o R— |k
o HEfoide
- [FQDN]
EVACR[ £
cIPV4 LT 4 T A
L] ﬂ_\g‘——‘ ]\
ISE 3BT/ » TV B4, [Source] &
[Destination] C SGT 47> a V& TE £
o TAT YT AT 4 2P —E T2 —H—
T N—"71%. [Source] TOIAYHR—FEINFE
‘d‘o
Action HEIDT 7 va R BIRLET, ROA
TrarnbET,
* Pass
* Drop
* Inspect
 [Log Events] : \R&T 7 > a » OFE— I
lcaXy 7, Fay 77X A Rhb
[Advanced Inspection Profile] % #&#R L %
ba‘o

B RV —L—TEERLEEF1Y TR o—
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1. [Configuration] > [Policy Groups]7>5 . [Embedded Security] %% L £,

2. VAMDPOLEXF2V T 4RY —%RL, [Edit] 227 VU v 27 LT, ROFEMEADLE
7

3. [AddSub-Policy] #27 Vw27 L, EFx=2UF 4 HKY —DHF TR o—%BMLET,

Z4—ILE B

[VPN / Interface] VPN 72034 v ¥ —T7 = A AERELET,

[Source Zone] T—=HNTy FOFEETLTH DY — 0 &R
LET,

[Zone List Name] V= A N D4R,

VPN = BATN VPN DY = ERET D

ZEEBEIRLET, Foy XU A Rp
5VPNZ Y —ZBIMLET, ROLT v 3
OB FT,

* [Payment Processing Network]
¢ [Corporate Users]
* [Local Internet for Guests]

* [Physical Security Devices]

Interface S BTN LR —=T AR DY —

HERETHZ L AN L £, [AddInterface]
Ry 7HT YA RN A —T A A
B — B LUET,

Rule Name JL— IV DA Rl

Sequence JEFy 2 6 E L £,

RYS—IL—JERALEEF2)T4RYO— [}
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B

Destination Zone

F—B T T 4 DREFED Y — B RIR
LET, ROATvarndbh) £7,

* [Any]

¢ [Corporate_Users]

* [Local Internet for Guests]

 [Payment_Processing_ Network]

* [Physical_Security Devices]

* [Self]

* [Untrusted (VPN 0)]

Match

[Add Conditions] K& v 7% 7 A hini H
FDO—8E2ERLEd, kO TV a v
NHY EF,

TV —a v

o (LI A

IPv4d LT 4 v T R

I
.« B
+ [FQDN]

VAT
cIPv4 S LT 4 v T R

.7j_\9"—‘]\
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Action

BHIOT 7 a @R LET, koA
Tarndbn EI,

* Pass
* Drop
* Inspect

s [Log Events] : fRET 7 ¥ a » OF— 4L
lraXr 7, Fay7HZor )2 RhG
[Advanced Inspection Profile] % &R L &
R

[User / User Group]

[User / User Group] ¥ 77 R Y v — %R ET HIZ
X, TAT T 4T 4 =RV ER
T HHENH Y £9, [Administration] >
[Integration Management] > [Identity Service
Engingl Z £ L Ti%iE T& £,

MARAAEFL) T« DEMZEDIEE

1. Cisco SD-WAN Manager ® A = =—7>5, [Configuration] > [Policy Groups] DJIEIZ 4R

L. [Embedded Security] ZE&R L £,

2. UAMPBEX2UT 4R —2BRL, [Bdit) 27 Vv 7 LT, ROFEMEATL

ESr AN
3. X2 VT 4R —OBINRE L FRET 511X, [Additional Settings] #7 U > 7 L&

ﬁ_‘o

J4—ILF Bl

[TCP SYN Flood Limit] KT KL ADEIISYN 7 5 v Kk o
FMoOLEWELFREELET,

[Max Incomplete] T7AT T4 — NIRRT —DFA LT T b
HlfRZf5E L £ 9, [Max Incomplete] & A
L7 U MlRIZ, 77 A7 U= Y —
AERHE L, TNHDY Y —ARMNRT
SINLDOEHEET,

[TCP Limit] T ATHA SN DK TCP N—T A —
Ty va v EEELET,
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Z4—ILE Bl

[UDP Limit] TS ATHFRIEN D R UDP /N—7 A —
TotviarERELET,

[ICMP Limit] TINA A TIHFA[ SN D I K ICMP /~—7
F—FovyviarEEELET,

[Audit Trail] [Audit Trail] A7 > a v EHZNCLET, =
DFTvasidk, RET 7 a &R
=D IEH S ET,

[Unified Logging] mon JEREE AN LET,

[Optimized Policy] WERY —F T a v 2/aNCLE

54
j‘o

[Session Reclassify Allow]

KU =BT T 7 4 v 7 OFSEY
AT LET,

[ICMP Unreachable Allow]

ICMP E3ZEARRE/ T v b D/SAZ)—&FF
m‘bi‘a‘o

[Advanced Inspection Profile]

TR ALYLTT r— LRI 7 1
77 AN (AIP) 7 X vFLET, B
RGDRNT T 4 v 7T BT /3 AN
DT XTON—/LR, T mE T 7 7
ANEFHLTRESNLET,

[Advanced Inspection Profile] K2 v 7% 7 . U 2 Rint 7' 7 7 A L& EIRT 57>, [Create

New| 227 U w7 LET,

J4—ILF

siEA

[Profile Name]

a7y ANV,

[Description]

a7 7 A VOB T,

[Select an Intrusion Prevention]

TNRA A THRENDHKTCP /N—T F—
oy varEfEELET,

[UDP Limit] TNA ATHFA[ SN DK UDP ~N—7 4 —
TrokyvarERELET,
[ICMP Limit] TN, ATFHFAI SN DK ICMP ~N—7

F—Frvy T arEFEELET,
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[Audit Trail]

[AuditTrail] A7 a VA LET, =
DFTaid, RET 7 a &R
=N DB SIVET,

[Unified Logging]

aw 7z A LET,

[Optimized Policy]

BE{fERY —F T a AL E
ﬂqo

[Session Reclassify Allow]

RIS —EBERFZI N T 7 v 7 OBFNEEY
FFALET,

[ICMP Unreachable Allow]

ICMP ZIZEARRE T > b D/ Z)—ZFF
AILET,

5. [Select an Intrusion Prevention] K12 v 7 Z 7 U & k7> B2 AR 288413 5 7>, [Create

New| 227 U w7 LET,

J4—ILF

siBA

[Profile Name]

a7 AN, LEilE. K32 XTFE
THEHTE 7,

[Signature Set]

B4y NERELET, ROAF T a
NH F9,

. /\"? A
o BEeE
-z

il

&

gt

=274

[Inspection Mode]

MEE—RFE2HBEELET, KOFT T a
NV £9,

o FRA
. fit

o
i
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[Customer Signature Set]

Brlngo—rIvi) 22 ZNEX 22BN %
2T, WAZ~—F4hty MeAITL
F 9, [Add New Global Custom Signature]
7 4 > KT, [Download From] T# v v
0— R ROA T v a U HER L E
B

o JE— h ¥— 3 (Remote Server)

s m—Hb F—s3 GEHEDE)

[Select an Signature Allow List]

FFAIEA U A b 28T 57y, [Create New]
ABIRLTH LIPS B4 U X M EAER L
\i ‘g—o

[Alert Log Level]

77— haZ bz LET,

[

® H
1N

N

SN
[

_

T
ilss

L]
1
Pasy
=

i)
¥
<d

« TNy

6. [Add]%Z VU vZ LET,

7. [Select an Advanced Malware Protection] K= > #0722 "G &R~ /LD = 7 RH#
a7 7 AINEEIRT S0, [CreateNew] 27V v 7 LET,

J4—ILF

L]

[Profile Name]

a7 AN, LElE. K32 XFE
THEATEET,

[Select AMP Cloud Region]

AMPZ 7 RU—g UABIRLET, IR
DT arBZdHoE4,

* NAM
* EU

* APJC

B R —L—TFEERLEEF1 Y F4RY o—
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[Inspection Mode]

BEE—RFE2BELET, ROFT T a v
NV £9,

o FRA
o (R

[Alert Log Level]

TI—bur 7LV LE T,

- I

x

%

ik He
*=nn

¥

Ij

G

<

[File Analaysis]

Ty AN ERIICLET,

[Select TG Cloud Region]

Fey7XZo DR 7 70 K —
VarEERLET, RO T a b
D E9,

* NAM
* EU

[Alert Log Level]

TI— a2l L EERLET,
- ]

.
= =

- [
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[Select one or more file types]

Koy 7Zo X Mnb 12U EDT7 7
ANEA T EEIR L ET,

< T (Al
* pdf

* [ms-exe]

* [new-office]
o rtf

* mdb

* [mscab]

* [msole2]

* [wri]

o [xlw]

o flv

e swf

8. [Add]%Z Vv 7 LET,

9. [URLFilter] kv 7 & 7> U A RS URL 7 4 )V H 2139 25 0>, [Create New] % 38&4R

LCHLWT o VE BB L E,

J4—ILF

Bl

[Profile Name]

a7y AN, LEE. BRK32 XTFE
THEHATE £,

[Web Category]

Fay7Z 7YX RnbWeb T 2 %
WIRLET, kO T arndbn £,

« 71 v (Block)

« #FA (Allow)

[Select one or more web categories]

Ny 75y ) 2 Rob 1 DL, ED Web
AT AV EZBERLUES, 73 U,
[abortion], [abused-drugs] 72 & T3,

B R —L—TFEERLEEF1 Y F4RY o—
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wanratray 7 oemgEnsz [
Z4—ILF EREA
Web Reputation Koy 77X o)A RSB Web LE 27—
VaraBERLET, LEaT—varo
F7a s, o LB TY,
cEmYU AT
R
ety
K
o mfE M
=E
[Select allow url list] FFA] URL U A M & 884R T 57>, [Create
New] Z#HER L TH LWFFA] URL U A b %
fERC L £ 97,
[Select block url list] 71w 7 URL U A b ZER 925, [Create
New] Z#R L TH LW 2 v 7 URL U A
MEERC L ET,
[Block Page Server] Ky 77X )2 MBS Tay g R_—
Y= R—Z@IRLET, KOFTT T 3 3
% @ ij‘o
* [Block Page Content]
* [Redirect URL] : U %4 L7 |~ URL %
BELET,
[Alerts And Logs] Fay XX R M0 120 07 7
ANEA T 2ERLET,
e 7uyr UAR
«FFAIU R b
s VBT —va/hTral
[Add] 227V v 7 LET,
[TLS Action] Z &R L £ 7,

RYS—IL—JERALEEF2)T4RYO— [}
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[TLS Action]

Koy FHE g )2 MmbEWeb T3 %
BIRLET, KOFT T arBbb £,

« #55 (Decrypt)
o /XA A JL— (Pass Through)

« [ 5 L72v» (Do not Decrypt) ]

[Select an TLS/SSL Decryption]

Fe v 72w U X K TLS/SSLIEF
17 7 A )VaEIRT 57, [Create New] %
BIRLTH LW e 7 7 A LEERLE

7,

X127 —EXRTYPDEE

FLC&HBHII

[Administration] > [Settings] > [Cloud Credentials]7» % Cisco SSE 7 7' A U 1F# Z /Ek L £,

TXaT7H—EXTVCDORE

[SSE Provider] ##IRL E¥, ROF T a b £7,

* Cisco Secure Access

F2T 4V DDERE

HEh b > RV OFERR T, Cisco SD-WAN Manager |%, 7 = — /LA —/R— 3T 2 —X2 DT 7 4
NVMEEBHLCT 74V D T v h— v RRA U ML, 7y FLET, 272
L, BHHCEG ST 72— VA== RNFGRA=Z 2 LT A~ A ASNIZ b T v —%&AE

RTHZLEbTEET,

1. [Source IP Address] 7 4 —/V RiZ, EFITLDIP T RLAZH T Ry h~A7 L EHITAT)

LET,
2. [Add Tracker] #7 VU v 7 L7,

3. [Add Tracker] Ry 77 v 77 4 RUT, MOXIITHELET,

R2: +SVvh—SA=4

T4—ILF Bl
[Name] kT v B —D4 R, 4 BTITIE 128 STFLIPN O ST 2 {5
TEET,

B R —L—TFEERLEEF1 Y F4RY o—
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[API url of endpoint]

k> L ® Secure Service Edge = K7"4 > k@™ API URL
ZHELET,

7 7 /L b : service.sig.umbrella.com

[Threshold]

RESNIZTY REAL LV MRFT L T0WDZEREST
BRIC, 70— 7 PR &R £ TORIENE AL L E
ﬁ‘o

&iFE ;100 — 1000 X U
F7 4Lk 300U

[Probe Interval]

BESNT-Z LV RRA v NORATFT—F Z5HWr+ 57201
I —T7wkET AR E AT LET,

P ;20 — 600 Fb

T 74N 60 R

Multiplier (%)

MRV T T EEET T LTS LTI 2RI
n—7HEEETLEEE AT LET,

P 1 ~10

F7FI k3

4. [Add] %7 V7 LET,

M RILDERTE

ko RNV EAERLT H121E, [Configuration] %2 V w7 LT, IROFIAEZFEITLET,
1. [AddTunnel] 7V v 27 LE7,

2. [Add Tunnel] /R 77 v 7' 4 > K7 ® [Basic Settings] T, (RO X I IZEHELET,

* 3 ERE

TJ4—ILF

Bl

Tunné Type

« Cisco Secure Access :  (FiH Y #H) ipsec

[Interface Name (1..255)]

A B —T A ZADL4HI,

Description

AV B =T =2 ZADOMAE AT LET,

Tracker

T 7 F I/ NTiE, PURAOREZERT S T v h—n
THFINTWET,

RYS—IL—JERALEEF2)T4RYO— [}
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Tunnel Source Interface

R RVDEETA v E—T = A ADLEL, ZDA L H—
Tz AIHNA LV F—T 2 A ATHDLLERH Y £7,
WHEIXA 2 =%y MDA v H—T = ZATYT, hrx
IWKETA V=T =2 A AFN—T Ny IV R —FLE
R

[Data-Center]

TIA =T =X —DEFEE [Primary] &7 Y > 7
L. Bh &V T =4k X —DYA1E [Secondary] % 7
Vo2 LET, 794~V T =28 F—~D F VT
TIOT 47 b LTHREL, e F Y T2
HB—~D N FINRN 7T v 7T bt LTHREL %
R

BERLT T ay (XT3

)

Shutdown FFarRE L EIY v L TCIDE T a rEAEDIC
LET,
F7 4L b S

[Enable Tracker] FFarRE L E I v LTCIDF T a v BEIIC
LET,

IPMTU A B =T 2 A A LDy FOEKMTU VA XEfeE
L\ij—o
FPH 576 ~ 2000 /XA b
F 74V k1400 /34 K

TCPMSS TPCSYN /X7 v hDIg K7 A b A X (MSS) &€
LEYT, 74/ FTiE, MSSIZA v F—T =14 ZAFE7-1T
k>R MTU ISV CEIFICRHEE S v, TCP SYN /%
Ty MW TITTALMEENAZ EIETHY THA,
HiPH : 500 ~ 1460 /XA |
Tk L

DPD Interval A B —F%y hF—x 7 ZF =Y (IKE) 23: T Hello

Ny hEIRETHRIRERRE L £,
HiPH 10 ~ 3600 7

F7 )Lk 10

B R —L—TFEERLEEF1 Y F4RY o—
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DPD Retries

ETNBT Yy FETHE (DPD) HifTA v —YDIRE
W7 WGEIZ, DPDFRITA v —Va R ET HHREE D
BHALCTHRELET,

ETINDPD A v — I SE LR o 12 GA . v—2 13k
REAZAHE L, DPD HafT A vt —V 2 EELET, 20
Ave—Ii%, L0EOEFITHEE (DPD FHRITH O
B) CTHEEENET, T7A4NBIT.DPD U FTA Ay
t—UiH 2T EICEESNE T, 5EIO DPD HEITA v
T —=VIREN WA, b E LTy —7
SNFET,

i 2 ~ 608

FT7F bk 3

IKE

[IKE Rekey Interval]

IKE ¥ —%2HH+5MEE2HEE L7,
H#iPH : 3600 ~ 1209600 & (1 EFfil~ 14 H)
F 7 4Lk ;14400 B

IKE Cipher Suite

IKE & — A A3 238G E E R b D X A TR IRE L
9,

ROWT Nz TR L ET,
» AES 256 CBC SHA1
» AES 256 CBC SHA2
+ AES 128 CBC SHAI
* AES 128 CBC SHA2

57 4Lk : AES 256 CBC SHAL1

IKE Diffie-Hellman Group

IKEvl ¥ 721X IKEV2 DWW 1) C, IKE F—A# CEHAT
% Diffie-Hellman 7 /v — 7 %2 E L E 1,

| PSec

IPsec Rekey Interval

IPSec ¥ — % HH I HMEEHEELET,
#iPH : 3600 ~ 1209600 & (1 FEEfil~ 14 H)
7 v k13600 7

RYS—IL—JERALEEF2)T4RYO— [}
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[[Psec Replay Window]

IPsec > RNVDU T L AT 4 R A XERELET,

F7a 64, 128, 256, 512, 1024, 2048, 4096 /37 v
Ro

Tk 512

IPsec Cipher Suite

IPsec b /L TREM T 2RRGEE W b 248 E L7
WOLTvarnbvET,

« AES 256 CBC SHA1

+ AES 256 CBC SHA 384

« AES 256 CBC SHA 256

« AES 256 CBC SHA 512

« AES 256 GCM

T 7 4V bk : AEM 256 GCM

Perfect Forward Secrecy

IPSec k> /v Cfi i3 5 Perfect Forward Secrecy (PFS) #%
ExFRE L E9, RO Diffie-Hellman 5557 v— 70
W ZEIR L £,

« 7 —721024 £ MR
o JL—"7"142048 B v MEEK
« JL—7 153072 & MR
« JL—7 16 4096 £ >~ MR
« 72 L : PFS Z#ELHIZ L £

3. [Add]#Z7 VU7 LET,

Cisco Secure Access (Z D& fH X1 £ 9,

[Region] : U —ya v &EBIRT DL, T4~V ) —Varbbh oY) —Ua 0 ORT 0
BRI FE T, Cisco Secure Service Bdge W& 5774~V U —Va v i krny 77Xy
A R BEEIRT D & Cisco SD-WAN Manager CE A Z U U —2 3 VN HEIICEIR S E

To 2=F Y ABIPT FLAZEOT I <) )=V a NIHETERWVWERIE, 2=F v

ARNPT RLRAZFFORD U H VY =V a ANCBETEET, TOHHFEETT, CiscoSecure
Access I%, M H DOV —Ta UNFICREEARETHD Z L E2RIEL T,

B R —L—TFEERLEEF1 Y F4RY o—
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GE)  HTITPSIZHEHR L TXT Y w7 IP T RLAZEIGET AT /314 AT DNS —_R—%2RETE £
9 HTTPS DIX(EIEA » F—7 = A AZikiET HIZ1E, Cisco SD-WAN Manager T ip http client
source-interface =~ > R&HH L E

N TFRAZE) T4 DERTE

TIT 4T R RNERY I T TR RAERELT, MoRAVETRNT 7 4 v 7 BT
5IZIE, [High Availability] 227 Y v 7 LT, IROFIEEZFETLET,

1. [Add Interface Pair] #7 V v 27 L7,
2. [Add Interface Pair] /R 77 v 70U 4 KU T, ROLIHIITRELET,

J4—ILF S5ER

Active I nterface TIAS VT —H R X =TT D PRV EERLE
7,

[Active Interface Weight] 0— NS T OERT (BT O 1~

255) EASILET,

0— RKANZ v E EEO N AETRN T T 4 v
L, Ry MU — 7 R A T OB £,
WO RN RVZR CEAMTEATTTDHE, Forrs
KCECMP 2 — RT3y v 7 RFEHTEET, 727710
N RZEWEREATTTDHE, O R RAVD T
74w 7a—0EEIRM A EL D £,

LRI 2ODT VT 4T FURNERET DB, &)

DR RNVDOEIMFTEI0IZHEL, 2FHDO R R
BAHTZ0IICERETDE, VT 74 v 27X b RAET
10:20 DR THMABIILET,

[Backup Interface] Ry T T N FIVERET DT, B F)TF—H
B XIS PRV BRI L ET,

Ny 77 o7 N RIVDIRREZAMET 5121, [None] &3
RLUET,

RYS—IL—JERALEEF2)T4RYO— [}
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[Backup Interface Weight]

0— RT3 T OERMIT (ERAT O 1~
255) AL ET,

B—RNRZ 7, RO N RAETR T T 4 v
oL, 3y bU— 78R 20T OIS L ET,
RUEAMHNTEANTDHE, bRV EIKTECMP 72—
NIy TEEBRTEET, L, b RVICEVWE
BEANNTDHLE, ZONINAND T T 47 Ta—DE
FNEAL N E < 720 £,

T2EZIE 20Dy I T T RN URINVERET DB, K
WO R ZNVDOELTTEZI0ICREL, 2FBD Frxv
DEIMHTE0ICHRETDHE. N T 7 4w 71X bR
T 10:20 DR TAM DSBS IET,

3. [Add] %27V LET,

=JL =

DNS 't’#‘:l. U 7__’1' @nXJE

Cisco Umbrella i 5 HERE ClX, 78
A7 2 (DNS) 7>V ZRGEEL T,
NTEET, X2V T 4%
FFESRTHHRY v —% Cisco U
Ty YD DNS 74U —4 L L THHE
Umbrella 7 77 RIZDNS 7 = U %

1. Cisco SD-WAN Manager D A == —71 5

DNEIER L £
2.

A AZJT L TDNS == ZXEEIND FAL R —
77?F«—x®t%;)74%—tx%ﬁg_¢5_g

FEIL, BREM KA A 4 (FQDN) ~D NTF 7 4 w7 &iFnf

mbrella R—X WICRELET, V—HE, Xy hT—7
L. DNS N7 7 ¢ v 7 ZFBBEIIZF ¥ »F L T Cisco
Rk L £,

. [Configuration] > [Policy Groups] > [DNS Security]

[Add DNS Security Policy] #7 U v 7 L£7,

J4—ILF

B

[Add DNS Security Policy]

[Add DNS Security Policy] K v 7" # 7 A
k72 % [Create New] Z 3R LT, #r L\ [DNS
Security Policy] DR U v —& 4Bk L £,

[Create New] RAA =2 AT 25 (DNS) X% =V T 4
RV o— 4 P—RNERRLET,
Policy Name WY =D E AT LET,

[Umbrella Registration Status]

APl h—7 VERIED AT —Z A FoRm LE T,

B R —L—TFEERLEEF1 Y F4RY o—



| Ruv—on—J&@ERLEEF2 T4 RY O~

ons tx2 U7z [

J4—ILF

B

[Manage Umbrella Registration]

[Manage Umbrella Registration] 22 U » 7 LT
Cisco Umbrella BFk ¥ —RB L P —27 L v b &
BINLEY, DNS Tk, EHORy hT—2
TNHRA A= INET,

* [Organization ID] (Z4H#% ID 2 A ) L ET

* [Registration Key] (28 &k —% A L E
‘g—o

o [Secret] I —27 Ly hE AT LET,

Cisco Umbrella ® 12 7' A LEHIL,
[Administration] > [Settings] > [Cloud Provider]
MHIRETE X,

[Match All VPN]

[Match AIl VPN] Z 27 U » 27 LC, i AlRE7R
FRTO VPN IZH U CR DR E ZfERr L E
R

[Custom VPN Configuration]

[Custom VPN Configuration] % #4R L T, $FE
D VPN Z ASJLET,

[Local Domain Bypass List]

RAAL S NAZEIRL £ T,

[DNS Server 1P] WD a )6 [DNS Server IP] 2 7% 7E L
7
* [Umbrella Default]
* [Custom DNS]
DNSCrypt DNSCrypt Z#H %0 F 7213 Mhic L £,
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