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RARNGBIORNAA VA EERLIZSSH N—=2 3 0 2 DT /31 A

RSA ¥ — X7 L7 SSH/X—2 3 0 2 DF A AFRE 13

RSA _— 2D 2—WFRFEE FITT 5729 D Cisco SSH Y — D% E

RSA N— 2 DY — \GHGEE FEITT 572 D Cisco 10S SSH H— DX E

UE— K TA R ELDKEFILE Yy a o OBG 18
NTZTNYa—T 47D 19

SSHH—"THOEFa7 at— 7 ha/voFHE 19
N TNy a—T 47D b 2

TR 2T VRO AT — X ZADOWHR 21

tXaT Vb AT =X ADHER 22

X ZT v RN=Tar2DE=HFY T LR 23

X aT Vb RN—=Va 2 PR — hORER 27

Bl ExXaT v A=V g 2 ORE 27
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B : H— 1 R SCP Of%E 27

Bl : SNMP 7 » 7 OF%E 21

B . SSH¥—HR—R AL XT7 7T 1+ 7L 28
Bl 74T MIOT Ny 7 OHRME 28
B 7F 0 NAY = ROERIZ LD ChPass DAL 28
il : ChPass DA ZMEI LOHIEIR 7' A L TO/NRAT — RAEH 29

12

16

5] : ChPass DAL L3 [Bla 7' A o LIzt D/RA T — KDL 29

Bl : SNMP OF /3> 7 30
B : SSH D7 /3y 7 Dl 30
WOIEHE 32
THaT vz NV a2 PR FOBNER 32
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X7 aE—

¥ 27 at— (SCP) HEREIX, T\A AREELIET A AA A=V T 7 AV Ea—TF5
O DOEETHIAESI NI R AR L ET, SCP L, X273 =/ (SSH) . 77U »r—
var, BLUBerkeleyr YV — /LA — K (N—=7 L—RFOMHEHDOR Y NV —F2 7 77
r—varty ) OvFa T 2B FEREEEETLI 70 P VIEFELE T, TORFa A
¥ FTCIE, SCP H— MABRERIZ A 2T ANA ZAZFHET D FMAICOWTHE L E 7,

« BEEETE O (1 =—)

et X2 T a—ORMHESM (1 —)

* Secure Copy [ZFHT 2 1FH (2 ~—)

X a7 a—OREHE 2—)

X a7 a bt —DREH 4 —)

« ZDOMDBEEE (4 X—)

« HFEE =—)

WANEE =
PEETEER D FERE
CHROY 7 2T VY —RATiE, ZOEFEYa— A THIHENDET X TOBRENR Y R— K &
TS EIFRY £8 A, ORI L OEEIZOWTIL,  [Bug Search Tool] 35X
CHHOT T b7 A —bBLOYY T =27 VI —ZDY J—R )= EBRLTLLES
VW, ZOFEYa— /LTl SN OHEREICET 1R, BLOKERELYR—FEhd) U —X
D—BEIZHONWTIE, HREFHROELEZSZRL TIZE0,

TTy b7 A= LD R— PRIV AT VT by 2T A A=V OV AR— MIET LW E
5% 5 1Ti%, Cisco Feature Navigator Zfi § L £ 9", Cisco Feature Navigator |27 7 £ 23 % |Z
X, www.cisco.com/go/cin IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y FH A,

X217 JE—DRHREH

e X a7 at— (SCP) ZHMITHHINI, T34 AL TEF2T7 =/ (SSH) | #iE.
BLOFFIZELLSETCTIOIVNENDY £7°,
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X277 3E— I
. Secure Copy 2R3 %15k

*SCP X SSH #fiH L TEX 2 7T RIEEE FITT B0, T /3 AIZIE RSA F—D_XT )0
/Zg‘(@—()

Secure Copy I~ 9 515k
X277 aE—DOEEARE

t¥ 27 at— (SCP) |L—H D Berkeley @ r-tools (Berkeley KFIME DRy N T —F 27 7
TV r—varty ) IZESHTEFFINTWDZ0, ZOEIENZ X Remote Copy Protocol

(RCP) LFBPILTWNET, 72721, SCPITEF =27 v =L (SSH) OEF=2 VT 1I1ZxhiL
TWAREBREET, MA T, SCPTIE, =—FRELVERL XL ERSTWNSZ EET N
AR LETHWITED LD, BRE, BV, T T 47 (AAA) RV EHRET HMENDH
DET,

SCP % H¥ 5 & . copy =~ > K& LT CiscoI0S 7 7 A /L 27 5 (IFS) NOIEED
TIANDAE—ET AL AL D TEITTE LD, FHEL~ LD 15 Da—F ORI/ Y
FF, FHSNEFHEILT —7 AT =2 a v ind COBRMEEEFT S L L TEET,

GH) CISCO V7 by =7 & —FEIZ psepexe 7 7 A NVEMEH L TWAEEIX, SCP AT v a v &2A%)
Liﬁ‘o

X217 aE—DHETE

VAATNAALAZEFR 2T At — (SCP) Y —MUBREDRRE 2T H12iE, ROFIAZ FEAT
L%,

AT v 71 enable
i
Device> enable
¥t EXEC £— REAC L ET,
 NAU—=RE AN LET ERINZHE)

AT w72 configure terminal
i
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ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

X217 aE—DHRTE II

Device# configure terminal

Ja—s b ar7 4 Xal—rar E— RERBLET,

aaa new-model

i -

Device (config)# aaa new-model

n A D AAA RRAEEZRRE L E T,

aaa authentication login {default | /ist-name} methodl [ method?2... ]

i

Device (config)# aaa authentication login default group tacacs+

AAAT 7R av ha—L VAT LA F—T M LET,

username name [privilege level] password encryption-type encrypted-password

1 :

Device (config) # username superuser privilege 2 password 0 superpassword

=YL ER—RAL LIERREV AT A EBHE L ET,

GE)  TACACS+°RADIUS R D F v U —7 R—ZADIRIEA N = R LANBES N TNOSEE T,

DFNEZEMETE £T,

ip scp server enable

1

Device (config)# ip scp server enable

SCP — MilBksEZ AZhIC L3,

exit

1 -

Device (config) # exit

Ja—s\ b ar74¥alb—vary B—REKT L, FHEEXEC E— RICEY £,
show running-config

1 -

Device# show running-config

({EE) SCP ¥ — MAlBkREZ Fn L £

debug ip scp
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—



B 27 ac—onEnm

1 :

t¥a7ae— |

Device# debug ip scp

(E&) SCP RRGERE 2 Bk L £9,

X177 3

E— D& E B

Bl O—AHIIBEEZFALE-EX27 aE—DETE

WOBNE, £F =27 2t — (SCP) DY — MUMEEORE T EZ R L TWET, 0BT,
A IER SN2 —FH LA T— Rai LET,

! AAA authentication and authorization must be configured properly in order for SCP to
work.

aaa new-model

aaa authentication login default local

aaa authorization exec default local

username userl privilege 15 password 0 lab

! SSH must be configured and functioning properly.

ip scp server enable

2y b= N—XFBAEZEA L 1= SCP 5 —/\HIDERTEHI

ROBNL, Ky b T =27 NX—=ZADFIAEA N =X L% L7z SCP O — MUBKRE DRXE 714
ERLTVWET,

! AAA authentication and authorization must be configured properly for SCP to work.
aaa new-model

aaa authentication login default group tacacs+

aaa authorization exec default group tacacs+

! SSH must be configured and functioning properly.

ip ssh time-out 120

ip ssh authentication-retries 3

ip scp server enable

T DDSE &R

BEE N
EERE R=aTFILEA ML
CiscoIOS 2~ R [Cisco 10S Master Command List, All Releases.]
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| t%a72€E-

#x W

BEEIEE T=aTFILBRAL L

X aT A ANA=Tar 120 | [BEFaTF a7 Falb—ary AR
A=

BiEka~vy FE@Brfa~v o R [Cisco I0S Security Command Reference: Commands A
to CJ
FRGE LR DOFRE [ Authentication, Authorization, and Accounting

Configuration Guide ]

DRADTYHY AL YR—F

B o

[FHCHH F 117~ Technical Assistance D& http://www.cisco.com/cisco/web/support/index.html

DOURLIZT Z7E®ALT, YAaDT 7 =H)v
PAR— MR KRRBITEH LTI ZSV, Zh
LYY —RF, VT NT=2ThA A F—
NLUTHELLY, YAapflieT7 7 /n
T—IZEAT D BANRIRE A R L2 0 T 5 7
DI LTI ZE, 2D Web ¥ LD
V=T 7 AT HERIL. Cisco.com D E 7
A IDBELOVSRT — RRMLETT,

AAA : G, R T T 40T, v F 2 VT4 = ADT L — AT =T THY, 12—
PO TCHER GRIE) . VE—FT7 7R ar ha— (#A) | b, BEE, BLXOLR—
MIEHT 28X 2T 4 b= MFROIUELEE TV T4 7) OFREEDH TV E
7T

RCP: VE—hrabt—, X207 4% UE— b x/b (Berkeleyr Y —/LAA — }) IZKAF
LTWET, RCPIE, TNA AL A—VRRL— T v a7 4 Xalb—varRElo7y
ANETNAZALERLDEY LET,

SCP: EX=7abt—, EXx=UT 4% SSHIZIKAF L TWET, SCP 7 — K, CiscolOS
T7ANT AT L (IFS) WOHHDHEDDEF o7 CRiFSN-at —&2 Rz LET,

SCP I RCP N HIRELIZHDTT,

SSH : %27 v = /b, Berkeleyr—/VAA — FDEFx =27 RRBEFREEZEREIET LT 7Y r—
aréTZubhan, 7Tu b a)VIEEORE S AT = XL EER LTy v a O EE R
LEd, 77V r—3 3 3 Berkeley @ rexec 3 L N rsh Y —/L & [RIEEIZHE A TE £9, SSH
N=T g1 FvRAay 7 hy=TIZREINTHET,
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X7 v N—=T a2 AR — MERET, E¥ 2T =L (SSH) N—V a3 r 2 BT
TEET SSHA—=V a1 HFR—hE, Ao 2a Y7 b7 VY —RCEEINT
WE L7 o SSHIZ, EEMEOE VR T v AR— MNED FETHEITI ., I/ 0EFHERE &
FALMREZ$RUE L EJ, SSHTIX, B TX ML E LTERSNTWNDDIXTCP DA TT,
SSHTC, *v hI—7 LMD a L B a—XIIEZRIT 78 A LY, a~<wy REERIZFET
T&F9, SSH & & bttt &2 %27 2’ — 7 b= (SCP) MAET, 77 AL %
BITHRIETEE T,

. et RO (7 3—)

e X T v N—=T g2 IR — FORMHESE 8 —)

et X aT v N—=V a2 YPR— hOHIKEFE 83—)
-ﬁ#JTVIwA—yayzﬁf—b’%ﬁéﬁw (9 =)

et X T v N—T g2 HR— BOEHE (12 %—=)
e FaT v N—T g2 PR— I &EM (27 _—3)

s WDIEE (32 X—7)
et FaT v RN—=T g 2 HR— FOBIEER (32 4—)

L | =
PEETREER D FERE
CHROY 7 2T VU —RATiE, ZOEFEYa— A THIENDET X TOBRENR Y R— K &
TS EIFRY £H A, ORI L OEEIZOWTIL,  [Bug Search Tool) 35X
CHHOT T b7 A —LBLOYY T 2T VI —ZADY J—R )= EBRLTLLES
VW, ZOFEYa— /LTl SN OHEREICET 1 #R. BLOKERELYR—FEhd) U —X
D—RIZHOWTIE, WREFHRORESRL T ZE W,

TTy b7 A= LD R PRI RAT VT b 2T A A=V OV AR— MIET LW E
i39I, Cisco Feature Navigator Z ] L £, Cisco Feature Navigator |27 27 & 2§ %2
X, www.cisco.com/go/cin IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y FH A,
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tXa7 v N=vavagR—t |
B cx27 vz n—vavagk—romrgs

X7 DN —U3 029 R— FOFHREH

* SSHZFRET HANT, ZTHHADT S, RNTHBEIRA A=V B — RS TWD Z & 2R
LEJ, SSH ¥— N2idk, ZHEHADY U —AIZ)& U7z k9 (Triple Data Encryption Standard
[3DES]) Y7 bU =7 A4 A=V NNETT,

eSSH N—V a3 2%V R—Fr4TBHSSHYET—h T, 2EFHTHZSLERZHY £, F
7oy VAT TNA RERTHLERH Y 97,

¢ SCPIE. FWEF, 2BV, BEOT U LT 42 (AAA) IZX>TIELHERELET, 20
72, SSH #—/3C Secure Copy Protocol AN/ D X IIZT /NA A TAAA R ET D
VBN F4,

\}

GE) SSHAR—=Va 2% —NRESSHA—=Ya 27747 M, ZHEHAOY U =250 Ty
2a Y7 b7 TCHR—FENFET (SSHZ 74T MISSHAA—V a1 7 e hant
SSHNN—Y g 27va harlombFxEITLET, SSHZ 74 7 > M, THEHDY U —2(Z
JGUTKY A A=Y O THR—FEnET) |

VI RT 2T A RXA=VOF 7 ra— NZETDERICONTIEL, [ Cisco 10S Configuration
Fundamentals 27 4 X2 b — a3y A4 K] 28 LT 7ZE0,

X277 D N—23 029 R— FOHEKEE

e EXx 27 =z (SSH) $—/3% SSH 7 74 7 > hE, Triple Data Encryption Standard
(BDES) Y7 bU =7 A A=V THR—FENET,

e R—bENDT TV r— g 0%, FT b, remote 2~ RDOFELT, Secure Copy
Protocol (SCP) DA T,

* Rivest, Shamir, 3 X" Adleman (RSA) %—4%i% SSH Vr— IO FEAHT9, SSH 7 7
AT bELTEET DT /31 AL, RSA F—%ERT20ERH D XA,

*RSA ¥ — X7 DY A XL, 768 By "UAETHDHMENRH Y F3,
s ROMEREIZV R— FENTWEHE A,

cR—bhTHT—T 4T,
» Compression
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w27 v A—Sav2gk— kT oEE

X7 b NN—=Dar2YR— MIET H1ER

SSH/N\— 322

X7 v N—=T a3 2R — MERET, SSH N—T 3 V2 ARETE ET,

SSH /N— 3 V2 Y — RO EIX, SSH A= = 1 OFKE & [AEETT, ip ssh version =7~
Rix, ETHSSH A=Y a v a2ERELET, Z0a~vr RERELRWES, 7741 K
TSSHITAE#ET— RTEITENET, X=Var 1 ER_A=Va  2WFoEGEAFIH T £
-éAO

G¥)

SSHA— v 1id, L LTERSA TRV T B haL T, REHZOZ B han (R—
Tarl) WZTNAANRT =Xy 7 LIRNWE 22T 5121, ipsshversion =2~ > K%
LTAR—=V a2 2 BETHRERHY £7,

ip ssh rsa keypair-name =~ > R&fiH 3% & | % L7- Rivest, Shamir, 33 LT Adleman
(RSA) F—ZAH] LT SSH ##t 4 RATTE £9, FTIZ. SSHITAERMFE A DRAID RSA
FZV 7 SNTHWET (DFEY | IO RSA F— T MWAR ST T SSHIEA 12—
T o TWET) . ZOEEXFELE L TV E 925, ip ssh rsa keypair-name =~ > R & ff
AL TZoOEMEEITORWEL DIZT 5 Z N TEET, ipsshrsakeypair-name 2~ > K% % —
T OLFEEE L THRET D L, SSHIE, F— XTBEET L2HEITHEIT R D, F—
RT B THERT 25 B II% NGV T, Zoavr REefHLTSSH 24 x—7
MZT D4, Cisco Y 7 b7 =7 D SSH A=Y 3 v 1 TIHMER, RA RN E RAL U 4%
REXRET D0ETH Y EH A,

GE)

oy Ay NF—XSSHAN—V a2 TCTHR—FINETN, EXFa2T7 b X—=T3 1T
Y AR— kSN EEA,

X7 O I/N—2 322 DHEEENLE

)

SSH /N—0 51 o 2 OFSRESLRIEIZIL, Virtual Routing and Forwarding (VRF) -Aware SSH., SSH 7
Ny JHERENREE, B X O Diffie-Hellman (DH) 27 /L— 743D W3R — k72 & OBNIIFEEEA <
OPEENTWET,

G¥)

VRF-Aware SSH i, AV UV —RA IS U T R—FINFE T,

Cisco SSH ZFIETIIftsk, 768 ¥y MEXHMENH A S CWE L7z, DH Z/b—7 14 (2048
By ) BEOTA—T716 (4096 € ) BEBALT 7V r—2 a U IHIGT 5720, LUK
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tXa7 v N=vavagR—t |

B cx27 05— av20RsAF— (BT BHEENE

ERF— VA RXOMEENE LY, BEDH I NV—T%2T 57 74T b &V — 3D
A B —URMP VBN > TV ET, ip ssh dh minsize 2~ RjZ, SSHH— N EDET 2
FTAYAREFRELET, ZIUIIZ, ssha~> RBYEES L, SSHZ 74 7> Millo s Z
ATV RDVRFA VAR AL HIPT RLAEEBIHEHLTC, ELWAV—TFT 4T T—7
NERRER L, Bt a2 e T HHEREIC, VRF B nE Lz,

SSHdebug =< > Fﬁiﬂ%fl:éﬂ TRy IEESVE L2, debugipssh =2~ R, 73
7 It A EMFET HIDIIRINE Le, TNy 7 Iaw R Ef#E LT 51, 0=
< FCIE. ISR E S INCBIRZR < SSHICRE T 5T R TOT /Ny 7 A yE—U0)
FIl S 4L E Lz, ZOBEMEIXKARE LTHIEL £ 9723, debugipssh =2~ R&F—TU— K%
BELTRELESGA, AvE—YEFF—U— N CHRELZFERICHIRSNET,

X7 T )L/N—2 3220 RSA X—IZR89 AHEEENLE

\}

CiscoSSH N—2 g U210, f—AR—KA ¥ T7 0T 4 7TRHFEFRAB LR T — K _XR—2D
AR E AR —FLTWET, RSAF—D SSH N— 3 U 2 LEMGEIX. 7947 L&
H— NJEF D RSA _X— 2 DARF —3REE R — F L TWET,

:L“—-]j‘wu GF : RSAX— A D1 — "j_mu FIE T I, %:L“_"j_ Eg@'ﬁ‘”— %Z/LTI/\}Z)EZ‘%%“—/{A\E‘%%“_
DORT ZBGECEALET, 2—FIIWEX—/AHXF—DOXT 27 T4 T N TEKRL, 2
B —% Cisco SSH W — "THEL T, Fitze T LET,

VT VOMESL A RAITT D SSH 1 — 3, FE X — 2 H L T S{b SN -84 211
RLET, BAE2—FDORBF—I \MﬁmtbmﬁH%—AK%Eéhi#o$H%—
NI, 22— ERENTEAHF—ICH LTy Y2 23 B LET, Ny daid, =2
T D5 NUBRHDLINE I DEHET L0 INE T, —ERRO»-sHE
RSANR—ZAD A v —URFENABF—2HH L CEITSNE T, TO/RE, Belbashizy
T =F X I ZHESNWT, 2a—VDOT7 7 ATRIESNINER SN E T,

P — NZBEE  SSHE v a VOMEN.TIZ, CiscoSSH 7 74 72 MM, F—%HT7 = — Xz
EACE 2% — NFA N F—%FHL T, SSHY—"ZFIEL F£9, SSH %—/3 F—F,
SSHﬁwaanﬁ%J W ENET, THODF—IISSHNA R—T M5 & EITER S,
74Ty MIITTRETLHDMLERSD £77,

P — NGREEDOY A, CiscoSSHZ 74 7 2 EREFEF— NIAA N F—%2E D B THMERDH D
T, VAT IR —N"EDRTSSHE Yy a v EHBYL LIS ETHE, 77347 F
FF—RHA =D —HL LT, P—"DBEXLEZELET, HERSAFF—DF = v
7 TI7TNITAT Y MUTA R=TNADGE, ZOH—NICHIETHHRA N F— xR
MHLMNEIIPINT TAT  NTHERINET, —BDBRONDE, 7747 2 MIF—/3K
A b F—%ffH L TCEALDORREZAITLE T, V= SORREIHS 5 L, &y g OL
BRI T L ET, RT D & BT T L. [Server Authentication Failed] &\ Y95 X wt&—
URERINET,

GE)

NF—Z2 =TT DB, ATV EMHLET, LB >T, SSHY—"THETE S
NF—OHIE, 1 2—PFITR K2 DOREAF—ZER LT=HE 10 2= IR E T,
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\}

snvp 5 745 [

GE)

\)

VAP —NFIRSA RXR—AD2—YIFEETHR—FLTWETR, YA 77347 MIER
AEFRE L TABRF—ZIETETETA, MAm~x®mn’ﬂT6ﬁ~7/&$H774
TV RMBDOERE Cisco — NG LT5mE . V— N3G ER 22T AN E T,

GE)

P — NFRREDO G, P —730 RSA A ¥ —% FE) T E L, CiscoSSH 7 741 7> MUITip
ssh stricthostkeycheck =~ > NZEE L £7,

SNMP k5 v AR

SSH +—

MOV Y =2 C T, SRy NU—2EFH T m ha (SNMP) Ty TR FT
TIHTSNMP T3y 784 e > TV DA, SSH & v ¥ a3 UM T LIZBRIC B EhY
WZAEMRESNET, SNMP k7 v 7 OFPULICEET 2 1EWRICOWTIX,  [SNMP Configuration
Guidel] @ TConfiguring SNMP Support] €Y =—/LaEZH L T 7ZE0,

GE)

snmp-server host =< > REZRET D55, IP7 KL AX, SSH (telnet) 7 7 A4 7> F23H
M. SSH W — 3~ IP #5203 RIRE/2 PC DT KL RIZT AMLENH Y £, SNMP ~F v
OB TEFNZHOWNTIE, il : SNMP R 7 v 7 ORE] BZ7 a2 LTIEEN,

F7-. debug snmp packet =~ RZEH L TSNMP 7T Ny 72 HMIL, N7 v T EHFoRT
LUERHY ET, b7 v IERITIT, FEASAL MERSSHE Y g o THER AT B b
AN EDIEFRPEENET, SNMP 73y ZOFNZHOWTIE, T SNMP T v 7 DF%
El k7 varaZRUTIES N,

—KA28597 ¢ IRl

SSH¥ —AR—R A %777 ¢ 7iRFHEREIX. SSH TOHRH A v &—UFFEE & IEITI,
ffé*i%ﬁ@nmnﬁfw ZA%% '3"571 {%ﬁﬁf%éﬁ_tf—é—o %zliﬁ/j — ﬁf"j‘j‘*‘]\é
NTWD, 2—=HFDANDHPLERFEIEST NI T XT, ZOWETEITT LN TEE
T ZOBBRIZHBIRICA X —T TR £,

WOFANYHR—FrENTWET,

» Password

Y= PEETEITF Y L DIDNET HF S EIITA N 7 ZEIR 5 SecurlD 5 LT
N=Ry =T b=

« TT A VRRERRGEE Y = —/ (PAM)

¢ S/IKEY (L OZDMhofFE R Tx—)
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. XTI NR=Da v 2y R— FDREFE

HEWICAEMEENTZSSH ¥ —R— R A UV H T 7T 4 TRIMEDO ST ST+ U D)
WZHOWTIE, il SSHFXF—R—FR A ZF7 75 4 7RiE 282—2) | #BRLTLLEE
Uy,

X127 O N—Ta2 2 R—MNDEEAE

RAMEBEEIVRAAL B EFRALI=SSHAN—2 30207 /814 REX
I-.-I
N
* enable
KiHE EXEC E— RZ2AMC LET,
e NMAT—REANLET FERIn=HE) .

Device> enable
* configure terminal
Ju—rbary 7 4 Fal—aryET— RERBLET,
Device# configure terminal
* hostname name
TN ADRA M ERELET,
Device (config) # hostname cisco520

* ip domain-name name

FTNRAAD KA VB ERELET,

cisco520 (config) # ip domain-name example.com

* crypto key generate rsa
7—7 VB LY F— FREREMIC SSH h— "% A X—7 MZ LET,
cisco520 (config) # crypto key generate rsa

* ip ssh [time-out seconds | authentication-retries integer]

(EE) T3 A LT SSH AR E L ET,

cisco520 (config) # ip ssh time-out 120
* ip ssh version [ 2]

UEE) TRAATEITTASSHDONR— g U EHIEELET,

cisco520 (config) # ip ssh version 2
* exit
Ju—sy ar7 4 Xalb—var T—Fak T L, FEEXEC E— FaBmL £7,
e T 74V N ARANMIREDIZIL, nohostname 2~ REMHHLET,
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cisco520 (config) # exit

RSA X— R7&EFHALE=-SSH/A—2 3 02D FT /A RETE

A7 v 71 enable
5 -

Device> enable
F5HE EXEC E— REBACLE T,
e NMAT—READNLET (FRINEZHE)

AT w72 configure terminal
i

Device# configure terminal
Ja—\)y a7 4 F¥Fal—yaryET— Rt LET,
AT v 73 ip sshrsa keypair-name keypair-name

1 -

Device (config)# ip ssh rsa keypair-name sshkeys

SSH |[ZfE 4% RSA F— X7 & ELET,
GE) R TS AIEED RSA F— T 2R ETEET,

AT 74 crypto key generate rsa usage-keys label key-label modulus modulus-size
il -

Device (config) # crypto key generate rsa usage-keys label sshkeys modulus 768
TNAATE—=HNBIONY T— FNBFEAIT 5 SSH — 2 H M LET,
« SSH N— = 2 2 Tl #ixt¥A X12768 £y NAETHDLERH D £9,

GE)  RSA F— X7 & HIBRT DL, crypto key zeroizersa =~ > K& fiH L £7, RSA F— X7 & H|
Brd 2 &, SSH ¥ — NTHBINCEIC 220 £,

AT w75 ipssh [time-out seconds | authentication-retries integer]

1 -

Device (config)# ip ssh time-out 12

T /3A A T SSH A S 2% & L £ 7,
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AT 76 ipsshversion 2

£l

Device (config)# ip ssh version 2

TN ATFETTHSSHON—T 3 VEBELET,
ATy 71 exit

il -

Device (config) # exit

ra—s L ary 7 4 X¥al—ayET— RREKT L, FiE EXEC E— REHIE L £,

RSAR—ZXDA—HFEIEEETT H1=6HD Cisco SSH H—/\DEXTE

AT9 71  enable
i -
Device> enable
¥t EXEC E— RZ AR LET,
e MAT—REANLET (FERESNEEEH)

ATw 72 configure terminal

il -

Device# configure terminal

ya—r)aryZ 4 Xal—ary ET— REBBLET,
AT 73  hostname name

il -

Device (config) # hostname hostl

RANERELET,
AT7w 74 ipdomain-name name

1 -

hostl (config)# ip domain-name namel

CiscoY 7 U7 THATAT 7ANV D RAL VAEEFRE L, RERRHEAND RAL U EHTEL
*9,
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ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

RSA R— R D1 —HRIFEETT 5= Cisco SSH 4 — 0%z ]

crypto key generate rsa

il -

hostl (config)# crypto key generate rsa
RSA F— X7 &R L ET,

ip ssh pubkey-chain

15“ .

hostl (config) # ip ssh pubkey-chain

SSH #—/\ LD a—H3 LU — \GRGEAIC SSH-RSA F—Z@EL, AfF— ar 7 Fal—va
v E-RNERBLET,
e = NIRMFSNTVD RSARBF =2, 7 74T & MRFESN TV DA F— & g F— D
TEMEHLTHIES D &, 22— PRI T,

username username
il -

hostl (conf-ssh-pubkey) # username userl

SSH 2 —#4 %% EL, AMF—2—F ar 7 Fal—rar - FEMBLET,
key-string

fil

hostl (conf-ssh-pubkey-user) # key-string

JE—h ET7DRSARDHEF—Z2HETEL, AHF—TFT ¥ a7 4 Fa2l—var T— K2R LE
j—o

GE) A—72SSHZ 7A4 72 b (EWVHz 5 L sshfid rsapub 7 7 A /L D) 8B — 1 % HL
BTEET,

key-hash key-type key-name
fil
host1 (conf-ssh-pubkey-data) # key-hash ssh-rsa keyl
(fEE) SSH¥— Z A T nN—va v EELET,
o U — /AT — XT ORETIX, F— XA 7% sshasa lICTHXLERH Y £,
s key-string =~ > RAFHE SN TV DEAIZRY ZOFIEHIFMEETT,
* key-string =~ > K& key-hash =2~ > ROWTFNNERETILERH D 7,
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GE) NRF— AR T DNy a2 BFHEATHINE, Ny v Y 7 Ny T EEHRALET, F
720 IO AT TR, Aoy vaffizat—352 b TEET, FIOTARF—T—#
EANTHHE. keystring 2~ > REEH L CTABS—T— X2 ANT5Z L 2HELET,
XTv 7710 end
fi
hostl (conf-ssh-pubkey-data) # end
NHF—F—F a7 4 F¥al— g F—RE2&T L. il EXEC £— FIZRY £,
e F 7 )L F RA MIREAHIZIL, nohostname =T~ REZMFHLET,

RSAAR—ZX DY —/N\FEEEEITT 578D Ciscol0S SSH H—/\DELTE

ATv 71  enable
i -
Device> enable
FitE EXEC E— RE& AN LE T,
e NRAT—REANLET (ERINZHE) .

AFw 72 configure terminal
il -
Device# configure terminal
Jua—sLar7 4 Xal—var E— RERBLET,
ATv 73  hostname name
f5i -
Device (config) # hostname hostl
RANGERELET,
ATw 74 ipdomain-name name

1

hostl (config)# ip domain-name namel

CiscoY 7 b xT7 THATAT 7ANV D RAL VAEEFRE L, RERRHEAND RAL VEHTEL
F7,
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ATy TH

ATvT6

ATy 17

ATvT8

ATy

ATy 710

RSA R— R DY —NREEEETT 51280 Cisco 105 SSH ¥ — 0%z [

crypto key generate rsa

il -

hostl (config)# crypto key generate rsa
RSA F— X7 &R L ET,

ip ssh pubkey-chain

15“ .

hostl (config) # ip ssh pubkey-chain

SSH #—/\ LD a—H3 LU — \GRGEAIC SSH-RSA F—Z@EL, AfF— ar 7 Fal—va
v E-RNERBLET,

server server-name

1

hostl (conf-ssh-pubkey) # server serverl

TR A TORRF—RIEIZHOWT SSH B —RZHHc L, AfF— VP —Rar 74 F¥a21— 3
T— RZBABLET,

key-string
fl

hostl (conf-ssh-pubkey-server) # key-string

JE—h ET7DRSARDEF—ZHETEL., AFF—TFT—HF a7 4FXFa2lb—varT—FaBLE
7,

GE) A—T2SSHZ T7A4 72 b (B2 L sshfid rsapub 7 7 A /L D) 8B —1 % HL
HBTEET,

exit
1

hostl (conf-ssh-pubkey-data) # exit

NRF—TFT—F a7 4 X2l —aryEF—RFRE2ERTL, AF— YV —Rar7 X2l —vg
ET— REBBLET,

key-hash key-type key-name

1 -

hostl (conf-ssh-pubkey-server) # key-hash ssh-rsa keyl

(EE) SSHFXF— 4 A T NR_"—=Va v ZRELET,
o M X — /A F— XTOFRETIE, F— F A 7% sshrsa lZTHHLERH D 9,
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* key-string =~ > R E SN TV DIGEIZRY ZOFIEIFMEETT,

s key-string =~ > K& key-hash =2~ > ROWTNNERETLHLERH Y 7,

(B ABF— AN IOy FETLE, Ny v Y 7 My =T EEALET, F
7o, DT AT R_RA AN Ay vafizabt—352 b TaEd, IO TARS—T—X
EANITHEE . key-string 2~ > REEH L CTAS—FT —X 2 ANTHI L EHSEL 7,
ATy 71 end
i :
hostl (conf-ssh-pubkey-server)# end
ABF— =N ar 7 Fal—rar T—REKT L, 5 EXEC T— RIZED £,
AT w712 configure terminal
Bl -
hostl# configure terminal
sua—r L ar7 4 Xal—varyET—RERBLET,
AT w713 ip ssh stricthostkeycheck
i :
hostl (config)# ip ssh stricthostkeycheck
P REENFEITESND 2 L MR LET,
cPEEMNFAET DL, BERITK T LET,

e F 74 )L R AARMIEAHIZIEL, nohostname =~ REMFHLET,

JE—F TNAREDESLE Y 3 DO
A
GE) #2574 23, VA3 VY7 =27 THR—FENDLBEEAAT VT R L% -

%27 vzl (SSH) — 2P R—FLTWALERHLY £, £7-. T 2G0T
HVETIHY ¥, SSHIZT 4 B—T L T— R TEITTEET,

ssh [-v {1 |2} | -c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des | aes192-cbce | aes256-cbe} | -1 user-id | -1
user-id:vrf-name number ip-address ip-address | -1 user-id:rotary number ip-address | -m {hmac-md5-128 |
hmac-md5-96 | hmac-shal-160 | hmac-shal-96} | -o numberofpasswordprompts » | -p port-num] {ip-addr |
hostname} [command | -vrf]
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1 :

Device# ssh -v 2 -c aes256-ctr -m hmac-shal-96 -1 user2 10.76.82.24

VE—F Ry FNT—=7 TARARLDOBEELESNTcEy v a v 2Rt LET,

ST a—FTaTDEVH
ipsshversion =~ K&, SSHOFRED T TNy a—T 4 VWA TEET, N—=TVa v
EEETLHZLICE-T, MERHD SSH A=V a VERFETEET,

SSHH—/\THtFa7aE— 7O ra)lOEZE
~

GE)  WOX AT TiX, SCPOV— MEEZRTELET, ZOXAZIL, TXAATUE—FD
U— 27— a b 7 7 AN EERIC A —TX 5 — IR BREL R LTWVET,

X2Fw 1 enable
1

Device> enable
it EXEC E— REAZLET,
e MAT—REANLET (FERENEEEHH)

ATw 72 configure terminal
fl

Device# configure terminal

Ja—r ) ar7Z 4 ¥al—yary T— REBBLET,

AT w73 aaanew-model
1 -

Device (config) # aaa new-model

AAAT Z7EA arhe—L 5 L&A X—T M LET,

AT w74  aaaauthentication login default local

1

Device (config)# aaa authentication login default local
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B ssio—cotxa7 aE— ForaromEmt

FRERFIZ 2 — I NV D2 — P/ T = RXR—=REHHTH X0, v/ A VO AAA BFEZ R E L E 7,
ATy TH aaa authorization exec defaultlocal

1 -

Device (config)# aaa authorization exec default local

2= T I RERIBTAEINRNTA—F 2y NU—7ICRELET, RirxFETL., =—3ID TEXEC
VaVDFETEFATINE INEEELET, FO%, VAT A TRIFICE—H)L T —Z_X— R %l
HTA2MNERNHDZ EEHEELET,

ATw 76 usernamename privilege privilege-level password password

1 -

Device (config) # username samplename privilege 15 password passwordl

A—PHR—ADFRAES AT LEfENL L, 2—P4, MRV~ BLOIER S SR T — REHEEL
ij‘o

GE)  privilege-level 513D /MEIE 15 T, HER L~V 15 K D56 . HEfintilr S 7,

AT w71 ip ssh time-outseconds

il

Device (config)# ip ssh time-out 120

TSA RINSSH 7 A4 7 b OISE ORI Z . A TRELET,
AT w78 ip ssh authentication-retries %%

il -

Device (config)# ip ssh authentication-retries 3

A E—=T A 2DV ¥y M, RBIAELZFRITTHEEERELET,
AT w79 ipscpserverenable

i

Device (config)# ip scp server enable

TNARAT, VE—K T —FI AT =2 aVIpbRBILT 7 AN EaA—T& 5 LI LET,
ATv 710 exit

f5i

Device (config) # exit

Ja—n) arZ 4 Xal—aryEB—REKT L, BHEEXEC E— FIZRY 7,

AT w71 debugip scp
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1

Device# debug ip scp

({EF&) SCP BREDRIEIZB T 22l A etk L £,

FSTILVaA—TavTDEY R

SCP FEAEICBAT 2HIED R T TV 2 —F ¢ V721X, debugipsep 2~ RZMEH L ET,

X7 VT IIEHREORT—2 ADHER

ATy I

ATy T2

ATvT3

enable
Al :
Device> enable
FiME EXEC E— RAAICLET,
e NAU—REZANLET (FERINTEHE) .

show ssh

&1

Device# show ssh
SSH Vr— "Bt D AT —H A F R LET,
exit

% -

Device# exit

¥i#ME EXEC E— F&& T L, =2—V¥ EXEC £— NIZEY £7,

1

WD show ssh =<2 ROHETIHNZIE, XN—T a3 v 1 BLONR—=U g U 2 80K
SSHARX—Va v I BXONR—Ua U 28 OAT—Z ARFERINTWET,

Device# show ssh

Connection Version Encryption State Username
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0 1.5 3DES Session started lab
Connection Version Mode Encryption Hmac State
Username
1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

& D show ssh T~ ROHE BN, RN—Ta 28k (R—Ta v 1#RERL) O
HHOSSHNA—V g L 2BLUOANR— g VIO AT—Z ARFERINTWET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

WD show ssh 1~ > RO DHFNZIX, RN—T a3 v 28 (ON—Ya v 18k L) O
BHOSSH A= a v 1 BLXUONR—Ua V28O AT —Z ANFRENTNET,

Device# show ssh
Connection Version Encryption State Username

0 1.5 3DES Session started lab
$No SSHv2 server connections running.

X7 VI AT—3FADMER

AT w71 enable
i :
Device> enable
FiHE EXEC E— FE AR LE T,
e NMAT—RE AN LET (FERENTEER)

AT w72 showip ssh
1 -

Device# show ip ssh

SSH DO N—=Va VEBIORET — 42K R LET,
RATv T3 exit

i
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Device# exit

¥i#E EXEC E— F&& T L, =2—V¥ EXEC £— NIZEY £7,

1

RO showip ssh =~ RO ENZIL, A&7 SSH DAN—V g > RREEF A LT U
M, BLOAR—=T a2 1 BLORN—Y 3 2 2 B OBIEO HAI TN E RSN T
WET,

Device# show ip ssh

SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

KKOD show ip ssh =~ > RO FNZIZ, A%72 SSH OAN—T 5 | GBREX A LT U
ME, BIOAR—=T =302 e (/\"—'\»/ a v 1k L) ORREOFFITRIED R R
SNTWET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

KD show ip ssh =~ > RO NHNTIL, Ah72 SSH D= g > BIEX A LT 7
ME, BEOAR=Ta 1 (N—T a3 285678 L) ORGEDOHRITHEIE NS LR
SNTVET,

Device# show ip ssh
3d06h: %SYS-5-CONFIG I: Configured from console by console

SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

XA TFT OTILIN—DU3 0 2DFZARY DT EHE

AT v 71 enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
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AT 72 debugipssh
i

Device# debug ip ssh

SSH D7 /Ny 75 LET,

)

X277 I N—T 3 29R—

AT v 73 debug snmp packet

i

Device# debug snmp packet

FRA 2N K5 TEZEEINTZTRTD SNMP 7 hOF Ry 2N LET,

1

R ? debug ip ssh =~ > FOH 1L, B2 SSH A=V a L 28 CThHDH Z & &R

LET,

Device# debug ip ssh

sent protocol version id SSH-1.99-Cisco-1.25
protocol version id is - SSH-2.0-OpenSSH 2.5.2p2

kex: client->server aesl28-cbc hmac-md5 none
kex: server->client aesl28-cbc hmac-md5 none

00:33:55: SSH1: starting SSH control process
00:33:55: SSH1:

00:33:55: SSH1:

00:33:55: SSH2 1: send: len 280 (includes padlen 4)
00:33:55: SSH2 1: SSH2 MSG_KEXINIT sent

00:33:55: SSH2 1: ssh receive: 536 bytes received
00:33:55: SSH2 1: input: packet len 632

00:33:55: SSH2 1: partial packet 8, need 624, maclen 0
00:33:55: SSH2 1: ssh receive: 96 bytes received
00:33:55: SSH2 1: partial packet 8, need 624, maclen 0
00:33:55: SSH2 1: input: padlen 11

00:33:55: SSH2 1: received packet type 20

00:33:55: SSH2 1: SSH2 MSG_KEXINIT received
00:33:55: SSH2:

00:33:55: SSH2:

00:33:55: SSH2 1: expecting SSH2 MSG KEXDH INIT
00:33:55: SSH2 1: ssh receive: 144 bytes received
00:33:55: SSH2 1: input: packet len 144

00:33:55: SSH2 1: partial packet 8, need 136, maclen 0
00:33:55: SSH2 1: input: padlen 5

00:33:55: SSH2 1: received packet type 30

00:33:55: SSH2 1: SSH2 MSG_KEXDH_INIT received
00:33:55: SSH2 1: signature length 111

00:33:55: SSH2 1: send: len 384 (includes padlen 7)
00:33:55: SSH2: kex derive keys complete

00:33:55: SSH2 1: send: len 16 (includes padlen 10)
00:33:55: SSH2 1: newkeys: mode 1

00:33:55: SSH2 1: SSH2_ MSG_NEWKEYS sent

00:33:55: SSH2 1: waiting for SSH2 MSG_NEWKEYS
00:33:55: SSH2 1: ssh receive: 16 bytes received
00:33:55: SSH2 1: input: packet len 16
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w27 vrnn—vavene=aysein ]

partial packet 8, need 8, maclen 0
input: padlen 10
newkeys: mode 0

received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #3 ok

input: padlen 10

received packet type 5

send: len 32 (includes padlen 10)
done calc MAC out #3

ssh _receive: 64 bytes received

input: packet len 48

partial packet 16, need 32, maclen 16
MAC #4 ok

input: padlen 9

received packet type 50

send: len 32 (includes padlen 13)
done calc MAC out #4

ssh _receive: 160 bytes received
input: packet len 64

partial packet 16, need 48, maclen 16
MAC #5 ok

input: padlen 13

received packet type 50

send: len 16 (includes padlen 10)
done calc MAC out #5

authentication successful for lab
input: packet len 64

partial packet 16, need 48, maclen 16
MAC #6 ok

input: padlen 6

received packet type 2

ssh _receive: 64 bytes received

input: packet len 48

partial packet 16, need 32, maclen 16
MAC #7 ok

input: padlen 19

received packet type 90

channel open request

send: len 32 (includes padlen 10)
done calc MAC out #6

ssh _receive: 192 bytes received
input: packet len 64

partial packet 16, need 48, maclen 16
MAC #8 ok

input: padlen 13

received packet type 98

pty-reqg request

setting TTY - requested: height 24, width 80;

input: packet len 96

partial packet 16, need 80, maclen 16
MAC #9 ok

input: padlen 11

received packet type 98

x1ll-req request

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #10 ok

input: padlen 12

received packet type 98

set: height 24,
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send:

send:

send:

send:

send:

send:
done
send:
done
send:
done
send:
done

len

len

len

len

len

len
calc
len
calc
len
calc
len
calc

shell request
shell message received
starting shell for vty

48 (includes padlen

done calc MAC out #7
ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16, maclen
MAC #11 ok

input: padlen 17
received packet type 94

32 (includes padlen

done calc MAC out #8
ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16, maclen
MAC #12 ok

input: padlen 17
received packet type 94

32 (includes padlen

done calc MAC out #9
ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16, maclen
MAC #13 ok

input: padlen 17
received packet type 94

32 (includes padlen

done calc MAC out #10
ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16, maclen
MAC #14 ok

input: padlen 17
received packet type 94

32 (includes padlen

done calc MAC out #11
ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16, maclen
MAC #15 ok

input: padlen 17
received packet type 94

32 (includes padlen
MAC out #12
48 (includes padlen
MAC out #13
16 (includes padlen
MAC out #14
16 (includes padlen
MAC out #15

Session terminated normally

18)

17)

17)

17)

17)

16)

18)

16

16

16

16

16
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X7 oxIN—23 2 R—MDEEH

Bl - 2Xa27 I N—2a3020%F

Bl X7

Device# configure terminal
Device (config)# ip ssh version 2

DI N—Ua3MBELEU2DERE

Device# configure terminal
Device (config)# no ip ssh version

. )E—FTNARATOESLEY S 3 VDA

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24

B : H—s\ A ~ SCP DERTE

OB TiL, SCP DY — MAMSRE DR IE HiEEZ R LET, ZOFITIL, T35 A TD AAA B
FEBLORABLERELTWVWET, ZOHITIE, a— I NVICERINZ2—FH ENRNAT— %
ERLES,

Device# configure terminal
Device (config) # aaa new-model
Device (config)# aaa authentication login default local

Device (config) # username samplename privilege 15 password passwordl
Device (config)# ip ssh time-out 120
Device (config)# ip ssh authentication-retries 3

( ) #

Device (config ip scp server enable

5l : SNMP 5 v TJDETE

WOBITIE, BEEFRHDSNMP 7 v 7Rk LET, b7 v 7L, SSH v v a Uik
TIT5EaEICAEKRSNET, ZOfldDa, b, ¢, dIXSSHZ 74T FDIP T KL AT
9, SNMP 7 v 7 T3y ZHITOFNZ DN TR, Hﬁu :SNMP DT /3 77 (30 X—2) |
DI varEZRLTIEEN,

snmp-server
snmp-server host a.b.c.d public tty

Cisco I0S XE17 (CiscoNCS520 ') —X) £Xa7 Yzl av T4 FalL—ar HA K .



tXa7 v N=vavagR—t |
B 5 ssus—k—rara507402

Bl : SSH¥x—KR—F 42250 T4 TFEL

Bl: oS54 72 MIDT/INY TDERIE

WOBTIE, 727A4AT > MUOT Ry TRF N> TEY, a7 FOgREN 6 (SSH
X—R— R A EFIT 4 TEEFRDTDIZ3 D, AT — REIEHFRDO-DIT3 D) 1T
o TWET,

Password:

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on
Devicel# ssh -1 lab 10.1.1.3

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange successful

*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and encryption on
*Nov 17 12:50:53.335: SSH2 CLIENT 0: using method keyboard-interactive
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0O: using method password authentication
Password:

Password: lab

Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT O: SSH2 MSG USERAUTH SUCCESS message received
*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated

*Nov 17 12:51:11.407: SSH2 CLIENT 0O: pty-reqg request sent

*Nov 17 12:51:11.411: SSH2 CLIENT 0: shell request sent

*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl : TS24 INRJD—FKFOZEHEIZK % ChPass DEZNE

W ORI TIL, ChPass BERENH N> TCEY, SSHX—KR—F A XT3 77 4 TBIEHF A%
FRLTT I 7 RATV—=FNEFEINTWET, TACACS+ 77/t R o b —/jL #—
(ACS) 1Z. Ny 7 FAAA B — L LTHEHENTWE T,

Devicel# ssh -1 cisco 10.1.1.3
Password:

0ld Password: cisco
New Password: ciscol23
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Re-enter New password: ciscol23

Device2> exit

# - ChPass DEML B LUMER Y1 > TnxT— FEE [

[Connection to 10.1.1.3 closed by foreign host]

5l : ChPass DEMILE L VHEIA T 1V TH/INRT— FER

WO TIL, ChPass #ERENH N2> CTEYD ., TACACS+HACS IRy 7= R H$—nEL LT
SN TWEST, SRATU—FRE, SSHX—R— R A %575 7 BiaFF a2 L Th

Hoa A4 TEREINTWHWET,

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.
Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password:ciscol

Your password has expired.
Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.

Try again.
New Password: cisco
Re-enter New password: cisco

Device2>

{5 - ChPass DAMILB LUV IEAST A U LEED/INRT— KD %

W OB TIiL, ChPass BERENH N2> TE Y, TACACS+ACS I3y 7 = K AAA —o3 L
LTHEHAENTWEST, NATU—RE, SSHF—AR—RFR A X537 T 4 TRIEFNEMH L
T3[Ea /A LRICHIRINICZ D 97,

Device# ssh -1 cisco. 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit
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Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2>

Bl - SNMP DT/ 45

RIZ, debug snmp packet =~ > FOH NI AR L E T, HIZiE, SSH &> ¥ 2 D SNMP
N7y ERPEENET,

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Devicel2# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6
tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 1392
local.9.2.1.18.2 = lab

*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

5 : SSHDT /Ny U D1k

KIZ. debugipsshdetail 2~ > RO B ZRLES, HIZE, SSHZ' 7 k=L b F v xL
FORIZET 27 Ny ZIERNEENE T,

Device# debug ip ssh detail

00:04:22: SSHO: starting SSH control process

00:04:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25
00:04:22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
00:04:22: SSH2 0: SSH2 MSG_KEXINIT sent

00:04:22: SSH2 0: SSH2 MSG KEXINIT received
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00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG_KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS sent

00:04:22: ssH2 0: waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS received

00:04:24: SSH2 0: authentication successful for lab

00:04:24: SSH2 0: channel open request

00:04:24: SSH2 0: pty-reqg request

00:04:24: SSH2 0: setting TTY - requested: height 24, width 80; set: height 24, width
80

00:04:24: SSH2 0: shell request

00:04:24: SSH2 0: shell message received
00:04:24: SSH2 0: starting shell for vty
00:04:38: SSHO: Session terminated normally

RIZ. debug ip ssh packet =~ > KO B ZRLET, 12X, SSH T v MZBET 5T
Ny TIERPEENET,

Device# debug ip ssh packet

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

send:packet of 1length 280 (length also includes padlen of 4)

ssh receive: 64 bytes received

input: total packet length of 280 bytes

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
input: padlength 4 bytes

ssh receive: 64 bytes received

input: total packet length of 144 bytes

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
ssh receive: 16 bytes received

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
input: padlength 6 bytes

signature length 143

send:packet of length 448 (length also includes padlen of 7)
send:packet of 1length 16 (length also includes padlen of 10)
newkeys: mode 1

ssh receive: 16 bytes received

input: total packet length of 16 bytes

partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
input: padlength 10 bytes

newkeys: mode 0

ssh receive: 52 bytes received

input: total packet length of 32 bytes

partial packet length(block size)1l6 bytes,needed 16 bytes, maclen 20
MAC compared for #3 :o0k

O O O O OO OO OOOO0O0O0O0O00O0O00O00O00O00O00O00Oo0Oo0Oo0oOoooooOoOo
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RDIEXE

SSHRX—Y 3 v 2%Y R —bF5SSH Y E— bT A ZAEFHTHZLERLY £, F7=.
VAATNA AT HDMERH D FT,

tXa7 ox)LN—U 322 KR— FOEMEH

BEERE RZaTFILEA L

CiscoIOS == I [Cisco I0S Master Command List] . 3=XT» Y
J—2

AAA

['Security Configuration Guide : Securing User

RARMBIOERAR RAL LV OREL A Services]
7

YT VDR ESZ AT

VI RT2T A A=V DF T a— R [ Cisco 10S Configuration Fundamentals
o o HLE Configuration Guide ]
IPsec DX EVEE ['Security Configuration Guide : Secure
Connectivity]
SNMP K7 v 7 OREL AT [SNMP Configuration Guide]
R
R 24 b

IETF Secure Shell Version 2 Draft #i#% | Internet Engineering Task Force @ Web ¥4 |k
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PAR— bR KPITEH LTI ZEWN, 21
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