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Attach a Performance Monitor service policy
to an interface using the service-policy type
perfermance-monitor command.

Create a Performance Monilor policy using the
policy-map type performance-monitor command.
This command is used to associate the flow monitor
and ane or more classes with the policy.

Intarface
A
¥
| Palicy ]
A A
Y ¥
Class Class

Create one or more classes using the
elass-map command. This command
is used to specify the filtering criteria.

Flow maonitar

Create a Performance Monitor flow menitor using

the flow meniter type performance-menitor command.
This command is used to associate a flow record and

an optional flow exporter with the flow monitor.

Flow record Flow exporter

Create a Performance Monitor flow record using the
flow record type perfermance-meniter command.
Create a flow exporter using the flow exporter command.
The flow record is used to specify match and collect
fields, and the exporter is used to specify the destination
for exporting data.
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Evh ZhOOFEHDOEMIZOWTIL, [Cisco Media Monitoring Command Referencel]l ¢ show
performance monitor status =~ > REZZML T 7Z3 0,

«IP X/ v ¥ (IP Packet Count)
«IP TTL

«IPTTL (f%/\)  (IP TTL minimum)

«IPTTL (fKX) (IP TTL maximum)

s B =Tz A<y T ~D7 1 — (Flow to Interface Mapping)

P 7u—O3%T FLALR— b, BETT FLVALR—-b, BLUTm b=
« RTP [F1# Y — A (SSRC) (RTP Synchronization Source (SSRC))

«IP A2 7 » M4 (IP Octets Count)

« AT 47 ARMU—LA "y bE (Media Stream Packet Count)

AT 4T ANV =L A2 T v ML (Media Stream Octect Count)

« AT 47 XA b L— b (Media Byte Rate)

« A7 47 A M (Media Byte Count)

« AF 47 4wk L— I (Media Packet Rate)

« AT 47 Ny MEKEL (Media Packet Loss Count)

« AT 47 2y MBS L — F (Media Packet Loss Rate)

s TR/ N 4& (Packets Expected Count)

« W7 L — F (Measured Rate)

« AT 4 THIRKA X2 M (Media Loss Event Count)

« 77 K hU y 7w (RTT)

« BFEMY v #— (RFC3550) (&% K) (Interarrival Jitter (RFC3550) max)
« BFEM Y v #— (RFC3550) (f/)v2) (Interarrival Jitter (RFC3550) min 2)
« BIZER Y v #— (RFC3550) (SF¥))  (Interarrival Jitter (RFC3550) mean)
« A5 47 L— 4#E) (Media Rate Variation)

« E=% A X (Monitor Event)

« A7 47 =7 — (Media Error)

« A7 4 7481k (Media Stop)
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«IP /XA b~ 4% (IP Byte Count)
«IP /34 k L— I (IP Byte Rate)
* [P Source Mask

* [P Destination Mask

cE=H YT A F—r DR v 7 (Epoch of A Monitoring Interval)
« X7y NiRE AT —H A (Packet Forwarding Status)

* Packet Drops

*DSCP BLIPV6 N7 7 ¢ v 2 77 A (DSCP and IPv6 Traffic Class)
* TCP fix K& 7 A > h¥ 4 X (TCP Maximum Segment Size)

*TCP : g KV 4 > RUHA X

*TCP: KV 4> RUHFA X

*TCP: ¥ 4 R A X

« RIEZ23A1 MK

« NIE7Z2/30 > MR
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Catalyst6500 75 » k 7+ —Ll<ET 25RFE [

AVB—T A RZALT HR—k

LA¥3HR—F Frinr )

VA Y3IAR—FTF XY RN YT 2 —T = A @)|HY

LA % 3 SVI(b) 0
L3 ko pov 2L
LAY 2 (A4 vF K) R—Fh 7L
LAY 2HR— K Frxn oL
LA ¥ 2 VLAN B0

* VRF TONT 4 —< 2 A EF=X Y TEHAR—FEINTWERA,
e VINT XY AR T O —DNRT v P AT AR — R STV EH A,

*VLANA VX —T 2 A ADNT LI HR—=F LDV —T v R T 7 4 w73, NTF 74 v
7 DIFEITLVLAN A U F—T = A AZRFETE RN, FE=ZTEEHA, [Routed
traffic from trunk ports will not be monitored by ingress policy on VLAN interface ( k7> 7 R—
FRHON—FT v K 8T 7 4w 271E, VLANA X —T 2 A ADASJRY —I2 kb
FEoXINERHA) | VD syslog A v E—UNERINET,

FRERE LT, FIUv I A F—T 2 A TN T 3 —< L AET=H YT R —%H
ETExET, Z0F=4V 7 %FHT5 L. CPUBMARNEMTSZ i £,

matchall ¥ f 7DV T A< v 7 &2 AT HZ LIITEEREAL, FHR—FENTWDHDIE,
match any % A 7 OMRERDHTT, matchall ¥ A T DI T A < F AT 5L 518
Tr =~ AXR=L Y T eBRGE LG, Ny POBERD CPUICELNEY, £D
fE, match-all 7 7 AN IEFICHHA NS &, O > RS CPU THE ST, ME
WISCT Ry 7SNET, 207D, CPUMHENA PRI b&Em< Y £,

cVLAN A > X —T 2 A4 ADHIIONRT p—<w 2 A FE=HZ Y 7 KUY —7Tik, VLANH
TV VENDNT 74 v 7 IFE=F EREHA, JHUX, N— R =T OHIRIZE D
HOTY, FMERIZ, VLANA VF—T =2 A4 AOWM DT TRSADTHRY —%iH
THZETT, VLANA X —T =2 ADATIORY »—TiX, 7V vVl "7 K
NE=HIHET,

HAORY =2l > THEB SN 7y MoV, Y7 hou =712k 5 L— MIRD
HWFHETT, TNHD/X7 y MZOWTN— R =2 7 R—2ADH#EHEHT 52 L1 T
XFEHA, LIEDRST, < D70 —%F=FT 55402 F U A TlL, CPUEIY ALfH
RENEL 2D REMENH D £,

HORT =~ AE=H Y 7 TiE, Catalyst6500 77 v b 7+ — LD FMEER A B =X
LEFHLET, TOME, 7L —b XA v TF U TOBIENE~ A 7 a BEIMLET,

ml (CEF) NRAZMHLTAAL v F 7 END5/37 y MZOWTE, N7 —v A E
=2V 7EYR— SN THERE A,
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B rsor—ronmEs

c BEIFEZEBLONRT =< AE=L Y 7T, ATy FOBERLEEC A=A L%
FIHLUET, BEMESHEEIT. X7 +—~ L AE=F ) 7 L0 B ESNET, L=
MoT, NI =~ AE=HY U7, BERNGZERRI AT > TO D 5EE T3
BRLETA, TORIRITEDTAETDH L, syslog A vE—U RN ERRSILET,

e NRNTF—< LA ET=HX Y T T, Eifb ACL e¥ 7, VACL ¥+ 7' F v, IPv6 =
=72 EOMOREL R U A D= AL ZHALET, RUNTAEDNT INTERENEIL S
¥, TOMOBEIZT vy 7 SNTHETE <D, syslog A v E—UNER I E
‘j‘o

IPv6 H-7R— ~ DFIEEIE

NI F—< L AZAE=H —TDIPv6 DY R — ML, ROFBIERH Y E7°,

¢ [IPv6 TH AR — FENd bR a Uik, FEMPLS, DMVPN (ZEAEDT T v M7 4 —24) |
BLOTFaTNVAE v 7 TT,

e RD hARm X, IPv6 TiEYA— F SN TWEH A, MPLS/VRF (6PE X TX6VPE) .
GETVPN, BXWOIPV4 kR LT IPV6,

* Mediatrace |3 IPv6 # 3 — F L TWEHA,

«IPv6 7 RLA~DT —HDxr AKR— ME, ASRIK 77 v 7 +—ATIEHAR—rSh
TWEH A,

» Flexible NetFlow % IPv6 < /L FF v X hZ YR —KF L TWEHFA,

*DMVPN (%, ASRIK 7J v F 7 4 —A®D IPv6 TIEH AR — SN TWERA,

- - E I-.-I — 3 —
Cisco Performance Monitor DEXE. FS5 I a—T 42
. BV AVTFUORDAE

\Y
GXx) NS OVEECTEHT 5 Flexible NetFlow D2~ > K, ¥—U— K. BLOB[EHDL< 1%, L
BIOV Y —ZATHLFHATEEST, 25 DEEFD Flexible NetFlow =<2 K, F¥—U— kK, B

L OB DOFEMIC OV TIL,.  [Cisco IOSFlexible NetFlow Command Referencel]l &M LT 72
S,

Cisco Performance Monitor D 70— TH AKR—F DERTE

77— x> AR—4H%, Cisco Performance Monitor TIVEE X 55— # % NetFlow Collection
Engine 72 EDVE—h VAT ANEEFETLOIMEHINET, =7 AR—F TlL, xS
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FIRDEE

F IR D 48

Cisco Performance Monitor ® 7 H— T9 X/R—42 DR E .

= | =L & LT User Datagram Protocol (UDP) MERH IS4, N—Ta 97 AR — | 74—
~y FAMEHSINET,

FEAM 72 TR E A2 HB9 & LT, CiscoPerformance Monitor |2 L » TIRE N BT —4 % ) £—
F AT AT AR— 27Dl —E=F D70 — 27 AR—FEZRET DITIL,
WDA T a U NEHEEFEITLE9, Cisco Performance Monitor Tik, 71— &7 AR—H X
Cisco 10S Flexible NetFlow D54 & [FEED HETRE L E T, sBMlc O\ i, [Configuring
Data Export for Cisco 10SFlexible NetFlow with Flow Exportersl] Z &ML T< 72 &0,

GE) IPVAT7 RLALIPV6 T RLADOWTNEMHEA L THsEEIce s AR— FT&FET,

(6=3) TO— T AR—H T L, 10D EDOENTR— s ZET, BEomLicrT—4%&2x/
AR— T BHEEF, BEOT7o— 2 AR—FEREL T 70— T=F—(ZEH Y Y THL
EHRH Y £,

©WONDARAWN=

enable

configure terminal

flow exporter exporter-name

description description

destination {ip-address| hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9 | ipfix }

dscp dscp

source interface-type interface-number

option {application-attributes| application table | exporter-stats| interface-table|
metadata-table | sampler-table | vrf-table} [timeout seconds]

output-features

template datatimeout seconds
transport udp udp-port

ttl seconds

end

ARV RFEEETO 3y S

ATy T

enable
1 -

Device> enable

¥ikE EXEC E— F&EANZ L £,
e NMAT—REANLET ERENTHS) .

Cisco Performance Monitor D 5% & .



. Cisco Performance Monitor D 70— T4 XA R—Z DHRE

Cisco Performance Monitor D 5% E |

ARV FFEREETIVa Yy

S

25w 2 |configure terminal Ju—N)L a7 4 FXal—ay T— REHG
1§| : L/jzﬁﬁo
Device# configure terminal
ATw 73 |flowexporter exporter-name 7u— 7 AR—HZ{E L, Flexible NetFlow ~7
1 O— TV AR—HF AT fFal—arEt—F
B L E T,
Device (config)# flow exporter EXPORTER-1 « T Do ]\Tfi %@@7 O— T/ X‘/Zko‘—
BEBELRTHIEHTEET,
AT F4 |description description (1) #&EH LU show flow exporter =2~ > KD
Bl MR RS ND Ty 2K — 5 ORI ERE L E
ﬂqo
Device (config-flow-exporter) # description Exports
to the datacenter
RATFw 75 |destination {ip-address|hostname} [vrf vrf-name] T AR—H T — R B EET AL AT LD
B - IP7 RLAEEAA M ERELET,
GE) IPv47 RLALIPV6 T RLADWTH
Device (config-flow-exporter) # destination . - o N
172 .16.10.2 EHEALCHmEEICT 7 AKR— h T
ij‘o
RFwT6 |export-protocol {netflow-v5 | netflow-v9| ipfix } T AR—ETEHEINA e halriEELE
i kK
. . 6=3) NBAR bt sz 4 —n Fo=
ijé;iiv(:zr;flg—flow—exporter) # export-protocol Vi ZR— }\ ﬂi\ IPFIX%}:ET@@%#\Q“—
FENET,
A7y 77 |dscp dscp (LE) =/ AR—FIZLoTREShET—4 7
i - Z L0 Diffserv =2 — K AR A (DSCP) /3T A —
ZhaRELET,
Device (config-flow-exporter)# dscp 63 . dSCp Fj‘lﬁ@%ﬁli 0~ 63 _,G_a_o ?‘\‘77?/1/ ko
0,
AT w8 |source interface-type interface-number () =V AR—HFT, T AR—FENT-T—

1 -

Device (config-flow-exporter)# source ethernet
0/0

BT T LEDEEFETCIPT RLALLTIPT KL A%
fFHT 20—V A 2 —T A ABBELET,
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Cisco Performance Monitor ® 7 H— T9 X/R—42 DR E .

ARV FFEREETIVa Yy

E:)

25w 9 |option {application-attributes|application table| (EF) =7 AR—=FENLT—FOREREL T
exporter-stats| interface-table | metadata-table | HOF T arTF—TAOER AN LES, =
sampler-table| vrf-table} [timeout seconds] NHDF—F LY. 7 ZAF— T, A AT —
i - EDEEMEER L, AT arT—7 k-

EicvyEr7EnsIDET 7 AR—hT&E
Device (confiq—flc?w—exporter)# option 7;—0 71':& }%_fj:\ AR —T = A X';:“‘j\/l/l?iSNMP
exporter-stats timeout 120 /], :/'?/ 7 X%/{ :/5“—‘7:1:/( X%a:_? > ]:O:/ﬁ
L. VRET—7 /LI VRFID Z4 R~y B 7 L
i‘a‘o
o T a T =T NOEE OGO & RN
R TE LT R TEET,
« seconds 5 | B DHFHIZ, 1~86,400 TY, 777
JU M 600,

AT w710 |output-features (f£7) Quality of Service (QoS) & HF =1k % fifi ]

il - LTI AR—F "7y hERETELLIICL
£7,
Device (config-flow-exporter) # output-features

25w 711 |template datatimeout seconds (FEE) ZALT T MIESLS T L— FOFE

15“ : %%&/\dg Liﬁ‘o

« seconds 5| D HIFHIL, 1~ 86400 TJ (86400
Device ( fig-flow- ter)# template dat T
ti;;gitcigolg ow—eXporter emplate ata *}_24 H#FEE) N

AT w712 |transport udp udp-port UDP % F TV AR— bk 7 bbb LCHEEL,
- T AR—RNENDT—H T T LB AT LN

Y A=2742%UDPR— hEIEELET,
Device (config-flow-exporter) # transport udp 650 . Udp-pOI’t élﬁt@%ﬁ@i 1 ~ 65536 /CT

AT v 713 |ttl seconds (FE) =7 AR—=ZI Lo THEENDET—H 7
i - J LOTHRETRERSR (TTL) B2 37E L £,

« seconds G & DOH#iIPHIL, 1~ 255 TY,
Device (config-flow-exporter)# ttl 15

ATv 714 |end Tu— T AR—F ar T 4 F¥al— g E—

Bl - Rz T L, #HE EXEC £— NICRY £7

Device (config-flow-exporter) # end
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B sorca—5090e0r

FSINLYa—TFTavTDEVE

TH—Z ) AR—=ZDEEEL AT —Z A%F = v 7T 5HIT1E, show flow exporter =~ N %
HHLET,

Cisco Performance Monitor d 70— L O— FDERTE

FIEDEE

Cisco Performance Monitor ® 7 B — L = — RO EIZRE T 5 AR & FIEIL, Flexible NetFlow
D7u— La—RROEELFEILTT, 7r— ba— RNE, ESNET—FZ2HE0 L TR

THHEAZBELET, HE—DKE7Z2EV L, Cisco Performance Monitor D36, 2~ KiZ

type performance-monitor 3% £ T\ 5 Z & T,

enable

configure terminal

flow record type performance-monitor record-name

match application {name [account-on-resolution] | vendor | version}

match connection transaction-id

match flow {direction | sampler}

match interface {input | output}

match ipv4 {destination{address| prefix [minimum-mask mask]} | protocol | source {address

| prefix [minimum-mask mask]}

9. match ipv4 fragmentation {flags |offset}

10. match ipv4 {section {header size header-size| payload size payload-size}

11.  match ipv4 total-length

12. matchipv4ttl

13. matchipv6 {dscp|flow-label | next-header | payload-length | precedence| protocoal | traffic-class
| version}

14. match ipv6 destination {address| {mask | prefix} [minimum-mask mask]}

15. match ipv6 extension map

16. match ipv6 fragmentation {flags|id | offset}

17.  match ipv6 hop-limit

18. match ipv6 length {header | payload | total}

19. match ipv6 {section {header size header-size| payload size payload-size}

20. match ipv6 source {address| {mask | prefix} [minimum-mask mask]}

21. match metadata {global-session-id | multi-party-session-id}

22. match routing {destination | source}

23. match routing is-multicast

24. match routing multicast replication-factor

25. match transport {destination-port | igmp | rtp [ssrc] | source-port}

26. match transport icmp ipv4 {code| type}

27. match transport icmp ipv6 {code| type}

28. match transporttcp {acknowledgement-number | destination-port | flags {[ack] | [cwr] | [ece]
| [fin] | [psh] | [syn] | [urg]} | header-length | maximum-segment-size | sequence-number |

®NOGO A WN A
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29.
30.
31.

32.
33.
34.
35.
36.
37

38.
39.
40.
41.

42,
43.
44,
45,
46.
47
48.
49,
50.
51.
52.
53.
54,
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urgent-pointer | window-size | window-size-maximum | window-size-minimum |
window-size-aver age}

match transport udp {destination-port | message-length | source-port}

collect application media {bytes{rate| counter}| packets {ratejcounter} | events}

collect application {name [account-on-resolution ]| description | http host | nntp group-name
| pop3 server | rstp host-name | sip {destination | source} | smtp {sender | server} | vendor |
version}

collect connection

collect counter {bytes[long| rate] |packets{dropped [long] | long]}

collect datalink mac source address {input | output}

collect flow direction

collect interface {input | output}

collect ipv4 {destination mask [minimum-mask mask]} | dscp | source mask [minimum-mask
mask] | ttl [minimum | maximum]}

collect ipv4 fragmentation {flags| offset}

collect ipv4 {section {header size header-size| prefix[payload size payload-size}

collect ipv4 total-length [maximum | minimum]

collect ipv6 {dscp | flow-label | next-header | payload-length | precedence| protocol | tr affic-class
| version}

collect ipv6 destination {address {mask | prefix} [minimum-mask mask]}

collect ipv6 extension-map

collect ipv6 fragmentation {flags| offset}

collect ipv6 hop-limit [maximum] [minimum]

collect ipv6 length{header | payload | total [maximum] [minimum] }

collect ipv6 {section {header size header-size| prefix [payload size payload-size}

collect ipv6 source {address {mask | prefix} [minimum-mask mask]}

collect metadata {global-session-id | multi-party-session-id}

collect monitor event

collect routing forwarding-status [reason]

collect routing ismulticast

collect routing multicast replication-factor

collect timestamp internal

collect timestamp sys-uptime {first | last}

collect transport {destination-port |igmp type| source-port | event packet-losscounter | packets
{expected counter | lost {counter |rate} | out-of-order } | round-trip-time|rtpjitter {minimum
| mean | maximumj} }

collect transport icmp ipv4

collect transport icmp ipv6

collect transport tcp {acknowledgement-number | destination-port | flags {[ack] | [cwr] | [ece]
| [fin] ] [psh] | [syn] | [urg]} | header-length | maximum-segment-size | sequence-number |
urgent-pointer | window-size | window-size-maximum | window-size-minimum |
window-size-aver age}

collect transport udp {destination-port | message-length | source-port}

end
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RTwvF1 |enable FiME EXEC E— R&EACLET,
L « N2RT—REANLET @ERESNEHA) .
Device> enable

X 5w F2 |configure terminal Jua—)ary7 4 X¥al— gy T— K&tk
i LETS
Device# configure terminal

X 5w 73 |flowrecordtypeperformance-monitor record-name | 7o— L 2— F&EK L, 7r— L a— R a»
il - TJA4FXal—vary ET—RERBLET,

e Zawy RCTIX, o7 — L a— K%

Device (config) # f1 dt e - .
per formance-monitor record-8 EETHZLHTEET,

X w74 |match application {name [account-on-resolution] | |7 U A r—3 g4 XX — F 33—
vendor | version; E¥—7 =L RELTHAT 2 L2 lELE
1 e
Device (config-flow-record) # match application
name

R w75 | match connection transaction-id T —a b ER—T 4 — )L R LTERAT
&1 - 5 LERELET,
Device (config-flow-record) # match connection
transaction-id

A5 w76 |match flow {direction | sampler} 7u—Jf7 4= Fed—7 4 —/L & LT
Bl - T5ILEIRELET,
Device (config-flow-record) # match flow direction

R w77 |matchinterface {input | output} ANV FE—T 2 A AT 4 —)V REF—T (—)L K
Bl - UMY S 2 LA tE LET,
Device (config-flow-record) # match flow direction

AT 78 |matchipv4 {destination{address| prefix 1O EDIPVE 74— RE¥X— 74— L REL

[minimum-mask mask]} | protocol | source {address|
prefix [minimum-mask mask]}

1 :
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Device (config-flow-record) # match ipv4
destination address

2w 79 |matchipv4fragmentation {flags|offset} 1oL EDIPVA 74—V REF— 7 40— REL
il - THEHTLIZEERRELET,
Device (config-flow-record) # match ipv4
fragmentation flags
2w 710 match ipvd {Sgction {header sizeheader-size|payload |1 >l FD IPvd 7 4 — /L REF— 7 4 —/L K& L
size payload-size} THRT 5 = & i LET,
i
Device (config-flow-record) # match ipv4 section
header size 8
ZFw 711 | matchipv4 total-length IPv4 DEF7 4 —/N FE¥—7 — /L F& LT
Bl ATz L EiRELET,
Device (config-flow-record) # match ipv4
total-length
RT w12 |matchipv4ttl IPvdttl 7 4 — /L RRF—7 4 —)L K& LTS
5l - NoZ L RIRELET.
Device (config-flow-record)# match ipv4 ttl
AT v 713 |matchipv6e {dscp | flow-label | next-header | IPV6DSCP 7 o —/L R F—7 ¢ —/L K& LT
payload-length | precedence | protocol | traffic-class| | x 31,2 = L 2455 L 4,
version}
11
Device (config-flow-record) # match ipv6 dscp
R7 v 714 |matchipv6 destination {address| {mask | prefix};  |IPv6 56557 FL A7 — L Fad—7 4 —/L L
[minimum-mask mask]} LTHERTHIZEEBELET,
1 -
Device (config-flow-record) # match ipv4
destination address
AT w715 |matchipv6 extension map IPv6 ik~ v 77 4 — L R&EX%—7 41— /L RE L

1 -

Device (config-flow-record) # match ipv6 extension
map

THEHTL2ZEEBELET,
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AT 716 |matchipv6 fragmentation {flags|id | offset} IPv6 7T T AT —vary 757 74— K%
B - F—T ANV RELTHAT LI EEZRELET,
Device (config-flow-record) # match ipvé
fragmentation flags

A7 717 | match ipv6 hop-limit IPVo ARy 7V Iy h 74—V FaF—T 4 —L R
- L UTHAT 5 2 L RE LET,
Device (config-flow-record) # match ipv6 hop-limit

AT 718 |matchipvé length {header | payload | total} IPV6 DEET 4 — NV REX—7 4 —/L R& LT
Bl M5z L EiRELET,
Device (config-flow-record) # match ipvé length
total

R Fw 719 |matchipv6 {section {header sizeheader-size|payload | [Pv6t& 2 > 3 v D~y X —H A4 X7 4 —)L K&k F—
size payload-size} T4—ARELTHEATSZ EaEELET,
1
Device (config-flow-record) # match ipv6 section
header size 8

RTFv T2 mamm%$meMMﬁHquWmn IPv6 EfZIET RV AT 4 — )V REF—T 4 —/L K
[minimum-mask mask]} ELTHEHT2ZEERELET,
£l
Device (config-flow-record) # match ipvé source
address

ZF w721 | match metadata {global-session-id | ABTF—=BEyasID7 44—V REXF—T 4 —
multi-par ty-session-id} R E LTHAT S 2 L 2R LET,
i
Device (config-flow-record) # match metadata
global-session-id

ZFw 722 |match routing {destination | source} N—T 4 THEERRT T T T 4=V ReFx—T 1 —
Bl - AREUCHERT S 2 L 2 RELET
Device (config-flow-record) # match routing source

A w 723 |match routingismulticast =T 4 > 7 is-multicast 7 7 7 7 4 —/L K& F—

1

Device (config-flow-record) # match routing
is-multicast

T4V RELTHMT LI EEEELET,
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R w724 | match routing multicast replication-factor N—TFT 4T <V FXxxy A LY r—g 0
B - Ty IR T T 4— ) REX—T 4 —)LREL
THEATLHIZEERELET,
Device (config-flow-record)# match routing
multicast replication-factor
AT 725 |matchtransport {destination-port | igmp | rtp [ssrc] | | Real-time Transport Protocol (RTP) /37> bk v
source-port} 4 —@ Synchronization Source (SSRC) 7 4 —/L K
- ZEH, 1OULEDO NI U AR—MET 4=V &
XF—T 44—V FELTHERATLZEE2EELET,
Device (config-flow-record) # match transport
destination-port
R T 726 |match transporticmpipv4 {code| type} IPV4ICMP k7 > AR— kK 22— K 7 ¢t — /L K% —
Bl - 74— RE LTRSS Z L RIREL T
Device (config-flow-record) # match transport icmp
ipv4 code
AFw 721 |matchtransport icmp ipv6 {code| type} IPV6ICMP F T AR —F 23— K 7 4 —)L KR F—
Bl - T4 RELTHAShS 2 L aRE LT,
Device (config-flow-record) # match transport icmp
ipv6 code
R 728 |match transporttcp {acknowledgement-number | IPv6 TCP kT v AR — "R — N7 4 —/L K
destination-port | flags {[ack] | [cwr] | [ece] | [fin] | [psh] | = — — 4= RE L THAENS - LAEEELE
| [syn]]| [urg]} | header-length | maximum-segment-size +
| sequence-number | urgent-pointer | window-size | °
window-size-maximum | window-size-minimum |
window-size-aver age}
&1
Device (config-flow-record) # match transport tcp
destination-port
R T 729 |match transport udp {destination-port | IPv6 UDP k7 > AR — REJeAR— b7 ¢ —/L R
message-length | source-port} X—T 4=V RELTHEHASNDZ EERELE
11 Kl
Device (config-flow-record) # match transport udp
destination-port
R w730 |collect application media {bytes{rate| counter}| TV r— a9y AT 4 TONRAL N, Ny b,

packets {ratejcounter} | events}

1 :

FFANRN b EHER— T =L RE L THERAT
A EEREELET, 7V —v g AU 1
X, 70 —DGEAT— M A P THREINTND
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Device (config-flow-record) # collect application
media events

WTRDDO LEVMEERZE=Z Y T 4 F—3)L
THRE L1 BB ENBH o2, A
T 4T Ny MR SN o AT AL
iﬁ‘o

R Fw 731 |collect application {name [account-on-resolution ]| |7 U 4 —3 g 4% EXF—7 41— FE& LTHEA
description | http host | nntp group-name| pop3server | 4~z - 1 25 LE,
| rstp host-name | sip {destination | source} | smtp
{sender | server} | vendor | version}
i -
Device (config-flow-record) # collect application
name
AT 732 |collect connection Pefi A = —F—WIF—7 1 — /L & LT
B - ShoZLatRELET,
Device (config-flow-record) # collect connection
initiator
AT 733 |collect counter {bytes[long| rate] packets[dropped |JE%— 7 ¢ —)L K& L THEMAT /31 FEizid8
[long] | long]} Ty NOBERELET,
1 -
Device (config-flow-record)# collect counter bytes
long
R 5w 734 |collect datalink mac source address {input | output} | 7o — 5@ ~7 4 —/L REFEF— 74—/ K& LT
1 M2 & HEE LET,
Device (config-flow-record) # collect flow
direction
AT 735 |collect flow direction Tua—JFm7 4 — NV REFEXF— 74—/ RELT
Bl - M2 L aiRELET,
Device (config-flow-record) # collect flow
direction
RTw 736 |collectinterface {input | output} ANA v B =T 2 AETIH A v B —T oA A
Bl - EHF— 74— AR L LTHAT S 2 L 24RE L
iﬁ—o
Device (config-flow-record) # collect interface
input
X 731 |collectipv4 {destination mask [minimum-mask mask]} | [Pv4 DSCP 7 ¢+ —/L R3FEF—7 4 —/L K& LTfF

| dscp | source mask [minimum-mask mask] | ttl
[minimum | maximum]}
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1

Device (config-flow-record) # collect ipv4 dscp

Z 5w 738 |collect ipv4 fragmentation {flags| offset} IPv4 7T T AT —vay 757 74—V KHHE
i - F—T7 44—V FELTHEHSND ZEE2RELE
—640
Device (config-flow-record) # collect ipvi4
fragmentation flags
A7 739 |collect ipv4 {section {header size header-size | IPvd &7 > arD~y X —H A X7 41— REi
prefix[payload size payload-size} T g R LTHAT % 2 & e LET,
1 -
Device (config-flow-record) # collect ipv4 section
header size 8
R w740 |collect ipv4total-length [maximum | minimum] IPvd &R 7 4 — )V RPRFEXF—T7 4 — L & LTHE
Bl FAShs 2 & aiaE LET,
Device (config-flow-record)# collect ipv4
total-length
A7y 741 |collectipv6 {dscp | flow-label | next-header | IPV6DSCP 7 o —/L K33 —7 ¢ —/L R & LTl
payload-length | precedence| protocol | traffic-class| | g x,2 = L 245E U E4,
version}
{1
Device (config-flow-record) # collect ipvé6 dscp
RTFv T 42 coI_Ie_ct ipv6 destination {address {mask | prefix} IPv6 S5~ A7 74—V RPREF—7 4 —L R &
[minimum-mask mask]} LCERHESNDZEEZBELET,
i -
Device (config-flow-record)# collect ipvé
destination mask
AT 743 |collect ipv6 extension-map IPV6 HEiR~ > 77 4 —/V R3HEF—T7 — L N &
Bl LT SR 2 L g LET,
Device (config-flow-record) # collect ipvé
extension-map
Z 5w 744 |collect ipv6 fragmentation {flags| offset} IPvV6 77 7 AT —ay 777 74—V RKHIE

51

Device (config-flow-record) # collect ipv6
fragmentation flags

F—T 44—/ RELTHERAEINDZ EEEELE
KR
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AT 745 |collect ipv6 hop-limit [maximum] [minimum] IPv6 7 FHIR T 4 —/L RI3FEF—7 4 — /L R &
1§| : Lffﬁﬁﬁ éhé:k%?aibiﬁo
Device (config-flow-record)# collect ipvé
hop-limit
AT 746 |collectipvblength{header | payload|total [maximum]|Ipv6 &K 7 1 —/L RARFEF—7 1 —/L K& LTHE
[minimum] } JHEND Z L atEELET,
i
Device (config-flow-record) # collect ipvé length
total
R Fw 741 |collect ipv6 {section {header size header-size| prefix |[[Pv6 =27 L a v D~y X —H A4 X7 ¢ —)L REIE
[payload size payload-size} F—T g RE LTHAT 52 L a4 LET,
1 :
Device (config-flow-record)# collect ipvé6 section
header size 8
A7 748 |collectipvé source {address {mask | prefix} IPV6 IXEIL~ A 7 4 =V RRFEXF—T 4 — L |
[minimum-mask mask]; LLTHHSND Z L aigE LET,
i -
Device (config-flow-record)# collect ipvé source
mask
Z 7w 749 | collect metadata {global-session-id | ARF—HY v aIDT 4 —)V REHEF—T (—
multi-party-session-id} WREHERTH2ZEE2BELET,
11
Device (config-flow-record) # collect meatdata
global-session-id
w750 |collect monitor event FT=H AR N T 4=V REIEF— T 4 — L &
Bl - LTHEMT 22 E2HELET, T=4 A |
X, AT 47 77V r—vay X7y MR E
Device (config-flow-record)# collect monitor event] *Liﬁb\g%é§L:§§éEl/§E7r
X w751 |collect routing forwarding-status [reason] 129U EoV—F 4 v R AR EF— T 4 — L R L
Bl LCHMT 52 L 2B LET,
Device (config-flow-record)# collect routing
forwarding-status
AT w52 |collect routing is-multicast JL—F 4 > 7 is-multicast 7 4 —/L RBNHEF—7 4 —

&1
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Device (config-flow-record) # collect routing
is-multicast

Z 3w 753 |collect routing multicast replication-factor N—=T AT INVFXXYAN LT r—a v
B - 778 T AN REIRF—T 4L RE LT
HToZex2mELET,
Device (config-flow-record)# collect routing
multicast replication-factor
25y 754 |collect timestamp internal 70— TRAE RIS NSy DY
i - AT INBALAZ T HIEX— T 4 — /L FELT
T2 EEELET,
Device (config-flow-record)# collect timestamp
internal
A5 w 755 |collect timestamp sys-uptime {first | last} sys-uptime D> AT LK A DAK T INFEF—
e T4 RELTHRShS 2 L2 RELET,
Device (config-flow-record) # collect timestamp
sys-uptime
R w756 |collect transport {destination-port | igmp type| 19U ED RS AR— BT 4 —L REIEF—
source-port | event packet-loss counter | packets T4 RE L THATA - L2 EEELET. R
{expected_cou_nter | Iost__{counter_ \_rate} | out-of-order } BDT 44— RICiE. ROA R v 2 NathE
| round-trip-time| rtp jitter {minimum | mean | +
maximum} } °
i - Ry MAKRA Y Z
s PRANTYy N TS
Device (config-flow-record) # collect transport
packets expected counter . i}2/§7“‘
AT 757 |collect transport icmp ipv4 F 2 ZR— K ICMP IPv4 7 4 —/L RndEx—
&l - Z4— A RELTHMSD Z L 2IRELET,
Device (config-flow-record)# collect transport
icmp ipv4
R 758 |collect transport icmp ipv6 k7 AR — K~ ICMP IPv6 7  —/L RpFfEF —
1 74— RE LTRSS Z L EIRELET,
Device (config-flow-record) # collect transport
icmp ipvé
R w759 |collect transport tcp {acknowledgement-number |

destination-port | flags {[ack] | [cwr] | [ece] | [fin] | [psh]
| [syn]|[urg]} | header-length | maximum-segment-size
| sequence-number | urgent-pointer | window-size |
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window-size-maximum | window-size-minimum |
window-size-aver age}

51

Device (config-flow-record) # collect transport
tcp destination-port

AT 760 |collect transport udp {destination-port | K > AR — N UDP4ES AR — k7 4 —/L K3 FEF—
message-length | source-port} T4— N RELTHEHESNG Z LR ELET,
i -
Device (config-flow-record)# collect transport
udp destination-port

ATv761 |end Jao—la—Rar74Xal—varE—F%
Bl - T L, FHE EXEC £— FIZRED £7,

Device (config-flow-record) # end

SIS a—TFTa29DEV R

T —RY =D E E AT —F A LT 51X, showflowrecord typeper formance-monitor

AVC 7z —X2DFEAKRELI—FD

FIRDEE

avr REfEALET,

ADBERRBL Y 22— R BET D113,

enable

configure terminal

flow record flow-record-name
match interface input

match flow direction

NN

=JL ==

ax &
WONEAL AT e FRITLET,

match connection client {ipv4 | ipv6} address
match connection client transport port
match connection server {ipv4 | ipv6} address
match connection server transport port

10. match ipv4 {initiator | responder} address

11.  match ipv6 {initiator | responder} address

12. match transport {initiator | responder} port

13.  match routing vrf {input | output}

14. match datalink {destination-vlan-id | source-vlan-id}

15. match datalink vlan {input | output}
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16. match datalink mac {destination | source} address {input | output}
17.  match flow {class | qos-class}

18.  match policy performance-monitor classification hierarchy

19. match services waas segment

20. collect interface output

21.  collect flow direction

22. collect timestamp sys-uptime first

23. collect timestamp sys-uptime last

24. collect counter bytes long

25. collect counter packets

26. collect connection client {ipv4 | ipv6} address

27.  collect connection client counter {bytes long | packets long | packets retransmitted}
28. collect connection client transport port

29. collect connection new-connections

30. collect connection sum-duration

31. collect routing vrf {input | output}

32. collect connection delay application {sum | min | max}

33. collect connection delay network {client-to-server | to-server [histogram { bucketl | bucket2 |
bucket3 | bucket4 | bucket5 | bucket6 | bucket7}] {sum | min | max}

34. collect connection delay response {client-to-server | to-client | to-server} {sum | min | max}
35. collect connection performance application-delay {sum | min | max}

36. collect connection performance initiator bytes long

37.  collect connection performance initiator count re-transmitted-packets

38. collect connection performance initiator network-delay {sum | min | max}
39. collect connection performance initiator packets long

40. collect connection performance network-delay {sum | min | max}

41.  collect connection performance new-transaction-time

42. collect connection performance total-transaction-time {sum | min | max}
43. collect connection performance total-transaction-time {sum | min | max}
44. collect connection performance responder bytes long

45. collect connection performance responder response-time {sum | min | max}
46. collect connection performance responder network-delay {sum | min | max}

47.  collect connection performance responder count {histogram { bucket!1 | bucket2 | bucket3 | bucket4
| bucket5 | bucket6 | bucket7} | late-responses | responses}

48. collect connection performance responder packets long

49. collect connection performance total-delay {sum | min | max}

50. collect connection performance total-transaction-time {sum | min | max}

51.  collect connection server {ipv4 | ipv6} address

52. collect connection server counter {bytes long | packets long | packets retransmitted}
53. collect connection server transport port

54. collect connection transaction {counter complete | duration {sum | min | max}}
55. collect datalink {destination-vlan-id | source-vlan-id}

56. collect datalink mac {destination | source} address {input | output}

57.  collect datalink vlan {input | output}

58. collect policy performance-monitor classification hierarchy
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60. collect timestamp absolute {first | last}

Cisco Performance Monitor D 5% E |

collect services waas {passthrough-reason | segment}

61. collect transport tcp {option map | window-size {sum | minimum | maximum} |

maximum-segment-size }

62. end

FIED S
ARV REEEEFET7Ia Y B

ATwv 1 |enable F¢HE EXEC E— FZ AT L E T,
i - e NAT—REANLET (ERINHS) .
Router> enable

R w 2 |configure terminal rTa— ) a7 4 X2 lb—3ay B— NEELG
1 : LET.
Router# configure terminal

ATFvT3 flow record flow-record-name 7u— La— R&Z/EfRk L., 7ae— L a—R
i - T4F¥ a2l —var B— RERBLET,
Router (config)# flow record
my-input-usage-monitor

X Fw 74 |match interface input KXy NOANA VE—T =2 Ak T7u— L a—
Bl - FOF—7 44—/ FELTRIELET,

. . . input: 7 7 1 > 71X Cisco/L—F DANSJA 25—

Router (config-flow-record) # match interface input] 7:]:/1, Xﬂ:@]% Li?o

X w75 |match flow direction Zu—La— ROHFuEr¥F—7 41—/ RE L TRE
Bl - LE9, FMiXinput £ 721 output DWFHMNT

7T

Router (config-flow-record)# match flow direction

RXFw 76 |match connection client {ipv4 | ipv6} address JIA T ROIPV6 7T KL AZ 77— a— KD
Bl - F—T 4= RELTRELET,
Router (config-flow-record) # match connection
client ipv6 address

X TFw 77 |match connection client transport port JIAT v NOBERIR— e 7u—La— RKDF—

&1

Router (config-flow-record) # match connection
client transport port

74— RELTHRELET,
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X w78 |match connection server {ipv4 | ipv6} address P—RN—DIPv6 7 RL AH 70 —L a— RKDFx—
Bl - 74— FELTHRELET,
Router (config-flow-record) # match connection
server ipv6 address
X w9 |match connection server transport port P—N—DHFR— &2 72—l a— RDF—
B - T4 RELTRELET,
Router (config-flow-record) # match connection
server transport port
X w710 |match ipv4 {initiator | responder} address EE) IPvA %2y N —2 DL, (= x2—X
- FIIEVARSHDIPVE T RLAZF—7 4 —/L
&L THRELET, HMiLinput 7213 output D
Router (config-flow-record) # match ipv4 initiator U‘j:%LﬁETFTfO
address
X w711 |match ipv6 {initiator | responder} address EE) IPv6 2y NT— 2 DL, (= x=—X
- EIZF VAR EDIPVG T RLRAZX—7 4 —)
&L THRELET, HMiLinput 7213 output D
Router (config-flow-record) # match ipvé6 initiator U‘ﬁxfbﬁ)7?7fo
address
A w 712 |match transport {initiator | responder} port fEE) A= —HFHE VAR ED T A
Bl - A MR— hEF—7 (= NE LTRELET,
Router (config-flow-record) # match transport
initiator port
A7 713 | match routing vrf {input | output} (LR &E7y FERIEFHEY Y FO Virtual
- Routing and Forwarding (VRF) ID %% —~7  —/L
FELTRELET,
Router (config-flow-record) # match routing vrf
input
R Fw 714 |match datalink {destination-vlan-id | source-vlan-id} (EE) %8 VLANID 2% —7 4 — /)L R & LT
15“ . ﬁ l/ 32 —éﬂo
Router (config-flow-record) # match datalink
destination-vlan-id
X w 715 |match datalink vlan {input | output} EE) HEry FERIIE Y7 Y FOVLAN

&1

Router (config-flow-record) # match datalink vlan
input

ID&F%F—7 44—V FELTRELET,
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X+ 716 |match datalink mac {destination | source} address {input| ({L&) %EcMACT RL ZA%F%—7 s — /)L K& L
| output} TRELET,
1 -
Router (config-flow-record) # match datalink mac
destination address output

R w 717 |match flow {class | qos-class} 75 2ID%7u—La—RKROx—7 44—V &L
Bl THERT S 85 ICRELET
Router (config-flow-record)# match flow class

X 718 |match policy performance-monitor classification hierarchy | 7 m— 1L 23— FDF—7 4 — /L K& LT/ T —<
B - YA F=L— R R E O BE L&

R

Router (config-flow-record) # match policy
performance-monitor classification hierarchy

R w 719 |match services waas segment WAAS B/ A " eT7a—La—ROFxF—7 40—
Bl - ARELTHMT 5 &5 IcELET.
Router (config-flow-record) # match services waas
segment

X 720 |collect interface output HhA v —T 2 A T7u—La— RO EF—
Bl - T4V FELTREL, 7RrR—La—FD7r—

MO B =T 2 A AT 4 =)L RENETED

Router (config-flow-record)# collect interface Lo LET,
output

R Fw 721 |collect flow direction Zu—hm\AEr7u—l a— RO EXF—7 41— L
15“ : LT%&E [/SETO
Router (config-flow-record) # collect flow
direction

25w F22 |collect timestamp sys-uptime first 7 BN TR SN S v F DY 2T LB

&1

Router (config-flow-record) # collect timestamp
sys-uptime first

A, 7o—Lra— RoEF—7 41—V FEL
THRELET,

o first : 7R —DERMD/NT  FDER I LT &
XDOVAT LB AZIEX—T =L REL
TRIEL. 7R—DRMD/NT > MRS
To& EDY AT LBEERFREICE SN TH A LA
BT ENELET,
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R w723 |collect timestamp sys-uptime last T —WNTHEZIBHINE Yy "DV AT L
Bl %, 7a—La— FoFkF—7 —L FEL
THRELET,
Roui.er ((I:onfig—flow—record) # collect timestamp elast : 7 *‘@%f'ﬁ DT BIA e B niz k&
sys-uptime last
EXDOVAT AR A IEFXF—T7 4 — L RE L
THREL., 7R —DFED/NT v MRS
To & EDY AT LBBRFFICE SN TH A LA
2T ENELET,
R w 724 |collect counter bytes long Ju—la— ROIEF—7 40— )L R LT T7u—N
i - DA NEETRA T Y MERELET
. °bytes 70— @Eﬁwuénfl/{/r }\ﬁﬁ%}lﬁﬂ%»«
Rizizr(conflg—flow—record)# collect counter bytes T 4—)L RE LT3 ﬁ?L/ j7E1-O) S APEN
Ha IR L E T,
elong : 32 By NADU U EZTIIR 64 Y b F
TR EFHLT, 7a—m05631 hELIEN
7y FOBFEENELETELLIICLET,
X Fw 25 |collect counter packets Ta—NONRry MNMEET7a—La— ROFHFEx—
i - T4V RELTEHELET,
. e packets : 7 B —THERIN LT v MIEIE
Ezziiiéconflg—flow—record)# collect counter F—T 4L RELTHFEL., 7a—nbA3
Ry NI LR
X 26 |collect connection client {ipv4 | ipv6} address AT FDIPV6 T RLAEZ 7 —La— KD
Bl - FF—7 (=L FELTRELET,
Router (config-flow-record) # collect connection
client ipvé address
A 721 |collect connection client counter {bytes long | packets | 7o —L a— FDIEF—7 14—/ F& LTHEES
long | packets retransmitted } AT ITAL T "y "OBERELET,
11
Router (config-flow-record) # collect connection
client counter packets retransmitted
R 728 |collect connection client transport port 74T v MERAR— e T o—La— ROIEF—

1 -

Router (config-flow-record) # collect connection
client transport port

T4V RELTRELET,
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ARV RFERETI3Y E]:g]
R w729 |collect connection new-connections BRI I B2 L7 TCP F 7213 UDP His D %% %
5l - By LET, BRI, 7 a—0Bh s A X
AB T ERTHEA DAL T TIRETEET,
Router (config-flow-record) # collect connection
new-connections
RTw 730 |collect connection sum-duration BRI HERA S TW23_XTO TCP E£721%
Bl UDP e A 7HE I (AL 28R LE T, 7
L2, 5 ODREIRHERS E N 10 BEH 55
Router (config-flow-record) # collect connection é§\ ﬁﬁri 50 %thif ) ji?fo
sum-duration
X w 731 |collect routing vrf {input | output} Jo—La— ROFEXF—7 40— L RE LT, HEE
Bl - 7213381537~ ks H )@ Virtual Routing and
Forwarding (VRF) ID #&%E L £,
Router (config-flow-record)# collect routing vrf
output
R 532 |collect connection delay application {sum | min | max} |7 U 4 »—3 g LV BIEOSFHEE2 7u—1La— KD
Bl - HX—T 4L RELTRELET,
Router (config-flow-record)# collect connection
delay application sum
X 733 |collect connection delay network {client-to-server | TIGAT v N —NR—[lDORy NT— T BIEDE
to-server [histogram { bucket! | bucket2 | bucket3 | HEA Jo—La— RFOEF—T7 44— FELT
bucket4 | bucket5 | bucket6 | bucket7}] {sum | min | max} o |k
i
Router (config-flow-record) # collect connection
delay network client-to-server sum
R 734 |collect connection delay response {client-to-server | 5 AT v RN —NR—OISERBIEDSE AT
to-client | to-server} {sum | min | max} n—la— ROFEXF—7 4 — L RE LTHRELE
i e
Router (config-flow-record) # collect connection
delay response client-to-server sum
R 7735 |collect connection performance application-delay {sum | 7o —1L a— RKDIEF—7 41—/ K& LTCEEH TS
| min | max} U=y e VIERRE L ET,
i
Router (config-flow-record) # collect connection
performance application-delay sum
X w 736 |collect connection performance initiator bytes long Mediatrace f = T — XD L I 3A " NgEx 7 a—

&1

. Cisco Performance Monitor D% &
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Router (config-flow-record) # collect connection
performance initiator bytes long

X 737 |collect connection performance initiator count Zua—la—ROFEXx—7 44— FELT
re-transmitted-packets Mediatrace £ =3 T — & OFARE T v MIARE
1 - LET,
Router (config-flow-record) # collect connection
performance initiator count
re-transmitted-packets

X 738 |collect connection performance initiator network-delay | Mediatrace f =3 = — ¥ D53 % v VU — 7 BIiE %
{sum | min | max} 7a—ba— RO EXF—7 4 — )L NELTHELE
11 EE
Router (config-flow-record) # collect connection
performance initiator network-delay sum

R w 739 |collect connection performance initiator packets long Mediatrace f => = — %D L Iy Nk 7
Bl - B—La— KO EF—7 4L KL LTRELE

R

Router (config-flow-record) # collect connection
performance initiator packets long

R w 740 |collect connection performance network-delay {sum | Ju—la— ROFEXF—7 41— L RE L TEERY
min | max} NT— 7 BIEERELET,
11
Router (config-flow-record) # collect connection
performance network-delay sum

R Fw 74 |collect connection performance new-transaction-time HLWrT o rvar 74— KE7n—La—
Bl - ROEF—7 4= FE LTRELET,
Router (config-flow-record) # collect connection
performance new-transaction

R Fw 742 |collect connection performance total-transaction-time | &3 ~5 o HV v g VA 7 n—L a— ROk
{sum | min | max} F—T 4=V RELTERELET,
11
Router (config-flow-record)# collect connection
performance total-transaction-time sum

R Fw 743 |collect connection performance total-transaction-time | &3 ~5 o H7 g VA 7 n—L a— ROk

{sum | min | max}

51

F—T7 44— RFELTHEELET,
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Router (config-flow-record) # collect connection
performance total-transaction-time sum

X 744 |collect connection performance responder bytes long Mediatrace V AR X Dua Ly I3, "NhET7a—1L
Bl - I—FOHF—T 4= FELTRELET,
Router (config-flow-record) # collect connection
performance responder bytes long

X 745 |collect connection performance responder response-time | Mediatrace L A~ o ¥ D& EHGER A2 70— 1L
{sum | min | max;} T ROFF—T L RELTRELET,
11
Router (config-flow-record) # collect connection
performance responder response-time sum

R 746 |collectconnection performance responder network-delay | Mediatrace L AR X DEF % v N T — 7 BIiEE 7
{sum | min | maxj} Bl a— ROFEF—7 =L FE LTRELE
il - e
Router (config-flow-record) # collect connection
performance responder network-delay sum

R 747 |collect connection performance responder count Mediatrace L ARV X OB SEH A 70— a—
{histogram { bucketl | bucket2 | bucket3 | bucket4 | RokEF—7 4 — L RELTRELEST
bucket5 | bucket6 | bucket7} | late-responses | responses}
11
Router (config-flow-record) # collect connection
performance responder count late-responses

R 748 | collect connection performance responder packets long | Mediatrace L AR XD v 7834 > Nk 70—
B La—ROFEF—7 4 — L RELTHRELET,
Router (config-flow-record) # collect connection
performance responder packets long

R 749 |collect connection performance total-delay {sum |min| | 7z —1L a— RDOIEF—7 1 —/L K& LA
max} BIE % BELET,
i -
Router (config-flow-record)# collect connection
performance total-delay sum

X w750 |collect connection performance total-transaction-time | &% F S ¥ 7 v g VIR 7 r— L a— FDIE

{sum | min | max}

51
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Router (config-flow-record) # collect connection
performance total-transaction-time sum

X w 751 |collect connection server {ipv4 | ipv6} address P R—DIPv6 7 L A E T7a—1L a— ROIEF—
i - T4 RELTRIELET,
Router (config-flow-record) # collect connection
server ipvé address
X 752 |collect connection server counter {bytes long | packets | 7m—L a— R NDIEF—7 41— /L NE& L THEHEFEX
long | packets retransmitted } NEF—R—r s FOBERELET,
i
Router (config-flow-record)# collect connection
server counter packets retransmitted
R 753 | collect connection server transport port P N—PhiR— 2 7u— L a— ROIEX—
Bl - 74— FELTHRELET,
Router (config-flow-record) # collect connection
server transport port
R 754 |collect connection transaction {counter complete |duration | N 5 %27 5 L OSEHEE 7 e —1L a— FDIE
{sum | min | max}} =T 4= L RELTHRELET,
i
Router (config-flow-record)# collect connection
transaction duration sum
R w 755 |collect datalink {destination-vlan-id | source-vlan-id} (EE) %% VLANID 23 Ex—7 4 — L RE LT
5l - RELET,
Router (config-flow-record) # collect datalink
destination-vlan-id
R+ 56 |collectdatalink mac {destination | source} address {input| ({£-7Z) %EcMACT RL XA %I EX—7 1 — /L N &
| output} LTRELET,
i -
Router (config-flow-record) # collect datalink mac
destination address input
R w 757 |collect datalink vlan {input | output} UEE) BEAATY Y NEIEREASY Y SO VLAN

51

Router (config-flow-record) # collect datalink vlan
input

IDZH X —7 4 — /L FELTRELET,
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R w 758 |collect policy performance-monitor classification Jua—la— ROIFEXF—T7 4 — )L RE LT T —
hierarchy ~UAF=S— R o yERE OB ERE L
1 - e
Router (config-flow-record) # collect policy
performance-monitor classification hierarchy

R w 759 |collect services waas {passthrough-reason | segment} WAAS T A FE7u—La— ROIEXF—7 41—
- IVRELTHERATAEIICERELET,
Router (config-flow-record) # collect services waas|

segment

X Fw 760 |collecttimestamp absolute {first | last} BHIDHZA LAX T 77— a— KO FEF—
i - T4 RELTEMT 2 L ICHEL T,
Router (config-flow-record) # collect timestamp
absolute first

R 761 |collect transport tcp {option map | window-size {sum | |Mediatrace { =3 =—X DEE Ry MU — 7 BIE%
minimum | maximum} | maximum-segment-size} TJu—La— RFOFFEF—T7 4— L RELTHRELE
i EE
Router (config-flow-record) # collect connection
performance initiator network-delay sum

AT w762 |end Ju—lLa—Rar74¥al—varE—K%&
- T L. %rHE EXEC £— FIZRED £,

Router (config-flow-record) # end

Cisco Performance Monitor D 70— E =2 D XE

Cisco Performance Monitor @ 7 B — & =& OFEIZT 5 E A A 1L, Flexible NetFlow @ 7
0— E=ZOERALFEILTT, 70— F=Z 2%, BlxDx v v 2B Y4 THi,
Froa T NIORNERELAT Y REERTALa— FBRXLETT,

TH— E=HERETDHHEIT. ROWTNULEZHEHT20ENLH D £7:

REFAOYAFO 70— La— K

c MDWTININDT 7 4 /v N OFERERFH»L a2 —

« 7 74/ F RTP L 2— K (default-rtp)
« 774/ F TCP L 2a— K (default-tcp)
» Flexible NetFlow @ [NetFlow IPv4 original input |

. Cisco Performance Monitor D% &



| Cisco Performance Monitor D% E

\)

Cisco Performance Monitor 0 70— E= 4 DT .

G 7r—La—RE2EETLIE, BEMTONTWLITRTOT7r— =20 LHIRT 24
ERH Y ET,
FIEDHE
1. enable
2. configure terminal
3. flow monitor type performance-monitor monitor-name
4. description description
5. cache {entries timeout| type}
6. dStatistics {packet}
7. exporter exporter-name
8. record {record-name| default-rtp| default-tcp|netflow ipv4 original-input}
9. end
FlgD 4
= IV N 3 il Oy = B#Y
AT w1 |enable FiHE EXEC E— A AR LE T,
i e NAU—REZ AN LET ERENTZHE)

Device> enable

ATvT2

configure terminal

1

Device# configure terminal

Juau—)ary7 4 Xal—gy ET— NELG
L/iﬁ—o

ATvT3

flow  monitor type performance-monitor
monitor-name

1

Device (config)# flow monitor type
performance-monitor FLOW-MONITOR-2

Jan—=F—%{EKL, TR—F=F—a T4
Xl —gy ET— 2B LEST,
e ZDavwy RTH., o7 —F=F — 54
Fiarz b TEET,

ATvT4

description description

1

Device (config-flow-monitor)# description Used for]
monitoring IPv4 traffic

(EE) 7u— E=Z—0OHMHAZIERLET,

ATvTh

cache {entrieg timeout| type}

1

Device (config-flow-monitor)# cache timeout 20

(EE) 7ua—F=40x%y vazERLET,

Cisco Performance Monitor D 5% & .
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XU RELRT IV Ay B0
27y 7 6 | statistics {packet} (E8) 70— F =4 ORFHEREIET 5105 5
Bl MEREE L ET,

Device (config-flow-monitor)# statistics

R 77 |exporter exporter-name Tu—FE=AD T — T AR—HEIEELET,
1 -

Device (config-flow-monitor)# exporter export-4

RXFw 78 |record {record-name| default-rtp| default-tcpnetflow | 7o — =% 7u— L a— REEELET.
ipv4 original-input}

1 -

Device (config-flow-monitor)# record default-rtp

ATy 79 |end Tn— =4 ar7 4 Fal—var - REK
Bl - T L. F#H EXEC £— FIZRY £,

Device (config-flow-monitor)# end

FSTWNa—TFTaTDEV R
T —F = —DREE AT — X AR T DL, showflow monitor typeper formance-monitor
=z~ > K & show running-config flow monitor =~ > R&fEH L £,

Cisco Performance Monitor D 70— o S5 X DERXTE

Cisco Performance Monitor 27 7 A DX EIZB T 2 AR S & FiEX, thoX A4 7D r 720
BELFELTYT, Z7TRF, FE=F VT WBDOTa— T 7 4 v 0 BRIETDHT VE &R
FELET, 740 %1%, EFEF 2 matcch A~ RE2 7 7Aoo E— R THEALTREL
F7,

FRET70— FE=HERELTORWERIE. ROWThNEFITTEET,

N\

GF) XAMERDI IR <y 3P AR—bIhTWERA, 2FV, dassmap =~ Fix7 7 &
v a7 4 F¥alb— 3y E—F (config-cmap) TITEHATX EHA,

FIEOHE

1. enable
configureterminal
3. classmap class-name

. Cisco Performance Monitor D% &
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4. description description

Cisco Performance Monitor O 70— - 5 XD E .

5. match {access-group {access-group | name access-group-name} | any | class-map class-map-name
| cos cos-value | destination-address mac address | discar d-class class-number | dscp dscp-value |
flow {direction | sampler} | fr-de| fr-dici dici-number | input-interface interface-name | ip {rtp
starting-port-number port-range | precedence | dscp} | mpls experimental topmost number | not
match-criterion| packet length {max maximum-length-value [min minimum-length-value] | min
minimum-length-value [max maximum-length-value]} | precedence {precedence-criterial |
precedence-criteria2 | precedence-criteria3 | precedence-criteriad} | protocol protocol-name |
gos-group qos-group-value | sour ce-address mac address-destination| vlan {vlan-id | vian-range |

vlan-combination} }
6. rename class-name
7. end

ARV RFERFTIVaY

=)

AT 71 |enable HitE EXEC E— K2 LET,
1 - e NAT— REANLET (EERINEELE) .
Device> enable

R w 72 | configureterminal 7Ta—r )L a7 4 X2 lb—3ay B— FEELG
1 LET.
Device# configure terminal

AT 73 |classmap class-name RV —IZEHL7 TAEEELET, KU v—IZ
Bl - BODHHT TAZONT, ZOa~vy FE YKL

FEITLET,

Device (config)# class-map class-4

AT 74 |description description EE) 7u— 7 7 Z0OFBHEERLET,
1 -
Device (config-cmap) # description match any packets

R w 75 |match {access-group {access-group | name SHEEAEZIEELET,

access-group-name} | any | class-map class-map-name |
cos cos-value | destination-address mac address |
discard-class class-number | dscp dscp-value | flow
{direction | sampler} | fr-de| fr-dici dlci-number |
input-interface interface-name | ip {rtp
starting-port-number port-range | precedence | dscp} |
mplsexperimental topmost number | not match-criterion|
packet length {max maximum-length-value [min
minimum-length-value] | min minimum-length-value [max
maximum-length-value]} | precedence
{precedence-criterial | precedence-criteria2 |
precedence-criteria3 | precedence-criteriad} | protocol

ARl K OMElZ DWW TiE,  [Cisco Media Monitoring
Command Reference] #Z&fR1L T 72 &V,
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ARV RFERFTIVaY =)

7l

protocol-name | qos-group gos-group-value |
sour ce-address mac address-destination| vian {vlan-id |
vlan-range | vian-combination} }

Device (config-cmap) # match any

AT 76 |rename class-name Tu— 77 ADH LWARTZFRE LE T,

1

Device (config-cmap) # rename class-4

AFvJ1|end

1

Device (config-cmap) # end

HEOa Ly 74 F21—aryET—REKTL, &
HE EXEC £— RIZEREY £9°,

SIS a—TFTa29DEV R

T — T ADRIE L AT — X AR T 51Z1E, show policy-map type per for mance-monitor
F 7213 show classmap =2~ > R&HH L 9,

BIfE) 70— £=4%4 %{E /A L 1= Cisco Performance Monitor ® 7 O — 7R

) o—d

FIEDHE

=JL ==

ax e

Cisco Performance Monitor @ 7 7 A DX EIZR T 5 A S & FEIX, thox A 7D s 720
BEALFALTE, 75 RA1F., POT70— F=A 52505 0aisE LET, M—0KRkX &N
IZ. Cisco Performance Monitor D54, policy-map =~ > F|Z type performance-monitor 235
EFNTNHZ ETY,

TR— E=HEELERELTORWEAER, BBFO7r— =4 Z2HL\W7 7 AR L7
WiGATX, flow monitor inline 47> a V&2 FEHAL, FOo7on— La—RFBIO07n— T/ A
R—REEGOLNPERELT, 70— F=HERETEET,

enable

configureterminal

policy-map type performance-monitor policy-name
parameter-map type performance-monitor system-default-aor
class {class-name| class-default}

flow monitor monitor-name

monitor metricip-cbr

ratelayer3 {byte-rate {bps| kbps| mbps| gbps} | packet}

®NO O A WN
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9. exit
10. monitor metricrtp

11.  clock-rate {type-number | type-name| default} rate

12. max-dropout number
13. max-reorder number
14. min-sequential number
15. ssrc maximum number
16. exit

17  monitor parameters
18. flows number

19. interval duration number
20. history number

21. timeout number

22. exit

23. react ID {media-stop | mrv | rtp-jitter-average| transport-packets-lost-rate}

24. action {snmp |syslog}

25. alarm severity {alert | critical | emergency | error | info}
26. alarm type {discrete| grouped {count number | percent number}
27. threshold value {ge number | gt number | le number | It number | range rng-start rng-end}

28. description description

29. end
FIED
ARV EFEREETIVa Yy =[]
ATy 71 |enable FiiE EXEC E— FEFMCLET,
i - e NAT—=FREADNLET ERINEHE)
Device> enable
X 5w 72 |configureterminal su—s L ary7 4 ¥ ab—a s E— NaBh
Bl - L7,
Device# configure terminal
A5 w73 |policy-map type performance-monitor policy-name |RU o —%/EfEL. B —ar 7 4 FXal— 3
i v E—FZRBLET,
. . . s ZDavr FTE BHFOR) —2KET S
A o P A SEbTEET,
RTw 74 |parameter-map type performance-monitor Performance Monitor /37 A —4 ~ v 7 ZVERK L

system-default-aor
11

F9, M FEERME— D~ v 71X system-default -aor
~ v 7T,

Cisco Performance Monitor D 5% & .
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ARV FFEREETIVa Yy
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Device (config-pmap) # parameter-map type
performance-monitor system-default-aor

275wy 75 |class {classname| class-default} R o—lzgHd 7 FRAERELET, H)—iT
R BODHE T TAIONT, ZOavy ekl
FITLET,
Device (config-pmap) # class class-4
25w 76 |flowmonitor monitor-name Ju—F=HF ar7 4 Xal— g F— NEH
B - HLET, BEO7n—F=F —%H LaWES
X, BEfFo 7o — R »— % 8972 Cisco
Device (config-pmap-c) # flow monitor Performance Monitor R U > —% A X —T7 = A AT
FLOW-MONITOR-4 BT 2071 (49 <—) OFMICHE- T, inline
FATvarEFEHL L B —F =4 —%RE
TEET,
RTw 77 |monitor metricip-cbr ({LE) IP-CBRE=% A hJ v a7 Xz
Bl L—ya vy E—RFEMBLET,
Device (config-pmap-c)# monitor metric ip-cbr
RTwv 78 |ratelayer3 {byte-rate {bps|kbps|mbps|gbps} | HEE) ANV v 70E=F) L 7DL— bEIEE
packet} LT
Ik s byterate: 7—% L —  (H{if : Bps, kBps.
. o eomiebe) § rate Tavers 243 mBps, E721d gBps) . fEETE DEPHIL 1 ~
ms;;ce(con ig-pmap-c-mipcbr ate laye 65535 7?7f0
* packet : /X7 > R L— K (BT : pps) o
ATw 79 |exit RV —2rF2ar74X¥alb— g0 F— R
15'] . E @ ij‘o
Device (config-pmap-c-mipcbr) # exit
Z w710 |monitor metricrtp RTPE=Z A MY a7 4 Xal— gy
‘[ﬁ“ . £ — F%Fﬁﬁébjﬁj‘o
Device (config-pmap-c)# monitor metric rtp
2w 711 |clock-rate {type-number | type-name| default} rate RTP BS54 F=X VL7 AN w7 OH Y

1 :

Device (config-pmap-c-mrtp)# clock-rate 8 9600

. Cisco Performance Monitor D% &

TVEMT 57y 7 L—hEfRELET,

vy g B AT DFEFELFIOFEMIZOVTIL,
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BE#F M 70— =4 %{:f L 1= Cisco Performance Monitor ® 7 0 — K!) > — D& E .

ARV FFEREETIVa Yy

E:)

rate DEFHIL 1 ~ 192 kHz T3,

RFw 712 | max-dropout number Specifies the maximum number of dropouts allowed when
£l - sampling RTP video-monitoring metrics.
Device (config-pmap-c-mrtp) # max-dropout 2

AT w713 |max-reorder number RIPETAH E=H VT ANy OH T
Bl YRR SR BIBF T ORAH A HE L E T,
Device (config-pmap-c-mrtp) # max-reorder 4

A7 714 | min-sequential number A RYU—L%RTP 7o —& L ClHlBIT 57201440
Bl - Ty o b ORNEEHEE L E T,
Device (config-pmap-c-mrtp) # min-sequential 2

AT w15 |ssrecmaximum  number L7 m—WNTE=HTESSSRC D RE & HEE
i - LET, 7r—id, 7rbhan, EEReskoT

FLA, BROREITLLFIEDR— ML > TER

Device (config-pmap-c-mrtp) # ssrc maximum 20 é;%Lji?ro

AT w716 |exit RV —rFRAar74¥alb—varE—RIZ
1§| : E D i‘j—o
Device (config-pmap-c-mrtp) # exit

AT 711 | monitor parameters FoHNRFGA—HF ary T 4Fal—varE—FK
Bl ZBkE L £ T,
Device (config-pmap-c) # monitor parameters

RT v 718 |flows number BHE=F Y v a7 un—ORREEZEELE
1) kK
Device (config-pmap-c-mparam) # flows 40

AT w719 |interval duration number BT A E=F VT ANy IOV T T
Bl (B &iRELET
Device (config-pmap-c-mparam) # interval duration

40
ATy 720 |history number WEENDETAH E=F Y 7 AN v DJERE

51

Device (config-pmap-c-mparam) # history 4

Ty OB ERELET,
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Cisco Performance Monitor D 5% E |

. BFEMD 70— £=4 %Z{$ A L 1= Cisco Performance Monitor 7 O — /R1) —DHE

ARV FFEREETIVa Yy

S

AFwv 721 |timeout number FIELE 7 B =T = _R—=2AnLHBRENS £ T
Bl - DA v 5 =SV OREHE L ET
Device (config-pmap-c-mparam) # timeout 20
ATy T22 |exit RV —rF2ar74F¥al—arE—RIZ
15“ : )7:'< U ij‘o
Device (config-pmap-c-mparam) # exit
RATw 723 |react ID {media-stop | mrv |rtp-jitter-average| WKDOANY 7 OULEVMEEB XI5 OKIG%E T
transport-packets-lost-rate} ETXLE— RAEELLES,
I - ID : RISRRED D, HMEOHMIL 1 ~ 65535
T—g—o
Device (config-pmap-c)# react 41
rtp-jitter-average o media-stop S Ta—0 }\ :j 4 Sq & ﬁlfﬁﬂj éﬁ/b
FHEA,
emrv: EEOL—FETFHEL— FDOEETHE
L— hCEDZZ EIZL»TEHENDL— b,
o rtp-jitter-average : Y v X —,
« transport-packets-lost-rate : #4347 v MiE
TRy NETEBZ LI TEHREINS
L—k,
A5y 724 |action {snmp |syslog} LEWMEEZ BT GE50WETEEREELET,
1 :
Device (config-pmap-c-react)# action syslog
ATFwS25 f’:llarm severity {alert | critical | emergency |error | | #EXNDBT T —LD L~ NLEEELET, T7 4
info} Jb MR EIZinfoTY,
51
Device (config-pmap-c-react)# alarm severity
critical
2T w726 |aarmtype {discrete|grouped {count number |percent | LB YT/ 2T S — AL RAAXNAL-NLDHX AT

number }
i -

Device (config-pmap-c-react)# alarm type discrete

FHEELET, T 74/ MR EILdiscrete T,

. Cisco Performance Monitor D% &
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rsInva—scvvoevt ||

ARV RFEEIETIa Y B

X 721 |threshold value {ge number | gt number | le number | It | SBERPBE/ 27 S5 — AL RS D LI VMED X A
number | range rng-start rng-end} FEREELET,
Bl EAEE SN TBOT, 77U et g v AR %—

Device (config-pmap-c-react)# threshold value ge SATN ke L’C%ﬁfﬁﬂéﬂflﬂé%éﬂi\ 5ﬁ7j—/]/
20 FO~y 7 TSNS LEVENMER SV ET,

ERFEESNTELT, £, 77V r—va 4
WHF— 74—/ FE& LTRESNLTORWES,
L& VMEICIET 7 40 MEMEH S E T,

FICARY —&7 7Rk L THEED K2~ R
DERESNTHDEN, LEWVEREESINLTWDHO
X1 ODOKEREDHTH HLGAEX, REITW
BEOGSOMENME S HL, 720 O L 2 VMEIRERE S
E3

FURY =L 7 TRk L TEEDOK G2~ R
MBEEINTED, LEVVENTIDHREINLTH
WA, BB/ SWRIGID 23EID B THLT
WARTEILT 7/ O LEVENEA SN ET,

A7 728 |description description UEE) RIEOBME (R LET
i

Device (config-cmap-c-react)# description
rtp-jitter-average above 40

ATv72 |end BEDT L T 4 Fal—tay B— REKT L,
11 ke EXEC £— RIZREY £,

Device (config-pmap-c-react) # end

SOV a—TFTavTDEV
T —RY —OFKE E AT —F ALK HITIL, show policy-map typeper for mance-monitor
avr RafHLES,

BFEN7AO— E=4 Z{#H L% Cisco Performance Monitor @ 7 0 —
K1) S —DRE
Cisco Performance Monitor D 7 7 ADZREIZET AL L FiEIT. o2 AT 7 F 2D
BALFEIULTYT, 7R, CO7u— E=F52E050FEELET, —DRX /BN

IZ. Cisco Performance Monitor D34, policy-map =< > R|Z type performance-monitor 235
FNTNDHZETT,
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. BEfED 70— E=4 % L% L) Cisco Performance Monitor 7 0 — 7K 1) & —DEEFE

Ta— = A EELEHRELTOVRNWGEER, o7 — =2 L0 7 A ZEH Lk
WA, 79 A ar 7 4Xal—varyEF—RT, FO7n—La—RBI7u—x7
AR—BZHEEDDLIVEI/EL T, 70— FE=oFERETEET,

FIEDHE
1. enable
2. configureterminal
3. policy-map type performance-monitor policy-name class class-name
4. parameter-map type performance-monitor system-default-aor
5. class {class-name| class-default}
6. flow monitor inline
7 record {record-name| default-rtp | default-tcp}
8. exporter exporter-name
9. exit
10.  monitor metric ip-cbr
11. ratelayer3 {byte-rate {bps| kbps| mbps| gbps} | packet}
12. exit
13.  monitor metricrtp
14. clock-rate {type-number| type-name} rate
15. max-dropout number
16. max-reorder number
17  min-sequential number
18. ssrcmaximum number
19.  exit
20. monitor parameters
21. flows number
22. interval duration number
23. history number
24. timeout number
25. exit
26. react ID {media-stop | mrv |rtp-jitter-average| transport-packets-lost-rate}
27. action {snmp | syslog}
28. alarm severity {alert | critical | emergency | error | info}
29. alarm type {discrete| grouped {count number | percent number}
30. threshold value {ge number | gt number | le number | It number | range rng-start rng-end
31. description description
32. end
F gD ¥
ARV KRFERETIVaY B#)
ATy 71 |enable FiHE EXEC E— RE AT LET,
i e NAT—REZ AN LET ERENTHE) .

. Cisco Performance Monitor D% &
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BFED 70— =4 %A L% Cisco Performance Monitor @ 7 O0— 7R 1) —DRTE .

ARV FFEREETIVa Yy

E:)

Device> enable

25w 2 |configureterminal Jau—N) a7 4 X¥al—ay T— REHB
1§| : L/i‘a—o
Device# configure terminal

Z 5w 73 |policy-map type performance-monitor policy-name |1 v —%fER L, KU —ar7 4 Fal— 3
class class-name v E— FEBMGLUET,
K « oAV KT, BEORY Y- EET 5

. , , TEHTEET,

Device (config)# policy-map type
performance-monitor FLOW-MONITOR-4

AT w74 |parameter-map type performance-monitor Performance Monitor D/37 A —# < v 7% {Ek L
system-default-aor F9, BEARERME— D~ v 7L system-default -aor
451 - ~ v 7 TT,
Device (config-pmap) # parameter-map type
performance-monitor system-default-aor

RTw S5 |class {class-name| class-default} RV —ICEDL 7 TAEBRELET, NI —IC
%l - EODHKT TAIONT, ZOavy RE#DiKL

FATLET,

Device (config-pmap) # class class-4

RFw 76 |flowmonitor inline A IA4 Ly T—FERBL, fiLnyr— =4
Bl ERETED LI LET,
Device (config-pmap-c)# flow monitor inline

R w7 |record {record-name| default-rtp | default-tcp} Ja— = ZICENMITSA Ve — La— REEE
15'] : L/\i—g—o
Device (config-pmap-c-flowmon) # record default-tcp

A7 78 |exporter exporter-name To— Ty AR—ZCEEMN TS T r— La— R
Bl ERRELET,
Device (config-pmap-c-flowmon) # exporter
exporter-4

ATFvF9 |exit RV —rF2Aar74Fal—rvarE—RIC
15“ : E D iﬁ—o

Device (config-pmap-c-flowmon) # exit

Cisco Performance Monitor D 5% & .
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. BEMN 70— E=4 Z{#A L% Cisco Performance Monitor D 70— R 1) —DHRE

ARV FFEREETIVa Yy

S

AT w710 |monitor metric ip-cbr ({E&) IP-CBRE=X¥ A w7 a7 1Fa
5l L—Yay E— RERBLET,
Device (config-pmap-c)# monitor metric ip-cbr
ATy 71 |ratelayer3 {byte-rate {bps| kbps| mbps|gbps} | R ANV vrDE=F) 2 IDL— NEIEE
packet} LET,
i - «byterate: ¥ —% L — b (HfZ : Bps. kBps.
. . . mBps, E721d gBps) . fEETE DEPHIL 1 ~
Device (config-pmap-c-mipcbr) # rate layer3 248
bps 65535 T,
s packet : /X7 > hL— |k (B @ pps) o
A7y 12 |exit RV =7 FRar74F¥al—varyE—FRIC
{;“ . E @ jzj«o
Device (config-pmap-c-mipcbr) # exit
A7 713 | monitor metricrtp RIPE=X AR v/ av7 4 Fal—vay
Bl T— REBIIA L ET,
Device (config-pmap-c)# monitor metric rtp
AT v 714 |clock-rate {type-number| type-name} rate RIPETH E=H VT AN oW T
Bl ZMIT B 0y s L— bR LET,
. . 7wy 7 HA T OF G ELAROFERIC OV TR,
Device (config-pmap-c-mrtp) # clock-rate 8 9600 lTCISCO Media Monitoring Co d Referencej 75_’7;}3
BLTLSZE W,
rate DHIPHIL 1 ~ 192 kHz T,
R w715 |max-dropout number Specifies the maximum number of dropouts allowed when
Bl - sampling RTP video-monitoring metrics.
Device (config-pmap-c-mrtp) # max-dropout 2
A7 716 |max-reorder number RTP E7 A E=F V7 AN) w7 DT Y~
Bl IR S DI A EOR AR Z IR LET,
Device (config-pmap-c-mrtp) # max-reorder 4
AT 717 | min-sequential number A KUY =A% RTP 7 —& LCHAIT D7Dl

1

Device (config-pmap-c-mrtp) # min-sequential 2

S Ty b ORNEETREL X,

. Cisco Performance Monitor D% &
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BFED 70— =4 %A L% Cisco Performance Monitor @ 7 O0— 7R 1) —DRTE .

ARV FFEREETIVa Yy

E:)

AT w718 |ssrcmaximum  number L7 m—HNTE=HTEDSSRC DR R AZIEE

i - LEd, 7u—id, 7u o, EEmesioT
LA BROKEILESIEDOR— ML - TER

Device (config-pmap-c-mrtp)# ssrc maximum 20 é;%bji?ro

RATw 719 |exit RV —IFRar74X¥alb—varE—FRI
15'] : E@ij‘o
Device (config-pmap-c-mrtp) # exit

Xj_-‘yjzo monitor parameters F= K )NT A—H 33/743?; Lr—gryEFE—RK
. EBAtE LT,
Device (config-pmap-c) # monitor parameters

27wy |flows number FET=H Xy v aD7u—DRREERELE
1 - EE
Device (config-pmap-c-mparam) # flows 40

AT w722 |interval duration number F=H VT AN w7 BWET DDA o H—
Bl SADES () EHEELET.
Device (config-pmap-c-mparam) # interval duration
40

AT 723 |history number WEINET A =X T AN v 7ZO0
5l TERFT BIRIEA ¥ 52— S OREIEE LET
Device (config-pmap-c-mparam) # history 4

AT 724 |timeout number FEIL L7277 B =0T —=# X=X bHIBRENH ET
Bl DA 25— DREHE LET,
Device (config-pmap-c-mparam) # timeout 20

ATy T2 |exit RV —rTFRar74Xal—rarE—KI
15“ : ED&‘@AO
Device (config-pmap-c-mparam) # exit

ATw 726 |react ID {media-stop | mrv | rtp-jitter-average| WDA Y v 7D LEVEEZEZ 256 ORIG &

transport-packets-lost-rate}
1 -

ETELE— RZBBLET,

«ID : SEEDID, HMEDHEFHIL 1 ~ 65535
‘(:\ﬁ—o
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. BEMN 70— E=4 Z{#A L% Cisco Performance Monitor D 70— R 1) —DHRE

ARV EERRTIVa Y Sl

. . smediastop : 7R—D M7 7 4 v 7 RRH S
Device (config-pmap-c) # react 41
rtp-jitter-average jfff/uo

emrv: EEDOL— K EFPHEL— FDEE T
L— b ’TEIBZ LIk CHE SN L— ],

VY H—,

« transport-packets-lost-rate : #2347 v M A
TRy METHEID Z Ll > THRIEEND

* rtp-jitter-average :

1/»_4 }\O
AT w727 |action {snmp |syslog} LEWEZB A T2Ha0OWmETiEEZEELE T,
1 -
Device (config-pmap-c-react)# action syslog
R 7w 728 |alarm severity {alert |critical |emergency [error | | #ESNDT T —AD LV ERELET, T4
info} L REREIX, info T,
i
Device (config-pmap-c-react)# alarm severity
critical
R w 729 |alarmtype {discrete|grouped {count number | percent | s RN QB2 T T — AL RSN AL-ILDE AT
number } BIRELET. 7740 REdisrete T,
£
Device (config-pmap-c-react)# alarm severity
critical
X w730 |threshold value {ge number | gt number | le number | It | SpER P BE/ 27 S5 — AL RS D LI VMED Z A

number | range rng-start rng-end

1 -

Device (config-pmap-c-react)# threshold value ge
20

. Cisco Performance Monitor @ 5% &

TEEELET,

EREEENTELT, 77V r—ya v And—
T4V RELTHRESNTWDEAIX. T 740
O~y 7 TRIBEEND LEWERMEA SN ET,
EREESNTELT, £, 77V r—v a4
NH¥— 74— )L RE L TRESNTVRWNES,
LEVMEIZIZT 740 MEBSER S E T,

FICARY > —& 7 7 A% L THEEDO K2~ R
DHESNTNDHN, LEVEREEINLTNDOD
X1 ODORIEREDHATHLHEAIE, RES LT
BEOSOMENME S HL, 20 O L2 VMEREE S
7,



| Cisco Performance Monitor D z% F
t5Inva—ssvvoevt |

aAvYRFERET7TIIY E]:p]
Huf)y~k73x*ﬂbf@&@ﬁmnvyP
BRESNTEY., LEVWVERLIOBHRESHLTWY
WA, BB/ WRISID 238 Y B THLT
wé&ﬁk?7¢wh®b%wﬁﬁ@%éhi#o

Z 5w 731 |description description T e p——
i

Device (config-cmap-c-react)# description
rtp-jitter-average above 40

25w 732 |end BEDOIY 7 4 Fal—vary T—REETL,
i - FiiE EXEC E— FIZER Y £77,

Device (config-pmap-c-react)# end

FSIONWYa—TaTDED R
Tua—RY V—DFREE AT —F AL T DL, show policy-map typeper for mance-monitor
avy RaHLET,

BEO70O— K1) o—%{FHAL T Cisco Performance Monitor 7R 1) - —
AR —T A RICERHT BHE

Cisco Performance Monitor 8N > —%7 77 4 72T B0, FORY —% 1 2L EDA
H—T oA AZ@EHTHMENH Y F£9, CiscoPerformance Monitor & 7 7 7 4 7129 AT
WDOMENEHEEFITLET,

)

(GE¥)  Cisco Performance Monitor '8 U > —% IPv6 A ' X — 7 = A AZEHATE £,

FIRDOHE

enable

configure terminal

interface type number

service-policy type performance-monitor {input | output} policy-name
end

apwbd-=
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FE D
ARV KRFERRETI a3 Y B#J
AT w71 |enable it EXEC E— RZ AL ET,
fi e NMAT—REANLET (ERINWTEHE) .
Device> enable
R w 72 |configure terminal ya—nN)ary7 4 Xal—ary T— NG
f LET
Device# configure terminal
R T 73 |interface type number AE—T oA AEREL, A VX —T o Af A
i - T4 X2l —var ®—NERBLET,
IPV6 A v H—T7 = A AEIEETEET,
Device (config) # interface ethernet 0/0
Z 7 7 4 | service-policy type performance-monitor {input | Ao B —T oA AE AR (VC) O —E 2
output} policy-name RV o—L L THERENAR) > —~ T2 ASD
Bl - A B =T 2 A ZAETIELVC (DI SIDA
A —T7 2 A ZAFEIZVO) ITHMLET,
Bl - cinput : fFEESINTZARY v —< v T EANTA
B —T = A ZAFETZIFIAT VC IR T £,
Device (config-if)# service-policy type - . O
performance-monitor input mypolicy-map-4 * output : BESINTER) o—< T2 WA
5 - B —T7 = A ZAFTIIH ) VCITRHGAHT £ 97,
e policy-name : B 2y —EARY >—~ v
7" (policy-map =~ > RTERK) D4R, 4l
(ZITR R 40 LFE COFRBTFAIBETEET,
AFw 75 |end BEODa Ly 7 4 Xal—arB— REeET L, 4§
Bl - He EXEC E— NICRY £

Device (config-if)# end

kSIS a—TFTa2TDEV R
P—EA RV —DREEARAT—H AT v 7 3TDHI00E, kOoa<xy REERLET,

+ show performance monitor history

« show performance monitor status

« show palicy-map ypre performance-monitor interface

. Cisco Performance Monitor D% &



| Cisco Performance Monitor D z% F
D 70— R1) > —%E M+ I Cisco Performance Monitor K1) > —% 4 >4 —J = 4 RITHEAT 543k .

BEO7AO—R) o—%aFHAE 3 IZCiscoPerformanceMonitor7< 1) & —
A A=A RIERT BHE

Cisco Performance Monitor R Y > —% 7 7 7 4 72T HEIZ, FDORY >—% 1 DL EDA
H—T A AZEHATH0EENH Y £, CiscoPerformance Monitor 7 7 7 4 712 F 5121,
WROVBEVEHEEFITLET,

FIEDHEZE

1. enable

2. configure terminal

3. interface type number

4, service-policy type performance-monitor inline {input | output}

5. match  {access-group {access-group | name access-group-name} | any |
class-mapclass-map-name | cos cos-value | destination-address mac address | discard-class
class-number | dscp dscp-value | flow {direction | sampler} | fr-de| fr-dlci dlci-number |
input-inter face interface-name | ip {rtp starting-port-number port-range | precedence | dscp} |
mpls experimental topmost number | not match-criterion| packet length {max
maxi mum-length-value [min minimum-length-value] | min minimum-length-value [max
maximum:-length-value]} | precedence {precedence-criterial | precedence-criteria2 |
precedence-criteria3 | precedence-criteriad} | protocol protocol-name| qos-group gqos-group-value
| sour ce-addr ess mac address-destination| vlan {vlan-id | vian-range | vian-combination} }

6. flow monitor {monitor-name] inline}

7 {r ecord-name | | } record default-rtp default-tcp

8. exporter exporter-name

9. exit

10. monitor metric ip-cbr

11. ratelayer3 {byte-rate {bps| kbps| mbps| gbps} | packet}

12.  exit

13.  monitor metricrtp

14. clock-rate {type-number| type-name} rate

15. max-dropout number

16. max-reorder number

17.  min-sequential number

18. ssrcmaximum number

19. exit

20. monitor parameters

21. flows number

22. interval duration number

23. history number

24. timeout number

25. exit

26. react ID {media-stop | mrv | rtp-jitter-average | transport-packets-lost-rate}
27. action {snmp | syslog}

28. alarm severity {alert| critical | emergency| error | info}

29. alarm type {discretel grouped{count number | percent number} }

Cisco Performance Monitor D 5% & .
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. BN 70— R S —%FEBEE T2 Cisco Performance Monitor K1) & —% A4 V24— T = A4 XIZHERAT 5 A%

30. threshold value {ge number | gt number | le number | It number | range rng-start rng-end}

31. end
FIEDEEHM
ARV KEEEEFET7Ia Y B
AFwv 71 |enable ¥ifE EXEC E— K2 LET,
1 - e NMAT—REANLET EREINTZHE) .
Device> enable
A5 w 2 |configure terminal ZTa—)L a7 4 X2 lb—3ay EB— ARG
15“ : Lij‘o
Device# configure terminal
AT w73 |interface typenumber AV EBE—T 2 A AEEBEL. A2V F—T AR 2
i - V74 F¥ 2l — g E— FEEBLET,
IPv6 A X —T oA ARFEETEET,
Device (config) # interface ethernet 0/0
2T w74 |service-policy typeperformance-monitor inline{input | 1 > % — 7 = 4 2 F 7= X {EAEER (VC) OV —E
| output; 2R =L LTHAESNERY v— <y TEA
i NDA B =T =2 A ZAFEIIVC (HDHWITHIO
AUH =T oA ZAFETIFXVCO) ML ET,
i - cinput : fRESNTEARY —~v v T E ALV
B —T7 2 A AETIIATIVCITHRUGAHT £ T,
Device (config-if)# service-policy type . . .
performance-monitor inline input * output : HEINT-RY) o—< T B IIA
H—T 2 A AFEIIH I VCIZHHSIT £,
ATFvTH match  {access-group {access-group | name SHEIEHERIEE L E T,

access-group-name} | any | class-mapclass-map-name |
cos cos-value | destination-address mac address |
discar d-class class-number | dscp dscp-value | flow
{direction | sampler} | fr-de| fr-dlci dlci-number |
input-interface interface-name| ip {rtp
starting-port-number port-range | precedence | dscp} |
mpls experimental topmost number | not
match-criterion| packet length {max
maximum-length-value [min minimum-length-value] |
min minimumt-length-value [max
maximum-length-value]} | precedence
{precedence-criterial | precedence-criteria? |
precedence-criteria3 | precedence-criteriad;} | protocol
protocol-name | qos-group gos-group-value |
source-address mac address-destination| vian {vlan-id
| vian-range | vlan-combination} }

. Cisco Performance Monitor D% &
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BFEO 70— R o—%ERA+E 912 Cisco Performance Monitor 1) —% A4 V4 —J A XIZHEAT 5 5% .

ARV FFEREETIVa Yy

E:)

1

Device (config-if-spolicy-inline)# match any

ZFw 76 |flowmonitor {monitor-name inline} 7u—RY = EEMTOEfFO T r— E=H
Bl EARELET, BFO7 m—e =4 — %A L7
LA, inlinet 7Y a VEBEHLTHLWL T o—
Device (config-if-spolicy-inline)# flow monitor {—:5’*—%%%“@5 \ij—o
inline
VERBAE, inlined 7Yy a v EBAL T o —
La—RBLO 7B —2/ AR—FEH/ETH L
bLTEET,
RFw 77 |{record-name]||} record default-rtp default-tcp (FE) BfEo7u—e=FZ—%2FHE1, $bb
Bl - (Zinlined 7> a AT 25613, Zoa~vr
FaEFHLT7e—La— RE2RELET,
Device (config-spolicy-inline-flowmon) # record
default-tcp
ATwv 78 |exporter exporter-name EE) BEfFo7n—e=4—%fHE7. bV
Bl - IZinlined 7'y a U AENT 25613, Zoavy
FEFHLC7a—o/ AR—Z 2% ELET,
Device (config-spolicy-inline-flowmon) # exporter
exporter-4
ATv79 |exit P—bERARY—A T a7 4 Fal—
ﬂm . varyE'—RIZRY jf7ro
Device (config-spolicy-inline-flowmon) # exit
A5y 710 | monitor metricip-cbr IP-CBRE=H XA h) w7 arv7 4 Fal—a
. T— REMHLET,
Device (config-if-spolicy-inline)# monitor metric
ip-cbr
A7 w711 |ratelayer3 {byte-rate {bps| kbps| mbps| gbps} | ANV w7 E=ZY T L= FEEELET,
packet} . N
«byterate: ¥ —% L — b (/L : Bps. kBps.
Ik mBps, F721X gBps) . fRETE H&MIT 1 ~
, , I . 65535 T4,
Device (config-spolicy-inline-mipcbr)# rate layer3
248 mbps « packet : /X% v M L— b (BT : pps)
ATy 12 |exit P—EZA RV =T a7 1 Fal—
ﬂm . valry E— Fizfﬁ U] 357ro

Device (config-spolicy-inline-mipcbr)# exit
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ARV KEEEET7Ia Y B

AFw 713 | monitor metricrtp RIPE=X A M) v/ ar7 1 Fal— g
11 - E— NEBBLET,
Device (config-if-spolicy-inline)# monitor metric|
rtp

AT 714 |clock-rate {type-number| type-name} rate RTP BT A E=H VT AN w7 DYV T Y
. ST 8y s L= MaEELET,

vy B AT DOFRGEAROFEMIONTIE,
['Cisco Media Monitoring Command Reference] %%

Device (config-spolicy-inline-mrtp)# clock-rate

8 9600 )
BLTSZE W,
rate DFIPHIL 1 ~ 192 kHz T,
R w715 |max-dropout number Specifies the maximum number of dropouts allowed when
Bl - sampling RTP video-monitoring metrics.
Device (config-spolicy-inline-mrtp) # max-dropout
2
AT w716 |max-reorder number RIPETH E=4 VT ANy IOV TY
Bl ST S BIBFE R ORI fE L ET,

Device (config-spolicy-inline-mrtp) # max-reorder
4

2w 717 | min-sequential number A RY—AL%RTP 7r—& LTHE#HT 272012404
B - BNy S ORI ERELE T,

Device (config-spolicy-inline-mrtp) #
min-sequential 2

AT 718 |ssrcmaximum number 7R —NTE=Z T&5DSSRC DR AZFEE
i - LET, 7u—id, 7' ban, #MEneskor
R R, BELOEETLESBLEOR— MZL - TERE

Device (config-spolicy-inline-mrtp)# ssrc maximu éS?LQE?fO

20
AT 719 |exit YP—bARV = AT AT 4 Fal—
i - var ' NIRY £,

Device (config-spolicy-inline-mrtp) # exit

A 720 |monitor parameters F=HANTRA—H ar T 4 Falb— g F—R
15'] %F’Iﬁﬁé\b\iﬁ—o
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BEO 70— K'Y —%ERAETIZ Cisco Performance Monitor K1) & —% 4 V4 —DJ = A RIZEAT 554 .

ARV FFEREETIVa Yy

E:)

Device (config-if-spolicy-inline)# monitor
parameters

AFw 721 |flows number BE=H v v aD7u—DERBEEELE
i ¥
Device (config-spolicy-inline-mparam)# flows 40

AT w22 |interval duration number F=FV T AN I BNET DIODA o —
i S DRs (B) 2RELET
Device (config-spolicy-inline-mparam)# interval
duration 40

A7y F23 |history number WESNTEET A E=FV 7 A MY v 7120
Bl - THRRTDHEIEA X — VOB ERELET,
Device (config-spolicy-inline-mparam)# history 4

AT F24 |timeout number Ik L7z 7 m =R 7 — 2 _X= 2 bHIREND ET
Bl DA 25— DREHE LET,
Device (config-spolicy-inline-mparam) # timeout 20

AT w725 |exit P—bA RIS — AT a7 4 Fal—
B - YarE—FNIRERYET,
Device (config-spolicy-inline-mparam) # exit

RTw 726 |react ID {media-stop | mrv | rtp-jitter-average| WDOANY v 7 DLEEZBR 56 ORIG

transport-packets-lost-rate}
1)

Device (config-if-spolicy-inline)# react 6
rtp-jitter-average

ETELE— FEBRLET,

«ID : RUSEREDID, AEMEDFMIL 1 ~ 65535
‘(‘\bado

*media-stop : 7u—D T T 4 v 7 RBEHIN
FH A,

emrv : EEOL—FETPHEL— FOEEZ T
L—hTEIDZ LICk o THEB SRS L— ],
s rtp-jitter-average : V¥V v X —,

« transport-packets-lost-rate : #8237 > NE
TRy METHID Z Lo TRIHESS
L—h,
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. BN 70— R S —%FEBEE T2 Cisco Performance Monitor K1) & —% A4 V24— T = A4 XIZHERAT 5 A%

ARV FFEREETIVa Yy

S

AT w721 |action {snmp | syslog} LEWEEZBX S AOWMEFIEEEELET,
1 -
Device (config-spolicy-inline-react)# action
syslog
R 5y 728 |alarm severity {alert| critical | emergency|error | |k S 5T T —hD LUV ERE LET,
info}
1 -
Device (config-spolicy-inline-react)# alarm
severity critical
R w729 |alarmtype {discrete grouped{count number | percent | RN YBE/2 T S — AL RAAXNAL~NLDH AT
number; } EiELET,
1 :
Device (config-pspolicy-inline-react)# alarm
severity critical
X 730 |threshold value {ge number | gt number | le number | It | SpER YT/ 27 S — AL B SD LXVMED X A
number | range rng-start rng-end} TEREELET,
B SRS TELT, 77U r—a v 4R % —
Device (config-spol iey—inline- )4 threshold 74—V FELTERESNTWEEAIL. T 741
value ge 20 T Tk oe oy FTRIERS LE DERER SNET
EAEESNTELT, £z, 77U r—v a4
N¥— 7 4 — )L FE L THRESNTORWEA,
LEVMEIZIZT 7 40 MEBSER S ET,
FIUARY —& 7 7RI L THEED K2~ R
DHESNTWVDER, LEVENEESINTNDOD
X ODEREDHTH HLGAETX, REIITW
BHEOSDMENME S HL, 720 O L EVMEIERE S
£75
RILARY > —& 7 7RI LTEROGa~ > K
NRESNTEY, LEVWVERTIOLHRESNATHD
ROGEETE. RB/DNIOVEIGID BEID M THAT
WABREIZT 74/ hO LEVMEDEH I ET,
25w 731 |end BAEOa Ly 74 ¥ a2l —v gy B—REKT L,
B - FHE EXEC E— RICR Y &7,

Device (config-spolicy-inline-react)# end
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RDBERY

“U‘— EARY = O & AT —Z A& fERT 5 1Z1E, show performance monitor status =~
> R F L O show performance monitor history ==~ > R&fiH L £,

Cisco Performance Monitor 57— 42 INE D FER

Cisco Performance Monitor 737 — % ZIVE L T\ 5 Z L 2R T HI1C1E. kAT a AE%E
EFRITLET,

)

GE)  T7o—PHAECEEMTONDEDT, RURY —NRECANAS v H—T oA AEHTA
HZ—T 2 A AT SN T DA show 2~ REEITTHE, TOANA v F—T = A
ALHIA L E =T 2 ZTONWTH DT B —RNEREN, 70—0DAf L F—T A A4 &
FaFERrRENEEA,

F— A RESN TR NERT, 207 a0 OfELEE2TSHE T,

1R BHHIIZ

Ta— =X Ty v aNOTR—EFRTHITIE, AV VIO T7a— La— RTEFRS
NEREEET AN T4 v V22 ETAAN L F—T oA AT, ANj7e—F=FZEMd
DHENRH Y £,

Z D4 filter = {ip {source-addr source-prefix | any} {dst-addr dst-prefix | any} | {tcp | udp}
{source-addr source-prefix | any} {[eq] It| gt number| rangemin max| ssrc {ssrc-number | any} | { {dst-addr
dst-prefix | any} eq| It] gt number| range min max| ssrc {ssrc-number | any}}

FIEDHEZE
1. enable
show policy-map type performance-monitor [interface interface-name][class class-name][input
| output]
3. show performancemonitor status[interfaceinterface namelfilter] | policy policy-map-name class
class-map-nameffilter]} | filter]
4. show performance monitor history [interval {all| number[start number]} | interface interface
nameffilter] | policy policy-map-name class class-map-name(filter]} | filter ]
FIE D

AFv 71 enable

enable 2~ FEFEHA LT, FHEXECE—RFEZBHBLET (e P IMRERINTEHAARAT—REA
JILET) .

1 -
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Device> enable
Device#

AT 72 show policy-map type performance-monitor [interface interface-name][class class-name][input | output]

ZDavwy RIZE>TEREIND T 4 —/v ROFHIZOWTIL,  [CiscoMediaMonitoring Command Reference
LTS EEN,

iz, BbH7a— RV —0H Il E R~ LET,
&1

Policy Map type performance-monitor PM-POLICY-4
Class PM-CLASS-4

flow monitor PM-MONITOR-4
record PM-RECORD-4
exporter PM-EXPORTER-4

monitor parameters
interval duration 30
timeout 10
history 10
flows 8000

monitor metric rtp
min-sequential 5
max-dropout 5
max-reorder 5
clock-rate default 90000
ssrc maximum 5

% 3: policy-map type performance-monitor ® 7 4 —JL F DR

T4—ILF Bl

Policy Map type Cisco Performance Monitor @ 7 12— 7R U 2 — D4 Hij,
performance-monitor

flow monitor Cisco Performance Monitor ® 7 1 — & = ¥ D4 Hij,

record Cisco Performance Monitor 7 12— L 22— KD 4,
exporter Cisco Performance Monitor ® 7 72— T 7 AR— X D4 Hi,
monitor parameter Tua—RY =D/ T A—H,

interval duration

R 32— TRIE STV B IR BE O R,

timeout RNY —TREINTNDET — X LR D )BT,
history Y ¥ —TRE SN TV B IEBRE ORI,
flows RY—TRESNTWD 7 —DIUES,

monitor metric rtp

7a—RYT—=ORIP XA M v 7,

min-sequential

RTP 7 v — D3I SN D8R 7 v MZOWTHESINTWD i

TN
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ATvT3

RATv74

Cisco Performance Monitor ® 7 — % UNEE D FEER .

J4—I)LFK AR

max-dropout HAEONRr Y PRV —F L AFEDR/NEINE D L L THEE SIS R
7y MTOWTERIE STV D i K,

max-reorder BIEONRF Y LD — A U ABERRKEIVEO L L CTEHE IS S
T MZOWTERE I TV D RKE,

clock-rate default 2Ny FEIEBEBIEOHBEIZERSND RTP Xy N XA LAZ T J
oy HICRESHLTWS 7y 7 L—F,

ssrc maximum FL7a—NTE=ZT&ESSSRCIZONWTERESIN TWARAE, 7
o—L, u hajl, FETEBILEOT RLA, BLOEETEmELED
A= MIEoTERSNET, ®HIZ1~ 50 T,

show performance monitor status [interface interface nameffilter] | policy policy-map-name class
class-map-namef[filter]} | filter]
Z DA filter = {ip {source-addr source-prefix | any} {dst-addr dst-prefix | any} | {tcp | udp} {source-addr

source-prefix | any} {[eq| It| gt number| range min max| ssrc {ssrc-number | any} | {{dst-addr dst-prefix | any} eq| It|
ot number| range min max| ssrc {ssrc-number | any} }

ZDa~vy N, BESNTEBOEHOA 2 —VORIERFHERE R LET, £ o F—ULOIT,
history 2~ > REFEHALCHRELET, Z0a~2 ROT 7 4V FaiEK, & 10 DIUEA > 2 —3 )L
T, WEHEA U H—/LOE&1E, interval duration =~ > R&EHA L THRELET,

oA 22—V ORFEFHERE TR T DX, ROAT v T OFBIZHE> T, show performance monitor
history 2~ REFEHALET, ZhbDa~r ROFEMIZOWTIE,  [Cisco Media Monitoring Command
Referencel] #ZM 1L T &0y,

show performance monitor history [interval {all| number[start number]} | interface interface nameffilter] | policy
policy-map-name class class-map-nameffilter]} | filter ]

Z DG4, filter = {ip {source-addr source-prefix | any} {dst-addr dst-prefix | any} | {tcp | udp} {source-addr
source-prefix | any} {[eq| It] gt number| range min max| ssrc {ssrc-number | any} | {{dst-addr dst-prefix | any} eq] It|
gt number| range min max| ssrc {ssrc-number | any}}

Zoa<wry NI, &HObL0EED T, FEEIETTITDA ¥ —,3L T Cisco Performance Monitor (2
Yo TNESNEMEHEmAEZ R LET, INWEAL X — 3 LDE XL, interval duration =2~ > K Z{# ]
LCHRELET,

ZDa<y ROFEMMZOWTIL,  [Cisco Media Monitoring Command Referencel] % 2B L T< 72 &\,
WK DFL, show performance monitor history =< > K:OH > 7V &R L TWET,
G¥) FURY —NECANA o E =T A REHNA U F =T =2 ATHEH SN TWDHE, £
DANA B =T 2 ALHPNA L H—T 2 AZONWTH—-OT7u—R3EREN, 70—0
A B —=T A AH EFRAITERRINERE A,
1 -

Codes: * - field is not configurable under flow record
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NA - field is not applicable for configured parameters
Match: ipv4 source address = 21.21.21.1, ipv4 destination address = 1.1.1.1,
transport source-port = 10240, transport destination-port = 80, ip protocol = 6,

Policy: RTP_POL, Class: RTP_CLASS

start time 14:57:34
*history bucket number : 1
routing forwarding-status : Unknown
transport packets expected counter : NA
transport packets lost counter : NA
transport round-trip-time (msec) : 4
transport round-trip-time sum (msec) : 8
transport round-trip-time samples : 2
transport event packet-loss counter : 0
interface input : Null
interface output : Null
counter bytes : 8490
counter packets : 180
counter bytes rate : 94
counter client bytes : 80
counter server bytes : 200
counter client packets : 6
counter server packets : 6
transport tcp window-size minimum : 1000
transport tcp window-size maximum : 2000
transport tcp window-size average : 1500
transport tcp maximum-segment-size : 0
application media bytes counter : 1270
application media bytes rate : 14
application media packets counter : 180
application media event : Stop
monitor event : false

[data set,i1d=257] Global session ID|Multi-party session ID]
[data] 11 |22

3 4: show performance monitor status and show performance-monitor history D 7 1« —)L K DR

Ta—IL K L]

history bucket number INEINTZBRET — X2 DN > hO#,
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Cisco Performance Monitor ® 7 — % UNEE D FEER .

J4—ILF

Bl

routing forwarding-status reason
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J4—I)LFK SR BA

QMO I E Yy FWAT—ZA%FL, VD6 Yy NPEBa—
KEF£ETS8Ey MR LT, IEREXHREINET,

AT —H A%, Unknown (00) ., Forwarded (10) . Dropped (10) .
Consumed (11) DWW Td,

WIZ, FEAT—HA BT T OEERAT —X AEERLET,
Unknown
0

Forwarded
* Unknown 64

» Forwarded Fragmented 65

* Forwarded not Fragmented 66

Dropped
¢ Unknown 128

* Drop ACL Deny 129

* Drop ACL drop 130

* Drop Unroutable 131

* Drop Adjacency 132

* Drop Fragmentation & DF set 133
* Drop Bad header checksum 134
* Drop Bad total Length 135

* Drop Bad Header Length 136

* Drop bad TTL 137

* Drop Policer 138

* Drop WRED 139

* Drop RPF 140

* Drop For us 141

* Drop Bad output interface 142

* Drop Hardware 143

Consumed

¢ Unknown 192

* Terminate Punt Adjacency 193
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Cisco Performance Monitor ® 7 — % UNEE D FEER .

J4—ILF

Bl

*» Terminate Incomplete Adjacency 194

¢ Terminate For us 195

transport packets expected counter

TR MK

transport packets lost counter

Ny MERE

transport round-trip-time (msec)

FUUR M) T ERET SEDLDIIhoiH (V) .

transport round-trip-time sum (msec)

TRCOYV LTV TDT R M) TP EETIEDZDITHPo
At (R UR) o

transport round-trip-time samples

Zov K M)y TERIOFHEICHER SN0 o T O EFE

transport event packet-loss counter

BRA X o (HBERAT v bodkit v FOK)

interface input

BEA VAT 2 A AT v I A,

interface output

RIBA L E—T 2 A A AT T A,

counter bytes

FTRTOT7r—TIER SN A FDEFHEL

counter packets

TRTOT7a—TEREENZIP Ny hOEFE,

counter bytes rate

TRTOT7a—DF=X VT A B =2V TE=Z Y T AT A
WX -oT1 oM Iy FERIIE Yy b (REICE - TE
B) O,

counter client bytes

74T v FDOEESA ML

counter server bytes

P DERSA B

counter client packets

7 TAT v RDFENRT Y MK

counter servers packets

F— DR ML

transport tcp window-size-maximum

TCP ¥ 4 > R DKV A R,

transport tcp window-size-minimum

TCP 7 1 > KU DK/ A X,

transport tcp window-size-average

TCP 7 4 > RUDFHEH A X,

transport tcp maximum-segment-size

WKRKTCP BT A b YA X,

application media bytes counter

WEDAT AT AN —=LTAT AT TV r—varhbZESN
7o IP 31 DOHL,

application media bytes rate

F=FV T A Z =N B T DT RXITOT e =D AT 4T
By b L—1b (bps)
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J4—I)LFK SR BA

application media packets counter

BEDAT AT AP —=LTAT AT 77V r—varhrbZEaSh
TIP3y R D%,

application media event

By MRS ERAL, By R213 AT T T = a s
Ny BB ENRINoToZ ] DFEY . AT 4 THFEIEA N RR
FAELEZLERLET,

monitor event

ZEERLET,

By bE, 7R —OGEAT — M A Y FTHRESL TS0,
DOLEVVEEZE=
WoolzZ ERLET, By b 21k, MEDEHEM DI FEA LT

GV T A B SVTHREL THEBADZ L

AT avT—TNLERRLET,

WD show a2~ REFHL T, SX8ERA TV aray—T7NIEgEN2~ vy B 725

TEET,
FleDHEE
1. enable
2. show metadata {application attributes| application table | exporter stats|interfacetable|
metadata version table | sampler table| vrf table}
FIED
AU RFERET7TIV3 Y B
AT w71 |enable it EXEC E— REHIZ L E T,
fi e NAU—REANLET FERENTEHE)
Device> enable
R T 72 |show metadata {application attributes | application | % ¢ show metadata application table ==~ > R % {#

table| exporter stats|interfacetable| metadataversion
table| sampler table| vrf table}

1

ALT, 770 —varvDeET7 7V r—va v
LDV T ERRATHHERLET,

ID
Version

Name Vendor

100673296
100673297

webex-audio - -
webex-video - -
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Catalyst6500 75 v 7+ —Ll-@HOERORT ||

Catalyst6500 75 v k 7+ —LIZCEHDERD KT

FIRDOHE

F IR D

ATy T

ATy T2

ATvT3

Feature Manager 33 &2 X Catalyst 6500 7°7 » ~ 7 4 — AIZ[EA DOZF OMOED T HE= R R E T2
F7 V7 5IE, ROEBDF A7 #FRITLET,

1. enable

2. clear fm performance-monitor counters

3. debug fm performance-monitor {all | dynamic | event | unusual | verbose | vmr}

4. platform performance-monitor rate-limit pps number

5. show platform software feature-manager performance-monitor {all | counters | interface
interface-type interface-number | rdt-indices }

6. show platform software feature-manager tcam dynamic performance-monitor {handleip
ip-address | interface interface-type interface-number }

7. show platform hardware acl entry interface interface-type interface-number security {in |out }
{ip |ipv6 } [ detail ]

8. show platform software ccm inter face interface-type interface-number security {interface
interface-type interface-number | class-group class-group-ID }

enable

enable =2~ REMFHL T, ¥ EXECE— RE2HELET (e 7 MREREINTZENNAT—REA
HLET)

1 :

Device> enable
Device#

clear fm performance-monitor counters

clearfm performance-monitor counters 2~ > Rid, BT =X —D T 4 —~<v A EF=HF— T HKR—FR
coB 2R VT LET,

51

Device# clear fm performance-monitor counters
Device#

debug fm performance-monitor {all | dynamic | event | unusual | verbose | vmr }

Z® a2 RiL, FeatureManager D/37 4 —< L AE=H— AL R—FR Y FOTXTOLLDT /Ny 7
EHIMNCLET,
1 -

Device# debug fm performance-monitor all
Device#
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AT 74 platform performance-monitor rate-limit pps number

Cisco Performance Monitor D 5% E |

ZOavwry R, BBE=F—DONRT 4=~ A EF=HF— a U R—3x hOL— MlRZRE L £,

51

Device# platform performance-monitor rate-limit pps 2000

Device#

ATvT5
interface-number | rdt-indices }

show platform software feature-manager performance-monitor {all | counters | interface interface-type

Z M3~ R, Feature Manager D/37 4 —< 2 AT =HF— 3 R—32 MIETOERER R LET,

&1

Device# show platform software feature-manager performance-monitor all

Device#

Interface: FastEthernet2/3
Policy: video-flow-test

Group ID: A0000001

Feature: VM Ingress L3
DPort - Destination Port SPort - Source Port Pro - Protocol
RFTCM - R-Recirc. Flag MRLCS - M-Multicast Flag Res - VMR Result
- F-Fragment flag - R-Reflexive flag Prec - Drop Precedence
- T-Trailing Fragments - L-Layer 3 only GrpId - Qos Group Id
- C-From CPU - C-Capture Flag Adj. - Adj. Index
- M-L2 Lookup Miss - S-RPF suppress Pid - NF Profile Index
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id|
1v 224.0.0.0 0.0.0.0 0 0 o ==
O _____
M 240.0.0.0 0.0.0.0 0 0 0 00000 0
0
PERMIT RESULT
2V 0.0.0.0 0.0.0.0 0 0 o ==
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0
L3_DENY RESULT
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id|
1v 0.0.0.0 10.10.10.0 0 0 7 === 0
___C_
M 0.0.0.0 255.255.255 0 0 0 255 00000 0
0
PERMIT RESULT
2V 0.0.0.0 10.10.20.0 0 0 7 === 0
___C_
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M 0.0.0.0 255.255.255 0 0 0 255 00000 0
’ PERMIT RESULT
3V 0.0.0.0 0.0.0.0 0 0 o ===
: Mo 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id]|
1v 0.0.0.0 0.0.0.0 0 0 o -———-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

PERMIT RESULT

Interface: FastEthernet2/3
Policy: video-flow-test Group ID: A0000001

Feature: VM Egress L3

| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id|
1v 0.0.0.0 0.0.0.0 0 0 o -———-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

2V 0.0.0.0 0.0.0.0 0 0 o -———-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0
L3_DENY_RESULT
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id]|
1v 0.0.0.0 10.10.10.0 0 0 7 === 0
M 0.0.0.0 255.255.255 0 0 0 255 00000 0
0
PERMIT RESULT Adjacency: 0x5512D8F4
2V 0.0.0.0 10.10.20.0 0 0 7 === 0
M 0.0.0.0 255.255.255 0 0 0 255 00000 0
0

PERMIT RESULT Adjacency: 0x5512D8F4
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3V 0.0.0.0 0.0.0.0 0 0 o -—=—-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0
L3_DENY_RESULT
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id]|
3V 0.0.0.0 0.0.0.0 0 0 o -—=—-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

PERMIT RESULT Adjacency: 0x5512D8F4

Adjacency: 0x5512D8F4
FeatureId: 0x84 AdjId: OxFFFFFFFF Flags: RecirculationAdj|

Cause: 0x0 Priority: OxC Device#

Interface: FastEthernet2/3
Policy: video-flow-test Group ID: A0000001

Feature: VM Ingress L3

DPort - Destination Port SPort - Source Port Pro - Protocol
RFTCM - R-Recirc. Flag MRLCS - M-Multicast Flag Res - VMR Result

- F-Fragment flag - R-Reflexive flag Prec - Drop Precedence

- T-Trailing Fragments - L-Layer 3 only GrpId - Qos Group Id

- C-From CPU - C-Capture Flag Adj. - Adj. Index

- M-L2 Lookup Miss - S-RPF suppress Pid - NF Profile Index
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id|

1v 224.0.0.0 0.0.0.0 0 0 o ===

O _____

M 240.0.0.0 0.0.0.0 0 0 0 00000 0

0

PERMIT RESULT

2V 0.0.0.0 0.0.0.0 0 0 o ===
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0
L3_DENY RESULT
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id|
1v 0.0.0.0 10.10.10.0 0 0 I 0
___C_
M 0.0.0.0 255.255.255 0 0 0 255 00000 0
0
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PERMIT RESULT

2V 0.0.0.0 10.10.20.0 0 0 I 0
_;_C_ 0.0.0.0 255.255.255 0 0 0 255 00000 0
’ PERMIT RESULT
3V 0.0.0.0 0.0.0.0 0 0 o ===
: Mo 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

L3_DENY RESULT

| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id|
1v 0.0.0.0 0.0.0.0 0 0 o -—=—-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

PERMIT RESULT

Interface: FastEthernet2/3
Policy: video-flow-test Group ID: A0000001

Feature: VM Egress L3

| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id|
1v 0.0.0.0 0.0.0.0 0 0 o -———-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

2V 0.0.0.0 0.0.0.0 0 0 o -———-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0
L3_DENY_RESULT
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id]|
1v 0.0.0.0 10.10.10.0 0 0 7 === 0
M 0.0.0.0 255.255.255 0 0 0 255 00000 0
0

PERMIT RESULT Adjacency: 0x5512D8F4

2 Vv 0.0.0.0 10.10.20.0 0 0 7 === 0
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M 0.0.0.0 255.255.255 0 0 0 255 00000 0
0
PERMIT RESULT Adjacency: 0x5512D8F4
3V 0.0.0.0 0.0.0.0 0 0 o -—=—-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0
L3_DENY_RESULT
| Indx | T | Dest Ip Addr | Source Ip Addr | DPort | SPort | Pro | RFTCM | Prec | MRLCS | Pid |
Stats Id]|
3V 0.0.0.0 0.0.0.0 0 0 o -—=—-
O _____
M 0.0.0.0 0.0.0.0 0 0 0 00000
0 0

PERMIT RESULT Adjacency: 0x5512D8F4

Adjacency: 0x5512D8F4
FeatureId: 0x84 AdjId: OxFFFFFFFF Flags: RecirculationAdj|

Cause: 0x0 Priority: 0xC

AT w76 show platform software feature-manager tcam dynamic performance-monitor {handleip ip-address | interface

interface-type interface-number }
Zoawy NI, FFEOKRA NOBIIRY — L ERIRY — 2T A FREFR R LET,
£

Device# show platform software feature-manager tcam dynamic performance-monitor handle ip 10.1.1.0

10.1.1.0 VM Ingress L3 2

AT w71 show platform hardware acl entry interface interface-type interface-number security {in |out } {ip |
detail ]
Zoawy NI, A V=T =2 A LDWPOZEFET 7 A= br— ) A (ACL) = b
£
i

Device# show platform hardware acl entry interface fastEthernet 1/1 security in ip detai

mls if index:2000400A dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin
MLGFI: M-mpls plus ip pkt, L-L4 hdr vld, G-gpid present,F-global fmt match, I-ife/ofe

's' means set; 'u

means unset; '-' means don't care

ipv6 } [

R+

1

INDEX LABEL FS ACOS AS IP SA SRC_PORT IP DA DST PORT F FF
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L4PROT

TCP-F:UAPRSF MLGFI OtherL4OPs RSLT CNT

fno:0

tcam:B, bank:0, prot:0 Aces

I VvV 16375 2049 0 0 0 0.0.0.0 - 0.0.0.0 -0

OXSOOOOOOEOOOOOO;S _____ 10331192<:

I M 16375 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0 -0
0 0x0

AT w78 show platform software ccm inter face interface-type interface-number security {interface interface-type
interface-number | class-group class-group-1D }

Zoavwy NI, A ¥ —T7 A A LD TCAM (Ternary Content Addressable Memory) Cisco CallManager
(CCM) = R UICHET DI me R LET,

&1

Device# show platform software ccm interface fastEthernet 2/3 in
Target-Class : id 0xA0000000, dir CCM INPUT, if type 1, if info 0x14823998

Class-Group List: 0xA0000001
bl-cs217#

bl-cs217#sh platform software ccm interface fastEthernet 2/3 out
Target-Class : id 0xA0000002, dir CCM OUTPUT, if type 1, if info 0x14823998
Class-Group List: 0xA0000001

Zpawy KX, 77 A7 )N—7DOTCAM (Ternary Content Addressable Memory) Cisco CallManager (CCM)
T FUICET O EREFR T LET,

11 -
Device# show platform software ccm class-group A0000001
Class-group : video-flow-test, id O0xA0000001
Target input : 0xA0000000
Target Output : 0xA0000002
Class : video-flow, id O0xA98681, type 1
Filter : type MATCH NUMBERED ACCESS GROUP, id 0xF0000002
Filter params : ACL Index: 101 Linktype: 7
Feature : PERFORMANCE MONITOR
Params :
Feature Object : 0x54224218
Name :
Meter context : 0x54264440
Sibling ¢ 0x0
Dynamic : FALSE
Feature Object : 0x54221170
Name :
Meter context : 0x54263858
Sibling ¢ 0x0
Dynamic : FALSE
Intf List : 0xA0000000 0xA0000002
Class : class-default, id OxADA3Fl, type 39
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Filter : type MATCH_ANY,
Filter params : any
Feature : FEATURE_EMPTY
Params :
Feature Object : 0x1741629C
Name :
Meter context : 0x0
Sibling : 0x0
Dynamic : FALSE
Intf List : 0xA0000000

Cisco Performance Monitor D 5% E |

id 0xF0000003

Performance Monitor DX v v 21,9547 2 FDOERKR

Cisco Performance Monitor D% ¥ v 2 & 7 T4 7 M aFRTHI20E, ROA T v a MEE

show performance monitor cache [policy policy-map-name class class-map-name][interface

EIATLET,
FIEDHE
1. enable
interface name]
3. show performance monitor clients detail all
F D &8

AT w71 enable

enable 2~ R&EH L C, i EXEC E— FZBMB LT (o7 hREREINTEZHRXAT—RKEA

B -

Device> enable
Device#

AT w72 show performance monitor cache [policy policy-map-name class class-map-name][inter face interface name]

1 :

MMON Metering Layer Stats:

static pkt cnt: 3049

static cce sb cnt: 57

dynamic pkt cnt: 0

Cache type:

Cache size:

Current entries:

High Watermark:

Flows added:

Updates sent ( 1800 secs)
IPV4 SRC ADDR IPV4 DST ADDR IP PROT

TRNS SRC PORT

TRNS DST PORT

ipv4d ttl ipv4 ttl min ipv4 ttl max 1pv4 dscp bytes long perm pktslong perm user space vm
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10.1.1.1
0 0

0x00000000 0x00000000
0x00000000 0x00000000
0x00000000 0x00000000
0x00000000 0x00000000
0x00000000 0x00000000

10.1.

0x00000000
10.1.1.1
0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
10.1.1.1

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
10.1.1.1

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
10.1.1.1

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
10.1.1.1

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
10.1.1.1

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
10.1.1.1

10.1.

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

10.1.

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

10.1.

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

10.1.

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

10.1.

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

10.1.

0

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

10.1.

2.3

17

0 0x00
1 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2.3

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

17

0 0x00
1 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2.3

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

17

0 0x00
1 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2.3

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0 0x00
2 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2.3

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

17

0 0x00
1 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2.3

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

17

0 0x00
1 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2.3

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0 0x00
3 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2.3

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

17
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4000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

80

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

6000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

80

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

4000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

44

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

6000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

84

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

1967

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

36

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

1967

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

36

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

3001

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

124

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2001

Cisco Performance Monitor D% = [}

1967

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

1967

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

2000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

3000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

6001

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

4001

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

6001

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

4001
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0

0

0 0x00

44

Cisco Performance Monitor D 5% E |

1 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

AT w73 show performance monitor clients detail all

1 -

Client name for ID 1
Type: Mediatrace
Age: 443 seconds
Monitor Object: MMON DYN -class-map-69

Flow spec:

(dvmc-acl#47)

Mediatrace-131419052

monitor parameters
interval duration 60

monitor

monitor

timeout
history

2
1

flows 100

metric rtp

min-sequential 10
max-dropout 5
max-reorder 5

clock-rate 112 90000
clock-rate default 90000
ssrc maximum 20

metric ip-cbr

rate layer3 packet 20
Flow record: dvmc fnf fdef 47
Key fields:

Non-key

Monitor point: |
Classification Statistic:

ipv4 source address

ipv4 destination address
transport source-port

transport destination-port

ip protocol

fields:

monitor event

application media event

routing forwarding-status

ip dscp

ip ttl

counter bytes rate

application media bytes rate
transport rtp jitter mean
transport packets lost counter
transport packets expected coun
transport event packet-loss cou
transport packets lost rate
timestamp interval

counter packets dropped

counter bytes

counter packets

application media bytes counter
application media packets count

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

ter
nter

er

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

10.10.130.2 1000 10.10.132.2 2000 17

MMON DYN -policy-map-70 GigabitEthernet0/3 output
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matched packet:
matched byte:

Cisco Performance Monitor 7 S 2DV A vy L— FDRTR .

545790
64403220

Cisco Performance Monitor 7 S XD Av Y L— DX

12U EDIZAD I ey y Lb— FEeRRTDHITIE, RO TV a AMNEEEFITLET,

FIRDEE

1. enable
2. show performance monitor clock rate [policy policy-map-name class class-map-name]

F IR D

2T v 1 enable

enable =2~ FEFH LT, B EXEC E— REBLET (v ERFRRINTEHNRNAT—REA

HLET) o
51

Device> enable
Device#

AT w72 show performance monitor clock rate [policy policy-map-name class class-map-name]

7 T AL ERELRWERIE, TRXTOF v X VDERNFRINET,

1 -

Device# show performance monitor clock rate policy all-apps class telepresence-CS4
6%/2%; one minute: 5%; five minutes: 5% Time source is NTP, 17:41:35.508 EST

Load for five secs:

Wed Feb 16 2011

RTP clock rate for Policy:

Payload type

pcmu (0 )
gsm (3 )
g723 (4 )
dvid4 (5 )
dvi4-2 (6 )
lpc (7 )
pcma (8 )
g722 (9 )
116-2 (10 )
116 (11 )
gcelp (12 )
cn (13 )
mpa (14 )
g728 (15 )
dvi4-3 (16

dvid-4 (17 )
g729 (18 )
celb (25 )
jpeg (26 )

8000
8000
8000
8000
16000
8000
8000
8000
44100
44100
8000
8000
90000
8000
11025
22050
8000
90000
90000

all-apps,
Clock rate(Hz)

Class: telepresence-CS4
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nv (28 ) 90000
h261l (31 ) 90000
mpv (32 ) 90000
mp2t (33 ) 90000
h263 (34 ) 90000

(96 ) 48000

(112) 90000
default 90000

JO0—EZADHREDRART—F ADEKNR
Ta— T HOBEDOAT —F AERRTDHIZIE, ROFT v a AMNMEEEFITLET,

1R BHHIIZ

Ja—FoH Xy v aNOT7e—%2FRTHITE, AV VAL T e— La— R TERI
NEEECHEET DI NI 74 v 2% ETHA 0 E—T oA A, A7 —F=F&EAT

LHVERH Y FT,
FIEDHE

1. enable

2. show flow monitor type performance-monitor
FIED ¥

2T v 1 enable

enable =2~ FEFH LT, FHEEXEC E— REBELET (s ERFRINTEHNRAT—REA
HLET) .

51

Device> enable
Device#

AT w72 show flow monitor type performance-monitor

show flow monitor type performance-monitor =~ > R Ci%, €T H 71— L a— ROBED AT —H A
ERELET,

51

Device# show flow monitor type performance-monitor
Flow Monitor type performance-monitor monitor-4:

Description: User defined
Flow Record: record-4
Flow Exporter: exporter-4
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70—

FIRDEE

F IR D FH

ATy T

ATy T2

so—zzsosrowR |

No. of Inactive Users: 0
No. of Active Users: 0

—_ I =

EZZDEXRTFEDIHER
ANLTcar7oXalb—ray avy ReEERTLHIE. ROF 7T v a U MAEEEFITLE
T,
1R BHEIIZ

JH—F=H Xy v aNO T —%2FRT 50, AV U0 Te— La— RTESR
NEEBECHEET DI NI 74 v V2% ET DA 0 Z—T oA A, Aj7u—F=F &EHAd

LHERH Y FT,

1. enable

2. show running-config flow monitor
enable

enable =2~ REMHA LT, ¥ EXECE— FZBALET (Turr 7 MRFREINTEZHRIRAT—REA
HLET) o

&1

Device> enable
Device#

show running-config flow monitor

show running-config flow monitor =~ > R TiX, ffETH7r— La—FDary74F¥alb— g av
Y REFRLET,

&1

Device# show running-config flow monitor
Current configuration:

!

flow monitor FLOW-MONITOR-1

description Used for basic IPv4 traffic analysis
record netflow ipv4 original-input

!

1

flow monitor FLOW-MONITOR-2

description Used for basic IPv6 traffic analysis
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record netflow ipvé original-input
|

A4 >3 —7 x4 XTCiscol0S Flexible NetFlow £ & U Cisco Performance
Monitor X EZHZH > TLVNE Z & DFERR
A A —7 x A AT Flexible NetFlow 3 & TN Cisco Performance Monitor X027 > TCW\WA 2 &

R T DL, ROAT L a UMEEEZFATLES,

FIEOHE

1. enable
2. show flow interface type number

F IR D FH

AT v 71 enable

enable =~ REMFA LT, ¥ EXECE— FEBBELET (ur s 7 MRERINEZLRAT—REA
HLED) &

1 -

Router> enable
Router#

AT w72 show flowinterface type number

show flow interface =~ > RZfHE L C, A % —7 = A A T Flexible NetFlow 3 J U Cisco Performance
Monitor XA/ > TWAZ L 2R L9,

1

Router# show flow interface ethernet 0/0
Interface Ethernet0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Input
traffic (ipv6) : on

JO0—E=32 Xy v aDERR
Tu—F=H XX v aDT—HERRTDHIZIE, ROFT T a MEEEFITLET,

. Cisco Performance Monitor D% &



| Cisco Performance Monitor D z% F
Jo—x=48 fvvva0®s |

1R BHHIIZ

TR—F=F Xy v aNDOT7r— T —F &K KT HITIL, NetFlow original L 72— N TEHK
SNEREETHEET DN T 74 v 7 2B oM 08— =4 X2, A7 n—E=4%iEH

THULERHD T,
FIEDHHE

1. enable

2. show flow monitor name monitor-name cache format record
FIED M

AT v 71 enable
enable =2~ FEFH LT, BEEXEC E— RSB LET (P ERFRRINTEHNRNAT—REA

ATy T2

HLET) .
51

Device> enable
Device#

show flow monitor

name monitor-name cache format record

show flow monitor name monitor-name cacheformat record =< > RXXFEF|TlL, 7o —F=F —DAT—X
A HEMEHR. BXOF v v aNO TR —F—F EF R LET,

i
Device# show flow monitor name FLOW-MONITOR-1 cache format record
Cache type: Normal
Cache size: 4096
Current entries: 8
High Watermark: 8
Flows added: 24
Flows aged: 16
- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 16
- Event aged 0
- Watermark aged 0
- Emergency aged 0

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:

10.251.10.1
172.16.10.2

TRNS SOURCE PORT: 0
TRNS DESTINATION PORT: 2048
INTERFACE INPUT: Et0/0
FLOW SAMPLER ID: 0

IP TOS: 0x00
IP PROTOCOL: 1

ip source as: 0

ip destination as: 0
ipv4 next hop address: 172.16.7.2
ipv4d source mask: /0
ipv4 destination mask: /24
tcp flags: 0x00
interface output: Et1/0
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counter bytes: 733500
counter packets: 489
timestamp first: 720892
timestamp last: 975032
IPV4 SOURCE ADDRESS: 172.16.6.1
IPV4 DESTINATION ADDRESS: 224.0.0.9
TRNS SOURCE PORT: 520
TRNS DESTINATION PORT: 520
INTERFACE INPUT: Et0/0
FLOW SAMPLER ID: 0
IP TOS: 0xCO
IP PROTOCOL: 17
ip source as: 0
ip destination as: 0
ipv4 next hop address: 0.0.0.0
ipv4 source mask: /24
ipv4 destination mask: /0
tcp flags: 0x00
interface output: Null
counter bytes: 52
counter packets: 1
timestamp first: 973804
timestamp last: 973804
Device# show flow monitor name FLOW-MONITOR-2 cache format record
Cache type: Normal
Cache size: 4096
Current entries: 6
High Watermark: 8
Flows added: 1048
Flows aged: 1042
- Active timeout ( 1800 secs) 11
- Inactive timeout ( 15 secs) 1031
- Event aged 0
- Watermark aged 0
- Emergency aged 0
IPV6 FLOW LABEL: 0
IPV6 EXTENSION MAP: 0x00000040
IPV6 SOURCE ADDRESS: 2001:DB8:1:ABCD::1
IPV6 DESTINATION ADDRESS: 2001:DB8:4:ABCD::2
TRNS SOURCE PORT: 3000
TRNS DESTINATION PORT: 55
INTERFACE INPUT: Et0/0
FLOW DIRECTION: Input
FLOW SAMPLER ID: 0
IP PROTOCOL: 17
IP TOS: 0x00
ip source as: 0
ip destination as: 0
ipv6 next hop address: HH
ipv6 source mask: /48
ipv6 destination mask: /0
tcp flags: 0x00
interface output: Null
counter bytes: 521192
counter packets: 9307
timestamp first: 9899684
timestamp last: 11660744
IPV6 FLOW LABEL: 0
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IPV6 EXTENSION MAP: 0x00000000
IPV6 SOURCE ADDRESS: FE80::A8AA:BBFF:FEBB:CCO03
IPV6 DESTINATION ADDRESS: FF02::9
TRNS SOURCE PORT: 521

TRNS DESTINATION PORT: 521
INTERFACE INPUT: Et0/0
FLOW DIRECTION: Input
FLOW SAMPLER ID: 0

IP PROTOCOL: 17

IP TOS: 0xEO

ip source as: 0

ip destination as: 0

ipv6 next hop address: HH

ipv6 source mask: /10

ipv6 destination mask: /0

tcp flags: 0x00
interface output: Null
counter bytes: 92
counter packets: 1
timestamp first: 11653832
timestamp last: 11653832

20— IJRAR—FDBEEDRAT—F ADEKTR

Ta— T AR—HZDBEDAT — X A FRmT HIIE, WDOAT v a L MEEEFEITLET,

FIEDHHE
1. enable

2. show flow exporter [exporter-name]

F IR D

2T v 1 enable

enable =2~ FEFH LT, BEEXEC E— REBELET (v ERFRRINTEHNRNAT—REA

HLET) o
51

Device> enable
Device#

AT w72 show flow exporter [exporter-name]

show flow exporter ==~ R Cix, RETDH 70—/ AR—FDBEDAT —H A FRLET,
11

Device# show flow exporter EXPORTER-1
Flow Exporter EXPORTER-1:
Description:
Transport Configuration:
Destination IP address: 172.16.10.2

Exports to Chicago datacenter
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Source IP address: 172.16.7.1
Transport Protocol: UDP
Destination Port: 65

Source Port: 56041
DSCP: 0x0

TTL: 255

JA— I AKR—5F DERTE DR

Ta— T AR—BERETHEDICAA a7 X2l —ray avy REWRT5
WX, ROA T a U EEEFEITLET,

FIRDEE

1. enable
2. show running-config flow exporter exporter-name

F IR D

2T v 1 enable

enable =2~ REMHHA LT, ¥ EXECE— FZBALET (Tu o7 MRFREINTEZHRAT—REA
HLET) .

51

Device> enable
Device#

AT w 72 show running-config flow exporter exporter-name

show running-config flow exporter =~ > R CiX, fiETH 70—/ AR —FZDa 7 4 Fal— g
o< RERRLET,

&1

Device# show running-config flow exporter EXPORTER-1
Building configuration...
|
flow exporter EXPORTER-1
description Exports to datacenter
destination 172.16.10.2
transport udp 65
|
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TNV T DEMIE

Cisco Performance Monitor DT /8 7 Z#H 4T 51213, i EXEC E— R T, kOA 73

MEREFITLET,
FlaD#E
1. debug performance monitor {database | dynamic | event | export | flow-monitor | metering |
provision | sibling | snmp | tca | timer}
F D8

debug performance monitor {database|dynamic | event | export | flow-monitor | metering | provision | sibling |
snmp | tca | timer}

debug performance monitor @~ > i, IRONT 4 —< R F=HF— A UR—F L NDOT Ny T &2 HE)
IZLET,

c T H— TS N—R
HAF Iy =R YT
e NTF—< A A |
e = AHR—k
e 7 — EF=XH
- WENE
=RV
o JUEREBR
« SNMP
* TCA
A~
WIZ, AT I v F=2 VU ThEHMNIT HIHEOHZRLET,
i -

Device# debug performance monitor dynamic
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Cisco Performance Monitor @)% 7E {51

5l BERTP /X7y FELXURTIP Oy A —DE=ZRY Y

ZOBFITIE, gigl A o H—T = A ADERKRTIP N7 v Ok, RTP Vv ¥ —0D &, BLUZF
DD IEAFEFHERET=F T ORELZRLET, £2. ZOFITIE, ROWTINHDA X
RSA 2 —T = A ATHRAELTZHA T syslog T2 b U AMERK S5 X 9 2 Cisco Performance
Monitor N E SN TWET,

« K RTP /S o R OFIEN 5~9% T,
<R RTP /S R OBIE 10% ZBATWET,
« AT 4 THEIEA RS FBFAELE LT,

! Set the filter spec for the flows to monitor.
access-list 101 ip permit host 10.10.2.20 any
! Use the flow record to define the flow keys and metric to collect.
flow record type performance-monitor video-monitor-record
match ipvé4 source
match ipv4 destination
match transport source-port
match transport destination-port
match rtp ssrc
collect timestamp
collect counter byte
collect counter packet
collect mse
collect media-error
collect counter rtp interval-jitter
collect counter rtp packet lost
collect counter rtp lost event
! Set the exporting server. The export message format is based on EFNFv.9.
flow export video-nms-server
export-protocol netflow-v9
destination cisco-video-management
transport udp 32001
! Set the flow filter in the class-map.
class-map match-all video-class
access—-group ipv4 101
! Set the policy map with the type performance-monitor for video monitor.
policy-map type performance-monitor video-monitor
! Set the video monitor actions.
class video-class
! Specify where the metric data is being exported to.
export flow video-nms-server
flow monitor inline
record video-monitor-record
! Set the monitoring modeling parameters.
monitor parameters
! Set the measurement timeout to 10 secs.
interval duration 10
! Set the timeout to 10 minutes.
timeout 10
! Specify that 30 flow intervals can be kept in performance database.
history 30
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priority 7
! Set rtp flow verification criteria.

monitor metric rtp

! Configure a RTP flow criteria: at least 10 packets in sequence.
min-sequential 10

! Ignore packets that are more than 5 packet ahead in terms of seg number. max-dropout
5

! Ignore packets that are more than 5 packets behind in terms of seg number.
max-reorder 5

! Set the clock rate frequency for rtp packet timestamp clock.
clock-rate 89000

! Set the maximum number of ssrc allowed within this class.
ssrc maximum 100

! Set TCA for alarm.

react 100 transport-packets-lost-rate

description critical TCA

! Set the threshold to greater than 10%.

threshold gt 10

! Set the threshold to the average number based on the last five intervals.
threshold type average 5

action syslog

alarm severity critical
react 110 transport-packets-lost-rate

description medium TCA

! Set the threshold to between 5% and 9% of packet lost.
threshold range gt 5 le 9

threshold type average 10

action syslog

alarm type grouped percent 30
react 3000 media-stop

action syslog

alarm severity critical

alarm type grouped percent 30

interface gigl

service-policy type performance-monitor video-mon in

RDEXE

Medianet #/§ 7 7 XV ORGEREOFEMIZOWTIE, ZOH A FOMOFEE L [CiscoMedia
Monitoring Configuration Guide]] ZZM L T 72& 0y,
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ESPEREYS T=aTFIBA L

Performance Monitor 35 | Cisco Medianet 7~ L ¥ _X— R JR— & )L H A1 |

L OZ D@ Cisco (http://www.cisco.com/web/solutions/medianet/knowledgebase/index.html)
Medianet 5 D% AL TLLEEN,

i RE, RO b
FTINY a—TFT 4T
BT %R (741 >
T AB— K TA R
BATA K72 E)

IP7 Kby a
v Ko N
DM, a~ R
F— R, o< R @
& T4 b M
FoFEEFH, BV
il

['Cisco Media Monitoring Command Reference]

Flexible NetFlow D =
V74X al—g
a<w R

['Cisco |0SFlexible NetFlow Command Reference]

Flexible NetFlow DA%
CE

[Cisco I0S Flexible NetFlow Overview |

Flexible NetFlow D
fEn— R~y

[Cisco 10S Flexible NetFlow Features Roadmap |

Flexible NetFlow 5 —
R AR—FT 5
DT a— T A
R—H OFE

[ Configuring Data Export for Cisco 10S Flexible NetFlow with Flow
Exporters |

Flexible NetFlow D 71
AR AR

['Customizing Cisco IOS Flexible NetFlow Flow Records and Flow Monitors |

Flexible NetFlow @ b

T77 4 v 7ERIZL S
Fr—rN—ry RO
oo T7a— Y7
U IRGE

['Using Cisco I0S Flexible NetFlow Flow Sampling to Reduce the CPU
Overhead of Analyzing Traffic |
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BEEIEE T=aTFILERA I

HAEFRH AL 72— K| [Configuring Cisco 10S Flexible NetFlow with Predefined Records |
% L7z Flexible
NetFlow D% €

Flexible NetFlow TopN | [Using Cisco I0S Flexible NetFlow Top N Talkers to Analyze Network
Talkers ZfE/H L72 | Traffic)

Xy hI—27 KT
74 v 7 DT

Flexible NetFlow F® | [Configuring IPv4 Multicast Statistics Support for Cisco IOS Flexible
IPv4 ~ /L F %+ A | | NetFlow)
WA HEE YR — h ORR

==

E

1R

Z |54 kL
#

o |—
L

MIB MB®D') >y

* CISCO-FLOW-MONITOR-TGCMIB | 584K 7= >~ k7 4 —2L, CiscolOS UV —A  BI W
« CISCO-FLOW-MONITOR-MIB T4—F vy MIETAIMBEFELTHY Y 2— R§
AIZi%, kD URL 2% % Cisco MIB Locator Z{# ] L £

¢ CISCO-RTP-METRICS-MIB 3+,

* CISCO-IP-CBR-METRICS-MIB | http://www.cisco.com/go/mibs

RFC

RFC 24 kL

RFC3954| [Cisco Systems NetFlow Services Export Version 9]
http://'www.ietf.org/rfc/rfc3954.txt

RFC3550| [RTP: A Transport Protocol for Real-Time Applications]
http://'www.ietf.org/rfc/rfc3550.txt
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SRADTY ZHIL YR—F

A o

HOURLIZT 7 A LT, >A2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
VR — M ERKBIIEA LT ZEE N, 2
NoOUY—RF, V7 N =2THA A R—
NMLUTCHRELED, YA T 7 /v
DB D EATIRTBE A R L2 0 $ 5 72
DI LT ZE, 2D Web ¥ kLD
V=T 7 AT HERIL, Cisco.com D a7
A IDBLOVSRT — RRMKETT,

Cisco Performance Monitor ) #% 5L 15 R

WORIZ, ZOFY 2a— /LTl LI-HERICET 2V Y —2AE#RE2 R~ LET, ZORIE, V7
=7 VU= ML A U TCEEREOYFR— I NEAINZEEOY 7 =T U U—RT
FAERLTWET, ZOMREIL. £ICH 0 N2 WRY . 2RO —#EO Y 7 v =7 ) U —
ATHHR—FENFET,

T7 Y b7 A —bDYR— I BLOV AT YT MY =T A 2=V OV R— MIBT 2 WA B
&9 % IZ1&. Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 &£ 23 % |Z
IX. www.cisco.com/go/cfn IZFEE) L £9°, Ciscocom DT AT MIMLEDH YD FH A,
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HaE

iy

1) ==

Cisco
Performance
Monitor
1.0

15.13)T
122(58)SE
15.1@)Ml1
15.0(1)SY

CiscoI0S
XE
Release
3.58

15.1(1)SG

CiscoI0S
XE
Release
3.3SG
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3
b
R

IJ IJ—X

HEETEHR

COMREEFEHRTLIE, XY MU= ROy b7 —%F=HX LT,
THEROT IV —3a v DRT p— v ATE RN ST,
FOT7a =B RIETARENEND 2EAZRE T LI F
KR

Z OHED Y AR — M. CiscolOS XE Release 3.5S T Cisco ASR 1000 U —
AT TV F— gy p—E R L—FZFIENENE L,

Cisco I0S XE Release 3.3 SG 33 J: U Cisco 10S release 15.1(1)SG DGA. FF
EDHAT DA H =T 2 A ATIEANT =2 EFHNT -2 DE=4
Vo ZMZBAT AHIBREEN W 20b W £97, iz oV Tk, THIESE
H| #ZRLTEEN,

DT XTHOY V—2ATiE, RO~ RRZOBEEIC L > TCEAE I
W ZhE L7z, action(policy react and policy inline react), alarm severity
(policy react and policy inline react), alarm type(policy react and policy inline
react), classmap, clock-rate(policy RTP), collect application media, clear
fm performance-monitor counters, collect counter, collect flow direction,
collectinterface, collectipv4, collectipv4destination, collect ipv4 source,
collect ipv4 ttl, collect monitor event, collect routing, collect timestamp
interval, collect transport event packet-loss counter, collect transport
packets, collect transport rtp jitter, debug fm performance-monitor
counters, debug performance-monitor counters, description (Performance
Monitor), destination dscp (Flexible NetFlow), export-protocol, exporter,
flow monitor type performance-monitor, flow record type
performance-monitor, flows, history (monitor parameters), interval
duration, match access-group, match any, match classmap., match
cos, match destination-addressmac, match discard-class, match dscp.
match flow, match fr-de, match fr-dlci, match input-interface, match
ip dscp, match ip precedence, matchip rtp. matchipv4, match ipv4
destination, matchipv4 source, match mplsexperimental topmost, match
not, match packet length (class-map), match precedence, match protocol
match qos-group, match source-addressmac, match transport
destination-port, match transport rtp ssrc, match transport source-port,
match vlan, max-dropout (policy RTP), max-reorder (policy RTP),
min-sequential (policy RTP), monitor metricip-cbr, monitor metricrtp,
monitor parameters, option (Flexible NetFlow), output-features, platform
performance-monitor rate-limit, policy-map type performance-monitor .
ratelayer3, react (policy)., record (Performance Monitor), rename (policy).
service-policy type performance-monitor, show performance monitor
history, show performance monitor status, show platform hardware acl
entry interface, show platform software ccm, show platform software
feature-manager performance-monitor, show platform software
feature-manager tcam, show policy-map type per formance-monitor,
snmp-server host, snmp-server enabletrapsflowmon, snmp mib flowmon
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HEER 1)) —X | #EE1ETR
alarm history . source(Flexible NetFlow), ssrc maximum, templatedata
timeout, threshold value(policy react and policy inline react), timeout (monitor
parameters), transport (Flexible NetFlow), 3 XU ttl (Flexible NetFlow),
Performance | 15.2(2)T | Z OBREZFAT 2 &\ IPV6 7 4 —/L RZE=4 TEDH L HITRY £,
Monitor | . 10| E72. LT U U — 2 TiEHAR— b &4 TV 720 Flexible NetFlow DAt o>
(7):’:_ XE F_XTD collect 2~ K& match 2~ > REFEHTEXET,
X2
RO mAETR, 7 n — ISR 5B 0T, [ LK Y L— 3 LA

A B =T A ALHIA v Z—T = A ZTHH STV AHEEIT show
aw Y REEFTDHE, ZOANA L E—T = AL L H—T = A
AN ONWTH—DO 7 e —RNERINET,

Z OMEREDH AR — . CiscolOS XE Release 3.5S T Cisco ASR 1000 > U —
XTIV =gy P—ER L—2HIBMESE L=,

ZOMRRIZEYD, ROa<wr RREAELIFIEHEINE L, collect
datalink mac, collect ipv4fragmentation. collectipv4 section, collectipv4
total-length, collect ipv6, collect ipv6 destination, collect ipv6
extensionmap, collect ipv6 fragmentation, collect ipv6 hop-count, collect
ipv6 length, collect ipv6 section, collect ipv6 source, collect routing
ismulticast, collect routing multicast replication-factor, collect timestamp
sys-uptime, collect transport, collect transporticmpipv4, collect transport
icmpipv6, collecttransporttcp, collect transport udp, match application
name, match connection transaction-id, match datalink dotlqvlan, match
datalink mac, match datalink vlan, match interface, match ipv4
fragmentation, match ipv4 section, match ipv4 total-length, match ipv4
ttl, match ipv6, match ipv6 destination, match ipv6 extension map,
match ipv6 fragmentation, match ipv6 hop-limit, match ipv6 length,
match ipv6 section, match ipv6 source, match routing, match routing
ismulticast, match routing multicast replication-factor. match transport,
match transport icmp ipv4, match transport icmp ipv6, match transport
tcp. match transport udp
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HEEER 1)) —X | #EETETR
Performance | 15.2(3)T | Z OEEZ T 5 & HEROT 7 AR—F 2RE L, AXT—H 7 14—
M(Oﬂltor CiscolOS |V FEHLWTCP A U v 7 &E=FTEET,
7z
= 3) e = DOHERED Y K — FiE, Cisco IOS XE U U —2 3.78 T Cisco ASR 1000 >
s L U R TSV S ey R LS SN E L E LT,
ZOMRRIZEY, ROa<vr RREAELIIEHE I E L, collect
application, collect transport tcp bytesout-of-order, collect transport packets
out-of-order, collect transport tcp maximum-segment-size, collect transport
tcp window-size maximum, collect transport tcp window-size minimum,
collect transport tcp window-sizeaverage, match application, match transport
tcp bytesout-of-order, match transport packetsout-of-order, match transport
tcp maximum-segment-size, match transport tcp window-size maximum,
match transport tcp window-sizeminimum, match transport tcp window-size
average
7 g — |CiscolOS | Z DIREA T 5 &, FE=F EIPvoA ¥ —7 = A RTHRE TE £ T,
N XE
’f;? T | Release | = DHERED A — R E. CiscolOS XE Release 3.65 C Cisco ASR 1000 3 U —
~7 2 |36s XTIV =gy =2 —FICBMSNE L,
7 . IPv6
PAR— b
/37— | CiscolOS | = DIHEAANT 5 &\ o IAFT-IE STz TCP /57 b OREHK
v 2 % |XE EE=HTEET,
—xy Release )
P 3.6S Z DOERED YR — M, CiscolOS XE Release 3.6S T Cisco ASR 1000 > U —
23 N N N N - .
ATV~ ary —ER L—2HIBMESE L=,
T NEfRT -
DI ZOMEEIZEY, ROa<wr RPNEAFELIIEFINE L, collect
N2 transport tcp bytesout-of-order 33 J UF collect transport packetsout-of-or der
VAR—
K
Flexible | 15.2(HM |IPFIX =2 AR — h 7o b a V& Lic= 27 AR — b 7y FOREE
NetFlow : | cisco10s | AZME L £97, NBARD B EN/=7 + —/v RO 7 AR — ML, IPFIX
IPFIX = |ypy  |#RECORYFE—FSNET,
J ATR— — .
- V=2 | 2 ORgfED ¥ K — M. Cisco IOS XE U U — % 3.7S T Cisco ASR 1000
N V=X T Y Sy B R =SB ES L E L,
WD~ RPEASILE L7« export-protocol
IPv6 7 K | CiscolOS | = DIHETIL, Flexible NetFlow TIPv6 7 KL A& L CTF — & & 56k
LZ~0 |XEV [Z= 7 AR—hTEET,
Flexible U= | . . - " 3
NetFlow  |3.78 _@%Hb@jﬁ-ﬂ_\‘j— i, CiscoIOS XE U U —& 3.7S T Cisco ASR 1000 >
s 2 V=X 77V —vgy =R N—HTEBMEE LT,
A=k RO~ RPREASVE LT @ destination
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Flexible | CiscolOS |NBAR #fi ] 7=t 7 « —/L ROWEEZ G L E T, HHEhiz7 ¢ —

NetFlow : |XE V VRO ZAR— NI, IPFIX B#HETOHYR—FInET,

ih J—2 .

iij_w 378 Z DMEEED YR — K&, CiscoIOS XE U U — % 3.7S T Cisco ASR 1000 3

Ko V=77V =gy —E2 =2 TBINShE LT,

A—k ZOMRRIZE Y, kD a<wr FRAEAELIFIEHEINE Lz, collect http
host, collect nntp group-name, collect pop3server. collect rtsp host-name,
collect sip destination, collect sip source, collect smtp server 33 J OF collect
smtp sender,
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HERER 1)1) —R | HEEIEER
CiscolOS|AVC 2.0 13, AVC EAF 4 7 E=X V7 T oual—0ken e, IR
XE SRR AR L T,

Release
IDw=a2 T ILTIE, AVC20 D7 a—L a— ROREFEZHONTDOH

3.88
ML E9, AVC 2.0 DFEMIIZ W T,
'http: /Amwww.ci sco.comven/U S'docs/i os-xmi /ios/ave/configur ati on/xe-3s/ave-xe-3s-

bookhtml] ZZM L T 7EEW,
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