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T Ry NIV—=0T7F V=2 ar ZEINEINDGT a7 F o ABEDA N v 7 25 L
9. FNFIX, ZOT— 4 ZWET LD L a— K& A4 TOT (IPvd & 1Pv6 ) %4
LET, Monltorlng for Assurance (%, FNF E=4 —D— X172 /37 4 —~< 2 A LV HENTZN
T g U AR D Ko RIS TV ET,

TV aT TUAET=EZY U TDARNY v ORERHR (1 2—=)
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T aTTUALa—REaryTx A MOFEMOFR (11 =)
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DRAEZZNDTDA M) v DOREETER

ROKIZ, ZOFEY 2—/L T LIZERRICET ) U —REHRERLET, ZORIEL V7
=7 JU—X I\I/KV“C%\*%%A DOV R—FIPEAINTZEEOY T =T U —R72
T%TLT%?T T OREREIL. FRCWI D N2V RY | ZRLIBEO-—#HO Y 7 vy =T U Y —
ATCTHYAR—rENET,

TTy N7 F—LDOYR—=FBIOVRAa YT FU =T A A=V O R— MNIBET HHEREHR
&9 %IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 29 2|2
I, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 7> MILEH Y EHA,
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DALY > T2 ENETHDO L

a— RZ A T ORT & fEflk
L. FNF =% —DO—f%i 7
KT —<r AL HENT
INT p— U A ERAET A &
IS TVET,

TFOATIVREFEZRYDGTDA MY I[ZDUNT
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DNACenter 7 175 VR

Cisco DNA Center Assurance [, *> NV —27 7 —XZIEL T L, LVENEZ—BMED
HDHEFR Y NI =T R T p—~ o A%EM L FJ, Cisco DNA Center (% Flexible NetFlow (FNF)
M LT Assurance DFFED Ry NI =T A MU w7 ENEL, x>y NT—THNOT /A A
BT A EERNB L OEEM2RERARELET, 7vaT7 70 ABEDO A N v 7 FICEE
SNTZFNF La— Rid, N7 4=~ A% ESE5OICRINICRELSNTHET,

ENF X, 73 a7 7V ADT =X 2 WNETLH720D L a— RZ A 7D~T (IPv4 & 1Pv6 H)
ZIRLLET, TNOOFEH L a— R4 TE2FH LT 2770 AXA RN v 7 OF=2
YE, RICANY v 7 #WET D X ICHE SN — 72 FNF =4 — & g LT, /3
Tx—< AN LTS Lo ICkEbEInTnET, (La—FREEFETDLE, TaT Ty
AEFAONRT =< AEENRFT Y U BL I, T=H—% A X —T o ATERITE72<
RDHGENRH ET)

FEIRE

@ O TiX, Cisco DNA Center 1%, —%— A& SBL L 912 Assurance DT — & & [X
BT ET=X—%2RELET, 272L, b a— RN TH2FETHEATHZ &
HLTEFET,

TFoaAT7ITADNE=DIZIREEND A YYD
TaT T ARICNESND AN v 7 DIFE AT, INFBIOZEOMDE=F—4 AT

ENLTHEHTELA N w7 TR, 7vaT7 T rAba— REHINEINLGGE, —H
DAY v 7 OMIERETRRDGE1H ) 7,
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& 2: Metrics

S e I IV |

Metric

{E

match ipv4/ipv6 version

IPv4/IPV6 <~ Z— 735 D IPv4A/IPv6 /X— g o,
(1]

match ipv4/ipv6 protocol

IPv4/IPv6 ~> X —5D LA 4 7Fa s,

match application name

Application ID

match connection client ipv4/ipv6
address

74—V K4 : clientIPv4/IPv6Address

P37y by A —NDIPVAIPV6 7 74 T v b7 RV A, 7
TATY NI, By va v OfEkE Y = LT A AT
HY, EyvarolfhbEL T,

(2]

match connection server ipv4/ipv6
address

7 4 —)U R4 : serverlPv4/IPv6Address

IP /Xy J3—r~y L —ND IPV4/IPv6 H— =T R L X, H—
N=Z, 2IAT NISET LT A ZATHY, By a
Y OHEFHFE LTI,

(2]

match connection server transport
port

7 4 —)v R4 : serverTransportPort

Y= R—DIRER— D, ZiUiE, EETTE 23w de Dlisik
R— NIV FET, V—R—=F, 7274 T > MUK T DT
NAZATHY, By ar oMb sEL T,

(2]

match flow observation point

7 4 —)L K4 : observationPointld
BRI RAA T EIC—EBOBNAFRA > N O#AIT,
(2]

collect connection initiator

7 4 —)L K4 : biflowDirection

Biflow DI&{EIC & 580e &2 H1 0 BT HI2DITMH S 5 5 mEl
D 24 THADRH,

(2]

collect flow direction

B A > b TBHAS Nz 7 v —
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Metric

CE:S

collect routing vrf input

74—V R4
—FioHEHEN, VA4 v L Aay ba—J M
INERFAL)
N— B DFEFENr RvBO VREID, 734~ R VRF 2@
LTCWRWA X —T = A AZEFET D & VRFID 0 235tk
ENnET,

: ingressVRFID

collect wireless client mac address

(VAL Rray ba—J20O&iEM)
74—V K4 : staMacAddress
DAY L AAT— 3 (STA) ®IEEES802MACT KL &,

collect timestamp absolute first

7 4 —) K4 : flowStartMilliseconds
T —OYE T NOMEREE A DAL T

collect timestamp absolute last

7 4 —)V K4 : flowEndMilliseconds
7 —DRE Ty NOMEREE A DA K T

collect connection
new-connections

7 4 —)L R4, : connectionCountNew

ZOEHT L A NI, B HICB 27z TCP £721%
UDP #ft D% 17 > b LET, BIIMIFIZ, 7o —0Bth
BADAR L TERETEALAX T TIRETEET,

(2]

collect connection server counter
packets long

7 4 —)L K4 : serverPackets

== DT7a—NDO LA ¥ 437y FO, —/—
. 2947 MIRETHT A ATHY, BEyiaro
B HFE T,

(2]

collect connection server counter
bytes network long

74—V 4

P—=R=DED 7 —DIP X7y NEEONA W, Y —
N—lX, Z7IAT YV NISETDHTNAATHY, By a
OHME LR T,

(2]

: serverOctets

collect connection client counter
packets long

7 4 —)V R4 : clientPackets

TIGAT U IO T7Ta—NOLAY 4y SO, 7T
AT ME, By a rOERE N H— LT A A TH
D, EyvaroffbbLEL T,

(2]
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Metric

CE:S

collect connection client counter
bytes network long

ATV BT — =D IP Ty NRIRDSA MR,
(2]

collect connection delay network
client-to-server sum

74—V R4 : sumNwkTime

Fv MU —ZBEIL, BHERA L MILoTHIEEND Y T
ATV e —N"—DOT7 T K v TFRETHY, v
varZEiZlRHEINET, ZOHEREZOMEIX. D
Ta—0kyva Y THRUESNTETRTOXRy NU— 7RI
DOAEFTT,

(2] 3]

collect connection delay network
to-server sum

7 4 —/V R4 @ sumServerNwkTime

P—N—F oy hT— 7 BIEIT, BHIARA R Y]
FJULU RN o 7HBTHY, By a Tl EFHES
NET, ZOBFREZROMEIX, 207 —0ky v a Tl
HENEZTRTOY—1N_"—Ry NTU—VBIEDLSE TT,

(2] 3]

collect connection client counter
packets retransmitted

7 4 —)V K44 : retransClientPackets
IIAT v MZEoTHEEIN Ty O,
(2] [3]

collect connection server counter
packets retransmitted

7 4 —)L K44 : retransServerPackets
Y= R—lC ko THFEINTAT v PO,
(3]

collect connection delay
application sum

74—/ K4 : sumServerRespTime

Zu—OF_XTOIE TSN XTOT T r—a
VIRIED AL

(2] 3]

collect connection server counter
responses

74—/ K4 : numRespsCountDelta
P N—IT Ko TEE SNTISE DT
[2][3]

=

[1] [Cisco IOS Flexible NetFlow Command Reference] &£ L T 72X,

[2] [Cisco AVC Field Definition Guide] ZZ M L T 72 &\,

[31 Z®* h VU w7 X, Cisco Performance Monitor L 21— K% A 7 T CT& £4, FNF T
X, FRllC R b ST v a7 7 o ABELY a— ROo—# & LTOREHTEET, 5l
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DFNFL a— RZATTZOA RN I ZFERHLEI ETHE, A F—T = RITH Y
FIHEExICLa—FREEENET,

TFOATIVREZRYITGDARN) YO DETEAE
Cisco DNA Center DN TD T a7 TV AREZ X —DEKTE

W H O A TiX. Cisco DNA Center (ZIBMMD 22—V — AN ZMNBELHEPICE=F—2RELE
TR, Toal TG ABEDOA RN v IV OFE=FZ—5FEITCRETHI L TEXET,

Assurance B D A NV v 7 #FETE=HX U 75 5%

Method BEHEXZR SsHBE 3y

ezPM a7 7 A )L eZPMZ YV R— 57T b|lezPMEFEH LT v =27 T
74— A ZAEFT=H—DFRTE (62—
¥ofvLAay ka—s |7

Assurance FH D EFRFE A FNF L | L—H HRIEFZENZFNF La— K

a— K AERLET S 2T 5 AE

JA¥YLAay ba— : .
=2 —DOFRE (T=—)

~ — — E I_l_I
ezPM Z2FALET7 V175 VRAEZEA—DERTE
N—ZZHEHAS, VAL Aarbe—Zl3EHInETA
TTVr—=varr7var7 7 AeaPMT T AL, T aT T ABEDA MY v 7
WCRFESNTeT 7 =2 a U R T =< o R (APM)FNF L2 — RZFIH L £3, ez2PM
ZEMALTAPM A3 ET 5 &, FNF L a— RE2EERET 256 Ll LT, RENKIREIC
fliglb s ET,

1. ezPM a7 XA MERELET,
performance monitor context context-name profile application-assurance
traffic-monitor assurance-monitor ipv4
traffic-monitor assurance-monitor ipv6
20 AVTHRANEA A =T oA RATHR LET, RIS, XTI A -V RE=F—% AV
=T A A ZEER L. ANEHDOmMGEE=2—LET,
interface interface

performance monitor context context-name
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FRITE
E

EMEHSNEINFLI— KEEALET Y75 2E=5—0%E I

R

THICED, FE=F =N =T = A RZEHSI, T a7 T AFEDOA MY v 7 3IY
LINET,

1

WOBFITIEL, apm E VI F=F—NRFXFHTE Y MM —H Ry b1 AU F—T = A ATHFE I AL T
b\iﬁ—o
performance monitor context apm profile application-assurance

traffic-monitor assurance-monitor ipv4
traffic-monitor assurance-monitor ipvé

interface GigabitEthernetl
performance monitor context apm

BESNEINFLO—FZERALET7 V275 0AEZZ—OK

N—HIZHEA I, VAL Aary be—JJd3@EHInEEA

eZPM L, 73 aT7 730 ABEDA N v 7V DF=F—5RETH-DOHRIND HFETT
N, ZTNHEDOA MY v 7 IR L TCHERIERSINIZFENF La— R&2EATHZ b TEET,
eZPM VR — RN LTWARNWT Sy N7+ — AT, ZOHFERERINET,

7y17§yz%L®f%)/7m_mﬁéhtnmv:~k I, X7 p—~rA%H L
WA= DIRNCREL S TWVWE T,

W—TF 420 TS5y M IT+—LTHDHREFE

)

GE) JAYLRAT Ty N7+ —AIdEHSNERA,

1. 73aT7 53 ABEORA N w7 RIC2o0 70 —F=F—%2EHLET, 1 DT IPv4
H. &9 121X IPv6 HTY,

flow monitor monitor-name-for-ipv4
cache entries 100000 {Optional. Recommended value depends on platform.}
record netflow ipv4 assurance
flow monitor monitor-name-for-ipv6
cache entries 100000 {Optional. Recommended value depends on platform.}
record netflow ipv6 assurance
2. AVTHRAPEA S =T 2 AR LET, RIS, XTI =~ RAE=S—" A
=T A ATHER L, AN EMNOW i EE=2—LET,

interface interface
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ipv4 flow monitor monitor-name-for-ipv4 input
ipv4 flow monitor monitor-name-for-ipv4 output
ipv6 flow monitor monitor-name-for-ipv6é input

ipv6 flow monitor monitor-name-for-ipvé output

e S

ZHICED RAEICKER A N v 7 BINET D202, 25D IPvdE=H—L 2 OD IPv6
T —NA L HE—T oA ATEEESNE T,

1

Z OFITIL, assurance-ipv4 33 L OV Assurance-ipv6 & W) E =X —EEFR L, TNHDE=H—
% GigabitEthernet] 1 > % —7 = A AZHEfi L7,

flow monitor assurance-ipv4
cache entries 100000
record netflow ipv4 assurance

flow monitor assurance-ipvé
cache entries 100000
record netflow ipv6é assurance

interface GigabitEthernetl

ipv4 flow monitor assurance-ipv4 input
ipv4 flow monitor assurance-ipv4 output
ipv6é flow monitor assurance-ipvé input
ipv6é flow monitor assurance-ipvé6é output

JANYLATSY FIT+—LTODEREARE
A\

GE) N—FT 4 77Ty F7+—AIZFEHENEE A,

1 BETIVAVLAT 0T 7 A VOREE— FEhlin L £7,
interface policy-name
2. UA¥YLRay ba—SfIZ2o00F=F—2EHLET, 12X IPVEH. 9 10F
IPv6 H1TY,
flow monitor monitor-name-wic-for-ipv4
cache entries 100000 {Optional. Recommended value depends on platform.}
record wireless avc ipv4 assurance
flow monitor monitor-name-wlc-ipv6
cache entries 100000 {Optional. Recommended value depends on platform.}

record wireless avc ipv6 assurance
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3 AT T4 EHBANNT T4y 052G 22070 —F=F—45 04V L AT O 77
ANMTHFR L E T,

wireless profile policy policy-name

ipv4 flow monitor monitor-name-for-wireless-ipv4 input
ipv4 flow monitor monitor-name-for-wireless-ipv4 output
ipv6 flow monitor monitor-name-for-wireless-ipv6 input

ipv6 flow monitor monitor-name-for-wireless-ipvé output

1

Z OFITIE, assurance-wlc-ipv4 35 & TN Assurance-wlc-ipv6 £ WD E= X —EEFRL, E=H —
EUAYL AT T 7 A JICHHE LET,
flow monitor assurance-wlc-ipv4

cache entries 100000
record wireless avc ipv4 assurance

flow monitor assurance-wlc-ipvé
cache entries 100000
record wireless avc ipv6é assurance

wireless profile policy AVC_ POL

central association

central switching

ipv4 flow monitor assurance-wlc-ipv4 input
ipv4 flow monitor assurance-wlc-ipv4 output
ipv6é flow monitor assurance-wlc-ipvé input
ipvé flow monitor assurance-wlc-ipvé output
no shutdown

AB—TITARANDT VAT IVARAEZ I —DEHKIZDONT

12ODAVE—TIARADAHTDIO—DE=Z Y

TaT T ABEOA N v 7 OF=HF =2, 1 2O7a—0RHN 1 AFERRINET, —
W22 R —F 4 o T DT IV ATIE, 1 DDA B —T oA A TOIh T B —%FE=F —F
DUBENHY FT,
FU7a—OWFHEAz0ET 22 50[BIOA B2 —T A 22, T aT T ZAEED A L
Vo7 DF=H =28 LN TL XN, INEITHIE, ol b T 74w 7 AN v IR
WEEINET, 2Ez2E NI T A IBA B =T 2 A AADT A RN, L H—
TxA ABNLHAEA, AV HA—T2AAALBOMFIIT a7 7 ABEDRA MY v
I DE=Z —H R LN T EE N,

FUA 2 =T ATANEMNOE=2—%2 M3 2 — KR —T 1 7
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Server

Both directions of traffic are
routed through the same WAN

interface. ]
L A

Y
WAN
Interface 1
Add monitors for input and ﬁ
output on this interface. LAN \
Interface !

Router with AVC monitoring
of Assurance-related metrics.

Client

36TE1E

FERFFI—T 127

FERFRN—T 4 T BHRIZE->TIE, 1 2D Z—T =2 A A ATAOFE=Z — %4
WL, oA v d—T A AW ITHAOE=4 —5EHm T A0ERHY 7,

—EDOTF VA TIE, B—D 7 —RNIEdRIcL—F 4 v &, 7a—DF7 v T AR —L4
NG T AT EFT AN =LA NT T4 T R2ODRIDA L H—T oA ATEAT D
ANBHYET, ZOHE, ANEHITOE=F—% 2 OO A X —7 = A AIZEE L
T, 7u—2ffkrEt=4—LF7,
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Single Flow__ | | | A
INET 3 7 MPLS

Two diractions of a single
flow are routed asymmetrically S

through 2 WAN interfaces. \___ |
i b

WAN | | WAN

Intedat:s 1 Inten‘ace 2
Add input menitor here. L AN% Add cutput monitar here.

Interface |
: Ficruter with AVC monitoring
of Assurance-ralated metrics.

Clignt

3eTan7

FoaF7S5SARALaA—FKREaAVUTFFR MDD R
M=

AVTHXRANEAUE =T oA ALK, 22O show 2~ RZFEHLT, 7v =7
FUALVa—REREFa TR A MIBETAEREFE R TEET,

72173 ALa— FOBEEDERTR

WDa<wy N3, FRIEHRSNET Va7 T3 A a— K (IPvd BLONIPv6) DL FK
L\i‘a—o
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show fnf record netflow {ipv4 | ipv6} assurance

= s —
AVTHFRMDEREDRTR
KOa~r KX, HEShEary TR MOERRary 7 4 Falb—val2FfRLET,
show performance monitor context context-name configuration

ROWINNT, NV—F A o F—T = A ATHHE 472 ApmContext & FEEALD ezPM 27 F A
NN LTy a7 I ABEOE=2 1 7 2R LTOET,

Device#show performance monitor context ApmContext configuration
|

! Equivalent Configuration of Context ApmContext
|

!Exporters

flow exporter ApmContext-1

description performance monitor context ApmContext exporter
destination 64.103.113.128 vrf FNF

source GigabitEthernet2/2/0

transport udp 2055

export-protocol ipfix

template data timeout 300

option interface-table timeout 300

option vrf-table timeout 300

option sampler-table timeout 300

option application-table timeout 300
option application-attributes timeout 300
|

!Access Lists

'Records and Monitors
|

|
flow record ApmContext-app assurance ipvé

description ezPM record

match ipvé4 version

match ipv4 protocol

match application name

match connection client ipv4 address

match connection server ipv4 address

match connection server transport port

match flow observation point

collect routing vrf input

collect flow direction

collect timestamp absolute first

collect timestamp absolute last

collect connection initiator

collect connection new-connections

collect connection server counter responses

collect connection delay network to-server sum
collect connection client counter packets retransmitted
collect connection delay network client-to-server sum
collect connection delay application sum

collect connection server counter packets long
collect connection client counter packets long
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collect
collect
collect
|
|

connection
connection
connection

server counter packets retransmitted
server counter bytes network long
client counter bytes network long

flow monitor ApmContext-app_assurance_ ipv4
description ezPM monitor

exporter ApmContext-1

cache timeout active 60

cache entries 100000

record ApmContext-app assurance ipvé

flow record ApmContext-app_assurance ipvé6
description ezPM record
match ipv6 version

match ipv6 protocol

match application name

match connection client ipvé address
match connection server transport port
match connection server ipvé address
match flow observation point

routing vrf input

flow direction

timestamp absolute first
timestamp absolute last

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

|

|

connection
connection
connection
connection
connection
connection
connection
connection
connection
connection
connection
connection

initiator

new-connections

server counter responses

delay network to-server sum

client counter packets retransmitted
delay network client-to-server sum
delay application sum

server counter packets long

client counter packets long

server counter packets retransmitted
server counter bytes network long
client counter bytes network long

flow monitor ApmContext-app_assurance_ ipvé6
description ezPM monitor

exporter ApmContext-1

cache timeout active 60

cache entries 100000

record ApmContext-app assurance ipvé

!Interface Attachments

interface TenGigabitEthernet2/0/0

ip flow monitor ApmContext-app_assurance ipv4 input

ip flow monitor ApmContext-app_assurance ipv4 output
ipvé flow monitor ApmContext-app_assurance ipvé input
ipvée flow monitor ApmContext-app_assurance ipvé output

avrxz togEox® [
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« 7 n—s30y ORT IR
VSR
* Bytes
EHER A N Y » 7 I3 RIITE S E S A,
c BEPR Y P U= ZBIEAEN (TCP N> R = A 7 )
« Xy MU= D= N—~DBIEAFE (TCP N Ry = A V1)
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