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MBHEFEEIND KD syslog A vE—UNRESNDIEGEEIZIE, A7 U7 FNTexecTel 2+
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puts $source ip string
" Internet address is 10.4.2.63/24"

INYEI TS RESM 7 4 /LA DR

Tel TiX, BORESTUET L7203~ FEFa—ICAND I ERTEET, TNEITH
Widafter Telz~ > REMEHLET, Zoa~wr RORES —AIREHAGEZX, —EDORRIH
e ( TAHBAMIR]) & MREhn D) ICbhlco T, HE DA N2 M EHAICEEMIT 2 (I L TH
T D) 2T, BUTHHENM T T, 74 FIEX [Uv=A 2777 L, ZOHIM
WCRELIEARY MEHREERITENTOILERHY £, 2. 2 05E, A X MRiE
D Linvsyslog A vE—TEEFETLHMLERSD T, 2O I 7700 K7 at R,
DR ORMEE., T A v X =TV ERFa— I ANbNiza~vy REFTTEDLL I
THESM ANk —F Fukv R ko T ENET,

syslog 7 4 VB E Y 2 — /L 3MHBIIR 2RI H 3 2 BN H D556, FHEEBIMA T L72REAT
after Tel 2~ > R&ZEH L CEHFIEZIFRHTHENH Y £7 ( [Embedded Syslog Manager
DOREW B> a AlbdBlESR) Ny 7770 R et AOFTHITEF O 7 41
B2 F = — OUEP TN\, M EART H72HIC, ZhHD 7 4L Z T2-O0DESM
Tl JLoRHERE (errmsg E 721 esm_errmsy) OWT NN EEHTLHIMLENH Y £,

Ny 7 7T vy RIERHRIZ, after a~ > Rick-oTxa—lcAnbhiza~y N, GEE

DD X HIZ) T4 NETF == DAL THANTEETINT, T ¥ —7V XLk
THER L CEITSND RN TIRE 2V ET, LER-T, IOy 7 7T RFREIE
TILIEHE D Tel 7' v — S VARTZEMERZHR 5 XETIEH Y 8 A (72721 esm_errmsg Ofifi
RRFZRD 7 4 V2 S 7 v —SVARTZERER 2R ET 256 2Rk<) . Rz, MBE®
ARTZERNIRGT SNDEHER SO VERH Y £7, ZNOOEENTFIHOEZOIMITES &
NAH%E. X TOa—/LTxENTT,

errmsgTel 2~ > ROHMIE, HrLWA v E—V%ER L CRERICEY HL, TRt
syslog 7 A W HEY 2 — /L& T_XTEEETLSZ L TY, ermsg=a~ > ROWIUIRO LFBY T
o

errmsg <severity> <stream> <message string>

. Embedded Syslog Manager (ESM)



I Embedded Syslog Manager (ESM)
Rysrs9uresm74rannz |

esm errmsgTel 2~ ROBWIE, FrLWA v E—V2{ERL, 74 VFF=— 0 NOZNLL
Bel2d % syslog 7 A VA EY 2 —)LTA Y=V FMF LT, BMEAICKY BT Z LT,
esm_errmsy 2~ & ROMEIIRO L B0 TT,

esm_errmsg <module position>

errmsg() Tel A%t & esm_errmsg() Tel B3SO E72MiE R & LT, errmsg 137 1 /v & Z M L T
Av—VHEEEMICY 2 —ICEEANE T, —F., esm_ermsgld 7 4 V¥ F = — 2 Dk
HZ syslog A v E—T%ED 7,

WOFITIEL, FH Lvsyslog A vE—Y0Eisiv, 77— o E77 0 (EKE) 10X 7%
o T, FESNTLESMBuEX 7 Z—5 > b (AR —L42) IZEEFESNET, 2074
JLEOHBIE, 30 4 OFHEAHIR IS E & D SYS-5-CONFIG # v —J &2 L, 74 Ky
BTHHICE A v —D R %ETH & T,
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proc ::my filter namespace::my summary procedure{}

{

set ::orig msg “*Jan 24 09:34:02.539: %SYS-1-CONFIG I: There have been 12
configuration changes to the router between Jan 24 09:04:02.539 and Jan 24
09:34:01.324"

set ::timestamp “*Jan 24 09:34:02.539”

set ::severity 1

set ::stream 2

set ::traceback “”

set ::pid “”

set ::process “”

set ::format string “There have been %d configuration changes to the router

between %s and %s”
set ::msg_args {12 “Jan 24 09:04:01.539” “Jan 24 09:34:01.324"}
esm_errmsg $::my filter namespace::my module position
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4. VAT LuaX U HINIEAT D 0NENH H 5 syslog 7 4V F EFY 2 — LK LT, A
Ty 3B IRLET,
5. XKoWTnNr122ANLET,
* logging [console | buffered | monitor] filtered [security-level]
=l ¢
* logging host {ip-address | hostname} filtered [stream stream-id]
6. METLIKIAT L BXUI5EIIH LT, A7 v 75 20 RLET,
7 logging source-interface type number
8. logging origin-id {hostname]|ip | ipv6 |string user-defined-id}
9. end
10. show logging
FIED ¥
ARV KRFERETIVaY B#)
RATw 71 |enable FibE EXEC E— RZAMIC L E T,
i ¢ NMAT—REANLET (FERINTEHE)
Device> enable
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Device# configure terminal
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ATvT3

loggingfilter filter-url [position] [ar gsfilter-arguments]

1 :

Device (config)# logging filter
slot0:/escalate.tcl 1 args CONFIG I 1

ERENTZV AT A vFX 7 Ay —VICEAT
D1 DERIFEED syslog 7 4 VH EY 22—V %
fBELET,

 EHTHMENH DK syslog 7 4 )V H BV 2 —
M LT, Zoawy RagyiRLET,

« filter-url 5131, syslog 7 4 V¥ EY 2 —/b
(A2 V7 N) %719 CiscolOS 7 7 A )L A
TLOEHTY, Gfk LTr—VAEY F
7213V B — R — R—3F[RETT (tftp:. ftp:
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A7 3 @ position 51EIL, syslog 7 1 VL
BV a— VEFITTDIEFERELET, 20
FIEEEM LTI-SE, MEShEEY 22—
X, Fo—r OEBOEY 2—/L L LTHES
nET,

W loggingfilter =~ K% AJ L CER DN
& (position) ZfRETHZ &Ik, 741
X ONEFZTIEC BRETEET,

* 7" a D argsfilter-arguments £ 3C % 1B
L. BIBEREINTZ 7 A VZIZPETZENT
TET, EROGBERETEET, BlIEOEK
XA TR, syslog 7 4V EY 2 —)LTHE
BTODVLENRDVET, & 21X, FFEDE
A—T RUAZFIHE L TZIFAND LIS
syslog 7 4 W Z &Y 2 — L REREFEN TV D
4. argsuser @host.com f# L& L CTE A —
VT RUAZRETZENTEET, HO51%
X, . AR—ZATRXEIY £7,

ETTHES2—NLDU A NRSESa— L%
BIRT A1, Zoa<> RO no B %A
LET,

ATV

VAT A X THNCEATAHEND D
syslog 7 4 VX EV 2— WX LT, AT v/ 3
IR LFET,
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ATy TH

WOWF T DB AN LET,
* logging [console | buffered | monitor] filtered
[security-level ]
« F7IX
* logging host {ip-address | hostname} filtered
[stream stream+id]

1 -

Device (config)# logging console filtered
informational

1 -

Device (config)# logging host 209.165.200.225
filtered stream 20

ESMOD 7 4 W2 7 Sivlosyslogti o & —7
FEFEELET,

*ESM 7 4 V& U 7 IR syslog A v tE—
DEFRELT, aryy—, =4 (TTY
BEW Telnet £8) . AT L RNy 77 F
7203V F— h ARA R ARETY,

ATV arolevd 51T, Ay E—VDEE
. RESNTAMEEITTN L VIEKWED £ v
T—VICRELET, =& LUV
ESNTWDIEHAE, LUvl (TI7—1F) £
X0 (BEFERE) O vE—U7RTR,
BESNEY—7y MIEESnET, LuLb
EF—U— RELIFHFLE L THRETEET,

s VY )b B X, FRIXTVAT LAY
ZrliiaX o 7T o855, leve 5IEIC Lo T
BEINET7 T 4 (HEKE) OLXVER
ESM7 4 V2 U7 L0 bERSET, ESM
&2 —7y MUEHEINDHRE A vE—VNESM
TANEPHRENESHATH, YETT 4
(FERE) DEEEFE» L WEZRH- I 2
(DED LULEL D EY) BEIZIE, Ay
T UREEINEEA,

e UE—FARAMIEXR L T8, AR —
AETEFEHTLE, AvE— Z 472K
DNWTHEERE TE £9, stream stream-id
WXEHEHT DL, RESHIEA N —AME%
FFOR v =V EREDRA MIEET S
X9 ESM ZHETEET,

o A MU —AfEIE, BRE I I syslog 7 1 L H
EVa— UL T, AyvbE—VICEHINE
T, LEXIX vETT 4 (EKE) soFX
TOAyE—TVTANI—A X7 120] %%
ETEET, B, ANY—A %7 120)

ZEFOTRTO A v E—I7A 209.165.200.225
DARAMIEFEIND LI ICHEETEET,

ATvT6

FET AL AT A X PRI LT, ATy
75 BRI L ET,
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ATvI1 logging source-interface type number ({ERE) V-E— b syslog &5 A MNIEET D syslog
i - Ay E—VOREILA U F =T = A REHRELE
—340
gj;gi:zgzgg éj'gQinq source-interface . T ‘ JE— |k Hliﬁéﬂé syslog
Aot —UiE, AvE—UAROETHERT
X55HLHA L HE—T oA AFEHLET,
Zoavwry NEERTLE, TAAL AL, BE
SNTeA U F—T = A ATZT D syslog A >
t—IHRVE—F FRAPMIEELET,
R7wv 78 |loggingorigin-id {hostname|ip [ipv6 string (fEE) VE— b AR MIEE SN D syslog £ >
user-defined-id} = IZRETID ZBNTE £,
K CRETIDE. UE—F AR MIREINET
bevico (confio § Loga: inid strine “Domas TP syslog A v =V ORAINEMEILE
evice (config 0ogging origin-id string omain . e
2, Router 57 T, IDITARA RN, IPT FL A, 2346 TE
THIEEDTF A FTT,
« F{E70 ID X, syslog 1 &2 HEE DT /A 27
5 120 syslog mA MIFEETHHE. VA
ThaX T A y—UORETERNT S
DI B F T,
ATFv79 |end HEOa Ly 7 F¥al—yartyia 28T
Bl - L. CLI % %54 EXEC E— FIZIR L £,
Device (config) # end
AT 710 |show logging ULE) ESM DO 7 4 L Z ) 7 Sni-aXxr 7o
Bl - ATF—RAEE, VAT LA AR TDAT—H

Device# show logging

A RmLET,

RNy T DT 4 NE Y T ENTe T TR
A Z—TNVORE, ZOa<wr RiE, Ny 77
RS NTT =2 bERRLET,
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DEREH

ARV RFERETI Y S

ssyslog 74 VS BV a— /LB DaA<w KD
HONORTIERIE, 7 4 L2 EY a— RN E
TSNDIEETT,

Embedded Syslog Manager 0 % 7€ {51

{5 : Embedded Syslog Manager 0 % € 5l

WORFITIX, =Y — /LD Embedded Syslog Manager (ESM) 7 4 V% X 734 R —
TN, B=BEERE Ny T 7 TOEREO X TPA F—T L B A K 209.165.200.225 TD XML
FEXDu X TR X —T7 L TT,

logging filter tftp://209.165.200.225/ESM/escalate.tcl
logging filter slot0O:/email.tcl user@example.com
logging filter slot0:/email guts.tcl

Device (config) #
#
#
# logging console filtered
#
#
#
#

( )
Device (config)
Device (config)
Device (configqg)
Device (config)# logging monitor 4

( ) # logging buffered debugging

( )# logging host 209.165.200.225 xml

( )

end

Device (config
Device (config
Device (config

Device# show logging
Syslog logging: enabled (0 messages dropped, 8 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering enabled)
Console logging: level debugging, 21 messages logged, xml disabled,
filtering enabled
Monitor logging: level warnings , 0 messages logged, xml disabled,
filtering disabled
Buffer logging: level debugging, 30 messages logged, xml disabled,
filtering disabled
Logging Exception size (8192 bytes)
Count and timestamp logging messages: disabled

Filter modules:
tftp://209.165.200.225/ESM/escalate.tcl
slot0:/email.tcl user@example.com

Trap logging: level informational, 0 message lines logged
Logging to 209.165.200.225, 0 message lines logged, xml enabled,
filtering disabled

Log Buffer (8192 bytes):

*Jan 24 09:34:28.431: %SYS-5-CONFIG I: Configured from console by console
*Jan 24 09:34:51.555: %SYS-5-CONFIG I: Configured from console by console
*Jan 24 09:49:44.295: %SYS-5-CONFIG I: Configured from console by console
Device#
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15 : syslog 7 4 JLZ EZa—)L .

5] : syslog 74 /LR ELa—)L

syslog A7 U7 N BV a— /W Tl A2 V7 T, MEDsyslog A7 U7 FEY 2—/LDH
IO L D, ROPIZRL£T,

)

GE) ZhbnRZ VP FEVa2—/LFHICHIE LTERENTRBY, Y222k 2R — hOX%
HNTT, TNHEDORT YT NOBREEZITEICE LT, IR ERIIBRIICRIET A Z &
ETH 0 A,

Bl:ESTA4 (BEXE) ODTIRXAL—Y 3y

Z®D ESMsyslog 7 4 V& BV 2 —NWITIE, 1 2O=—F=v 7 (KO CLI 51 H#EH Tt
fHEhd) ZERL, Ayt—YOreT T (EXKE) #2200 CLIGHIC L > THEES
LI 7 0 (ERE) ITIERLET,

Embedded Syslog Manager

Severity Escalation Filter

Usage: Set CLI Args to "mnemonic new severity"

H oS 3 3 S S S 3

# Namespace: global
# Check for null message

if { [string length $::orig msg] == 0} {
return ""
}
if { [info exists ::cli args] } {
set args [split $::cli args]
if { [ string compare -nocase [lindex $args 0] $::mnemonic ] == 0 } {

set ::severity [lindex S$args 1]
set sev_index [ string first [lindex Sargs 0] $::orig msg ]
if { $sev_index >= 2 } {
incr sev_index -2
return [string replace $::orig msg $sev_index $sev_index \
[lindex S$args 1]]

}
}

return $::orig msg

Bl : Avte—SDHoU

Z D ESMsyslog 7 A V& EY 2 —lE, BEART T HDIC2 D07 7 A MIHhEIS L
TWET, ZYIOT7 7 AL T, 2—H(dmsg to watch 7 LA ZHETDHZ LILD, hov
FRIZRDA v —VB LOENT L8E FHREHH) e TE£d, EEOFIHX
counting_guts.tcl 7 7 A VI EHEENTWET, v 7 770 RABLAZIT D WREMEN & D LD

Embedded Syslog Manager (ESM) .



Embedded Syslog Manager (ESM) |
B o oe—convor

ESM 7 4 VX L OB ZRET 272012, BUEO4RTZE/] Teounting) ZfHH L TW\W25 Z &Ik
BELTEEN,

#
# Embedded Syslog Manager I |
# I I
# Message Counting Filter [N 11
# H RN N N R N
e
# Cisco Systems
#
#
# Usage:
# 1) Define the location for the counting guts.tcl script
#
# 2) Define message categories to count and how often to dump them (sec)
# by populating the "msg to watch" array below.
# Here we define category as facility-severity-mnemonic
# Change dump time to 0 to disable counting for that category
#
# Namespace: counting
namespace eval ::counting {

set sub script url tftp://172.16.0.0/12/ESM/counting guts.tcl

array set msg to watch {

SYS-5-CONFIG I 5

}
# End User Setup
# Initialize processes for counting

if { [info exists init] == }oA

source $sub_script url
set position S$module position
}
# Process the message
process_category
} ;# end namespace counting

Ayt—T hov b HR— bk EPa—)L (counting_guts.tcl)

#

# Embedded Syslog Manager Il |

# I I

# Message Counting Support Module (N 11

# HERRRE R R

# (No User Modification) = ————mmmmmmmmm oo
# Cisco Systemns
#

namespace eval ::counting {

# namespace variables

array set cat msg_sev {}
array set cat msg_traceback {}
array set cat msg pid {}
array set cat _msg _proc {}
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set
set
set
set
set
set
set
set

array
array
array
array
array
array
array
array

cat msg ts {}

cat _msg buginfseqg {}
cat_msg name {}

cat _msg_ fac {}
cat_msg_ format {}
cat_msg_args {}
cat_msg_count {}
cat_msg dump_ts {}

# Should I count this message ?
proc query category {cat} {
variable msg _to_watch

if {

Avt—sonyot ||

[info exists msg to watch(Scat)] } {

return $msg to watch ($cat)

} else {
return 0

proc clear category {index} {
variable cat msg sev
variable cat msg traceback
variable cat msg pid
variable cat msg proc
variable cat msg ts
variable cat _msg buginfseq
variable cat msg name
variable cat msg fac
variable cat msg format
variable cat msg_args
variable cat msg count
variable cat msg dump_ ts

unset cat msg sev($index) cat msg traceback($index) cat msg pid($index)\

cat _msg proc ($index)

cat _msg buginfseq($index)

cat msg ts($index) \
cat_msg name ($index) \

cat_msg fac($index) cat msg format ($index) cat msg args($Sindex)\
cat_msg count ($index) cat msg dump_ ts ($index)

}

# send out the counted messages
proc dump_category {category} {
variable cat msg sev
variable cat msg traceback

variable cat msg pid
variable cat msg proc
variable cat msg ts
variable cat _msg buginfseq
variable cat msg name
variable cat msg fac
variable cat msg format
variable cat msg _args
variable cat msg count
variable cat msg dump_ ts
variable poll interval

set dump timestamp [cisco_service timestamp]

foreach index [array names cat msg

count $category] {

set fsm "Scat msg fac($index)-Scat msg sev($index)-S$cat msg name ($index)"

set ::orig msg \

[format "%s%s: %s %s

%3%s:
(

$cat_msg_buginfseqg($index)\
\

$dump timestamp

Sfsm \

[uplevel 1
$cat_msg_ format ($index) 11 \

$cat msg pid($index) \

$cat msg proc($index) \

[linsert Scat msg args($index) 0

%s %s - (%d occurence(s) between %s and %s)"\

::format
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$cat_msg_traceback ($index) \
$cat_msg_count ($index) \
$cat_msg_ts($index) \
Sdump_timestamp]

# Prepare for remaining ESM filters

set ::severity $Scat msg sev ($index)

set ::traceback $Scat msg traceback ($index)
set ::pid $cat msg pid($index)

set ::process $Scat msg proc($index)

set ::timestamp $Scat msg ts($index)

set ::buginfseq $Scat msg buginfseq($index)
set ::mnemonic $cat msg name ($index)

set ::facility $cat msg fac($index)

set ::format string $Scat msg format ($index)

set ::msg args [split $Scat msg args($index)]
esm_errmsg $counting::position
clear category $index

# See if this message already has come through since the last dump.

# If so,
proc process_category {} {

increment the count, otherwise store it.

variable cat msg sev
variable cat msg traceback
variable cat msg pid
variable cat msg proc
variable cat msg ts
variable cat _msg buginfseq
variable cat msg name
variable cat msg fac
variable cat msg format
variable cat msg_args
variable cat msg count
variable cat msg dump_ ts
if { [string length $::orig msg] == 0} {
return ""
}
set category "$::facility-$::severity-$::mnemonic"
set correlation window [expr [ query category $Scategory ] * 1000]
if { Scorrelation window == }oA
return $::orig msg
}
set message args [join $::msg_args]
set index "S$category, [lindex $::msg args 0]"
if { [info exists cat_msg_count($index)] }oA
incr cat msg count ($index)
} else {
set cat msg sev($index) S$::severity
set cat msg traceback($index) S$::traceback
set cat msg pid($index) $::pid
set cat msg proc($index) $::process
set cat msg ts($index) $::timestamp
set cat msg buginfseq($index) $::buginfseq
set cat msg name ($index) $::mnemonic
set cat msg fac($index) $::facility
set cat msg format ($index) $::format string
set cat msg args($index) Smessage args
set cat msg count ($index) 1
set cat_msg_dump_ts($index) [clock seconds]
catch [after Scorrelation window counting::dump category $index]
}

return ""

# Initialized
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set init 1
} ;#end namespace counting

Bl : XML 2 > 5

Z D ESMsyslog 7 4 VX BV 2—)LiE, 22—V iEFD XML ¥ 7
LET,

pxmsxs i

% syslog A v & — I H

Embedded Syslog Manager

XML Tagging Filter

Usage: Define desired tags below.
Namespace: xml
Check for null message
if { [string length $::orig msg]
return ""

== 0} {

}

namespace eval xml {
#### define tags ####

set MSG _OPEN "<ios-log-msg>"
set MSG CLOSE "</ios-log-msg>"
set FAC_ OPEN "<facility>"
set FAC_CLOSE "</facility>"
set SEV_OPEN "<severity>"
set SEV_CLOSE "</severity>"
set MNE OPEN "<msg-id>"
set MNE CLOSE "</msg-id>"
set SEQ OPEN "<seg>"

set SEQ CLOSE "</seqg>"

set TIME OPEN "<time>"

set TIME CLOSE "</time>"

set ARGS_OPEN "<args>"

set ARGS CLOSE "</args>"

set ARG ID OPEN "<arg id="

set
set
set
set
set
set
set

ARG _ID CLOSE "</arg>"
PROC_OPEN "<proc>"
PROC_CLOSE "</proc>"
PID OPEN "<pid>"

PID CLOSE "</pid>"
TRACE_OPEN "<trace>"
TRACE CLOSE "</trace>"

#
#### clear result ####
set result ""

#### message opening,

End User Setup

facility, severity, and name ####

append result S$SMSG_OPEN SFAC OPEN $::facility SFAC _CLOSE $SEV_OPEN $::severity

$SEV_CLOSE $MNE OPEN $::mnemonic $MNE CLOSE
#### buginf sequence numbers ####
if { [string length $::buginfseq ] > 0 } {
append result $SEQ OPEN $::buginfseq $SEQ CLOSE
}
#### timestamps ####
if { [string length $::timestamp ] > 0 } {
append result $TIME OPEN $::timestamp STIME CLOSE
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#### message args ####

if { [info exists ::msg_args] } {
if { [llength ::msg _args] > 0 } {
set 1 0

append result $ARGS_OPEN
foreach arg $::msg_args {
append result $ARG ID OPEN $i ">" $Sarg $ARG ID CLOSE
incr i
}
append result $ARGS CLOSE
}
}
#### traceback ####
if { [string length $::traceback ] > 0 } {
append result $TRACE OPEN $::traceback STRACE CLOSE
}
###4# process ####
if { [string length $::process ] > 0 } {
append result $PROC_OPEN $::process $PROC_CLOSE
}
#H## pid ##H##
if { [string length $::pid ] > 0 } {
append result $PID OPEN $::pid S$SPID CLOSE
}
###4# message close ####
append result $MSG CLOSE
return "$result"
} ;# end namespace xml

Bl : SMTP R—ZXADEFA—ILTF—F

ZDOESMsyslog 7 4 )V H EV a— M HITIE, a7 4Fab—rvar Ayve—UZRERL,
CLIBIEE L TR ESNDEA— AT RLAICERELET, ZOT 4RI 2OD7 7 A WZ
DEENTWET, PIOT 7 ANVET 4V FE2FEEL, 2F&H DT 7 A L1E Simple Mail
Transfer Protocol (SMTP) 7 A4 7 v h&FHEEL £9,

Embedded Syslog Manager

Email Filter
(Configuration Change Warning) cot

Usage: Provide email address as CLI argument. Set email server IP in
email guts.tcl

H o S 3 I o H S S

# Namespace: email
if { [info exists email::init] == }oA

source tftp://123.123.123.123/ESM/email guts.tcl
}

# Check for null message

if { [string length $::orig msg] == 0} {
return ""
}
if { [info exists ::msg args] } {
if { [string compare -nocase CONFIG I $::mnemonic ] == 0 } {

email::sendmessage $::cli args $::mnemonic \
[string trim $::orig msg]
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}

return $::orig msg

EA—)LHYHR—kEPa2—)L (email_guts.tcl)

HH HH I e H S H I 3

#l: sMTP A—2DEFA—L 75— [

Embedded Syslog Manager

Email Support Module

Usage: Set email host IP, from, and friendly strings below.

namespace eval email {

set sendmail (smtphost)172.16.0.1
set sendmail (from) $::hostname

set sendmail (friendly) $::hostname

proc sendmessage

variable sendmail

set smtphost $sendmail (smtphost)
set from $sendmail (from)

set friendly $sendmail (friendly)
set sockid [socket $smtphost 25]

## DEBUG
set status [catch {

}

}
}

puts $sockid "HELO $smtphost"
flush $sockid
set result [gets $sockid]
puts $sockid "MAIL From:<$from>"
flush $sockid
set result [gets $sockid]
foreach to $toList {
puts $sockid "RCPT To:<$to>"
flush $sockid
}
set result [gets $sockid]
puts S$sockid "DATA "
flush $sockid
set result [gets $sockid]

{toList subject body}

puts $sockid "From: $friendly <$from>"

foreach to $toList {
puts $sockid "To:<$to>"

}

puts $sockid "Subject: $subject"

puts $sockid "\n"

foreach line [split S$body "\n"]
puts $sockid " $line"

}

puts $sockid "."

puts $sockid "QUIT"

flush $sockid

set result [gets $sockid]

result]

if

catch {close $sockid }
{$status} then {
return -code error Sresult

;# end namespace email
set email::init 1
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Z D ESMsyslog 7 4 V& BV a—VOBITIE, FFEDTZ 7 VT 4 ZEEML (k#D CLI 5]
) . INODAyE—VEREDA N —AIV—T 47 LET QEFEHOCLIGIE .

#
# Embedded Syslog Manager | |
# I I
# Stream Filter (Facility) (RN 11
# HERRRE R R
# ________________________
# Cisco Systemns
#
# Usage: Provide facility and stream as CLI arguments.
#
# Namespace: global
# Check for null message
# End User Setup
set args [split $::cli args]
if { [info exists ::msg_args] } {

if { $::facility == [lindex S$args 0] } {

set ::stream [lindex $args 1]

}
}

return $::orig msg}

Bl EETIPRXUT

logging source-interface CLI =~ > RZEH T2 & 7/3 ANHEE I DH T TD syslog
NTy FTEEILIPT RV AZRETEEY, RDsyslog 7 AV FEY 2—/LOFITIE, 74
NHEEY 22— )N T show CLI 2+ F (Z D4 1X show running-config 35 L OF show ip
interface) ZfH LT, syslog A v E—VIZEEILIP 7 RLAZEBNT 5 HikE R LET, &
7 V7 ME, &MIT Tsource_ipiinit] & VYD B — I VARTZEMAERABR LET, QW END
BAID syslog A v B—V TEBNER SN TWRWES, 7 4 VX dshow 2~ > REFATL,
EREHREZHEH LT, RETXA L F—T oA ZAEZDIPT FLAZEELET,

ZOAZ YT T, show 2~ R L EZTEITENS Z LICEE LTSN, HET
AV B =T 2 AAETNIZDIPT RLAPRERINLGE, HiLWEREZBET 5720127 1
VE UYL T 2 LERH Y £ (show 2> FE&TRTD syslog A v&— P TEFT
XFETN, AL EHETEERL)

#
# Embedded Syslog Manager I |
# I I
# Source IP Module (RN [
# B AR
# ________________________
# Cisco Systems
#
# Usage: Adds Logging Source Interface IP address to all messages.
#
# Namespace:source_ip
#
# End User Setup
namespace eval ::source ip {
if { [info exists init] == 0 } {
if { [catch {regexp {"logging source-interface (.*$)} [exec show
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Embedded Syslog Manager [~ 3" % B N{&E#R .

run | inc logging source-interface] match source int}]} {
set suffix "No source interface specified"
} elseif { [catch {regexp {Internet address is (.*)/.*$} [exec
show ip int $source_int | inc Internet] match ip addr}]} {
set suffix "No IP address configured for source interface"
} else {

set suffix $ip addr
}

set init 1

}

if { [string length $::orig msg] == 0} {
return ""

}
return "S$::orig msg - $suffix"
} ;# end namespace source_ ip

Embedded Syslog Manager |~ 839 % B8 N{&$k

BEERE YZaTFILEA ML
CiscoIOS XE =2~v > K ['Command Lookup Tool]
VAT A Avk—Ya¥xrs [Troubleshooting and Fault Management| <&
Y a—)b
XML ERDT AT L Ave—Y rX 7 [ XML Interface to Syslog Messages] &
¥ a—)b
VA YT RN =27 TO Tel 8.3.4 FAR— |k Cisco 10S Scripting with Tel D€ ¥ = — /L
Xy hU—2EMHa~ K (logging 2~ K47 | [Cisco |OSNetwork Management Command
to) A~y FHESCOFEM, 7740 hakE. = |Referencel
v~ RE=F, avr PEE #HEOTA T
A BIOH

BREL S URFC

R4E/RFC 24 kI

B LOBUE £ 73BT S o BU& i3
R—hSHTWEREA, £, BEFD
IR 29 RN — MIEEITH Y £
A,
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Z4/RFC

24 kL

RFC-3164

The BSD Syslog Protocol

Z @ RFC i, o= oIci#l L TnEd, v
A 2|2 XD syslog DFEEETIX, ZDRFC TELI
TWa7a ha)viig N7 A4k OERENM 25
RLTWEREA,

PAR—FENTWD RFC BRI RCEH I TWDE D
TFTIEH D EFHEA,

MB®D!') >y

B LW £ 73 Sz B3y
R—hFSNTWEEA, Flo. BFOR
BT 29 RN— MIEFETH Y £
Ajo

HIRL7=7F v F 74 —2A, CiscolOSV UV —2A, B
FO74—F v By MTETLMIB 2L TH Y
va— R4 5%, &k URL IZ2dh 5 Cisco MIB
Locator Zffi fl L £,

http://www.cisco.com/go/mibs

SRADTYZANLHYR—F

B

2y

FHDOURLICT 7 EALT, YRAaDT V=7
VR — R ERRBIIEAHLTIEEN, 2
NoDY Y=t VIR =T EA A —
IWLTHERELED, YAapfELTr 7 /o
BT D EATIRIE A R L2 0 T 57
DIFEHALTLEE, ZOWebH¥ A ~ ED
V=T 7B AT HEEIE, Ciscocom D
A IDBLORAT — RBRNETCT,

http://www.cisco.com/cisco/web/support/index.html

Embedded Syslog Manager O #48E1&5 R

WROFNZ, ZOFY2— /LTt LIEHEEICET 2 ) U — A F@mE R LEd, ZoRIT. V7
FY=7 VU =R bLA U THEREOYR— FREASNZEEDY T by =T VY =T
FERLTWET, ZOKRRIL. FRTBr) 872 0RY . ZhUEO—EDY 7 vy =7 U Y —

ATHYR—FENET,

77y b7 DY R— P BIOT R YT N =T A A=V OV R— MIBET L EHRE R
&9 %IZ1&, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 2|2
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILELHY FHA,
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#x W

% 1: Embedded Syslog Manager 14 8E1E R

tRER 1)) —R | EEEIRER
Embedded Syslog Embedded Syslog Manager (ESM) #%EEIX. CiscolOS A7 A
Manager Ayl—Y aH—ICEDEERNC, VAT L BF T Ry

=TT 4 NE Y T JER, HAEOBEMN T, v—T o
VI BEOI AR A RERREIZTA e ST T T
L—AU—7 gk LE T,

GE) ZoOHFEEICEH SN TWRWHREIZ DWW TIX,  [nternetworking Terms and Acronyms]) % 2
LT 7EE 0,

console : 7/ AD Y —)LiR— b ~OEE (CTY £/zid=a> Y —vEfR) Z2rRLET,
—RANZ ZNiEa Y= R— MOEEE G SR E IR T I 2L —v gy a s
T L&z 7~ PC T4, showterminal =~ FiZxte LE1,

monitor : 7 A > AR— K TOH TTY (TeleTYpe Ui kK) 74 v HEfiarLET, oF0, [£=
Z | F—U— KL, KRB £ 7213 Telnet GiiRKT I 2 L—3 3 >) BERICHGLET,
TTY 74 (R—hFEBMEINET) X, Sk, T L, YU TN TV &7 EOJENERE
CBELET, TIYHHROBE LT, FAVYLT v 7 T L &2MH L TT A AR5
MARTI2l—Yay 7ul I LEHZTZPCHRHY 3,

SEMs: VAT ATT—AvbE—VOM, VAT ABX U (syslog) 7B AIZL - TERS
NHEAYE—VEBTHELELT, [VATAZT— Avt—v) BLENEH ST E
L7z, syslog A v E—VIdEE(L SN2 EH L, T8E) (L) 226 5 3y 7))
(LLT) EFTORODYETT 4 (ERE) BHVET, ZhbHDAyE—VITE, =7—
DS DT A ZBEOBE (OB E) PEENLIHELH LD, VAT AT —
Ayvt—v) W) HEEE, ERIGEHEABEIBEADRH Y 7,

sydog: VATV T R T TCOVAT A A=Y uaXr s 7t A0, £7-, [syslog
AvE—y] OXHZ, ERIhEAvE—VERILAELHY 9, HEMHGEELLTO

lsyslog] 1ZVE— K HRAR~DAyE—=—Y BX T T AOREFRLETN, K
i, TRTCOY R VAT A aX 7 Tt A RT 2ol INET,

trap: =7 —RA v —VEEETHEODOVAT LAY T N =T HNO NI H—, [hFvTnm
XU LiE, VE—F AR MDA =YX 7 2EKRLET, VE—FFZX NI
T o7 A=V EEGET DT AL AND LD & FEERITIT syslog 8 A N TT 0, ZEMT
INA A, WE SN Tzsyslog T —# DT 34 ZZIREET D Z E RSz, ZEMT A
A b FET2 [syslog r—r3) ERFETINET,
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