RE =D

FE h—27 0%, *ryv hU—7&##H L Cisco Technical Assistance Centre (Cisco TAC) DFHA.
DRFEICKY . VAT Ly = VZT 7B RAT /MOy U — 7 EHE LGS D 7201l
HEhstx=a Y7 o BRETT,

s [AE M7 L OfIRFEER (1 ~—)

cF{E =2 BT DER Q=)

VAT LY NT VT RADREE b= VAR TnEA 2 N—D)

s HREXF—L VU —AF— (4X—7)

X =T 7 ADLODOFRE =7 VRBRET R E A (4 3—)

o A VAP NVKRBOBGEE (6 —)

« [fE =7 oM ETITES L (6 X—)

c[[AE F—7 OB L FH (6 2—)

FE =0 OFHIFIEIR

CHJE N7 ET ANV N TEGTHY ., BT 22 EIXTEEEA,

e FNRAAMBTF ¥ LU INEEENTE. 305UNICSEEZ AT HIHERHY T4, A
TIL7nEF 2 LU DREREINIIZR Y, LT v L VOERPLENZ D F5,

c H—DISET, fIST5F v Lo DIk LT LRZTAELTY,
= N2 VT IR ADRKAGRS A LT T MM T HRITT,

e A v TFF =N A R "L, BHFEORE F—7 o _—ADOKRITT X THIRYIN E LT
M EINET, ZO%. Y—ERAT 7B ADF LWRIE —7 v A2 HEE+T 23 LEND

D \ijﬂo
s VAIADTF ¥ L VBHY—NR—EDRIE b= VINEERIZT 7 BEATEADIEE, VA
IREHELEFEDOHRTT,

VAT AV NT TRADTFT VAT, AKBEYA LT U NPREET D, EREFE
h—2 U THERa~ L FICE o CU = VAREPIFARIICKE TEINDET, V=BT
LCHAGRITKT LEFA,

I AEr—2> I



mAEr—s> |

B esr—rocmyana

RE =T >

VAT AV NVT VR AOHMEER LD, RE M7 & T o~y RERRIICRIT
TAHZLICE ST, VAT LAY 2 VORBZBEIE T T2 2HEL £,

B & 154

—HDT Ny 7 F U AT, Cisco TAC =2 P =T NEEDT Ny ZEREZINE L2 0

Bl AT D CTTATT Ry T EaFITTIHMNERSL5ER/HY £, 0L 9754, Cisco
TACTZ L V=TE, TN ADV AT LAY = VIIT 78R T AL H)a—HF— (Ry NT—2 &
PRE) WL ET, AE M =703, VAT LAV V~ORHET 78 A, HIRT 7 A, B
FOEFaT7T7 7822 RMT L5, vy s vy 7R, BLOHE Y 7 DAN=XLTT,

VAT ALY = NASDT IR EFERT D5EIE, BAtEZ T AMNERS Y £, BRI a vy
REEITFL. T, ZDRE h—27 Lk %ﬁﬁﬂ LTF ¥ LU VEENRTDHERDY 7,
TNA AL, EAEOF ¥ Lo PEHITELTERLET, ZOF ¥ LU VFHEa e — 1,
BIA—INENIA LV AZ L M A=V TURIBEMRYFICEEFETLHILERHD £77,

VAaRBEHLEIL, BOF ¥ LU ULFHNELHEL, BOLVARNCAEAKRLET, ¥
AABERLH IO VAR ZALFHZ A~ L, BT A—VEEA VAT P A v E—
UTHEELET,

WIZ, ZTOVARALFINET NA ZZANTHVERHYET, Fr LU P/LARS R

NRTMN—FTHL. VAT AV A~DT IV EARFINET, —FHL2WESIE, =5—
NEREIN, BT 0 A Z2) BT XHERNH Y £,

VAT LAY 2T 7B A LS, CiscoTAC T2 V=T NLE LT 558y ZIERAINE L
FT, VAT AV NAANDT IV RBANET LEDL, By varE R TL, 73yt R%x
WATLET,

Router Cisco Authorized

Administrator

DARATFLVIINTOERADRAE =Y VAETAOLEX

FIEDEE

ZITE, VAT LAY NIT VB AT AHEOORE F—7 VRO T o AT OW T L
9,

1. HBESNEHW., AT LAY 2 ~DT VB RAZERTILIF vy Lo PEEKRLET,
2. VAOWEHYEIIT Y LU ENEEELET,
3. TAALRIZVARVAXFHEATTLET,

B REr—5>



| REr—Y>

F IR D

&

ATy T2

ATvT3

VATFLVINLNTORRADORE =Y URETOER .

4, o alrEKRTLET,

BESHEHM., AT LAY 2~ ~DT 7B AZERTLFY LU P2ERLET,
5 -

Device# request consent token generate challenge shell -access auth-timeout 900

Device#
*Jan 18 02:47:06.733: $CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation attempt:
Shell access 0).

request consent-token gener ate-challenge shell-access time-validity-slot ==~ > P%ﬁ)ﬂ LT, F¥LYOHE
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TNA A Ko TEREINTZTF ¥ Lo P UTFHE, B A—NVFEEZEFA VAX L M A=V T AT
EHYFICEE L ET,

VAOBERLEIIETOF v LU LTIN BB L, VARV ABERLET, VARCALFE,
D base-64 LFH| T, VAIWEHBHEILIZIDOL AR A LTI Eat — L, EFA—INFFITA LR
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Device# request consent-token accept-response shell-access

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success: Shell
access 0).

Device# request platform software system shell

Activity within this shell can jeopardize the functioning of the system.

Are you sure you want to continue? [y/n] y

Device#

*Jan 18 02:56:59.714: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authorization for Shell access
0 will expire in 10 min).
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Device# request consent-token terminate-auth
% Consent token authorization termination success

Device#

*Jan 18 23:33:02.937: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate authentication: Shell
access 0).
Device#
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Dev1ce# request consent token generate challenge dev key auth-timeout 900

Device#
*Jan 18 02:47:06.733: %CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation attempt:
Dev key install).
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Device# request consent-token accept-response dev-key

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success: dev key
access 0) .

request consent-token accept-response dev-key response-string =~ > RZEH LT, YA EHLE NS
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FX LU V/IVARART RN T 5L, FABRAHEF—BA VA =L ENET, Fr LI/ LAKRSA
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Device# request consent-token terminate-auth
% Consent token authorization termination success
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Device#

*Jan 18 23:33:02.937: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate authentication: Dev
key install).

Device#

WIZ, VAT LANERE Yy a O TICRRLIZGAEOE IR ERLET,

Router#request consent-token terminate-auth dev-key
% No in progress authorization, please generate challenge
Router#

AR —~DT 7 B AN T L7= 5, request consent-tokenterminate-auth =~ > R&fH L Ty g v
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Router#show platform software consent-token dev-key
Consent token statistics : dev-key
Instance Id :
Authorization remaining (minutes) : Permanent

Challenge generation requests
Challenge response timeouts
Authentication success
Authentication failure
Authentication expiry :
Terminate authentication requests :
Challenge generation errors
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» debug platform softwar e consent-token all
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* debug platform software consent-token errors
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