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enable
configure terminal

parameter-map type umbrella global
token AABBA59A0BDE1485C912AFE472952641001EEECC

exit
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interface gigabitEthernet 0/0/1
umbrella out
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interface gigabitEthernet 0/0/0.4
umbrella in mydevice_tag
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Device# configure terminal

Device (config) # parameter-map type regex dns_bypass

Device (config) # pattern www.fisco.com

Device (config) # pattern .*engineering.fisco.¥*

Attach the regex param-map with the openDNS global configuration as shown below:
Device (config) # parameter-map type umbrella global

Device (config-profile) # token AADDDSFF6E510B28921A20C9B98EEEFF
Device (config-profile)# local-domain dns_bypass
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Router# show umbrella config
Umbrella Configuration

Token: AAClA2555C11B2B798FFF3AF27C2FB8F001CB7B2

OrganizationID: 1882034

Local Domain Regex parameter-map name: NONE

DNSCrypt: Enabled

Public-key:
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

UDP Timeout: 5 seconds
Resolver address:
1. 208.67.220.220
2. 208.67.222.222
3. 2620:119:53::53
4. 2620:119:35::35
Umbrella Interface Config:
Number of interfaces with "opendns out" config: 1
1. GigabitEthernet0/0/0
Mode :  OUT
VRF : global (Id: 0)
Number of interfaces with "opendns in" config: 1
1. GigabitEthernet0/0/1

Mode : IN

Tag : test

Device-id : 010a6aef0b443f0f
VRF : global (Id: 0)

Device# show umbrella deviceid

Device registration details

Interface Name Tag Status Device-id
GigabitEthernet0/0/1 guest 200 SUCCESS 010a7ba73bd216d1l

Device#show umbrella dnscrypt

DNSCrypt: Enabled
Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79
Certificate Update Status:
Last Successful Attempt : 10:55:40 UTC Apr 14 2016
Last Failed Attempt : 10:55:10 UTC Apr 14 2016
Certificate Details:
Certificate Magic : DNSC
Major Version : 0x0001
Minor Version : 0x0000
Query Magic : 0x717744506545635A
Serial Number : 1435874751
Start Time : 1435874751 (22:05:51 UTC Jul 2 2015)
End Time : 1467410751 (22:05:51 UTC Jul 1 2016)
Server Public Key
ABA1:F000:D394:8045:672D:73E0:EAE6:F181:19D0:2A62:3791:EFAD:B04E:40B7:B6F9:C40B
Client Secret Key Hash
BBC3:409F:5CB5:C3F3:06BD:A385:78DA:4CED:62BC:3985:1C41:BCCE:1342:DF13:B71E:FACFEF
Client Public key
ECE2:8295:2157:6797:6BE2:C563:A5A9:C5FC:C20D:ADAF:EB3C:ALIA2:CO9A:40AD:CAEA:FF76
NM key Hash
F9C2:2C2C:330A:1972:D484:4DD8:8E5C:71FF:6775:53A7:0344:5484:B78D:01B1:B938:E884
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+ debug umbrella device-registration
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« debug umbreélla config

+ debug umbrella dnscrypt

OSIZIEUT, Z2I9AT Y FTERL ANBIRD 2 OO0 a~<wy ROWTNEEITLET,

s Windows ¥ > D3~ K7 a7 K5 ndookup -type=txt debug.umbrella.com =~ >
REEITLET

sLinux v DX —IFNT 4 RUERITT = /L) 6 ndookup -type=txt
debug.umbrella.com =t~ > K& T L £ T

nslookup -type=txt debug.

Server: 8.8.8

.8

Address: 8.8.8.8#53

Non-authorita
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
debug.opendns
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tive
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

answer:

text
text
text
text
text
text
text
text
text
text
text
text

opendns.com 8.8.8.8

"server r6.muml"

"device 010A826AAABB6C3D"
"organization id 1892929"

"remoteip 171.168.1.7"

"flags 436 0 6040 39FF000000000000000"
"originid 119211936"

"orgid 1892929"

"orgflags 3"

"actype 0"

"bundle 365396"

"source 72.163.220.18:36914"
"dnscrypt enabled (713156774457306E)"

RIZ, Cisco Umbrella i & &2 BT D612~ LET,

Cisco Prime CLI 7> 7 L— k Z{#FH L 7= Cisco Umbrella

Integration 0 FE B

CiscoPrime CLI 7 > 7 L — h Z{#i [l L C. Cisco UmbrellaIntegration g% 7 n > a =7 T
T E 9, CiscoPrime CLI 7 > 7' L — M & fifl3 % & Cisco Umbrella Integration B i 4 fif] HL1Z 7
nEYa=r S TEET,

Cisco Umbrella 5 [}



Cisco Umbrella #2 |

B ciscoumbrelta st & e iR

ATy T
ATy T2
ATvT3
ATvT4
ATy T5

ATvT6

A\

(GE)  Cisco Prime CLI 5 7 L— h &, Cisco Prime /X— 5 3.1 UK TOHLYR— I TWE
j—O

Cisco Prime CLI 7 > 7’ L — k % Cisco Umbrella Integration Bg¥s D 7' 1 &0 g = ZIfEHT 5
WX, ROFNEZFEITLET,

VAT A TEITEIN TS CiscolOS XE /N— 2 xR T % CiscoPrime 7> 7' L— k& X m— KL

£

ZOT7 7 ANHER STV DA L ET,

Cisco Prime Web UI 2>, [@%/& (Configuration) |>[7 > 7 L — bk (Templates) |>[ffEL T2 / n ¥ —
(Features and Technologies) | #®IN L, WIZ [CLIT >~ 7' L— |k (=—%#—%EF) (CLI Templates (User

Defined)) ] IR L £,

[Import]) Z#27 V v 7 LE 7,

T L= DA VR —=NET AN FEBTIR L, [T 7 L— F &38R (Select Templates) %227 UV v 7 L
T, ZlFEFvra—KRLiT 7 r—hEBRLET,

& @ Cisco Umbrella Integration 7 > 7" L — bk 2MiE AT HE T,

* [CiscoUmbrella (Umbrella) ]: Z D7 > 7 L — ML, T34 AD Cisco Umbrella Connector D7 12 £ 3
=TI LET,

s [Cisco Umbrella 7 VY —>7 » 7" (Umbrella Cleanup) ]: Z®D7 >/ L-— K~|Z, Cisco Umbrella Connector
DHIBRIZER L £,

Cisco Umbrella i & D 1EMNEF

BEE N
BhEEE T=aT7ILEA L
[0S 2~ K [Cisco 10S Master Command List, All Releases] [#¢7E]

[l CiscoUmbrella #t &


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

I Cisco Umbrella #&

Cisco Umbrella # & istetsss ]

BEEIEE T=aTFILERAL ML

(k]

[RE

[RE]

7]

tFxF2UT7 1 av R + [Cisco I0S Security Command Reference: Commands A to CJl
+ [Cisco 10S Security Command Reference: Commands D to L
+ [Cisco 108 Security Command Reference: Commands M to R ]

+ [CiscoIOS Security Command Reference: Commands S to ZJ [#«

SRADTY ZHIL YR—F

B2l

)y

VAaADYR—FWebH A FTiE, YAaOHFELT T s mT—
BT DT TNy a—T 4 U TICBEL TR A X 91T,
Voo T AR =L EII LD ETHEERL S TA ) YR
AL TWET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T 57201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOHEFEF—ERITIATE £,

YAaDYIHR—k Web A hDY—WIT 7B AT BHEIL,
Cisco.com D —H ID B LA T — RNMECTY,

http://www.cisco.com/support

Cisco Umbrella i & D HEEETEER

ROFNZ, ZOFY2— /LTt LIEHEEICET 2 ) U — X F@mErLEd, ZoRIT. V7
FY=7 VU= bLA U THEEOYR— FREASNTZEEDY T by =T VY =T
FERLTWET, ZOERRIL. FFCTH) 872 0RY . ZhUUEO—EDY 7 vy =7 VY —

ATHYR—FENET,

TTy R T A —LADOYR— R BLN A YT T =T A A=V OV R— MIET 2 EHRE B
{9 %1Z1E, Cisco Feature Navigator ] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT 2 MILELY FHA,

Cisco Umbrella 5 [}


http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/support
http://www.cisco.com/go/cfn

Cisco Umbrella #2 |
B cisco umbrella i & 1SR

5= 1: Cisco Umbrella $ & D14 EETEHR

HaE

iy

)1)—2 BERETEER

Cisco Umbrella ¢ | Cisco I0S XE Everest | Cisco Umbrella $EEHEHEIZ L W . Cisco 77234 2 &4
N U —*%16.6.1 L CTEEDDNS b — NZEEENHDNS 7 =) &
BT S, 7597 FPR—20EF2 )T 4 —E %
ERIATES L5120 ET, X2 U7 ¢ B
%, BB RAA 4 (FQDN) ~D h7 7 1 v
7w Al 72133 5 AR Y 2 —% Cisco Umbrella
777 RICERELE T, ZOMREIL, CiscoISR T
DOHYFR—FEnET,

[l CiscoUmbrella #t &



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



