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match protocol TCP Mg WIZERE S41DH &, FTP°TFTP 72 & O — B A DO ESC, H.323, Real
Time Streaming Protocol (RTSP) . Session Initiation Protocol (SIP) . Skinny Client Control Protocol
(SCCP) R EDVNF AT 4 TBIOEF V7TV 7Y —ERAOMERBELET., Zh
LOP—E R, KVEMRT 77 4 87 4 3T 272 OIBMDA AT g UHERE
DIELTT,

\}

CE) TCPhF 74w 7u8—0D0 4 R AL ANk EBAZRNE I, THRAL AT —_—
A T7AT O —NVERELET,

class-default 7 S X v v 7

2—HP—EFKT T ATMA T, class-default & WD ARTDO T AT AEFRY 7 A~ v 1E, K
VDA WP—ER I TADENE L —H LW T RTONry hEFLET, class-default
75 EENC, R — <=y TORED Y T A TT,

EDO2—VEHRI T ALK LRy NDOITN—T kT DHRNRT 73 a v & iESR
TExET, MAERY > —"Teclass-default 7 7 AZKLTT 7 v a VERKELRZRWGA, 774
IV bDT 7 a3 id drop T,

\)

GE)  BA&RY > —O class-default |Zx} L CRRETE 57 7 ¥ 3 id drop & pass 7217 TT,

woBIL, R 2 —=~ v 7T class-default 7 7 A&+ 25 72 ~rLET, ZOHITIL.,
HTTP b7 7 4 v 73 Fuay 7S, OO NI 7 4 v 7 PBEINET, HTTP b7 7 ¢ »
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KL T FAS T el BERINTED, R —~ 7 pl Tclass-default 7 7 A DM
HEnTconEd,

Device (config) # class-map type inspect match-all cl
Device (config-cmap) # match protocol http

Device (config-cmap) # exit

Device (config) # policy-map type inspect pl

Device (config-pmap) # class type inspect cl

Device (config-pmap-c) # drop

Device (config-pmap-c)# exit

Device (config-pmap) # class class-default

Device (config-pmap-c) # drop

LAY3ELAVADYR—ENSTO RN

KOTa b APy R—FERTHET,
* FTP
* H.323
cUTNEA LAY =7 Fu b=k (RTSP)
» Skinny Client Control Protocol (SCCP)
» Session Initiation Protocol (SIP)
* Trivial File Transfer Protocol (TFTP)
= MURE=2 U > 7B L UZE (RCMD)
* Lightweight Directory Access Protocol (LDAP)
« HTTP
« ALY F—4 AT 4 (DNS)
« Simple Mail Transfer Protocol (SMTP/ESMTP)
« Post Office Protocol 3 (POP3)
» Internet Mail Access Protocol (IMAP)
«SUN UE— h7mr—Y % a—/L (SUNRPC)
«GPRS b F/L 7m k=L "= 3 0/1 (GTPvl)
*GPRS b R/L Fm bl N—T a2 (GTPv2)

e RALVRY—HRAL N FoRY Y Fa han (PPTP)

FOERaAAO—J)LYRFEGSATY T

TR AVANMI, X7y MyEAN=ZALTY, 778 AU A MTILZ, ACL B ED Y
A<y A INTZE F I ERIIEESINAEROR Y NI —F N T 7 4 v 7 HTEHEL
F9, DFEVD. ACLIE, X7y MIEA SN F B L OHESEGZIEEIEDT-LOTT,
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J—Z %, —EIZ 1 9T ACL OFHFIZHESNW Ty F 2T A M LET, HEESEIL [—
LW EIREINET, T 7 2Afl#El= FY (ACE) &—ET 537y hOgE,
ACL LB T L. 75 ANDWD match 27— h A Y FRBFELNET,

\}

G¥)

ACLOZEEDO®IAEZ 7 T A~y T O—HIEHEL L TRETEET, 7747 U+ —/LTlE5#
TN—BHEEL TR R —FINTWDE7H, TAR—F SN TV —HEREIEE LT FL
A EEIAR—= b FIET FLAL GikA— b BLOT R baA i T, CLITRIES X
VZIT NN ZDMOTRTO—HEHEZL, 77 A4 T VA=A TIEH AR — SR THERE

Ao

75 2=y i, WOIHEIZIL ST, ACL O—HEOEEEZRBET A=A INET,
o VTR TR ELIFESSEMIC K L 2WEEEA, ACLIZRRLET,

« match-all ¥ 721% match-any 5%, 7 7 A~ v 7NIZE £ 5 match A7 — b A 2 M
MEET, ACLITEE BV I I, £ ORI, match-all 7213 match-any & H
95 & EIEHINET,

e match-all BYEREE SN, EO—FKSA:, ACL, FH137e hary 3y Fe—FK L%
WA, BUED Y 7 AOFHlIEZ OB TEIESIL, AU —DRD YV T ARTILNE
‘j‘o

« match-any J&E TV 45D match 23k E) L 72354, class-map ZEHEN 72 v, AU > —
TERINTT 7 v a v RNFETINET,

« ACL 28 match-any @& —B L7256, 774 7 U4 —/U35EEA— MIESWT LA ¥
770 N aLOmRERAET,

7 7 A~ v 7 C match-all BHEZIRE LI-SHE, VA ¥4 0—FHEHE (ICMP, TCP, UDP) (&
BRESNETRH, LAY TO—BIEEIRESNETA, LERST, LAY 4A LAY
varNETEIN, LAY TA VAT Vg VITEBEINET,

T7RAYARMIX, EHET 7RV AN & BEET 78RV 2 R L) BN
HVFEF, BT 78R VANTIE, IPT RVAEEIEIP 7 KL AOHHZFF o] £ 72 13RS
THEICERLET, JEET 78R VA MTIE, HEILEREHMFTDOIP T L AE-IXIP
7T RUVAHEHAEER LET, EET 78R VA NI, 237 > F® ICMP, TCP, 1 LU UDP
Ta han AT EEER— FEFIZESNT, Xy hOFRIERIERZERTHIED
TEET,

WIZ, IP T LR 10234 002 FE LTy e, 77 A testl ERAET DB 2R LET,
ZOBITIE, T7EA VAN BHESESRGEE KL, T78A VR Moo= h Y O
HAaEIELET, 7T A<y I matchall BHETHRESINTWALED, 7T A~ v testl D
AT LET, 2770, 2OV TR IR TATy Ttestl ICU A RENTWVDH 7
FaronFnne —ET50E 0B mEINET,

77 A< v 7 testl 7 match-all TiE72 < match-any JBHEAEH L TV 8E1%. ACL IFHES &
—H L TR LETA, HTTP 7'u b2 b — L, pmapl ZH L72RENSEI TS NET,
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access-list 102 deny ip 10.2.3.4 0.0.0.0 any
access-list 102 permit any any
class-map type inspect match-all testl
match access-list 102
match protocol http
|
class-map type inspect match-any test2
match protocol sip
match protocol ftp
match protocol http
|
parameter-map type inspect pmapl
tcp idle-time 15
|
parameter-map type inspect pmap2
udp idle-time 3600
|
policy-map type inspect test
class type inspect testl
inspect pmapl
|
class type inspect test2
inspect pmap?2
|
class type inspect class-default
drop log

BERAR)—< v T
RY —ZRDORY —RNIZRAFTEET, AR PESNERY) =2 FLR) —DZ L%
HEREARY 2 —) EFFOE T,
BEER U > — BT DICE, RV —%2 T 7 47O T RAZEEMNMLET, BEKRY
=2, 1 ODOFRY =L 1 ORI —0NEENTHWET, FRY —iF, LIAIESE
LAY > —Th b, servicepolicy 2~ REFEHLTH LAY > —ICBEMIT B TvE
To BBFEORY =22 LAY —0338R Y o —T,

)

GE) MEREY—E AR —IERTE M L~ LL2 L LETTT,

ezt ~— T4 e =T VT D2ODT VAV A MEERLET,
2ODT IV RATNL—=TDONTNNE KT DI TAY Yy TEERLET, TDOK,
match-all 52 FFORID YV T A~ v T hEGH, 7a ha)L HTTP & —¥3 5, Bl
TAy TEERLET,

INGA—R Ty T

NRIA—E< o TrRERTLIE, RV —~o P THRELET 7V ar bl I A~y P THRE
L7z —BIHEOEEL KT 27 A =X EHETEET,

NG A —=H =y FIIIRDO2FEIENH Y £7°,
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BT A=~ T RENRTA—E SN EETT, NI A—F vy TR LA
WS, T 74V hDORT A—=EPMER SHVE T, inspect 7 7 ¥ = AZBESHT Hiv7o X
TA=ZF, TR TOVy FITHEHEINET, B~ e AL~V D T T/NT A —
APRRESNTOVAHEE, FML_LDRT A= RMERESNET,

e 7 FaANLEFENRTA—BEw T A LRAE N A Yy (IM) T r—3 gy
(LAY T7) ORYV—<y S ITHERRT AL~ T TT,

27AT794—ILERY NT—9 7 RLRZEH:

Fy T =277 RUAZEH (NAT) (X, BRI TWRWIPT RLAZFEHLTA V¥ —F v
MBI DT TAR—RIPA X —Fy NT—T A F—T NI LET, NAT [T7 /31 A
GEa% ., 2203y NI—2 2T 25bD) TEMEL, X7y bEHOFR Yy bV —7 |ZHRi%
TARNC, Ny NT—2 D (Fa—R_"e—E07 RLATIERL) 594 _X—K 7 L
AZEBOT RUVRIZEW L E T, NATIL, Xy NT—2 2RO 1 D750 DT KL RAEIR
W27 RAZ A RXTHEHICHRETEET, NAT BDRESNTZT A AL, NER Y U —
T ENR Y NI =T DENEINERT DA v X —T A ARVl b 12ToH0 F
7

TR AR BB TIE. NATIZAZ T RAAL L Ry 7 R—2 OROHOTF A AR ESHE
To NIy PR RAL LTI L& NAT 3R — AL TEEROH 5EFETT LA %
Ta—sULT—EOT RLALEBRLET, /37y bR AL AT BB8E, NAT i3
Tu— NV T—EOMET RLA2a—A LT FLRCERLES, HAENEREET 55
B H% ONAT (Z[F—DOLEB{T — 7 Va2 ffo TORITIUTR D T A, 7 RVARRED 72<
foCOT\ /\”7\) ]\“:7 }‘VX%%IJ@ u:"['(%ﬂfoﬁ< /I/)f:j:];!‘/a\\ Vv }"7—'11703:%0)/\07/ ]\é’
Ry 7L, ICMP AR A FEFERGENSNY v AR ELET,

NAT IZ2OWTiE,  THEL &) AGEITMRRIC I VITE S, BaNEL T3y hU—
JEBHRLET, TORAALS VAT, FARDT RLAX1OOT7 FLRAZERICEENF
T, NAT DEREIILTWAIGAE. RARPIRICHDH L EDRA MIIHIOT N AZEM
W7 RLARBHDEHICRAET, W7 FLAEMiTe—h L7 RLAZERME LTSRS
. AT FLRAZERMIZZ a— LT RLAZEME LTSRENET,

NAT DEE T LSO EFDIP T RV AZEMT 52TV FICONWTERXTHET, Ty
ME, EEILT R R 209.168.1.1 BLU%EET KA 10.1.1.1 2 H L THE NAT 2257 N
ARCEEENET, NATIZZHHDOT RLUREER L, 2EETLT R X 209.165.200.225 35
K O%EET R LR 209.165.200.224 ZffH L CTHMABR Y N —27 1237y MEXEFELET,

FIEEIZ, PN NAT 2 OISEPRIND &, BEILT R A3 209.165.200.225 12720 | 58567
R 1 A% 209.165.200.224 12720 £, L7225 TNAT NETlx, 237y FOFETLT L&
12 10.1.1.1, %8457 R L A1 209.168.1.1 & 720 £9°,

COVFIFATI, TFATUF—ARY) —FERENEZT )V r—Y g aryha—L
=Y (ACE) ZERT A5481%, NATHIOIP 7 FL &2 (NEa—Hh /L7 FL 28 XU

7 a— L7 RLZ) 209.168.1.1 & 209.165.200.224 ZE AT 5 LN H Y £4, —&kIZ, 4+
7 a— L7 RLAO~ vy B3R INET A,
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Cisco 7 714 724+ —)LIZxt9 5 WAAS H1HR— k

U U —R|Z & > TiE, Wide Area Application Services (WAAS) 77 A 7T U +—/V V7 b =T
B, EFXF 2T AEWANB IO T A r—v a0 7787 —vary Va—vark
BT DHEHT 7 A4 T U+ —MRD L D7 AV v MRt L 3,

« WAAS * v b U —7 ZFRICHA LET,

« BIEAY72 WAN IS b T 7 v 7 kL £7,

c TIWVAT =TI AL ART g REREA I LT WAN ZfciEfb LE 7,
» Payment Card Industry (PCI) 2> 7T A 7 A&l L E 7,

* Network Management Equipment-Wide Area Application Engine (NME-WAE) €Y = —/L &7z
(TAZ 2 RT7 1 WAAS 734 AR Z Y AR—F LET,

WAAS 1T, #WIHID 3 gy Ry = 7 TCP A7 a & LT WAE 731 A %1%
WHNZFRRT 5 BB A = X A &2 CTWET, BEH%., bz o7 74> 7
Zua— (/RR) TIEHTCP v —7 v AEFNE L, =2 KA v MigkE{b Sz T 7 1 >
7 Tu—CtEEbEINTRWE T 74y 7 Ju—EXBITEET,

\}

GE) SR IHEE & A U Bk O STV E T

WAAS IZ, Cisco 77 AT 7+ —/LT, WEZ 7 A4 7 7 4—/L TCPIRBELH %A &L TCP ~ T
T4 Ta—DAT— N INRULATYAA L ART a0 ZBBRHI R, —F U A
BEEFTLZEICL-TC, KEbENE T 74 v 7 EHBNICHRHETESL L oI LET,
INHDOEKIT, WAE T3, ADFHEICG L THESNET,

CiscoZ7 7 AT A —VE, FFT7 4w 7 70 —RNEHICWAAS HEIRH 25T L= & %23
WTHE, VT T4y 7ua—HOWAY— v AFBEOT T NEFFA L, REbINZ T
T4 7a—DLAVA4REEHEREFLET,

)

CE) 94T MUDART— "INV AXTA AR Va i, LS TWRWNT 7 4w
I L THEITTEET,

WAAS FS5 74wy J0—RE{LERYFTUA
ZITIX, T F AT 4 AEBRICET 2 2 EDO WAAS T T vy Ta—ikm{by TV
FIZOWTHBHALET, WAAS 7 7 ¢ v 7 7u—Fii{biL, Cisco —E RSB —F
(ISR) ED Cisco 774 7 U+ —/VERE L HE) L £ 9, ZBF |Z, WAAS 23/37 v F D&k
PR LTI, 2 U7 TR A MEBRELET,

WO, Cisco 77 AT T A—NZFHEA LI RY—2 L ROWAAS b T 7 4 v 7 7a—
b oOB 2R LET, ZORFEDRER TIX, NME-WAE 78 Cisco 7 7 A 7 U 4 —/V LRI LT
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A AR &L E T, Web Cache Communication Protocol (WCCP) PMYTZERHIC T 7 4 »
JHEVEA VT NTHDIEREINET,

H3: T2 FYy—I v FD WAAS RiEfE/ SR

Branch 1 Wide area network Data Center

Client RTR-BR RTR-DC Server

.E;Gm e, i/ IPSec VPN G0N g, 1
L .
NME-WAE !

! DC-WAE

1azro

Optimization

FINRRTNAREFEHRALI=-WAAS 73 > FERH

IOk v a i D Wide Area Application Services (WAAS) 77 » FREOK O X 512,
WAE 7734 A%, A4 2 R7 1Y WAE 73 A2 5 2L b, ISRICHRAY—E Az
YELTA VA M—=/LEINTE NME-WAE 731 AZT 52 &b TEET,

WDOKNIL, bTF 74 v 7 ODRATZIEDT=DIZ, WCCPEMFEHL T KT 7 4 v 7 % Off-Path A ¥
Y RTaWAE T A RV FA LY M5 WAAS ZJEDERRBI T, ZnA 7Y a0
ElX. NME-WAE Z{# ] L7~ WAAS XJEDRBE LR L7,

4:WAAS A 2 /3R TS5 U FRE

Branch (2]

Client RTR-BR

' GioA

>

%

ER-WAE B8
o

1az7e7

A3 40 TINA REHERLT-WAAS 73 U FEH

WOENZ, AT A WAET A AR —ERHFEAL—% (ISR) ORNIHLE S 1172 WAAS
T FREMERLET, WAET NA ANRT ANA ZAORNZEE STV A 728, Cisco 7 7 A
T U —ILD WAAS FeifboN v b EZE L, BRI, 27947 Milov A T A R

Ry varntR—hrEnEHA,
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X 5:WAAS 1 >S54 > IRR TS5 UFRE

Branch (3)

azres

Cisco 7 7 A T U —/VaMH LT v Y WAAS 7 /31 A%, WAN 8fi & O] izt s h b
N7 4 P ERETOINENSD T T T A7 4 A A FTHEHLET, Cisco 7747
VA—ME, T T oy TR P — 5 (TCP A7 a v L& HED TCP & —7r v A
FEOER) 25=F—L7C, E{LEINE T 70 v/ BN@BTELLIICLET, —H,
FTRTCDITIT T4 I VVANYADAT— b IV AL AR g b T =T Xy b AV
AR vavik@EH L, BEX 2T 4 2RT 52 LT, WAASHEE(LO A Y v FAEZ LE
7

\)

GE)

WAE 73 A3 v A var—va L lhBHE. T ATABRE T 1 2 %1231
NRAE—RIZRY ET, T3 AX, WAAS i {bICERERE G LER AR, Kilb1 v r—
B PIFET DAL, Cisco 77 AT VA — I A VAT aveFy NI—F vTT 497
WA Uil kT 7 7 4 BT 4 ZEEICAND DI, WAASKIEILS N T 7 v 7 IZiHH &

NTNDZ LB L TV DRENRDH Y £,

J—2R—XT 74 7 94—)LTDO0ut-of-Order/ N\ v FLIBDHHR—

~

TI7HNVETE, VAYTT 4= Xy b A VAR v a URERIZESN T DHEE,
LAY 770 hareyF oI TLA VAL VAT a UIRENZ SN TV DA,

CiscoIOSXE 7 7 A4 7 7 #—/LiZ 3 XT® Out-of-Order (000) /X7 v h& Fa v 7 LET,
Out-of-Order /X7 b D Ry 71 (FEHEORDY L72D) BIEELA~—0 T T25FT
TThiZzni=®, Out-of-Order /N7 v "R Ku v 7" EN5 LT 7V r—3 a o TRIEZRE
HENFEAETAABEMERH D ET, VAT TA AT g FAT— Iy b AR
X7 aryThV, TCP Xy FMONEFNIEL S 22T FUTHEEE L X A,

CiscoIOS XE V U —2 358 Ti. & v 3 /2 DPI BMLEZR WA, 000 237 v MIFFAT &
T, —F % /RA Z)— L TCHEIZEETEET, 000 37y EREENLHTITOLA
Y4 T T 4w 71T, DR A ZL—RNHFENET, —FH, By a4 vTIA v
ARG a UINRERGAIE, 1T 000 3y M Re vy EiET, DPI AL ER WG
BlE 000 X7y hae Ruy P LBRNWLIIZTHZ LT, Feyrahi 7y NelEET
HZMEMNTL Te BT, FHIEEICHERR Yy MY — 7 EORIESE S v E T,
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(EXE)

TRy T Ay—03ET7T 0 (ERE) ITLY, Avbt—UR8aShAEOZ A 70
BEINET, 774 T U —NDT NNy T EHMNITHEEE., v 7 ICGRETIA v -
DL~ YLEIFETEET, RORIZ, TR T Avv—I0UET75 4 (BERE) OFMER

LET,

R2:T7AT 94— TN T A9vE—CDVEST 4 (BXKE)

FL—R LR |ESTa (B
L KE)

Bl

TRA 1

S R—ZA R — T 7 AT U= LPNEHTE VR
K, 72037 FERBETERWERIRTH 2 RMEICHEH <
nEF, ZHET 744 FTI, Critical A <> b O Z R
R LET,

e AH=ANIEY U T—ENT=NNv T Ty

Y,

o U Y — IR DR,

o AEVEY YBTORR,

cHLWEY v a U EFIATTERUIINAT XA T T ¢
BN

Error 2

TRCOZ T =L ry b Fey7&Bic@EAans
. Error £ X hOFIZ KIS LET,

« [FIH] (SYN) Cookie : fr RsadediziE L,
A =TI H Ny BTV,
Ny NEEFETE o Tz,

cTTV = ar b AY = U =4 (ALG) DTT—
)Ijiééo
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FL—RULR|VESTa (F |5
v KE)
Information |3 THHA v — I SHLE$, Information A =2~ D%
WITRLET,
cHBOTRY —RE, VT =y 7 R RIEZN
Ty bl FlE3N—Ra—T 4 7 ERTV LR E 2
ELEVWERRKRTHRAELT ATy F Re v,
« AT — vV UER,
sy va VERIIAWET ¥ VT — X _X— AR, R
TG &
o RNy NYKED AT — 2 AFE T IT5ES,
NNy hARNAERIANT v b KRy TDAT—H A,
ckvvarey bELTEYyYar A,
« BEENTZ Yy RATCP Uy b (RST) 737 > b
T b,
* SYN Cookie £ X2 |k,
Detail 4 FTATORT Ay—VaIHTILET, Detail £ <2~ OB
EWRITRLET,
o T — H A,
* TCAM (Ternary Content Addressable Memory) f#R5% % —
& i R,
e T AT T A —Ib A DOFEH,

J—R—=ZRAR)—TF7ATOA—=ILDAI— b+ A ADY
R— k

CiscoASR 1000 >V —RX 7/ U F— g —ER L—F DS~ RXR—ZA R — T 7 A7
U —/UEEEIL, BX 2 U T 4 Ry =T L3NSy = EN TN D DT, = —
ARV =T 7 AT VA=V IR E AN E TN 272D DT A B ADBRETT,
ASRI1000 DY — 2 R—RA 77 A T T —)LDAv— T At AHR— MEBEIZ. Cisco
UniversalK9I0S ¥ 7 b =7 A A—IZ LD, CiscoASR1000 > ) —RX T 7 U F—rg v H—
EZAN—FDAT— T B AL~V TERLET,

COMREEENCT H1DICT A A ) e— R0 8 IHY A, Av—h T4 EVA
3. TN T IR TnERA, Av— T A 2 Z(Z. licensesmart enable =
~ U R, Eloldzonesecurity 2~ &R LY — 0 X—=ZA RV — T 7 A4 T T 5 —/LD
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REICKY, 77— LA e 700 BRI NE T, A~v— KT A &L ADFEERFIC
show licenseall 2~ REE[TTHE, A= ITA BV ADAT =X ANEREINET, A
~—hIA B AN T a—VUIZEZTH DG @ showlicenseall =~ o KO H 6 & RIZR
| =

Device# show license all

License Store: Primary License Storage
StorelIndex: 0 Feature: internal_service Version: 1.0
License Type: Evaluation
License State: Active, In Use
Evaluation total period: 1 day O hour
Evaluation period left: 18 hours 57 minutes
Period used: 5 hours 2 minutes
Expiry date: Mar 18 2016 14:15:02
License Count: Non-Counted
License Priority: Low
License Store: Built-In License Storage
StoreIndex: O Feature: adventerprise Version: 1.0
License Type: EvalRightToUse
License State: Active, In Use
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 3 days
Period used: 5 hours 13 minutes
Transition date: May 16 2016 14:03:52
License Count: Non-Counted
License Priority: Low <-- (CSL mode license)

Device (config)# license smart enable
Device (config) # zone security zl
Device (config)# exit

Device# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 65 days, 14 hours, 19 minutes, 47 seconds

License Usage

(ASR_1000_AdvEnterprise) :
Description:
Count: 1
Version: 1.0
Status: EVAL MODE

(ASR 1000 firewall):
Description:
Count: 1
Version: 1.0
Status: EVAL MODE

Product Information

UDI: PID:ASR1013,SN:NWG165000A9
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Agent Version

Smart Agent for Licensing: 1.5.1 rel/29

Component Versions: SA: (1 3 dev)1.0.15, SI:

(dev22)1.2.1, CH: (rel5)1.0.3, PK:(dev18)1.0.3

WIZ, A== T A B ANEGLRGEOH NPl ZR L ET,

Device (config) # no zone security zl
Device (config)# exit
Device# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED

Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 65 days,

License Usage

(ASR_1000_AdvEnterprise) :
Description:
Count: 1
Version:
Status:

1.0
EVAL MODE

Product Information

Smart Agent for Licensing: 1.5.1 rel/29

Component Versions: SA: (1 3 dev)1.0.15, SI:

Device (config)# no license smart enable
Device (config) # exit
Device# show license all

License Store: Primary License Storage

14 hours,

18 minutes, 58 seconds

(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3

StoreIndex: 0 Feature: internal service Version: 1.0
License Type: Evaluation
License State: Active, Not in Use, EULA accepted
Evaluation total period: 1 day 0 hour
Evaluation period left: 18 hours 54 minutes
Period used: 5 hours 5 minutes
License Count: Non-Counted
License Priority: Low
License Store: Built-In License Storage
StoreIndex: 0 Feature: adventerprise Version: 1.0
License Type: EvalRightToUse
License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 3 days

Period used: 5

hours 17 minutes
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License Count: Non-Counted
License Priority: Low <--- (back to CSL mode)

J—R—=—XR IT7AT724A—ILOBNFE

Cisco IOS XE 17.6.1 LTI, ZBFEW B v > a v OFSHEARE TX $7, ZBFW o kakkne
W2k, RV V—REOEENRGFOT7 7 AT U —bEyva il@mASnET, s
v ivarTeyvarf=vm—EnbR\ry NaZETHE, BFEO7 o —0NHAHES
nEJ,

WIZ, ZUBRRETHHRELEDOH DN O OfE2 R L ET,
« VT ARy S TT 4 NFEBI, HIFR, EERET DL, ROEEEZFEITLET,
« —HK7u FaLOHIRE,
« T U BRI N—TDHIBR,
T IVRATN—TTOT 7 A= MY (ACE) OfFtk.

ATV N ITN—T DL,
« Application Visibility and Control (AVC) 7~ U I —@iBH0, HIBR, F7-I3ME.

RY L —~DOEBIZE T T, WOWTNDLDT 73 a U REAETHEREMERH Y 4,

L TRy Y  BEFEO® Yy g UNREISR., Ty var bty a T —T7nn
HIFR SN ET,

HMAEBELTHRE : V=0 R—=R T 7 AT U — AN T7a—%2mELLRN-D, BEO® Y
arPESNET, L. 2OV FIUATIE, VI T4 v Tu—lIkE £,

cHRELTHRE : BEfFotyva Bl I A~y 7O FICEBEI S NE T,

cHRE L THAY Fu v 77U TR - BEFOBIERRIT SV, 7 1 — O TORSHHD Y
R—haInTnhniwlzrve—n"ray 7 SET,

\}

CE) RU—DOLEERHIEE., 70 —D@RP T —F 2L TA2ZLIITEERA,

J—IR—=RARY— D74 T4+ —ILDHIREHE

V= EARRRT DRI, X2 VT A OBENORD EFEROA o Z—T = A 2% T —TL
TOMENDHY £,
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« Cisco Wide Area Application Services (WAAS) & CiscolOSXE 7 7 A 7 7 4 —/La% & Tl

WAE 731 22X o THREES D TRTO7 » ME, lifA L b CiscoIOS XE 7 7 A
T4 —/v i@ LT, WCCP #Fiv—T (> 77/t (GRE) U XA L7 FaY
R—=bT2RERH Y ET, ZOWRMWIE, LA V20 LA L7 MBMEATERWVHAITH
BELET, LAY2UXA L7 FBWAE TRESNTWDHE, VAT AET 741 b
T, GRE VXA L7 F&EfITSEET,

WCCPRLA Y2V XA LT MFRATHRESNTWDIEHE, V=2 RXR—=RA T 7 AT T —
JUIZ. WAAS BLOVWCCP CAREEATE £H A,

)= R—=R T 7 AT U+ —/Li%iEIX, Cisco Unity Express Virtual (vVCUE) =1—/L 7 12—
EELT ) Y RAL v A X —T7 =4 A (BDD) IZIX#EATE A,

w7 =0, T 74N D [denyall] RV —DME—DFISNTT, V—F A F—
T2AANDTRXTO T 74 v 71E, 774 v 7 BPHRICES IS ETHFIIS
i‘é—o

WAAS B L O CiscoIOSXE 7 7 A 7 U #— /Ui CTiZ., WCCP (X, RV v —~_X— 2R JL—
T4v7 (PBR) LT 74w D) XA LY FaYR—KFLTWHEREA,

Cisco ISR-WAAS I/O & ¥ = — /L i [Tl L THERL S 7= ASR C, JLUH GRE 2/ L7z —
VR—ZARY — T AT I A — ARG TOBEE, WCCP h T 7 4 w7 U X
AV va 3L EE A, ZOMIL. WAN OfggE kY U 2 — = - TF, WCCP
NF7 497 VEA VI a U EBRESEDITIE, AV F—T oA ANPHY —_X—2
RY =T 7 AT U+ —NVEEEHBRLET. WAET /A Z&HEH L TO 5545, WCCP
NG T7 47 VAL LI v a i FELSBIELET,

WAAS D546, U GRE (35 L2352 T35 &, WAAS WAE /25D 37 > F % GRE k
VINVEBH TR A LT FENTZT A A LR UT A AETOIESLD, TV
FATRABEAD A T = X LT,

GILVTFXYAN T T4 T DAT— I A AT gy FR— NI, BLT V—
VEED, TRTOY =BT R—=FEnERA, 2 =L T L= BTy
AN NT T4 B RH#ET AT, 2 he— L FL— RY T BERLET,

WSS DA A~D Y — 2 R— AR U 2 —73 Windows ¥ A7 LD ICMPIZ—E7 5 £ 5 1Z5%
ESNTWDHIGE, traceroute =~ & NIFBEREL £§°, 7272 L Apple & 27 A TIE, UDP
~N— A D traceroute ZFHT 27D, FIUEREITHEL I, ZOREEFEIT BT,
icmp time-exceeded =~ > K35 L N icmp host unreachable =~ > K% pass =~ > K (ingpect
A~ RTERW) L EBIEH LT, NN LNEA~D Y — o R=2ZR Y o —ZRE L
F7, ZOHIBRIE CiscoIOSXE U UV —A 3 1S LD U U — A2 SvE T,

7 7A~y P TIXACL 3 AR—bFaShET, 72720, ACLRXN—RZAD/T >y M w v M
T 7 F )b N TR Ao TUWE T, Perfilter OFEFHEHIL Cisco IOS XE U U — & 3.13S LA
DS~ R 77 AT U4 — )L THHTE £,
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cF TV FIN—TEENT D ACL AT — F A ME, WHEDT=DIZT T 7 —RA
»F (RP) IZHEEENDTy PTIRERSNETS,

TV TV RAL A H =T 2 AE, TRTOLATVABIRVLV A VTA L ARXT g
VEEL, S R—RA T AT Ik A ART g L EFR— L TWER A,

o T/NA AT NATNVI REDI 72> TCWBIGEE, ZBFIZ N7 74 v 7 2B TEEEA,

s NTT 4N = RXTNZAD L, T AT U — VT ER T — 7 NV RERERASR AT
AE =Tz A AR = RXRTIZ—H LR TH, RNOTRTOERE N T 7 v 7%
BALEYT, ZOTFTUFTIEH, MET 7V a v BRESNTVWEEA, 7747 74—
WV EDIEARCN—T 4 TSN N T T 4w 7Ny e Ry 7T 5R[EENENRH D
£7

CiscolOSXE U UV —A3.15S LAFED U V — A T, zone-mismatchdrop (X7 7 A/XT A —X
’\7/7“C X E S AVE T, zone-mismatch drop 23EXE SV TWDEE, Y —0F, T v b

SHERCHEH SN T = L TTF v 7 SREd, Y= r BN =T o0
T“cif;u\iﬂ/\ Ny ME Ry 7SV E T, zone-mismatch drop 2355 E S AL TR N
B Y —ridTF v ERERA,

mm# XESNTWDEEGAE, V= X7 O—HTHLTXTDA L F—7 A AZRIN
HESNTWIMERHY T, ETTNNARE—HTDHA 2 F—T =4 AIZ1E, FL
RH# Eéhfw%b%ﬁ%@i# EBIT, 220D v H—T oA AR TRRB SN
Ta—X, —FHDA L EF =T 2 A AT THRIDE D Y THNATWRNWGSE, AZ N

Kﬁﬁéhiﬁho

=V R—RA T AT T —IUE, TIANRKS = DEA T I I A F—T xR
TOHYR—PFENET, ZNODA X —T A AF. T 7 4 v 7D IPsec £721%

VPNEFx 27 ho U bR v r7asinsg &, BfICERETIFHIBRS N E T, KET
VT U— NI, BREDHATDOIAFTIvI A H—T oA AV R— T DO
ENFET, FEHICOVWTL, EF 2T 4 V=0 DAL= LTS v 2 —T = A
A (6—V) L TLIIZEN,

AV E—=T oA RATHAISNTNWDE S =0 R=A T 7 AT 75 —/LVOREEBENT DI
i%. platforminspect disable-all =~ > FEMEH L ES, FEIC, A1 F—T = ATY —
VR T AT T F—VEFCT HI2IE, noplatform inspect disable-all =~ K%
AL ET,

platforminspect disable-all =~ > R23EH STV D00 E 5 D& il 5 1id, RO show
running X EZH L £7,

show run | sec disable
platform inspect disable-all

\}

GE) FTI7AHNLPITIE, V=0 R—R T AT 7 —LTFIZHEIC
725> TCUVVET,
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e —W—EFKI TAFIR) > —DFT 74/ 87 T A Tdroplog 2~ RBEESNT
WhHE, drop a2~ FEREL TRy 7SNy oK U 72 EBHILTDH,
0 JAy—UEEESREYA, ZHVIBEMOMBETH Y . [BHEERIL, nodroplog ==~
VRERELEET, dop 2w FEHREL, Avke—Y0ouX /52 EILET52 LT
T, ZOMEITpass A~y FICbEHSNET, ROFIIFEZRL THET,

! Logging of dropped packets is enabled by configuring the drop log command.
policy-map type inspect INT-EXT

class type inspect INT-EXT

pass

class class-default

drop log
1

ROBNEERER 278 LTV E T,

! In this example, the no drop log command is configured before the drop command.
policy-map type inspect INT-EXT
class type inspect INT-EXT
pass
class class-default
drop log
no drop log

drop
1

«ZBFWt v ¥ a UBSERELENT 256, AT IV T T4y 7 DT a—EFO
MBIV AR —FENFEREA, HE2E RV —REDEFIZLY, FFO 7 —D7T 7
varvn, RayThbREICEREINDAREMERH Y £7, ZOEA. ZBFW I, BT
D7 —%RELERE A,

NATRATEVTAF, V=0 R=A T 7 AT U=V RY —HHETIEIYR—
SNEEA,

N R [e] : - - E}'L l—l—l :
J—R—=—RA R —T7ATO)+r—ILDERTEFE
DLFo®7varTlid, VY=o R_R—ZA RV — T AT I — VOREFBETHIEIE
TRVEEICOWTIH L 97,

LANIBEEIUVLANYAT7ATo4r—ILKR) O—DERTE
LAYIBLOLAYADKRY v—iL, ¥—7 v b (V—=oX7) ifbimansd & bfprg o
RV —TF, LA P3BIRLATVADT7 7 AT U —NRY —%RET HIZIE. ROME
EEREITLET,

LANVIELIUVLANADIT7ATI4—ILKR)—DI SR Iy TDERTE

Fy NT—2 NFT 4 v I AT B10DI T A <y TERET HICE, KOMEEEFT
ij‘o
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6=

AT w74 5, 6 DL, Ml Eb 1 OOy F U FIEEFITTHLMLERDHY £7,

Rry "IST 2R ATN—7 Fuaban, 77A<yTONTHNI~yFrrEnb e,
FTNHEDORT Yy MO NT T 47 L— AR ENET, V=0 R—=A Ty AT U3 —/L IR
Jo—7TliE, RV —L—EKT5D1F. By a v E2ERLIERIIONR Yy hOIBRTT, 20O

7 a— D%k T M

BRESINTZRY—NOT7 4NV HE—FLFHEAN, By ad

FEHE B LET, &7y MCEET SHEHERIL, BET 7 v a v o—fe LTERS

ET,
FIEDHE
1. enable
2. configureterminal
3. classmap typeinspect [match-any | match-all] class-map-name
4. match access-group {access-group | hame access-group-name}
5. match protocol protocol-name [signature]
6. match class-map class-map-name
7. end
8. show policy-map typeinspect zone-pair session
FIEDEEHE
ARV EFERET7TIVa Y B#
AT w71 |enable FFHEEXECE— REZ AL ET, TrU 7 hB#E
%l - RENTZBENAT—REANLET,
Device> enable
R w 72 | configureterminal Jua—)Lar7 4 Xal—iay T— REBLG
15“ : L/iﬁ—o
Device# configure terminal
AT 7 3 | classmap typeinspect [match-any | match-all] VAVIERF VAT AORESA TS VTR <
class-map-name FERERL, VT A~y Far T 4 F¥al— gy
f E— NEZBABLES,
Device (config)# class-map type inspect match-all
cl
R T 7 4 | match access-group {access-group | name ACLA E72IIBEFITHEASL 7 T A~ v T O—H AU
access-group-name} ERELET,
1 -
Device (config-cmap) # match access-group 101
R w 75 | match protocol protocol-name [sighature] BELEZn FaliiiEsSnwT s I 2 <wy I O—F

1 -
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ARV RFEREET7TOVa Y Be

Device (config-cmap) # match protocol http . *ﬁﬁy% - 7T R V7O@—ﬁ%z/%(l(i\ Cisco
AT—=KMIZNWNTFy b A ANT g TY
A—hIhTna7a harolbzEHTEE

‘j‘o

AT 7 6 | match classmap class-map-name TTCICER LI T AR T A~y T O—EHLUE L
15“ : LT?E;‘E—’ Li‘é—o
Device (config-cmap) # match class-map cl

ATFw 71 |end U5 Ay S a7 4 Xal—g Ly B— ek
Bl - T L. F# EXEC £— RIZRY £,
Device (config-cmap) # end

R 7 8 | show policy-map typeinspect zone-pair session (7> ay) BESNEY—y STICRY o —
Bl - ~ TINEH ST TZ DI S Tz, Cisco AT —

, , , , NIRRTy b A VAR aryrbEyva a2k
Device (config-cmap) # show policy-map type inspect|
zone-pair session ﬂ‘L/§37ro

GE) Classmap 7 4 —/L RO FIZEREND

TEHRIL, $ERBE N7 7 4 v 7 ORITIE

THNT T4 I DT T 47 L—F

(B> M) T, #tkty N T v

L— IERICE <. L— FER SR

DB DA =TT o TR

iy T v L— MR T A5G

ZhRE. HERICET O EROH LT —X
IERREINET A,

LANIBELEUVLANAT7AT24—ILR) O—DKRY — v TOER

BT = TIAMT DAY 3IBLVLA VAT 7 AT V4= AR v —DORY =<y
TEALT DL, ROFIREZFTLET

BMEZATORY =~y TEAEKT 256, FFASNDT 7 2 a »id drop, inspect, pass,
B L U service-policy DA TdH 2 SUTIERE LT 72 &0y,

)

GE) AT 975 8. 9. 10096, Dty 1 oOFIEEZEITTHILENRDHY 9,

FIRDHE

1. enable
2. configureterminal

3. policy-map type inspect policy-map-name

J—oR=—Z2 Ky —I74794—1 |}
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4. classtypeingpect class-name
5. inspect [parameter-map-name]
6. drop [log]
7. pass
8. service-palicy typeinspect policy-map-name
9. end
Flgn
ATV RERETIVa Y B#Y
AT w71 |enable FFHEEXEC E— RZANCLET, 7rr 7 bk
#l - RENTZBENRNAT—=REANLET,
Device> enable
Z 5 7 2 | configure terminal Juau—) a7 4 Xal—gy ET— NELG
15“ : Liﬁ—o
Device# configure terminal
R T v 7 3| policy-map typeinspect policy-map-name LAYI L LAY ADREXAT R v—~vT
B - EERR L, RV v—~vy T ar7 o Fal—rvay
Device (config) # policy-map type inspect pl qf*—lsﬁfﬁﬁﬁél,jiifo
R T 7 4 | classtypeinspect class-name TIvarEFETTLOIRNGDO N T T4 v 0T R
Bl - REL, RV —~v 7 7 TR a7 4Fal—
Device (config-pmap)# class type inspect cl vay quA}sé?Eﬁﬁél/EEjfo
R T 75 | inspect [parameter-map-name] Cisco AT — "IN INTy b A UV AXRT Vg A
15“ : ;‘f‘_jll/ﬁ: Lij—o
Device (config-pmap-c) # inspect inspect-params
A7y 76 |drop [log] LR ERINTZI TAL—BTH v b&E R
Bl - ny 7 LES,
Device (config-pmap-c) # drop GE) drop 727 v av kb pass7 7 v a iddk
i) TH Y | inspect 77 > = > & drop
T v a AAIFHAEIZHH T, ©oF
V. MEZFERICHEET D22 LI TEE
HFh, EBLOLENIOETR2EETEE
.ﬁ‘O
RATvJ7|pass TE) ERINI FAL KT 537y M
15“ . E“L\i—g—o

Device (config-pmap-c)# pass
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AU RFERETIVa Y

B8

AT 7 8 | service-policy typeinspect policy-map-name Tr7AT =R — <y ThS = XTI
15“ : {ﬂ‘j}ubijﬂo
Device (config-pmap-c) # service-policy type inspect
pl

A7 79 |end RV —~vF VTR ar7 4 Fal—var
i - T R&#T L, FHEEXEC T— FIZRY 7,

Device (config-pmap-c)# end

BEBNSA—5 Ty TOER

FIEDHE
1. enable
2. configureterminal
3. parameter-map typeinspect {parameter-map-name | global | default}
4. log {dropped-packets {disable | enable} | summary [flows number] [time-interval seconds]}
5. alert {on | off}
6. audit-trail {on | off}
7 dns-timeout seconds
8. icmp idle-timeout seconds
9. max-incomplete {low | high} number-of-connections
10. one-minute {low | high} number-of-connections
11.  sessions maximum sessions
12. tcp finwait-time seconds
13. tcp idletime seconds
14. tcp max-incomplete host threshold [block-time minutes)
15. tcp synwait-time seconds
16. tcp window-scale-enforcement loose
17.  udp idle-time seconds
18. end
F gD F¥H
ARV KRFERETIVaY B#)
ATw 71 |enable FiHE EXEC E— Ra A/ 2 —7 M LET, Try
- T EIRRREINTZONAT—REANLET,
Device> enable
25w 2 |configureterminal Juau—)L a7 4 FXal—ay T— REHE

1 :

Device# configure terminal

LET,
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ARV FFEREETIVa Yy

S

Xj_-\yj3 parameter-map typeinspect {parameter-map-narre\ %fﬁﬁbéﬂz\{ﬁ\ ZALT T M, BIOREOMD
global | default} inspect 7 7 & 3 VAT % 85 A — X DA<
451 - TA—BR T EREL, WTA—ZY T HAT
Device (config) # parameter-map type inspect *ﬁﬁ: 74 Fal—rvart— I\%E‘ﬂﬁﬁbij—o
eng-network-profile

A7y 74 |log{dropped-packets {disable|enable} |summary | ({£i&) 77 A T U4 —N T 7T 4 ©T 1 DELT
[flows number] [time-interval seconds]} oy b BXr V53R ELET,
B GE) Zoavy RRRZ DO, T A —
Device (config-profile)# log summary flows 15 g < 7° y /]' 7°ﬁ!}§:[ N 5?,1 L—
time-interval 30 - y/QE*—}¢0)§%é§0)Z}7?TfO

RFw 75 |alert {on]off} (EE) v —NVIIFERREINDCisco AT — 7
- NNy NA VAR gy TI— R A=
Device (config-profile) # alert on %/r 7\»—7‘/1/@: Liﬂ—"

AT w76 |audit-trail {on|off} (LE) BEEA v E—Y %4 X—T I LE
i kK
Device (config-profile)# audit-trail on

RFw 71 |dnstimeout seconds (EE) FAAL v F—L2 AT A (DNS) OT A K
i - NWEALT O (T 7T 48T 4 DR E ZIZDNS
Device (config-profile) # dns-timeout 60 /1/177‘)7“!2*)“/3 ‘/%‘}E&ﬁj‘éﬁ#&ﬁ@ﬁé) 75‘}

RELET,

A7y 78 |icmpidletimeout seconds (EE) ICMPE v a v DX A LT 7 b EEREL
11 EJUaS
Device (config-profile) # icmp idle-timeout 90

AT w79 | max-incomplete {low | high} number-of-connections (L) Cisco 77 AT I A — NI LB N—T F—
Bl - 7y 3 L OBIROIAS KW 12 EET 2
Device (config-profile) # max-incomplete low 800 §ﬁ®/\_77‘]‘_7 weyva f/@%(%fﬁf% L=

AT w710 |one-minute {low | high} number-of-connections UEE) VAT AL ANN—TFA—TF v
Bl - > DBIRROBEE & 5 11 % BB B T ORHEL
Device (config-profile) # one-minute low 300 v L/O)iﬁéfﬂiiél/jETro

AT 711 |sessionsmaximum sessions (EE) 120V =2 RTIAFHETE DI &

1 :

Device (config-profile) # sessions maximum 200

Ty valrORKEEAFRELET, Z0avr R
LT, By a il ko THEM S5 8EE %
HIFR L £,
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tHAYTF 4 T2 E =Y RTOER. BEVY—> R7~ADKY v— < v Toftm [

AV RFERETI3 Y EL:Y

AT w 712 |tep finwait-time seconds (fEE) Cisco 7 7 A 7 U #+—/L7 finish-exchange
il - (FIN-exchange) ZfRHiL7-1%., TCPt v a %
Device (config-profile)# tcp finwait-time 5 %fif%ﬂ%ﬁaﬁ%*ﬁﬁbifo

A7 713 |tcpidle-time seconds ULE) TCP Ry ar DA LT 7 NEREL
i) £75
Device (config-profile) # tcp idle-time 90

R Fw 714 |tcp max-incompletehost threshold [block-timeminutes] | ({1-&) TCP& A FEA OV — 2 5E (DoS)
1 - BB L OERO7-OIZ, LEVWMEE T ey 7 T5
Device (config-profile)# tcp max-incomplete host E%Eﬁﬁg%E?EXEIJEEer
500 block-time 10

AT v 715 |tcp synwait-time seconds (EE) ByvarZz Fuy 742500, TCP kv
5l 3 VISRE SITIRREICHET 5 % TP 2 T
Device (config-profile)# tcp synwait-time 3 EHRELET,

R w716 |tcp window-scale-enforcement loose T35 V—r R—ARYI— T AT T4—)L
B - WCBWTER Y 4 N A= AT v a vz
e . . FFOTCP T v hDY 4 R A7 —)L AT g
evice (config-profile) # tcp . o .
window-scale-enforcement loose YDF 2y T ENT A= vy T T 48— T

WZLET,

AT w7171 |udpidletime seconds L&) 7747 U4 —/L%&i#% UDP v =y
Bl DT A RS A LT U R LEMEERE LET.
Device (config-profile) # udp idle-time 75

ATwv718 |end NIA=B =y T AL T T Fal—a
B - VE-REKT LT, FFHEEXEC2 7 f Fa b—

varyE—RIEY £9,

Device (config-profile) # end

X)) T4 =2 ET—2RTPDER. BLUVY—2 R7ADNR
1) S— 2y TOHHN

= NTEAERRT DL, 200X 2 VT 4 VU RMETT, EL, EX=2U T4
V= EB1OPTER L. TBAL7] EFEEINAS AT AEZEDEX 2T 4 — U 2T
EET, A7) V= EZ@IRT 56, RERY U VIEIETEEEA,

V= RXT T, EEIY - Y — U BRI =T A ENTEET, T4
TiE, VY—=CWNIBED N7 70 v 73R ESNERHA, EHI, TT7HNVET—0 (V=
BB TORNWA X —T A R) DFEL, INHIEETEET,

ZOTrEAZMH LT, ROEEELFIATLET,
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B 52071V ey—2 R7OHR. BEUVY—2 RTADKY o— < v TDfEM

X2 VT 4 =N E =T 2 AEEID Y TES,
RV V=~ T H = XTI LT,

kX2 VT4 V= EDRILEL I OERLET,
= RTEERLET,

Je

Exbh VU ERERTDENC, VO EREE LS RTTTAMNERS Y £3, R TA KT
A0F, BX 2T 4 OBENSEOME A b DA VA —T 2 A AT N—TITTHI LT

_aAO
FIEDHE
1. enable
2. configure terminal
3. Zone secur ity zone-name
4. description line-of-description
5. exit
6. interface type number
7 zone-member security zone-name
8. exit
9. zone-pair security zone-pair name [sour ce source-zone-name | self | default] destination [self |
default | destination-zone-name)]
10. description line-of-description
1. service-policy typeinspect policy-map-name
12. platform inspect match-statistics per-filter
13. end
FIED %
AU RFERIETOIVa Y B#
AFwv 71 |enable M EXEC E— R& A X—T7 /ML ET, Try»
i - T ERERRINTELENRRAT—RE AN LET,
Device> enable
RFwF2 |configureterminal Ja—sLar7 4 Xal—yay E— REth
15'] . L/jz—g—o
Device# configure terminal
RTwF3 |zonesecurity zone-name AVE—T A AZEV Y THIENTELEF
i - VT g V= &ERL, EXa YTy Yy —rayr
e . . T4 X2l —ary ®—FERBLET,
evice (config)# zone security zl
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tHAYTF 4 T2 E =Y RTOER. BEVY—> R7~ADKY v— < v Toftm [

ARV FFEREETIVa Yy

E:)

RFw 74 |description line-of-description TE) V—roO@MBAE AT LET,
i
Device (config-sec-zone)# description Internet
Traffic
ATy Th |exit tFXaVFrs Yy —r a7 4 Fal—arE—
%l - FEagTL, ZJao—=L a7 4 X2l —yg
Device (config-sec-zone) # exit T F@:Eﬁ D iﬁ?ﬁo
AT w76 |interface type number A HE—T 2 A ABREL, f X —TxA A2
- V7 4 FXal—arE®T— REHBLET,
Device (config)# interface GigabitEthernet 0/0/0
AFw 1 |zone-member security zone-name AVHE =T oA AERELIZEX 2V T 4 V—V
15'] : &:%IJ D %Tij—o
Device (config-if)# zone-member security zonel GE) A H—T A AT 4 e
YDA UN—I LSS, EDA A —
TxA ABBLTEZBEINDETT
DRI 74w 71E, T7A/NVRTRaY
TENET (FZELTAAL RmD T
TUITETRAAED N T T 4 7
FREET) , R T T4 v IS H—
T A AFETHITIE, S ERY
@D — R T O—FIZT D
VERHDET, RUT—ND T T (>
JEHATDHE, NI T4 v TITFED
AV E—T oA A BB TEET,
ATvT8 |exit Ao B —T xR AT 4 Fal—ay E—R
R ERTL, Zm—bar 74 Xalb—va -
Device (config-if) # exit FIZRY £
ATFvT9 zone-pair security zone-pair name [source S X7 EER L, EX2 VT S — T 3
source-zone-name | self | default] destination [self | V74X al—ay T— REBMGLET,
default | destination-zone-name]
(GE) AU —%@EHTIZE, V= T
Bl - ERET DUER S Y £,
Device (config)# zone-pair security zp source zl
destination z2
R 710 |description line-of-description LE) V—r XTI E AN LET,

1 -

Device (config-sec-zone-pair)# description
accounting network to internet

J—oR=—Z2 Ky —I74794—1 |}
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B verow <> roxUsoRE

aAv U RFERET7TIVaY B#)
AT 711 |service-policy typeinspect policy-map-name TrAT I H—N R =~y TEEES — R
1§| : TGZ{TJADD Lijﬁo
D?vice (config-sec-zone-pair) # service-policy type| (GF) = DXTHE TR —NEREIN
inspect p2 OGS, NI 74 v 23T 74V B
TRy 7SnET,
X w 712 |platform inspect match-statistics per-filter S R— A T AT T —ILDT 4 ILETED
Bl - WER 2 AN LET,
Device (config-sec-zone-pair)# platform inspect GE) FORA AT T 4IE T L DOREEr /%N
match-statistics per-filter L:jﬁé i, /k@?“lﬁ%f%ﬁi Li’?‘ﬁo
e TFNRA 2H Y ur—RFLET, /-
X
« TRTOYF—ERARY »—%&HIBR
L., MEHIAEZH#EH L ET,
platform inspect match-statistics
per-filter a~> R&T7 77 4 7\Z
THITIE, TRTOF—EXRY
A LET,
ATv 713 |end X2 VT4 ST a7 4Xal—var
i - F— AT L, HE EXEC £— FIZED £,
Device (config-sec-zone-pair) # end

& N N E I_l_I
NetFlow 1 Rk OF T DETE
Ta— L NT A—& <z FiE, NetFlow £ X2 b g X 7212 HENF 9T, NetFlow 1 X
e refR32—T7MIT B L, BENOGEGEe S a7 XIS REEESNET, T 74
VT, ZOBREIZA F—T TR o TV ET A, ZOBREE A R — T MIZ LI WEE,
T7ATUF—=NOa i, — T ayYFEEFary—roal—1"y 7 7IIEEEN

\i @—O
FIEDHE
1. enable
2. configureterminal
3. parameter-map typeinspect-global
4. |ogdropped-packets
5. log flow-export v9 udp destination ipv4-address port
6. log flow-export template timeout-rate seconds
7. end
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waas R L1774 7o+ —LoEE ||

8. show parameter-map type inspect-global

FIED %
ARV KRFERRETY Va3 Y B

A7 w71 |enable KM EXEC E— REAMCLET., a7 bk
5l - RENTBART— FEANLET,
Device> enable

R w 72 | configureterminal Jua—\)ary 7 4 ¥al—g )y B— REEG
fi LET.
Device# configure terminal

AT 7 3| parameter-map type inspect-global Ta—r L RTGA—=L 2y TEHFREL, NTA—
Bl - Yy T AT EA T 4 X2 —vay T
Device (config) # parameter-map type inspect-global fsﬁfﬁﬂﬁél/§37fo

Z 5 7 4 |log dropped-packets TPAT I H— ML 5T Ry 7P ENETATO
Bl - NryhouXe T4 F =TI LET,

Device (config-profile)# log dropped-packets

R 5w 75 |log flow-export v9 udp destination ipv4-addressport | NetFlow £ Xy F e X 7% A4 ZF—7 M2 LT, =
- VI ADIPT RLAER—FEHELET,

Device (config-profile)# log flow-export v9 udp
destination 192.0.2.0 5000

Z 5w 7 6 |log flow-export template timeout-r ate seconds TUT L= DEA LT T MEEREELET,
fi

Device (config-profile) # log flow-export template
timeout-rate 5000

27y 71 |end Ju—sLar 74 Xalb—vay B RERT
Bl - L. ¥ EXEC E— FICRY £,
Device (config-profile) # end

R T 7 8 | show parameter-map type inspect-global Ta—rNURE S A TINT A =5~y TERE TR
1 - LET.

Device# show parameter-map type inspect-global

WAAS Z AR L= 74 794+ —ILDETE

NG T4 0 %A E =T T HEOICI2EZHHLTRNT 7 4 v 7 % WAE 7231 2|2V
BAVI NTBTF7ATOF—NVHOZ L RV —2 0 KWAAS T 7 1 v 7 7 a—ixwfbs
RETHITIL, ROEEZFIT L4, ZBFW BE T WCCP % ET A543, L2 £/

J—oR=—Z2 Ky —I74794—1 |}
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B wass zgRLET 77— 0EE

GRE 7wk MfER ENET, 7277 L, 2OV FIVATIE, V=0 XR—=R T35 AT U —
JUICGRE DILBETHDHT-, L2 VA A L7 g U NEETT,

CiscolOSXE V7 b7 =7 Tk WAAS OV R— k3T 7 4V b TEZ 72> TED . WAAS
LR SN E T,

\}

GE) WAASZEH L7277 A4 7 U4+ —LOi%E (FIES ~13) (%, CiscolOSXE U U —2& 358 L)
BeCIINEH Y FH A, FIES ~12 D=2~ FiE, CiscolOSXE U U — 2 3.5S DIETITEE I

ENTHET,
FIEDHE
1. enable
2. configureterminal
3. ip weep service-id
4. ip weep service-id
5. log dropped-packets enable
6. max-incomplete low
7 max-incomplete high
8. class-map typeinspect class-name
9. match protocol protocol-name [signatur €]
10. exit
11.  policy-map type inspect policy-map-name
12. classclass-default
13. class-map typeinspect class-name
14. inspect
15. exit
16. exit
17.  zone security zone-name
18. description line-of-description
19. exit
20. zone-pair security zone-pair name [sour ce source-zone-name | self] destination [self |

destination-zone-name]
21. description line-of-description
22. exit
23. interface type number
24. description line-of-description
25. zone-member security zone-name
26. ip addressip-address
27. ipwccp service-id {group-listen | redirect {in|out}}
28. exit

29. zone-pair security zone-pair-name {sour ce source-zone-name | self} destination [self |
destination-zone-name]

30. service-policy typeinspect policy-map-name
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waas R L1774 7o+ —LoEE ||

31. end
FIED %
AU RFEREETO3 Y B#
AFw 71 |enable FikE EXEC E— R& A R—7 WM LET, Tm
Bl 7 MRER SN B AR T — FEAS LET,
Device> enable
27w 72 |configureterminal Ju—rL 3T 4 ¥ e b—a — FEBE
i LETS
Device# configure terminal
AFv 73 |ipwcep serviceid WCCP DX A F X v 7 ITER ST — B 55
15“ : %%%‘/Aj} L/jz\jﬂo
Device (config)# ip wccp 61
RTwv 4 |ipweep service-id WCCP DX A F 2 v ZIZER I NI — B A5
i - T ANTTLET,
Device (config)# ip wccp 62
A5 w 75 |logdropped-packetsenable
i
Device (config-profile)# log dropped-packets
enable
RAFw 6 |max-incompletelow
i -
Device (config) # max-incomplete low 18000
R w7 | max-incomplete high
i
Device (config) # max-incomplete high 20000
RT w8 |classmap typeinspect class-name NoT 4T I T AROBRESIA T VT AT
- EERL, VA vy T ar7 4 Fal—vay
— K Ly
Device (config) # class-map type inspect t b %f%ﬁﬁu L/jfifo
most-traffic GE) class-map typeinspect most-traffic =~
¥ FIFFEFERRIZR > TWETS,
A w79 |match protocol protocol-name [signature] BEINE e hardESIL 752 <y TFD—

1 -

Device (config-cmap) # match protocol http

BEELZRELET, MEFYA T 7 TR~y TD
—HHEAEITIX, Cisco AT —h 7 RNy kA v
AR g THR—RFENTWAH 71 harddxr
EHHTEET,

J—oR=—Z2 Ky —I74794—1 |}



B wass zgRLET 77— 0EE

J—UR—ZRYL—T7479+—) |

ARV FFEREETIVa Yy

S

ATy 710 |exit I ARy T ar7 4 F¥al—var E— ik
Bl - TL,. Ja—)bary74F¥ a2l —Tg s F—FR
Device (config-cmap) # exit “:E%K)jiiro

RT v 711 |policy-map typeinspect policy-map-name LAV LAY 4DMELAT R v— vy
i - EERL, R v—~vy T a7 4F¥al—vg

N — Ly

Device (config) # policy-map type inspect pl - R %fgﬁﬁulzik7fo

Z 5w 712 |classclass-default VAT AT TANE T T ADREERELET,
i : VAT N T T FIN S I T AERE LRWES
Device (config-pmap) # class class-default X, ROFEONR Ty "RBEESRET,

Z 5w 713 |classmap typeinspect class-name TIYarDIFATHRERD T 7 AT U — b
B - F774v 7 (VTR) vy TERBEEL, R —
e . . Ny T I TR arZ4Xal—varE—RNxH
evice (config-pmap) # class-map type inspect
most-traffic ﬁ'éf Lij—o

ATy 14 |inspect Cisco A7 — h TN Ry b A VAT Vg vk
Bl - £ F—=T M LET,
Device (config-pmap-c)# inspect

ATwv 15 |exit RV —~yF VT2 ar7 4 Fal—ar
i - T—RZHETL, R)o—~v T a7 Fal—
Device (config-pmap-c) # exit YAy E-FICRYET

ATy 16 |exit R)v—~wyFar7s ¥al—rvaryEt— K%
i - BTL, Zo—L a7 F¥al— gy £—
Device (config-pmap) # exit FIZRY £

A5 717 | zonesecurity zone-name Ao B —T o f AEBNYCTH LN TEDHEFa
i - VT g Y —=vEERL, E%2V7 4 VY —rav

> 2 N K Ly

Device (config)# zone security zonel A Fal—rar< ] %Fﬂﬂﬁn Li?—"

25y 718 |description line-of-description (E8) V— OBIEAS LET,
i
Device (config-sec-zone) # description Internet
Traffic

AT 19 |exit X2 VT = ar7 s Fal—varE—
Bl - KEETL, ZJe—L a7 4 F¥al—vg

Device (config-sec-zone) # exit

T— FIZRED £7
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waas R L1774 7o+ —LoEE ||

ARV FFEREETIVa Yy

E:)

ATy T2

zone-pair security zone-pair name [source
source-zone-name | self] destination [self |
destination-zone-name]

&1

Device (config) # zone-pair security zp source zl
destination z2

= RTEERL, BXa2 VT4 V= o

T4X2l—ary EB— REBEBLET,

GE) R —m@mHAT T, S T
ERETHVLENDY F7,

ATvIT2n

description line-of-description

51

Device (config-sec-zone) # description accounting
network

UEE) V—r <T7oIHHE AN LET,

ATy T2

exit
1 :

Device (config-sec-zone) # exit

X2V —rar 74 F¥al—T g F—
REgTL, ZJu—Lary74Xal—y g
EF—FIZREY £,

ATvT23

inter face type number

1 -

Device (config)# interface ethernet 0

A H—Tx2AA RAEREL, fVF—TxAf A2
V74 FXal—aryE®— REHBLET,

ATvT24

description line-of-description

1 :

Device (config-if)# description zone interface

UEE) A ¥ —T A AZHOWTOFHBE AL
i‘a‘o

ATy T2

zone-member security zone-name

51

Device (config-if)# zone-member security zonel

A VB =T 2 A AERELEZEF 20T 4 S —
2B BTET,

GE) A B =T =2 Akt Fa )T 4 V—
VDAL AE, FOA B —
T oA A%BELTEZEINDT T
DrFZ T4 71E, T7A/NVRTRaY
TENFET (LT A RED T
TAY T ETNRAAREDNT T 47
EREET) , T T4 v IBA U —
Tz A AW BTN, S mRY
DR — 1 T O—HE T
LHVENRHYET, KUY —N KT
T4 EHFRATHE, VT T 4T
XEDA B —T oA AL BB TX F
7

ATy T 26

ip addressip-address

1 -

Device (config-if)# ip address 10.70.0.1
255.255.255.0

X2V T4 V=V HOA I =T 2 AP T R
LVAZEID B TES,

J—oR=—Z2 Ky —I74794—1 |}
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B ~=xo7479r—roEstEonsE

aAv U RFERET7TIVaY B#)

25w 721 |ipweep service-id {group-listen | redirect {in|out}} | > & —7 = 2T WCCP /85 A — ¥ 5 L&
1 - kR
Device (config-if)# ip wccp 61 redirect in

ATy 28 |exit Ao B =T A A AT 4Fal—gr F—F
R ERT L, Zm— 3 bar 7 Xalb—va s E—
Device (config-if) # exit RIZRY ij‘o

AT w729 |zone-pair security zone-pair-name {source = RTEER L, X2 VT4 =0 X7 a
source-zone-name | self} destination [self | V74X al—ay T— ARG LET,
destination-zone-name]
11

Device (config)# zone-pair security zp source zl
destination z2

A7 730 |service-policy typeinspect policy-map-name T7AT U= RY o—~<v S asmiyy — ~
i - T,
Device (config-sec-zone-pair) # service-policy type| (F) S DXRTH TR S —NEREIN
inspect p2 WS NI T 4w ZIET 74V b

Tkay7ShET,

RTwvF31 |end X2 VT4 = RXT ar7 4 Xal—vay
Bl - T RZfT L, FHE EXEC T— FIZRY £,

Device (config-sec-zone-pair)# end

» -~ > sl En‘ e |
J—=—UNR—RIT7AT7 74— ILDBEZEDEKE
FleDHE
1. enable
2. configureterminal
3. parameter-map typeinspect {parameter-map-name | global | session-reclassify-allow}
F gD
ARV KRFERRETI a3 Y B
RT w71 |enable FHMEEXECE— FAA R—7 VI LET, Tur
%l - "RFERENTEHRNAT—RE AN LET,
Device> enable
Z 5 2 | configureterminal Ta—)ar7 4 Xal— gy T— N2
1 - LET.
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ARV RFERFTIVaY =)

Device# configure terminal

R 7w 7 3| parameter-map typeinspect {parameter-map-name| | parameter-map typeinspect-global € — KT
global | session-reclassify-allow} session-reclassify-allow B EL T, By a v
SEEANILET,

Z ORGE & BN T HITIE, session-reclassify-allow
v RO no FEREMA L ET,

V= R—=RARYS— D74 T 04— ILDEKRTEH

TITIE, Vo R_R—=RA R = T AT U — VOREICEHET L2652 R L ET,

Bl : LANIEEIVRLANETF7ATOA—ILR) O—DEERTE

ROBNE, LAY 3 ELIEILAYE by T LV RY U—%2RLET, 774 v 7IiFACL
199 —# L., T4—7%7y NHTTP A » A7 L g UANEE S E7, match access-group
L ERETDE, LATAA AT v a UREZRDET, TO/RR, 77 A~y 7D
X A 75 match-all THDOILGEEFRNT, LAV TA AR v a UREINET,

class-map type inspect match-all http-traffic
match protocol http
match access-group 101
|
policy-map type inspect mypolicy
class type inspect http-traffic
inspect
service-policy http http-policy

Bl BWENSA—E Ty TOEK

WOREBNE, BANRTA—=F~ v TOFEREZRLTHET,

parameter-map type inspect eng-network-profile
alert on

audit-trail on

dns-timeout 60

icmp idle-timeout 90

max-incomplete low 800

one-minute low 300

sessions maximum 200

tcp finwait-time 5

tcp idle-time 90

tcp max-incomplete host 500 block-time 10
tcp synwait-time 3

udp idle-time 75

J—oR=—Z2 Ky —I74794—1 |}
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B o tsa070v—by—2 RT70HREV—Y RFADRY S~ 29 TOT BT

Bl: EXa)T74 V=&V RTDERET—2 RTADRY
S—RYTDTEYTF

Bl : X274 J—UDERK
KIZ, finance department networks &) ZRTDEF = U7 « ¥ — 1 z1 & engineering services
network & WO LRIO® X2V T 4 V' —2 22 ZERT DB 2R L ET,

zone security zl

description finance department networks
!

zone security z2
description engineering services network

Bl =2 R7DER
WIiT, =zl = R BERL, V= 2 T —rMEEND NI T v I T A
TOA— IR — <N EHIND LOICHEETHIHE R LET,

zone-pair security zp source zl destination z2
service-policy type inspect pl

Bl:wxa)T4 J=—0~ADA2E3—T A ADE|IYHT

I, A=Y Ry A BZ—T oA AZA05—2 2112, A=V Ry " A F—T A A1 %
V=2 R T R FTHHERLET,

interface ethernetO
zone-member security zl
|

interface ethernetl
zone-member security z2

Bl : J=R=RT7AT7I7+—ILDT 4 )LZ L DHKET

WROBEBNT, ZEOT7 7 AT U4 —IT 4 VEBPERSINDHAEICAE Y RNEZEHET 507
EERLTWET, AEUREERT2HIZ, platform inspect match-statistics per-filter =~
VREFEHLTY = R—=RA T 7 AT U= NDT 4 NVE O EEINCTHZENTE
4, ZOFITIE, 74v% (ACL £721ZUDP) Z¢Ii2, V=0 R_R—A 757 AT T4 —)V%
I L7y MR E A MRIZOW T ATRE AR SR B TEE L £ 9,

Device# show policy-map type inspect zone-pair ogacl_zp
Zone-pair: ogacl zp
Service-policy inspect : ogacl pm
Class-map: ogacl cm (match-any)
Match: access-group name ogacl
xxx packets, xxx bytes
Match: protocol udp
xxx packets, xxx bytes
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Bl: J—2R—2 T7 47— LDT 1 L8 ZEnfE

\)

GE) 74X T EORFEHX, match-any 7 4 L ZIZ DN TOAEM TE | match-all DA X H
SINFEHA,

\)

(GE)  CiscolOSXE16.3 U U —ZB L CiscolOSXE 164 V U —ZDPE, 74 VZ T L Ot 2 H
T %11, platform inspect match-statistics per-filter =~ > K& 7 7 7 1 7123 SR,
TNRA A — KT —ERARY —ZHBRLTHL, V=0 XTI —E AR v—
AL E9,

CiscolIOSXE3.17 U V—ADPE, Zoa~r ReT 775 4 712351213, BEXZRGFEL., &
AT L&) a—RTHLERH Y £,

N

GE) AR, 74 VE ZEDOWEEESICT AL, TAA A EZ) 0 — RTE0n—E AR o —
FHIEBEL TS, VY=o XTI —E 2R —2FHEA L £,

TN ZATHEH SN TWNSD TCAM A€V B3 5121, show platform hardware gfp active
classification feature-manager shm-stats-counter =~ > RZfEH L £9°,

Device# show platform hardware gfp active classification feature-manager shm-stats-counter
Shared Memory Information:
Total shared memory size: 16777216
Used shared memory size: 14703656

\)

GE) N7 47 Fay T ERITT7ANEITEORHDOI T IRFRINZNEEE, £ DY
B A ENTWD TCAM 4 £ F U 728 TCAM B 3FD 75% B2 TWET,

)

GE) FTAAATHHENTWAHEEAT IRy XU T 4D T5% EBRDHE, ROEERX v —
UNRERINET,

$CPP_FM-3-CPP_FM TCAM WARNING: SIPl: cpp sp_svr: TCAM limit exceeded: Already used 75

percent shared memory for per-filter stats.

FNRAATHEHAENTWAIEE ZAEY R 100% OEAIT., ROBERX v —IRNFREINE
K

$CPP_FM-3-CPP_FM TCAM WARNING: SIPl: cpp sp_svr: TCAM limit exceeded: Shared memory for

per-filter stats overflow!
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. 5] : NetFlow 1 R F AX U5 DETFE

15“ - NetFlow ’r/\‘f/ ~ D#“*/O“O)E&ﬂq

WIZ, NetFlow A X b X 7 a2RET A0 27 LET,

parameter-map type inspect global
log dropped-packets
log flow-export v9 udp destination 192.0.2.0 5000
log flow-export template timeout rate 5000

5] - WAAS Z{EA L1=Cisco 7714 79+ —ILDKTE

W, WCCPEZERA L TR T 7 4 v 7 BBREDTZODICWAET XA AN T T4 w0 %) EA
VI N FTABA T 7 AT I —NDTy RV —T 2 RO WAAS N T 7 4 v 7 7a—%&EltT%
RIEDOH &R L ET,

RIZ. integrated-service-engine { > X — 7 = A ANER DY — U THRESH, X2V T 4
VU AN B =T 2 A ABREND B THATNDEDIL, EXa VT 4= Ay
N=ITRTZ 74wV Ry IR NE T HREFEZRLET,

! Zone-based firewall configuration on your router.

ip wcecp 61

ip wcecp 62

parameter-map type inspect global

log dropped-packets enable

max-incomplete low 18000

max—-incomplete high 20000

|

class-map type inspect match-any most-traffic

match protocol icmp

match protocol ftp

match protocol tcp

match protocol udp

|

policy-map type inspect pl

class type inspect most-traffic
inspect

|

class class-default
drop

|

zone security in

|

zone security out

|

zone security waas

|

zone-pair security in-out source in destination out
service-policy type inspect pl

|

zone-pair security out-in source out destination in
service-policy type inspect pl

|

zone-pair security waas-out source waas destination out
service-policy type inspect pl

|

zone-pair security in-waas source in destination waas
service-policy type inspect pl
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5 : WAAS % & L 1= Cisco 77 4 79+ — Loz |

|
interface GigabitEthernet0/0
description WAN Connection

no ip dhcp client request tftp-server-address
no ip dhcp client request router
ip address dhcp

ip wcep 62 redirect in

ip wcep 61 redirect out

ip flow ingress

ip nat outside

ip virtual-reassembly in

ip virtual-reassembly out
zone-member security out
load-interval 30

delay 30

duplex auto

speed auto

|
interface GigabitEthernet0/1
description Clients

ip address 172.25.50.1 255.255.255.0
ip pim sparse-mode

ip nat inside

ip virtual-reassembly in
zone-member security in

ip igmp version 3

delay 30

duplex auto

speed auto

|

interface Vlanl

description WAAS Interface

ip address 172.25.60.1 255.255.255.0
ip wccp redirect exclude in

ip nat inside

ip virtual-reassembly in
zone-member security waas
load-interval 30

WIZ, V=0 RXR=RA T 7 AT Ut =)L HBR— T 572D WAE L TOREFEZ L ET,
ZORGEF, —FTIFITO ZENTET, WAE TORITH ZENTELHZ LITERELTKL
TZEW,

!Configuration on the WAE.
primary-interface Virtual 1/0
interface Virtual 1/0
ip address 172.25.60.12 255.255.255.0
|
ip default-gateway 172.25.60.1
wcep router-list 1 172.25.60.1
wCcCcp tcp-promiscuous service-pair 61 62
router-list-num 1
redirect-method gre
egress-method ip-forwarding

enable
|
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crypto ikev2 proposal PROP
encryption 3des

integrity sha256

group 5
crypto ikev2 policy POL

match fvrf any

proposal PROP
crypto ikev2 keyring keyringl

peer peer

address 0.0.0.0 0.0.0.0
pre-shared-key cisco
crypto ikev2 profile profl
authentication remote pre-share
authentication local pre-share
match identity remote address 0.0.0.0
match address local interface loopbackl
keyring local keyringl

no shutdown

Virtual-Template 1
class-map type inspect match-any cmap
match protocol icmp

match protocol tcp

match protocol udp
policy-map type inspect pmap

class type inspect cmap

inspect

class class—-default

drop log

zone security in

zone security zonel

zone-pair security zpl source zonel destination in
service-policy type inspect pmap
crypto ipsec profile ipsecl

set ikev2-profile profl

interface Loopbackl

ip address 51.1.1.1 255.255.255.0
interface Gi0/0/0.2

encapsulation dotlg 2

ip address 100.1.1.1 255.255.255.0
zone-member security in

interface Gi0/0/0.3

encapsulation dotlg 3

ip address 100.1.2.1 255.255.255.0
zone-member security in

interface Gi0/0/0.4

encapsulation dotlg 4

ip address 100.1.3.1 255.255.255.0
zone-member security in

interface Gi0/0/0.5

encapsulation dotlg 5

ip address 100.1.4.1 255.255.255.0
zone-member security in

interface Gi0/0/0.6

encapsulation dotlg 6

ip address 100.1.5.1 255.255.255.0
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zone-member security in
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interface Virtual-Templatel type tunnel

ip unnumbered loopbackl
zone-member security zonel
tunnel source loopbackl
tunnel mode ipsec ipvi4

tunnel protection ipsec profile ipsecl
ip route 60.0.0.0 255.0.0.0 192.168.2.2

“ADOFlexVPN EDVTI ZER L= 74 70+ —ILDEK
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crypto ikev2 proposal PROP
encryption 3des

integrity sha256

group 5

crypto ikev2 policy POL
match fvrf any

proposal PROP

crypto ikev2 keyring keyringl
peer peerl

address 0.0.0.0 0.0.0.0
pre-shared-key ciscol

crypto ikev2 keyring keyring2
peer peer2

address 0.0.0.0 0.0.0.0
pre-shared-key cisco?2

crypto ikev2 keyring keyring3
peer peer3

address 0.0.0.0 0.0.0.0
pre-shared-key cisco3

crypto ikev2 keyring keyring4
peer peerd

address 0.0.0.0 0.0.0.0
pre-shared-key cisco4

crypto ikev2 keyring keyring5b
peer peerd

address 0.0.0.0 0.0.0.0
pre-shared-key ciscob

crypto ikev2 profile profl

authentication remote pre-share
authentication local pre-share

match identity remote address 0.0.0.0
match address local interface loopbackl

keyring local keyringl

no shutdown
Virtual-Template 1

crypto ikev2 profile prof2

authentication remote pre-share
authentication local pre-share

match identity remote address 0.0.0.0
match address local interface loopback?2

keyring local keyring?2

no shutdown
Virtual-Template 2

crypto ikev2 profile prof3

authentication remote pre-share
authentication local pre-share
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match identity remote address 0.0.0.0
match address local interface loopback3
keyring local keyring3

crypto ikev2 profile prof4
authentication remote pre-share
authentication local pre-share

match identity remote address 0.0.0.0
match address local interface loopback4
keyring local keyring4

no shutdown

Virtual-Template 4

crypto ikev2 profile prof5
authentication remote pre-share
authentication local pre-share

match identity remote address 0.0.0.0
match address local interface loopback5
keyring local keyringb

no shutdown

Virtual-Template 5

class-map type inspect match-any cmap
match protocol icmp

match protocol tcp

match protocol udp
policy-map type inspect pmap

class type inspect cmap

inspect

class class—-default

drop log

zone security in

zone security zonel

zone security zone2

zone security zone3

zone security zone4

zone security zoneb

zone-pair security zpl source zonel destination in
service-policy type inspect pmap
zone-pair security zp2 source zone2 destination in
service-policy type inspect pmap
zone-pair security zp3 source zone3 destination in
service-policy type inspect pmap
zone-pair security zp4 source zoned4 destination in
service-policy type inspect pmap
zone-pair security zp5 source zoneb5 destination in
service-policy type inspect pmap

crypto ipsec profile ipsecl

set ikev2-profile profl

crypto ipsec profile ipsec2

set ikev2-profile prof2

crypto ipsec profile ipsec3

set ikev2-profile prof3

crypto ipsec profile ipsec4d

set ikev2-profile prof4

crypto ipsec profile ipsech

set ikev2-profile prof5

interface Loopbackl

ip address 50.1.1.1 255.255.255.0
interface Loopback?2

ip address 50.1.2.1 255.255.255.0
interface Loopback3

ip address 50.1.3.1 255.255.255.0
interface Loopback4

ip address 50.1.4.1 255.255.255.0
interface Loopbackb

ip address 50.1.5.1 255.255.255.0
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interface Gi0/0/0.2
encapsulation dotlg 2

ip address 100.1.1.1 255.255.255.

zone-member security in
interface Gi0/0/0.3
encapsulation dotlg 3

ip address 100.1.2.1 255.255.255.

zone-member security in
interface Gi0/0/0.4
encapsulation dotlqg 4

ip address 100.1.3.1 255.255.255.

zone-member security in
interface Gi0/0/0.5
encapsulation dotlg 5

ip address 100.1.4.1 255.255.255.

zone-member security in
interface Gi0/0/0.6
encapsulation dotlg 6

ip address 100.1.5.1 255.255.255
zone-member security in
interface Virtual-Templatel type
ip unnumbered loopbackl
zone-member security zonel
tunnel source loopbackl

tunnel mode ipsec ipvi4

tunnel protection ipsec profile
interface Virtual-Template2 type
ip unnumbered loopback2
zone-member security zone2
tunnel source loopback2

tunnel mode ipsec ipvi4

tunnel protection ipsec profile
interface Virtual-Template3 type
ip unnumbered loopback3
zone-member security zone3
tunnel source loopback3

tunnel mode ipsec ipvi4

tunnel protection ipsec profile
interface Virtual-Templated type
ip unnumbered loopback4
zone-member security zone4
tunnel source loopback4d

tunnel mode ipsec ipvi4

tunnel protection ipsec profile
interface Virtual-Template5 type
ip unnumbered loopback5
zone-member security zoneb
tunnel source loopback5

tunnel mode ipsec ipvi4

tunnel protection ipsec profile
ip route 60.0.0.0 255.0.0.0 192.1

.0

tunnel

ipsecl
tunnel

ipsec2
tunnel

ipsec3
tunnel

ipsec4d
tunnel

ipsech
68.2.2
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