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IPv4 7 R L A% IPv6 ACL [THLAGATe LTER H Y £97,
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GE) AT — k7L NAT64 1L VRF IZHS L TWRW=d, 77 AT 74 —/LE& A7 — K 7)1 NAT64
RELHEHHOETVRF ZHFEHT L EIITEERA,

T7AT U A—NDI T A~y TACLZHEHTL5E. ACL TIEAAR F EOFEED IP T
RUVREZFHL TNy b7 —%2RETHLERDY £, HELT FUAEREFHEET R
VADBPMERGEAIE, 77 A~y 7 ACL TIPvd 7 RLAE721XIPv6 7 KL 2D\ THh
MEEHLET, HEILT FLRAESEET FLAOWFIZIEKESNT N ry b 7a—%7 4 )V ¥
Vo 735121, IPv6 7 RLAZRMBHT 52 L, BEXOACLIZIPV4 7 KL R EfAiATe Z &
DMETT, ACLTIXIPV6 7 RLAZEH L TAT— K 7/VNAT64 Ny b7 4 VB Y v
T HUMENRH FT,

)

CE) 77470 —NVEFEHLEZAT— ML ANATM TV FR— SN THEFA,

_R—hEF7T)Vr—a3oDevELS

R—=r T 7V r—varo~wy s (PAM) ZEHLT, *y FU—2 —bE R LT
Vr—2a  HOTCP £721X UDP R— "EFEA N AZVAXTEES, 7747 U4+ —/VT
PAM ZfE ] LT, TCP £721X UDP R— "NEFERFEDR Yy NV —2 —ERXEZT 7Y
g—va ACEEMITET, A bEEEXRY NU—7 = REEIT U r—a iz
~ v BT LT, BHEILERIN TORNA AX AGFEICK LT O R — k& A
THZEWLKV T 7 AT =N A VAT g U E#EATEET, PAM 2% ET HI121E,
ipport-map =~ R&EMHALET,

N TRAZE) T4 ELVISSU

IPv6 77 AT U4 —NEIHRy 7 ANHA 2V AR—FLTWVWET, 7747 U=y =
NIAA v F A — =T A HZ 731 Embedded Services Processor (ESP) & [RIHEIESNFET, In
Service Software Upgrade (ISSU) & IPv6 77 A 7 U 4 —/L CTHHR— K ENTWHET,

SO 4w D U5 RDpass T a3y

TrATOA—NTE, bTT Ay I TABEDO STy M EZONEICHESOTHGILE
T, VIREERL, MIENE N T T4 v 7 ITRY =B RKMT BT 7 v a v RERATER
T Tovarii, 87740 7T ACBEN T BN FEOKIETT, 7 7 AT LT,
inspect, drop, BELWpass 77 v a vy EHETE LT,
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B 2 Kus— 77479+ — LD P 4R~ FOREFE

pass 77 a I, NI T4 vl EHDLY—UnORIOY — N LET, pass T/ v a vk
RETDE, 77AT VA= MEINT T4 v 7 REETITELET, IPV6 7 7 A T U4 —)L
Tk, V—r T lpass T/ v a v aRE LR —~y T R2ERTH LK, UV F—
Y T T 4w IR UTHRMIC pass TV v a VEBRET ALENRH Y £T7,

WOBENZ, IPv6 8T 7 47 DRV I — <7 (outside-to-inside-policy 35 L
inside-to-outside-policy) Tpass 77 v a VY EHET HHEERLET,

policy-map type inspect outside-to-inside-policy

class type inspect ipvé6-class

pass (Defines pass action for the ipv6-class from the outside to the inside)
!

class class-default

!
policy-map type inspect inside-to-outside-policy

class type inspect ipvé4-class

inspect (Defines inspect action for ipv4d-class)

class type inspect v6_class

pass (Defines pass action for ipvé6-class from the inside to the outside)
class class-default

!

|

zone security inside

!
zone security outside

!
zone-pair security in-out source inside destination outside
service-policy type inspect inside-to-outside-policy

!
zone-pair security out-in source outside destination inside
service-policy type inspect outside-to-inside-policy

J—R—=—XR)—T7AT794+—ILD IPv6 H7R—
NDERTEAHE

IPVv6 774 704 —ILDEXRTE

FIRDHE

IPvda 77 AT T4 —VEIPV6 77 AT U4 —VERETDHFIEIZXFCTT, IPv6 77 AT
T A —IVERET DI, IPV6 7T RLA 77 IV ETR~YyF U T END T TA <y
TERETHLENLY £,

match protocol =~ RKiZIPv4d 877 4 w7 L IPv6 b T 7 4 v 7 O FIZHEH S, IPv4 R
Jo—L PV R —DELLIZHLINEEGDDL ENTEET,

enable

configure terminal
vrf-definition vrf-name
address-family ipv6
exit-address-family

apwbd-=
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exit

©oNoO

exit
10. ipv6 unicast-routing

e 771 7o r—nogE [

par ameter-map type inspect parameter-map-name
sessions maximum & v v 3

11. ip port-map appl-name port port-numlist list-name
12. ipv6 accesslist access-list-name

13. permit ipv6 any any
14. exit

15. classmap typeinspect match-all class-map-name
16. match access-group name access-group-name
17. match protocol protocol-name

18. exit

19. policy-map typeinspect policy-map-name
20. classtypeinspect class-map-name
21. inspect [parameter-map-name]

22. end

FlgD 4
AU RFEREETIVaY B#

A7y 71 |enable F#HE EXEC E— RZBAMA L £3,
il : e MAU—RZ AN LET ERENTHH)
Device> enable

R w 2 |configureterminal rTa—) a7 4 X2 lb—3ay EB— NEELG
- LET,
Device# configure terminal

RFw 73 |vri-definition vrf-name Virtual Routing and Forwarding (VRF) /L —7 ¢ > 7
Bl - T=TINA VAL AEBEL, VREAY T 4 F 2

2 N N L

Device (config)# vrf-definition VRF1 b—va s ® f‘%fﬁﬁﬁn L/§57fo

25w 74 |addressfamily ipv6 VRE7 FLA Z773Y arv74¥al—ay
i T—REBBL T, EEIPV6 T RLA T LT 1y
Device (config-vrf)# address-family ipvé 72%{1\‘%—?‘5?)\:/5 \/%%\Libi—io

ATwv 75 |exit-addressfamily VRE7 RLA 773U av7 4 X¥al—ay
Bl - E—REKTL, VRFa2 7 4 Falb—aE—

> YN

Device (config-vrf-af)# exit-address-family R éf%ﬁﬁn L/jijfo

ATy 6 |exit VRF 227 4 Xal—var E—REK&TLT,
i - sua—s )y ary7 4 Xalb— gy T— Neth

Device (config-vrf) # exit

Liﬁ‘o
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ARV FFEREETIVa Yy

S

RFw 71 | parameter-map typeinspect parameter-map-name T7AT T H—NDT = GEZ A T IXT A —
i - By Tk, BET VY a VCHET 5 LEWE,
. | ) | BA DT Y b, ZOMD AT A IHRTE B &
evice (config)# parameter-map type inspect ~ . 0 R R
ipv6-param-map INZL, WNIRA—F <y T XA THREI L T (F =
L—vay B— RERBELET,
RATv 78 |sessonsmaximum kg V= X7 IR R R RITARE v v a VK
B - R ELET,
Device (config-profile) # sessions maximum 10000
27w F9 |exit NIA=R =y T AT REA LT 4 Fal—T3
&1 VE—RERTL, Fr—L ar T 4 X2 l—
N N — R L
Device (config-profile) # exit vasE ]\ %Fﬂﬁﬁn Li—a“’
AT w710 |ipv6 unicast-routing IPV6 2=F ¥ A N T —H 7T LOEEEFHITL
i - £7,
Device (config)# ipv6 unicast-routing
AT 711 |ip port-map appl-name port port-numlist list-name  |[pv6 7 72 2> hr—/L U A2 ~ (ACL) %f{#H
Bl - LTR=NMNTFV = arfvy e s (PAM)
Device (config)# ip port-map ftp port 8090 list %EEEALIJEETrO
ipvé-acl
AT w712 |ipv6 accesslist access-list-name IPVv6 77 EAU A RNEEFRL, IPv6 77 ERX U X
i - Fary74Fal—varE—ReBLET,
Device (config)# ipv6 access-list ipvé6-acl
A7y 713 |permitipv6 any any IPv6 7 7 E A U A MTHFA S 2HRE L ET,
i -
Device (config-ipvé6-acl)# permit ipvé any any
ATy 714 |exit IPV67 7 A YA hary7 4 F¥al—aryE—
R REKRTL, o=l ar7 4 Xal— gy
— Ly
Device (config-ipvé6-acl)# exit T R %fﬁﬁﬁn[/EETfo
25w 715 |classmap typeinspect match-all class-map-name TV r—va VEEORES AT I TA T
Bl - ZIERR L. QS 7 FA vy 7 arv 7 4 Fal—
N N — K Ly
Device (config) # class-map type inspect match-all VAT }\%EﬁﬁﬁDL/§£7r°
ipv6-class
R T w716 |match access-group name access-group-name BE L7 ACLEZX—R|Z7 T A~y Ik LT—

1 -

Device (config-cmap) # match access-group name
ipvé6-acl

BHRMEZRELET,
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J—roBrEsva—7142~0—20EA ||

ARV FFEREETIVa Yy

E:)

ZFw 717 | match protocol protocol-name BEISh-7a halEks3x, 759X <70
Bl - —HOEMEARE L E T
Device (config-cmap) # match protocol tcp

RTv 718 |exit QSV/ A~y T ar7 4 ¥al—igrE—F
R ERTL, Zm— 3 bar 7 Xalb—va e

> YN

Device (config-cmap) # exit }\%fgﬁﬁnl/zEﬁfo

AT 719 |policy-map typeinspect policy-map-name 7 haEEOREYA T R -~y T EAE
451 - KL, QSAHKRY v—<vF a7 Fal—a

N e v

Device (config) # policy-map type inspect - F %fgﬁﬁnl/ﬁfﬁfo
ipvée-policy

ATy J20 |classtypeinspect class-map-name T avDFATRHBERDNT T4 T T TA
- ZIREL. QSR —~<vF 7 IR a7

>y — N — R N

Device (config-pmap) # class type inspect Fal—rarx }\ %%ﬁﬁn Li—g—o
ipvé-class

AT w721 |inspect [parameter-map-name] AF—RKTIN Ry N A VAR g A R—
B T LET,
Device (config-pmap-c)# inspect ipv6-param-map

RFwv 722 |end QSAKIV v —=vF VT ar7 4F¥al—a
Bl - ¥ = R&fT L, FitE EXEC £— F&Blth L %

Device (config-pmap-c)# end

j"o

J—YDNREEA AR —TITAARAANDY —2DEFA

FIEDOHE

1. enable

2. configureterminal

3. zone security zone-name
4, exit

5. zone security zone-name
6. exit

7

8.

9.

exit
10. interface type number

11.  ipv6 address ipv6-address/prefix-length

12. encapsulation dotlq vian-id

13. zone-member security zone-name

zone-pair security zone-pair-name [sour ce source-zone destination destination-zone]
service-policy type inspect policy-map-name
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14. end

I—UR=ZRY Y= T7 LTI+ —LDIP6HHR—b |

15. show policy-map type inspect zone-pair sessions

FIE D
ARV RFERETI3 Y EL:y

A7y 71 |enable FiiE EXEC E— RZBltA L £,
i e MAT—=REANLET (FRINTEHA) .
Device> enable

RTwF2 |configureterminal Jra—sL ar 7 4 ¥ alb—3ay B— RER
i - LET.
Device# configure terminal

AT w3 |zonesecurity zone-name X2V T 0 V= EERL, EXF2 VT4 Y —
B - varzZ4Xalb—varE—RKeMbLET,
Device (config)# zone security zl

RTwv 4 |exit tX2UTF 4= ar7 4 ¥al—ar E—
- REHTL, Za— L ar 74Xz l—3 g0

— K Ly

Device (config-sec-zone) # exit T R %f%ﬁﬁnl/EETfo

AFw F5 |zonesecurity zone-name X2 VT V= BEHRL, EXa VT Y —
i - var4Xalb—varEw—RelBLET,
Device (config)# zone security z2

ATv76 |exit tXa VT4 ar7 4 ¥al—v gy ET—
Bl - KEETL, ZJe—L a7 4 F¥al—vag

— K Ly

Device (config-sec-zone) # exit T F éfgﬂﬁu L/j£7r°

RXFw 7 |zone-pair security zone-pair-name[sourcesource-zone| > —> X7 E{ERK L. XU T4 S — 7 o
destination destination-zone] VT 4 X al—ay T— ARG LET,
i
Device (config)# zone-pair security in-2-out
source zl destination z2

A5 w8 |service-policy typeinspect policy-map-name RV — o7 % Ny T LoYL R Y —( B}
{;'] : U’i’a‘o
Device (config-sec-zone-pair) # service-policy type
inspect ipvé6-policy

27y S |exit X2V T VX7 a7y Fal—va v
R FT—REKTL, Je—Lary7 ¥zl —v3

Device (config-sec-zone-pair) # exit

v E—RERBLET,
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| V—oR=ZKYL— 74794 —L0DIPv6HH—
J—roBrEsva—7142~0—20EA ||

AV RFERETI3 Y EL:Y
ZRT7 w710 |interface type number YT H—T 2 A AEBREL, VT F—T =
i - ARV T4 Xal—varE— REfBLET,
Device (config)# interface gigabitethernet 0/0/0.1
X w711 |ipv6 addressipve-address/prefix-length IPv6 D—RE72 V7 4 v 7 RSN T IPV6 7
%l - RVAREBREL, A X —T = AFERFHT A
Device (config-subif)# ipv6é address =7 = A ATBT L IPv6 I & A F=TMTL
2001:DB8:2222:7272::72/64 gz?*o
R TFw 712 |encapsulation dotlq vian-id A 2B —T 2 A ZATHEHRAT B SR AR T
i - LE9.
Device (config-subif)# encapsulation dotlg 2
AT 713 |zone-member security zone-name AN B—=T 2 RS = AN—L LTREL
i - 7.
Device (config-subif)# zone member security zl « zone-name 51 D4, zonesecurity 2= > R
AL TCREFLDYS = D1OERETH
WELIR S E4,

A BE—T 2 A ANEF2 YT 4 S —NTh
L2Y%6E. TDOA B —T oA A%iW@DH T

T4 w7 ELLDOHTHETRT (T34 R
FEEIIIT A AFD T 7 4 v 7 %K) 1T
TFI7xN TRy TIhET, FTT7 407
WS =2 AUNR—=ThHHA X —T o A%
WiET DX, DY = &R —Om
D=2 XT O—EIZTHMERDY 77,

ANV 2 —® inspect 721X pass 77 ¥ =3 T

KoThI 74 v I BFFRISNDGEIEL. D
A B =T A A%B LT T 74 v 7Rk

ESE
ATv 714 |end YIS F—T e AT 4 Fal—ra T
Bl - RZ#&T LT, %M EXEC E— FaRm L £,

Device (config-subif) # end

Z T 715 |show policy-map typeinspect zone-pair sessions R v— =R EESNTY — v XTI &
i - NHEOT, B ENTEAT— I 7y b A
AT gy EyarERRLET,

Device# show policy-map type inspect zone-pair
sessrons s ZOawy RO, 1Pv4 & IPv6 DD
T7AT A=y varERRLET,
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I—UR=ZRY Y= T7 LTI+ —LDIP6HHR—b |

B oreor 79— LBLBRT— F L NATBA K— b 7 FLRZHEORE

il

KIZ7: 9 show policy-map typeinspect zone-pair sessions =~ > KO HHIE, IPv6 7
RLUZAG Ppvd 7 RU A (E7XZ D) Oy NEMZ R R LET,

Device# show policy-map type inspect zone-pair sessions

Zone-pair: in-to-out
Service-policy inspect : in-to-out

Class-map: ipvé6-class (match-any)
Match: protocol ftp
Match: protocol tcp
Match: protocol udp
Inspect
Established Sessions
Session 110D930C [2001:DB8:1::103]:32847=>(209.165.201.2:21) ftp SIS _OPEN
Created 00:00:00, Last heard 00:00:00
Bytes sent (initiator:responder) [37:84]

Half-open Sessions
Session 110D930C [2001:DB8:1::104]:32848=>(209.165.201.2:21) ftp SIS _OPENING
Created 00:00:00, Last heard 00:00:00
Bytes sent (initiator:responder) [0:0]

K IZ7~:3 show policy-map type inspect zone-pair sessions =~ > RO H 1)L, IPv6 7
RLAMNE IPpv6 7 KL ZA~DY y N A FR L ET,

Device# show policy-map type inspect zone-pair sessions

Zone-pair: in-to-out
Service-policy inspect : in-to-out

Class-map: ipvé6-class (match-any)
Match: protocol ftp
Match: protocol tcp
Match: protocol udp
Inspect
Established Sessions
Session 110D930C [2001:DB8:1::103]:63=>[2001:DB8:2::102]:63 udp SIS OPEN
Created 00:00:02, Last heard 00:00:01
Bytes sent (initiator:responder) [162:0]

PV 7747 94— ILEEURT—FTILNATOAR— k7 FL R ZEHR
Eld,

ax ;&

WOVEETIE, AT — M7/ NAT64 DX AF I v 7 R—F T R AZH# (PAT) Z#ERA L=
IPv6 7 7 A T U4 —NERELET,

PAT HETIT., BHDOIPV6 R A N&2, fEHA[RER IPvE 7 RL A F— LIZEFIE T~y B 7
LET, #1473 w7 PATHEIL, IPv4 A X —F >y MEGRERM LN S, Dl IPvd 7
KL AZEM 2T D DICEERL B F T,
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| V—oR=ZKYL— 74794 —L0DIPv6HH—

IPV6 774 794 —LBEEURT— k7L NATea K— k 7 KL Z#oRE [

FlaD#EE
1. enable
2. configureterminal
3. ipv6 unicast-routing
4. interface type number
5. no ip address
6. zone-member security zone-name
7 negotiation auto
8. ipv6 address ipv6-address/prefix-length
9. ipv6 enable
10. nat64 enable
1.  exit
12. interface type number
13. ip addressip-address mask
14. zone member security zone-name
15. negotiation auto
16. nat64 enable
17.  exit
18. ipv6 accesslist access-list-name
19. permit ipv6 host source-ipv6-address host destination-ipv6-address
20. exit
21. ipv6 route ipv6e-prefix/length interface-type interface-number
22. ipv6 neighbor ipv6-address interface-type interface-number hardware-address
23. nat64 v4 pool pool-name start-ip-address end-ip-address
24. nat64vev4 list access-list-name pool pool-name overload
25. end
Flgn 4
OV bERIETOYa Y B#
ATwv 71 |enable W EXEC — &AL 7,
Bl e MATU—REZANLET ERShTHE) .
Device> enable
R wJ2 |configureterminal rTa— ) a7 4 X2 lb—3ay EB— N2
Bl - LET,
Device# configure terminal
AT w73 |ipv6unicast-routing IPv6 =% ¥ A b 7 —X 77 AOWEE AL
i ESE
Device (config) # ipv6 unicast-routing
AT 74 |interfacetype number A V=T 2 A RAEHFREL, A VX —Tx AR 2
i - Y74 F¥alb—var T REBEBLET,
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B Poo7 (79— L EEURT— b TILNATES K— b 7 FLREROBE

I—UR=ZRY Y= T7 LTI+ —LDIP6HHR—b |

ARV FFEREETIVa Yy

S

Device (config) # interface gigabitethernet 0/0/0

RFwF5 |noipaddress IP7 KL AZHIBRT 25, IPAEEZT -7 L
1§| : &:Liﬁ—o
Device (config-if)# no ip address

ATFwT6 |zone-member security zone-name AV EBE—T a2 A R X 2T 4 S —NIT X
15'] : ?Lij‘o
Device (config-if)# zone member security zl

AT w71 |negotiation auto XHEY hA—F Ry AV F—T = A ZADHE,
Bl - Talby A BLXOA® T v —filfflz 8w
Device (config-if)# negotiation auto vI—vars e }\ :/VVG&EVG% % & 7 CL=

j‘o

Z w78 |ipv6addressipvé-address/prefix-length IPv6 D—HIR 7 L7 4 > 7 RZEE DN TIPVe 7
Bl - RURAZREL, 4 ¥ —7 A AZBIT 5 IPv6
Device (config-if)# ipv6 address 2001:DB8:1::2/96¢ WERE A X =T T LET

RTw 79 |ipv6enable HRIYZRIPV6 7 R L ADSRRE SN TWHRNA v F —
Bl - 7 A ATBT D IPVe L Z A R —T T LE T,
Device (config-if)# ipv6 enable

RT w710 |nat64enable A B —Tx A ATNAT64 %A X —T /ML ZE
11 EE
Device (config-if)# nat64 enable

ATy 1 |exit A B =T Af A ALy T 4FXal—ayF—F
Bl - ERTL, Fa— a7 4 ¥al— g T
Device (config-if)# exit FIZAD ij‘o

R 712 |interface type number A B =T 2 A AGHFEL, A v F—T =R 2
- 74X al—varyT—RERBLET,
Device (config)# interface gigabitethernet 0/0/1

RTw 713 |ip addressip-address mask AV BE—=T 2 A AT HTTA~IVIPT RLA
Bl - FFEAFVIPT RLAZRELET,
Device (config-if)# ip address 209.165.201.25
255.255.255.0

AT 714 |zonemember security zone-name AN B—T A Rt Fa VT4 V=T Hy

1 -

Device (config-if)# zone member security z2

FLET,
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IPV6 77 4 79+ —LEEURT— k7L NATE K— k7 L2 ZR0%E [

ARV FFEREETIVa Yy

E:)

AFw 715 |negotiation auto XHEY A=V Fy b A v H—T oA ADKE,

Bl - TaZlby /A BLOHE T v —Hli#lzBEhx T
N —< N ° =A== = )
Device (config-if)# negotiation auto v vaws 7 }\ jﬂ/fﬂﬂi(% @ J: g - sz
7T

A7 716 |naté4enable A B =T A ATNAT64 Z A F—T VI L%
1 kR
Device (config-if)# nat64 enable

ATy 11 |exit Ao A —T xR AT 4 Xal— gy F—F
Bl - PRTL, Zu—rLary 7 4 X¥al—3ig s E—
Device (config-if)# exit FIZAD i‘a‘o

AT F18 |ipv6 accesslist access-list-name IPv6 77 BAY A NEEFRL, IPV6 77 A U R
Bl - harvr7 4 ¥al—varT—REBLET,
Device (config)# ipv6 access-list ipvé6-ipvé-pair

AT 719 |permitipv6 host source-ipv6-address host IPVv6 77 A UA N, BEILIPV6 RA N T KL
destination-ipv6-address A, BXOSEHIPV6 R A N T R L ADF A%
i - RELET,
Device (config-ipv6-acl)# permit ipvé host
2001:DB8:1::2 host 209.165:201.25

ATy 20 |exit IPv6 7 7 EA VAN a7 4 Xal— g F—
Bl REHKTL, Fe—Lary7 4 F¥al—g

— K L

Device (config-ipv6-acl)# exit T F %fgﬁﬁnl/if7ro

AT w721 |ipv6routeipve-prefix/length interface-type AHRT 4 w7 IPV6 L— hEHESL L £,
interface-number
B -
Device (config)# ipvé route 2001:DB8:1::2/96
gigabitethernet 0/0/0

R w722 |ipv6 neighbor ipve-address interface-type IPv6 XA N—RBX Yy v a2 DAET 4 v T T
interface-number hardware-address MU AEELET,
1 -
Device (config)# ipvé neighbor 2001:DB8:1::2/96
gigabitethernet 0/0/0 0000.29f1.4841

R Fw 723 |nat64v4pool pool-name start-ip-addressend-ip-address| 25— ~ 7 /L NAT641Pv4 7 KL A F— L5 EF L

&1

Device (config) # nat64 v4 pool pooll
209.165.201.25 209.165.201.125

£
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I—UR=ZRY Y= T7 LTI+ —LDIP6HHR—b |

AT RERETIVa Y

S

Z 5w 724 |nat64vev4 list access-list-name pool pool-name NAT64 PAT F 72118 EMWT RUAEHE A R —T
overload MZLET,
1
Device (config) # nat64 vév4 list naté4-ipvé-any
pool pooll overload
25w F25 |end ya—r ) ar7 4 ¥al—varyE— NEKT

1 -

Device (config) # end

L. M EXEC E— FZBAR L £,

J— L R—
D

E 1

5l IPv6 274 704+ —ILDEKTE

Device# configure terminal
Device (config)# vrf-definition VRF1

Device (config-vrf)# address-family ipvé

ARYS—T7ATO4+—ILD IPv6 H7R—

Device (config-vrf-af)# exit-address-family

Device (config-vrf) # exit

Device (config) # parameter-map type inspect ipv6-param-map
Device (config-profile)# sessions maximum 10000

Device (config-profile) # exit
Device (config) # ipv6é unicast-routing

Device (config)# ip port-map ftp port 8090 list ipvé6-acl
Device (config) # ipvé access-list ipvé-acl

Device (config-ipv6-acl)# exit

Device (config) # class-map type inspect match-all ipvé6-class
Device (config-cmap) # match access-group name ipvé6-acl

Device (config-cmap) # match protocol tcp

Device (config-cmap) # exit

Device (config) # policy-map type inspect ipvé6-policy
Device (config-pmap) # class type inspect ipvé6-class
Device (config-pmap-c) # inspect ipv6-param-map

Device (config-pmap-c)# end

(
(
(
(
(
(
(
(
(
Device (config-ipvé6-acl) # permit ipv6é any any
(
(
(
(
(
(
(
(
(

Bl : J—=2DEBRTFEEAEZ—TTARAANDYT—2DEA

Device# configure terminal
Device (config) # zone security zl
Device (config-sec-zone) # exit
Device (config) # zone security z2
Device (config-sec-zone) # exit

(

Device (config)# zone-pair security in-to-out source zl destination z2
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Bl :IP6 T 7A T I4A—ILERT— L TILNATEAR— b 7 KL R ZE R

)

=L ==

A

X E

Bl PG 7479 r—ERT— T NATE K— k7 LR ZRO%E [

Device (config-sec-zone-pair) # service-policy type inspect ipvé6-policy

(
Device (config-sec-zone-pair)# exit

Device (config) # interface gigabitethernet 0/0/0.1

Device (config-if) # ipvé address 2001:DB8:2222:7272::72/64
Device (config-if)# encapsulation dotlqg 2

Device (config-if) # zone member security zl

Device (config-if)# end

configure terminal
ipvé unicast-routing
interface gigabitethernet 0/0/0
no ip address
zone member security zl
negotiation auto
ipv6 address 2001:DB8:1::2/96
ipvé enable
nat64 enable
|
interface gigabitethernet 0/0/1
ip address 209.165.201.25 255.255.255.0
zone member security z2
negotiation auto
nat64 enable
|
ipvé access-list ipv6-ipvéd-pair
permit ipv6 host 2001:DB8:1::2 host 209.165:201.25

ipvé route 2001:DB8:1::2/96 gigabitethernet 0/0/0

ipvé neighbor 2001:DB8:1::2/96 gigabitethernet 0/0/0 0000.29f1.4841

nat64 v4 pool pooll 209.165.201.25 209.165.201.125
nat64 vév4 list naté4-ipvé-any pool pooll overload

J—R—=XARY—T7AT 04— ILD IPv6 H7R—
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FERLTWET, ZORREIZ, FHIWTD B2 0RY . ThUBEO—#DY 7 vy =7 VU —
ATHYR—brSET,

TTy N7 =LY R—=FBIOVRAa YT hU =T A A=V OHFR— MNIBET HHEREHR
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT B 7 MIMLEDH Y £/ A,
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HEER Jjy—= BEBETER
= _R—=AKRY =757 A |CiscolOSXE U U — A S R AR — T 7 AT
T 7 F—/L®D IPv6 AR — bk |3.6S 7 —UE, IPV6 Xy R DA

ARy areR—FLET,
RO~y RPNEAFIIERESL
* L7, ipport-map 3 & O show
policy-map typeinspect zone-pair,
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