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enable

configure terminal

ipvrf wvrf-name

rd route-distinguisher

exit

interface interface-name

ip vrf forwarding vrf-name

ip address ip-address mask [secondary]

exit

aaa group server tacacst+ group-name
server-private {ip-address| name} [nat] [single-connection] [port port-number] [timeout
seconds] [key [0] 7] string]

ip vrf forwarding vrf-name

ip tacacs source-interface subinterface-name
exit
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Router> enable
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ZFwF2 |configure terminal ra—sYb ar7 4 Xab—ay ®— FaBkh
1§| : L/jzﬁﬁo
Router# configure terminal

AFw 73 |ipvrf vrf-name VRF7—7 VAR EL, VRE2 7 4 Fal—3
£l - v E—-RERMBLET,
Router (config)# ip vrf cisco

AFw 74 |rd route-distinguisher VRF A VAL AT DN—T 4 VT BEINT +
Bl - V—F 4 FT N R LET.
Router (config-vrf)# rd 100:1

RTwv S5 |exit VRFaL 7 4 Fal—arE—REETLET,
i
Router (config-vrf)# exit

AFw 6 |interface interface-name AV HE—T A AEHREL, /{1 VF—T (A2
- V74X alb—vary®—RFEBLET,
Router (config)# interface Loopback0

25w 71 |ipvrfforwarding vrf-name A B —T x4 AZVRF #HELET,
i -
Router (config-if)# ip vrf forwarding cisco

RTwv S8 |ipaddress ip-addressmask [secondary] AVE =T 2 A AIKTHTIFTA~<VIPT RLA
i - FITEIFVIPT RLAZRELET,
Router (config-if)# ip address 10.0.0.2 255.0.0.0

ATy 9 |exit AV H—Tx2f AT 4Fal—varE—FK
Bl - BT LET
Router (config-if)# exit

R 710 |aaagroup server tacacs+ group-name H727% TACACS+ H— R kA K& B2 DY & k&

51

Router (config)# aaa group server tacacs+ tacacsl

FHRIZ T —Tft L. server-group 2> 7 f F = L—
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AT w71 |server-private {ip-address|name;} [nat] TN—"T Y= \|Zkt$ % 7T A ~— |~ TACACS+
[single-connection] [port port-number] [timeout P—ROPT FLAERELET,
seconds] [key [0 | 7] string]
i -
Router (config-sg-tacacs+)# server-private
10.1.1.1 port 19 key cisco

ATy 712 |ipvrfforwarding vrf-name AAA TACACS+H—/3 Z)L—TFDVRF ) 7 7 L' v
15'] : X%%&ﬁg L/jzjqo
Router (config-sg-tacacs+)# ip vrf forwarding
cisco

R w713 |iptacacssourceinterface subinterface-name T _RTDOE(E TACACS+ X7 v Mxt LT, 8
Bl - ENFA L H—T A ADIP T RLAEMERLE

R

Router (config-sg-tacacs+)# ip tacacs
source-interface Loopback0

ATy T 14 |exit server-group 217 4 X a L —3 3 T— & T
£l LET

Router (config-sg-tacacs)# exit
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AR TR T CLIZARX—TNCTRE, —FDNRT 53— ANKTTAHHEEERNH D 9,
DBy a kL Tdebug 2~ REFEHATHIZ LITBEIO LETA,

enable

debug tacacs authentication
debug tacacs authorization
debug tacacs accounting
debug tacacs packets
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AT w1 |enable FifE EXEC E— REHZIZ L E T,
i) e NMAT—REANLET (ERINTEHE) .
Router> enable

R T 7 2 | debug tacacs authentication AAA/TACACS+ ZEREICBET D MA £R L E T,
i :
Router# debug tacacs authentication

AT 73 | debug tacacs authorization AAA/TACACS+ B FIZET 2 1EHREZ R R L E T,
i :
Router# debug tacacs authorization

R w 7 4 | debug tacacs accounting P FIREZe A R RFAE LT L X, ZOFERE
Bl - FORLET,
Router# debug tacacs accounting

R T 75 | debug tacacs packets TACACS+ /"7 v MIBET oIFmEF R LE T,
fi
Router# debug tacacs packets
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WD I TIL, Per VRF AAA —E R/ L —7 P — N tacacsl NHEE SN TVVET,

aaa group server tacacs+ tacacsl

server-private 10.1.1.1 port 19 key cisco
ip vrf forwarding cisco
ip tacacs source-interface Loopback0

ip vrf cisco

rd 100:1

interface LoopbackO

ip address 10.0.0.2 255.0.0.0

ip vrf forwarding cisco
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TACACS+ DR E [Configuring TACACS+] &Y =—/L,
Per VRF AAA [Per VRF AAA] £ 22—/l

¥ = VUF 4 a<> K| [CiscolOSSecurity Command Reference]
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ng%+ Release 2.2 J3—"C Per Virtual L —F 1 > 7 8 L Nz (Per VRF) @
ervers

F L7

Aty w8 AT
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WO~ RPNEANFEIIERSLE LT« ip tacacs
source-interface, ip vrf forwarding (server-group).
server-private (TACACSH),
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