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offer SDP

m=application 50001 udp ike-esp-udpencap

c=IN IP4 10.6.6.49

a=ike-setup:active

a=fingerprint:SHA-1 \

b=AS:512
4A:AD:B9:B1:3F:82:18:3B:54:02:12:DF:3E:5D:49:6B:19:E5:7C:AB

answer SDP

m=application 50002 udp ike-esp-udpencap
c=IN IP4 10.6.6.50
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e VPN-SIP OFEIL IPv6 TIIV AR —FENTWEE A,
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AEAEZEH 925 b o R VRRGE

BEDOF Y MU —27 NIZH KRS (CA) Y — "\ GREHEZ RG220 0 b
FALRA Y PERELET, JHUT P RARRIETHRETY, ROREZMHM L
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peerl (config) # crypto pki trustpoint CA
enrollment url http://10.45.18.132/
serial-number none
subject-name CN=peer2
revocation-check crl
rsakeypair peer2

peer2 (config)# crypto pki authenticate CA
Certificate has the following attributes:
Fingerprint MD5: F38A9B4C 2D80490C F8E7581B BABE7CBD
Fingerprint SHAl: 4907CC36 B1957258 S5DFE23B2 649E7DDA 99BDB7C3
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

peer2 (config) #crypto pki enroll CA

o°

o°

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

The subject name in the certificate will include: CN=peer2

The subject name in the certificate will include: peer2

Include an IP address in the subject name? [no]:

Request certificate from CA? [yes/no]l: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose CA' command will show the fingerprint.

Certificate map for Trustpoint

crypto pki certificate map data 1

issuer-name co cn = orange

HOBAMHELZHEHRT S oL ddi

HEZBAGEAEZHHN L GEREZTT 2 5a. DT 31 X EICHCEARENE2 4
B PKI h T A MARA > FERELET, ROREZHMLET,

peerd (config) #crypto pki trustpoint Self
enrollment selfsigned
revocation-check none
rsakeypair myRSA
exit

crypto pki enroll Self

o°

o o°

o°

Do you want to continue generating a new Self Signed Certificate? [yes/nol: yes
% Include the router serial number in the subject name? [yes/no]: yes

% Include an IP address in the subject name? [no]: no

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

AR —AFH LT VR ARELET,

crypto ikev2 keyring keys
peer peerl
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identity key-id 1234
pre-shared-key keyl23

2. 1. FFHEOIKEV2 a7 7 AV ERELET,

crypto ikev2 profile IPROF
match certificate data
identity local key-id 5678
authentication remote rsa-sig
authentication local rsa-sig
keyring local keys

pki trustpoint self

nat force-encap

2. FHRIEEAEXF—DOIKEV2 a7 7 A VEHRELET,

crypto ikev2 profile IPROF
match identity remote any
identity local key-id 5678
authentication remote pre-share
authentication local pre-share
keyring local keys

nat force-encap

N

(G¥)  IKEV2SA 3% ET 52X, W OET Tnatforceencap 2~ RERETHLENH Y £9,
UDP O H 7 NAEN SDP TR AL T — hENDHD T, IKEV2 (TR — bk 4500 TR LTS L
HUENHY FT,

3. IPsec 7’ 7 7 A IVERELET,

crypto ipsec profile IPROF
set security-association idle-time 2000

4. LANMIA > & 72— RAEBELET,

interface V1anlO1l
ip address 10.3.3.3 255.255.255.0
no shutdown

interface GigabitEthernet2
switchport access vlan 101
no ip address

5. N—T N 7 A A =T A&RELET,

N—T Ry Ao B —T x4 AF, ©HZ Y VPN b RNVDEETLA VX —T = A
AL LTHEHENET,

interface loopback 1
ip address 10.11.1.1 255.0.0.0
ip nat inside

6. EH Y A E—T oA AEBRELET,
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GE) ®H XV Ao X —T A AT, IPT RLA, SIPY—NT RL A, BLUORVX—FEAHD
5% DHCP S CZETH LI ICRETHLENH Y £,

interface GigabitEthernet8
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp
ip nat outside

7. rogfV A B —T oA AZHTELET,

interface Tunnell
ip address 10.3.2.1 255.255.255.255
load-interval 30
tunnel source Loopbackl
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile IPROF ikev2-profile IPROF
vpn-sip local-number 5678 remote-number 1234 bandwidth 1000

vpn-sip local-number local-number remote-number remote-number bandwidth bw- number -
<~V REMHHA LT, SVITA % —7 = A A2 VPN-SIP # 3% E L7, g & Z
DET LRIV — b ENDIUBEOHDRRKT —AIoEZHEDZ LT, FIT— b &S
WIED RV A B —T o A AR ESNET, FHTE ST 64 Kbps, 128
Kbps, 256 Kbps, 512 Kbps, 3501000 Kbps T,

VPN SIP HHIZ SVTI Z§%E L7242 T, b3/ E— K, b RLOERSE, hrrLro
KR, BEXOM FUEEELEFT ST HZ LI TEEHA, T— K, KEx, #kk.
FE P RNEEEETT LI, EDOSVTL A VX —7 = A A5 VPN SIP % E %
HIBRT D HLERH Y £7,

8. B ry NU—J W CAXT 4w 7 — &2 BIMLET,
AR o BB FY b—NEBIMLET,

ip route 192.168.10.0 255.255.255.0 TunnelO track 1
ip route 192.168.10.0 255.255.255.0 Tunnell 254

9, IPSLA #&REL £,

ip sla 1
icmp-echo 10.11.11.1
threshold 500
timeout 500
frequency 2
ip sla schedule 1 life forever start-time now

100 N—h FTovXF T EBRELET,

track 1 ip sla 1 reachability

11. VPNSIP ZHZMb L £9,

vpn-sip enable
vpn-sip local-number 5678 address ipv4 GigabitEthernet8
vpn-sip tunnel source Loopbackl

vpn-sip logging
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VPN SIP 2 ET D121, m—AADSIPHFZLr—hL T FUAZRET D2M0ERD
v ¥4, vpn-sip local-number SIP-number addressipv4 WAN-interface-name =~ > K % fif
MALT, SIPa—/MfERT5r =0 SIPES &, BESIT L2 IPvE 7 RL A%
i’ l./jzﬁ—o

\}

() P47 RLADHRBRETEET, BEEV 22— VET 27V AZ v 7 2P HR—FLTWER
/\/o
e Ny T T WANA VX —T A ADT RL AL, DHCP #|V 4 CIZHKSNWTEDL DL =
ERHY FT,

7T A4 <Y WAN A > ¥ 72— APKIEL CTWAHE, VPNSIP k> RV OET
NI T v WANA X —T oA AZERESIN, MRV A o H— 714x#ﬁm
BVET, NI T AV IMD R FNA B =T o RIN—T 4 VT SNDGE, Bk
FEIXSIP AT — 5 DO SDP O FEINAETDIP T RLAICRESIVET,
7747)“%N4/& T A ANKRB UGS, Ny 7 V=BT 7T 4 Tk
TWiE, X7y MEIARY I T v T EN L TSVTLICA—T 4 7 ENET,

)

GE) N—TNRy I A H =Tz A ADT RLVRIN—T 4 VT RA[RER KRB HOT KL A & Al
L. TEON—T Ry I 4B =T A R IMONWD72 5 HIICHHEH LWL 9 ICBEID LE
T =T NI A H—=T oA ZAEFETDHE, VPNSIPILZ DA U H—T = A AT 5D
TRCOEHF I 77 5% v AL, EvbE7ay 27 LET, vpn-siplogging =~ > RiZ
k0. By aroBith KT, BMEBAEREDA Y MIBT D VPN-SIP EV 2 — /LD
AT ABX T BHEMIRY £,

A—AJL JL—A D VPN SIP DFEER

BHRAZ—TADHR

Peerl$# show vpn-sip registration-status
SIP registration of local number 0388881001 : registered 10.6.6.50

SIPLYX M5 DOHER
Peerl#show vpn-sip sip registrar

Line destination expires (sec) contact transport call-id

0388881001 example.com 2359 10.6.6.50 UDP
3176F988-9EAA11E7-8002AFAO-8EF41435

VPN SIP R 7— % R DHEFR

Peerl#show vpn-sip session detail
VPN-SIP session current status
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O—#AJL JL—%S @ VPN SIP DFER .

Interface: Tunnell
Session status: SESSION UP (I)

Uptime : 00:00:42
Remote number : 0388881001 > This is the Remote Router's SIP number
Local number : 0388882001 > Local router's SIP number

Remote address:port: 10.6.6.49:50002

Local address:port : 10.6.6.50:50001

Crypto conn handle: 0x8000017D

SIP Handle : 0x800000C7

SIP callID : 1554
Configured/Negotiated bandwidth: 64/64 kbps

ESttyia o DEDR

Peerl# show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP Vpn-sip

Interface: Tunnell
Profile: IPROF
Uptime: 00:03:53
Session status: UP-ACTIVE
Peer: 10.6.6.49 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.6.6.49
Desc: (none)
Session ID: 43
IKEv2 SA: local 10.11.1.1/4500 remote 10.6.6.49/50002 Active
Capabilities:S connid:1 lifetime:23:56:07 ====> Capabilities:S indicates this
is a SIP VPN _SIP Session
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 6 drop 0 life (KB/Sec) 4222536/3366
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4222537/3366

IP NAT Z# D #ESE

Peerl#sh ip nat translations

Pro Inside global Inside local Outside local Outside global
udp 2.2.2.2:4500 10.6.6.50:50001 10.6.6.49:50002 10.6.6.49:50002
DHCP SIP &% 7 DR

Peer9#show vpn-sip sip dhcp
SIP DHCP Info

SIP-DHCP interface: GigabitEthernet8

SIP server address:
Domain name: dns:example.com
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B venseomEs

VPN SIP )% 7E 5

RAAECERAHAEOEA

SEEHO AT EBAIFHELHEH LT VPN SIP #3%ET 542 ki< LE T, VPN SIP
T, A=Y x—Z L L AR ZOa—/VITEWNMNIH Y E¥A, VT J—RFEOKRE
1. BEHEEINT-a—H LD SIPHEE L FE—I2/2 0 9,

// Self-signed certificate
crypto pki trustpoint selfCert
rsakeypair myRSA
enrollment selfsigned
revocation-check none
|
crypto ikev2 profile vpn-sip-profile
match identity remote any
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint selfCert // Use same self-signed trustpoint for sign and verify
nat force-encap
|
crypto ipsec profile vpn-sip-ipsec
set security-association idle-time 120
|
vpn-sip enable
vpn-sip local-number 0388883001 address ipv4 GigabitEthernetl
vpn-sip tunnel source Loopbackll
vpn-sip logging
|

// one tunnel per peer - configuration is for peer with a SIP-number of 0388884001
int tunnel0
ip unnumbered loopback 0
tunnel source loopbackll
tunnel mode ipsec ipvi4
tunnel destination dynamic
tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile vpn-sip-profile
vpn-sip local-number 0388883001 remote-number 0388884001 bandwidth 1000
|
// ip unnumbered of tunnel interfaces
int loopback 0
ip address 10.21.1.1 255.255.255.255
|
int loopbackll
ip address 10.9.9.9 255.255.255.255
ip nat inside
|
// one tunnel per peer - this is for peer with SIP-number 0388885001
int tunnell
ip unnumbered loopback 0
tunnel source loopbackll
tunnel mode ipsec ipvi4
tunnel destination dynamic
tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile iprof
vpn-sip sip-local 0388883001 sip-remote 0388885001 bandwidth 1000
|
interface GigabitEthernetS8
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp
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vensip o> phee o ]

ip nat outside

// backup routes configured with higher AD so that these routes will be activated only
when primary path goes down. AD need to be chosen to be greater than that of primary
route.

ip route 10.0.0.0 255.0.0.0 tunnel 0 250
ip route 10.1.0.0 255.0.0.0 tunnel 0 250
ip route 10.2.0.0 255.0.0.0 tunnel 0 250
ip route 10.3.0.0 255.0.0.0 tunnel 0 250

VPN SIP ) DHCP D& FE

R— L5 — +H T A BT COESS

CiscolOSXE U U —RA 17.11.1axH, B"—L7— U =4 (HGW) DOFHZIZ VPN-SIP xfii/L—
BEaAf A RN—NTEET, ZDOA A ML TiE, HGWIL, BEEEFEE S D Y |2 Dynamic
Host Configuration Protocol (DHCP) %4 L C > RbA & —7 = A RAZNBRE T EEHID 4T
FT, ZHUTEY, XY NI —2 LT —H EEFEENHTEET, ZhE, TIerT—4
LT VENT —Z O TR UWEIMAZ MR Z AT o0ERH 5T ) A TRILLET,

S5, HGW D3 v b U — 7 {TREIZ YL 2 7212, VPN-SIP ® DHCP (21%., vendor-class-data
DHCP 47> = %4 LC, HGW * > b U —27 ~ki§ % WAN il > % —7 = 1 2D MAC
7 RUANRKETT, ZORETIE. T34 AL DHCP E:R D vendor-class-data 473 3 %
MALT, HHEDOWAN A 4 —T =2 A ADMAC 7 KL RAZ KR —LF = T oA Ty hT—7

WZHEF L ET,

YR—FENTWHPIDET7—LDT

KOFRIZ, TARNSNFEFHGW OPID & 77— A7 =T "=V g U2 RLTWEST, X2
1. BEEOULGIZERE STV D HGW E 721X HGW OBRIEIZ OV IR — F 2t L T
WEHA, GRIE: A—LF—FU A IINTTOZHEL L TBEEENICEBINDI DO TH
H7HTT) ZOMEZHEHT RIS, BRAZHET L2 BEIOLET,

HGW PID T27—LozF7N\—23Y
RT-400NE 8.06

RT-400MI 09.00.0015

RT-400KI 08.00.0040

RT-500MI 08.00.0004

RT-500KI 08.00.0020

RX-600MI 01.00.0001

RX-600KI 01.00.0001
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B ~Lsr—ryzqmFoois

HGW PID T7—LozF7 N—23 Y
0G410Xi 2.32
0G410Xa 2.32

R—LT— b T4 BT TOf

DHCP u— N BEZHRETDH &, T3 AL DHCP B #5545 £ TSIP Bk A BE S
FYo T AL DHCP Y — =D NREF 225 2 L 2E L T ET. ZONRE
FlE, SIP YV — R ~DBEEIEH SN E T, BERERI L. T ANRSIPY— =L Dk v
varERGT D E, 2000K A A DT, NRE S, MRS, B IO Dol AEE
R T EZE LET,

\}

GE)

DIZDITHHE T,

SR FIE, V= F & 7 m = WS DS T, SOAMRE I, T A R A NS

DHCP #ERIC L W . F—HBEHGRITILSIP > 7 F Y U T F v kv & IPsec T — XD 2 DD
FX AR HYET, T—EZ Ny M RIRENRLERES . SIP a— UGS
i‘j‘o

VPN-SIP @ DHCP # R TET 5121%. ROFIEEZFEITLET,

DHCP 7 54 7 > DAL

FIEDHE

F IR D ¥

enable

configure terminal

inter face type number

ip dhcp client request sip-server-address

ip dhcp client request vendor-identifying-specific
ip addressdhcp

ip dhep client vendor-class mac-address

ip nat outside

exit

©ONDO RN A

ARV RFERFTIaY

=)

25w 71 |enable
1

Router> enable

BHEEXECE— R&E A X—7 W LET, Fro
rRERENTESLNRAT—READLET,
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DHCP 2 54 7o kaAMI=T aEn [

AU RFERETIVa Y

B8

ATv T2

configureterminal

1

Router# configure terminal

Jua— VR EE— FERBLET,

ATvT3

interface type number

1

Router (config)# interface gigabitethernet 0/0

AH =T 2 A AZATEREL, /{2 F—TxA
AarZ4Xalb—varyET— RNl LET,

ATvT4

ip dhcp client request sip-server-address
{5

Router (config-if) # ip dhcp client request
sip-server-address

DHCP ¥ — =T SIP Y —"—T R L XA %8RI 5
L HICDHCP 7 947 FERELET,

ATy Th

ip dhcp client request vendor-identifying-specific
i) :

Router (config-if) # ip dhcp client request
vendor-identifying-specific

DHCP Y — R — IR Z—EH OIEHRE ERT S &
HWZDHCP 7 A7 v ERELET,

ATvT6

ip address dhcp
1 -

Router (config-if)# ip address dhcp

A H =T 2 A AL TDHCP 25 IP 7 KL A% HL
BLET,

ATy T1

ip dhcp client vendor-class mac-address

1

Router (config-if)# ip dhcp client vendor-class

mac-address

HGW @ DHCP EARICHERL L F 7,

ATvT8

ip nat outside

1

Router (config-if) # ip nat outside

N Ry NT =2 v B —T oA AR LE
j‘o

ATvT9

exit
1 -

Router (config-if) # end

AV B —T A AT 4Fal—v gy F—F
T L. BME EXEC E— FNICEY 7,

DHCP ¥ 54 7 > b= BMITT HEREH

WIZ, DHCP 7 A7 v BN T D00 T va— ReERrLET,

interface GigabitEthernet 0/0/0

ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific

ip address dhcp

ip dhcp client vendor-class mac-address

ip nat outside

Session Initiation Protocol ') 77— VPN .



B - rvovzmons

YEFET S =
) O EEEDERTE
P R B, g OBARE, E RS — (PSK) A LT bR
S ARETEET. R RARAARET AT, ROWFHNOH 22 55T LET.

AEEAEZEA L b RIVEEREDRTE
BEDF Y N T—7 NICH HAEBEE (CA) H— D DAEREZRIFT 27200 k7 2 MR

Session Initiation Protocol k') 77— VPN |

AV NEFRELET, T P RAERETHETT,
FIEDHE
1. enable
2. configureterminal
3. crypto pki trustpoint name
4. enrollment url url
5. serial-number
6. subject-name [subject-name]
7. revocation-check crl
8. rsakeypair
9. crypto pki authenticate CA
10. crypto pki enroll CA name
1. exit
FIED M
AR RERIFTIa Y =Ly
AFwvF1 |enable FiHE EXEC E— FZ AL ET, Tur 7 b
i - FRINTZHNRAT—REATILET,
Router> enable
R wF2 |configureterminal Jua—rREE— R LET,
&1
Router# configure terminal
AFw 3 |cryptopkitrustpoint name FZARKA Y FBLOREIN-ARIEZHEEL
i - T.CARNTAIRA v a7 o Falb—ray
Router (config) # crypto pki trustpoint CA ngﬁ}i%fﬁﬁﬁél/gi?fo
AFw 74 |enrollmenturl url N— A PEEHEER A EE 95 CA @ URL 2 F57E

1 -

Router (ca-trustpoint)# enrollment url
http://10.45.18.132/

LEJ,
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B amEEEALE rorRiEngE |

ARV FFEREETIVa Yy E]:g]
ATy 75 |serial-number none ¥ — U — RZfE LGB 4 RE . GEUEHH
Bl - RCV=ZDOVITNEGERELET,
Router (ca-trustpoint) # serial-number SERAEERICS U T AR S EZE DR NIEAIEL, none
F—U—FEHLET,
RT w76 |subject-name [subject-name] FEAEELR T SN2 BRI NTAF R 7 2V 4
5l EARELET, 0T 3 ) ABRE SR TR
Router (ca-trustpoint) # subject-name CN=peer?2 i}%/ﬁ'\‘&i‘ T AN ]\ 0)‘[‘%{5&777* =) Z‘ TZE) ZD%/f‘ﬂ%
fifi FAA >4 (FQDN) 2MEH SV ET,
ZFwy 71 |revocation-check crl FEERN Y A b (CRL) 24 =R 2% LCRE
Bl I AT R L E T,
Router (ca-trustpoint)# revocation-check crl
ATy S8 |rsakeypair FT A RNKRA Y bOF—T 242 L F T,
i -
Router (ca-trustoint)# rsakeypair peer2
25w 79 |cryptopki authenticate CA CA DRAHF—NEENTND CA DH L EAGEH
Bl - EEEUF LT, CAZNL—ZITx L CRAE L £77,
Router (config) # crypto pki authenticate CA
RTw 710 |cryptopkienroll CA name AEEELR AR L, 2 B — L GEEY——IC
4 - BEV AT BT lcBREFR TR LET,
Router (config) # crypto pki enroll CA FERAEERICL—XDFQDN B L WNIP T KL A%
BOLME D DR EOREIERE RO ONET, =
vV = IWRRICREAEE R 2 FRT 50250 Th
EIRTE X7,
ATy TN |exit A B =T xR AL T 4 ¥al— gy E—F
Bl - ZRET L. FFME EXEC E— NIZR Y %7,

Router (config-if) # exit

1 -

SERAZEAFEAL FURILVBIEIDRTE
FEFAEZEHA L TR U RARGEE R ET D72 OY T va— RTT,

Z U,

peerl (config) # crypto pki trustpoint CA
enrollment url http://10.45.18.132/
serial-number none
subject-name CN=peer?2
revocation-check crl
rsakeypair peer?2

peer2 (config) # crypto pki authenticate CA
Certificate has the following attributes:
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B cczzamzzemLr R LBEORE

B2E%

Fingerprint MD5: F38A9B4C 2D80490C F8E7581B BABE7CBD
Fingerprint SHAl: 4907CC36 B1957258 5DFE23B2 649E7DDA 99BDB7C3
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

peer2 (config) #crypto pki enroll CA

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this password to the
CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration. Please make
a note of it.

Password:

Re-enter password:

The subject name in the certificate will include: CN=peer2

The subject name in the certificate will include: peer2

Include an IP address in the subject name? [no]:

Request certificate from CA? [yes/nol: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose CA' command will show the fingerprint.
Certificate map for Trustpoint

crypto pki certificate map data 1

issuer-name co cn = orange

o0 oo

oe°

SREEERALL: b RLRIORE

HOBAGEAELZHEH LT MR VGRAEZ R ET DI2IE, cryptopkitrustpoint self =~ > K%
FATLET, Z0a~vr RZLY, TS ATHLEAMHAELZ LR T H72ODPKI 7 A R
A FERETEET,

Router (config) # crypto pki trustpoint self

enrollment self signed

revocation-check none

rsakeypair myRSA
exit

crypto pki enroll self

Do you want to continue generating a new Self Signed Certificate? [yes/no]l: yes
% Include the router serial number in the subject name? [yes/no]: yes

% Include an IP address in the subject name? [no]: no

Generate Self Signed Router Certificate? [yes/no]l: yes

Router Self Signed Certificate successfully created

ERHAF—ZEALE b RILERIEDRTE

FIRDEE

enable

configureterminal

cryptoikev2 keyring keyring-name

peer name

address{ipv4-address [mask] | ipv6-addressprefix}

identity {address{ ipv4-address | ipv6-address} | fqdn name | email email-id | key-id key-id}
pre-shared-key {local| remote} {O] 6] line}

exit

NSO A WN A
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saxar—emALE rorLRiEonE [

FlIED A
A RFEREIT7IIY B#

AT w71 |enable FHEEXECE— RZABNCLET, a7 ik
%l - RENTEBNRNAT—RE AN LET,

Router> enable

R 72 |configureterminal Ja— N )VREE—RZHEBELET,
{5
Router# configure terminal
R T 73| cryptoikev2 keyring keyring-name IKEV2 ¥ — U V7% EHKL, IKEV2¥—VU 7 av
i - T4 X2l —var T NERBLET,
Router (config)# crypto ikev2 keyring kyrl
AT 74 |peer name BT EIIET SN —T 2 EH L, IKEV2 F—V
i - Jar74Xalb—varyE—FNEfBLET,
Router (config-ikev2-keyring)# peer peerl
R 7w 75 |address{ipv4-address[mask] | ipv6-addressprefix}  |1P7 KL 2 721387 OFPHAIEE L £, ZDIP
i - 7 RUABIKE®RY RiRA b7 RLATHY, ID
Router (config-ikev2-keyring-peer) # address 7’}5L/;Z & hi%UﬁEO)%)a>7?7r°
10.0.0.1 255.255.255.0
R 7w 76 |identity {address{ ipv4-address | ipv6-address} | fqdn | ko> ID %5/ L C IKEv2 E'7 2 45E L £ 97,
name | email email-id | key-id key-id}
BT A
f
Router (config-ikev2-keyring-peer)# identity key-id .[FCNDTJ]
rass cIPv4 7 KL%
«%—1ID
IDIXIKEV2 VAR X EDOF— vy 7T v I L
MEHTEE®A,
AT 77 |pre-shared-key {local| remote} {0] 6] line} E7 O PSK #iE LET, local ¥—U— KE7iX
B - remote ¥ —U — F& ANy L, FEx# PSK Z#RE L
Router (config-ikev2-keyring-peer) # pre-shared-key iﬁ—o 77 A ]\wc“&j:\ PSK fiﬂ‘ﬁ]‘f‘\@—o
keyl23
ATy 78 | exit =V T ar74¥al—var E— K%
Bl - BTLT, ar74¥al—yaryET—RIREY £

Router (config-ikev2-keyring-peer)# end

—g—o
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B 5 sssss—smALE ForLREORE

Bl - BRIHAAF—ZEEAL O RILBAEDERE
SHIE. ERTEA R — A2 HALC R RARIA AR ETHOOY T a— KT

crypto ikev2 keyring keys
peer pl

identity key-id 0388881001
pre-shared-key cisco

|

peer p2

identity key-id 0388882002
pre-shared-key cisco

|
crypto ikev2 keyring HUB-KEY
peer SPOKES
address 0.0.0.0 0.0.0.0
pre-shared-key cisco

SIERZED IKEV2 7O 7 7 A4 ILDETE

IKEV2 71 7 7 A VOFFAEZE 2% ET 5I121E. cryptoikev2 profilelPROF =~ K& 3T L £
T WIT, FERED IKEV2 707 7 A VERET DTeODY T ha— RaeRrLET,

Router (config) # crypto ikev2 profile IPROF-psk
match identity remote any
identity local key-id dhcp
authentication remote pre-share
authentication local pre-share
keyring local keys
nat force-encap

IPsec A7 71 ILDKRTE

IPSec 7’11 7 7 A )V &% ET HITIL, cryptoipsecprofilel PROF 2~ R&FEITLET, KIZ,
IPSec 70 7 7 A NEHRET HIHODOH T Na—RKeRrLET,

Router (config) # crypto ipsec profile IPROF
set security-association idle-time 300

VPNSIP ZHMEL F T,

VPN-SIP #EREZ A 20129 5 12i%. vpn-sip enable =~ > R&EfT L £4, KIZ. VPN-SIP 24
T LT va—RERLET,
Router (config)# vpn-sip enable

vpn-sip local-number dhcp address ipv4 GigabitEthernet0/0/0
vpn-sip tunnel source Loopbackl

LAN |4 >3 —2J x4 ADHFE

LANMIDA & —T = — A% ET HIZ1X, interface VLAN <interface> 2~ > RZF{TL £
T WIZ, LANIA v H =T = RERET DI2bDY T ha— RaeRrLET,
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W—TNY G A28 —T x4 AD

W=TNy Y A8 —T A ADHEE .

Router (config) # interface GigabitEthernet2

ip address 192.0.2.3 255.255.255.0

no shutdown

=L =

ax A

N—T Ny 4B —T = AR ET HITIX, interfaceloopback <number> =2~ > K% %47
LET, RIC, V=T RNy I A B =T oA RERETDHIZODOY T Vva— RaRrLET,

Router (config) # interface Loopbackl
ip address 10.255.255.3 255.255.255.0

ip nat inside

oI A B —T 24 ADETE

FIEDHEE
1. enable
2. configureterminal
3. interface tunnel number
4. tunnel source {ip-address| interface-type number}
5. tunnel destination
6. tunnel protection | Psec profile name
7. vpn-sip local-number dhcp remote-number bandwidth
8. exit
FIED FEH
ARV KRFERETI a3 Y B#J
ATy 71 |enable FHEEXECE— FZARNCLEY, Trr 7 ik
% - RENTEBNRNAT—RE AN LET,

Router> enable

ATy T2

configureterminal

1

Router# configure terminal

T — VR EE— RE2BBLET,

ATvT3

interface tunnel number

1

Router (config) # interface tunnell

MNRNAE =T 2 A AEREL, AV F—T =
AR T4 Fa2lb—arF— REHBLET,
number 51E0ZIX, EREZITRET D o A
VHE—T oA ADHERE L ET, ERRAIREZ R
KA B =T = A ZADOFITHIRITH U £H A,

ATvT4

tunnel source {ip-address| interface-type number}

1 -

N RNA B —T 24 ADKEETIPT RL AT
XA v H—T oA AL A TESERELE
9, ZOFNETIX, tunne protection | Psec profile =
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ARV RFERETIVa Y

B8

Router (config-if) # ip address 12.12.12.12
255.255.255.255
tunnel source Loopbackl

< RBERT L0, brrakEs LT, IP
T RVATERBRLA =T oA ZAGFRET HME
NV ET,

ATy Th

tunnel destination

f
Router (config-if)# tunnel destination destination
dynamic

Mo ARNOBHERELET,

R 76 |tunnel protection | Psec profile name KR A X —T x4 A% IPsec 7027 7 A JLIZ
Bl - BT F 97, name 512%121X, IPsec 7’1 7 7 A b
Router (config-if) # tunnel protection ipsec profile D4 H”%*‘Eﬁfﬁ[’/i‘a—o :0)1[Eﬂi\ cry\ptolPsetzproﬁ!e
IPROF ikev2-profile IPROF-psk <name> v 2 R CHE LB & R U CTh 5 BN
by ET
Z 5w 77| vpn-sip local-number dhcp remote-number bandwidth | VPN-SIP DA > % — 7 = A Z &2 E L £, ki
i - Lid, ZoET LAY E— P SNDBEDDH DK
Router (config-if)# vpn-sip local-number dhcp j(?‘*‘?fl\‘ﬂéﬁg@ =T Z\Ajzl% b éﬂflfﬁ
remote—-number 0388881001 bandwidth 1000 N3 }‘ ‘/Z‘/I//I) ‘/57*‘71/1) Zéiéﬁméﬂi@‘o ’fjii)zﬁ
TX 5fHIE. 64kbps., 128kbps. 256kbps. 512kbps.
£ L V1000 kbps T,
G¥) VPNSIP HIZA » H—T = A AZFEL
7% T, hRLE— R, RV OHE
fese, b OEEIL, BLO 3
NRHEEEET L LT TEERA,
E— N, HEm, ik, £2Ehox
INREEEET DL, TDOA o H—
7 = A AD5 VPN SIP 3% 7E & HIBR7 %
VERH Y £,
ATy 78 |exit A B =T AALT 4 X2l —gr F—F
i - E#T L. FPHE EXEC £— FIZERY £,

Router (config-if) # exit

Bl: bR AE—DTTARAD

=L

axX AE

IR, PR L E =T 2 AERET DOV T a— FTY,

Router (config) # interface Tunnell

ip address 10.12.12.12 255.255.255.255

tunnel source Loopbackl
tunnel mode ipsec ipv4
tunnel destination dynamic

tunnel protection ipsec profile IPROF ikev2-profile IPROF-psk
vpn-sip local-number dhcp remote-number 0388881001 bandwidth 1000
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interface TunnellO

ip address 10.20.20.21 255.255.255.255

tunnel source Loopbackl

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile IPROF ikev2-profile IPROF-psk
vpn-sip local-number dhcp remote-number 0388882002 bandwidth 100

VPN-SIP T DHCP 5% DR

& D show =~ > RO %, VPN-SIP @ DHCP 7% HGW D412 % % Cisco I0S XE /L — & T
EFICRESINTWNENE I DEHRT L HEEZRLTWHWET,

Router behind HGW# show vpn-sip sip dhcp
SIP DHCP Info

SIP-DHCP interface: GigabitEthernet 0/0/0
SIP server address: 1pv4:192.168.1.1
Domain name: dns:ntt-east.ne.jp

Router behind HGW# show vpn-sip registration-status
SIP registration of local number dhcp : registered 192.168.1.200
Local dynamic number via dhcp[3], via SIP[0398765432]

Router behind HGW# show vpn-sip sip registrar

Line destination expires (sec) contact

transport call-id

3 ntt-east.ne.jp 2439 192.168.1.20

UDP FFFFFFFFCCE6C415-5D8611ED-FFFFFFFF810AE9D4A-FFFFFFFFEFD

Router_behind HGW# show vpn-sip session detail
VPN-SIP session current status
Interface: TunnelO

Session status: SESSION UP (I)

Uptime : 00:00:37
Remote number : 0387654321
Local number : dhcp

Remote address:port: aaa.bbb.ccc.ddd:27129
Local address:port : 192.168.1.200:50026
Crypto conn handle: 0x4000003D

SIP Handle : 0x4000001B

SIP callID : 301

Configured/Negotiated bandwidth: 256/256 kbps
Applied service policy:

Router_behind_ HGW# show crypto session
Crypto session current status
Interface: TunnelO
Profile: IPROF
Session status: UP-ACTIVE
Peer: aaa.bbb.ccc.ddd port 27129
Session ID: 26
IKEv2 SA: local 10.255.255.1/4500 remote aaa.bbb.ccc.ddd/27129 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

Router_behind HGW# show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
Status

1 10.255.255.1/4500 aaa.bbb.ccc.ddd/27129 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH
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Grp:19, Auth sign: PSK, Auth verify:
Life/Active Time: 86400/86 sec
CE id: 1022, Session-id: 22

Local spi: 59E8EED28441BC32
Remote spi: B5487716A19873BE
IPv6 Crypto IKEv2 SA

Router behind HGW# show crypto ipsec sa

interface: TunnelO

Crypto map tag: TunnelO-head-0,
protected vrf: (none)

local ident (addr/mask/prot/port): (0.0
remote ident (addr/mask/prot/port): (0.0

current peer aaa.bbb.ccc.ddd port 27129
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PSK

local addr 10.255.255.1

.0.0/0.0.0.0/0/0)
.0.0/0.0.0.0/0/0)

PERMIT, flags={origin is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
local crypto endpt.: 10.255.255.1, remote crypto endpt.:
aaa.bbb.ccc.ddd
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb
GigabitEthernet0/0/0
current outbound spi: O0xEOF51D37(3774160183)
PFS (Y/N): N, DH group: none
inbound esp sas:
spi: 0x493D896(76798102)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel UDP-Encaps, }
conn id: 2044, flow_id: ESG:44, sibling flags FFFFFFFF80004048,
crypto map: TunnelO-head-0, initiator True
sa timing: remaining key lifetime (k/sec): (4607999/3509)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: OxEOF51D37(3774160183)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel UDP-Encaps, }
conn id: 2043, flow_id: ESG:43, sibling flags FFFFFFFF80004048,
crypto map: TunnelO-head-0, initiator True

sa timing:
IV size: 16 bytes
replay detection support:
Status: ACTIVE (ACTIVE)
outbound ah sas:
outbound pcp sas:

Y

Router behind HGW# show ip nat translati
Pro Inside global Inside local
Outside global

udp 192.168.1.200:50269
aaa.bbb.ccc.ddd:23060
Total number of translations:

10.255.255.1:

1
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VPNSIPD STV a—TFa

show AaY Y FOHAIC PRIV AV E—T A RERTTH

JiEHR

Show VPN-SIP v > a N h oA o Z 72— ADERDPERINET A, ROFITIL,
Mo AN A H—T A ATH5 tunnell DIERNF RSN TWERA,

Peer5-F#show vpn-sip session
VPN-SIP session current status

Interface: Tunnel2
Session status: READY TO_CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunnel3
Session status: READY TO_CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunneld
Session status: READY TO_CONNECT
Remote number : 0612349999
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunnel6
Session status: READY TO_CONNECT
Remote number : 0634567777
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0

e Ay WY IN
FOR N A B —T A AT VPNSIP BDBRESNTWERA,

Peer5-F#sh run int tunl
Building configuration...

Current configuration : 201 bytes

|

interface Tunnell

ip address 10.5.5.5 255.0.0.0

tunnel source Loopbackll

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test
end

HEGERLE
FOR RN A HF—T A AT VPNSIP 2R ELET,
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Peer5-F#show running interface tunnel 1
Building configuration...

Current configuration : 278 bytes

|

interface Tunnell

ip address 10.5.5.5 255.255.255.255

tunnel source Loopbackll

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test

vpn-sip local-number 0623458888 remote-number 0312341111 bandwidth 1000
end

Wiz, EitovF IV A E2ET LI hERLET,

Peer5-F#show vpn-sip session detail
VPN-SIP session current status

Interface: Tunnell
Session status: READY TO_CONNECT
Remote number : 0312341111
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0

Crypto conn handle: 0x8000002C

SIP Handle : 0x0

SIP calllID e

Configured/Negotiated bandwidth: 1000/0 kbps

Interface: Tunnel?2
Session status: READY TO_CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000012
SIP Handle : 0x0
SIP calllID e
Configured/Negotiated bandwidth: 512/0 kbps

Interface: Tunnel3
Session status: READY TO_CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000031
SIP Handle : 0x0
SIP callID e
Configured/Negotiated bandwidth: 512/0 kbps

Interface: Tunnel4d
Session status: READY TO_CONNECT
Remote number : 0612349999
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x8000002F
SIP Handle : 0x0
SIP calllID e
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Configured/Negotiated bandwidth: 1000/0 kbps

Interface: Tunnelé6
Session status: READY TO_CONNECT
Remote number : 0634567777
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000026
SIP Handle : 0x0
SIP calllID H
Configured/Negotiated bandwidth: 1000/0 kbps

SIPEBFRAT—RAD S TN a—TF 429
SIP BEE AT —H ANBEFEIN TWER A

Peer5S#show vpn-sip sip registrar
Line destination expires (sec) contact
transport call-id

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888 : not registered

EZZ2LNDHENA
FOWANA V2 —T A AZIP T RLARREINTWERA,

PeerS5#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 unassigned YES unset up up
GigabitEthernet0/5 10.5.5.5 YES manual up up
Vlanl 10.45.1.5 YES NVRAM up up
NVIO 10.1.1.1 YES unset up up
Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.5.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down

Peer5-F#show run interface gigabitEthernet 0/4
Building configuration...

Current configuration : 213 bytes

|

interface GigabitEthernet0/4

ip dhcp client request sip-server-address

ip dhcp client request vendor-identifying-specific
no ip address ====> no IP address

ip nat outside

ip virtual-reassembly in

duplex auto
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speed auto
end

HELLAL(E
ipaddressdhcp =2~ > RZHHLTA v X —7 =24 ZADIPT RLAEZRET D,

Peer5-F#show running-config interface gigabitEthernet 0/4
Building configuration...

Current configuration : 215 bytes
|
interface GigabitEthernet0/4
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp ====> configure IP address DHCP
ip nat outside
ip virtual-reassembly in
duplex auto
speed auto
end

Peer5-F#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 172.30.18.22 YES DHCP up up
GigabitEthernet0/5 10.5.5.5 YES manual up up
Vlanl 10.45.1.5 YES NVRAM up up
NVIO 10.1.1.1 YES unset up up
Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.6.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down

Peer5-F#show vpn-sip sip registrar

Line destination expires (sec) contact

transport call-id

0623458888 example.com 2863 172.30.18.22

UDP 1E83ECFO0-AF0611E7-802B8FCF-594ER9E7@122.50.18.22

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888 : registered 172.30.18.22
Negotiating IKEJKREETD v > 3 UE1E
Negotiating IKE JR#ET VPN SIP & v > 3 UM LET,

Peer5#show vpn-sip session remote-number 0612349999 detail
VPN-SIP session current status

Interface: Tunnel4d
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Session status: NEGOTIATING IKE (R)

Uptime : 00:00:58
Remote number : 0612349999
Local number : 0623458888

Remote address:port: 172.30.168.3:24825
Local address:port : 172.30.18.22:50012
Crypto conn handle: 0x8000002E

SIP Handle : 0x8000000C

SIP callID : 16

Configured/Negotiated bandwidth: 1000/1000 kbps
EZ2 DR

IKEvV2 BHH# DR E A8 T,

WO TIL, F—V U I TREENTHDEF—IDN, VE—F ETDOSIPEZE—FL T
FHA,

Peer5-F#show running-config interface tunnel 4
Building configuration...

Current configuration : 276 bytes

!

interface Tunneld

ip address 10.4.4.4 255.0.0.0

tunnel source Loopbackll

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test
VPN-SIP local-number 0623458888 remote-number 0612349999 bandwidth 1000 ====> Remote
number mentioned here doesn’t match the remote number in the keyring
end

IKEv2 Keyring configs:
|
crypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
|
peer abc
identity key-id 0345674444
pre-shared-key pskl
|
peer peer?2
identity key-id 0334563333
pre-shared-key psk10337101690
|
peer peer6
identity key-id 0634567777
pre-shared-key ciscol23
|
peer peer3
identity key-id 0323452222
pre-shared-key ciscol23
|
peer peeré
identity key-id 0645676666
pre-shared-key pskl
|
peer NONID
identity fgdn example.com

pre-shared-key pskl
|
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|

!
crypto ikev2 profile test

match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys

dpd 10 6 periodic

nat force-encap

LR
F— U VS OREEEELET,

rypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
|
peer abc
identity key-id 0345674444
pre-shared-key pskl
|
peer peer2
identity key-id 0334563333
pre-shared-key pskl
|
peer peerb6
identity key-id 0634567777
pre-shared-key pskl
|
peer peer3
identity key-id 0323452222
pre-shared-key pskl
|
peer peerd
identity key-id 0612349999
pre-shared-key pskl
|
peer NONID
identity fgdn example.com
pre-shared-key pskl
|
|
!
crypto ikev2 profile test
match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys
dpd 10 6 periodic
nat force-encap

Peer5-F#show vpn-sip session remote-number 0612349999 detail
VPN-SIP session current status

Interface: Tunneld
Session status: SESSION UP (R)

Uptime : 00:02:04
Remote number : 0612349999
Local number : 0623458888

Remote address:port: 172.30.168.3:24845
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Local address:port : 172.30.18.22:50020

Crypto conn handle: 0x8000004E

SIP Handle : 0x80000014

SIP callID : 24

Configured/Negotiated bandwidth: 1000/1000 kbps

Yy a BEBO NS TN a—Ta YT
v a BT, Negotiating IKE JRAE T L L E 57,
EZ HILDIREK

RKEZPKIGEHENIKE FIEA v —VICEENTWAIRM T, IKE XNy "R T7 T T A
T—varEEILTWVWET,

HELEALIE

JIW—HBIWZIKEV2 7T 7 AT —2a U ERELET,

debug o< > K

WDF Ny 7 a< R&E VPNSIP REDT Ny ZIfFEHTE £9,

R2:7N\vT Ak

av U R4 Hl:l|

debug vpn-sip event VPN SIP &1 L7= SVTI &k, SIP &k,
a— Nty T T REDT NNy T X y—
CEMALET,

debug vpn-sip errors Wb, BEk, a— Lty N7y TR EDEK

HIZZ T =AU RICDHR, =T — Ay
ﬂz‘_‘f/\\%ﬂjjj ]\_/i‘j_o

debug vpn-sip sip all TRTOSIP TNy hL—RAEFELE
ﬁ—o

debug vpn-sip sip calls SIPSPI = — /DT /Ny 7 N L—REfFMEL
£,

debug vpn-sip sip dhcp SIPDHCP 7 /N> 7 h L—RX&EHG3b L ET,

debug vpn-sip sip error SIP=Z7—DF Ny 7 NL—RXEHMWELE
7

debug vpn-sip sip events SIP A XV hDT RNy 7 bL—2EFMEL
ij‘o

debug vpn-sip sip feature BEEL L TOT Ny 7 E2G9E L ET,
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avY KR4

B

debug vpn-sip sip function

SIPHRED T N 7 L — 2 BB LET,

debug vpn-sip sip info

SIPIHFR DT N 7 ML —R2 2G99 L ET,

debug vpn-sip sip level

BFWML NV TOT Ry T2 L ET,

debug vpn-sip sip media

SIP AT AT DT N7 hL—X&EG5MkL1L
*9,

debug vpn-sip sip messages

SIPSPI X v &2—Y DTNy 7 L —AEHR)
LLET,

debug vpn-sip sip non-call

a—)L arT XA NI R L—R
(OPTIONS. SUBSCRIBE 72 &) #H3b L
F9,

debug vpn-sip sip preauth

SIP FHTFBFAEDT /Sy 7 F L—2EHHEL
=R

debug vpn-sip sip states

SIPSPIIRRED T /N> 77 L — 2 ZH2 L E
j—o

debug vpn-sip sip trandate

SIPEHDOT Ny 7 L —2%2 G L ET,

debug vpn-sip sip transport

SIP TV AR—=bDT Ny 7 hL—A%H
L L £7,

debug vpn-sip sip verbose

TRy T T— Rl ET,

BRES ZURFC

VPN SIP [ZB§9 %1 EMN1E#HR

S#/RFC

24 kL

RFC 6193 (Hill#)FTaf)
=)

tyva ks e hal (SDP) (2B HIKED A 7 4 7 it

ﬁ
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