tXxaF7oz)L/N—2302FK—F

X7 T N=T g 2P R— MERET, X% =7 =L (SSH) N—T a2 ZiRE
T&FET (SSH A=V a1 ¥R —MMI, UFiOYAa Y7 =7 VU —R2FEEINT
WE L) . SSHIL, BHEMEOEW T v AR — NEO LI CHRIT S, TR 7238 5EEEE & iF
TR AR L E 9, SSHTIE, B TE %L LTERINTVDDILTCP DA T,
SSHT, Xy b=/ EOMO AL Ea—LICBACT 7 ALY, a3~y REREICEL
TXFET, SSH & & bicfRftsn s X2y a— 7 h=)b (SCP) HHET, 77 A V%
BRIIRETE LT,

e X T v N—=T g2 AR — FORHESRM (1 R—Y)

e X T T R—=V a2 BR—FOFKEE 2 2—)

s FX 2T VA A=V 2 PR MCET AR 2 —)

cEFaT Ve N=TVa 2 R—- FOREHE (6 °—)

X T b RN—=Va 2P R— FOREF (21 =)

et X T v N—=T a2 HR— FOBIER (26 2—)

cBX 2T Vb RN—T a2 BR— FOMEERH (27 )

X217 Dz N—23 029 R— FORHREH

* SSHARET DHNI. THHDTNA RTBERA A =P — RSN TWD Z & LG
LEJ, SSHYb— =2l THEHDY Y —R{Z)5 L7 k9 (Triple Data Encryption Standard
[3DES]) Y7 hU =7 A4 A=V NNETT,

eSSH A=V a3 2%V R—Fr4BSSHYET—h T, ZEFHTHZSLERZHY £, F
7oy VAT TN RERTHLENRDH Y 77,

« SCPIL, ik, RBAl, BLOTHY T 47 (AAA) [ZLo>TELHRELET, 20
728, SSH #—/3—"T Secure Copy Protocol NH N7 D K 52T /34 AT AAA 3% ET
LVENDHY F£T,
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(GE) SSHAR—=Va 2% —NR—=LSSHARA—=Va 2047 ME, ZHEADOY V=R LT
VA YT 2T THR—FENET (SSHZ FA4 7> MESSH A=Y a1 7P hajn
ESSH A=V a v 27m halvolifz3{TLET, SSHZ 747> bMI, ZHEHOV Y —
AWELTKS BLOKI A A=Y Dl THR—FENET) |

VI RT 2T A A=V OX 7 a— NZETEHRICOVWTIEL,  [Cisco 10S Configuration
Fundamentals =7 4 Fal—a v HA K] 28R LTL SN,

X217 I N—U 32020 KR—FDOFHIFNEIE
*CiscolOSXE VU U—ZA 1710 LA, EX 27 ==V 3 1.9 TR — &SN T E
A,

etXx 27 =/ (SSH) $—s3—& SSH 7 7 A 7 Mi&, Triple Data Encryption Standard
(BDES) Y7 bV =7 A A=V THR—FSNET,

s R—FEINDT TV r—aid, FEATv =)0, remote 2 RDZEIT, Secure Copy
Protocol (SCP) D#H T,

¢ Rivest, Shamir, ¥ X ¥ Adleman (RSA) —4pi% SSH H— S—{l|DE (T4, SSH 7
FAT b ELTEMET AT 31 A%, RSA F—%ETHLENRH Y £H A,

* Cisco IOS XE U U —& 17.10 LAF&, RSA F—X7 O/ A XL 2048 v b TH HMH
N ET,

CiscoIOS XE U U — & 17.11 LIFETiX, 99V RSA ¥ —% 5| & & H T 5854, crypto
enginecomplianceshielddisable 2~ > R &I L T7F /31 A TCSDL 2 7' I A 7 A%
L, FREENL T EEN,

s MOMEREITI YV R— FENTVER A,
cAR—h T T—F 4T,

» Compression

tXaT7 S N—=2 3029 R—-MMIBT SH1ER

SSH/\—< 322
TX T e RN—=T g 2R — MERET, SSHAA—Va U2 2RETEET,

SSH/X— 3 L 2 P — RO EIX. SSH A=V 3 1 OFRE L [FBETY, ipsshversion 2~
Rix, %ETHSSH A=Y a v 2EHELET, Z0a~vr RERELRWEA, T 74/ K
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TSSHIFAME— RTEfTSINET, N—T a1 &A= Tg 2 lFOEHRNIFIHTE £
ﬁ—o

\}

GE)  SSHAA—Y g id, EEL LTEESN TV RN b3 T, REHEDO T FajL (N—
Tar ) T AL ART =Ny 7 LIRNE DT 5T, ipsshversion 2~ > K& H
LCA—=V a2 2BETHILERLY £,

ip ssh rsakeypair-name =~ > RZfi 9% & BXE L7 Rivest, Shamir, 3 & " Adleman
(RSA) F—ZffH LT SSH#fia EITC&E7, T TIT. SSHITEREADEAID RSA
X2V 7 SNTHET (DFY, RO RSA F— 7 PER SN 7Z K8 T SSH IEA F—
T o TWET) . ZOBEIIFEEL TV E 928, ip sshrsakeypair-name =~ > R {#
AL TCZOEMEZITHhRVWEIIZT S Z N TE £, ipsshrsakeypair-name=~ > K% &% —
T DAFTEEE L TRET D &, SSHIX, ¥— XTBFEETHLAEICHEINIIR D0, ¥F—
RT BB TERT 258 I%0 ANV ET, Zoa~vr RefH L TSSH 24 %—7
JCT HEA. Cisco V7 " =T DSSHARN—V g 0 1 TIIMLER, RARNE RAL 4%
REXRET HHLEXH D EHA,

\)

GE) 074 NP —ZSSHNA—V g 2 TCHR—FENFETN, EF2T7 = X—=T5321T
I R—FENnFEHEA,

X217 oL —2 302 DBEEEILE

SSH /N—0 51 2 OFEEPRIEIZ L, Virtual Routing and Forwarding (VRF) -Aware SSH, SSH 7
N ZHERETRIE . 3 X O Diffie-Hellman (DH) 2 /L— 7 ZZHaDH R — k72 & OB IERE AN <
ONEENTNET,

N

(GEX)  VRF-Aware SSH #fElx, ZHHAD IV V —RAs LT R—FERET,

Cisco SSH F2ZETIIMENK, 768 B v MEXHMEAEH S TWE L7223, DH 7 /4—7" 14 (2048
By ) BRI AL—716 (4096 £ k) K5 LT 7V r—a kb 5729, LYK
X —Y A XONFEENREFEY, BEDHIN—T 5N TH7 74T k&P — =D
Ay B—URMBENZ 5> TWET, ipsshdhminsize =~ Fi&, SSH #—— LEDE
VaT AP A R EeRELET, TNICMA, ssha~y RAIRESN, SSHZ 74 7 > Milo
TIFAT LV MDVRFA VAR AL EIP T FLALEEHIEHLT, ELWLY—T 47
T=TNVERR L, AT D8RI, VRF BB E L7,

SSHdebug =~ RAMEIES 4L, T/3y VLIRS E L7z, debugipssh 2~ Rik, 73y
7 I AEMFRICTHDIIRESNE Lz, Ty 7 Tav 2 &2{HE LT 501, 20
¥ RTIE, BIICLENE ) TR SSHICBE T 5T XTOT /Ny 7 Xyt —UR

XA TFT LTI N—32HR—F .
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B cx27 05— av20RsAF— (BT BHEENE

FIRI S E Lz, ZOEMEIIKARE LCTHEEL £ T2, debugipssh 2~ RadF—U— K%
BELTRELEES, Avt—2%—U— FTHRELEERICHBESNET,

X7 DI /N—2 3220 RSA F—ITBHT HIEEENLE

CiscoSSH X—T a3 21, F—AR—KF A 2777 4 7RI AB LA T — K _XR—20D
SREE R AP R— ML TWET, RSA F—D SSH N— 5 0 2 EIEMEREIZ, 7 94T k&
P— 3T D RSA X—ZADNHF—FIE LR — F L TWET,

Z—HFEEE : RRAN—AD 2 —HFHFETIL, K2 —FIZBEEA T 5TV 5 - —/AB % —
DOXRT ZBIRER LET, 2—PIIMBES—/ AR —D_XT 27 74T M THERKRL,
B2 —% Cisco SSH = "THEL T, iFrxE T LET,

J VT VR IVORENLEFATT D SSH Z—HIE, %M%ﬁﬁ'r A LTS b s - B4 217
RLET, BH L2 —FORMF— mﬁwt Z SSH #r—/ N2 E &N EJ, SSH —
NI, J*‘*f%)%i’%ﬁéﬂf:{&%ﬁﬂ? xﬂ/f/\/ VaZitRELET, Ny ald, A
BT A= NURBEIZNEI DR TA-DIEAESNET, —ERRO0- TG E
RSAR—ZD A v e—UBGENARF—2H L C3iTahEd, ZO/MR, bz
T =F | ZHANWT, 2—FDT7 7 v RFEEIN A2 ES S E T,

B — RF8FE : SSH & v 3 VOEIHIZ, CiscoSSH 7 7 A 7 2 M, F—KH7 = — XH(Z
FRHCTEDV—NFRA N F—%MHL T, SSH Y —"ZFBFEL £, SSH % —/% F—|%,
SSHY— OB SN E T, ZHHDOF—IISSHNA F—T M5 & ITER S,
74T MIITCRIET HDMENRHD £77,

Y — NERFEDA . CiscoSSH 7 7 A4 7 2 ERET—NIZARA N F—2F 0 Y THLERHD
T, JIAT VIR —R_LDBTSSHY vy a v a2 LESETDHE, 774 T b
X —HA =D —EE LT, P—"DOBLEZZELET, BMERFANXF—DF = v

7 TITITNTTAT LV MUTA R—=TND6E, EOHF— NI ETHHRA N F— 20 kY
WDDHNE IR TAT » FTHERSINE T, —BERRONDE 77472 I — 37k
A2 b F =2 L TELORGEZRITLE T, v —"ORFECHIT D L. By a VO
VBRISFAT U E T, RWT D&, JIERIIE T L. [Server Authentication Failed] & 9 A vt —
UHRERINET,

N =Y — N TRNT DB, ATV EZEHLET, LEBn-T, SSH‘b‘~/\T RETED
NBF—DFEIE, 1 2 —PITR KR 2 DORHF—ZAFR L7256 10 2— PRI R b E T,

G¥)

A -'j_’—/\ iRSA/\“—‘X@:L‘—‘H_u»LHLE%'ﬁ_T‘— }\ L’Cb\iﬂ"ﬁl Aa g 7/1)77/ ]\ imu
AEARE L TABF—Z2 R TE £ A, RSAR—ADRIIKITHA4—T 272 SSH 7 T A
TR DOERE Cisco V— 3D E L72GE . — NEERGEE R 2T AiLE T,
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GE) Y= \GFRREOL A, —/ D RSA A% —% FEICiE L, CiscoSSH 7 74 7> MilTip
ssh stricthostkeycheck =< > K& % & L £,

SNMP ~ < v 4R
THEHDOV Y —RIJS LT, iRy NU—2FE T ha (SNMP) 7y, FT vy
TSN T SNMP 73y T3 F 273> TV DA, SSH & v & a U T LB BB
AR ENET, SNMP ~ 7 v 7OHEDMEIZBEIT 2 HIZOWTIL,  [SNMP Configuration
Guidel] @ [Configuring SNMP Support] E¥ = —/LZZHL T,

\)

() somp-server host 2~ R&EHETH5E. IP 7 KL AL, SSH (telnet) 7 747> b3
0. SSH H— 3~ IP #§53 A[HE/R PC DT KL AT HMENRH Y 7,

F7-. debugsnmp packet =~ RK&fH L CSNMP 73y 72682, b7 v 7 E2FRT
LMENRDHY T, M7y IEBRICIE, FEASL MR SSHE Yy va TS | B
AN EOERNEENET,

s\_

SSH’J‘F_#: I:’r/9777_’fjnnunIE

SSH ¥ —R— K A X T 7T ¢ 7RFHEREIL, SSH TOPA A v — VL b IFFIEL,

IR HFEFDOFFEA N = AL ZFET H-DIEHTE 2 T, BARBIZ, BfETFR— hé
NTHWb, 2—HFDANDIBYEIRGEE F.Ejiﬁ IT T, ZOWRBTIEITTHI LN TEE
9, ZOMRRITAEINICA R—T7 Il £9,

WDOFENYR—FINTWET,
« NNATU— K

e = NPREEFETEIT Y LU DISETHEEEITA MY 7 2T 5 SecurlD 3 LY
N—RT 2T h—2

o« T T A URRETRFRGETE Y 22—/ (PAM)

« S/KKEY (3L OZF DM #ETx—)

HENICA X —T VI ENTZSSH ¥ —R—FA U X2 T 7T 4 TR REEO X £ Iy F )
FOFNZDNTIZ, il : SSHF—R— R A Z T 75 4 TiiE (22 2—) 2R L TL
7230,
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TXa7 YzIN—2a 2 R— FDEEAE

RAMBEEVRASM VRZEZFERALE-SSHANA—2D 3 0207 /31 RE&

&
FIEDBE
1. enable
2. configureterminal
3. hostname name
4. ipdomain-name name
5. cryptokey generatersa
6. ipssh [time-out seconds| authentication-retriesinteger]
7. ipsshversion [1]2]
8. exit
FED 4
ARV FEREET7IVa Y B
RTw 71 |enable Mg EXEC =— F& AT LET,
1 e NAT— REANLET (EERINTEELEE) .
Device> enable
R 72 |configureterminal su—s L Ay 7 4 ¥ ab—3igy E— NE Bk
1 LET.
Device# configure terminal
A5 73 |hosthame name TNAADHEA N EHELET,
1
Device (config) # hostname cisco7200
A5 74 |ipdomain-name name TNRAAD KA B EHELET,
1 -
cisco7200 (config)# ip domain-name example.com
AT 75 |cryptokey generatersa g—HNE IR E— FEREHIZ SSH — 3% A

1 -

cisco7200 (config)# crypto key generate rsa

F—7 M LET,

. X2 TF7 I N—C a2 R—



| £xa7vzun—sav2gdi—+t

RSA %— X7 &M L1 SSHA—S 3220711 282 |

AU RFERET7TIV3 Y B#)

X 76 |ipssh [time-out seconds| authentication-retriesinteger] | (1) 554 A L CSSHHIEH A E L ET,
1 -
cisco7200 (config)# ip ssh time-out 120

AT wF7|ipsshversion [1]2] (EE) TA ATHFITT HSSHON—V a o #fi
f5l ELET.
cisco7200 (config)# ip ssh version 1

AT w78 |exit Ta—N)L ary 74X al—vay B— REKT
Bl L. #7HE EXEC T— R ML ET,

. . . 7 74/ h ARA MIERESIZIE, nohostname =

cisco7200 (config)# exit - f\fffﬁﬂq Liﬁ—o

RSA X+ — R7ZEFERALI=SSH/N\—2 3 02D T /N1 REKTE

ATy T

ATy T2

ATvT3

ATvT4

enable
il -
Device> enable
¥ EXEC £— READT L ET,
e NATU—=REANLET (ERINZHE)

configure terminal

1 -

Device# configure terminal

Jau—N)Lary7 o Xal—yary ET— REHEBLET,

ip ssh rsa keypair-name keypair-name

51

Device (config)# ip ssh rsa keypair-name sshkeys

SSH (214 % RSA F¥— X7 ZHEL £,
GE) AT FNA ZNTIIEED RSA F— T AR ETEXET,

cryptokey generatersa usage-keys label key-label modulus modulus-size

XA TFT LTI N—32HR—F .
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1 :

Device (config)# crypto key generate rsa usage-keys label sshkeys modulus 768
FRA ATH—I VB LU E— MRAEEAT S SSH H— S & AT LET
« SSH N— = v 2 Tl #aktH A XL 768 £ ML ETHLUENRSH Y £,

G¥) RSA % — ~7 Z W4 5121, cryptokey zeroizersa =z~ &AL E£3, RSAF— <7 %
HIBR 2 &, SSH H— NIZHEWICIEShIC 2 D £9,

AT w75 ipssh [time-out seconds | authentication-retriesinteger]

&1

Device (config)# ip ssh time-out 12
T8 Z 1T SSH AR AR E L E T,
AT w76 ipsshversion 2
1 -
Device (config)# ip ssh version 2
TNA ATEITT D SSHDO A=V a VEEELET,
ATy 71 exit

1 :

Device (config)# exit

Ja— ) a7 4 FX¥al—ary T—REKT L, BHEEXEC T— RZB8BLET,

RSAR—ZXDA—HZEEEEETT H1=6HD Cisco SSH H—/\DEKRTE

ATv 71 enable
I
Device> enable
FrHE EXEC E— R A L £ T,
c RAT—READLET FERan=56

ATw 72 configureterminal
{1 -
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Device# configure terminal
Ju—r)ar7 4 F¥al—yary ET— REBBLET,
AXTw 73 hostname name

{5
Device (config) # hostname hostl
WA MLERELET,
ATv 74 ipdomain-name name
il -

hostl (config)# ip domain-name namel

Cisco 7 b =T THHTIT 74NV D RAL U4 EEFR L, RERRBARND RAL U EMTEL
ij‘o

ATwv 75  cryptokey generatersa
i
hostl (config)# crypto key generate rsa
RSA F— X7 %A L ET,
AT w76 ipsshpubkey-chain
il

hostl (config) # ip ssh pubkey-chain

SSH #— " EDa—HEB L OV — SFRAEHIC SSH-RSA F— &2 EL, AfF— a7 1Fal— g
v E-RERGLET,

¢ = NIRIESN TN D RSARBF =D, 7747 & MIRFEISH TV D AT — &R F— D~
TERMALTHREES D & 2 —VREGETIREI T,

ATw 71 username username

fi

host1 (conf-ssh-pubkey) # username userl

SSH 2 —#4 %% EL, AF—a2—F ar 7 Fal—rvar - RFafthLET,
ATy T8  key-string

il -

hostl (conf-ssh-pubkey-user) # key-string

tFaT7 oz N—Yav2yR—t .“
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B rsa A2 04—/ \REEETT 51200 Cisco 108 SSHH—/\DFE

ATvT9

ATv 710

UE—F ET7DRSABHF—ZHEL, AF—T—F a7 F¥alb—var E—FElMLE
j—o
GE) A =72 SSH 7 AT it (FWHx 5 & ssh/id rsapub 7 7 A L B) AT —fE%E
BT T,
key-hash key-type key-name
fi
hostl (conf-ssh-pubkey-data) # key-hash ssh-rsa keyl
(fEE) SSH ¥ — A 7 e n"—=Va v amELET,
o U —/ABFT— NT ORETIX, F— XA 7% sshrsa lCTHXENRHY 5,
s key-string 2~ > RRRESNTOWDLEHAICIRY Z O FIEIIEE T,
s key-string =~ > K & key-hash =2~ > ROWT NN ERET LHHLERH D 77,
GE) ABF— AN T DNy v aZdETHIE, Ny Va7 My = T EERLET,
o, MDA TARL AN Ay Y afizat—F 52 L b TEET, M TARMF—
T—H e ANTTT DA, key-string 2~ REFEH L CARS— 7T —4%2 AT 5 2 L&
TLET,
end
fi
hostl (conf-ssh-pubkey-data) # end
AHF—T—F a7 4 Fal—rar - RET L, FHEEXEC E— RIZRED £,
e 774 )V K BRANMIREDIZIL, nohosthame =~ REMEH L ET,

RSAR—ZX DY —/\FREAFZFZEITT 57-HD Ciscol0S SSHH—/\DEXE

ATy T

ATy T2

enable
1

Device> enable

¥i#E EXEC E— R&Z AN L £,
e RAT—RKE AN LET (ERENEHED)

configureterminal
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ATvT3

ATy T4

ATy T5

ATvT6

ATy 17

ATvT8

RSA R— R DY —NREEEETT 51280 Cisco 105 SSH ¥ — 0%z [

1 -

Device# configure terminal

Jua—ary7 4 ¥alb—varyt— RKeBBtLET,
hosthame name

I

Device (config) # hostname hostl
RA M ERRELET,

ip domain-name name

i

hostl (config)# ip domain-name namel

CiscoV 7 NI 2T THHATAT 74NV ED RAL L AEER L, FELRARAND RAL LV EHTEL
i—g—o

crypto key generatersa

i

hostl (config)# crypto key generate rsa
RSA F— X7 ZARK L £7,

ip ssh pubkey-chain

I

hostl (config)# ip ssh pubkey-chain

SSH #-— R L —H 8 L O — \FEHFHIZ SSH-RSA F—%4REL., AfF— a7 4 F¥a21— 39
V= REBMBLET,

server server-name

1

hostl (conf-ssh-pubkey) # server serverl

TN ZATORAF =IOV T SSH Y —"EFDI L, KAF— =N ar 7 Fal—rvar
T NERMBLET,

key-string
{1 -

hostl (conf-ssh-pubkey-server)# key-string

JE—h ET7DRSALXHF—ZHEL, AHF—TFT ¥ a7 4 Fa2l—var v— K2R LE
TO

tFaT7 oz N—Yav2yR—t .-I-
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B rsax—zoy—\BEEEFTT 5100 Cisco 10S SSHH—/ A DFE

ATy

ATv 710

ATy 71

ATvT12

ATy 713

GE) A=V SSH 7 AT it (0 x 5 & sshiid rsapub 7 7 A 4 B) AT —EZE
BT Ed,

exit

fAi)

hostl (conf-ssh-pubkey-data) # exit

NBEAF—T—H a7 4 FXFa2lb—raryET—FRaKTL, A~V —Rar 7 X2l —a v
£ F‘%Eﬁﬁé LSETO

key-hash key-type key-name
il -
hostl (conf-ssh-pubkey-server)# key-hash ssh-rsa keyl
(EE) SSH¥ — A 7 e "=V a v alELET,
s W F—/ABRF— NT ORETIL, F— FA 7% sshrsa lZTDHLERH Y £,
s key-string 2~ RRHEE SN TVWDLEAICRY ZOFIRIIEETT,
e key-string =~ > K& key-hash =2~ > ROWTFNNERETHIHLERH D £,
(GE) NEF— ARV Oy Va3 /BT HI203, Ny a7 by =T EEHLET,
£, BOT AT TARAL AN Ny Y afizat =352 L b TEET, D TARF—

TR B AT HEE, key-string 2~ FEFH L TARY— T —¥ 2 ANT5HZ L&
BLET,

end

il -

hostl (conf-ssh-pubkey-server) # end

NF— =N a7 Falb—rar T—REET L, fHEEXEC T— RIZED 7,
configureterminal

fi

hostl# configure terminal

Ja— L ar7 4 Xal—rar E®— RERBLET,

ip ssh stricthostkeycheck

{5

hostl (config)# ip ssh stricthostkeycheck

P SRRENETSND Z L MR L ET
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UE—F FRAREOESEEy a0 [

PEENFAETD L, HERIIE T LET,

e F 7 )L N RANMIRDICIE, nohosthame =2~ > RZ&EH L E9,

JE—F TNAREDERIEEY > 3 > DEE
A

CE) BT AT AR, YA VT 2T THR—FEINDESAT AT X8 ZfHx -
X7 vzl (SSH) —R"EZPR—FLTWARLENHY T, £/, T A AZHITT
HVEIHY ¥ A, SSHIZTT 4 B—T /0 T— R TEITTEET,

ssh [-v {1] 2} | -c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des | aes192-cbc | aes256-cbe} | -1 user-id |
-| user-id:vrf-name number ip-address ip-address| -l user-id:rotary number ip-address|-m {hmac-md5-128 |
hmac-md5-96 | hmac-shal-160 | hmac-shal-96} | -o numberofpasswordpromptsn | -p port-num] {ip-addr |
hostname} [command | -vrf]

51

Device# ssh -v 2 -c aes256-ctr -m hmac-shal-96 -1 user2 10.76.82.24

VE— | Ky FT—2 FAL AL OB STt v v 3 v EBIfA L ET,

FSIONWNYa—TaTDED R
ipsshversion 2~ KX, SSHORED N T TNy a—T 4 V7T ET, =V a v
EEETHZLICE-T, MENRHD SSH A A—Va VERFETEET,

SSH H—/\T® Secure Copy Protocol D1 r— T L1k
A\

GE) WDH A7 TiL, SCP OV — LR TELET, ZDOXRTL, TXAATIE—FD
T — AT — g VNS T 7 A NEESII I —TX 5 — BB EEL T L TVET,

2FvF1  enable
B

Device> enable

¥t EXEC E— REZAIC L £,

XA TFT LTI N—32HR—F .
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. SSH H—/\T® Secure Copy Protocol MDA —JJL{t

cNAT—=REANLET (ERINTZHE) .

ATw 72 configureterminal

1 -

Device# configure terminal

Ja—\ ) ary7 4 Xal—ay T— ReBBLET,
ATw 73 aaanew-mode

i) :

Device (config) # aaa new-model

AAAT V7 tRA ary hag—LEBFNEAL X —T M LET,
AT w74 aaaauthentication login default local

1 -

Device (config)# aaa authentication login default local

WRERFIC B =N D A=Y/ T = I X=2Z AT DL, v A RO AAAREZRE L ET,
ATw 75 aaaauthorization exec defaultlocal

1

Device (config)# aaa authorization exec default local

2= T I RERIBET AT A—F 2 xy N —ZICRELET, Frl2FEITL., =—3ID TEXEC
VaVDFETEFATINE INEERELET, FTO%, VAT ATHFAICOR =)L T —Z_X— R %l
HTA2MNERHDZ E2HEELET,

ATw 76 usernamename privilege privilege-level password password

1 -

Device (config) # username samplename privilege 15 password passwordl

=P/ N—ZOFEFEL AT LaEL L, =P MRV~ BRUEE LS A T — REHRE L
3w

GE) privilege-level 515D e/ MEIE 15 T, MR L~LAN 15 K D6, it s x4,

AT 717 ipsshtime-outseconds
{1 -

Device (config)# ip ssh time-out 120

TNNAANSSH 7 AT b OIE Z2f oW Z . BB TRIELET,

AT 78 ipsshauthentication-retries %%

. X2 TF7 I N—C a2 R—
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{5

Device (config)# ip ssh authentication-retries 3

A B=Tx2AZADY ¥y M, BRELRITTHREAERE L £7,
ATw 79  ipscpserverenable

il -

Device (config)# ip scp server enable

TNARAT, VE—NU—FI AT —2a v NoERIIT7A N Ea—T&5L5ICLET,
ATv 710 exit

i) :

Device (config) # exit

Jua—)Lary7 4 Xal—varT—REKT L. ¥ EXEC T— FIZRY £1°,
ATv 711 debugip scp

il -

Device# debug ip scp

({EE) SCP BREDMEIZB T 2 2 A et L 97,

X217 VI IIVBEHREORT—2 ADWESR

2T v 1 enable
B -

Device> enable
Rt EXEC E— RZ A LET,
e MNAU—REZANLET (FERINTHE)

AT T2 show ssh
% -

Device# show ssh
SSH r— MEftD AT — 2 A KR LET,

ATy F3 exit

XA TFT LTI N—32HR—F .
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1 :

Device# exit

¥i#E EXEC ©— R&#& T L, =—V¥ EXEC £— RIZEY £7°,

1

KD showssh =~ FOHABFNTIT, N—Ta3  1BRON—T 3 0 2 O EED
SSH =2 a V1 BLONRN=Va V2EEROAT = ANRFRESNTHET,

Device# show ssh

Connection Version Encryption State Username

0 1.5 3DES Session started lab
Connection Version Mode Encryption Hmac State
Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

WD showssh 2~ ROHEAFNIE, N—=Ta 28k (N—Ya v 1 #EFERL) @
BEDOSSH A=V a3 L 2BLUONN—V g VIO AT —H ANRERENTWET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%$No SSHvl server connections running.

RO showssh 2~ ROWENFNTIX, N—Ta 28k (N—Ta 18R L) O
BWEDOSSHARA—Va v 1 BLONR—U g U 2BO AT — X ANREBRENTWET,

Device# show ssh

Connection Version Encryption State Username
0 1.5 3DES Session started lab
%No SSHv2 server connections running.

X217 VI AT—RADIESR

AT w1 enable

. X2 TF7 I N—C a2 R—
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1 :

Device> enable
F5HE EXEC E— REBAC L E T,
e NMAT—READNLET (FRINTEHE)

AT w72 showipssh
{1

Device# show ip ssh

SSH D/N— g VB I ORET — 2 2R LET,
ATv 73 exit

11

Device# exit

¥i#E EXEC E— F&& T L, =2—V¥ EXEC £— NIZEY £7,

1

RO showipssh =~ ROMDHNZIE, A7 SSH D=V 3 > BREX A LT 7
ME, BLOAR—=V a3 1 BLOAR—V g 2 2 8k OREOHRTRIBENFRENT
WET,

Device# show ip ssh

SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

KD showipssh =~ ROMNHNTIL, AZI72 SSH D=V 5 ) BEEF A LT T
]\1@\ }OJ:U\/\'—:/ 322 @?ﬁ/h (/\'—:/ a1 @‘fjﬁfcﬁ L/) ODHAL‘\HE@E:DEQ??E;iz) 2%/7_‘
EhTnET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

KD showipssh =2~ ROMDHNTIE, A2h72 SSH D=V 5 > BEEX A LT ¥
ME, BEIOR—=V g 0 1T (N—2 9 282 L) ORRGEOFRITEIENFER
SNTWET,

tFaT7 oz N—Yav2yR—t .-_
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Device# show ip ssh
3d06h: %SYS-5-CONFIG I: Configured from console by console

SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

X277 OTILIN—=D32DFZARY T EME

ATv 71 enable

i -

Device> enable

FiHE EXEC £— FE AT L E T,

e NAT—=REANLET (FERIn=HE) .

AT 72 debugip ssh

i -

Device# debug ip ssh

SSH DT Ny 7 HHZ LET,
AT w73 debug snmp packet

il

Device# debug snmp packet

FRAL AL TEZEENTZTXTDOSNMP X7 hDOF Ry Z A LET,

1
kD debugip ssh =~ > FOHFNL, #Efens SSH A=V a V28 T 5 Z & &R
L\i‘é—o

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSHL: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2
00:33:55: SSH2 send: len 280 (includes padlen 4)

00:33:55: SSH2 SSH2_MSG_KEXINIT sent

00:33:55: SSH2 ssh _receive: 536 bytes received

00:33:55: SSH2 input: packet len 632

o

. X7 oI N—T 302 R—
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00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2

partial packet 8, need 624, maclen 0O

ssh _receive: 96 bytes received

partial packet 8, need 624, maclen 0O

input: padlen 11

00:33:55: SSH2 received packet type 20

00:33:55: SSH2 SSH2 MSG_KEXINIT received

00:33:55: SSH2: kex: client->server aesl28-cbc hmac-md5 none

00:33:55: SSH2: kex: server->client aesl28-cbc hmac-md5 none

00:33:55: SSH2 1: expecting SSH2 MSG KEXDH INIT

00:33:55: SSH2 1: ssh _receive: 144 bytes received

00:33:55: SSH2 1: input: packet len 144

00:33:55: SSH2 1: partial packet 8, need 136, maclen O

00:33:55: SSH2 1: input: padlen 5
l.
1
1
1

R

00:33:55: SSH2 received packet type 30

00:33:55: SSH2 SSH2 MSG_KEXDH INIT received
00:33:55: SSH2 signature length 111

00:33:55: SSH2 : send: len 384 (includes padlen 7)
00:33:55: SSH2: kex derive keys complete

00:33:55: SSH2 send: len 16 (includes padlen 10)
00:33:55: SSH2 newkeys: mode 1

00:33:55: SSH2 SSH2_MSG_NEWKEYS sent

00:33:55: SSH2 waiting for SSH2 MSG_NEWKEYS
00:33:55: SSH2 ssh _receive: 16 bytes received
00:33:55: SSH2 input: packet len 16

00:33:55: SSH2 partial packet 8, need 8, maclen 0
00:33:55: SSH2 input: padlen 10

00:33:55: SSH2 newkeys: mode 0

00:33:55: SSH2 received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received
00:33:56: SSH2 ssh _receive: 48 bytes received
00:33:56: SSH2 input: packet len 32

00:33:56: SSH2 partial packet 16, need 16, maclen 16
00:33:56: SSH2 MAC #3 ok

00:33:56: SSH2 input: padlen 10

00:33:56: SSH2 received packet type 5

00:33:56: SSH2 send: len 32 (includes padlen 10)
00:33:56: SSH2 done calc MAC out #3

00:33:56: SSH2 ssh _receive: 64 bytes received
00:33:56: SSH2 input: packet len 48

00:33:56: SSH2 partial packet 16, need 32, maclen 16
00:33:56: SSH2 MAC #4 ok

00:33:56: SSH2 input: padlen 9

00:33:56: SSH2 received packet type 50

00:33:56: SSH2 send: len 32 (includes padlen 13)
00:33:56: SSH2 done calc MAC out #4

00:34:04: SSH2 ssh _receive: 160 bytes received
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #5 ok

00:34:04: SSH2 input: padlen 13

00:34:04: SSH2 received packet type 50

00:34:04: SSH2 send: len 16 (includes padlen 10)
00:34:04: SSH2 done calc MAC out #5

00:34:04: SSH2 authentication successful for lab
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #6 ok

00:34:04: SSH2 input: padlen 6

00:34:04: SSH2 received packet type 2

00:34:04: SSH2 ssh _receive: 64 bytes received
00:34:04: SSH2 input: packet len 48

00:34:04: SSH2 partial packet 16, need 32, maclen 16
00:34:04: SSH2 MAC #7 ok

00:34:04: SSH2 input: padlen 19

00:34:04: SSH2 received packet type 90

PP HRPRPRRRRRRRRRRRRRRRRRRRRRRRRRRRERRRRRRRRRRRRRRRR
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channel open request

send: len 32 (includes padlen 10)
done calc MAC out #6

ssh _receive: 192 bytes received
input: packet len 64
partial packet 16, need 48,
MAC #8 ok

input: padlen 13

received packet type 98
pty-reqg request

setting TTY - requested: height 24,

maclen 16

input: packet len 96
partial packet 16, need 80,
MAC #9 ok

input: padlen 11

received packet type 98
xll-req request

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #10 ok

input: padlen 12

received packet type 98
shell request

shell message received
starting shell for vty
send: len 48 (includes padlen 18)
done calc MAC out #7

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #11 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #8

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #12 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #9

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #13 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #10

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #14 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #11

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,

maclen 16

maclen 16

maclen 16

maclen 16

maclen 16

16

maclen

maclen 16

. X2 TF7 I N—C a2 R—
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00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2

: MAC #15 ok

: input: padlen 17

: received packet type 94

: send: len 32 (includes padlen 16)
: done calc MAC out #12

: send: len 48 (includes padlen 18)
: done calc MAC out #13

: send: len 16 (includes padlen 6)
: done calc MAC out #14

00:34:08: SSH2 : send: len 16 (includes padlen 6)
00:34:08: SSH2 1: done calc MAC out #15

00:34:08: SSHL: 56331on terminated normally

o ououl oul oell ol oulll ol ol

X7 o IN—23 02 R— MDEKRTEH

1

1

1

1

1

ttXa7

tXa7

X217

JE—F

A

ST N—U31DETFE

Device# configure terminal
Device (config) # ip ssh version lip ssh version 2

ST IIN—U3 20 20DEFE

Device# configure terminal
Device (config) # ip ssh version 2

DI N—Ua3MBELEU2DERE

Device# configure terminal
Device (config)# no ip ssh version

TINA ATOESIEEyYL 3 OB

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24

H—/\{8] SCP D& FE

OB TIL, SCP DV — NMAMSEEDFREHEEZ /R LET, ZOBITIL, T3 A THD AAA
HBIPHFALRELTWVET, ZOFITIE, e — I NCERSINE2—PL L XX T— %
ERLET,

Device# configure terminal
Device (config) # aaa new-model
Device (config)# aaa authentication login default local

tFaT7 oz N—Yav2yR—t .“



tXa7 v N=vavagR—t |
B 5 swwersyTomE

Device (config) # aaa authorization exec default local

Device (config) # username samplename privilege 15 password passwordl
Device (config)# ip ssh time-out 120

Device (config) # ip ssh authentication-retries 3

Device (config) # ip scp server enable

5l - SNMP 5 v TDETE

OB TIE, REFEHFD SNMP 7 v 7% Rk LET, b7 v 7@AIL, SSH v a Uk
TI5EAEBNICAEKRSNET, ZOfldDa, b, ¢, dIXSSHZ 74T FDIP T KL AT
T, SNMP ~ 7 v 7Ty ZHIOBFNZONTIE, ] : SNMP OF w7 (24 _—) |
EBZBLTLL I,

snmp-server
snmp-server host a.b.c.d public tty

Bl : SSH¥x—HR—F 42250 T4 TFEL

Bl: 2347 MMUIDT /Ny TDEHIE

WKOBTIE, 727AT > MUDOT Ry TRF AT >TEY, a7 FOgRE»N 6 (SSH
X—R— RN A EFIT 4 THEFRDTDIZ3 D, N2 T— REEEHFRDOE-DIZ3 D) I
725> TCUWET,

Password:

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on
Devicel# ssh -1 lab 10.1.1.3

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange successful

*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and encryption on
*Nov 17 12:50:53.335: SSH2 CLIENT 0: using method keyboard-interactive
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0O: using method password authentication
Password:

Password: lab

. X2 TF7 I N—C a2 R—
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Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT 0: SSH2 MSG_USERAUTH SUCCESS message received
*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated

*Nov 17 12:51:11.407: SSH2 CLIENT 0: pty-req request sent

*Nov 17 12:51:11.411: SSH2 CLIENT O: shell request sent

*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl: TS50 INRART—FDZEHE(ZK S ChPass DEE

OB TIiL, ChPass BERER AN/ >TEY, SSHX—R— KA X T 7T 4 TRIAESF %
FRALTCT 77 RAT—RKREEINTWET, TACACS+ 77 R a2 ha—/L H—
(ACS) 1Z. Ny 7TV FAAA Y —RNE L THERHENTWET,

Devicel# ssh -1 cisco 10.1.1.3

Password:

0ld Password: cisco

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

5] : ChPass DEMEH L VHEIOST A > THD/INRT—KREHR

WO TIiL, ChPass #EREN A N2> CTEYD ., TACACS+HACS 1INy 7= R H$—nL LT
SN TWEST, SATU—FRE, SSHX—R—RFR A %575 7 Bar &M L Thx
oo A4 o TERINTWET,

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.
Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit
[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password:ciscol

Your password has expired.

Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.
Try again.

New Password: cisco

Re-enter New password: cisco

Device2>

tFaT7 oz N—Yav2yR—t .“
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L > » ps o > L

51 : ChPass DAEMILE LU IEOT A 2 LE=ROD/IXXT— FDRR

IROBITIE, ChPass HEEEAS AT/ > TH Y | TACACS+ACS (33 7 T2 K AAA H—/3 L

LCHEAENTWET, NAT—RIE, SSHX—AR—R A X777 0 TRGESF RN =L

T3l 7 A 2 LIZRICHIREINICR D £95,

Device# ssh -1 cisco. 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2>

5l - SNMP F /3y 45

KIZ, debug snmp packet 2~ > RO HBIZ R LES, HIZiX, SSH & v 2 > D SNMP
N7y ERPEENET,

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Devicel2# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
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ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246

1056

ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392

local.9.2.1.18.2

*Jul 18 10:18:42.

Devicel#

= lab
879: SNMP:

SSH DT /3y 5 D3kt

Iz, debugipsshdetail =~ > RO ABZ R LES, HAICIE, SSHZ 2 haLéF v rL
GRICET BT Ny TIERNEENE T,

Device# debug ip

00:04:22: SSHO: starting SSH control process

00:04:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25
00:04:22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
00:04:22: SSH2 0: SSH2_MSG_KEXINIT sent

00:04:22: SSH2 0: SSH2 MSG_KEXINIT received

00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG_KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS sent

00:04:22: ssH2 0: waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS received

00:04:24: SSH2 0: authentication successful for lab

00:04:24: SSH2 0: channel open request

00:04:24: SSH2 0: pty-reqg request

00:04:24: SSH2 0: setting TTY - requested: height 24, width 80;
80

00:04:24: SSH2 0: shell request

00:04:24: SSH2 0: shell message received

00:04:24: SSH2 0: starting shell for vty

00:04:38: SSHO: Session terminated normally

ssh detail

Packet sent via UDP to 10.0.0.2

#-ssho7 v Tt [

set: height 24,

width

KIZ, debugip ssh packet =~ > ROl 2R LET, HZiL, SSH X7 v MIBT 57
Ny TIERBEENET,

Device# debug ip

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

O O O OO OO0 0O0O0Oo0oooooo

ssh packet

send:packet of length 280
64 bytes received
total packet length of 280 bytes

ssh receive:
input:

partial packet length(block size)8 bytes,needed 272

ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272

ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272

ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272

ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272

input: padlength 4 bytes
ssh receive: 64 bytes received
input: total packet length of 144 bytes

partial packet length(block size)8 bytes,needed 136

ssh receive: 64 bytes received

EXxaF7 oz nN—Cav2gR—

(length also includes padlen of 4)

bytes, maclen 0
bytes, maclen 0
bytes, maclen 0
bytes, maclen 0

bytes, maclen 0

bytes, maclen 0

"
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00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

signature length 143

newkeys: mode 1

newkeys: mode 0

O O O O OO OO0 0O0O0O0OOooo oo

tXa7 v N=vavagR—t |

: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
ssh_receive: 16 bytes received

: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
input: padlength 6 bytes

send:packet of 1length 448 (length also includes padlen of 7)
send:packet of 1length 16 (length also includes padlen of 10)

ssh_receive: 16 bytes received

input: total packet length of 16 bytes

: partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
input: padlength 10 bytes

ssh_receive: 52 bytes received

input: total packet length of 32 bytes

: partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
: MAC compared for #3 :0k
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[Cisco I0S Master Command List, All Releases]
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[ Security Configuration Guide : Securing User
Services]
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['Cisco 10S Configuration Fundamentals
Configuration Guidel

IPsec DX EVEZE

[ Security Configuration Guide : Secure
Connectivity.

SNMP b T v 7 DEREX A7 ['SNMP Configuration Guide]
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IETF Secure Shell Version 2 Draft #14% | Internet Engineering Task Force @ Web 1
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.ietf.org/
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EHE I E L7 : debugipssh, ip

X 2T L N—T g
V2D RSA F—IZT 5
FRRETLIR

RSAF—DEX=a7 oz /LX— g U 2HEREYERIZIE. SSH
M RSA F— R—Z2 D2 —HF —FWFEC, SSH —/3— K A
b F—DORAFCHEED VAR — M ED | IBIEEEN < D
HENTHET,

WDa~<y RPEANEITELEINE LR
pubkey-chain, ip ssh stricthostkeycheck,

ip ssh

. X7 oI N—T 302 R—



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



