SSH :Z:F 0 X.509v3 SFERZ=

SSH FRFED X.509v3 FEAEREREIL, Y — X—NTX.509v3 T U X ViEBHEEZFEH L, %27
V=% (SSH) ‘H_‘_‘/\—LEIJ :1‘_“& uunﬁ%{fﬁﬁ Liﬁ‘

ZDEVa— VTR, TUXNGERERO—ARB IR —YHEHET R 7 7 A LERET D
JTFEICHOWTHBA L £,

« SSH FBAED X.509v3 REFAEO RIS (1 2—)

* SSH #HFED X.509v3 GEBEOHIFIHFHE (1 ~X—)

* SSH #FFEH D X.509v3 GEEICEET A f#H (2 ~—)

* SSH #EFEH D X.509v3 GEFAEORRE HiE 2 =—)

* SSH #EFEH D X.509v3 GEFAEDORRER] (7 ~<—)

* SSH FBFEH D X.509v3 FEREIZBE T 5 2 DB EEE (7 X—)
* SSH #BFEH D X.509v3 FEHEOKRERF#R (8 X—)

SSH Z2EF 0 X.509v3 &Eﬂ%@ﬁﬂ%%#

* SSH FRFED X.509v3 FEAEMEHE Cid, ip ssh server authenticateuser =~ > KD Y I
ip ssh server algorithm authentlcatlon oy RPEAINLET, ip ssh server authenticate
user A REEMT 5L, ROBEA v E—UREREINET,

Warning: SSH command accepted but this CLI will be deprecated soon. Please move to

new CLI “ip ssh server algorithm authentication”. Please configure “default ip ssh
server authenticate user” to make CLI ineffective.

« default ip ssh server authenticateuser =t~ > K% ffiJfl L T, ip ssh server authenticate
user 2~ REEZLET, D%, 10S X277 =/ (SSH) ¥——[Tip
ssh server algorithm authentication =~ > R&fH L CRRE L £,

SSH :2:F 0D X.509v3 SEBRZ D #I%9E18

o SSH ZBFED X.509v3 FFAAEMEE D ERE L, I0STHF 27 > =/ (SSH) P — X—fllic DI
WHTEET,

SSH 2R X.509v3 FEFAE .



SSH S23E0 X500v3 sEBAE |

B ssuzamo xseo sEeREIcEE T 218

SSH 32

« 10S SSH #—/3—{%, 10S SSH H— S — D H— 31— L R — P —FHAEIZ DOV T
x509v3-ssh-rsa 7 /L3 Y X b RXR—ZDFEAEO AL Z VAR — M LET,

sEF D X.509v3 EEBRE ICRE9 B 18R

TR JLEERRE

RREOFNEIL, ARBALX— L ZDBREDTAT T 47 4 L OBEEORIIEF L E
7, X.509v3 JE (RFC5280) OF VX NVGEEIX, 7A T T 47 4 OEBREFEITTH720
WA SNET, [BHETE 20— NEARE & 2 o GERBIIC X 5 B4 oEHIc k- T,
REDAHEBL X —EIREDT VEINTAT T AT ADBNAAL  RENET,

NHF—A 2 TTANTIZF ¥ (PKD) O T A MRA L NI, T VXA ZEOEHIET
HFET, FEAELE NI A MKRA U MEBEEMITD Z LIk o T, FEAELREfFCExES, T
A RRA > MTIE, BRER (CA) | SEISERTATUT AT A NRNTA—K BT VX
NVEEBFEIZBET 2R EZENTWET, HEDO N T A MRA - b EAER L T, B2 5
BT B 2 E N TEE T,

X5090v3 AL =Y —N\—FB LUV —Y—ZE5E

P R—ZWIEDHA . 10S X 27 =/ (SSH) DNHERDT-OIZFNEROZIEIE4 SSH
IIAT Y MTEELET, 2OV — NGERER, —EEHET 0 T 7 AL

(ssh-server-cert-profile-server 727 4 ¥ =2 L — 3V F—R) THREINIZFT A RRA
R BV ET
A—FRRAEDEE . SSH 7 T4 7 > b PR D IOl 2 — Y OFEH #E % 10S SSH — 3Tk
fELET, SSHY— N, — \GEET 1 7 7 £ )L (ssh-server-cert-profile-user 2> 7 o F =
L—yarE—F) TRESINZARF—AT7TFANT7F % (PKI) FTAMRA LV M
'fﬁﬁﬁ LT\ X'T;:l Ltl—*)‘uﬁﬁﬁ%%ﬁ%ﬁ Liﬁ_o
T 7 4V N T GEAEAR— ZAOFGEA, T0S SSH H— Uik TH— "B L= —HFlzxt LT
AN TOET,

H—/\—
S —

ax AE

FIRDHE

EECT O ZIEIAE ZERT 57D 10S SSH H—/3—D

1. enable
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| SSHERSEM X.509v3 SEBAE

F—N—RIET S o LEREEERT 00 0sssHy— —oiE [}

2. configureterminal
3. ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsal}
4. ip ssh server certificate profile
5. server
6. trustpoint sign PKI-trustpoint-name
7. ocsp-responseinclude
8. end
F g 48
ARV RFEREET7TIVa Y B#Y
AT w71 |enable FiHE EXEC T— N2 AT L E T,
i - e NATU—=REANLET (FERENEHE)

Device> enable

AT 72 |configureterminal Ja—) a7 4 Falb— gy ET— Raefils
1 - LETS
Device# configure terminal
R w 73 |ipsshserver algorithm hostkey {x509v3-ssh-rsa BRARN F—=T N3 XLDIEFEEFRLET, &
[ssh-rsa] | ssh-rsa [x500v3-ssh-rsal} ¥a7 v (SSH) Z/FA4 T hExav=—h
1 ENDHDIE, REFHDT LTI XLADHRTT,
bovice (config) b i . eorithm hostx (6=3)) IOS SSH H—/3—{Zi%, 1 LA LD E
evlice (conri 1 SS server a orl m oS e N - o NN
x509v3—ssh—r2a F ’ ! WIHRRA R F— T /03U XLANNLET
R
e ssh-rsa : AR F—~— RFHE
* x509v3-ssh-rsa : FIEBHE~— A FRGE
R T 74 |ip ssh server certificate profile P R—FEHE T 7 7 A LB L R — P —ZFHE
fil a7y ANEHREL, SSHAEHEY 17 71/ =
V74 Fal— gy E—REBBLET,
Device (config) # ip ssh server certificate profile
ATy 75| server P—N—FEHET 0T 7 AV EFRE L, SSH F—
1 N—I[HES D 77 A NLDL—H— a7 4 F =
L—yay = RERBLET,
Device (ssh-server-cert-profile)# server
R 7w 76 |trustpoint sign PKI-trustpoint-name PHX— AT TART I F ¥ (PKD) hTA KRR

1 -

A b= GEHES O T s A NMIIT X v F LFE
4, SSHY— L, ZOPKI FF & AR~ v M
ﬁfﬁj—%hf;uﬁwqi%qj_“—/\nun {%ﬁﬁ Li?’
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B - v2Ro1—voF o LEREEERT 51200 105 SSHH—/ A DRE
ARV KRFERIETI Va3 BHY

Device (ssh-server-cert-profile-server)# trustpoint]
sign trustl

AT 71 |ocsp-responseinclude (f£&) Online Certificate Status Protocol (OCSP) @
Bl - JGEETIT OCSP AT — 7' o 7 e —/GE & &
—FEICIEE LET,
Eizi(je (ssh—ser'lver—cert—profile—server) # (/I) 5377]_/1/ ]\’C“li:@:f'V‘/ }\0) TnoJ ﬂ:ﬁ
p-response include et .

AR EINTEY, OCSPILEIT Y —

N—REE & —REIZITEE SR E T A,

ATwv78|end SSH ¥ — —iFET T 7 7 4 LD —/3— 3

#l - T4 F2b—ary T— RERT L, Kt EXEC

Device (ssh-server-cert-profile-server)# end

T—FzfnL£7,

1—HRIEAOLI—HOT SR ILIREERRT 512 DIOSSSHY —

> T S

I\NDEXTE

FlaD#E
1. enable
2. configureterminal
3.
4,
5. ip ssh server certificate profile
6. user
7. trustpoint verify PKI-trustpoint-name
8. ocsp-responserequired
9. end

=3[k 2t

ip ssh server algorithm authentication {publickey | keyboard | password}
ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}

ATV RFEEIEFT7IIY

B8

ATy 71 |enable FrHE EXEC E— FE AN L ET,
i c NAT—=REANLET (FRENTEHA)
Device> enable

R T w 72 |configureterminal Jua—)L a7 4 Xalb—ay T— N&2Bith

1

Device# configure terminal

LE7,
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aA—YRIEADI—

FOFOANEBEEERT 500 10sssH—r 0Bz ]

AU RFERET7TIV3 Y B#)

R T w 73 |ipsshserver algorithm authentication {publickey | I—WRHIET LTI XADIEFEZEHELET, &
keyboard | password; ¥a27 vx (SSH) 7 I 7 hexavo—F
fAi) SENDHDIE, REFEHDOT LAY ZLDIHTT,

, ik . eorien GE) IOS SSH H— 21X, 1 DL EORER
ethent it oy o e R 14 % AT,

GE) :L““{f‘“mhu :éﬁaﬁgijigt%fﬁgﬁﬁjA%)y
L. publickey ¥—7U — RZEET D4
BERHY FET,

Gx) ip ssh server algorithm authentication =
~ > Rid ip ssh server authenticate user
avr FOROYITHEHALET,

R T 74 |ipsshserver algorithm publickey {x509v3-ssh-rsa | A% — 7L 2V XADIEFZEFK L £, SSHZ
[ssh-rsa] | ssh-rsa [x509v3-ssh-rsal} FAT v Mk Ta—PFRIHCTF AT EN 5 DIT
fi REFHDOT N ZLDIHTT,

. . , . eorithm oublick GE) IOSSSH 7 94 7> MZix, 1 2L kD
oOousoannes o SSTver sgeriin pubTeke BEFEHAMF— 7Y R BP B
<,
* ssh-rsa @ AR —~— X583
* x509v3-ssh-rsa : FlEBHE~— 258G

Z 5w 75 |ip ssh server certificate profile P— RFEAE TR 7 7 A VB LN —VREAE T =

Bl - TrANEFREL, SSHIEHE w7 7 AL 2
T4 Xal—varyT—FERBLET,
Device (config)# ip ssh server certificate profile
ATy T 6 |user A—YIAET 07 7 A L EFE L, SSHY— G
Bl - HAEa 77 A VODa—Y a7 4 Fal—gy
E— NEBABLET,
Device (ssh-server-cert-profile)# user
AT 7 7 |trustpoint verify PKI-trustpoint-name ZE Ll — VR EOMERICHEH S5 A * —

1

Device (ssh-server-cert-profile-user)# trustpoint
verify trust2

AT ITANTZFx (PKI) FTFAMKRA U bZE

RELET,

GE) [F Lo~y FEBHIRIFITT 52 & T,
BED T A RRA L FERELET,
BKRKI0D P T ARKRA LV FERETE
7
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ARV RFERETIVa Y

B8

R 8 | ocsp-response required
1

Device (ssh-server-cert-profile-user) #
ocsp-response required

(EE) =5 Ll —VREEIZ X % Online
Certificate Status Protocol (OCSP) D& DA M4 2
KLET,

GH) FI AP TIRZDOa~ 2 KD Tnol B

ADFEESNTEY, =—F—FEAEIX
OCSP &R L TRIT AN ET,

ATv 79 |end
1 -

Device (ssh-server-cert-profile-user)# end

SSH #— "—FEHETr 7 7 f VD2 —H— 3
TA4FXa2lb—vary ET—RNEK&T L, FitE EXEC
£ F%Fﬁlﬁﬁébijﬂo

TORINWREZFEALE-Y—N\—B&L V1 —H—FFILDHRTEDHER

FIEDOHE

1. enable
2. showipssh

F IR D

2T v 1 enable
it EXEC E— FE Az LET,
e XA —REANLET EEkEanzHs4) .

51

Device> enable

AT w72 showipssh

BERE SN TWARGES R AR R LET, EPER—AFEREOME A 2 MR 9 5 121%, x509v3-ssh-rsa 7 /L
Y RLAPREFLDHEA L =TI ZATHDHZ 2R LET,

1 -

Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive,password
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa

Hostkey Algorithms:x509v3-ssh-rsa,ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
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Minimum expected Diffie Hellman key size : 1024 bits

SSH E2:E FA ) X.509v3 SEBRZ ) % E 45

Bl —N—FRFEIT R IRAEEFERAT 5= HDIOSSSHYF —/ 31—
DERTE

Device> enable

Device# configure terminal

Device (config) # ip ssh server algorithm hostkey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server)# trustpoint sign trustl
Device (ssh-server-cert-profile-server)# exit

Bl . A —TFERADA—Y DT R ILEEBREXEIET 5 -6 DIOSSSH
H—/NDEFE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # user

Device (ssh-server-cert-profile-user)# trustpoint verify trust2
Device (ssh-server-cert-profile-user)# end

SSH S2EEA O X509v3 SERAZICET 2 T DD EEEH

EEEH

EPEREYE] I=aTFILEA R
CiscoIOS =~ K ['Cisco IOS Master Command List, All Releases]
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

SSH S25E 0 X 5003 SEBRE |
B sstsrmo xsoos IR E ORISR

SR YX=aT7ILARA ML
X2V 7 4 a~vF + [Cisco 10S Security Command Reference: Commands A to
CJ [3&EA]
+ [CiscoIOS Security Command Reference: Commands D to LJ
[J<7E]
+ [Cisco I0S Security Command Reference: Commands M to
R] [H&GE
+ [CiscoIOS Security Command Reference: Commands S to ZJ
[J<7E]
SSH 383 [txa7 vl arr7 s Fal—var 4R o It
FaT v =PSB ORE) OE
NHX—A T TRANT ['Public Key Infrastructure Configuration Guide] @ [Configuring
Fx (PKI) ® k7 A KA |and Managing a Cisco I0S Certificate Server for PKI Deployment |
>k DI

SRADTIZANLHYR—F

B 9

2 adYFR— N Web A FTiE. 3% =ao |http://www.cisco.com/cisco/web/support/index.html
77 /) n =l T L 77y a—
T A TIBENLCWEET K91, v ==
TARY =N I LD ETHEERT T4
U Y=RERMELTOET,

BHEWORGOEX 2 U T ¢ FHSOBAT
 NTFT 57252, Cisco Notification Service
(Field Notice 225 7 27 2 A) . Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 7 4 — K7p EOFAFEY — & A ITMA
TEET,

VAaDYR— K Web¥A bOY— T
T 24 AP, Cisco.com D2 —H ID B LW
IRAT — RBMLIETT,

SSH E2:E FA 0D X.509v3 SEBAZE ) #E B R

WORIZ, ZOFYV2—/L Tt LTBERRIZEET 2V U —AHERLET, ZoRIZ, V7
Fx7 VU —Z2 M A U THEEEDOYR— IPREAINZLEEOY T hyeT VY —RAT
JERLTWET, ZOBERRIL. FRCE D 872 0RY . ZhBEO—#EDOY 7 vy =x7 VY —
ATHHR—FENET,
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ssH2iEA 0 xso03 sEmEoeetEn

Ty R T A —LADOYR—FBLRN A YT T =27 A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

= 1: SSHEREEM X.509v3 sERAE D& RETE R

HEBESR ))— |#EaetEER

z
SSH ZR3ED X.509v3 SSH FRFED X.500v3 AEBAEMERE (L, T —/3—NT X.509v3 7
AIERH = CHNVIFHERFERAL, EX =27 vz (SSH) H— S—1Hl

Ta—Y AL L ET,

WO A~ RPNEANFIIIEL S UE Lo, ip sshserver
algorithm hostkey, ip ssh server algorithm authentication, ip
ssh server certificate profile
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