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RADIUS #—3i— 27 —2 2L aHF R+ ]

[i URADIUS r— =23 570, F7213BO— =2 HT2 L) ICGRIER LT v
VTV T ERETEET, 1 00OV — =% Ty a VOFEFGEAE. RBAE. EIET AU
T4 "IV vafERlTAZELTEET, NERETHY ., T 74/ b E LT
ESNAEBEY — =03, H—"— a X MR, By aroffifla—ReETL
a— R LTCRI Y — =245 X 9 AAA ICHR L £, e — —3E2 4
HHEE. IR oV vy GRRERY) IR ESNA T —N— DF VEBEY— N —
N, O N T oo vay (THorT 407728 RSOV —— 7 —F |
bRETAHLOICLET,

BRY——1F, ROWTNUNOREPRETH L2 LA ShEE A,
» |oad-balance method least-outstandingignore-preferred-server =< > RREH I TV 5,
« B —R—=PMELFTH D,
B — =D REEE TH D,
MBI —N—= T T TRty FENTWDEEE, B — A —RENEHITRY £,
WEBERE T B M —N— 7 F 7 F, —"— a2 MR, vV TFRAT—Y T

P72 a DT RTCOAT =V LR CY— =2 HT 2 0ERNH BTSN E
T, MES—R—=PEHTE WG, b7 v a UBNRILET,

WKOWTNIPORENH D6, load-balance method least-outstanding ignor e-preferred-server
avy REfHTE LT,

e HHORI Y —N—LRIOHEHOT T T 4 v 7 —r3i—
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RARG T = NR—DAT—H AT AT DHI EEHRLET,

ikl LT~s—27 SN — "= ZZ b T o7 v a U RNEEShER A, BHEEIREEIC -
o= =3, ¥A~—BUNDLETEIEFE L Tv—2 &ET, RADIUS HENT A Z #iE
WL TEMER CTH D Z EDMER SN D ETH— —13REEEF I /20 £97,

Y= R—=BBEHTCRT T v a VEUBITE 08 ) D EERT 572912, RADIUS H#)
TAE =X, TARN 22— —1ID TEREZEHII —_—ITEEFLET, — =N
Access-Reject X v B —VZIR LT-GE, ——3BEF TT, EnLSOHE, ——i%
(AR Sl ] =1
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KISEDY —R—TEEINT- T oWy g T, RISEO— =g lkf e L Tvy—7
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i

FEAITIERF AT — P22 2 & 2 HE L ET,

RADIUS BE) 7 A ¥ —Z M HT 256, Wik, Brl, BLRXT AT 47 (AAA) H—
NR=N, X NT—7 T AP —"— (NAS) ICL->TEEFEENDIT AN Xy MISE
LTWABZ LR LET, Y= R_"—NELLREINTWRWESIE, N7y MR X

h\

A

PR T L LT v —2 SN A D ) £,

TE

RADIUS #— R_R— ETEZEINTWARWT A b = —H—% RADIUS —/X—HET A MMIfE
LT, A 2—HF—RELBEEIN TV RWEAIIRET A X2 U 7 ¢ EORIEA iR
P DL EBHESEL F9,

0— RN NN v a s EERT HICIE, tetaaagroup v REFEH L E
ﬁ‘o

GE)

CiscolOS XE Bengaluru 17.4.1 LABECTiX, VRF 28T D L) ICHBEI T AKX — %2R ETEE T,
automate-tester =~ > R Cvrf ¥—U— RN&HT 5L, 774/ FESLO VRF O HEj 7 2 K
Heex A2t LET,

VRF %50 B8 7 A % — & iHe X % 121%, global configipv4/ipve sourceinter face interface-name
vrf vrf-name 2~ > RERET HLENH D 77,

RADIUS H—/xO— K N\S VU5 DHRTFERE

ZAIfTZ= RADIUS H— /N T IL—TOA— K N\SoSU50FDE

FIEDOHE

oo prwDdR

enable

configure terminal

aaagroup server radius group-name

server ip-address [auth-port port-number] [acct-port port-number]

load-balance method least-outstanding [ batch-size number] [ignore-preferred-server]

end
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5 0—/ULRADIUS H—\— T L—Fon—k 15> oo soamt [

FE D
= I N3 il S = B

AT w71 |enable FiME EXEC E— R&AIC L ET,
fi e NMATU—REANLET (FEREINEHS) .
Device> enable

25 7 2 |configure terminal =L ar7 4 X¥alb—vay = NeRlh
1 - LET.
Device# configure terminal

R w3 |aaagroup server radius group-name Y—R—= - a7 4 F2l—a L F—FR
15“ : L:A U i‘a—o

Device (config) # aaa group server radius rad-sg

R 74 |server ip-address [auth-port port-number] [acct-port | 27 )L — 7 %— 3—FH® RADIUS —/ N\—D P 7 K
port-number] LAZRELET,
1 -

Device (config-sg-radius)server 192.0.2.238
auth-port 2095 acct-port 2096

R 75 |load-balance method least-outstanding [ LT & —R— T — ot L Tl R o —
batch-size number] [ignore-preferred-server] KRS P EACLUET,
1 -

Device (config-sg-radius)# load-balance method
least-outstanding batch-size 30

ATFwv 76 |end PN T —F a7 4 Fal— g F— R
Bl - AAET L. FEHE EXEC E— R&BIA L £

Device (config-sg)# end

SAa—/NJLRADIUS H—/N— FIL—TOa— KNS U5DEME

7w —/3L RADIUS H— 33— Z—F1%, FE, BAl, BXOT AT 007 (AAA) 5
AU A FT lradius] & L TEREINET,

FIEDOHE

1. enable

2. configure terminal

3. radiusserver host {hostname | ip-address} [test username name] [auth-port number]
[ignore-auth-port] [acct-port number] [ignore-acct-port] [idle-time seconds]

4. radius-server load-balance method  least-outstanding [ batch-size number]
[ignore-preferred-server]

5. load-balance method least-outstanding [ batch-size number] [ignore-preferred-server]

RADIUS H—/NB— K NS5 .
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6. end
FE D
ARV FERET7IVa Y BH&Y
AT w71 |enable FiME EXEC E— REAIIC L E T,
fi e RAT—KREAHNLET (FEEREhE=5HE) .
Device> enable
AT 72 |configure terminal ra—sr\ ) ary7 4 X¥alb—3iay T— el
1 - LET.
Device# configure terminal
R w73 |radiusserver host {hosthame | ip-address} [test RADIUS H#EIF A & B LET,
user namename] [auth-port number] [ignore-auth-port]
[acct-port number] [ignore-acct-port] [idle-time seconds]
1
Device (config)# radius-server host 192.0.2.1 test
username testl idle-time 1
R w 74 |radius-server load-balance method 71 —/,3)L RADIUS H—"— 7 L— 2%t U T
Igast—outstanding [ batch-size number] INRAER T — R RS S PR L, e
[ignore-preferred-server] ST 2T 4 Fal— oy T RS L
1 - e
Device (config) # radius- load-bal thod = Q <
i:;zi_zzistzndliz lus—server oa alance me o Tjj‘\/l/ ]\ @/\ /?’_ .]j_/]) ch: 25 —/C_/gl‘o AN /?'_
A AOHPHIL 1 ~ 2147483647 T,
R w 75 |load-balance method least-outstanding [ 7 a— 8 VAT X Y — N — T — 125 TR
batch-size number] [ignore-preferred-server] R — R RS TR LET,
1
Device (config-sg)# load-balance method
least-outstanding batch-size 5
RTwv 76 |end PN N—F a7 4 Fal—gr F—F
1 - AT L, B EXEC &— F& Bt L £,

Device (config-sg)# end

RADIUS H—/\O— K NS 5D ST a—Fa 04

RADIUS H—/3— m— R 5 0 7 ke
O—RNRF T = N—DBREE=X—L7=0, FET A a~w FEFEHL

~—.

RELTRIZ, 74 RV A ~— Ty R&A

TH—N"— AT —F AR LT TEET,
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FIRDEE
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ATy I

ATy T2

NaO—KNRSoovy
RADIUS #—/ S A— K "5 2o v k5T a—F4245 |

1. debugaaatest =~ RZHHL T, 74 KL XA ~—TF v R XA ~—2RHREINIZZR >
THEE, 7A N ATy RREESNTZHER, BLOYV—A"— 27 —=F2%REL, ¥—
N—DIRREZHER L £ 7,

2. debugasasg-server sdlection =~ > R LT, m— R AT FRICERES 2 —
N—ZHrE LET,

3. testaaagroup 2~ R&fH L C, RADIUS B— K RT3V 07 Hh—R—D AT —H A
FERCHERLET,

debugaaatest =~ RZMEA LT, 74 NV A ~—TF v N 2 A ~—BHIRGNIC R >T2 ARE, T A
b Ty RREEENTZAR, BEOY— "= X7 —=F 22K EL, —"—DOREZMHE L £,

TA RNVEA~—T, V== RAT—=HADF = v 7 |ZHH I, EEEROFMICERR EHInE
T TA RV EA~v—hF=H—F DL, RISEOY—N—NEETH0E D 0% HWr L. RADIUS ¥—
IN—DAT—H AL OIRIEIRES Z LN TE D120, FIHFERERY YV — R ERMHHTE £,
el ziE, TA RV ZA~—nEHIN TR, FEERPEEFOV —R—ZEEFEINTNHDHZ L%
IR TE ET,

Ty FEA~—E, =" =PMFIEPTHDL L ERELZY | FIET DI — =D 2T —Z 2% @i
BH LD T LD LET,

Y= NOBEREE=4T 2L, Y= "OBRRPEE SN DHELFHETDHOIRLHET, P — DR
. ARy 7 DFD, Fa—NICKEOERPIFIET 2008 9 90, FFEDY —OHPEEER
BB L TNDE D DantidT 2DICHTT,

debugaaatest =~ > ROWRDOY TV HTE, T4 RV ZA4~<—nHBYNIC 2> HRFEZRLTWVE
—g—O

1 -

Device# debug aaa test

Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) quarantined.

Jul 16 00:07:01: AAA/SG/TEST: Sending test request(s) to server (192.0.2.245:1700,1701)

Jul 16 00:07:01: AAA/SG/TEST: Sending 1 Access-Requests, 1 Accounting-Requests in current batch.
Jul 16 00:07:01: AAA/SG/TEST (Reg#: 1): Sending test AAA Access-Request.

Jul 16 00:07:01: AAA/SG/TEST (Reg#: 1): Sending test AAA Accounting-Request.

Jul 16 00:07:01: AAA/SG/TEST: Obtained Test response from server (192.0.2.245:1700,1701)

Jul 16 00:07:01: AAA/SG/TEST: Obtained Test response from server (192.0.2.245:1700,1701)

Jul 16 00:07:01: AAA/SG/TEST: Necessary responses received from server (192.0.2.245:1700,1701)
Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) marked ALIVE. Idle timer set for 60
sec(s) .

Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) removed from quarantine.

debug aaa sg-server selection 2~ > RZEH LT, m— R ANZ U ZTHIZ@EIRE NI — R —ZFE L
£7

debugaaasg-server selection =~ > KOOV TN IE, 5OOT 7B RAERP ANy F A4 X3 D% —
N TN—TICEFENTNDL I EEZRLTVET,
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1 :

Device# debug aaa sg-server selection

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

ATvT3
9,

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:
15:05: AAA/SG/SERVER_SELECT:

RADIUS H—RO— K nNS5oo vy |

Obtaining least loaded server.

[3] transactions remaining in batch. Reusing server.
Obtaining least loaded server.
[2] transactions remaining in batch. Reusing server.

Obtaining least loaded server.
[1] transactions remaining in
Obtaining least loaded server.
No more transactions in batch. Obtaining a new server.
Obtaining a new least loaded server.

batch. Reusing server.

Server[0] load: 3
Server[1l] load: O
Server[2] load: O

Selected Server[l] with load 0

[3] transactions remaining in batch.

Obtaining least loaded server.

[2] transactions remaining in batch. Reusing server.

testaaagroup =~ > FZfHH LT, RADIUS B — R NT o> = R—DRAT— X A% FEICHR L

ROV TN NE, 22— =4 Ttest] BNa—HF— T 77 A1 e—FLRWEEOBEIEF O RADIUS
0—RKNRXTU T = R=NEDIEE R L TWET, testaaagroup 2~ R&EH L CTARS
WA, BROT U T 47 (AAA) 23Ty ML, $—73—=75 Access-Reject )in & 51T %

PRI

Ba. OV —_"—3@3EhTHLH Z LN

51

mEhET,

Device# test aaa group SGl test lab new-code

00:06:

07:

00:06:07:

is of
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:
00:06:

f

07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:

RADIUS/ENCODE (00000000) :Orig.

RADIUS/ENCODE (00000000) :

RADIUS (00000000) :

RADIUS (00000000) : sending

dropping service type,

Config NAS IP:

component type = INVALID
"radius-server attribute 6 on-for-login-auth"

192.0.2.4

RADIUS/ENCODE: Best Local IP-Address 192.0.2.141 for Radius-Server 192.0.2.176

RADIUS (00000000) :

RADIUS:

RADIUS: User-Password
RADIUS: User-Name

RADIUS: NAS-IP-Address
RADIUS:

RADIUS:

RADIUS: Reply-Message
RADIUS:

RADIUS: 61 69 6C 75 72 65

RADIUS (00000000) :

RADIUS/DECODE: Reply-Message fragments,

. RADIUS H—/AA— K ISP Uy

Send Access-Request to 192.0.2.176:1645 id 1645/1,
authenticator CA DB F4 9B 7B 66 C8 A9 - D1 99 4E 8E A4 46 99 B4

Received from id 1645/1 192.0.2.176:1645,

41 75 74 68 65 6E 74 69 63 61 74 69 6F 6E 20 66

len 50

[2] 18 *
[1] 6 "test"
[4] 6 192.0.2.141

Access-Reject, len 44

authenticator 2F 69 84 3E FO 4E F1 62 - AB B8 75 5B 38 82 49 C3

[18] 24
[Authentication f]

[failure]

Received from id 1645/1

22, total 22 bytes
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RabIS 4— 3 o— K 35 vy v roiEs i

RADIUS H—/s O— K /N W AOE X

1
3

8—/N)LRADIUS H—/I\—H IL—TDOa— KNS5 NDE

WOHNE, 71—/ 3L RADIUS H—— Z)—TDua— R T v o 7R Hambd 5 hik%x
RLTWET, ZnH0HX, RADIUS 22~ R ADOBIEDORRE, T3 7, 8k, 7
. BEIOT AT T 407 (AAA) —R—D AT —Z ZERE N 3ODE bR £
T, KU XFEMHA LT, REOHEET LMy 2R R TEET,

wOBNIL, B4 25 RADIUS REZ R L TWET,

Device# show running-config | include radius

aaa authentication ppp default group radius

aaa accounting network default start-stop group radius

radius-server host 192.0.2.238 auth-port 2095 acct-port 2096 key cisco
radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 key cisco
radius-server load-balance method least-outstanding batch-size 5

EFEDORADIUS =< 1D H B, BEDOHREICET 27RO LI ITERSINE T,

» aaa authentication ppp =~ > KX RADIUS #f/H L TJXT® PPP =— W —%FRiE L £
R

e @aaaaccounting =2~ R, 7 74 7 > FDFRES L7 1C start-stop ¥ — 7 — R & i
LCElr szt 2, TRTCOTHU T 4 U T HERE AAA P —_—|ZHEETEH L
I LET,

s radius-server host =~ R, HEINTZRBAIR— MBI OT IO T 4 TR —F &
%méhkmﬁkiok%% ZHH LT, RADIUS —/ "= KA FDIP 7 KL A% E
%Lij‘o

s radius-server load-balance =~ > RiZ, /N F YA XBFFE 727 v —/3L RADIUS
P—R—= TN —TFDOua— K RXT T EAEMELET,

T @ show debug V> 7V )1, BREICBET 2B — N — O8I & EROLEZ 7R LT
£,

Device# show debug

General OS:
AAA server group server selection debugging is on
#
<sending 10 pppoe requests>
Device#

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000014) :No preferred server available.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Server[0] load:0

RADIUS H—/NB— K NS5 .
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B 5 so—uraous 4—i— s—Foo—k ASU LU TOEME

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Server[1l] load:0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Selected Server[0] with load 0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000014) :Server (192.0.2.238:2095,2096) now

being used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000015) :No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [4] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000015) :Server (192.0.2.238:2095,2096) now

being used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000016) :No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [3] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000016) :Server (192.0.2.238:2095,2096) now

being used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000017) :No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [2] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000017) :Server (192.0.2.238:2095,2096) now

being used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000018) :No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [1] transactions remaining in batch. Reusing
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000018) :Server (192.0.2.238:2095,2096) now

being used as preferred server

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000019) :No preferred server available.
*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Server[1l] load:0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Server[0] load:5

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT:Selected Server[l] with load 0

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:40:32.199:AAA/SG/SERVER_SELECT (00000019) :Server (192.0.2.238:2015,2016) now

being used as preferred server.

show aaaservers 2~ > ROWRDOY 7 VL, 7 v —s30 RADIUS H—/3— J)L— T 3% E
295 AAA P —R—D AT —F A% - L TWET,

OV T AE, 22D RADIUS r—"—D AT —Z 2 &R L TCWET, WD ——
DB L TR, KED 2 0MICROERNIEFICUBESE LT,

« 6 fFOFRFEERD 9 B 5
SHOT AT 4 TEROD YL S
Device# show aaa servers

RADIUS:id 4, priority 1, host 192.0.2.238, auth-port 2095, acct-port 2096

State:current UP, duration 3175s, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 6, timeouts 1
Response:unexpected 1, server error 0, incorrect 0, time 1841lms
Transaction:success 5, failure 0

Author:request 0, timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

. RADIUS H—/AA— K ISP Uy
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Bl . H—i\—%

DHEIE

Bl - —N—&FE LT B—/L RADIUS H—/\— JL—TIIdT 50— KR53 0 T0FME .

Account:request 5, timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time 3303ms
Transaction:success 5, failure O

Elapsed time since counters last cleared:2m

RADIUS:id 5, priority 2, host 192.0.2.238, auth-port 2015, acct-port 2016

State:current UP, duration 3175s, previous duration Os

Dead:total time 0Os, count O

Quarantined:No

Authen:request 6, timeouts 1
Response:unexpected 1, server error 0, incorrect 0, time 1955ms
Transaction:success 5, failure O

Author:request 0, timeouts O
Response:unexpected
Transaction:success

Account:request 5, timeouts
Response:unexpected
Transaction:success

Elapsed time since counters

, server error 0, incorrect 0, time Oms
, failure 0

, server error 0, incorrect 0, time 3247ms
, failure 0
ast cleared:2m

H 0o O o o

& 8—/NJLRADIUS H—/N—F)IL—T It 50—k NS5 05

wOFNL, BT 5 RADIUS iR EZ R L TWET,

Device# show running-config | include radius

aaa authentication ppp default group radius

aaa accounting network default start-stop group radius

radius-server host 192.0.2.238 auth-port 2095 acct-port 2096 key cisco
radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 key cisco
radius-server load-balance method least-outstanding batch-size 5

FFO RADIUS 22~ RO 9 B BEOHKEICET 2ITIIRO L ) ICERSINE T,

- aaa authentication ppp =~ > FiX RADIUS Z{EH L T3 _XT?D PPP = — ¥ —%FEL £
j—o

< @aaaaccounting =~ > R, 7 74 7~ FDFERES L2 IC start-stop & — 7 — R & fii /]
LCUlfraniz& &, TRXTOT AT T 4V TEREFRGE, B, BIXOT T~
T4V (AAA) —N"—TEETEBHLHICLET,

s radius-server host =~ R, HEINZRBAIR— MBI OT IO T 4 T R—b &,
FFESNIERBIB IO EX—%2FH LT, RADIUS #—— KA NDIP T KLRAZEE
ELET,

« radius-server load-balance ==~ > KiZ, Ny F ¥ A X35 E S 7= 7 o —,3L RADIUS
== T N—TDua— R T TN LET,

5l - ' O—s3)L RADIUS H—/N\— S IL—TDF/ vy 5 H A

T debug == PO, REIET DEEY — A — DR L ZROMBLZ R L TV E
j—o

Device# show debug

General 0OS:
AAA server group server selection debugging is on

RADIUS H—/NB— K NS5 .
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#

<sending 10 pppoe requests>

Device#
*Feb 28
*Feb 28
*Feb 28
server.
*Feb 28
*Feb 28
*Feb 28
*Feb 28
*Feb 28 13:
*Feb 28 13:
being used
*Feb 28 13:
*Feb 28 13:
*Feb 28 13:
server.
*Feb 28 13:
being used
*Feb 28 13:
*Feb 28 13:
*Feb 28 13:
server.
*Feb 28 13:
being used
*Feb 28 13:
*Feb 28 13:
*Feb 28 13:
server.
*Feb 28 13:
being used
*Feb 28 13:
*Feb 28 13:
*Feb 28 13:
server.
*Feb 28 13:
being used
*Feb 28 13:
*Feb 28 13:
*Feb 28 13:
server.
*Feb 28
*Feb 28
*Feb 28
*Feb 28
*Feb 28 13:
*Feb 28 13:
being used

13
13
13
13:
13:

13:
13:

as

as

as

as

as

13:
13:
13:
13:

as

:40:
:40:
:40:

40:
40:
40:
40:
40:
40:

40:
40:
40:

40:

40:
40:
40:

40:

40:
40:
40:

40:

40:
40:
40:

40:

40:
40:
40:

40:
40:
40:
40:
40:
40:

32.199:AAA/SG/SERVER_SELECT (00000014) :No preferred server
32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.
32.199:AAA/SG/SERVER _SELECT:No more transactions in batch.
32.199:AAA/SG/SERVER SELECT:Obtaining a new least loaded s
32.199:AAA/SG/SERVER_SELECT:Server[0] load:0

32.199:AAA/SG/SERVER SELECT:Server([1l] load:0

32.199:AAA/SG/SERVER SELECT:Selected Server[0] with load 0
32.199:AAA/SG/SERVER _SELECT: [5] transactions remaining in
32.199:AAA/SG/SERVER SELECT (00000014) :Server (192.0.2.238:

preferred server

32.199:AAA/SG/SERVER_SELECT (00000015) :No preferred server
32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.
32.199:AAA/SG/SERVER _SELECT: [4] transactions remaining in

32.199:AAA/SG/SERVER _SELECT (00000015) :Server (192.0.2.238:
preferred server

32.199:AAA/SG/SERVER_SELECT (00000016) :No preferred server
32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.
32.199:AAA/SG/SERVER _SELECT: [3] transactions remaining in

32.199:AAA/SG/SERVER _SELECT (00000016) :Server (192.0.2.238:
preferred server

32.199:AAA/SG/SERVER_SELECT (00000017) :No preferred server
32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.
32.199:AAA/SG/SERVER SELECT: [2] transactions remaining in

32.199:AAA/SG/SERVER SELECT (00000017) :Server (192.0.2.238:
preferred server

32.199:AAA/SG/SERVER_SELECT (00000018) :No preferred server
32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.
32.199:AAA/SG/SERVER SELECT:[1] transactions remaining in

32.199:AAA/SG/SERVER SELECT (00000018) :Server (192.0.2.238:
preferred server

32.199:AAA/SG/SERVER_SELECT (00000019) :No preferred server
32.199:AAA/SG/SERVER SELECT:Obtaining least loaded server.
32.199:AAA/SG/SERVER _SELECT:No more transactions in batch.
32.199:AAA/SG/SERVER SELECT:Obtaining a new least loaded s
32.199:AAA/SG/SERVER SELECT:Server[1l] load:0

32.199:AAA/SG/SERVER_SELECT:Server[0] load:5

32.199:AAA/SG/SERVER SELECT:Selected Server[l] with load 0
32.199:AAA/SG/SERVER _SELECT: [5] transactions remaining in
32.199:AAA/SG/SERVER_SELECT(00000019):Server (192.0.2.238:

preferred server.

5l - 4 O—s3)L RADIUS H—/\— T )L—T DY —/\— X T—4 XER

show aaaserver 2= ROROY I AHIix, 7 m—,3L RADIUS $— 38— J)L—7 3%

12693 AAA —_"—DRATF—FZ 25 R LTWET,

Device# show aaa server

RADIUS:id 4,

State:current UP,
Dead:total time Os,

priority 1,

host 192.0.2.238, auth-port 2095,
duration 3175s, previous duration Os
count O

acct-port 209

Quarantined:No

Authen:request 6,
Response:unexpected 1,

. RADIUS H—/s O— K /N5

timeouts 1

server error 0, incorrect 0, time 18

vy

available.
Obtaining a new

erver.

batch.
2095,2096)

now
available.
batch. Reusing
2095,2096) now
available.
batch. Reusing
2095,2096) now
available.
batch. Reusing
2095,2096) now
available.
batch. Reusing
2095,2096) now
available.

Obtaining a new

erver.

batch.
2015,2016) now

=L

&

6

41ms
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Transaction:success 5, failure O

Author:request 0, timeouts O
Response:unexpected
Transaction:success

Account:request 5, timeouts
Response:unexpected
Transaction:success 5, failure 0

Elapsed time since counters last cleared:2m

RADIUS:id 5, priority 2, host 192.0.2.238, auth-port 2015, acct-port 2016

State:current UP, duration 3175s, previous duration Os

Dead:total time 0Os, count O

Quarantined:No

Authen:request 6, timeouts 1
Response:unexpected 1, server error 0, incorrect 0, time 1955ms
Transaction:success 5, failure O

Author:request 0, timeouts O
Response:unexpected
Transaction:success

Account:request 5, timeouts
Response:unexpected
Transaction:success 5, failure O

Elapsed time since counters last cleared:2m

server error 0, incorrect 0, time Oms
failure 0

o O O o

, server error 0, incorrect 0, time 3303ms

server error 0, incorrect 0, time Oms
failure 0

o O O o

, server error 0, incorrect 0, time 3247ms

OV TSN, 2 OO RADIUS —_R—D AT —F 2 &R LTWET, WHFDOY— —
DB L TRY, &EZEO2OMICKOERNDIEFICOUEE S E L,
¢ 6 DOFAEERDHH 5>

SODTHIT 4 TERDHIE 5D

%l . BRMTERADIUS H— N\ T )L—TDA— Kk NF U TDERIE

WOENL, 4T E RADIUS —— Z L —7FTCHEMbEN-e— R XS 3v THRLT
WET, ZHOEIX, RADIUS 22~ > R OBIEDORE, 73y 771, #Bik, @, B
YOT T 47 (AAA) P—R—D AT —Z AFERE VD 3 0D NG £3,

oY7L, BEd 5 RADIUS i* &4 R L TWET,

Device# show running-config

aaa group server radius server-groupl
server 192.0.2.238 auth-port 2095 acct-port 2096
server 192.0.2.238 auth-port 2015 acct-port 2016

load-balance method least-outstanding batch-size 5
!

aaa authentication ppp default group server-groupl
aaa accounting network default start-stop group server-groupl

bevice(config—sg—radius)# load-balance method least-outstanding batch-size 30
EFED RADIUS =~ > FHHAD 5 b BUEOREICHT 2TIIRO L ) ITERSNET,

saaagroup server radius 2~ RiX, 2 2D A N — B —R—n52 5% —_— J)—7
DERELERRLET,

RADIUS H—/NB— K NS5 .
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RADIUS H—RO— K nNS5oo vy |

YU 0EDE

«load-balance =~ > Kid, Ny F %A AREE SN2 2 — L RADIUS % —/3— J/L—
TOu—RNT v T EAELET,

» aaa authentication ppp =~ > KX RADIUS #f/H L TJ X T® PPP = — W —%FHiE L £

s aaaaccounting =2~ > Ni%X, 7 74 7 > N DFGE

‘ﬁ—o

SN gtart-stop F—

U — K& A

LTCHIrENZE &I, TR_RTOT AU T 4V THERE AAA P—R—IZXETE B X
AT LET,

T D show debug o F AV INIE, BIOREIZET 2B — — DRI & EEROAFZ 7R L
TWET,

Device# show debug

*Feb
*Feb
*Feb

server.

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

28
28
28

28
28
28
28
28
28

13:
13:
13:

13:
13:
13:
13:
13:
13:

being used

*Feb 28 13:
*Feb 28 13:
*Feb 28 13:

server.

*Feb 28 13:

being used

*Feb 28 13:
*Feb 28 13:
*Feb 28 13:

server.

*Feb 28 13:

being used

*Feb 28 13:
*Feb 28 13:
*Feb 28 13:

server.

*Feb 28 13:

being used

*Feb 28 13:
*Feb 28 13:
*Feb 28 13:

server.

*Feb 28 13:

being used

*Feb
*Feb
*Feb

server.

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

28
28
28

28
28
28
28
28
28

13:
13:
13:

13:
13:
13:
13:
13:
13:

being used

51:
51:
51:

51:
51:
51:
51:
51:
51:

as

51:
:16.019:AAA/SG/SERVER SELECT:Obtaining least loaded server.
51:

51

51:

as

51:
51:
51:

51:

as

51:
51:
51:

51:

as

51:
51:
51:

51:

as

51:
51:
51:

51

51:
51:
51:
51:
51:

as

16.019:AAA/SG/SERVER_SELECT (0000002C) :No preferred server available.
16.019:AAA/SG/SERVER SELECT:Obtaining least loaded server.
16.019:AAA/SG/SERVER _SELECT:No more transactions in batch. Obtaining a new
16.019:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.
16.019:AAA/SG/SERVER SELECT:Server[0] load:0

16.019:AAA/SG/SERVER SELECT:Server[1] load:0

16.019:AAA/SG/SERVER SELECT:Selected Server[0] with load 0
16.019:AAA/SG/SERVER SELECT: [5] transactions remaining in batch.
16.019:AAA/SG/SERVER_SELECT (0000002C) : Server (192.0.2.238:2095,2096) now
preferred server

16.019:AAA/SG/SERVER_SELECT (0000002D) :No preferred server available.

16.019:AAA/SG/SERVER SELECT: [4] transactions remaining in

16.019:AAA/SG/SERVER_SELECT (0000002D) : Server
preferred server

16.019:AAA/SG/SERVER SELECT (0000002E) :No preferred server
16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
16.019:AAA/SG/SERVER SELECT: [3] transactions remaining in

(192.0.2.238

16.019:AAA/SG/SERVER_SELECT (0000002E) : Server
preferred server

16.019:AAA/SG/SERVER SELECT (0000002F) :No preferred server
16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
16.019:AAA/SG/SERVER SELECT: [2] transactions remaining in

(192.0.2.238

16.019:AAA/SG/SERVER_SELECT (0000002F) : Server
preferred server

16.019:AAA/SG/SERVER SELECT (00000030) :No preferred server
16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
16.019:AAA/SG/SERVER SELECT: [1] transactions remaining in

(192.0.2.238

preferred server

. RADIUS H—/AA— K ISP Uy

:2095,2096)

:2095,2096)

:2095,2096)

batch. Reusing
now
available.
batch. Reusing
now
available.
batch. Reusing
now
available.

batch. Reusing

16.019:AAA/SG/SERVER SELECT (00000030) :Server (192.0.2.238:2095,2096) now
preferred server

16.023:AAA/SG/SERVER_SELECT (00000031) :No preferred server available.
16.023:AAA/SG/SERVER SELECT:Obtaining least loaded server.
16.023:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
:16.023:AAA/SG/SERVER SELECT:Obtaining a new least loaded server.
16.023:AAA/SG/SERVER SELECT:Server[1] load:0

16.023:AAA/SG/SERVER SELECT:Server[0] load:5

16.023:AAA/SG/SERVER SELECT:Selected Server[l] with load 0
16.023:AAA/SG/SERVER SELECT: [5] transactions remaining in batch.
16.023:AAA/SG/SERVER_SELECT (00000031) : Server (192.0.2.238:2015,2016) now
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*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT (00000032) :No preferred server available.
*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT: [4] transactions remaining in batch. Reusing
server.

show aaa servers =~ > KORD Y 7V IiE, 4 Rift& RADIUS V— 83— 70— 73R EI
T D AAA F— N"—DRAF— X ZA %Rk L TCWET,

TV E, 29O RADIUS r—N—DRAF — X X5 L TWET, fHFDOY——
NEHERTITN, U ZR00RNC 7 V7 S TLRIL, CFOER B I N TWER A,

Device# show aaa servers

RADIUS:id 8, priority 1, host 192.0.2.238, auth-port 2095, acct-port 2096

State:current UP, duration 378ls, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 0, timeouts 0O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Author:request 0, timeouts 0O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Account:request 0, timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Elapsed time since counters last cleared:0Om

RADIUS:id 9, priority 2, host 192.0.2.238, auth-port 2015, acct-port 2016

State:current UP, duration 378ls, previous duration Os

Dead:total time 0Os, count 0

Quarantined:No

Authen:request 0, timeouts 0O
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure 0

Author:request 0, timeouts 0O
Response:unexpected
Transaction:success

0, server error 0, incorrect 0, time Oms
0,
Account:request 0, timeouts 0
0,
0,

failure 0

Response:unexpected server error 0, incorrect 0, time Oms
Transaction:success failure 0
Elapsed time since counters last cleared:0Om

B —/IN—BFEELZRIFTZ=RADIUS H—/N— H )L—T T 50— K NS U050
A3t
DB 7T, BEd 5 RADIUS i*E &R L CWVWET,

Device# show running-config

aaa group server radius server-groupl

server 192.0.2.238 auth-port 2095 acct-port 2096

server 192.0.2.238 auth-port 2015 acct-port 2016
load-balance method least-outstanding batch-size 5

|

aaa authentication ppp default group server-groupl

aaa accounting network default start-stop group server-groupl

RADIUS H—/NB— K NS5 .
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B 5 e RADIUS H—k— S —TD Ty T A

A7

EFEO RADIUS == FIHAID 5 5 BUEDREICET 2ITIIRO L S ITELR SN ET,
s aaagroup server radius 2~ Rid, 2 DDA R — = N—In5 70 5 —/— J)L—7F
DREERTLET,

s load-balance =2~ > Rif, Ny F %A ANBE I N7= 7 72— VYL RADIUS H—/N— 7 )L —
TOu—RKRXT U T EREE L ET,

« aaa authentication ppp =~ > KlZ RADIUS Z#fff L T9XT® PPP = — W —%FHiE L £

S

« agaa accounting =< > Rix, 7547 b

SHRAE ST IC start-stop % — U — KA

LTCHIrENTZE &I, TR_RTDOT AT T 4V TERE AAA V—RR—IZXETE B L
IZLET,

5l - &Fift= RADIUS H—/N— S IL—TDF /Ny 5 H A
TOFT Ny 7o I H T, EORBREICETA2ELY— S—DIR & TERONEZ R LT

available.

Obtaining a new

:2095,2096) now
available.

batch. Reusing
:2095,2096) now
available.

batch. Reusing
:2095,2096) now
available.

batch. Reusing
:2095,2096) now

available.

batch. Reusing

ij—o

Device# show debug

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002C) :No preferred server
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:No more transactions in batch.
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Server[0] load:0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Server[1l] load:0

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Selected Server[0] with load 0
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002C) : Server (192.0.2.238

being used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002D) :No preferred server
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [4] transactions remaining in
server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002D) : Server (192.0.2.238

being used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002E) :No preferred server
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [3] transactions remaining in

server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002E) : Server (192.0.2.238

being used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002F) :No preferred server
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [2] transactions remaining in

server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (0000002F) : Server (192.0.2.238

being used as preferred server

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (00000030) :No preferred server
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT:Obtaining least loaded server.
*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT: [1] transactions remaining in

server.

*Feb 28 13:51:16.019:AAA/SG/SERVER_SELECT (00000030) : Server (192.0.2.238

being used

as

preferred server

. RADIUS H—/AA— K ISP Uy

:2095,2096) now
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*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT (00000031) :No preferred server available.
*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:No more transactions in batch. Obtaining a new
server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Obtaining a new least loaded server.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[1l] load:0

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Server[0] load:5

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT:Selected Server[l] with load 0

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT: [5] transactions remaining in batch.

*Feb 28 13:51:16.023:AAA/SG/SERVER_SELECT (00000031) :Server (192.0.2.238:2015,2016) now

being used as preferred server

*Feb
*Feb
*Feb

oy

B : &4 = RADIUS H—\— S —TDH—ri— 27—2 2165 ]

28 13:
28 13:
28 13:

51:
51:
51:

16.023:AAA/SG/SERVER_SELECT (00000032) :No preferred server

16.023:AAA/SG/SERVER_SELECT: [4] transactions remaining in

server.

il . &1+ = RADIUS

H—N— T I—TDH—/\— XA TF7—45 XIEFH

available.

16.023:AAA/SG/SERVER_SELECT:Obtaining least loaded server.

batch. Reusing

show aaa servers 2~ RKOWRD Y 7V L, 4 it & RADIUS Y—/— J)L— 73R T

%5 AAA B —N—D AT —F 2 &R L TWET,

Device# show aaa servers

RADIUS:id 8, priority 1, host 192.0.2.238, auth-port 2095,
State:current UP, duration 3781ls, previous duration Os
Dead:total time 0s, count 0
Quarantined:No

Authen:request 0, timeouts 0

acct-port 2096

RADIUS:id 9,

Author:request O,

Account:request 0,

Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

timeouts 0
Response:unexpected 0, server error 0, incorrect 0, time Oms
Transaction:success 0, failure O

Elapsed time since counters

priority 2, host 192
State:current UP, duration 3
Dead:total time 0Os, count 0

Quarantined:No
Authen:request 0, timeouts 0
Response:unexpected
Transaction:success
Author:request 0, timeouts 0
Response:unexpected
Transaction:success
Account:request 0, timeouts
Response:unexpected
Transaction:success
Elapsed time since counters

last cleared:0Om
.0.2.238, auth-port 2015,
781s, previous duration Os

acct-port 2016

0, time Oms

0,

server error 0, incorrect 0,

failure 0
time Oms

server error 0, incorrect 0,

failure 0
server error 0, incorrect 0, time Oms
failure 0

last cleared:0Om

0,
0,
0

0,
0,

OV ST, 2 OO RADIUS —_R—D AT — X ZAZ R L TWET, WHFDOY— —
NEMERTTN, AT ZB000HI7 V7 SN TLRIZ, FOBERBAUMINTWEREA,
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TFAKRILALAT—DE=ZY Y

WOHNE, ZHif)& RADIUS —/"— L —F Ik L CTHESICENT-n— R XT3y 72
B4 574 MV & A4 ~— LS5 —"—REEZRL CWEJ, RADIUS =~ N ) &
debug =~ > FHHAJOBUEDRE bR RS NET,

WO 7, B#ET 5 RADIUS ¥ €4/~ L CWVWET,

Device# show running-config | include radius

aaa group server radius server-groupl

radius-server host 192.0.2.238 auth-port 2095 acct-port 2096 test username junkl idle-time
1 key cisco

radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 test username junkl idle-time
1 key cisco

radius-server load-balance method least-outstanding batch-size 5

EFED RADIUS @~ > FIHAID 5 b BUHEDREICHT 2TIIRO L ) ITERSNET,
- aaagroup server radius =~ > NiE, —"_— F L —TORELER R LET,

s radius-server host =~ RiZ, HESNZRBAAR—FBLIORT I T4 T HR—F &,
BB INZFIEB L O S3F—42H LT, RADIUS V—X— KA RNDIPT KL A& T
FLET,

« radius-server load-balance =~ > RiZ, /Ny F 1 ZXPHEE S 7z RADIUS H—3—0D
n—RKRTUov T EAEMMELET,

T showdebug ¥ > 7L, —"—IZHEESNDT A PERERLTONET, ——
WCHE ST A FESRISHT DISERZAE S, BEITISCT, WREED S — =2 ERsh &
A, b= "=DEEF L LTv—2 SNTHE, 74 NV ZA~—Rky FahET,

Device# show debug

*Feb 28 13:52:20.835:AAA/SG/TEST:Server (192.0.2.238:2015,2016) quarantined.

*Feb 28 13:52:20.835:AAA/SG/TEST:Sending test request(s) to server (192.0.2.238:2015,2016
*Feb 28 13:52:20.835:AAA/SG/TEST:Sending 1 Access-Requests, 1 Accounting-Requests in
current batch.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reg#:1) : Sending test AAA Access-Request.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reg#:1) :Sending test AAA Accounting-Request.

*Feb 28 13:52:21.087:AAA/SG/TEST:Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Necessary responses received from server
(192.0.2.238:2015,2016)

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) marked ALIVE. Idle timer
set for 60 secs(s).

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) removed from quarantine.

Y—N—BREETARFILZAI—EZ A Y TIZRTEZAO—FK NS5 DHE

oY7L, BEd 5 RADIUS i¥ &4 R L TWET,

Device# show running-config | include radius
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aaa group server radius server-groupl

radius-server host 192.0.2.238 auth-port 2095 acct-port 2096 test username junkl idle-time
1 key cisco

radius-server host 192.0.2.238 auth-port 2015 acct-port 2016 test username junkl idle-time
1 key cisco

radius-server load-balance method least-outstanding batch-size 5

EFED RADIUS == > FHHAID 5 b BUEDREIZET 2ITIIRO L S ITERSNET,
< aaagroup server radius =~ Rix, — = VL —TOREEZRRLET,

s radius-server host =~ > R, MESNLERBAIR— LT AU T 4 TR —bF &,
FFESNIERBIERB L O EX—2FH L T, RADIUS H— — KA NDIP T RLRAEE
ELET,

s radius-server load-balance =~ > RiZ, /v F ¥4 XPBHEE 47z RADIUS H—/3—D
oO— R R S REYME LT,

Bl : 7ARILAAT—F=ZF) DTNV ITHN

Fodebug =~ FOHINE, $— A=k ESNDT A FERERELTHET, —r—(c
PE SNIT A ERICHT BIEE R S, BIEITE LT, FRHED S ¥ — S Bsh &
. BERE LTe—2 SRThb, 74 KA Z4<—R 0ty hShET,

Device# show debug

*Feb 28 13:52:20.835:AAA/SG/TEST:Server (192.0.2.238:2015,2016) quarantined.

*Feb 28 13:52:20.835:AAA/SG/TEST:Sending test request(s) to server (192.0.2.238:2015,2016
*Feb 28 13:52:20.835:AAA/SG/TEST:Sending 1 Access-Requests, 1 Accounting-Requests in
current batch.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reg#:1) :Sending test AAA Access-Request.

*Feb 28 13:52:20.835:AAA/SG/TEST (Reg#:1) :Sending test AAA Accounting-Request.

*Feb 28 13:52:21.087:AAA/SG/TEST:Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Obtained Test response from server (192.0.2.238:2015,2016)
*Feb 28 13:52:22.651:AAA/SG/TEST:Necessary responses received from server
(192.0.2.238:2015,2016)

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) marked ALIVE. Idle timer
set for 60 secs(s).

*Feb 28 13:52:22.651:AAA/SG/TEST:Server (192.0.2.238:2015,2016) removed from quarantine.

Bl . BREEY—/NERA Y —/\DFE CLBEY—/\DEE

WOHNL, H—r3—0D 209.165.200.225 & 209.165.200.226 %z HEH T A — " — T —F L
RAY— = TN —T %R L TCWET, WOV — = TN —TF TEEY— = 7T 7P
7o TVNET,
aaa group server radius authentication-group

server 209.165.200.225 key radkeyl

server 209.165.200.226 key radkey2
aaa group server radius accounting-group

server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey2

HHrEY g TEEY—XR=—DEBIREIND L, Ty a3 v DT RTONT T T g
TH Y T NVOERY— " —DE Rk S vE 3, —r3—0 209.165.200.225 &
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REREY — /N ERAY— /DB 2 DB —/\DFRE

209.165.200.226 (X, F T ¥ a rTERL, By va O TrR— AT v &
NET,

AL T — /N ERBAIY— /DA R DEBFEY—/\DEETE

WOHNL, H—r3—0 209.165.200.225 & 209.165.200.226 Z{FEH T A — /" — T —F L
H— =0 209.165.201.1 & 209.165.201.2 ZfE 3 Al —"— 7 —TFZ R L TWET,
WO == TN =T TR — = T T TR o> TOET,
aaa group server radius authentication-group

server 209.165.200.225 key radkeyl

server 209.165.200.226 key radkey2
aaa group server radius accounting-group

server 209.165.201.1 key radkey3

server 209.165.201.2 key radkey4
ALY — = TN—=T LT AT T 4 7 == =TI EDI@ P — " — b I L E
Hho TAVT 407 T 0B 7 va r TIEELRY— =3 Shinew, RBREY—
N T T 4T ==X TP T v a ik Ta— T v 7 ShvE
T, 120ty a TRV a—RERTLa— AR —"—ZHFEIhET,

Y —NERAY—NAEEL TWIBES—/\DETE

WOHNL, H—r3—0209.165.200.225, 209.165.200.226, F3 L 11209.165.201.1 % H 9 2 FRFE
Y= T —T L P — 3= 209.165.201.1 & 209.165.201.2 ZEH T 258 A —/3— J)L—
TR L TWET, WOV == TN —TTEREY— = T T TREN > THNET,
aaa group server radius authentication-group

server 209.165.200.225 key radkeyl

server 209.165.200.226 key radkey2

server 209.165.201.1 key radkey3
aaa group server radius accounting-group

server 209.165.201.1 key radkey3

server 209.165.201.2 key radkeyé
TRTCOY—=N"—=D NT Y7 v a VR NFEI LGSR, TXTORIENT oo va v
D 1/3 3 —s3—=00209.165.201.1 [CERXESNLET, LEEB->T, IX_XTOTAIV T 47
N ¥ 7 varol3 ¥ —3—0209.165201.1 ICEREENE T, TV T 47 bT
YW aroEY O 2/31F, —s3—0 209.165.201.1 £ 209.165.201.2 O THEIIr— K
NI T ENET, = 3—=0209.165201. 1 IZKRLEDOT BT 47 M T oHF 7=
YRS DTH, =3 —00209.165.201.1 NEZIET DHFEFE T Y7 g EUTWAD LET

BRI —/\DRBAY— /DY Tty FTHHIEBEY—/\DEE

WORNL, —r3—0209.165.200.225 & 209.165.200.226 Z i 3 HFRFEY —N— T /—T7 L |
H—3—0209.165.200.225, 209.165.200.226, 33 L 1N209.165.201.1 Z 3 H58A[H— 3— 7
N—TER L TCOVET, OV — = TN —T TERS— N~ T T T REN > T E
R

aaa group server radius authentication-group

server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2
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aaa group server radius accounting-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2
server 209.165.201.1 key radkey3

TRCOFRFE N T V7 g OF5 NP —3—0209.165.200.225 121515 S, 7Y 04y
P—s3—0209.165.200.226 |Z 55 SN E T, H—s3—0 209.165.200.225 & 209.165.200.226 6i
WiEB L O T T4 v N T Ty a OB — =TT, FD=, wuﬁiaottﬁ’
BT T 4T NT YT a o E, == 209.165.200.225 £ 209.165.200.226 ()L
SR ENET, H—r3—01D 209.165.201.1 ITABLAYICAHH S A,

Bl . BEEH —/\DRBAIY— /DR —/—t Y FTHELIEBEY—/ DR

WORFNE, H—,3—0209.165.200.225, 209.165.200.226, I L 11209.165.201.1 Z {114 % 785

Y= T =T L == 209.165.200.225 & 209.165.200.226 A H T HFR A — 31— 7
N—=TZRLTWET, MOV —"— Z N =T TR — =TT TREN > TV E
h@‘o

aaa group server radius authentication-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2
server 209.165.201.1 key radkey3

aaa group server radius accounting-group
server 209.165.200.225 key radkeyl
server 209.165.200.226 key radkey?2

BANZ, BRRE R T T v a D13 BB A Y — R — TN —TNOES — N —ZE Y BT HR
F9, BINOE Yy a N LTIV T 407 bW va rNERSHETS, #BE
P—R—= T T TRF NI TCNDTID, THU T 4T bT o7 v a3 —"—0
209.165.200.225 & 209.165.200.226 (Zi5{E SAVE T, H—r3—00209.165.200.225 & 209.165.200.226
75§ N oW a OB ERMG L ETN, RBAEN 7 Y7 v a i —3—0209.165.201.1
WA SNET, —3—0209.165.201.1 TFRAES NI T 7 va VERIX, EO®E

P R=FELEET, P —/3—=0209.165.200.225 & 209.165.200.226 ([Z/5F SN D76,
== T TOMERNEN/RD T, ZOREITHEBEIEHTL2LERNH Y £7,

RADIUS H—/NO— kNSO VT DEDMDSEEN

BEE N
EERR X=aTFILEA L
CiscoIOS 2~ R [Cisco I0S Master Command List, All Releases.]
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

B rousv—o—knSULroz0mOSERR
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HEEE

R=-aT7ILEA L

¥XaUF g av R

+ [Security Command Reference: Commands A to
cl

s [Security Command Reference: Commands D to
LJ

* [Security Command Reference: Commands M to
R]

+ [Security Command Reference: Commands S to
VAl

AAA B L TFRADIUS

[ Authentication, Authorization, and Accounting
Configuration Guide]

AAA H—— 71— & RADIUS

L

X [E

[TRADIUS Configuration Guide] @ TConfiguring
RADIUS] E¥ a2—/b

72— NA—AN—HAATIEFAEE—

TRADIUSConfiguration Guide] @ RADIUS Server
Reorder on Failure| £ = —/L

SRADTY ZAHI YR—F
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AR L TWET,

U — FRLETT,

AV R— | Web 1 N T, > Zxzaoid |http://www.cisco.com/en/US/support/index.html
T 7/ u =IO NI TN 2T
TIZBESLTWEREITHEIIC, v=2 TR
V= NEIFILOLTLEERA T Y Y —

BHEWORGOEF 2 U T 1 (HFRCEINE WA A
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Notice 7>5 7 27 £ A) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOXFEY —E R TMATEET,
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
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12.2(28)SB
12.4(11)T
12.2(33)SRC

RADIUS #— 38— 11— K XT3 v ZHEREIL, #RGE.
BA. BXOT AT T 47 (AAA) OFEGE ST W
JrvarvekThorT oy NIV T avEY—
W= TN —TNOYP— =25 L ET, ZnboP—
NR—=lZ, FT V7 ar0afizsfEL, 22T
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RINEEEBLET,

Z OFEREIZ. Cisco 10S Release 12.2(28)SB (2t S 4L E
I./j:—o

Z OKEREIL. CiscolOSRelease 12.4(1DTIZHAINE L
72,

Z OEREIZ. Cisco 10S Release 12.2(33)SRC IZHEA S 4L
FL7

WD~y RPWEANEIIETSINE Lz, debug aaa
sg-server selection, debug aaatest, load-balance
(server-group). radius-server host, radius-server
load-balance, test aaa group.
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