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1. enable
2. configure terminal
3. Router(config)# aaa authentication ppp default
4. Router(config)# aaa authorization network default group group-name
5. Router(config)# aaa group server radius group-name
6. Router(config-sg-radius)# server ip-address
7 Router(config-sg-radius)# authorization [accept | reect] listhame
8. Router(config-sg-radius)# exit
9. Router(config)# radius-server host {hostname | ip-address} [key string
10. Router(config)# radius-server attributelist listhame
11.  Router(config-sg-radius)# attribute valuel [value2 [values3... ]]
FIIE D
AV RFERETI 3y B#Y
RATvF1 |enable FibE EXEC E— R AT LET,
2K « SAU—REAHLET @ERSAEHD) .
Router> enable
A5 w 2 |configure terminal rTa—)L a7 4 X2 lb—3ay B— NEEG
15'] : Lij‘o
Router# configure terminal

RADIUS BMEER Y Y —=24 .



B reows Bz s -z romE

RADIUS EHER Y Y —=>% |

ARV FFEREETIVa Yy

S

R w73 |Router(config)# aaa authentication ppp default PPP 2 FE/FLTCWAY YT A X —T A A |
B - THAT 2 1 DEIITHEE D AAA RBREST X485 7E
LET,
group
group-name
X w 74 |Router(config)# aaa authorization network default I—HFDRy NT—F T EAZERETH/NT A —
group group-name HERELET,
25w 75 |Router(config)# aaa group server radius group-name | #%;> RADIUS Y — XK &2 F&RIx DY & |k LRIl %
DFHFRN T N—T5TF LET,
A w76 |Router(config-sg-radius)# server ip-address 7 N—7 H— H®O RADIUS +— "D IP 7 R L &
ERELET,
AFw F1 |Router(config-sg-radius)# authorization [accept | rgject] | RADIUS #—/37%>5 Access-Accept 237~ kN Tl
listname TREAOT 4 A5 2 RELET,
B BLOVERI
and/or T AT T 4 v 7RI T RADIUS H— N 2%(E
i - TREBHEHNOT7 4 NV FERELET,
GE) accept ¥— U — KX, listhame CTHE &
Router (config-sg-radius) # ﬂflﬁ‘l‘i%l&% < . ﬁ‘f\f @Ejlriﬁ)jﬁ%:
accounting [accept | reject] listname SNBHZLAEWLET, reject ¥—
U — RIL, listname CHE S V- @M &
TRTOFEERMELRS, TXTOR
WERFTFRISNDZ EEZEHRLET,
R w78 |Router(config-sg-radius)# exit server-group 127 4 ¥ a2 L— g F— REKT
LET,
X w 79 |Router(config)# radius-server host {hostname | RADIUS #— N KX FEEELET,
ip-address} [key string
Z 5w 710 |Router(config)# radius-server attributelist listname | attribute =~ > R CEZR S /- HO BIEICIEE
SNV AN EERLET,
GE) listhame (X A7 v 75 TEHZ LT
listname &[] CIZ T 2 M ENH Y £,
R T 711 |Router(config-sg-radius)# attribute valuel [value2 FRE LRI Y A MR Y A MEMEA B

[values... 1]

. RADIUS BMEfERX Y U —=24

LEJ,



| RADIUS BitfERY U—=2Y

Rapius EitiEz s U —=> s o |

AT RERETIVa Y S
G¥) Zoa= NiE, YA NEEE
AU A MIEMEZ BT 2 72 iE]
bEMTEET,

RADIUS E 14 1E

RO)—Z=V T DR
A A MFEZIFHES Y A SRR S0, FHEEXECE— RTRO I~ ROWTNE
FERLET,

avw vk B8

i MHDEBE R DDA X F3gAELZEEIZ, D
Router# debug aaa accounting WA EELET

AAA GRREICBET Dz 2R LE T,

Router# debug aaa
authentication

h di tatisti 77717]7\/5:’]' ‘/7\‘/\0/74? }‘g:mbnﬂ_:./\b‘/ }‘ ZOWTD
Router# show radius statistics RADIUS %\ﬁ%%ﬁ%i&%%bij}

RADIUS BER U ') —=2 T DR EH

Al TR DB

WOHIL, B 6 (Service-Type) &JEME 7 (Framed-Protocol) )EH@;FFT U2 NOFREFTEER
LTWET, o ~TOREME (VSA Z&Te) (3 RADIUS FBANIH L THEENET,

aaa new-model

aaa authentication ppp default group radius-sg
aaa authorization network default group radius-sg
aaa group server radius radius-sg

server 10.1.1.1

authorization accept min-author
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radius-server host 10.1.1.1 key mykeyl
radius-server attribute list min-author

attribute 6-7
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aaa new-model

aaa authentication ppp default group radius-sg
aaa authorization network default group radius-sg
aaa group server radius radius-sg
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accounting reject tnl-x-endpoint
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radius-server host 10.1.1.1 key mykeyl
radius-server attribute list tnl-x-endpoint
attribute 66-67
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aaa new-model

aaa authentication ppp default group radius-sg
aaa authorization network default group radius-sg
aaa group server radius radius-sg
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radius-server host 10.1.1.1 key mykeyl
radius-server attribute list usage-only
attribute 1,40,42-43,46
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Router# debug aaa authorization

AAA/ACCT (6) : Accounting method=radius-sg (radius)
RADIUS: attribute 44 cannot be rejected

RADIUS: attribute 61 rejected

RADIUS: attribute 31 rejected

RADIUS: attribute 40 cannot be rejected

RADIUS: attribute 41 cannot be rejected
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