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1. enable
2. configureterminal
3. aaanew-model
4. aaaauthentication ppp default group radius
5. aaaaccounting network default start-stop group radius
6. radius-server host ip-address
7. radius-server attribute 55 include-in-acct-req
8. radius-server attribute 55 access-reg include
9. exit
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Device> enable

cNAV—=FEANLET (ERENLEHE) .

R w 72 | configureterminal Jua—\)Lary 7 4 ¥al—g )y B— REEG
LET,
Device# configure terminal
AT v 73| asanew-model WEE, HA. THILT 427 (AAA) BA F—T
M LET,
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Device (config) # aaa new-model

2w 7 4 |aaa authentication ppp default group radius SEEH O T T HORADIUS H— "D U 2 R &FH L
i - TPPPEFATTHL Y TNA L H—T = A ATHA

15, 1 2L ED AAA FREIEELET,

Device (config) # aaa authentication ppp default
group radius

R Fw 77§ |aaaaccounting networ k default start-stop groupradius| x v~ N U —2 FH T T 4 L T EAANT LT,
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Device (config) # aaa accounting network default %L’RADIUS ‘b"—/*‘él%fé Li‘?—o

start-stop group radius

AT 76 |radius-server host ip-address RADIUS #—/ R R A FDIPT KL AZFRELET,
fi

Device (config)# radius-server host 192.0.2.3

AT 71 |radius-server attribute 55 include-in-acct-req account-request /<7~ PNC RADIUS J&E 55 % 2415
1 - LET.

Device (config)# radius-server attribute 55
include-in-acct-reqg

AT 78 |radius-server attribute 55 access-req include access-request /%7~ N PN'C RADIUS J& 55 % 2415
1 - LETS

Device (config) # radius-server attribute 55
access-req include

25w 79 |exit Ja—s)ar74¥al—var T—REKT
1 LET,

Device (config) # exit
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1. enable
2. show running-config
3. debugradius
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Device> enable

show running-config
BEETISNTWAI L 74 Xal—Tay 77 ALVONEEFERLET
1 -

Device# show running-config

aaa group server radius sample

aaa accounting network default start-stop group radius group sample
aaa server radius dynamic-author

radius-server attribute 55 include-in-acct-req
radius-server attribute 55 access-request include
radius-server dead-criteria time 10 tries 3
radius-server host 192.0.2.3

radius-server retry method reorder

radius-server retransmit 2

radius-server deadtime 1

radius-server key radl23

radius server host

radius-server attribute 55 include-in-acct-req
radius-server attribute 55 access-request include

debugradius

RADIUSEHHEDERE L RLET, ZOa~r NOHNIE, THU T 4 0 78 X OGRGEER CTEM 55 2
FEREENTHAENE I DERLTWET,

51

Device# debug radius

AAA/BIND(0000000D) : Bind i/f Virtual-Templatel

AAA/AUTHEN/PPP (0000000D): Pick method list 'default'

RADIUS/ENCODE (0000000D) :Orig. component type = PPPoOE

RADIUS: DSL line rate attributes successfully added

RADIUS (0000000D) : Config NAS IP: 0.0.0.0

RADIUS (0000000D) : Config NAS IPv6:

RADIUS/ENCODE (0000000D) : acct session id: 2

RADIUS (0000000D) : sending

RADIUS/ENCODE: Best Local IP-Address 192.0.2.3 for Radius-Server 192.0.2.1
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RADIUS (0000000D) : Sending a IPv4 Radius Packet
RADIUS (0000000D) : Send Access-Request to 192.0.2.1:1645 id 1645/1,1len 130
RADIUS: authenticator 66 D8 24 42 BC 45 5B 3D - OE DC 74 D7 E9 3D 81 85

RADIUS: Framed-Protocol [7] 6  PPP [1]
RADIUS: User—-Name [1] 6 "test"

RADIUS: User-Password [2] 18 *

RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: NAS-Port [5] 6 0

RADIUS: NAS-Port-Id [87] 9 "0/0/0/0"

RADIUS: Vendor, Cisco [26] 41

RADIUS: Cisco AVpair [1] 35 "client-mac-address=aabb.cc00.6500"
RADIUS: Service-Type [6] 6 Framed [2]
RADIUS: NAS-IP-Address [4] 6 1.1.1.2

RADIUS: Event-Timestamp [55] 6 1362041578
RADIUS (0000000D) : Started 5 sec timeout
RADIUS: Received from id 1645/192.0.2.1:1645, Access-Accept, len 20

RADIUS: authenticator 2A 2B 24 47 06 44 23 8A - CB CC 8C 96 8D 21 76 DD
RADIUS (0000000D) : Received from id 1645/1

AAA/BIND (0000000D) : Bind i/f Virtual-Access2.1

RADIUS/ENCODE (0000000D) :Orig. component type = PPPoE

RADIUS (0000000D Config NAS IP: 0.0.0.0

RADIUS (0000000D Config NAS IPv6:

RADIUS (0000000D) : sending

RADIUS/ENCODE: Best Local IP-Address 192.0.2.3 for Radius-Server 192.0.2.1
RADIUS (0000000D) : Sending a IPv4 Radius Packet

RADIUS (0000000D) : Send Accounting-Request to 192.0.2.1:1646 id 1646/1,1len 182
RADIUS: authenticator C6 81 DO D7 EA BA 9A A9 - 19 4B 1B 90 B8 D1 66 BF
RADIUS: Acct-Session-Id [44] 10 "00000002"

)
)

RADIUS: Framed-Protocol [7] 6  PPP [1]
RADIUS: User—-Name [1] 6 "test"

RADIUS: Vendor, Cisco [26] 32

RADIUS: Cisco AVpair [1] 26 "connect-progress=Call Up"
RADIUS: Acct-Authentic [45] 6 RADIUS [1]
RADIUS: Acct-Status-Type [40] 6 Start [1]
RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: NAS-Port [5] 6 0

RADIUS: NAS-Port-Id [87] 9 "0/0/0/0"

RADIUS: Vendor, Cisco [26] 41

RADIUS: Cisco AVpair [1] 35 "client-mac-address=aabb.cc00.6500"
RADIUS: Service-Type [6] 6 Framed [2]
RADIUS: NAS-IP-Address [4] 6 1.1.1.2

RADIUS: home-hl-prefix [151] 10 "163BD6D4"

RADIUS: Event-Timestamp [55] 6 1362041588

RADIUS: Acct-Delay-Time [41] 6 0
RADIUS (0000000D) : Started 5 sec timeout

RADIUS: Received from id 1646/1 1.1.1.1:1646, Accounting-response, len 20
RADIUS: authenticator 79 F1 6A 38 07 C3 C8 F9 - 96 66 BE EF 5C FA 91 E6
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Device> enable
Device# configure terminal

Device (config) # aaa new-model

aaa authentication ppp default group radius

# aaa accounting network default start-stop group radius
# radius-server host 192.0.2.3

# radius-server attribute 55 include-in-acct-req

#

#

Device (confiqg) #
Device (configqg)
Device (config)
Device (configqg)
Device (config)

( )

Device (config exit

radius-server attribute 55 access-req include
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