=421l FA ) AAA Dialed Number Information
Service (DNIS) < v 7

FFRTH O AAADNIS ~ v 7Hee 225 & BEE R —E X (DNIS) FHHEZFED
RRE. R, BLOT AU T 4T (AAA) H—R— T —TICED Y CHENTEE
T, ZNCEST, == —T1F, ZTODNISZHEHAL T, X NU—ZZH A YA
VI Ha—W—OWFE, TR, THU T 4 VT OERENVE X ET, TRTOEEER
(EHEOHEBIEE LA O TUPRLEIRY) %, EEOEFEHE - LBEEF TN TEE
9, DNIS HFi5id, =2—W—si CICRESIN-FFE2 R LET,

« FFA[H D AAA DNIS ~ v 7 ORiHESRMA (1 =)
« FFA[ D AAADNIS ~ v 7 ICBT 51w 2 2—)
« FFATH D AAADNIS < v 7 OREFHIE (4 X—)
FFA D AAA DNIS ~ » 7 O%ERF] (9 =—)
ZOMOBEEE (11 X—)

« FFATH D AAADNIS v v 7 OfrelEd (12 X—2)

EralFH AAADNIS < v T DRSS H

o b= X— F)L—TF D DNIS IZHE SN THRTED AAA P —"— T —T B RINT B L HICT
NA AZBBRET HHNI, RADIUS r—/R— KA F & AAA P —R— T —T D E AT
TAVERHY 97,

« AAAERIEREEZ R ET HHIIC, aaanew-mode =~ RZHREL T, VAR — M 5HERER
ET ) r—va yAMERTOR Yy hU—27 ORADIUS — _A—TETENTWAH I %
ERTHLENDY 5,
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B =750 annons < v TicpET 2

ra] FHO) AAADNIS < v ZIZBH9 B 1EHR

DNIS [ZTE D < AAA H—/\— F)L—TDEIR

Cisco V7 b =T %#EHT 5L, DNISESEZRHTED AAAYT— R T NL—FIZENYHTHZ &
NTEFET, 2T, =T N—TF, TODNISEZMHHL T, Xy hU—JI1HA
YA T B2 =Y ORGE, WA, TAHV T 4 VT OEREZUITE &S, T TOERM
B OEFOBEEREIIFEAO TI/PRIERR) %, HEOEEZ S LBEEMTLIZ ENTE
F9, DNIS FFld, = —HW—% TIZHE SN FFE2RLET,

7= 20X, BHEOEE CRIUERE T2 ELHT 25810, BifaZT2RNIRETEMD 720
ZENRBHVET, DNISZEMATH L, WWETDHLEXIITRETLCOBEN LMD, EEFIIL
B L FEE AL~ A A TEET,

ISDN F 721 INEET A LT 5 A3 731 A1E, DNISE S22 CEx£9, ZORHE
ERERATD L, BRI LICHRZ: D RADIUS H— 33— ZL—7% 80 Y CREETT (DF 0,
DNIS %+ Z & 12872 5 RADIUS Hh—"—) | I 62, == TN —T %M H L T, oD
AAAY —ERIZE LY — =T N —TERETEET, £o. FAAA Y —ERIT@FI OV —
N— TN—THFETEET,

Cisco Y7 h 7 = 7IZiX, BEE—CRET T T 4 07 Y—EREEHE O HIETEETE
HEFEMENH Y £,

e /S u— L AAAY—ER T, Fua— L a7 4 Xal—2ary T ERAYRN 2
<~V REFERHLTERSIN, FFEDOFR Y NT—F T I BA P —N— DT RTDOA L F—
7 A AT, BRIICEA S NET,

e AU H—T A AR AA AV —ER T, /X —T a2 AT 4 Fal—gryavw
VEREHEHLTERESN, BEDORY hT—7 TI7EBRA P — "= |IHRESNTNDEA
H—T oA A TEA SN ET,

*DNIS¥ v B 7 :DNISZHH L T, AAA Y — =N AAA P —E 22425 L 512k
FELET,

TOEIREED AAA T T 4 X2 Lb— g VHRERFICRETXBEHD,. VAT,
AAA —E R ZRHET 2 — NE X — N T — T ERRET B2, EBRIEN 2R E L
* L7m, ERIEMITRD EBY T,

+DNIS 5 : DNIS Zfifl L. AAA —E A ZRMET EY— R TN —T 2R EE TR ET
HEICKY NU—I T I RHAY—RERELTWEHAE. ZOHFRNBLOMD AAA E
WG bEREEINET,

o f B =T = A AP =R 5 AAA P —E R ERMT B HEEARET SO, A
VH =T 2 RPNy NI =T T IR AP —=R—ZRELTT 7R U R NEHEHAT
LA, ZOFRIT, ol e— a7 4 Fal—Ya AAAT 7 BERA Y ALY
HELInET,
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IYYETEo |

e Fu— N Xa U T 4 NN AAA P — R BT A FIEZIRET B D
Ta—N)VAAA T 7B A VA MEBEHAL TRy NU—T T 71X #—-/\w%‘“”ﬁ“é
BA. 20T bEWVERENMEH S NET,

AAA EHIERGE

ISDN PRI & 72 1 Z{EBIHRE 570 (CAS) (2L 2D AAAFRGEIEARET D &, P—E &2 7
A X =%, BEFORADIUS VY = — a U EERATHAR— hoEFEzdEL, HFY V—2
OFERZDFEMCEEL T, FEOP—E ALV AR TE 5 L 91270 £7, ISDN
PRI 721X CASIZ L » T, EHfga—mclTaEHE Ry T —27 77 2R H—,3— (NAS)
THEALTHS, a—LEERTEET, FHTE a1 EFRIIKO LY TT,

« EEHEZ#HT—E A (DNIS) FW (BEEEZEF L LMEINET)
« BEEEHRRID (CLID) &5 (BEH L LFEENET)
s aA— )L AT (RXTTHERELE LRI ET)

AAA FERHTFRFEDOMAEZ T 5 &, CiscoNAS T, DNIS# 5, CLID F5. £7-lda—/L #
A TSNV TERB AV EYEHRGT L0 E I DERETHZ LN TEEF, (ISDNPRI & ff
AT 256, 22—V —0FELRAI 2T ThD, I—/WIIRETEET, CASEMHAT 55
By IVDNET HLEEH Y T2, FARGEICKR LSS, a— &2 Ry ST F
)

NIV w7 Ry FT—F AL v Fnba—EERE L, EEERITOEA. AAA FRIRAE

X > T, NAS 75 DNIS %5, CLID &5, L= —/L ¥ 1 7% RADIUS H— 3—[C aéfc.
L, BAlaZ 52 ¢NTEET, = "—RNa—L&RBaT5L, NASITa—/L & L%
T, = R—=RNa— L ERBALRWEE, NAS DO RT Y v 7 v NU—7 A v FITHEH
fEFRA v E—URRE I, a— AR ESSNET,

RADIUS H— =T 7 U r— a UIMERAARBEIZR - 56, R ENEL oG
NAS TH— R ZA<=—%RETEXET, A ~—0HBREINIZ/ D &, NAS TR ERE/ RN
TRA=REHHLT, B SN2 holBE B a— NV EHFEITESLE T,

AAA FRIBFEORERE TIL, FRIREGEOBEAZfRET 572912, RADIUS Hh—_— 77 /r—
va ik bEMEAMOFER, BELURADIUS FHGRAEY 12 7 7 A JVIZEEE S 41TV 5 RADIUS
BEOHHANY R— S TWET, /2, IO EME. 728 2E, UBRORREE (T3
LZEIM, FREFATTHEEA, EOBMFREEAT 202 BETH-DICbEATE E
7

ISDN PRI 35 LN CAS 12 & B AAA FRIFEREIZIZ, IROFRFE EH SN E T,

o BM 441, FRIFBIEEZITY V—A =V T %A X —T NI LT2 CAS a2 — L2 fE
ATc&EET,

e v IF Ly — = /LF Y7 PPP (MMP) Z. ISDNPRI TIZfEHTE £8 A,
*« AAA %ﬁ”uuu ginzlg@/\’— F'?lj? 70'3 b4 ]\ 71‘#-5(@;7‘@'3)%«6% iﬁ—o
«ISDNPRI L, —¥#DN—FRU =7 7T b7 =L TOHYHR—FINTWVET,
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| LY AP

O—J)LAEBOH—K 347 —

HAREE RS K ORAEROINERMITI S ESE2DT, I— K ¥ A ~—%FHLTa—1
DUFLZHI T £9, H— K XA ~—i%, DNIS 2 RADIUS — R—|THEE N5 LB E
nNEd, H—F ZA~—0HREIIIT 22 DHIIZ NAS 28 AAA M OISEZZE L WEA. 4
A v —DBEEICEASANNTa— L EHAEFITETLET,

EFal D AAADNIS T v JDEREHE

AAA DNIS EHIEZEED R TE

DNIS HAGRREA AT 2 &, BEFFICESNTa— VR ERICEFGRIEL FIT T ET,
DNIS 53, 2= /VDEFERICEFX 2V T 4 = "—ITEEFESNET, ==/ AAA
WH-oTRGEES NS &, ZOa— VTR SN ET,

FlED#HEE
1. enable
2. configureterminal
3. aaapreauthorization
4. group {radius|tacacst+ | server-group}
5. dnis [password string]
6. end
FED 4
AU RFERET7TIV3 Y B#J
RTF w71 |enable ¥t EXEC T— FZ A LET,
1 - e NAT— REANLET (EERINTEELEE) .
Device> enable
Z 5w 7 2 | configureterminal Ju—rL 3y T 4 R b— g E— REBA
1 LET.
Device# configure terminal
AT 73 |aaapreauthorization AAA FHTRGEa 7 4 F=2b—vary E— &
15'] : ﬁ‘él\ L/i‘é‘o
Device (config) # aaa preauthorization
AFw 4 |group {radius|tacacst+ | server-group} (EE) AAA FRGRREERIZEAT X2 7 o

1 -

YRR ET

. eI FA 0 AAA Dialed Number Information Service (DNIS) < 7



| 25\ FH AAA Dialed Number Information Service (DNIS) < v 7

DNIS (<£5 < A H—n— S —TEROBE |

AU RFERETIVa Y

B8

Device (config-preauth) # group radius

« 57 4/ M RADIUS T1,

R w75 |dnis [password string]
f5

Device (config-preauth) # dnis password dnispass

DNIS # i L CTHERRBRELZ A r—7 /LT L, M3
(Z)its ©C Access-Request /X7 MZEHAT 582D —
RZEELET,

AFw 76 |end
e

Device (config-preauth) # end

AAA FRIRIF 2 7 4 Fal—Y g F— Rak
T L. HHEEXEC E— NIZEY £1°,

DNIS [ZED3< AAAH—/N— S IL—TDEIRDETE
P—X— FL—TF DO DNIS IZHEDSNWTHED AAA —— T )L—T 28RS 5 L H 10T A
AHEFETHITIE, DNIS~ v B 7 2% ELET, DNISESEZHH L T —— 71—
EIN—TH Lo BT T AT, ROX AT HFEITLET,

FIEDHE
1. enable
2. configure terminal
3. aaadnismap enable
4,
5.
6.
Server-group-name
7. exit
F gD F%H

aaadnismap dnis-number authentication ppp group server-group-name
aaadnismap dnissnumber authorization network group server-group-name
aaadnismap dnis-number accounting network [none| start-stop | stop-only] group

ARV RFEREETIVa Y

B

AT w71 |enable
1 -

Device> enable

HibE EXEC E— RE A% L,
e NRATU—KREANLET (EREINEHE)

R 72 |configure terminal

1

Device# configure terminal

Ja—n) ar7 4 Xal—ar T— &G
Li‘j—o

R w 73 |aaadnismap enable
{5

DNIS~ v B 7% A RX—T M LFET,
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ARV RFERETIVa Y

B8

Device (config) # aaa dnis map enable

ATvT4

aaadnismap dnis-number
Server-group-name

1

authentication ppp group

Device (config) # aaa dnis
ppp group sgl

map 7777 authentication

DNIS H 5% EFFHD AAA —— 7 )L—7F|Z
< v BT LET, ZOY—N— TN —TF DY —
SN—%, FERICER ENET,

ATvTh

aaadnismap dnis-number authorization network

group server-group-name

1 -

Device (config) # aaa dnis
network group sgl

map 7777 authorization

DNIS &5 % EHEFHD AAA — 13— F)L—F T
vV LET, ZOV—NN— TN —T DY —
SN—%, BEIFERENET,

ATvT6

aaadnismap dnis-number accountingnetwork [none
| start-stop | stop-only] group server-group-name

1

Device (config) # aaa dnis map 8888 accounting
network stop-only group sg2

DNIS H 5% EZREHLD AAA Y— 13— J)L—F T
<y LET, ZOY—N— TN —TF DY —
N=lX, ThorT 4 IR ENET,

ATy T17

exit
1 -

Device (config) # exit

Ju—nN)aryZ7 4 FXal—ar ET— RRERKT
L. % EXEC E— FIZRY £,

AAA SE=RIEBREDERTE

FIEOHE

enable

configure terminal
aaa preauthorization
group server-group

dnisbypass dnis-group-name
end

©CENSOO AWM

clid [if-avail | required] [accept-stop] [password string]
ctype [if-avail | required] [accept-stop] [password string]
dnis [if-avail | required] [accept-stop] [password string]
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IWETEEOE T |

FIED
ARV RFEREETIVa Y B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
i - e NAU—REZANLET (FERENTZHE)
Device> enable

Z 5w 72 |configure terminal Jua—/\)y a7 4 Xalb—vay E— NaeBilth
Bl - LET,
Device# configure terminal

AT 7 3| aaapreauthorization AAA FFTRGEZ V7 4 Fab—va v E— REH
Bl - BLET,
Device (config) # aaa preauthorization

AT 74 |group server-group FRAMRFEIZfEH 95 AAA RADIUS ¥—/3— Z)L—
i - TafEELET,
Device (config-preauth)# group sg2

5w 75 |cid [if-avail | required] [accept-stop] [password string] | CLID F& 212 SN\ T, a— VA HFEEE L9,
i) :
Device (config-preauth)# clid required

Z7 v 76| ctype [if-avail | required] [accept-stop] [password | = —/1 Z f FZHESNT, 22— /L& FATRGE L £
string] ¥+,
i
Device (config-preauth)# ctype required

AT 77 |dnis [if-avail | required] [accept-stop] [password string] | DNIS %5233 T, 22— /L& FaiE8aE L £37
i -
Device (config-preauth) # dnis required

A7y 78 |dnisbypass dnis-group-name HATEAED /A /XA % DNIS 5D 7/ V—T7 % 5
%l - ELET,
Device (config-preauth)# dnis bypass groupl

RTwv79|end HETRIET 7 4 X2 b —2a v B—FERKRTL,
Bl - F#ME EXEC £ — RIZR D £,
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ARV RFERETIVa Y

B8

Device (config-preauth) # end

H—KR2A4<T—D

=L

ax A

RADIUS % — N — 3 FFREE R F 72 1T F AT ESRIZISE CE R o /Il a— L 2 £

FHESTLE0CH—F FA~—2RE

T AL, DX AT B FETLET,

FIEDHE
1. enable
2. configure terminal
3. interface type number
4. isdnguard-timer milliseconds [on-expiry {accept | reject}]
5. call guard-timer milliseconds [on-expiry {accept | reject}]
6. end
FIED M
ARV FERET7IVa Y BRI
AT 71 |enable F5HE EXEC T— RE2HIIC L £,
1 - e NAT—REANLET FEREINTHE) .
Device> enable
Z 5w 72 |configure terminal Ta— ) ar7 4 Xal— gy T— NS
1 - LETS
Device# configure terminal
AT 73 |interface type number Ao H =T A AT 4 Falb—g s ET—K
1 - ZHA L ST
Device (config) # interface serial 1/0/0:23
R Fw 74 |isdn guard-timer milliseconds [on-expiry {accept| |RADIUS H— N—NHETERIEERIIGE TX 2o
reject;] TR AT T — VAR E T ITE A T X 5 ISDN 4 —
- N A~ —2RELET,
Device (config-if) # isdn guard-timer 8000 on-expiry
reject
R w 75 |cal guard-timer milliseconds [on-expiry {accept | RADIUS H— S— N EHELEEE R SETX o

reject}]
fi

AT a— L E A EIIHEG TE 5 CAS H— R
FA~—RBELET,
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#ar Ao aaaoNs < v FoiEs ]

ARV RFERFTIVaY =)

accept

Device (config-if) # call guard-timer 2000 on-expiry|

AT v 76 |end
1 -

Device (config-if)# end

A B —Tx2fA A7 4 FXal—T 3y F—F
T L. BME EXEC £— FICREY 7,

Eral A AAADNIS < v T DEEEHI

51 : DNIS [ZE D < AAAH—/\— F)L—TDEIR

WIZ, FFED AAA P —E R ETMFT 572012, DNIS (2S5 T RADIUS H—/3— JL—7

%

BT DH 2R LET,

This command enables AAA.

aaa new-model

radius-server host 172.16.
radius-server host 172.17.

The following set of commands configures the RADIUS attributes for each server
that will be associated with one of the defined server groups.

.1 auth-port 1645 acct-port 1646 key ciscol

.1 auth-port 1645 acct-port 1646 key cisco2

0
0

radius-server host 172.18.0.1 auth-port 1645 acct-port 1646 key cisco3
0

radius-server host 172.19.

.1 auth-port 1645 acct-port 1646 key cisco4

radius-server host 172.20.0.1 auth-port 1645 acct-port 1646 key ciscob

The following commands define the sgl RADIUS server group and associate servers
with it.

aaa group server radius sgl

server 172.16.0.1

server 172.17.0.1

The following commands define the sg2 RADIUS server group and associate a server
with it.

aaa group server radius sg2

server 172.18.0.1
The following commands define the sg3 RADIUS server group and associate a server
with it.

aaa group server radius sg3

server 172.19.0.1
The following commands define the default-group RADIUS server group and associate
a server with it.

aaa group server radius default-group

server 172.20.0.1
The next set of commands configures default-group RADIUS server group parameters.

aaa authentication ppp default group default-group
aaa accounting network default start-stop group default-group

The next set of commands enables DNIS mapping and maps DNIS numbers to the defined
RADIUS server groups. In this configuration, all PPP connection requests using
DNIS 7777 are sent to the sgl server group. The accounting records for these
connections (specifically, start-stop records) are handled by the sg2 server group.
Calls with a DNIS of 8888 use server group sg3 for authentication and server group
default-group for accounting. Calls with a DNIS of 9999 use server group
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. i . AAA S=HTFRALE

! default-group for authentication and server group sg3 for accounting records

! (stop records only). All other calls with DNIS other than the ones defined use the

! server group default-group for both authentication and stop-start accounting records.
aaa dnis map enable

aaa dnis map 7777 authentication ppp group sgl

aaa dnis map 7777 accounting network start-stop group sg2

aaa dnis map 8888 authentication ppp group sg3

aaa dnis map 9999 accounting network stop-only group sg3

5] - AAA SRR

WIZ, FRTFAEIC DNIS HE#HEET D Bk EE L ET,

aaa preauthentication
group radius
dnis required

WIZ, FRIRE _DNIS%'éﬁ& CLID &5 Dili Jj A3 R T DH| 27~ L £, DNISFHH
D:Eﬁ)flﬁ %ﬁlﬁ VOR {kuCLIDg u:unftﬁ)i??énij—

aaa preauthentication
group radius

dnis required

clid required

KIZ,  Tdnis-groupl] &\»9 DNIS Z /L—IZHEEIILTN S 2 DD DNIS HH A RE, 37
TD DNIS HFFICOWTHEAGEEZ ETT 22 L2 MET 20 &R~ LET,

aaa preauthentication

group radius

dnis required

dnis bypass dnis-groupl
dialer dnis group dnis-groupl
number 12345

number 12346

IZ, DNIS FHRIFRAEZHHT 5 AAA REDOH 2R L ET,

aaa new-model
aaa authentication login CONSOLE none
aaa authentication login RADIUS LIST group radius
aaa authentication login TAC_PLUS group tacacs+ enable
aaa authentication login V.120 none
aaa authentication enable default enable group tacacs+
aaa authentication ppp RADIUS LIST if-needed group radius
aaa authorization exec RADIUS LIST group radius if-authenticated
aaa authorization exec V.120 none
aaa authorization network default group radius if-authenticated
aaa authorization network RADIUS LIST if-authenticated group radius
aaa authorization network V.120 group radius if-authenticated
aaa accounting suppress null-username
aaa accounting exec default start-stop group radius
aaa accounting commands 0 default start-stop group radius
aaa accounting network default start-stop group radius
aaa accounting connection default start-stop group radius
aaa accounting system default start-stop group radius
aaa preauthentication
dnis password Cisco-DNIS
aaa nas port extended
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Bl 1SON & U cAs o A— K 247— [

|

radius-server configure-nas

radius-server host 10.0.0.0 auth-port 1645 acct-port 1646 non-standard
radius-server host 10.255.255.255 auth-port 1645 acct-port 1646 non-standard
radius-server retransmit 2

radius-server deadtime 1

radius-server attribute nas-port format c

radius-server unique-ident 18

radius-server key MyKey

\)

GE)  HRERGEEARET HI21E,. RADIUS Y — R—CTHHAGRAET 2 7 7 A LV ERET DLERH Y
\i‘a_O

5 : ISDNE KLU CASDH— bk 2147 —

Wiz, 8,000 X URMIZRTEEIN/ZISDN H— K Z A4 ~—OFl &R LEd, FRiERGEERICH L
TRADIUS = R—NRE LW EE, XA ~—20HBUNIC R~ 72856, 2—VIHERESH
ij‘o

interface serial 1/0/0:23

isdn guard-timer 8000 on-expiry reject
aaa preauthentication

group radius

dnis required

Wiz, 20,000 2 VRMIZERTE SNZ CAS H— K X A4 ~—DFlZ R L E9, FaipiEERIZH L
TRADIUS Y — =SB L2WEE, XA ~—NHARINIC R -84, a—/WTFFa&n
F7,

controller T1 O

framing esf

clock source line primary

linecode b8zs

dsO-group 0 timeslots 1-24 type e&m-fgb dtmf dnis
cas-custom 0

call guard-timer 20000 on-expiry accept
aaa preauthentication
group radius
dnis required

ZTDMDSEER

REER
BEIEH I=aTFILEA R
CiscolOS a2~ K [Cisco I0S Master Command List, All Releases.]
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B #5970 aaons v v TomsetEs

BEEIEE T=aTFILERAL ML

t¥alF g avy R

Zh
A

+ [CiscoIOS Security Command Reference: Commands A to CJ [
» [CiscoIOS Security Command Reference: Commands Dto L] [
+ [Cisco 10S Security Command Reference: Commands M to R] [

]
.

g
Gl

£
P

+ [Cisco I0S Security Command Reference: Commands S to ZJ [#<5E]

AAA

[ Authentication, Authorization, and Accounting Configuration Guide]
(Securing User Services Configuration Library ¢ —)

RAMTYZ AL HBR—k

A A

Vs

AHDURLIZT 7 EBALT, YAIaDT =7
VY R— 2R RKBIIEHALTLEEN, &
oY VV—RE, V7 o 2T A VAR—
NMLTHRELEY, AL T 7 /0
BT A EIREOME E R L2 357
DIHER LT ZE, 2D Web WA k ED
V=T 7B AT HERIE, CiscocomD /'

http://www.cisco.com/cisco/web/support/index.html

A IDEBITIAT—

RS BZE T,

Eral A AAADNIS < v J D HEEETEER

RORIZ, ZOFY 2 —/VTHBLIMEICET 2 ) V-2 fRE R LET, ZoRE, V7
FN7=7 VU= M A U TEEREOTFR— MR EAINTZELEEDY T hy =T VY —R72
FEZRLTWET, ZORREIZ, FHIWTD BR0RY . ThAUBEO @D Y 7 vy =7 VU —
ATHYR—bFSNET,

T7 Y b7 —bDYR— I BIOV AT YT MY =T A A=V OV R— MIBET 2 E#E B
9 %5IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/cin IZFEE) L £ 7, Cisco.com DT 7 MIMLEDH Y FH A,
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HAAD AMDNIS 7 v ToiseEs [

& 1: 3 FD AAA DNIS < v 7 DREEEIER

HEER Jjy—= BERETE IR

#FAI 7 AAA Dialed Number | 12.1(1)T FFAIA D AAA DNIS ~ » 7H

Information Service (DNIS) 12.22)T AT DL, HEEGTR

-y BIY—r 2 (DNIS) &4 %f
12.2(27)SBA D AAA F S ST
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