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Device# enable
Device# configure terminal
Device (config) # object-group ?

network network group
security security group
service service group

ve-network IPv6 network group
vbo-service IPv6 service group
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Device (config-vénetwork-group) #°?

Device (config-ipv6-acl)# [no] { permit | deny } [ <protocol options> | object-group

<vé6service og name> ] { <source address options> | object-group <vénetwork OG
name> } { <destination address options> | object-group <vé6network OG name> }
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Device> enable

Device# configure terminal

Device (config) # object-group v6-network name

Device (config-vénetwork-group)# [no] { description <desc> | <x.x.x.x::x/prefix_len> |
host <x.x.x.x::x> | group-object <nested OG name> }

Device (config) #object-group vé-net ognetl
Device (config-vénetwork-group) #°?

Vé6-Network object group configuration commands:

X:X:X:X::X/<0-128> - IPv6 network address/prefix length
description - Network object group description

exit - Exit from object group configuration mode
group-object - Nested object group

host - Host address of group member

no - Negate or set default values of a command

IPv6 H—EX AT 5 F FIL—TDER

TCP £721ZUDP A — £ 23R — M ZHEET DIV — A LT o=/ b I A—T %1
HALET, y—E R F 7V N IA—FRTr 2 ay ha— U2~ (ACL) 2B
Tbhhbdé, 2OV —ERAF TVl NI IL—TF RXR—ZDACLIZHR— h~DT 7 & & ZH#
TEE,

IPV6 —E R FT7 V=l b I N—T%ET 5121%, WOFIEEZEITLET,

Device> enable

Device# configure terminal

Device (config) # object-group v6-service <name>

Device (config-véservice-group)# [no] {description <desc> | <0-255> | ahp | esp | hbh
|icmp [<message type>]

| ipv6 | pcp | { <sctp | tcp | udp | tcp-udp> [source <src port options>]}

[<dest port options>] | group-object <nested OG name> }

Device (config-service-group) # end

Device# (config-v6service-group) #?
IPv6 Service object group configuration commands:

<0-255> - An IP protocol number

ahp - Authentication Header Protocol
description - Service object group description

esp - Encapsulation Security Payload

exit - Exit from object-group configuration mode
group-object - Nested object group

hbh - Hop by Hop options header

icmp - Internet Control Message Protocol

ipv6 - Any Internet Protocol (v6)

no - Negate or set default values of a command
pcp - Payload Compression Protocol

sctp - Streams Control Transmission Protocol
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tcp - Transmission Control Protocol
tcp-udp - TCP or UDP protocol
udp - User Datagram Protocol
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Device# enable

Device# show running int <name>-————-- to check if ACL is applied on the interface
Device# show object-group object-group-name —-———-——-- to check if configured object groups
are referenced

Device# show ipvé access-list ——————-- to check the configured ACL
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Device> enable

Device# configure terminal

Device (config) # object-group v6-network ognetl
Device (config-v6-network-group)# 1:1:2::0/32
Device (config-v6-network-group) # host AB:233::23D5
Device (config-v6-network-group) # exit
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Device> enable

Device# configure terminal

Device (config) # object-group network v6-network ognet2
Device (config-vénetwork-group)# 1:2:3::4/36
config-vénetwork-group)# host AABB: :CCDD
config-vénetwork-group)# group-object ognetl
config-vonetwork-group) # exit

Device
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Device> enable

Device# configure terminal

Device (config) # object-group service vé-service ogservl
Device (config-v6service-group) # icmp unreachable

Device (config-vé6service-group) # tcp smtp

Device (config-v6service-group) # tcp telnet

Device (config-v6service-group) # tcp source range 3000 4000 telnet
Device (config-vé6service-group) # pcp

Device (config-v6service-group) # udp domain

Device (config-vé6service-group) # hph

Device (config-véservice-group) # exit
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Device> enable

Device# configure terminal

Device (config)# ipv6é access-list ogacll

Device (config-ipvé6-acl) # permit object-group ogservl 5:6:7::5/56 object-group ognetl
Device (config-ipv6-acl) # deny ip object-group ognet2 object-group ognet3

Device (config-ipvé6-acl)# permit ipv6é any any

Device (config-ipvé6-acl)# exit

5 : ACLAIPV6 A T2y FTIL—TDHERR
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Device# show object-group

V6-Network object group ognetl
1:1:2::/32

host AB:233::23D5

V6-Network object group ognet?2
1:2:3::4/36

host AABB::CCDD

group-object ognetl

V6-Network object group ognet3

host 1::1
host 1::2
host 1::3

V6-Service object group ogservl

icmp unreachable

tcp source range 3000 4000 eqg telnet
pcp

hbh

WIZ, IPV6 727 NI N—F_—Z ACLICEAT AR 2R T~THHEZRLET,

Device# show ipv6é access-list

IPv6 access list ogacll
permit object-group ogservl 5:6:7::/56 object-group ognetl sequence 10
deny ipv6 object-group ognet2 object-group ognet3 sequence 20
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permit ipv6 any any sequence 30
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