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$AAA-5-USER_LOCKED: User userl locked out on authentication failure.
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1. enable
2. configure terminal
3. username name [privilege level] password encryption-type password
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4. aaanew-mode

5. aaalocal authentication attempts max-fail
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6. aaaauthentication login default method
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1. enable
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clear aaa local user lockout {username username | all}
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Device# clear aaa local user lockout username
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Device# clear aaa local user fail-attempts
username userl
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1. enable
2. show aaalocal user lockout
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show aaa local user lockout
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Device# show aaa local user lockout
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Device# show aaa local user lockout

Local-user Lock time
userl 04:28:49 UTC Sat Jun 19 2004
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Device # show running-config
Building configuration...

Current configuration : 1214 bytes
|

version 12.3

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

hostname LAC-2

|

boot-start-marker

boot-end-marker

|

!

username sysadmin

username sysad privilege 15 password 0 cisco
username userl password 0 cisco

aaa new-model

aaa local authentication attempts max-fail 2
|

!

aaa authentication login default local

aaa dnis map enable

aaa session-id common

ZTDMDSEERN
Z Z Tl&. Login Password Retry Lockout (2384 % BiE & BHZ DWW TR L £ 97,
ESPERES X=aT7IBRA L

CiscolOS ¥ = U7 ¢ @2~ K| [Cisco|OS Security Command Referencel

. Login Password Retry Lockout



| Login Password Retry Lockout

zomwnszay |

b
Z |21 k1L

|-

MB mMIB®D! >y

7 |BIRLEZET Ty 74 —2Ab, CiscolOS VIV —RA, BIOT7 4 —F+ &y MIETS
L [MIBZELTHYr— RKT5I2iE, IR® URL IZH % Cisco MIB Locator %/ L &
kR

http://www.cisco.com/go/mibs

RFC

RFC | 51 ~IL

DRADTYHYZAIL YR—F

B o

2OV R— N Web 1 N T, > Zxzaopiy |http//www.cisco.com/en/US/support/index.html
T 7/ u Y=l T L NI T N v a—T
TNWBHESL TN A 212, v~=aT7
V= NEIFILOLTLEERA T Y Y —
AZfEE L TV ET,

BEWORB O X 2 U T ¢ (FHRLEAME a2 A
F3 5 7=, Cisco Notification Service (Field
Notice 2°5 7 27 &= &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EORMEY —ERITIMATE 7,

TAADYR— b Web A bV —ZT 7k
2T AHERE. Cisco.com D= —H ID B LUV
U — RO METT,

Login Password Retry Lockout .


http://www.cisco.com/go/mibs
http://www.cisco.com/public/support/tac/home.shtml

Login Password Retry Lockout |
. Login Password Retry Lockout D145 153R

Login Password Retry Lockout 0% BE &R

WDORIZ, ZOFEY 22— )L CTHH LI-MEEICET 2 ) UV —2FRERLET, ZoRIE, V7
F7=27 VDU —RX ML A U TEEEOVR— NP EAINTZLEEOY T =T U Y —X72
FERRLTWET, ZOMEEITL, BTk BNR2WRY , ZALUEO—#EDOY 7 vy =7 U Y —
ATHYR—FINET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,

£ 1: Login Password Retry Lockout D4R 153R

HRER )1y—= Lk

Login Password | Cisco I0S XE Login Password Retry Lockout #REIZ L ¥ | & A7 LEHE

Retry Lockout | Release 3.95 Fixa—PIT LD a7 A CRITHRE L EERIT %
L B—ANVAAAAZ—Y T AT vEry 7T Y BT
TET,

MDA~y RPEANFIIIER SLE LT, aaalocal
authentication attempts max-fail, clear aaalocal user
fail-attempts, clear aaalocal user lockout,

+ local AAAmethod : V—# Bl — 22— —F =X X=X EZREL, TDT —HX—
A5, AAA W2 —W — DG £ 72138 2R &8 5 =,

o local AAA user : T — /L AAA TR AR L CRlEE Sz —P—,

. Login Password Retry Lockout


http://www.cisco.com/go/cfn

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



