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Bl - AL LCHELET, *
GH) BT T — R LT R
Device (config-if)# tunnel source loopback 0 T — Fﬂﬁ3%£§%R%%ﬁ%%ﬁ§%ﬁ§ﬁ‘%§%%é§

X, interface virtual-template number type
tunnel =2~ > KT k> RLEEIL e B
YA REAKLET, hrxov
HEEITLE bR RREE ST
WHEE, IPve kT AR — bz
D7 T7AT 2 MIERIIRIL £

ZF w710 |tunne destination ip-address R RADGEEDIP T RLAZHEELET,
11

Device (config-if)# tunnel destination 172.16.1.1

X w711 |tunnd protection | Psec profile profile-name ho A H—TxA A% Psec 27 7 A VT
1 - RIS

Device (config-if)# tunnel protection IPsec
profile PROF

ATwF12 |end A B —T A AT 4 Xal— gy F—F
B - E#T L. FiHE EXEC £— FIZREY £,

Device (config-if)# end

IPsec R ko RILA B2 —T 24 RX%E5 LI=-BGP DETE

MBS T T, 20D —FDIRAB b A 2 —T =4 A% L TBGP AR ET DI,

WOVEEAZEITLET,

IR B I

AHBT 47 IPsec B N RV A H—T 2 A ADRE (9—) OFEEZETLE
KR

IPSec (R RIL A3 —T (4R .
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FIRDEE

F IR D FH

router bgp autonomous-system-number

exit

router bgp autonomous-system-number

®NOO A WN A

IPSec fR#8 koL A v8—T 4R |

neighbor ip-address remote-as autonomous-system-number
networ k networ k-ip-address mask subnet-mask

2EFHDONL—FZ RO~ REASLET,

neighbor ip-address remote-as autonomous-system-number
networ k network-ip-address mask subnet-mask

aAvY RFERIEFIFT7ZIII Y

B8

R 71 |router bgp autonomous-system-number N—HFar 7 4 F¥al—rvalE— RReiRL T,
i - BGP /L —F (v Fuv A&ER L £,
Device (config)# router bgp 65510 autonomous-system-number : 0> BGP /b — & (25§
HN—REREL, FARCEINDLV—T 1 71
WOLEX L T hT ARV AT LOE S, & O
PHIZ 1 ~ 65535 T,
ZOBITIE. ZOFIHDFEM DN —2 13 165510)
LTS LT,
AT 7 2 |neighbor ip-address remote-as ip-address : (L —Z D h R L H—T = A A
autonomous-system-number DIPT KLA,
- autonomous-system-number : 2 & H D/L— X D) —H
Device (config-router) # neighbor 10.1.1.2 remote-as o LR g @f/zﬁi N 0)%%0 %%@%ﬁ&i 1~
eooit 65535 T,
AT 7 3 | network network-ip-address mask subnet-mask network-ip-address : BGP CT7 RN\NX A4 &5 K v

1 -

Device (config-router)# network 2.2.2.0 mask
255.255.255.0

NT—ZDIPT RLA, &z, v—F Ny
H B =T 2 ZADIPT FL AT,

subnet-mask : BGP T7 RAX 4 XE&NBFy hU—
TV TRy h~wRT,

GE) BGP % v hU—7 a~< > KO network B
X O'mask (X, BGPIZHLY IAF 1T BGP
AAN=ZT RRE AL ZINDH L DI,
N—T 4 T T =T NI TIFET D
J— N ETEREIC BT R ERNH Y £
9, ZiIUZE. network A7 — kAL FA
AVE—T 2 A ARy NI—T % [F
N=F2] 12T, A F—=T A AD
OYATEFEHL TRy hU—2 ZHG
9% EIGRP, OSPF & X872 0 £,

. IPSec (R RIL A3 —T (4R
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S4F3 95 PseciB il va—7z120%% |

AU RFERETIVa Y

B8

ATy 74| exit N—H ar 7 4 Fal—varEF—ReKTLE
i) : EE
Device (config-router)# exit
ATYTE2FADONV—FTROaA~ REANLET,
Z 7 7 6 |router bgp autonomous-system-number N—HF arT7 4 FXal—ralrE— RelaL T,
i - BGP V—T 4 7 T at AE{ER L ET,
Device (config) # router bgp 65511 autonomous-system-number : 1> BGP /L— & 2549
LN—BEEL, FARFICESNDINV—T 0 2 71F
WOLZFX T2 d LR AT LOF T, FHOH
PRI 1 ~ 65535 T,
ZOBITIE, ZOFIED2FEHOL—HZ 1L [65511)
LTI SN ET,
R T 77| neighbor ip-addressremote-as ip-address : BN —F D F L HNA LB —T A A
autonomous-system-number DIPT KLA,
i) :
Device (config-router) # neighbor 10.1.1.1 remote-as
65510
R T 7 8| network network-ip-address mask subnet-mask network-ip-address : BGP T7 RNXZ A4 A& 5 % v

1

Device (config-router)# network 1.1.1.0 mask
255.255.255.0

FO—ZDOIPT RLRA, =& ziE. V—F "y
B =Tz A ADIPT KLATT,

subnet-mask : BGP T7 RARZ 4 XENDH %y hU—
JDY TRy h~wAT,

Gx) EfE2 Ry NU—Z P T RLAB IO
YT Ry bR BERALTLZEND,

BAFZ v IPsecRE M RILA VB —T 24 ADNETFE

FIRDHE

enable
configureterminal
crypto ipsec profile profile-name

exit

tunnel modeipsecipv4

ONOOOAWN=2

set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-name6]
interface virtual-template number type tunnel

tunnéel protection | Psec profile profile-name

IPSec (R RIL A3 —T (4R .
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9. exit
10. cryptoisakamp profile profile-name

IPSec fR#8 koL A v8—T 4R |

11.  match identity addressip-address mask

12. virtual template template-number

13. end
FED FH 4
ATV RFEREEFET7TIVa Y B
AFwv 71 |enable FiHE EXEC E— RZHMC L ET,
i « NAT—REANLET (ERSNEZHD) .
Device> enable
25w F2 |configureterminal JU—sL T 4 Ra L— g v e REBG
i LET
Device# configure terminal
25w F3 |cryptoipsecprofile profile-name 2 DD IPsec T /3 A D IPsec BFBALICfiH &
i - 5 IPsec /N7 A—HX & EF LT, IPsec 7’27 7 A4
N = N ~ I YN
Device (config)# crypto ipsec profile PROF AT 4 Falb—va s T R %Fﬁﬁp Lij—o
RATw 74 |settransform-set transform-set-name VT =y MY CHEAFRER T A
[transform-set-name2...transfor m-set-names] Tr—hty FNEEELET,
i -
Device (ipsec-profile)# set transform-set tset
ATy T5 | exit IPsec 7R 77 A/ T 4 Fal—g L E—F
%l - ERTLTC, Fe—barry Fal—vay
— K Ly
Device (ipsec-profile) # exit T RERIALET,
X5 w76 |interfacevirtual-template number typetunnel T 7L —h RNV A F—T o2 A%E
R #TL,. AV F Tz AT 4 Falb—Tar
— K Ly
Device (config) # interface virtual-template 2 type ® b %f%ﬁﬁu L/jfifo
tunnel
27w 77 |tunnd modeipsecipv4 FY R ADE— FEERLET,
1 :
Device (config-if)# tunnel mode ipsec ipv4
R w78 |tunne protection | Psec profile profile-name hoxn A Z—TxA A% IPsec 717 7 AT

1 -

Device (config-if)# tunnel protection ipsec
profile PROF

BEEAH T £,

. IPSec (R RIL A3 —T (4R
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IKE 28R LS4 F S v o RE R VAL A 2 8—T 24 ROTLTF sA4Hi— hoiE [

AV RFERETI3 Y EL:Y

AFv79 |exit A B =Tz A AT 4 Fal—ar ET—F
Bl ERTLET,
Device (config-if)# exit

AT w710 |cryptoisakamp profile profile-name AT > 7" L— MR &5 ISAKAMP 7' 7 7
15'] : /])/I/%/\':.E_‘%L/ij—o
Device (config)# crypto isakamp profile profilel

AT 711 | match identity address ip-address mask ISAKMP 712 7 7 A L/ 5D ID 2 RE LT,
R isakmp-profile =27 s ¥ a2 L — a3 E— K&

HLUET,

Device (conf-isa-prof)# match identity address
10.1.1.0 255.255.255.0

AT 712 |virtual template template-number ISAKAMP 7' 7 7 A WMZT X v F ST RAET
Bl - T —bEHEELET,
Device (config) # virtual-template 1

A7y 713 |end Jua—sYbar7Z 4 Fal—vay ET—REKT
- L. F#HE EXEC E— RZBMA L £7,

Device (config) # end

IKEV1 Z2FRALES AT S vIOREMN O RILAA—T T4 ADTIL
F SA 7 R— FDETE

\Y

GE) X UT kT AEEIL. B D OREICE OB SALET & FRRICH 2 72 < 2B b L

7

pd
TWET, DY A DB FUICBET 2H#EBEHEIRIZ OV TIX,  [Next Generation Encryption]
(NGE) HRUA b N—=r"—2ZWL TIZS0,

FIRDHE

enable

configureterminal

ip vrf vrf-name

rd route-distinguisher

exit

crypto keyring keyring-name
pre-shared-key address key key
exit

cryptoisakmp profile profile-name
keyring keyring-name

©eEeNDAAWN=

=y
©

IPSec (R RIL A3 —T (4R .
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IPSec fR#8 koL A v8—T 4R |

B e 28RS F SV OB RN A28 —T T RDOTLTF SAHHR— FORE

11.  match identity address mask

12. virtual-template template-number

13. exit

14. cryptoipsec transform-set transform-set-name transforml [transform?] [transform3]

15. exit
16. cryptoipsec profile name

17.  set security-policy limit maximum-limit
18.  set transfor m-set transform-set-name [transform-set-name?2 .... transform-set-nameg]

19. exit

20. interfacevirtual-template number type tunnel

21. ip vrf forwarding vrf-name
22. ip unnumbered type number
23. tunnel modeipsecipv4

24. tunnd protection profileipsec profile-name

25. end

FED A
ARV EEEEFET7Ia Y B

AFwv 1 |enable ¥HE EXEC E— RZHMC LT,
1 :
Device> enable

5w 2 |configureterminal rTa—)L a7 4 X2 lb—3ay EB— FEELG
15'] : L/iﬁ‘o
Device# configure terminal

ATy 73 |ipvrf vrf-name VREA VAF L AZEHZE L, VREaZ 7 (X2l —
Bl - vay E - RERBLET,
Device (config)# ip vrf VRF-100-1

R w74 |rd route-distinguisher VRF OD)V—F 4 7 F—T ) L EEET — T L5 E
1;“ . Jﬁbijﬁo
Device (config-vrf)# rd 100:21

ATw 75 |exit VRF 2> 7 4FXal—gy B—REKLETLT,
Bl - Jua—syLar 7 4 Xalb—vay E— NEBth
Device (config-vrf) # exit LETS

AT w76 |cryptokeyring keyring-name Wex—U 7% ERL, =V 7 ar7 ¥

1 -

Device (config)# crypto keyring cisco-100-1

L— gy B— RERBLET,

. IPSec (R RIL A3 —T (4R
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IKE 28R LS4 F S v o RE R VAL A 2 8—T 24 ROTLTF sA4Hi— hoiE [

AV RFERETI3 Y EL:Y

AFw 771 |preshared-key addresskey key A B =%y b F—x 7 2AF =Y (IKE) #RiF
Bl (B IR — & R L £ T
Device (config-keyring) # pre-shared-key address
10.1.1.1 key cisco-100-1

ATy S8 |exit =/ ar7 4 Xal—vary ®—FaKT
- LT, Ze—r\bar7 s ¥al—vary E—F

Ly

Device (config-keyring) # exit %ﬁﬁﬂﬁulzifjfo

RATFw 79 |cryptoisakmp profile profile-name ISAKMP 7 7 7 A VA2 EF L. ISAKMP 2> 7 ¢
i - Fal—TgryET— Rt LET,
Device (config)# crypto isakmp profile
cisco-isakmp-profile-100-1

A7 710 |keyring keyring-name ISAKMP £— R CH—V v &R ELET,
i
Device (conf-isa-prof)# keyring cisco-100-1

A7 711 | match identity address mask ISAKMP 7’1 7 7 A L2260 ID & A LET,
11
Device (conf-isa-prof)# match identity address
10.1.1.0 255.255.255.0

R 7w 712 |virtual-template template-number WRIBT 78 A A B —T 24 AOEBUHE SN
Bl BT T L MR LET
Device (conf-isa-prof)# virtual-template 101

RTv 13 |exit ISAKMP 70 77 A )L a7 4 Xal— g
i - EF—REHKTLTC, Za—bar7 4F¥alb—

S N — K Ly

Device (conf-isa-prof)# exit vars® ]\ %Bﬁﬁn Lij—o

R w 714 |cryptoipsec transform-set transform-set-name NS ATr—A Ty NEEHEL, lBERFT 2
transforml [transform?2] [transform3] Tp—h Ay T 4 X2 L— g B REBGL
{1 £
Device (config) # crypto ipsec transform-set cisco

esp-aes esp-sha-hmac

ATy 15 |exit JVT N FNFURTF—L AT 4 F¥al—Ts

il VE—REKTLTC, Ze—bar 7 F¥al—
- . e L

Device (conf-crypto-trans) # exit varsE ]\ %Fﬂﬂﬁu bij‘o

AT 716 |cryptoipsec profile name 2 DD IPsec 7 /3A AR O IPsec B S LI H &

1 -

Device (config) # crypto ipsec profile

cisco-ipsec-profile-101

5 IPsec /XT A—H & EF LT, IPsec 727 7 A
a7 4 ¥ al—yaryET— RNEEBLET,

IPSec (R RIL A3 —T (4R .
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B e 28RS F SV OB RN A28 —T T RDOTLTF SAHHR— FORE

ARV FFEREETIVa Yy

S

ATy 717 | set security-policy limit maximunm-limit AT 7B A A v H—T 2 A AT LITHER ATRER
Bl 7 a0 LREERLET.
Device (ipsec-profile) # set security-policy limit

3

A7 718 |set transform-set transform-set-name V7 vyl = RN THEREND T A
[transform-set-name2 ... transfor m-set-names] Tr—hty FEEELET,
i
Device (ipsec-profile)# set transform-set cisco

ATy 19 |exit IPsec 7R 77 A/Lar7 4 X¥al— g E—F
15 - FRTLC, Z/a—_)Lary 7 4FX¥a2lb— g

NN Ly

Device (ipsec-profile)# exit T R %fﬁﬁﬁnl/jf7fo

R Fw 720 |interfacevirtual-template number type tunnel AV B —T 2 RABBEEHREMEAET 7 L— K
Bl - A BZ =T AEFH L, A F—T =R A

N = - N — K YA

Device (config) # interface virtual-template 101 T4 Falbmva s E b %Eﬁﬁu sz—g‘o
type tunnel

RT7w 721 |ipvrfforwarding vrf-name VRFA VABZ L ALFBT T L—h A U F—T
Bl - o A% BT E T
Device (config-if)# ip vrf forwarding VRF-100-1

AT 722 |ipunnumbered type number BURBRIP T RL A% A 2 —T = A AZHID Y
Bl - THICA v F =T = A A LD P B E A R —T L
Device (config-if) # ip unnumbered GigabitEthernet &CIJziﬁfo

0.0

AT w723 |tunnel modeipsecipv4 R FADE—REEHZLET,
i -
Device (config-if)# tunnel mode ipsec ipv4

R w724 |tunnel protection profileipsec profile-name KRN AR —T A A% Psec 7 27 7 A LT
Bl B 5T,
Device (config-if)# tunnel protection ipsec
profile PROF

RATFwFS25 |end A B =Tz A AT 4 Fal—raryE—R
il - ZHET L. FiME EXEC £— FIZRY £,

Device (config-if)# end

. IPSec (R RIL A3 —T (4R
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SVTI (237 % IPsec B& E— R H— roiE [

SVTI (2349 % IPsec JREEE— DY R— FDERTE

FIEDHE
1. enable
2. configureterminal
3. crypto | Psec profile profile-name
4. set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-name6]
5. exit
6. inter face type number
7 ip address address mask
8 ROWTHNNEEITLET,
* tunnel mode ipsec ipv4 v6-overlay
« tunnel mode ipsec ipv6 v4-overlay
9. tunnéel sour ce interface-type interface-type
10. tunnel destination ip-address
11.  tunnel protection | Psec profile profile-name
12. end
F gD F¥H
ARV KRFERETIVaY B
AT 71 |enable FibE EXEC E— RZ AL E T,
Bl e NAT—REZ AN LET ERENTHE) .
Device> enable
Z5w 72 |configureterminal Ja—)ar7 4 Xal—vary t— Neith
11 - LET.
Device# configure terminal
25w 73 |cryptolPsec profile profile-name 2 DD IPsec T /34 A[D [Psec B SALICfHEH &
%l - 5 IPsec /NT A—H & EF LT, IPsec 727 7 A
a7 4 ¥al— gy ET— RREEBLET,
Device (config)# crypto IPsec profile PROF
AT w74 |settransform-set transform-set-name sVT s~y s b U CHERFRER T A

[transform-set-name2...transfor m-set-nameg]
i

Device (ipsec-profile)# set transform-set tset

Tx—hLty hEEELET,

IPSec (R RIL A3 —T (4R .
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IPSec fR#8 koL A v8—T 4R |

ARV FFEREETIVa Yy

S

A7y 75 | exit Psec 777 AL AL T 4 Fal—grE—F
%l - ERTLC, Zm—rbarr7 ¥alb—vay
— K Ly
Device (ipsec-profile) # exit T R %f%ﬁﬁul/jfifo
AT w76 |interfacetype number N RNVDBEESINDA L F—T = A%EEEL,
B - AHE =T A RA AT 4 Fal—arET—F
B L E T,
Device (config)# interface tunnel 0O
25w 7 |ip addressaddress mask IP7 RLABIO~RA7 2B ELET,
i
Device (config-if)# ip address 10.1.1.1
255.255.255.0
ATYT8 | ROWTIIEFTLET, Mo OE—REEHZLET,
« tunnel mode ipsec ipv4 v6-overlay
« tunnel mode ipsec ipv6 v4-overlay
1 -
Device (config-if)# tunnel mode ipsec ipv4
ve-overlay
AT w79 |tunnel sourceinterface-type interface-type R IVDEETTENLN—T RNy T f L F—T A
Bl - AL LTHRELET
Device (config-if)# tunnel source loopback 0
Z w710 |tunnel destination ip-address F U RADFEIEDIP T FLAZEELET,
i
Device (config-if) # tunnel destination 172.16.1.1
AT w711 |tunne protection | Psec profile profile-name Ao A B —TxA A% IPsec 7 27 7 A LT
. BEAHT £,
i -
Device (config-if)# tunnel protection IPsec
profile PROF
RTwF12 |end A B —=Tx2Af A a7 4Fal—ar T—FR
B - A#T L. F#ME EXEC E— RICRY £,

Device (config-if)# end

. IPSec (R RIL A3 —T (4R
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4+ 39 VTIZHT B IPsec BEE— ko K— tozE [

FAFZT YO VNTIZKT 5 IPsec  BEE— FDYR— FDEERTE

FIEDHE
1. enable
2. configureterminal
3. crypto ipsec profile profile-name
4. set mixed mode
5. set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-nameg]
6. exit
7 interface virtual-template number type tunnel
8. tunnel mode ipsec ipv4
9. tunnel protection | Psec profile profile-name
10. exit
1. cryptoisakamp profile profile-name
12. match identity addressip-address mask
13. virtual template template-number
14. end
FIED
AU RFERIETOIVa Y B
ATy 71 |enable F#HE EXEC E— REAMTLET,
i e MAU—REANLET ERENTZHE)
Device> enable
AT w72 |configureterminal Ja—) ar7 4 ¥alb—yay EB— REBG
15'] : L/jz—g—o
Device# configure terminal
25w 73 |cryptoipsecprofile profile-name 2 5D IPsec 7 73 AR D IPsec W ALICHEH S 41U
Bl - % IPsec NT A—H ZEFKE LT, IPsec 707 7 A
Device (config)# crypto ipsec profile PROF VAT A X2 = Ay T }\%F}ﬁﬁé LiTO
RTw 74 |set mixed mode 2 2?D IPsec 7 734 AW D IPsec B 5ALIZHEH &
Bl - % IPsec /NT A — 2 EFEFEL T, IPsec 7774
Device (config)# set mixed mode VT4 9;\;'1 b—va s e }\%Eﬂﬁjﬁ Li‘é—o
AT w5 |settransform-set transform-set-name IV N~y = M) THERARER T R

[transform-set-name2...transfor m-set-nameg]
i

Device (ipsec-profile)# set transform-set tset

Tx—hLty hEEELET,

IPSec (R RIL A3 —T (4R .
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IPSec fR#8 koL A v8—T 4R |

ARV FFEREETIVa Yy

S

AFvT6 |exit IPsec 7077 AL A7 Fal—yarE—R

%l - ERTLC, Zm—rbarr7 ¥alb—vay
— K Ly

Device (ipsec-profile) # exit T R %f%ﬁﬁul/jfifo

R w 77 |interfacevirtual-template number type tunnel REF T —hF R RNV A B —T 2 AETE
R Bl AV F—TxAf R AT Falb—Tar

— K Ly
Device (config)# interface virtual-template 2 type T ) %fgﬂﬁulzifjfo
tunnel

AT 78 |tunnel modeipsecipv4 R FLDE—REEHLET,
i
Device (config-if)# tunnel mode ipsec ipv4

R w79 |tunne protection | Psec profile profile-name hoRZN A B =T A% Psec 7 127 7 A LT
5l - S
Device (config-if)# tunnel protection ipsec
profile PROF

ATy 710 |exit A B =T A AT 4Fal—ar T—FR
{;“ : %%’f‘gT L/jz—g«o
Device (config-if)# exit

A7 711 |cryptoisakamp profile profile-name Bf87 > 7 b— Ml &5 ISAKAMP 7' 12 7 7
15“ : /])/1/%?_’7]?% Li‘j—o
Device (config)# crypto isakamp profile profilel

Z 5w 712 | match identity address ip-address mask ISAKMP 711 7 7 A L7150 ID 24 LT,
R isakmp-profile =27 4 ¥ 2 L— a3 ¥ E— N&

Ly

Device (conf-isa-prof)# match identity address ﬁnl/357ro
10.1.1.0 255.255.255.0

AT F13 |virtual template template-number ISAKAMP 7' 10 7 7 A JUZT Z v F SR8 T
Bl - T b EEELET,
Device (config)# virtual-template 1

AT v 714 |end Ja—r L ar74¥al—ay B— FREKT
Bl - L. H5# EXEC E— R&BAH L £,

Device (config) # end

. IPSec (R RIL A3 —T (4R
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AE2T 49D IPsec R R RILA VB —T 244 ADTILTF SA HR— FDETE .

A2 T4y IPseciRBEFRILA B —T A ADTILFSAHHKR—

~DERTE
AFvF1  enable
I

ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

Device> enable
HebE EXEC BE— RZANCLET, N2AU—FZ2 AN LET (ERENT-5HE) .
configureterminal

i :
Device# configure terminal

Jua—r L ary7 4 Xal—ary v— REBBLET,

crypto | Psec profile profile-name

{1 -

Device (config) # crypto IPsec profile PROF

220D IPsec 7 /N4 A D IPsec By 5ALIZMHH 415 IPsec /X7 A — X ZEFRL T, IPsec 7’277 A /L 2
Y74 X2l —var T—RERBLET,

set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-name6]

1 -

Device (ipsec-profile)# set transform-set tset

EHAIRER R T v AT —2y FERELE T,

exit

fil

Device (ipsec-profile)# exit

[Psec 7R 77 AN AT 4 Fal—alE—REeETLT, Ze— b ary7 4 Falb—vay
E— FZBRELET,

interface type number

1 -

Device (config)# interface tunnel 0

FORNAPRESNDA =T =2 AA AEHEEL, A V=T 2Af A AT 4 Fal—TaryE—FE
Bfh L £

ip address address mask
1 -

Device (config-if)# ip address 10.1.1.1 255.255.255.0

IPSec (R RIL A3 —T (4R .
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B <5700 PseclmiB bR 28— T 24 ROTLTF SAYHR— FORE

IP7 RLABIO AV ZHEELET,
ATwv 78 tunne modeipsec {ipv4 | ipv6}
{5

Device (config-if)# tunnel mode ipsec ipv4
MoV DE— REERLET,
ATv 79  tunnd sourceinterface-type interface-number

1 -

Device (config-if)# tunnel source loopback 0

MRV DEETLEN—T N 7 f B —T A AL LTHELET,
AT 710 tunne destination ip-address

1 -

Device (config-if)# tunnel destination 172.16.1.1

R RV DFEHDIP 7 RUAEEELET,
A7 w71 tunne protection ipsec policy {ipv4|ipv6} acl
f

Device (config-if)# tunnel protection ipsec policy ipv4 ipsec-acll

ACL % SVTLIZBI#fHF T, FEany-any 77 4 v 7B LI X EEHRLET,

AT w712 tunnd protection ipsec profile profile-name

1 -

Device (config-if)# tunnel protection IPsec profile PROF
Mo A B —T 2 A A% [Psec 7 027 7 A JVZEHENITET,
ATv 13 exit
1 -
Device (config-if)# exit
AVE—=TxAf A AT 4Falb—varET—Fa&TL, /e— v ary7 s Fal—gy E—
FIZAY £,
AT 714 ip accesslist extended name ¥ 71X ipv6 access-list name
{1 -
1Pv4 :

Device (config)# ip access-list extended ipsec-acll

IPv6 :

Device (config)# ipv6 access-list ipsec-acll

. IPSec (R RIL A3 —T (4R
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ATvT15

ATv 716

Fazit—ri—LseLTnrorni—rogz [

ZEiafERA U CHREIP 7 78 A U R MEEFR L, IWELRIMNE T 78A VA MDDy 7 4 Falb—3
v E— FERBLET,

per mit protocol source [source-wildcard] destination [destination-wildcard] [option option-name]

fi
Device (config-ext-nacl)# permit ip 30.0.1.0 0.0.0.255 10.0.1.0 0.0.0.255

AT = I AV MEESNETNTORMEIC BT D N T 74 v 7 ZFF T LET,

FEELTaX T e O FIZF— Y — RanyZ VA /L R — RELTHERLRNTLIEIN,
lanyany] N7 71 v 278 L 27 ZOAEIX. ACL BEEIT HAL T eWT 74/ D SVTI ZfEH L
£7

deny A7 — b A2 MIEMA L2RNTIZS 0,
end

i)

Device (config-ext-nacl) # end

EYEDHRIMNET 78X VAN a7 4 X2l — gy T— ReKT L, FHE EXEC T— R&BMH L
i ‘aﬁo

TATIWF—N—LAELTDFURILE— FDRE

ATy T

ATvT2

ATvT3

RTv74

N E—=RET 2T VA== A L LTRET DITIE, KOFIEEZFEITLET,

enable
1 -

Device> enable
FiHE EXEC E— RZANCLET, NATUV—REZANLET (ERIN25H8)
configureterminal

1

Device# configure terminal
Jua—r\)ary7 4 ¥alb—vary T— RKeBBtLET,
interface tunnel type number

1 -

Device (config)# interface tunnel 1

RN A B =T 2 ZABLOEFEELZBEL., /L Z—T a2 AT 4 FXal—Va L T— &M
HBLUET,

ipv6 enable

IPSec (R RIL A3 —T (4R .
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1

Device (config-if)# ipvé enable
7RI IPV6 7 R L ANFEE SN TWRINA U H —T = A AZEBIT D IPVOILELZ A X — T M L ET,

AT w75 tunnd source { ipv4-address | interface-type | inter face-number }

1 -

Device (config-if)# tunnel source Gigabitethernet 1
EETIPV6 7 RV AELITRE A VX —T 2 A A XA TBIO N RV A F—T 2 ADHFZ%
BELET, AV F =T A ADFA T LHFESZPHREINTNDLGEE, DA F—T A AXIPV6 T
RLURZEH L TRETD2HLERNH Y £7,

AT w76  tunne modeipsec dual-overlay

1

Device (config-if) # tunnel mode ipsec dual-overlay
TaT VA== A R EFELET, tunned modeipsec dual-overlay =~ > Rix, h> L0
HTeMETE AV ERRELET,
ATw 771 tunnd destination ip address address mask
il -

Device (config-if)# tunnel destination 89.89.89.1 255.255.255.255.0

Mot A H—T = ADGEEIPV6 7 KL AZIRE L 7,

AT w78  tunnd protection ipsec profileipserc profile-name

1 -

Device (config-if)# tunnel protection IPsec profile ipsecprof

Kot A B —T x4 A% IPsec 7 1 7 7 A JVIZEHEAT T £3, names|[4$%i2i%, IPsec 7' 12 7 7 A /LD
ARiEEE LET, ZOfEIE, cryptolPsecprofilename 2~ R CHRE L7z name & — 5 0LE RN H D
7,

ATvFS9  exit
1 -

Device (config-if) # exit
AVE =Tz AR AT 4Fal—varyE—FReTL, Ze—bar7 s Fal—ay E—
RIZAD E79,

ATy 710 end
15“ .

Device (config-if)# end

A B —T A A AT 4 Fal—ary B— REKT L, B EXECE— RNIZEY 1,
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IPsec R b 2RIV 1 2B —T A ADFZREH .

IPsec R R RILA A —T 24 ADEEH
5] : IPsec ZFEAL-A3 T4 v IREIN O RILAVA—T (4R

WOREFTIE, ET7MORERICEF A —MEH I TWET, VPN T 7 ¢ v 71X
Wb DT DI Psec VIHZHEE S LT D, MBS 2 —T oA AZERFESNET, 7Ry
K10 D R FV T, IPsec R Y =B LTy bR F = v 7 Si, IPsec 5 5L D7
W= (CE) IZESNET, ROKIZ, PSec VII HEZ /R L TWET,

5:IPsec Z#{ER L 1= VTl
W—ADarI4FalL—ay

version 12.3
service timestamps debug datetime
service timestamps log datetime
hostname 7200-3
no aaa new-model
ip subnet-zero
ip cef
controller ISA 6/1
|
crypto isakmp policy 1
encr aes
authentication pre-share
group 14
crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto ipsec transform-set Tl esp-aes esp-sha-hmac
crypto ipsec profile P1
set transform-set T1
|
interface TunnelO
ip address 10.0.51.203 255.255.255.0

load-interval 30

tunnel source 10.0.149.203
tunnel destination 10.0.149.217
tunnel mode IPsec ipv4

tunnel protection IPsec profile P1
|

ip address 10.0.149.203 255.255.255.0
duplex full
|

ip address 10.0.35.203 255.255.255.0
duplex full

|

ip classless

ip route 10.0.36.0 255.255.255.0 TunnelO
line con 0

line aux
line vty
end

0
0 4

IPSec R koL 1o42—2z42 |}
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B 5 Psec 2551 9o RERF L 08— T4 ROBEOER

L—E2DarIq4Fxal—L3y

version 12.3
hostname c1750-17
no aaa new-model
ip subnet-zero

ip cef

crypto isakmp policy 1
encr aes

authentication pre-share
group 14

crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto ipsec transform-set Tl esp-aes esp-sha-hmac
crypto ipsec profile P1

set transform-set T1

|

interface Tunnel0

ip address 10.0.51.217 255.255.255.0

tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

|
interface

ip address 10.0.149.217 255.255.255.0
speed 100

full-duplex

|
interface

ip address 10.0.36.217 255.255.255.0
load-interval 30

full-duplex

|

ip classless

ip route 10.0.35.0 255.255.255.0 TunnelO
line con O

line aux O

line vty O
end

4

5l : IPsec RE2 T4 VIRBErORILAVA—T A4 RADERDESR

ZITIE, RENPELSENEL T D0 ERT 2 5 A CHARERERZ R LET, kO
TiX, Tunnel 0 BL O T A > 7 hauds Tup) REETT, T4 71 baids [down) IR
EOWRE, By a 3T T 47T,

IPsec RAT 4V IRBrORILAVE—T 4 ADOFESR

Router# show interface tunnel 0

TunnelO is up, line protocol is up

Hardware is Tunnel

Internet address is 10.0.51.203/24

MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,

reliability 255/255, txload 103/255, rxload 110/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 10.0.149.203, destination 10.0.149.217

Tunnel protocol/transport ipsec/ip, key disabled, sequencing disabled

. IPSec (R RIL A3 —T (4R
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Tunnel TTL 255

Checksumming of packets disabled, fast tunneling enabled
Tunnel transmit bandwidth 8000 (kbps)

Tunnel receive bandwidth 8000 (kbps)

Tunnel protection via IPsec (profile "P1")

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 1/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/0 (size/max)

30 second input rate 13000 bits/sec, 34 packets/sec

30 second output rate 36000 bits/sec, 34 packets/sec

191320 packets input, 30129126 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
59968 packets output, 15369696 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

Router# show crypto session

Crypto session current status

Interface: TunnelO

Session status: UP-ACTIVE

Peer: 10.0.149.217 port 500

IKE SA: local 10.0.149.203/500 remote 10.0.149.217/500 Active
IPsec FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 4,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.0.35.0/24 is directly connected, Ethernet3/3

S 10.0.36.0/24 is directly connected, TunnelO
C 10.0.51.0/24 is directly connected, TunnelO
C 10.0.149.0/24 is directly connected, Ethernet3/0

5l : VRFEZRER A T4 v IREBINRILAVA—T (4R
VRF & 2% 7 ¢ v 7 VT OFNENT H12iE, IROFITRT L ST, ipurf 2~ FREBE X Wip
vrf forwarding =2~ > REREICEDET,
€8000 )L— % X E

hostname c8000

ip vrf sample-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
!

IPSec (R RIL A3 —T (4R .
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interface TunnelO

ip vrf forwarding sample-vtil

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipvi4

tunnel protection ipsec profile P1

end

Bl :0S ZFEALEAZFTAVIRBI O RILAEZ—TI(4 R

FRNA v H—T = A AD FiZservicepolicy A7 — h A2 b EFRET D Z LI2L > T, QoS
RY—%& by RARA » MIEATEET, KIS, PR A F =T oA ANE B
ST 4w ER) T TTHEERLET,

8000 JL— % EXE
hostname c8000

class-map match-all VTI
match any
|
policy-map VTI
class VTI
police cir 2000000
conform-action transmit
exceed-action drop

interface TunnelO

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1
service-policy output VTI

end

Bl - ARE I 7AToA—ILEFRALERAEZT v IRB O RILL Y
B—TxA R

WA T 7 AT U4 —/% SVTI b RVZHEATHZLIZL AT, AR—IMOEDNT T 4 v
JEh,NTEBBRIETAS U Z—Fy MIEETEET, ROKIZ, BET77 AT U4 —NVIC
F o TAREMIFEIN TVWARAR—7 ZEH L SVII 2= LET,
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| IPSeciRIEroFILA2E—TAR

Bl FET 7 AT oA —LEERALERE T v o rL408—Tx42 [

6:ARBIFATIA—NVEBRALERET 490 VI

Yirtual
Firewall Web
—— Server
) - fe]
2 I nter net .-
f! hﬂ
( 10.0.149.203 |
1\ : 10.0.149.217
Sy = ./.-' .
o o= _.,-'_'-' A -—-"\h%- :
10.0.51.203 T | e17E0 .
10.0.51.217 B

SVTI OERREIL. RIET7 7 A T U —VERETEL L HIICEEINLTWET,
€8000 )L— 3 X TE
hostname c8000

ip inspect max-incomplete high 1000000

ip inspect max-incomplete low 800000

ip inspect one-minute high 1000000

ip inspect one-minute low 800000

ip inspect tcp synwait-time 60

ip inspect tcp max-incomplete host 100000 block-time 2
ip inspect name IOSFWl tcp timeout 300

ip inspect name IOSFW1l udp

interface GigabitEthernet0/1

description Internet Connection

ip address 172.18.143.246 255.255.255.0
ip access-group 100 in

ip nat outside

|

interface TunnelO

ip address 10.0.51.217 255.255.255.0

ip nat inside

ip inspect IOSFW1l in

tunnel source 10.0.149.217

tunnel destination 10.0.149.203

tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

|

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.143.1

|

ip nat translation timeout 120

ip nat translation finrst-timeout 2

ip nat translation max-entries 300000

ip nat pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
ip nat inside source list 110 pool testl vrf test-vtil overload
|

access-list 100 permit esp any any

IPSec (R RIL A3 —T (4R .
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access-list 100 permit
access-list 100 permit
access-list 100 permit
access-list 110 deny
access-list 110 deny
access-list 110 permit
access-list 110 deny

|

end

udp any eq isakmp any

udp any eq non500-isakmp any
icmp any any

esp any any

udp any eq isakmp any

ip any any

udp any eq non500-isakmp any

IPSec fR#8 koL A v8—T 4R |

Bl . FA4FIvIRELRILA 22 —T 4 X Easy VPN H—/\

WIZ. DVTI Easy VPN $— A &MHT 56127 LET, ZO%— 3L, Psec VE—F 77 %
AT TV =BT ET, 2 T4 7T bi&, Cisco VPN Client 54T L TV DR — L 22—+

W52 &b, EasyVPNZ 747 hE LT

‘j"o

€8000 )L — & X TE

hostname c8000
|

aaa new-model

aaa authentication login local list local
aaa authorization network local list local

aaa session-id common
!

ip subnet-zero

ip cef

|

username cisco password 0 ciscol23

controller ISA 1/1
I

crypto isakmp policy 1
encr aes

authentication pre-share

group 14
|

crypto isakmp client configuration group groupl

key ciscol23
pool grouplpool
save-password

|

crypto isakmp profile vpnl-ra
match identity group groupl
client authentication list local list
isakmp authorization list local list
client configuration address respond

virtual-template 1
|

crypto ipsec transform-set VTI-TS esp-aes esp-sha-hmac

crypto ipsec profile test-vtil

set transform-set VTI-

TS

interface GigabitEthernet0/1
description Internet Connection

ip address 172.18.143.

. IPSec (R RIL A3 —T (4R
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interface GigabitEthernet0/2

description Internal Network

ip address 10.2.1.1 255.255.255.0

|

interface Virtual-Templatel type tunnel

ip unnumbered GigabitEthernet0/1

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
|

ip local pool grouplpool 192.168.1.1 192.168.1.4
ip classless

ip route 0.0.0.0 0.0.0.0 172.18.143.1

|

end

Bl : FAFIVvIORBEORIL A3 —T 4 R Easy VPN —/\DFER D FEER

RIZ, DVTI 23, Easy VPN ' — IR E SN TV DB Z R LET,

Router# show running-config interface Virtual-Access2

Building configuration...
Current configuration : 250 bytes
!
interface Virtual-Access?2
ip unnumbered GigabitEthernet0/1
ip virtual-reassembly
tunnel source 172.18.143.246
tunnel destination 172.18.143.208
tunnel mode ipsec ipv4
tunnel protection ipsec profile test-vtil
no tunnel protection ipsec initiate
end
Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile,

B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,

L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is 10.2.1.10 to network 0.0.0.0
172.18.0.0/24 is subnetted, 1 subnets

C 172.18.143.0 is directly connected, GigabitEthernet0/1

192.168.1.0/32 is subnetted, 1 subnets
S 192.168.1.1 [1/0] via 0.0.0.0, Virtual-Access2
10.0.0.0/24 is subnetted, 1 subnets

C 10.2.1.0 is directly connected, GigabitEthernet0/2

S* 0.0.0.0/0 [1/0] via 172.18.143.1

Bl : VRFDMRET > T L— FEDWTEESINIEEDFT A F =

7 VTI é{iﬁﬁ L 7= VRF nnunﬁk IPsec

WIZ, BT FL— MZESWTDVTI Z2F AT 5 L 5
5% R LET,
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I Bl . VRFEAMRET U FL— & IPsec TOT7 A IILADT — b9z A AT a3 VICEDOWTHRESN=-BEDEAF I v o VIl Z{EFH L 1= VRF
254 IPsec

hostname c8000
|
ip vrf VRF-100-1
rd 1:1
|
ip vrf VRF-100-2
rd 1:1
|
|
!
crypto keyring cisco-100-1
pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2
pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
keyring cisco-100-1
match identity address 10.1.1.0 255.255.255.0
virtual-template 101
crypto isakmp profile cisco-isakmp-profile-100-2
keyring cisco-100-2
match identity address 10.1.2.0 255.255.255.0
virtual-template 102
|
!
crypto ipsec transform-set cisco esp-aes esp-sha-hmac
|
crypto ipsec profile cisco-ipsec-profile-101
set security-policy limit 3
set transform-set cisco
|
crypto ipsec profile cisco-ipsec-profile-102
set security-policy limit 5
set transform-set Cisco
|
interface Virtual-TemplatelOl type tunnel
ip vrf forwarding VRF-100-1
ip unnumbered Ethernet 0/0
tunnel mode ipsec ipv4
tunnel protection ipsec profile cisco-ipsec-profile-101
|
interface Virtual-TemplatelO2 type tunnel
ip vrf forwarding VREF-100-2
ip unnumbered Ethernet 0/0
tunnel mode ipsec ipv4
tunnel protection ipsec profile cisco-ipsec-profile-102

B : VREMWMRETFTL—rEIPsee 7R 774 ILADT— koA
AT aVICEDNWTCERESINEEDFIAFTI VI VI EFEALT
VRF 3258 IPsec

WIZ, VRE BMAET o FL—h & IPsec 72 7 7 A VDA — "D = A 7 3 T

HEASNWTHREENTWBHAIC, DVTI 2545 KL 512 VRF #&i#k [Psec 2% ET D
B &= LET,
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hostname c8000

|

ip vrf VRF-100-1
rd 1:1

|

ip vrf VRF-100-2
rd 1:1
|

|

!

crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0
virtual-template 101

crypto isakmp profile cisco-isakmp-profile-100-2
keyring cisco-100-2

match identity address 10.1.2.0 255.255.255.0
virtual-template 102

|

!

crypto ipsec transform-set cisco esp-3des esp-sha-hmac
|

crypto ipsec profile cisco-ipsec-profile-101

set security-policy limit 3

set transform-set cisco

set reverse-route gateway 172.16.0.1

|

crypto ipsec profile cisco-ipsec-profile-102

set security-policy limit 5

set transform-set cisco

set reverse-route gateway 172.16.0.1

|
interface Virtual-TemplatelOl type tunnel

ip vrf forwarding VRF-100-1

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile-101
|
interface Virtual-TemplatelO2 type tunnel

ip vrf forwarding VREF-100-2

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipvi4

tunnel protection ipsec profile cisco-ipsec-profile-102
|

51 - VREAISAKMP O 7 JLIZCEDWTEHRESN-EZEDODS A T
w2 VTl Z{£F8 L = VRF 25 IPsec

hostname c8000

|

ip vrf VRF-100-1
rd 1:1

|

ip vrf VRF-100-2
rd 1:1

IPSec (R RIL A3 —T (4R .
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crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1

crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1

vrf VRF-100-1
keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0

virtual-template 1

crypto isakmp profile cisco-isakmp-profile-100-2

vrf VRF-100-2
keyring cisco-100-2

match identity address 10.1.2.0 255.255.255.0

virtual-template 1
|
|

=
ax

crypto ipsec transform-set cisco esp-aes esp-sha-hmac

crypto ipsec profile cisco-ipsec-profile
set security-policy limit 3

set transform-set cisco
|
|
|

interface Virtual-Template 1 type tunnel

ip unnumbered ethernet 0/0
tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile

IPSec R >R A v8—Tx42 |
ESNBEDFAF TV VT EFERALL

5l : VRFAISAKMP 7O 774 J)L&IPsec 7A T 74 ILADS — ko T
AZATLaVICEDVWTERESINEEBEDFAFTI Vv IV ZFERHL

7= VRF

aasat IPsec

KIZ, VRE 2N ISAKMP 71 7 7 A )L & IPsec 7R 7 7 A VNDT — T = A F 73

VNZESWTRESIN TV DAL

OB R L ET,

hostname C8000 server
|
ip vrf VRF-100-1
rd 1:1
!
ip vrf VRF-100-2
rd 1:1
|

crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1

crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1

vrf VRF-100-1
keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0

. IPSec (R RIL A3 —T (4R
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virtual-template 1

crypto isakmp profile cisco-isakmp-profile-100-2
vrf VRF-100-2

keyring cisco-100-2

match identity address 10.1.2.0 255.255.255.0
virtual-template 1

|

!

crypto ipsec transform-set cisco esp-3des esp-sha-hmac
crypto ipsec profile cisco-ipsec-profile

set security-policy limit 3

set transform-set cisco

set reverse-route gateway 172.16.0.1

|

|

!

interface Virtual-Templatel type tunnel

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile
|

|

5 - VRFAMRETF O TL—FEISAKMP 7O 2774 J)LOMWAIZE DL
TERESNT=HZEEDFTAF = v VTl #{E /A L 1= VRF 25 IPsec

)
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hostname C8000 server

ip vrf test-vti2
rd 1:2
route-target export 1:1

route-target import 1:1
|

ip vrf test-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
|

crypto isakmp profile cisco-isakmp-profile
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vrf test-vti2
keyring key
match identity address 10.1.1.0 255.255.255.0

interface Virtual-Templatel type tunnel

ip vrf forwarding test-vtil

ip unnumbered Loopback 0

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil

end

Bl - R 7AT70+r—ILEFERLIE=FAFTFIVvIORBLRILL Y

B—TxA R

DVTIEasy VPN —/8NF, AR 7 7 A 7 7 4+ — /L DERIZHETE £9, Behind-the-firewall i%
BT, =2—FiERy PUV—=ZICARNETH, Xy bV—2 774 T U+ —/VTRIE
T EANLRESNET, BT 7 AT Ux— VT, IUTHRAR RXR—ADT 7 EA =
v ha— (CBAC) &, A v ¥ =Ry hAVH—T oA ABLOAAT 7 L— MR LT
W S5 NAT AMER S ET,

hostname c8000

ip
ip
ip
ip
ip
ip
ip
ip

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

max—-incomplete high 1000000

max—-incomplete low 800000

one-minute high 1000000

one-minute low 800000

tcp synwait-time 60

tcp max-incomplete host 100000 block-time 2
name IOSFWl tcp timeout 300

name IOSFW1l udp

interface GigabitEthernet0/1

description Internet Connection

ip address 172.18.143.246 255.255.255.0
ip access-group 100 in

ip nat outside

interface GigabitEthernet0/2
description Internal Network
ip address 10.2.1.1 255.255.255.0

interface Virtual-Templatel type tunnel

ip unnumbered Loopback0

ip nat inside

ip inspect IOSFW1l in

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
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I
ip
ip

!
ip
ip
ip
ip
ip

I

classless
route 0.0.0.0 0.0.0.0 172.18.143.1

nat
nat
nat
nat
nat

Bl: QS £EALESAFvofEr AL A8 —Tz4Z [

translation timeout 120

translation finrst-timeout 2

translation max-entries 300000

pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
inside source list 110 pool testl vrf test-vtil overload

access-list 100
access-list 100
access-list 100
access-list 100
access-list 110
access-list 110
access-list 110
access-list 110

end

permit
permit
permit
permit
deny
deny
permit
deny

esp any any
udp any eq isakmp any

udp any eq non500-isakmp any
icmp any any

esp any any

udp any eq isakmp any

ip any any

udp any eq non500-isakmp any

Bl : QS ZFEALI-FAFTIVIRBILIORILAVEA—T AR

=2 RY =% FBT 7 L— MIEHT 5 Z &1 K> T, QoS%DVTI k& R/LIZIEMN
TEET, 707 L= EEBL BT 78 AL v F—T =24 ZAZ{ER LIEHAIR. —F
ARV —=PMIET 78 A AL Z =T oA AThEHINET, KRIZ, QoS MBSz
DVTI AR EDOH 2~ LET,

hostname c8000

class—-map match-all VTI

match any

policy-map VTI

class VTI
police cir 2000000

conform-action transmit
exceed-action drop

interface Virtual-Templatel type tunnel
ip vrf forwarding test-vtil

ip unnumbered Loopback0

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
service-policy output VTI

end
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Cisco 3745

 172.168.161 |

W OFITIE, SVTI Z21# ] L T Cisco 3745 & Cisco 3725 O 2 DD jL—Z OS] T IPSec b v Rk/L
ZRENLLET, ZORETIL, FFany-any N T T 4 v 7L Z AL, BHED IPSec SA D
e EHIZ L ET,

IPvd k>R I)LE— FDIL—F TOHHREH -
KOKIL, REOZMERu V2R L THWET,

./ ' N\ 172168474
_ Internet .

- Lo

Tunneld

1 Ciscod7as -0,
VPN Tunnel t
. —_—

—— Tunneld
Tunnel Subnet

360609

Cisco 3745 W — X OB EHNL. RO EBYH TT,

crypto isakmp policy 1
authentication pre-share
group 2
|

crypto isakmp policy 5

encr 3des

authentication pre-share

group 2

crypto isakmp key example address 172.168.17.1
|

!

crypto ipsec transform-set svtil esp-3des esp-sha-hmac
mode tunnel

|

!

crypto ipsec profile ipsec prof

set transform-set svtil

|

|

!
interface Loopback0

ip address 30.0.0.1 255.255.255.0

|
interface Loopbackl

ip address 50.0.0.1 255.255.255.0

|
interface TunnelO

ip address 11.1.1.2 255.255.255.0

tunnel source Ethernet0/0

tunnel mode ipsec ipv4

tunnel destination 172.168.17.1

tunnel protection ipsec policy ipv4 ipsec_acll
tunnel protection ipsec profile ipsec prof
|
interface Ethernet0/0

ip address 172.168.16.1 255.255.255.0

|
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|

ip access-list extended ipsec_acll
permit ip 30.0.0.0 0.0.0.255 40.0.0.0 0.0.0.255
permit ip 50.0.0.0 0.0.0.255 60.0.0.0 0.0.0.255

IPv6 F>RILE—FDIL—E TOERTEH :
WOKIE, BEDBR AR PERLTOET,

=] S 20081 [ N\ 200382 =]
. — Internet J .

| i P |
o Cisco 3745 1 | Cisco 3725 —
Sarver 1 o VPN-Tunnel Sarver 2

. —
253

Tunneld T Tunneld
Tunnel Subnef

64700

Cisco 3745 W — X O EHNL. RO EBY TT,

crypto isakmp policy 1
authentication pre-share
group 2
|

crypto isakmp policy 5

encr 3des

authentication pre-share

group 2

crypto isakmp key example address ipv6 2003::8:2/112
|

!

crypto ipsec transform-set svtil esp-3des esp-sha-hmac
mode tunnel

|

!

crypto ipsec profile ipsec prof

set transform-set svtil

|

|

!

interface LoopbackO

ipv6 address 2005::10:1/112

ipvé enable

|

interface Loopbackl

ipv6 address 2005::15:1/112

ipvé enable

|

interface Loopback?2

ipv6 address 2005::20:1/112

ipvé enable

|

interface TunnelO

ip address 11.1.1.2 255.255.255.0

ipv6 address 400::10:1/112

ipvé enable

tunnel source Ethernet0/0

tunnel mode ipsec ipve6

tunnel destination 2003::8:2

tunnel protection ipsec policy ipvé ipsec_acl2
tunnel protection ipsec profile ipsec prof
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interface Ethernet0/0

ipv6 address 2001::8:1/112

ipv6 enable

|

!

ipv6 access-list ipsec_acl2

sequence 10 permit ipv6 host 2005::10:1 host 2005::11:1
sequence 20 permit ipv6 host 2005::15:1 host 2005::16:1
sequence 30 permit ipv6 host 2005::20:1 host 2005::21:1

Bl : Ta2FIA—IN—LAELTDFURILE—FDEHRTE

TIZ, FoRNLE—RETFT aTNF—R_"—L A L LTRETAHERLET,

Device# configure terminal

Router (config)# interface tunnel 1

Router (config-if)# ipv6 enable

Router (config-if) # tunnel source ethernet 0/0

Router (config-if)# tunnel mode ipsec dual-overlay

Router (config-if)# tunnel destination 89.89.89.1 255.255.255.255.0
Device (config-if)# tunnel protection IPsec profile ipsecprof

TaAFLA—N—LAELTD U RILE— FOEREDHER
WKoa<wy REFRHLT, BEXZ NI IV a—T 47 LET,
+ show crypto session [detail]
« show cryptoipsec sa
* show crypto map
« show crypto socket

* show crypto ikev2 session [detail]

Device# show crypto map
Crypto Map: "TunnelO-head-0" IKEv2 profile: prof

Crypto Map IPv4 "TunnelO-head-0" 65536 ipsec-isakmp
IKEv2 Profile: prof
Profile name: prof
Security association lifetime: 4608000 kilobytes/120 seconds
Dualstack (Y/N): N

Responder-Only (Y/N): N
PFS (Y/N): N
Mixed-mode : Disabled
Transform sets={
default: { esp-aes esp-sha-hmac } ,

}

Crypto Map IPv4 "TunnelO-head-0" 65537 ipsec-isakmp

Map is a PROFILE INSTANCE.

Peer = 10.10.10.2

IKEv2 Profile: prof

Extended IP access list

access-list permit ip any any
Current peer: 10.10.10.2
Security association lifetime: 4608000 kilobytes/120 seconds

Dualstack (Y¥/N): Y
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TRUE ident (addr/mask/prot/port): {LOCAL -> REMOTE}
0.0.0.0/0.0.0.0/0/0 => 0.0.0.0/0.0.0.0/0/0
::/0.0.0.0/0/0 => ::/0/0/0

Responder-Only (Y/N): N

PFS (Y/N): N

Mixed-mode : Disabled

Transform sets={

default: { esp-aes esp-sha-hmac } ,

}

Always create SAs

Interfaces using crypto map TunnelO-head-0:
TunnelO

Device# show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 10.10.10.1

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
TRUE ident (addr/mask/prot/port): {LOCAL -> REMOTE}

0.0.0.0/0.0.0.0/0/0 => 0.0.0.0/0.0.0.0/0/0
::/0.0.0.0/0/0 -=> ::/0/0/0
current peer 10.10.10.2 port 500
PERMIT, flags={origin is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 10.10.10.1, remote crypto endpt.: 10.10.10.2
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: 0x4776A36B(1198957419)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxA97EDEE7 (2843664103)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow id: 4, sibling flags FFFFFFFF80000040, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4377587/76)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x4776A36B(1198957419)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow id: 3, sibling flags FFFFFFFF80000040, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4377587/76)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

IPSec (R RIL A3 —T (4R .
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outbound ah sas:

outbound pcp sas:

Device# show crypto socket

IPSec fR#8 koL A v8—T 4R |

Number of Crypto Socket connections 1

Tu0 Peers (local/remote):

10.10.10.1/10.10.10.2

Local Ident (addr/mask/port/prot): (0.0.0.0/0.0.0.0/0/0)
Remote Ident (addr/mask/port/prot): (0.0.0.0/0.0.0.0/0/0)
TRUE ident (addr/mask/prot/port): {LOCAL -> REMOTE}
0.0.0.0/0.0.0.0/0/0 => 0.0.0.0/0.0.0.0/0/0
::/0.0.0.0/0/0 -> ::/0/0/0
IPSec Profile: "prof"
Socket State: Open
Client: "TUNNEL SEC" (Client State: Active)
Crypto Sockets in Listen state
Client: "TUNNEL SEC" Profile: "prof" Map-name: "TunnelO-head-0"

Device# show cry ikev2 session
IPv4 Crypto IKEv2 Session

Session-id:1,

Status:UP-ACTIVE,

IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status
1 10.10.10.1/500 10.10.10.2/500 none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:19, Auth sign: PSK,

Auth verify: PSK
Life/Active Time:

86400/145 sec

CE id: 1001, Session-id: 1
Local spi: 25A0B173944015D3 Remote spi: 9F0C7677425670E1
Child sa:
local selector 0.0.0.0/0 - 255.255.255.255/65535
local selector ::/0 - FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF/65535

remote selector 0.0.0.0/0 -

remote selector
ESP spi in/out:

::/0

IPv6 Crypto IKEv2 Session

Device# show crypto session
Crypto session current status

Interface: TunnelO

Profile: prof

Session status: UP-ACTIVE

Peer: 10.10.10.2 port 500
Session ID: 1

IKEv2 SA:
IPSEC FLOW: permit ip
TRUE IDENT (addr/mask/prot/port):

0.0.0.0/0.0.0.0/0/0

::/0.0.0.0/0/0 ->
Active SAs: 2, origin:

. IPSec (R RIL A3 —T (4R

255.255.255.255/65535
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF/ 65535

- FFFF:

0xA97EDEE7/0x4776A36B

local 10.10.10.1/500 remote 10.10.10.2/500 Active
0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

{LOCAL -> REMOTE}
->0.0.0.0/0.0.0.0/0/0
::/0/0/0

crypto map
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