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o 21— —ISAKMPRER Y > —, cryptoisakmppolicy =~ > F&HHA L TRETE £,
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TTF 74N FIKERY =2 EHZ L TWRWES, BT IKEX T =—2 g VT 7

V@D IKE AU —REH S EJ, show cryptoisakmp policy =< > K& 7213 show crypto

isakmp default policy =~ > FOWTHNEFRITL T, 774 /L PO IKE RN Y =M &4
TWHZ LR TEET,

IPsec Usability Enhancements .



IPsec Usability Enhancements |
B 7 rrrmerz—x1kyo—

\)

GE) X2 V7 4T 28BUL. BB D OREICE OB SbEA & RIRRICHE 2 f 72 < &k L
TWET, DT AaDREBAIZET 2 HELEFIHIZ DWW Tl [NextGeneration Encryption]
(NGE) HRUA b N=r"—=2ZWL TIES0,

FIFNLRFIKERY —IZLoT, RORY — Yy N NTA—EREFEINET,
« TTAF VT 4. 65507 ~ 65514, 65507 DEHLEWT T A AU T T, 65514 3 bEW
TIAFT VT 4,
o FEF . Rivest, Shamir, XN Adelman (RSA) F 7 I1XFHpidHFx— (PSK)

« |55 )7, Advanced Encryption Standard (AES) 72X Triple Data Encryption Standard
(3DES) .

e Ny 2 BEL. Secure Hash Algorithm (SHA-1) & 7213 Message-Digest algorithm 5 (MDS5) .,
« DH 7' /L —7"{1:£% DH2 % 7-1% DHS,

«DH2 TlX, 768 B'>y N DH Z L —7NIEEESNE T,
«DH5 TiZ. 1536 £ F DH Z—7F D EE SN E T,

\}

C¥)  3DES. MD5, 3L O'DH Z/v—7" 1, 2, 5 OFAITHRE L ¥ A, ¥ 2 aDREH O ZEIC
B3 2 HELERIHIZ DUV TiX,  [Next Generation Encryption (NGE) J ART A h R_X—/RX—% 5
LTL7EEW, IKEHEDFEMIZOWTIEL,  [Internet Key Exchangefor IPsec VPNs Configuration
Guide] @ [Configuring Internet Key Exchange for IPsec VPNs|] OFEAZ S L T 7230y,

R1:TIHILEIKED 2—X 1. ISAKMP, K1) >—

IS4+ YT+ |R |ES |/\vya | Diffie-Hellman
i |1E
65507 RSA |AES |SHA DH35
65508 PSK|AES |SHA DHS5
65509 RSA|AES |MD5 DHS5
65510 PSK|AES |MD5 DHS5
65511 RSA |3DES |SHA DH2
65512 PSK |3DES |SHA DH2
65513 RSA |3DES | MD5 DH2
65514 PSK |3DES |MD5 DH2
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A—HHFIKERY o —
cryptoisakmp policy =~ > RZH L T, IKER U > —&2RETE £7, =—¥i%E IKE R
U —3—EIZHE S, 1~10000D&HO 7T A4V T 4 B2 IMEA SN TRESNET,
I DEbEWNT T A AT T, 10000 1 BIENT T A4V T 4 T,

1~ 10000 D7 F A F VT 1 K> 1 DLLEDIKE RN Y v — % RE LI RITRO L B0 T
R

* BT IKE X IY T —v g YR PRER Y = RMER S ET,

« 7 IKE X T T—va VHIIZT 74V M IKEARY =R S ET,

- show cryptoisakmp policy =~ > RZHITTHZ LIk > T, 2—F—FEKRY > —% &K
FTEET,

Easy VPN ISAKMP K1) & —

Easy VPN %% & L= 834, DT 7 4 /L  Easy VPNISAKMP 7R U & —[&, 65515~ 65535
DD T T A AV T 4 FETREITHINSNET, 65515 BIcbEmWT 744V T 4 T,
65535 I bIENT T A4 AV T 4 TY,
. —H7)% Basy VPN &% & L2 RITRD L B0 TF,
« £Y7 Easy VPN ISAKMP * v =—3 3 UHIZ, 7 7 4/ b EzZVPNISAKMP R Y v —1%5
JOF 74V FIKERY —WMEHENET,

« show cryptoisakmp policy =~ > R& 31745 Z £1Z K > T, Easy VPNISAKMP 7~ U & —
BLOT 74V MIKERY —%RRTEET,

« 77 4/ F ISAKMP 7R U & —(%. nocryptoisakmp default policy =~ > K% %47 L T L)
(L7 R Y | show cryptoisakmp default policy 2~ > RERITT 5 EFRInEzT,

FleDHE
1. enable
2. show cryptoisakmp default policy
3. configure terminal
4. nocryptoisakmp default policy
FIED %
OV RERETIV3 Y B
AT w71 |enable b EXEC E— REHIC L ET,
{5 e NAU—REANLET (FREINTHH) .
Router> enable
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ARV RFERETIVa Y

B8

R v 72 |show crypto isakmp default policy

1 -

Router# show crypto isakmp default policy

() 1~10000 D7 F A F VT 4 ZFFOHR Y v—
WRESNTWRWEEE, 77 4 /L FISAKMP R Y
V= FRLET,

R w 73 |configure terminal

1

Router# configure terminal

Ta—N)L ary 74X al—ay T— Neh
Li‘j—o

R 7 4 |nocryptoisakmp default policy

1

Router (config)# no crypto isakmp default policy

(&) 65507 ~ 65514 DS54 F VT 4 ZFpHoF
74V M ISAKMP R v —% 4712 LET,

1

I, show cryptoisakmp default policy =~ > ROH Al Z/RLET, T 74/ bk K
U —NBT 4 =TSN TNWRNDT, 77408 R —RERINTNE

B

Router#

Default
Default

Default

Default

Default

Default

show crypto isakmp default policy

IKE policy
protection suite of priority 65507

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

protection suite of priority 65508

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

protection suite of priority 65509

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Message Digest 5

authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

protection suite of priority 65510

encryption algorithm: AES - Advanced Encryption Standard (128 bit key.

hash algorithm: Message Digest 5
authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit
protection suite of priority 65511

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature
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Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65512

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard

authentication method: Pre-Shared Key

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65513

encryption algorithm: Three key triple DES

hash algorithm: Message Digest 5

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65514

encryption algorithm: Three key triple DES

hash algorithm: Message Digest 5

authentication method: Pre-Shared Key

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit

WIZ, T 74/ MIKERY V=0T 4 =T /IS THHD, show cryptoisakmp
default policy =~ > FOMAFEROBIZ R LET, 22 TiE, FERIFZEAIZZR>TW
£,

Router# configure terminal

Router (config) # no crypto isakmp default policy

Router (config) # exit

Router# show crypto isakmp default policy

Router#

!There is no output since the default IKE policies have been disabled.

WIZ, 77 4/ NISAKMP R Y o —RNMEHF ORHIWSTHAERSND VAT A S
A= ORERLET,

$CRYPTO-6-IKMP POLICY DEFAULT: Using ISAKMP Default policies

FTI74+I)LKkIPsec FS R TH—Lty FOFESR

NI AT =ty MI, FFEOEX2) T4 7Zua banr T3l ALzfAredbE-
HDTT, IPsecSADX I — g e, BT BEDRT VA7 +—bky FNEFEH

LTREDT =% 7u—%fi#d 5 LIZaELET,

IKE L DOIPsecSAD R T = — a2, ETIIWMFOET ETCRIC NIV A7+ —ALt Yy
MR LET, AI—D T AT —A vy b ESNEE, O T VAT 54— A
Yty FEIRII, WFTDOET DIPsecSAD—¥E LT, R#ETH T 77 ic@mAEShE

B

FTIHILE FSORTHA—LEY +

DO NT AT —LEy FRERESINTELT, WOFHRHIZINTWBEE, 1207
THIWVE N T ARTH—2y R TRTOIZ VT b~y T EEIIPsec 727 7 A M Lo

THEHSNET,
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. TIANE FIURTr—LEY b

T 74/~ NTUAT 4 —5F v Fdnocryptoipsecdefault transform-set 2~ > N2 L -
THEZHZ STV,

cfEAFORE L= YT, BT AT XANRYFR— IR TW5,
THRIRTEBY, 2200F 74/ s hT AT —0 By hOZRENIZ L - T,

Encapsulation Security Protocol (ESP) K5 b F T v AT 4 — A H A TE L OESPREAE F 7 v A
TA—LBATPRERSINET,

R2:TIHIVE b URITA—LEY FEXUINTA—4

TIAILE PSR ESPESEESIL FS VR T+ —LBE |ESPRIF SR TA—LE L
J7+—L% (01 [051:!

#$!default_transform set O | esp-3des esp-sha-hmac

(168 > R3DES X721 VU 7L
DES 2L 7 v Y X AN EH
EDP)

#$!default_transform_set 1 | esp-aes esp-sha-hmac

(128 £ b AES K55t 7L T Y | (SHA-1, ~Ny ¥z Avyte—v
A % FF ESP) FFE=— K [HMAC] XY 7 b
FEAET LT Y X L ZHEo ESP)

FIEDHE
1. enable
2. show crypto ipsec default transfor m-set
3. configure terminal
4. nocryptoipsec default transform-set
FIIE D
ARV RFERIETI Va3 B#Y
RT w71 |enable it EXEC £— REAMT L ET,
il - e NMRAT—REANLET (FERINEHA)

Router> enable

AT 72 |show crypto ipsec default transfor m-set (f£&) IKEZ X » CHEERF DT 7 41 b IPsec
R 7o AT —b vy FEFRRLET,

Router# show crypto ipsec default transform-set

AT 73| configure terminal Ja—sbar 7 4 F¥ab—vay ®— Relh
15“ : L/ i To
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IPsec VPN #3235 &K U IPsec VPN D kS TS a—F 4 5 .

ARV RFERFTIVaY =)

Router# configure terminal

ATvT4

no crypto ipsec default transfor m-set EE) 74V IPsec NT AT+ —Ah By K

1

Router (config)# no crypto ipsec default
transform-set

ZFRRLET,

1

The following example displays output from the show crypto ipsec default transform-set
command when the default transform sets are enabled, the default setting:
Router# show crypto ipsec default transform-set

Transform set #$!default transform set 1: { esp-aes esp-sha-hmac }
will negotiate = { Transport, },

Transform set #$!default transform set 0: { esp-3des esp-sha-hmac }
will negotiate = { Transport, },

KIZ. nocryptoipsecdefault transform-set =~ REEHALTTF 740k FT R
Tx—hty NEEHIZ LA O, show cryptoipsec default transform-set =~ > K
DI ZRLET,

Router (config) # no crypto ipsec default transform-set
Router (config) # exit

Router#

Router# show crypto ipsec default transform-set

! There is no output.

Router#

WIZ, IPsecSAMNT 74V b hT U AT —h 2y FTRIVT— g &fTo7-K
TV THAERINDE VAT LA B Y Ayt —I0%2 R LET,

$CRYPTO-5-IPSEC_DEFAULT TRANSFORM: Using Default IPsec transform-set

IPsec VPN FEEZE LU IPsecVPN D S TS a—F4 04

IKE 7 ==X 1 £7213 IKE 7 = — X2 8 LIz D7y, E72id IPsec VPN O 7 7 /b 20—
T AT BTV DDOPIZE - T, ZOHEITBT HROEREDOIEEDOWTNINEFATLET,

IKE 7 = — X 1ISAKMP ) FEER

FIRDHE

ISAKMP k> RVOREHERZ TR T 51203, koA T v ay a~xwr REEHLET,

1. show crypto mib isakmp flowmib failure[ vrf  vrf-name ]
2. show cryptomib isakmp flowmib global [ vrf  vrf-name ]
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3. show crypto mib isakmp flowmib history [ vrf  wrf-name ]
4. show crypto mib isakmp flowmib peer [ index peer-mib-index ][ vrf  vrf-name ]
5. show crypto mib isakmp flowmib tunnel [ index  tunnel-mib-index ][ vrf  wrf-name ]

F IR D EFH

AT w71 show crypto mib isakmp flowmib failure[ vrf  vrf-name ]

ISAKMP kY RV T —NRAELEES, Z0avy RTARY MEFAFZRTEXET, ®RIZ. 2=
<~ ROV I hERLET,

Local type:
Remote type:

ID IPV4 ADDR
ID IPV4 ADDR

Remote Value: 192.0.2.2
Local Address: 192.0.2.1
Remote Address: 192.0.2.2

1

Router# show crypto mib isakmp flowmib failure
vrf Global
Index: 1
Reason: peer lost
Failure time since reset: 00:07:27
Local type: ID IPV4 ADDR
Local value: 192.0.2.1
Remote type: ID IPV4 ADDR
Remote Value: 192.0.2.2
Local Address: 192.0.2.1
Remote Address: 192.0.2.2
Index: 2
Reason: peer lost
Failure time since reset: 00:07:27
Local type: ID IPV4 ADDR
Local value: 192.0.3.1
Remote type: ID IPV4 ADDR
Remote Value: 192.0.3.2
Local Address: 192.0.3.1
Remote Address: 192.0.3.2
Index: 3
Reason: peer lost
Failure time since reset: 00:07:32

AT w72 show crypto mib isakmp flowmib global [ vrf  vrf-name ]

IDaAvy RERITTAHZLICL->T, Zu— VLISAKMP bk RVEEHERBRREINE T, Wic, =
Da<wy ROV IAHERLET,

11 -

Router# show crypto mib isakmp flowmib global

vrf Global
Active Tunnels: 3
Previous Tunnels: 0
In octets: 2856
Out octets: 3396
In packets: 16
Out packets: 19
In packets drop: 0
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Out packets drop:

In notifys:

Out notifys:

In P2 exchg:

Out P2 exchg:

In P2 exchg invalids:
Out P2 exchg invalids:
In P2 exchg rejects:
Out P2 exchg rejects:
In IPSEC delete:

Out IPSEC delete:

SAs locally initiated:

SAs locally initiated failed:
SAs remotely initiated failed:

System capacity failures:
Authentication failures:
Decrypt failures:

Hash failures:

Invalid SPI:

O O OO OO0 WOOOOOOOoO W o

AT 73 show crypto mib isskmp flowmib history [ vrf  vrf-name ]

IKE 7 = —X 1 ISAKMP D2

TITF 4 TR BV ISAKMP R R DIERIZHONWTIE, Z0a<wr Nicko-T, FopANKTLE
FREZETeA Ry MEREEZRTEET, RIZ, Z0a<wr KoY IABhErLET,

1 -

Router# show crypto mib isakmp flowmib history
vrf Global

Reason:

Index:

Local type:

Local address:

Remote type:

Remote address:
Negotiation mode:
Diffie Hellman Grp:
Encryption algo:

Hash algo:

Auth method:
Lifetime:

Active time:

Policy priority:
Keepalive enabled:

In octets:

In packets:

In drops:

In notifys:

In P2 exchanges:

In P2 exchg invalids:
In P2 exchg rejected:
In P2 SA delete regs:
Out octets:

Out packets:

Out drops:

Out notifys:

Out P2 exchgs:

Out P2 exchg invalids:
Out P2 exchg rejects:

Out P2 Sa delete requests:

Reason:
Index:
Local type:

peer lost
2

ID IPV4 ADDR
192.0.2.1
ID IPV4 ADDR
192.0.2.2
Main Mode
2

des

sha

psk

86400
00:06:30
1

Yes

3024

22

0

18

1

0

4188

peer lost
3
ID IPV4 ADDR
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Local address:
Remote type:
Remote address:
Negotiation mode:
Diffie Hellman Grp:
Encryption algo:
Hash algo:

Auth method:
Lifetime:

Active time:
Policy priority:
Keepalive enabled:
In octets:

In packets:

In drops:

In notifys:

In P2 exchanges:

In P2 exchg invalids:
In P2 exchg rejected:
In P2 SA delete regs:

Out octets:
Out packets:
Out drops:

Out notifys:
Out P2 exchgs:

P2 exchg invalids:
P2 exchg rejects:
P2 Sa delete requests:

192.0.3.1
ID IPV4 ADDR
192.0.3.2
Main Mode
2

des

sha

psk

86400
00:06:25
1

Yes

3140

23

0

19

o O O

AT 74 show crypto mib isskmp flowmib peer [ index peer-mib-index ][ wvrf
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vrf-name ]

TIT 4 TIRISAKMP YT 7V m— g A2 00Tt Z20a<wr NiZkoT, AT v 7 A, 6
A7, BEORIP T FLAZEERAEF R TEET, KIZ, Z0a~vry KoV FvihzrRrLET,

1

Router# show crypto mib isakmp flowmib peer

vrf Global
Index: 1
Local type: ID IPV4 ADDR
Local address: 192.0.2.1
Remote type: ID IPV4 ADDR
Remote address: 192.0.2.2
Index: 2
Local type: ID IPV4 ADDR
Local address: 192.0.3.1
Remote type: ID IPV4 ADDR
Remote address: 192.0.3.1
Index: 3
Local type: ID IPV4 ADDR
Local address: 192.0.4.1
Remote type: ID IPV4 ADDR
Remote address: 192.0.4.1

show crypto mib isakmp flowmib tunnel [ index

tunnel-mib-index ][ vrf

vrf-name |

TUF 4 TIRISAKMP R v RAICHONTIE, Z0a<wy RiZL-T, N RLOFKEHEREFR TS
I, Iz, Zoa<wr ROV I AH T ERLET,

i

Router# show crypto mib isakmp flowmib tunnel
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vrf Global
Index:
Local type:
Local address:
Remote type:
Remote address:
Negotiation mode:
Diffie Hellman Grp:
Encryption algo:
Hash algo:
Auth method:
Lifetime:
Active time:
Policy priority:
Keepalive enabled:
In octets:
In packets:
In drops:
In notifys:
In P2 exchanges:

In P2 exchg invalids:
In P2 exchg rejected:
In P2 SA delete regs:

Out octets:
Out packets:
Out drops:

Out notifys:
Out P2 exchgs:

Out P2 exchg invalids:
Out P2 exchg rejects:
Out P2 Sa delete requests:

IKE7 T —X2DFEE
IPsec 7 = — A2 U RIVDMFHIFEREZF TR T DI, kOL T ara<wr REFERHLET,

FIEOHE

F IR D FH

AT 71 show crypto mib ipsec flowmib endpoint [ vrf vrf-name ]

o0kl wnN=

1

ID IPV4 ADDR
192.0.2.1
ID IPV4 ADDR
192.0.2.2
Main Mode

2

des

sha

psk

86400
00:03:08

1

Yes

2148

15

0

11

show crypto mib ipsec flowmib endpoint [ vrf wvrf-name ]

show crypto mib ipsec flowmib failure[ vrf wvrf-name ]

show crypto mib ipsec flowmib global [ vrf vrf-name ]

show crypto mib ipsec flowmib history [ vrf vrf-name ]

show crypto mib ipsec flowmib spi [ vrf wrf-name ]

show crypto mib ipsec flowmib tunnel [index tunnel-mib-index] [ vrf vrf-name]

ke 7z —x20%2 ||

Doy RERITTAZLIZE 5T, IPsec 72— R 2 M RAMCEET LN, £T 75407 =
RARA > b, B—HNVERITYE— T AL ADERPFRINET, KIZ, ZOa~vy ROV 7L

NERLET,
1 -
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Router# show crypto mib ipsec flowmib endpoint

vrf Global
Index: 1
Local type: Single IP address
Local address: 192.1.2.1
Protocol: 0
Local port: 0
Remote type: Single IP address
Remote address: 192.1.2.2
Remote port: 0
Index: 2
Local type: Subnet
Local address: 192.1.3.0 255.255.255.0
Protocol: 0
Local port: 0
Remote type: Subnet
Remote address: 192.1.3.0 255.255.255.0
Remote port: 0

AT 72 show crypto mib ipsec flowmib failure[ vrf vrf-name ]

ISAKMP M RNV T —RNEALEGEA, Z20a<vy RTAXRY MEREF R TEET, RIT, 2Dz
<~ ROV TV AE R LET,

i

Router# show crypto mib ipsec flowmib failure

vrf Global
Index: 1
Reason: Operation request
Failure time since reset: 00:25:18
Src address: 192.1.2.1
Destination address: 192.1.2.2
SPI: 0

AT w73 show crypto mib ipsec flowmib global [ vrf vrf-name ]

TOawy RERITTAZILIZE ST, Zua— LIKE 72— X2 F U RAOKEHEERFRINE T,
Wi, Zoa~xwy oY hz L ET,

11
Router# show crypto mib ipsec flowmib global
vrf Global
Active Tunnels: 2
Previous Tunnels: 0
In octets: 800
Out octets: 1408
In packets: 8
Out packets: 8
Uncompressed encrypted bytes: 1408
In packets drops: 0
Out packets drops: 2
In replay drops: 0
In authentications: 8
Out authentications: 8
In decrypts: 8
Out encrypts: 8
Compressed bytes: 0
Uncompressed bytes: 0
In uncompressed bytes: 0
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Out uncompressed bytes:

In decrypt failures:

Out encrypt failures:

No SA failures:

Number of SA Failures.
Protocol use failures:
System capacity failures:

In authentication failures:
Out authentication failures:

o O O o

o O O o

AT 74 show crypto mib ipsec flowmib history [ vrf wvrf-name ]

TIT 4 TIRBIRWIKE 72— X2 2 RVDFERIZOWVTIE, ZDa~<w> RIZL- T, brpruddfk
TLERRZGELA XY ME#RER R TEET, KIZ, Zoavr RO Az R LET,

1
Router# show crypto mib ipsec flowmib history
vrf Global
Reason: Operation request
Index: 1
Local address: 192.1.2.1
Remote address: 192.1.2.2
IPSEC keying: IKE
Encapsulation mode: 1
Lifetime (KB): 4608000
Lifetime (Sec): 3600
Active time: 00:24:32
Lifetime threshold (KB): 423559168
Lifetime threshold (Sec): 3590000
Total number of refreshes: 0
Expired SA instances: 4
Current SA instances: 4
In SA DH group: 14
In sa encrypt algorithm aes
In SA auth algorithm: rsig
In SA ESP auth algo: ESP_HMAC_ SHA
In SA uncompress algorithm: None
Out SA DH group: 14
Out SA encryption algorithm: aes
Out SA auth algorithm: ESP_HMAC SHA
Out SA ESP auth algorithm: ESP_HMAC_ SHA
Out SA uncompress algorithm: None
In octets: 400
Decompressed octets: 400
In packets: 4
In drops: 0
In replay drops: 0
In authentications: 4
In authentication failures: 0
In decrypts: 4
In decrypt failures: 0
Out octets: 704
Out uncompressed octets: 704
Out packets: 4
Out drops: 1
Out authentications: 4
Out authentication failures: 0
Out encryptions: 4
Out encryption failures: 0
Compressed octets: 0
Decompressed octets: 0
Out uncompressed octets: 704
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AT 75 show crypto mib ipsec flowmib spi [ vrf vrf-name ]

IPsec Usability Enhancements |

security protection index (SPI) 7 —7/WZiX, 777 4 7B L UOHIRUINDOHEEF 2V 7 4 IKE 7 = — X2
TYVvE—YaryOTy M) BRMENET, R, Zoawr Ko At hERLET, SPLT—

TNUNRERINTONET,
51

Router# show crypto mib
vrf Global
Tunnel Index:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:
SPI Index:
SPI Value:
SPI Direction:
SPI Protocol:
SPI Status:

ipsec flowmib spi

1
1
0xCC57D053
In
AH
Active
2
0x68612DF
Out
AH
Active
3
0x56947526
In
ESP
Active
4
0x8D7C2204
Out
ESP
Active

AT 76 show crypto mib ipsec flowmib tunnel [index tunnel-mib-index] [ vrf vrf-name]

TITF 4 TIIKE 72— X2 R HONWTIE, Zoa<wy Rick- T,

XFE9, RIZ, Zoavwry RoY IR RLET,

i)
Router# show crypto mib ipsec flowmib tunnel
vrf Global
Index: 1
Local address: 192.0.2.1
Remote address: 192.0.2.2
IPSEC keying: IKE
Encapsulation mode: 1
Lifetime (KB): 4608000
Lifetime (Sec): 3600
Active time: 00:05:46
Lifetime threshold (KB): 64
Lifetime threshold (Sec): 10
Total number of refreshes: 0
Expired SA instances: 0
Current SA instances: 4
In SA DH group: 14
In sa encrypt algorithm: aes
In SA auth algorithm: rsig
In SA ESP auth algo: ESP HMAC SHA
In SA uncompress algorithm: None
Out SA DH group: 14
Out SA encryption algorithm: aes
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Out
Out
Out
In
Dec
In
In
In
In
In
In
In
Out
Out
Out
Out
Out
Out
Out
Out

SA auth algorithm:
SA ESP auth algorithm:

SA uncompress algorithm:

octets:

ompressed octets:
packets:

drops:

replay drops:
authentications:
authentication failures:
decrypts:

decrypt failures:
octets:

uncompressed octets:
packets:

drops:
authentications:

authentication failures:

encryptions:
encryption failures:

Compressed octets:

Dec
Out

IPsecVPND FS T a—F 425

FIRDEE

F IR D

ompressed octets:
uncompressed octets:

IPsecVPN D STV a—F4 05 .

ESP_HMAC_SHA
ESP_HMAC_SHA
None

400

400

4

~N O OO O b JJ0 OO o

MO N T TNy a—T 47 %97 586, show tech-support ipsec =2~ > R & 34U,
IPsec BEEHROIENFHHIZ TE £ T,

1. show tech-support ipsec

show tech-support ipsec

show tech-support ipsec =< KiZid, D3 oDV =—T g 0 ndb v £9,

« show tech-support ipsec

« show tech-support ipsec peer ipv4address

« show tech-support ipsec vrf wvrf-name

ENY Z— 3 OV TIRIZRTE 2 @ show =2+ > RIZE9 % show tech-supportipsec 2~ > K6 D
HAOH o TNARRIZONWTIH, LTFTO®Z v a 2SR LTIEIN,

show tech-support ipsec aA¥ > FDOH A

F—T — R & HERE L72 T show tech-support ipsec 2~ > R&EA1T5 L, a~> o iiE, &k
® show == > RO DNEICR RS NVET,

 show version
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+ show running-config

* show cryptoisakmp sa count

« show cryptoipsecsa count

« show crypto session summary

« show crypto session detail

« show cryptoisakmp sa detail

« show cryptoipsec sa detail

« show cryptoisakmp peers

« show crypto ruleset detail

« show processesmemory | include Crypto IKMP
« show processescpu | include Crypto IKMP
« show crypto €li

« show crypto engine accelerator statistic

show tech-support ipsecpeer A< > FOH A

peer % — 17— [ L ipvdaddress 545 % 57 L C show tech-support ipsec =~ > K& A4 5 &, HAIkD
show =~ > R, FRE LT OHMIEICE RSN ET,

* show version

« show running-config

« show crypto session remote ipvdaddress detail
« show cryptoisakmp sa peer ipvdaddress detail
* show crypto ipsec sapeer ipvdaddress detail
« show cryptoisakmp peers ipv4address

« show crypto ruleset detail

« show processes memory | include Crypto IKMP
» show processes cpu | include Crypto IKMP

« show crypto eli

» show crypto engine accelerator statistic

show tech-support ipsecvrf A< > FOH A

vrf % —17— R} L vrf-name 54k % $8E L C show tech-supportipsec =~ > K& A9 2% & HAIZRD show
o~ K28, $87E L7z Virtual Routing and Forwarding (VRF) D HANEICE RSN E T,

» show version

+ show running-config
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IPsec Usability Enhancements 0% 7€ 1 .

« show cryptoisakmp sa count vrf vrf-name

» show crypto ipsec sa count vrf vrf-name

« show crypto session ivrf ivrf-name detail

« show crypto session fvrf furf-name detail

« show cryptoisakmp sa vrf wvrf-name detail

« show cryptoipsecsavrf vrf-name detail

« show crypto ruleset detail

« show processes memory | include Crypto IKMP

« show processes cpu | include Crypto IKMP

« show crypto €li

« show crypto engine accelerator statistic

&1

IPsec Usabil

ity Enhancements @ 5% 5 {3

IKE T2 4L b R S—D4fl

Wiz, 7 U7 b~ 7% RouterA B L N RouterB L TRESNTEY, T 74/ FIKERY
MERPIZR o TWABIEZ R LES, FT 7 4 v 7% Pagent A 705 Pagent B IZ/V—T o
VIENET, Peer ABL W PeerBDOY AT A ul A F v b T 74/ D IKE R
V=Nl OET7 CHEAFPTHDZ LEE2HERTEET (FTREER) |

B 1:94 by—H4 kb RO S—0H

Pagent A FRouterA RouterB PagentB

¢
b
G
-

IPsac Tunnel

! Configuring RouterA.
RouterA(config) # crypto isakmp key identity address 209.165.200.226
RouterA (config) # crypto map testmap 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.
RouterA (config-crypto-map) # set peer 209.165.200.226
RouterA (config-crypto-map) # match address 101
RouterA (config-crypto-map) # exit
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FTIAILE k

RouterA (config)
RouterA (config)
RouterA (config) # end

RouterA (config) # interface FastEthernetl/2
RouterA(config-if) # crypto map testmap

( ip route 209.165.200.225 255.255.255.224 209.165.200.226
(
(
(
(
RouterA (config-if) # end
(
(
(
(
(

#
# access-list 101 permit ip host 209.165.200.227 host 209.165.200.225

RouterA (config) # crypto ipsec transform test transf esp-aes esp-sha-hmac
RouterA (cfg-crypto-trans) # mode tunnel

RouterA (cfg-crypto-trans) # end

RouterA (config) # crypto map testmap 10

RouterA (config-crypto-map) # set transform-set test transf

RouterA (config-crypto-map) # end

! Configuring RouterB.

RouterB(config) # crypto isakmp key identity address 209.165.200.228
RouterB(config) # crypto dynamic-map dyn_ testmap 10

RouterB (config-crypto-map) # crypto map testmap 10 ipsec-isakmp dynamic dyn testmap
RouterB (config)# ip route 209.165.200.227 255.255.255.224 209.165.200.228

RouterB (config) # end

RouterB (config) # interface GigabitEthernet0/1

RouterB(config-if)# crypto map testmap

RouterB (config-if) # end

RouterB(config)# crypto ipsec transform test_transf esp-aes esp-sha-hmac

RouterB (cfg-crypto-trans) # mode tunnel

RouterB (cfg-crypto-trans) # end

RouterB (config) # crypto dynamic-map dyn testmap 10

RouterB (config-crypto-map) # set transform-set test transf

RouterB (config-crypto-map) # end

! Routing traffic from PagentA to PagentB.

PagentA (config)# ip route 209.165.200.225 255.255.255.224 209.165.200.229

PagentA (config) # end

! Routing traffic from PagentB to PagentA.

PagentB(config)# ip route 209.165.200.227 255.255.255.224 209.165.200.230

PagentB (config) # end

! Checking the system log on RouterA confirms that the default IKE policies are in use.
RouterA# show log | include %CRYPTO-6-IKMP POLICY DEFAULT*

Jun 5 09:17:59.251 PDT: %CRYPTO-6-IKMP POLICY DEFAULT: Using ISAKMP Default policies
! Checking the system log on RouterB confirms that the default IKE policies are in use.
RouterB# show log | include %CRYPTO-6-IKMP POLICY DEFAULT*

Jun 5 09:17:59.979 PDT: %CRYPTO-6-IKMP POLICY DEFAULT: Using ISAKMP Default policies

FSUORITA—L Yy FDFI

WIZ, AET 427 707 K~y 7R RouterA ECRESN, ¥4 FIv 7 7V T h~v7
73 RouterB L CRREINTWAHHIZRLET, T 7 ¢ v 71X Pagent A 7> 5 Pagent B (Z/L—

TAVTENFET, IPsecSAIIT 74V "IV AT7 3 —h by hERrI T — 3 U HAT
W, M7 4w 7B LS NE T, MDY T Tshowcryptomap 2~ R&EETT5H L

TITHNE FTUATH—L 2y MBMEARTHL Z L 2R TEET,

! Configuring RouterA.

RouterA (config) # crypto isakmp key identify address 209.165.200.225
RouterA(config) # crypto map testmap 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

RouterA (config-crypto-map) # set peer 209.165.200.225

RouterA (config-crypto-map) # match address 101

RouterA (config-crypto-map) # exit

RouterA (config) # ip route 209.165.200.226 255.255.255.255 209.165.200.225

RouterA (config)# access-list 101 permit ip host 209.165.200.227 host 209.165.200.226
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RouterA (config) # end

RouterA (config) # interface FastEthernetl/2

RouterA (config-if)# crypto map testmap

RouterA (config-if)# end

RouterA (config) # crypto isakmp policy 10

RouterA (config-isakmp) # encryption aes

RouterA (config-isakmp) # authentication pre-share

RouterA (config-isakmp) # hash sha

RouterA (config-isakmp) # group 5

RouterA (config-isakmp) # end

! Configuring RouterB.

RouterB (config) # crypto isakmp key identity address 209.165.200.229

RouterB (config) # crypto dynamic-map dyn_testmap 10

RouterB (config-crypto-map) # crypto map testmap 10 ipsec-isakmp dynamic dyn testmap
RouterB (config) # ip route 209.165.200.227 255.255.255.255 209.165.200.229
RouterB (config) # end

RouterB (config) # interface GigabitEthernet0/1

RouterB (config-if) # crypto map testmap

RouterB (config-if) # end

RouterB (config) # crypto isakmp policy 10

RouterB (config-isakmp) # encryption aes

RouterB (config-isakmp) # authentication pre-share

RouterB (config-isakmp) # hash sha

RouterB (config-isakmp) # group 5

RouterB (config-isakmp) # end

! The SA is using the default transform set and traffic is encrypted on RouterA.
RouterA# show crypto isakmp sa detail | include 209.165.200.229.*209.165.200.225.*ACTIVE

13007 209.165.200.229 209.165.200.225 ACTIVE aes sha psk 5 23:59:56
13006 209.165.200.229 209.165.200.225 ACTIVE aes sha psk 5 0
13005 209.165.200.229 209.165.200.225 ACTIVE aes sha psk 5 0

! The SA is using the default transform set and traffic is encrypted on RouterB.
RouterB# show crypto isakmp sa detail | include 209.165.200.225.*209.165.200.229.*ACTIVE

7007 209.165.200.225 209.165.200.229 ACTIVE aes sha psk 5 23:59:55
7006 209.165.200.225 209.165.200.229 ACTIVE aes sha psk 5 0
7005 209.165.200.225 209.165.200.229 ACTIVE aes sha psk 5 0

! Verifying that the default transform sets are in use on RouterA.
RouterA# show crypto map
Crypto Map "testmap" 10 ipsec-isakmp
Peer = 209.165.200.225
Extended IP access list 101
access-list 101 permit ip host 209.165.200.227 host 209.165.200.226
Current peer: 209.165.200.225
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={
#S$!default transform set 1: { esp-aes esp-sha-hmac } ,
#$!default transform set 0: { esp-3des esp-sha-hmac } ,
}
Interfaces using crypto map testmap:
FastEthernetl/2
! Verifying that the default transform sets are in use on RouterB.
RouterB# show crypto map
Crypto Map "testmap" 10 ipsec-isakmp
Dynamic map template tag: dyn testmap
Crypto Map "testmap" 65536 ipsec-isakmp
Peer = 209.165.200.229
Extended IP access list
access-list permit ip host 209.165.200.226 host 209.165.200.227
dynamic (created from dynamic map dyn testmap/10)
Current peer: 209.165.200.229
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={
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#S!default transform set 1: { esp-aes esp-sha-hmac } ,

}
Interfaces using crypto map testmap:
GigabitEthernet0/1
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