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enable

configureterminal

crypto ipsec security-association dummy {pps rate | seconds seconds}
crypto ipsec security-association ecn {discard | propogate}

exit
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Device> enable
25 7 2 | configureter minal SO Ay T 4 Ra Lt a s B R A
fl LET,
Device# configure terminal
Z 5 7 3 | cryptoipsec security-association dummy {ppsrate| |IPSec F T 7 1 v 7 T u—NDF I — 4y hDA
seconds seconds} Ak EEE AR LET,
fi
Device (config) # crypto ipsec security-association
dummy seconds 5
25w 7 4 | crypto ipsec security-association ecn {discard | IPSec N7 7 ¢ v 7 7 v —NORARIEZEER
propogate; (ECN) BEZREIZ L £ T,
f5l
Device (config) # crypto ipsec security-association
ecn discard
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Device (config-crypto-map) # exit
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1. enable

2. configureterminal

3. crypto map map-name seg-numipsec-isakmp

4. setipsec security-association dfbit {clear | copy | set}

5. setipsec security-association dummy {pps rate | seconds seconds}

6. set ipsec security-association ecn {discard | propogate}

7. end

8. show crypto map ipsec sa
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Device> enable

ATy T2

configureterminal
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Device# configure terminal

sa—\ L ary7 X al—3ay E— Ntk
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ATvT3

crypto map map-name seg-num ipsec-isakmp
f5

Device (config)# crypto map cmap 1 ipsec-isakmp
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Set ipsec security-association dfbit {clear | copy | set}
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Device (config-crypto-map) # set ipsec
security-association dfbit set
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ATy Th

set ipsec security-association dummy {ppsrate| seconds
seconds}
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Device (config-crypto-map) # set ipsec
security-association dummy seconds 5
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set ipsec security-association ecn {discard | propogate}

1

Device (config-crypto-map) # set ipsec
security-association ecn propogate
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end
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Device (config-crypto-map) # end
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show crypto map ipsec sa
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Device# show crypto map ipsec sa

IPsec SA ICK -~ THEA SN AR TEEFR R LET,
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&Iz, show cryptomap ipsecsa 2~ > ROH I Z R LET,

Device# show crypto map ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0,
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protected vrf: (none)
local ident (addr/mask/prot/port): (3FFE:2002::32F7:DFF:FE54:7FD1/128/47/0)
remote ident (addr/mask/prot/port): (3FFE:2002::C671:FEFF:FE88:EB82/128/47/0)
current peer 3FFE:2002::C671:FEFF:FE88:EB82 port 500
PERMIT, flags={origin is_acl,}
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 28, #pkts decrypt: 28, #pkts verify: 28
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors 0O
#send dummy packets 852600, f#recv dummy packets 424905

local crypto endpt.: 3FFE:2002::32F7:DFF:FE54:7FD1,

remote crypto endpt.: 3FFE:2002::C671:FEFF:FE88:EB82

plaintext mtu 1430, path mtu 1500, ipvé6 mtu 1500, ipv6 mtu idb GigabitEthernet0/0/1
current outbound spi: 0xE963D1EC(3915633132)

PFS (Y/N): N, DH group: none

Dummy packet: Initializing

inbound esp sas:

spi: OxF4E01BO9A(4108327834)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2053, flow id: ESG:53, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4608000/2343)
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: OxE963D1EC(3915633132)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2054, flow id: ESG:54, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/2343)
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
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Device> enable
Device# configure terminal
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Device (config) # crypto ipsec security-association dummy seconds 15
Device (config) # crypto ipsec security-association ecn propogate
Device (config-crypto-map) # exit
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Device> enable

Device# configure terminal

Device (config) # crypto map cmap 1 ipsec-isakmp

Device (config-crypto-map) # set security-association copy

Device (config-crypto-map) # set security-association dummy seconds 15
Device (config-crypto-map)# set security-association ecn propogate
Device (config-crypto-map) # end

Device# show crypto map ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 3FFE:2002::32F7:DFF:FE54:7FD1
protected vrf: (none)
local ident (addr/mask/prot/port): (3FFE:2002::32F7:DFF:FE54:7FD1/128/47/0)
remote ident (addr/mask/prot/port): (3FFE:2002::C671:FEFF:FE88:EB82/128/47/0)
current peer 3FFE:2002::C671:FEFF:FE88:EB82 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 28, #pkts decrypt: 28, #pkts verify: 28
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
#send dummy packets 852600, #recv dummy packets 424905

local crypto endpt.: 3FFE:2002::32F7:DFF:FE54:7FD1,

remote crypto endpt.: 3FFE:2002::C671:FEFF:FE88:EB82

plaintext mtu 1430, path mtu 1500, ipvé mtu 1500, ipv6 mtu idb GigabitEthernet0/0/1
current outbound spi: 0xE963D1EC(3915633132)

PFS (Y/N): N, DH group: none

Dummy packet: Initializing

inbound esp sas:

spi: OxF4E01B9A(4108327834)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2053, flow id: ESG:53, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4608000/2343)
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: OxE963D1EC(3915633132)
transform: esp-3des esp-md5-hmac,
in use settings ={Tunnel, }

conn id: 2054, flow id: ESG:54, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4608000/2343)
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IV size: 8 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
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WD A~y RPNEANETIIELINE LI, cryptoipsec
security-association dummy, crypto ipsec security-association
ecn, set ipsec security-association dfbit, set ipsec
security-association dummy, set ipsec security-association ecn,
show crypto map ipsec sa.

RFC430x IPsec V78—
Fh 7x—X2

RFC 430x IPsec 7" — F 7 = — X 1 #%BE1%. RFC 4301 CHT
ENTWELA ¥ —Fy b F—x 7 2F =¥ (IKE) &
IPsec DEIER FEEL £9,

COMBEICE L TEEEEEShiza~y NEb v 8
/\Jo

. RFC 430x IPsec H7K— k


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



