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enable

configure terminal

crypto isakmp-profile profile-number
gos-group group-number
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Router> enable

Z 5w 72 |configure terminal Ta—\)ar7 4 Xal— gy T— NS
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Router# configure terminal
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Router (config)# crypto isakmp-profile vpnprofile

AT 7 4|qosgroup group-number QoS 7' L—Ffii% ISAKMP 7' 11 7 7 A VIZH L &
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Router (config-isa-prof) # gos-group 1
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1. enable
2. show cryptoisakmp profile
3. show cryptoipsec sa
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Router> enable
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Router# show crypto isakmp profile

AT 73 |show cryptoipsec sa QoS Z/L—T 3, IPsectF =2 UT 4 7YYo — g
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LET,

Router# show crypto ipsec sa
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version 12.3
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aaa authentication login group group radius
aaa authorization network autho local

aaa accounting update periodic 1
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aaa session-id common

ip subnet-zero

|
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ip cef

no ip domain lookup

|

class-map match-all yellow
match gos-group 3

class-map match-all blue
match gos-group 2

|

!
policy-map clients

class blue

set precedence 5

class yellow

set precedence 7

|
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crypto isakmp policy 1

encr aes

hash sha

authentication pre-share
group 14

lifetime 300

|
crypto isakmp keepalive 10 periodic
crypto isakmp xauth timeout 20
|
crypto isakmp client configuration group blue
key cisco

dns 10.2.2.2 10.2.2.3

wins 10.6.6.6

pool blue

save-password
include-local-lan
backup-gateway corkyl.cisco.com
|
crypto isakmp client configuration group yellow
dns 10.2.2.2 10.2.2.3

wins 10.6.6.5

pool yellow

|

crypto isakmp profile blue
match identity group cisco
client authentication list autho
isakmp authorization list autho
client configuration address respond
gos—-group 2

crypto isakmp profile yellow
match identity group yellow
match identity address 10.0.0.11 255.255.255.255
client authentication list autho
isakmp authorization list autho
client configuration address respond
gos—-group 3

|

|

crypto ipsec transform-set combo ah-sha-hmac esp-aes esp-sha-hmac

crypto ipsec transform-set client esp-aes esp-sha-hmac comp-lzs
|

crypto dynamic-map mode 1

set security-association lifetime seconds 180
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set transform-set client

set isakmp-profile blue

reverse-route
crypto dynamic-map mode 2

set transform-set combo

set isakmp-profile yellow

reverse-route

|
crypto map mode 1 ipsec-isakmp dynamic mode
|
interface FastEthernet0/0

ip address 10.0.0.110 255.255.255.0

no ip redirects

no ip proxy-arp

no ip mroute-cache

duplex half

no cdp enable

crypto map mode

service-policy out clients

|

ip local pool yellow 192.168.2.1 192.168.2.10
ip local pool blue 192.168.6.1 192.168.6.6
no ip classless

|

radius-server host 10.0.0.13 auth-port 1645 acct-port 1646
radius-server key XXXXXX

radius-server vsa send accounting
radius-server vsa send authentication

show crypto isakmp profile 23 < > K D45l

WOHFITIX, QoS Z/v—=7 2] NISAKMP 7’12 7 7 A )b [blue) (T H 41, QoS 7' /v—
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Router# show crypto isakmp profile
ISAKMP PROFILE blue
Identities matched are:
group blue
QoS Group 2 is applied
ISAKMP PROFILE yellow
Identities matched are:
ip-address 10.0.0.13 255.255.255.255
group yellow
QoS Group 3 is applied

show crypto ipsec sa 37 > KD
RO IITIX, QoS 7 /b—T 73 1Psec SA DFFED T IZHEHA SN TNWAH Z AR L TWET,

Router# show crypto ipsec sa
interface: FastEthernet0/0
Crypto map tag: mode, local addr. 10.0.0.110
protected vrf:
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.12.12.0/255.255.255.0/0/0)
current peer: 10.0.0.11:500
PERMIT, flags={}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
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#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: O

#send errors 0, #recv errors 0O

gos group 1s set to 2

ZTDDSEER

Z ZCiX, IPsec & Quality of Service #RE DBIEEEHI DWW TR L £ 77,

HEIEE X=aT7ILBA L

IPSec IPsec Zflifl L7= VPN D& x = U 7 1 O E

QoS A= v ['Cisco 10S Quality of Service Solutions Configuration Guidel]
(Cisco.com)

QoS =~v K ['Cisco 10S Quality of Service Solutions Command Referencell

X2 VT av R ['Cisco 10S Security Command Reference]]

HEEE SN DKF 57 /L2 X 2| [Next Generation Encryption,]

piS
*71:'

=i
R Z

B4k
L

COMREN T AR — M8 LWBME LI 3B S ikiZdH v A, |-

MB®D' >y

ZOMREIC Lo T R—FENDHT
LV MIB F 721348 S /= MIB 1%
HDFEFEA,

BIRLT T F 74—, CiscolOS VU —R, BX
V74 —Fx% By MCBETL2MB 2L TH U m—
R4 21Zi%, D URL IZ& 5 Cisco MIB Locator % {if [
LET,

http://www.cisco.com/go/mibs

IPsec & Quality of Service .


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/go/mibs

IPsec & Quality of Service |

B rec

RFC

RFC B4k
1%

ZOBRETY AR — FRBMELIIETE I NRFCIEH Y FHA, |-

SRADTHIZAIL YR—F

B 9

A aOYFR— N Web A FTiE. %z o |http://www.cisco.com/cisco/web/support/index.html
ST 7 /) a o —IClTH T Ty a—
T A TICBEILTCWERET AT, vw==
TR —NVEII LD LT HEERA T4
V=R R L TVETS,

BHEWORGEOEX 2 U7 ¢ FESOBM )
 ANFTBH7=9DIT, Cisco Notification Service
(Field Notice 225 7 2 2 A) . Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— Flp LAY — B XITMA
TEET,

vAaDYR— K Web¥A bOY— TV
T 24 AP, Cisco.com D2 —H ID B L
INAY — RINNEETT,

IPsec & Quality of Service D HEREE R

ROFNZ, ZOFY 22— /LT LIEHEEICET 2 ) U —AF@ME R L Ed, ZoRIiT, V7
Fo=7 U U =R bbA U THEREOYR— FREASNEEDOY 7 hy=T VY =72
FERLTWEY, TOERIZ. W 23720 RY . 2O —EDY 7 by =7 U —
ATHHIR—FSNET,

TT7 v b7 A= LDV R—FBLOV R YT R 2T A A=V OV R— MIBET 2 15HR 2 K
&I HITIL, Cisco Feature Navigator Z ] L &9, Cisco Feature Navigator {27 27 24 5 (T
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77 MILEH Y EH A,

. IPsec & Quality of Service


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

I IPsec & Quality of Service
IPsec & Quality of Service D HEAETEIR .

% 1:IPsec & Quality of Service D4 EETESR

HaE

iy

)1)—2x HRETEER

IPsec & Quality |Cisco IOS XE I[Psec & Quality of Service ##8E 4 1/ 9"41iE. Cisco 10S
of Service Release 3.9S Quality of Service (QoS) RV P —% . QoS 7 /N — 7Tk
DUV, IP Security (IPsec) 7 7 v b 7o —|ZiH T
F9, QoS 7 /L—71%, BIfED Internet Security Association
and Key Management Protocol (ISAKMP) 7'&2 7 7 A JL{iZ
HHTEET,

WD~y RPEAFIIERESNE L7, qosgroup.

IPsec & Quality of Service .



IPsec & Quality of Service |
. IPsec & Quality of Service (D% EE1EHR

. IPsec & Quality of Service



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



