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crypto isakmp keepalive seconds [retries] [periodic |
on-demand]
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Router (config)# crypto isakmp keepalive 10
periodic
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FIEDHEE
1. enable
2. configure terminal
3. cryptomap map-name seg-num ipsec-isakmp
4. setpeer {host-name [dynamic] | ip-address}
5. settransform-set transform-set-name
6. match address [access-list-id | name]
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R w73 |cryptomap map-name seg-num ipsec-isakmp
fil
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set peer {host-name [dynamic] | ip-address}
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Router (config-crypto-map)# set peer 10.12.12.12
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set transform-set  transform-set-name
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Router (config-crypto-map)# set transform-set txfm
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match address [access-list-id | name]
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Router (config-crypto-map)# match address 101
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FIEDHE
1. enable
clear crypto session [local ip-address [port local-port]] [remoteip-address [port remote-port]] |
[fvrf vrf-name] [ivrf vrf-name]
3. debugcrypto isakmp
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Router> enable
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clear crypto session [local ip-address [port local-port]]
[remoteip-address [port remote-port]] | [fvrf vrf-name]
[ivrf vrf-name]
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Router# clear crypto session
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debug crypto isakmp
fi

Router# debug crypto isakmp
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crypto isakmp policy 1
encryption aes
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group 14
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crypto isakmp key kd94jlksldz address 10.2.80.209 255.255.255.0

crypto isakmp keepalive 10 periodic

crypto ipsec transform-set Transl esp-aes esp-sha-hmac

|
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interface
ip address 10.1.32.14 255.255.255.0
speed auto
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. debug crypto isakmp 37 > FZ (A L 1= DPD &% E DHEE DBl

debug crypto isakmp 1< > K Z{EH L 7= DPD 5% D FEZE D15l

R @ debug cryptoisakmp =~ > ROH /i TiX, IKEDPD WAL I TND Z & ZhER L
TWET,

*Mar 25 15:17:14.131: ISAKMP: (0:1:HW:2):IKE DPD is enabled, initializing timers
_ g

IKEDPD N A R—7 MZ7o>TWNWAZE (BLO, ETICL>TDPD N HR—hENRTWA
L) EHERT DI, B DPD A X—T NVICTHERC, v Rk THRESN
R CRDOT NNy 7 A vb—UNHHEND 2 L 2ERTHINENLY £,

*Mar 25 15:18:52.107: ISAKMP: (0:1:HW:2): sending packet to 10.2.80.209 my port

500 peer port 500 (I) QM IDLE

*Mar 25 15:18:52.107: ISAKMP: (0:1:HW:2) :purging node 899852982 *Mar 25 15:18:52.111:
ISAKMP: (0:1:HW:2) : Input = IKE MESG FROM TIMER,

IKE_TIMER IM ALIVE

*Mar 25 15:18:52.111: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE New State =
IKE Pl COMPLETE

EFDO A vE—1%, DPDR U THERE A »vE—VDOEFIZHIGE LT ET,

*Mar 25 15:18:52.123: ISAKMP (0:268435457): received packet from 10.2.80.209

dport 500 sport 500 Global (I) OM IDLE

*Mar 25 15:18:52.123: ISAKMP: set new node -443923643 to OM IDLE *Mar 25 15:18:52.131:
ISAKMP: (0:1:HW:2) : processing HASH payload. message ID =

-443923643

*Mar 25 15:18:52.131: ISAKMP: (0:1:HW:2): processing NOTIFY R U THERE ACK protocol 1
spi 0, message ID = -443923643, sa = 81BA4DD4

*Mar 25 15:18:52.135: ISAKMP: (0:1:HW:2): DPD/R U THERE ACK received from peer
10.2.80.209, sequence 0x9

*Mar 25 15:18:52.135: ISAKMP: (0:1:HW:2) :deleting node -443923643 error FALSE

reason "informational (in) state 1"

*Mar 25 15:18:52.135: ISAKMP: (0:1:HW:2) :Input = IKE MESG FROM PEER, IKE INFO NOTIFY *Mar
25 15:18:52.135: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE New State =

IKE_P1 COMPLETE

LA =L, ETNLOMRINE (ACK) A vE—VIZxE L TWET,

Router#

*Mar 25 15:47:35.335: ISAKMP: set new node -90798077 to QM IDLE *Mar 25 15:47:35.343:
ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) QM IDLE

*Mar 25 15:47:35.343: ISAKMP: (0:1:HW:2) :purging node -90798077 *Mar 25 15:47:35.347:
ISAKMP: (0:1:HW:2) : Input = IKE_MESG_FROM TIMER,

IKE TIMER IM ALIVE

*Mar 25 15:47:35.347: ISAKMP: (0:1:HW:2) :01d State = IKE_Pl_COMPLETE New State =
IKE P1 COMPLETE

*Mar 25 15:47:36.611: ISAKMP: (0:1:HW:2) :purging node 1515050537 *Mar 25 15:47:37.343:
ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS_ALIVE TIMER

*Mar 25 15:47:37.343: ISAKMP: set new node -1592471565 to QM IDLE *Mar 25 15:47:37.351:
ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) QM IDLE

*Mar 25 15:47:37.351: ISAKMP: (0:1:HW:2) :purging node -1592471565 *Mar 25 15:47:37.355:
ISAKMP: (0:1:HW:2) : Input = IKE_MESG_FROM TIMER,

IKE TIMER PEERS ALIVE

*Mar 25 15:47:37.355: ISAKMP: (0:1:HW:2) :01d State = IKE_Pl_COMPLETE New State =
IKE P1 COMPLETE

*Mar 25 15:47:39.355: ISAKMP: (0:1:HW:2) :incrementing error counter on sa:
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debug crypto isakmp 37 > FZ{EF L 7= DPD &% E DHEE DBl .

PEERS_ALIVE TIMER

*Mar 25 15:47:39.355: ISAKMP: set new node 1758739401 to QM IDLE *Mar 25 15:47:39.363:

ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) OM IDLE

*Mar 25 15:47:39.363: ISAKMP: (0:1:HW:2) :purging node 1758739401 *Mar 25 15:47:39.367:

ISAKMP: (0:1:HW:2) : Input = IKE_MESG_FROM TIMER,

IKE TIMER PEERS ALIVE

*Mar 25 15:47:39.367: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE New State =

IKE P1 COMPLETE

*Mar 25 15:47:41.367: ISAKMP: (0:1:HW:2):incrementing error counter on sa:

PEERS_ALIVE TIMER

*Mar 25 15:47:41.367: ISAKMP: set new node 320258858 to QM IDLE *Mar 25 15:47:41.375:

ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) OM IDLE

*Mar 25 15:47:41.379: ISAKMP: (0:1:HW:2) :purging node 320258858 *Mar 25 15:47:41.379:

ISAKMP: (0:1:HW:2) : Input = IKE_MESG_FROM TIMER,

IKE TIMER PEERS ALIVE

*Mar 25 15:47:41.379: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE New State =

IKE P1 COMPLETE

*Mar 25 15:47:43.379: ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS_ALIVE TIMER

*Mar 25 15:47:43.379: ISAKMP: set new node -744493014 to QM IDLE *Mar 25 15:47:43.387:

ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) OM IDLE

*Mar 25 15:47:43.387: ISAKMP: (0:1:HW:2) :purging node -744493014 *Mar 25 15:47:43.391:

ISAKMP: (0:1:HW:2) : Input = IKE_MESG_FROM TIMER,

IKE TIMER PEERS ALIVE

*Mar 25 15:47:43.391: ISAKMP: (0:1:HW:2):01d State = IKE Pl COMPLETE New State =

IKE P1 COMPLETE

*Mar 25 15:47:45.391: ISAKMP: (0:1:HW:2) :incrementing error counter on sa:

PEERS_ALIVE TIMER

*Mar 25 15:47:45.391: ISAKMP: (0:1:HW:2) :peer 10.2.80.209 not responding! *Mar 25
15:47:45.391: ISAKMP: (0:1:HW:2) :peer does not do paranoid keepalives.

*Mar 25 15:47:45.391: ISAKMP: (0:1:HW:2) :deleting SA reason "peers alive" state

(I) oM IDLE (peer 10.2.80.209) input queue 0

*Mar 25 15:47:45.395: ISAKMP: Unlocking IPSEC struct Ox81E5C4E8 from

delete_siblings, count 0

*Mar 25 15:47:45.395: %CRYPTO-5-SESSION_STATUS: Crypto tunnel is DOWN. Peer
10.2.80.209:500 Id: 10.2.80.209

*Mar 25 15:47:45.399: ISAKMP: set new node -2061951065 to QM IDLE *Mar 25 15:47:45.411:
ISAKMP: (0:1:HW:2) : sending packet to 10.2.80.209 my port

500 peer port 500 (I) OM IDLE

*Mar 25 15:47:45.411: ISAKMP: (0:1:HW:2) :purging node -2061951065 *Mar 25 15:47:45.411:
ISAKMP: (0:1:HW:2) : Input = IKE_MESG_FROM TIMER,

IKE TIMER PEERS ALIVE

*Mar 25 15:47:45.411: ISAKMP: (0:1:HW:2):01d State = IKE P1 COMPLETE New State =

IKE DEST SA

*Mar 25 15:47:45.415: ISAKMP: (0:1:HW:2) :deleting SA reason "peers alive" state

(I) oM IDLE (peer 10.2.80.209) input queue 0

*Mar 25 15:47:45.415: ISAKMP: Unlocking IKE struct Ox81E5C4E8 for

isadb mark sa deleted(), count 0

*Mar 25 15:47:45.415: ISAKMP: Deleting peer node by peer reap for 10.2.80.209:
81E5C4ES8

*Mar 25 15:47:45.415: ISAKMP: (0:1:HW:2) :deleting node -1067612752 error TRUE

reason "peers alive"

*Mar 25 15:47:45.415: ISAKMP: (0:1:HW:2) :deleting node -114443536 error TRUE

reason "peers alive"

*Mar 25 15:47:45.419: ISAKMP: (0:1:HW:2) :deleting node 2116015069 error TRUE

reason "peers alive"

*Mar 25 15:47:45.419: ISAKMP: (0:1:HW:2) :deleting node -1981865558 error TRUE

reason "peers alive"

*Mar 25 15:47:45.419: ISAKMP: (0:1:HW:2) :Input = IKE_MESG_INTERNAL, IKE PHASE1l DEL *Mar

25 15:47:45.419: ISAKMP: (0:1:HW:2):01d State = IKE DEST SA New State =

IKE DEST SA
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B ==~y onossorc7tomasbe TEAE NS DPD & U Cisco 0SXE ¥—T7 51 7 : 4

*Mar 25 15:47:45.419: ISAKMP: received ke message (4/1)

*Mar 25 15:47:45.419: ISAKMP: received ke message (3/1)

*Mar 25 15:47:45.423: ISAKMP: ignoring request to send delete notify (no ISAKMP

sa) src 10.1.32.14 dst 10.2.80.209 for SPI 0x3A7B69BF

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting SA reason "" state (I)

MM NO_STATE (peer 10.2.80.209) input queue 0

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting node -1067612752 error FALSE

reason ""

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting node -114443536 error FALSE

reason ""

*Mar 25 15:47:45.423: ISAKMP: (0:1:HW:2) :deleting node 2116015069 error FALSE

reason ""

*Mar 25 15:47:45.427: ISAKMP: (0:1:HW:2) :deleting node -1981865558 error FALSE

reason ""

*Mar 25 15:47:45.427: ISAKMP: (0:1:HW:2) :Input = IKE MESG FROM PEER, IKE MM EXCH *Mar 25
15:47:45.427: ISAKMP: (0:1:HW:2):01d State = IKE DEST SA New State =

IKE DEST SA

FROAvyE—=U1F UVE— I ETREERRR > TWDORHARFIEAEL TNDH D0 &R LT
WET, —FIZL o T, R IPsec B L OSAAHIFR S HIIZ, 12O DPDR U THERE
Ayt —VBI4 ODEENREE ST T,

BBV Y THOERDODET7 EDHAEHETHERATINSDPD LY
CiscolIOSXExX—T 754 7 : 5l

W2, X274 7Y vxm—ray (SA) 2N T 57O IKEBNMER SN 5412, DPD
BEWCiscolOSXEX—T7 7T T A T 5~ v THENOEROET L OMAEG DO THEA X
NnNoEERLET, ZOFITIE, SAA, 10.0.0.1, 10.0.0.2, F£721%10.0.0.3 ® IPsec &7 |T57%
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