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FIEDHE
1. enable
2. configureterminal
3. cryptoipsec security-association replay window-size [N]
4. cryptoipsec security-association replay disable
F gD F%H
ARV KRFERETY a3y B#J
AT 71 |enable KHE EXEC T— REAHT L £T,
fi e NAT—REANLET (ERINTEHE) .

Router> enable

R 72 |configureterminal Ta—\)ar7 4 Xal— gy T— NS
1 LET

Router# configure terminal

R 73 |cryptoipsec security-association replay window-size |SA U LA W 4> ROV A X% 70— L2358
[N] ELET,

E GE) Zoa~wy REIT eryptoipsec
security-association replay disable == < >~
RERELET, ZO2250a~v R

. AR TE A,

Router (config)# crypto ipsec security-association
replay window-size 256

R T w 74 |cryptoipsec security-association replay disable MELY 7 a— LA x—7 M LET,
fl G¥) ZOa~wr REZIT oryptoipsec
security-association replay window-size =
Router (config)# crypto ipsec security-association - ]\%}f%ﬁ“ﬁ; Li'ﬂ— “D2OD I

replay disable

Rid, FRFICHERTE £ A,
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EMEDERTE

e~y 7 ETIPsec 7T VT vA U4 RUDIRR E B Z, FFEDOKR B~ v 7 E21T
a7 ANEFHLUTERSN SAICEELY 525 L OICEKET DI, ROTFIEE AT
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FIRDEE

1. enable
2. configureterminal
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3. cryptomap map-name seg-num [ipsec-isakmp]
4. set security-association replay window-size [N ]

5. set security-association replay disable

FED M
aAv Y REEET7TIV 3 Y B8
AT w71 |enable e EXEC E— RE AL £,
{1 e N2 — REANLET (ERENEHD) .
Router> enable
2 5w 2 | configure terminal Ju—r)Lary 7 4 ¥alb— gy T— NE2Elk
15'] : L/i—g—o
Router# configure terminal
AT w73 |cryptomap map-name seg-num [ipsec-isakmp] IV S~y ar74¥alb—rvaryE—F%
I - BiA L. BIICIERSND 2 U T b~ TORIED
o7 T r— et T o s e 7y A vk
Router (config)# crypto map ETHO 17 ipsec-isakmp fEﬁEszi?ro
R T 7 4 | set security-association replay window-size [N ] BEDI VT v~y BAFIvI 7T v~y
i - 7 KBRS T R T 7 AU Lo TIRE SRR
Vo—%fEHALTERINDS SA ZHI LET,
Rout ( to- ) # t i ty- iati . - NP .
ey M gt st | gy oy K
security-association replay disable ==~ >~
FEZRELET, Z0O2o0a<w R
X, FFFICEHTEERA,
R w 75 | set security-association replay disable BWEDI VS R~y XAFIv I )T <

1 -

Router (crypto-map)# set security-association
replay disable

7 ERREE T T A NMCHT B Y LA R
ETr 4 e—7 Nz LET,

G¥) Zoavy REIT st
security-association replay window-size =
YU RERELET, Z020o0aws
NI, FFRFCEHTEEE A,
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*Nov 17 19:27:32.279: %CRYPTO-4-PKT_ REPLAY ERR: decrypt: replay check failed connection
id=1

ZEINEAYE—=UNR, ToF VT, U RUOFRHEBLTWD EHEI SN &,
FRAvE—URERENET,

IPsec 7UF UTLA D42 FOoDMLEEENEDERTE
15l

TOoFNTLA 242 k00T B—NLHREEENE - 5

WX, ToF VA T4 R YA ZXANRT B — U 1024 IZRE SN TWA Z & AR
LTWET,

version 2.1

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|
hostname VPN-Gatewayl

|
boot-start-marker
boot-end-marker

|

!

clock timezone EST O

no aaa new-model

ip subnet-zero

|

!

ip audit po max-events 100

no ftp-server write-enable

|

!

crypto isakmp policy 10

authentication pre-share

crypto isakmp key ciscol23 address 192.165.201.2 !
crypto ipsec security-association replay window-size 1024 !
crypto ipsec transform-set basic esp-des esp-md5-hmac !
crypto map mymap 10 ipsec-isakmp

set peer 192.165.201.2

set transform-set basic

match address 101

|

!

interface FastEthernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface Seriall/0

ip address 192.165.200.2 255.255.255.252 serial restart-delay 0 crypto map mymap !
ip classless

ip route 0.0.0.0 0.0.0.0 192.165.200.1
no ip http server
no ip http secure-server
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|

!
access-list 101 permit ip 192.168.1.0 0.0.0.255 172.16.2.0 0.0.0.255 access-1list 101
remark Crypto ACL
|

!

control-plane

|

!

line con 0

line aux 0

line vty 0 4

|

|

end

EEXY IJERFREESE A2 7A4ILOTF )T LA 9402 F9D
ViR & &K ERE - 4

WOETIL, 7oF UTF L ABED, 172.17.150.2 ~D IPsec AL TF 4 B—7 L &
NTWABD, 172.17.150.3 3B LTV 172.17.150.4 ~® 1Psec #5512 L TidA 2 —7 0 (BX U,
FIFN DT 4 R P AR 64) IZENTNWDEZ EEZRFLTWET,

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname networkserverl
|
enable secret 5 $1SKxKvScbgKsZtQTLJLGPN.tErFZ1l enable password ww !
ip subnet-zero
|
cns event-service server
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscol70 address 172.17.150.2 crypto isakmp key ciscol80 address
172.17.150.3 crypto isakmp key ciscol90 address 172.17.150.4
crypto ipsec transform-set 170cisco esp-des esp-md5-hmac crypto ipsec transform-set
180cisco esp-des esp-md5S-hmac crypto ipsec transform-set 190cisco esp-des esp-md5-hmac
crypto map ETHO 17 ipsec-isakmp
set peer 172.17.150.2
set security-association replay disable set transform-set 170cisco match address 170
crypto map ETHO 18 ipsec-isakmp set peer 192.168.1.3 set transform-set 180cisco match
address 180 crypto map ETHO 19 ipsec-isakmp set peer 192.168.1.4 set transform-set
190cisco match address 190 !
interface FastEthernet0
ip address 172.17.150.1 255.255.255.0
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
no mop enabled
crypto map ETHO
|
interface Serial0
ip address 172.16.160.1 255.255.255.0
no ip directed-broadcast
no ip mroute-cache
no fair-queue
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ip classless

ip route 172.18.170.0 255.255.255.0 172.17.150.2 ip route 172.19.180.0 255.255.255.0
172.17.150.3 ip route 172.20.190.0 255.255.255.0 172.17.150.4 no ip http server !
access-list 170 permit ip 172.16.160.0 0.0.0.255 172.18.170.0 0.0.0.255 access-1list 180
permit ip 172.16.160.0 0.0.0.255 172.19.180.0 0.0.0.255 access-list 190 permit ip
172.16.160.0 0.0.0.255 172.20.190.0 0.0.0.255 !

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipx permit

|

line con 0

transport input none

line aux 0

line vty 0 4

password ww

logi

end

QS DI=HDIPsec 7F ') TLADAH=X L
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NAEN L TR D7 —%2%ETD) MEHENDIP Ry hT—2 TiE, 77> FOIERF
NEBEINDDOITEEDZ L TT,

| | | Crypto Engine [ [ac2 | [ 101 | [ 100]
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NoOFFMBEMESND E, Ry ME, 2087y NNOT 7 r— 2 A28 CTHA
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U ABFIN0L Oy NEZETLHE, ATAT 47U 4 RUDBEREIT 101 ICBH)
LET, ZNE. ATAT 47 T4 RURY—7 2 A% 30 ~ 101 DEBEZERT D 2
EEBWRLET, VT U ARG 102 2ROy NIRZEESNDE, ATGAT 4T
74 RYDEREN 39 ~ 102 ICETINET, ZORFET, 7743V T 4 Fa—Il\ry
ER720N 2D, HOF 2 —DWNT NN E 37y b (T2 2E, =T AFF 1Oy
B BEESHET, BET A AN —F U ZAFK 1O v NEZETDH0IXZANR0D
TTEB, RATAT 4704 RYTERESHEREINL TS, Xy MIkry7sh
E3

KA DRNZ QoS A YV a— VY 7 EBET 5L, 72 F U 7 LA OREDRER S5 FHE
PERH D ET 23, QoSHERENKITNLIZ /2 720 £F, ST, ATV a—V 7%, WAy
H—=Tx A A (FRIFFDA L H—T 2 ADY = A 3—) OIFEEIC L » CTEEI SN D LT
HVET, ToFIVTVLAT 4 U RUDOH A RERELTDHE, ZOWEZWIT DT /34 R
DAEVIZKRERAMPND F7,
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72 L. ATEEMEITIRWY) o Ty R AT LB I 2 —IcAnLGNTICT— R
vy 7E3nl (ERETANLNTZO TR HBETYH, v—7 U AEFFIIZEMTZES
NET, T0d, V=T U ABRBFAN—ATLEORBRREY o v RO S ETR, 20E
JEX 720 L 72 £,

EF-_:I | E_‘| Crypio Engane
----- T [Adds Secqusnce
Paszhils 1 Pasmbar)

ZORE, T U ABENE LI AL AR ED2ODES THRESNTWHZ L &
RLTWET, ZEMT, B2 ¥ 2EALT, AT ELWVEBRZEIRL, v—7 2 A%
Sl E S BVICEEL £,
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GE)  #EEOV—Fr v AFBEAN—A (w/LF SNS) AN/ >TNWDEE, IPsec T F VU 7L
A ¥%#E1Z Group Encrypted Transport VPN (GETVPN) ZH7AR—F LEHA,

IPsec 7 > F ) T LAy MELXD[E]E

IPsec 7> F U 7L A7y MERDEBEOKEREIZ LD . QoS 23 IPsec TaXE I TWDHGH
W2, RERPsec 7> F VT LAy b Ray IREBESNET, 72720, IPSecT7 TV
T LA DNFRIIRIET QoS MEH SN TV HIGE, FFEORUW T T—HMDONTry b Re v
TFINFAETHAREMNH Y £, oA v —T oA AN T IA—F RSN TS & X
7T Ay THRBIMEIZEIREND &, <A TF SNSBHNZ /2> TWDEA, 1 ~2 M.
TrFIVTLA Ray TR RAELET, NT 740 v Z7I3EBHICEEL, ZTo#%IE e v 7n
RonEthi,

TrFIVTUA Ry 7iE, RORILTHRETDAREND D £,

e X7y FOBREPIZ, 7T AN QoS R v—< v I bHIRENET, 207 7RG
T DBy IMEWRZ- &, EHE/ N 3, class-default F = —IZ A5 TWHT_T
DRIy FOBIZFa—A T ENET, ZhICEY, =7 U 2K AR—ANEN,
TFVT A Ray PR ETHAREERH Y 3, F=2—0NETRD, VAT ATT
ICEE LTl O@EZ H L 7,

¢ ESPR—ADNAT XA FTEVT 4 PNFEESI, ==Y TR ITATINE T T 4>
TINTRTCOY =V AFFGANR—RAEN L TEFINDEZIC, ToF VLA Fry
THREAELET, BRMTE—N—Y TR TATEINTNT T4 I RBDIHAE. FT
T4 v 71EQoSHY =l SNW Ty a—ErranEd, TOME. ZERL—Z 0,
= VAR GONRFNELL RNy NEZELET, b0 Fa vy FIE—F T
by, FIZEE LET,

et X2 VT4 TYE—Tar (SA) OF—FAERFIC, v—2M, FHE@H DA N
U REF2T 4 RNTA=F AT v 7 A (SP) AWML £9, U SA 13
M CHIBR SN E T, V0 SA BHIBR SN2, L—F B E\0 SPL 2 5237 v b & %15
T5E (QoSHY —NHEETHHLAEICRAET L HREMELRH Y £79) | BEHSPI=T —I(C
Loy "R ey ENET,

QS D=HD IPsec 7F') TL A DETFE

WIZ, Psec SA Z L ICHBD L — 7 VAFBHZAXN—AZHMNT Ha~v L ReERLET,

Device (config) #crypto ipsec security-association multi-sn

A

EE O COMREZRETATNC. BFEOTRTO® Yy a v E 2 UTTAMLERLY T, FH5 LA
We, BEfFDEy v a oD NI 74 v IR Ry I ET,
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SEE ZOMEREIE. IPsec BEEDM T D F Y I N—F TRETHLENH Y £3, = OMEEN—JF
DN—F TLPAEDNZ> TORWESE, b2 —FHFDOL—F 37y b Ry LET,

av Y FORT

show platform hardware qgfp active feature ipsec datapath crypto-sa

ZDa FIZEY, QFP D IPsec SAIZBIT DL —F U AR GAN—R L —F U AFK 5D
Mo~y B IRERENET,

Device# show platform hardware qfp active feature ipsec datapath crypto-sa 4
Crypto Context Handle: e8b06b60

peer sa handle: 0

anti-replay enabled

esn disabled

Outbound SA

Total SNS: 16

Space current seq number

O J oy Uk Ww NP O

e}

10
11 10
12
13
14
15

O O O OO OO0 0O0Oo0oooooo

show platform hardware qfp active feature ipsec sa

Z® =z~ RN, Cisco QuantumFlow Processor (Cisco QFP) D IPsec SA #F/~ L ¥ 7,

Device# show platform hardware gfp active feature ipsec sa 6
QFP ipsec sa Information

QFP sa 1d: 6
pal sa id: 170
QFP spd id: 1
QFP sp id: 2
QFP spi: Oxa4ab5244(172642884)
crypto ctx: 0x00000000e8b14a20
flags: 0x4640068 (Details below)
: src:IKE valid:Yes soft-life-expired:No hard-life-expired:No
: replay-check:No proto:ESP mode:Receive-only direction:Egress
: gos_preclassify:No qgos_group:No
frag type:AFTER ENCRYPT df bit type:COPY
: sar_enable:No getvpn mode:SNDRCV_SA
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gos_group:

mtu:

mtu_adj:
sar_delta:
sar_window:
sibling sa:
sp_ptr:

sbs_ptr:

local endpoint:
remote endpoint:
cgid.cid.fid.rid:
ivrf:
fvrf:

udp sport:
udp dport:
intf name:

trans
trans
first
fixup src port:
nat fixup ip:

nat

show platform software ipsec fp active flow .

doing translation:No assigned outside rport:No
inline tagging enabled:No
0x0

0x59e=1438

0x588=1416

0

0x0

0x0

Oxe8abc000

0xeB8a73878

33.0.0.3

33.0.0.4

1.1.1.11141121

0

0

0

0

TunnelO
0

0.0.0.0

show platform software ipsec fp active flow

Zoawy Rif, BESNZ7 82— 1D O fman-fp 7' 2 AD IPsec SA #F /R L £,

Device# show platform software ipsec fp active flow identifier 169

Flow id: 169

mode:

direction:
protocol:

SPI:

local IP addr:
remote IP addr:
crypto device id:
map id:
SPD id:
SPD id:
number:
handle:
IOS XE interface id:
interface name:
Crypto SA ctx id:
cipher:

auth:

crypto
QFP

ACE line
QFP SA

initial seqg.number:
timeout,

Time limits

soft limit (sec):
hard limit (sec):

Traffic limits

soft limit (kb):
hard limit (kb) :
inline tagging:

anti-replay window:
SPI Selector:

remote addr low:
remote addr high:

local addr low:
local addr high:

mins:
flags:

tunnel
inbound
esp
0xbcd8840
33.0.0.3
33.0.0.4
0

e e

5

11

TunnelO
0x00000000e8b148c0
AES-128

SHA256

0
exp time;exp traffic;

3401
3568

3962880

4608000

DISABLED
64
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. show crypto ipsec sa <ip> peer

Classifier: range
src IP addr low: 33.0.0.3
src IP addr high: 33.0.0.3
dst IP addr low: 33.0.0.4
dst IP addr high: 33.0.0.4
src port low: 0
src port high: 65535
dst port low: O
dst port high: 65535
protocol low: 47
protocol high: 47
————————————— Statistics
octets (delta) 0
total octets(delta) 4718576880
packets (delta) 0
dropped packets(delta): 0O
replay drops (delta): O
auth packets(delta) 0
auth fails(delta) 0

encrypted packets (delta): 0
encrypt fails(delta): O
End statistics

object state: active
——————————————— AOM
cpp aom id: 894
cgm aom id: 0
n2 aom id: 891
if aom id: O

show crypto ipsec sa <ip> peer

IPsec 7 F U FLA Y4 > oDk s Emik |

Zoawry RiE, BESNIZET O IPsec SAID #Hif L, 10S LA Y725 QFP LA Y £ TD

FTRTOLA YD SA ZRRFLET,

Device# polaris-csriishow crypto ipsec sa peer 33.0.0.4 platform

interface: TunnelO
Crypto map tag: TunnelO-head-0,

protected vrf: (none)
local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):

current peer 33.0.0.4 port 500

(33.0.0.3/255.255.
(33.0.0.4/255.255.

local addr 33.0.0.3

255.255/47/0)
255.255/47/0)

PERMIT, flags={origin is_acl,}

#pkts encaps: 190, #pkts encrypt: 190, #pkts digest: 190
#pkts decaps: 190, #pkts decrypt: 190, #pkts verify: 190
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0

#pkts
#send

not decompressed:
errors 0,

Or
#recv errors 0

local crypto endpt.:
plaintext mtu 1438, path mtu 1500,
current outbound spi: O0xA4A5244(172642884)
PFS (Y/N): N, DH group: none

33.0.0.3,

inbound esp sas:
spi: OxBCD8840(198019136)
transform: esp-aes esp-sha256-hmac ,

B Psec 7o FUTLA Y4 Y RYDIRIEE EMIE
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ip mtu 1500,

#pkts decompress failed: 0
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| Psec7oFUTLAD 12 RYDIIRE EIIE
zotos=zan [

in use settings ={Tunnel, }

conn id: 2169, flow_id: CSR:169, sibling flags FFFFFFFF80004048, crypto map:
TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4607985/3255)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxA4A5244(172642884)
transform: esp-aes esp-sha256-hmac ,
in use settings ={Tunnel, }

conn id: 2170, flow_id: CSR:170, sibling flags FFFFFFFF80004048, crypto map:
TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4607989/3255)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
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Release 2.1 crypto ipsec security-association replay

disable, ipsec security-association replay
window-size, security-association replay
disable, security-association replay window-size
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show platform hardware gfp active feature
ipsec, show platform softwareipsec fp active

flow, show cryptoipsec sa,
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